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Nuclear Material Production Cycle Vulnerability Analysis

Terry F. Bott, Ph.D.; Los Alamos National Laboratory; Los Alamos, New Mexico

ABSTRACT

This paper discusses a method for rapidly and systematically identifying vulnerable
equipment in a nuclear material or similar production process and ranking that equip-
ment according to its attractiveness to a malevolent attacker. A multi-step approach was
used in the analysis. First, the entire production cycle was modeled as a flow diagram.
This flow diagram was analyzed using graph theoretical methods to identify processes
in the production cycle and their locations. Models of processes that were judged to be
particularly vulnerable based on the cycle analysis then were developed in greater detail
to identify equipment in that process that is vulnerable to intentional damage.

The information generated by this analysis may be used to devise protective features for
critical equipment. The method uses directed graphs, fault trees, and evaluation ma-
trices. Expert knowledge of plant engineers and operators is used to determine the
critical equipment and evaluate its attractiveness to potential attackers. The vulnerability
of equipment can be ranked and sorted according to any criterion desired and
presented in a readily grasped format using matrices.

Introduction

This paper describes a method for rapidly and systematically identifying and evaluating
critical pieces of equipment in a nuclear material or similar production process. Critical
equipment is that equipment whose malfunction would disrupt the process. This work
builds on previous work in which critical equipment and the corresponding vital areas in
nuclear power plants were identified for security purposes (Ref. 1).

This analysis approach efficiently combines diverse areas of expertise in developing a
model of potential sabotage scenarios using systems analysis techniques. The entire
production cycle is modeled as a flow diagram. This flow diagram is analyzed using
graph theoretical methods to identify sets of facilities in the cycle whose shutdown would
disrupt production. Models of facilities that are judged to be particularly vulnerable based
on the cycle analysis then are developed in greater detail to identify equipment in each
facility that is most attractive to someone contemplating intentional damage. This infor-
mation provides instruction and focus for security personnel.

The key to the approach is the systematic use of diverse experts in their areas of
expertise. Potential sabotage scenarios are identified by a team of systems analysts



familiar with systematic analysis methods and process experts familiar with the specific
operations and equipment being analyzed. This team identifies possible sabotage
scenarios. These scenarios then are evaluated by experts in special operations or
counter-sabotage and ranked by their attractiveness to a saboteur. With this approach,
the identification of equipment is carried out by experts in the technical aspects of the
process being evaluated under the direction of personnel skilled in the systematic
analysis of complex systems, and the evaluation of the attractiveness of potential
equipment as targets is performed by experts in this specialty. The entire analysis is
coordinated and pulled together by systems analysts.

An outline of the analysis is shown in Fig. 1. The analysis begins with process experts
developing a process flow chart in conjunction with the systems analysts. This flow chart
shows the process steps in enough detail to allow the experts to identify the actual
facilities involved in the process. Using the flow chart and the facility information, a graph
of the process is constructed that has the facilities as arcs and material states as nodes.
From the cut sets of this graph, sets of facilities are identified whose disabling would
disrupt the process. The sets of facilities that can be most readily disrupted are called
"critical facilities." A fault tree is developed for facilities that, alone or in combination with
a few other co-located facilities, contain sufficient equipment for the saboteurs to shut
down the process.
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Figure 1 - Analysis Outline



The fault trees are developed so that their cut sets are sets of equipment that could be
sabotaged to disrupt the facility. Using facility and sabotage experts, sabotage scenarios
are developed that correspond to the cut sets. These scenarios are examined by both
facility and special operations experts to evaluate their attractiveness to a saboteur, and
based on this evaluation, the scenarios are ranked from most to least attractive. This
ranking gives an idea of the most likely targets for sabotage or other types of attack and
indicates the most damaging modes of attack.

For illustrative purposes, this method is
material production cycle as an example.

demonstrated using a hypothetical nuclear

Identification of Critical Nodes

A nuclear material production cycle was defined in this work as a process that begins
with feedstock materials and produces plutonium or enriched uranium as end products.
An example of a material production cycle flow diagram, in this case a mixed graphite
and research reactor cycle, is shown in Fig. 2. Each box in the flow diagram represents a
major process in the material production cycle and is called a node.
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The first step in this analysis was to determine which nodes or sets of nodes of the
process are required for production of nuclear materials. The process can be modeled
in detail by experts in the field under the direction of the systems analysts. A systems
analyst, based on his experience with safety analysis, ensures that the model produced
is at the appropriate level of detail for later use. To determine the critical nodes of the
process, the process flow diagram was converted into a directed graph (di-graph) called
the production cycle di-graph (Ref. 2). In this di-graph, arcs represent processes and
nodes represent materials or material states. In di-graph form, each source of required
feedstock is a source node and the products of the cycle (in this case plutonium or
enriched uranium) are sink nodes. After the flow diagram was converted to di-graph
form, it was expanded so that there was an arc for each facility in the process. For
example, the box in the flow diagram in Fig. 2 that represents graphite nuclear reactors
becomes an arc in the di-graph. This arc is expanded so that there is an arc for each
reactor actually in the cycle. Each of these graphite reactor arcs connects the fresh reac-
tor material production node to the irradiated reactor material production node because
each is a possible path for converting fresh material production to irradiated material
production. The flow diagram in Fig. 2 is shown in di-graph form in Fig. 3.

In di-graph form, the material production cycle flow diagram can be represented as a
Boolean equation with symbols for the di-graph arcs and nodes as elements. Manipu-
lations of the di-graph Boolean equation provide a means for determining the production
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cut sets of the di-graph. A production cut set is a set of arcs (processes) that, if removed
from the graph, will separate all the sinks from all the sources. Thus, each cut set is a
collection of processes whose loss interrupts the production process.

The cut sets often can be determined by inspection, but if an overall material production
cycle includes several methods for generating nuclear material, exhaustively determining
the cut sets requires computation.

Each of the cut sets of the cycle is analyzed to determine its vulnerability to intentional
damage. Often, the most vulnerable cut sets are those with the fewest number of terms
or those where all the terms in the cut set are facilities at a single location. Each term in
a cut set represents a facility, and the entire cut set represents a set of facilities whose
failure can disable the cycle. Thus, the fewer the number of terms in a cut set, the fewer
facilities that must be disabled to disrupt the cycle. An element that appears in a single-
element cut set of the production di-graph is called a critical node.

Each element in a cut set can be transformed into a location by substituting its location
into the cut set. The cut set then may be reduced using the laws of Boolean algebra, and
a new Boolean expression in location space is generated. The number of elements in
the transformed cut sets is the number of locations at which the facilities in the cut set
are located. A cut set that transforms into location space to a one-element term
represents facilities that are all co-located and hence are more vulnerable to a single
attack than a cut set with the same number of facilities spread over different locations.
Elements that appear in a single location cut set of the production di-graph are called
collectively a critical node.

In summary, the flow diagram of a material production cycle may be used to generate cut
sets of facilities whose disablement will disable the material production cycle. These cut
sets of facilities are classified as critical nodes if a single facility comprises a cut set or if
a group of co-located facilities make up a cut set.

Identification of Critical Equipment

Facilities that are identified as critical nodes by the material production cycle analysis are
examined in more detail to determine which pieces or sets of equipment within that node
are attractive targets for intentional damage. The critical equipment is identified in a
systematic manner by developing critical equipment fault trees for critical nodes (Ref. 3).

The top event of a critical equipment fault tree is the failure of a material production cycle
node to produce the desired output materials from the required feedstock. The output
materials from each step in the material production cycle were determined from the
material production cycle di-graph. For example, the desired output from the solvent
separation node of the material production cycle was plutonium. The feedstock included
irradiated reactor material production. The top event of this example fault tree is "Inability
to Produce Plutonium from Solvent Refining of Irradiated Reactor Fuel."



The critical equipment fault trees are developed by first identifying disabling faults in
major processes. Combinations of failures in systems and subsystems that are
required by the processes are next identified. Finally, combinations of equipment failures
that lead to system and subsystem failures are developed.

A fault tree, like the material production cycle flow diagram discussed previously, is a type
of di-graph. Thus, a fault tree can be expressed as a Boolean equation by converting the
gates in the fault tree to Boolean expressions. The Boolean equation for the fault tree is
simplified and converted to disjunctive normal form. Each term of the equation is then a
minimal cut set of the fault tree. A minimal cut set is a minimum set of faults that are
sufficient to cause the top event of the fault tree to occur.

A minimal cut set of the critical equipment fault tree with a single element represents a
single piece of equipment whose failure will disable a critical node. In a facility
engineered for reliable operations, the number of single cut sets typically is small. The
equipment cut sets may be transformed to location space like the critical nodes dis-
cussed above. Cut sets of the critical equipment fault trees with a single location are
sets of equipment that are co-located. Single-element cut sets or single-location cut sets
typically contain the most attractive equipment for intentional damage and indicate where
increased protection is needed.

Identifying critical equipment using a fault tree has several advantages over less
systematic approaches. The fault tree is based on deductive logic and tends to stimulate
thinking about causes of failures. Experience in the nuclear industry has shown that
brain-storming by plant experts is much less efficient and effective at identifying potential
sabotage scenarios than a systematic approach guided by development of a fault tree. In
addition, the fault tree is typically cast in failure space and helps plant experts, who tend
to be success oriented, to overcome their innate resistance to identifying faults, thus
ensuring a much more comprehensive analysis than could be achieved otherwise. The
fault-tree format and its expression as a Boolean equation brings to bear the powerful
mathematical tools of Boolean algebra so that large numbers of failure scenarios may
be handled effectively, searched, transformed in various ways, and sorted.

Evaluation of Critical Equipment

Cut sets identified through the critical equipment analysis discussed previously provide a
set of detailed sabotage scenarios that may be evaluated systematically. As an example,
an attribute of a sabotage that is of interest is its attractiveness from the point of view of
the saboteur. The saboteur usually is interested in the likelihood of detection and in the
time required to perform a particular scenario. These attributes of different scenarios
were evaluated and compared in this work by working with an expert in the field of special
operations. The scenarios were explained to the expert, who was not an engineer but
readily grasped the basics of fault tree presented and quickly understood the scenarios.
The expert evaluated each scenario from personal experience and made relative
estimates of ease and equipment required. This extremely valuable input was obtained



on a large number of potential sabotage scenarios in a short period and provided an
excellent means of ranking the scenarios.

The results of the expert evaluations were voluminous, and an efficient way to analyze the
results is with spreadsheets. Each cut set is analyzed on one row of the spreadsheet.
The criteria against which the cut set is analyzed are the row headings for the columns of
the spreadsheet. The spreadsheet then is used as an evaluation matrix.

An example of an evaluation matrix that was generated by expert elicitation is shown in
Fig. 4. The cut sets used in this matrix are all either single-element cut sets or single-
location cut sets when transformed into location space. In this example, the cut sets are
all single types of equipment. The redundancy of the equipment is captured in the
redundancy column of the matrix. Experts for the plant under consideration are consulted
to fill in the columns of the matrix.

A list of evaluation descriptors is generated that covers the range of the attribute
satisfactorily for the ranking requirements. The experts are asked to evaluate the equip-
ment listed in the first column against the attributes in the headings for those columns
using the descriptors developed. Each piece of equipment can be evaluated and can be
ranked by inspection or a multi-attribute decision method.

Conclusions

This method provides an efficient and rapid means for identifying the most vulnerable
equipment in a material production cycle by eliciting judgments from a range of experts in
a systematic manner. The equipment identified during this analysis then may receive
special attention from security specialists. Some attributes of this method include a
systematic approach that identifies large numbers of potential attack scenarios and an
efficient and effective use of expert knowledge. This method uses the powerful tools of
Boolean algebra and the intuitively appealing graphics of flow diagrams and fault trees in
identifying attack targets. The method is generally applicable to any industrial process,
although it is highly useful in the complex production of nuclear materials.
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This method has been applied to a number of nuclear material production cycles to
identify vulnerabilities to intentional disruption. The cycles analyzed included heavy-water
reactor cycles, cycles with graphite reactors fueled with natural uranium and light-water
reactors. In addition to these reactor-based cycles, the method has been applied to
cycles involving enrichment of uranium, including centrifuge, gaseous diffusion, and
conceptual laser enrichment processes. The method has addressed threats including a
single insider, a commando team, a large-scale military assault team, and stand-off
weapons.

The analysis has included identification of critical nodes for cycles whose assets are
concentrated and dispersed geographically. Fault trees have been constructed for
solvent extraction fuel reprocessing plants. They also have been constructed for boiling-
water, pressurized-water, heavy-water, and graphite reactors and for fuel fabrication and
uranium enrichment plants. These fault trees were used to identify critical equipment.
Based on the critical equipment lists, a ranking of potential targets was generated using
accessibility, down time, replacement cost, and probability of success for different attack
modes. The rankings were generated without constraint and also subject to constraints
of minimizing collateral damage and minimizing the probability of unintended accidents.
Unfortunately, the results of this analysis are considered very sensitive and cannot be
discussed in an open forum.
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