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Los Alamos National Laboratory 
Nuclear Materials Technology Division 
P. O. Box 1663, MS E511 
Los Alamos, NM 87545, USA 
(505) 665-2024, npope@lanl.gov 

ABSTRACT 

After approximately 20 years of service, the 
Los Alamos Plutonium Facility is undergoing an 
upgrade to its aging Facility Control System 
(FCS). The new system design includes a 
network of redundantly-paired programmable logic 
controllers (PLCs) that will interface with 
approximately 2200 field data points. The data 
communications network that has been designed 
includes a redundant, self-healing fiber optic data 
highway as well as a fiber optic ethernet 
Commercially available human-machine interface 
software running on a UNIX-based system 
displays facility subsystem status operator X-
terminals. Project design features, methods, costs 
and schedule are discussed. 

I. INTRODUCTION 

The Plutonium Facility, located at Technical 
Area 55 (TA-55) at the Los Alamos National 
Laboratory, is operated by the University of 
California for the U. S. Department of Energy 
(DOE) to conduct programmatic research and 
development activities that require the use of 
plutonium and other nuclear materials. These 
activities include programs concerned with the 
dismantlement and surveillance of nuclear 
weapons stockpile components, the development 
of new technologies for the stabilization of 
plutonium residues and the clean up of radioactive 
wastes, the recovery of private-sector neutron 
sources, and the manufacturing of thermo-electric 
power generators for deep-space satellites. All 
work on nuclear materials is conducted in 
Building PF-4 which has been specifically 
designed to accommodate gloveboxes and other 
specialized equipment required for these types of 
operations. TA-55 employs approximately 600 

full-time employees and serves as the lead 
laboratory for several DOE programs.. 

The TA-55 Facility Control System (FCS), 
which links the facility Operations Center with 
faculty instrumentation, requires extensive 
modification in order for the facility to remain a 
viable national resource. The FCS allows facility 
management to operate and maintain the facility 
within its prescribed safety envelope, thereby 
protecting the public and environment, as well as 
to provide a dependable, safe faculty for researchers 
to conduct their programmatic activities. The 
objective of this project is to replace the existing 
TA-55 FCS with a modern system to ensure the 
continued operability of the faculty while 
minimizing impact to the facility's programmatic 
mission. 

IL BACKGROUND 

The TA-55 Operations Center serves as an 
operational hub for all activities at TA-55. Its 
primary function is to ensure that key faculty 
subsystems remain operational and that working 
conditions are safe. The FCS, which collects data 
throughout the area and displays it in the 
Operations Center, continuously monitors faculty 
subsystems including radiation sensors (for the 
detection of nuclear criticality events and airborne 
alpha contamination), heating, ventilation and air 
conditioning (HVAC) systems, electrical 
switchgear equipment, and the fire detection and 
suppression system. In some instances, the FCS 
can also assume partial control of some of these 
subsystems. The typical role of the Operations 
Center is to monitor these subsystems and direct 
personnel in the event that an emergency situation 
arises. This differs significantly from a nuclear 
power reactor in that control is primarily 

mailto:npope@lanl.gov


disseminated away from the operators and out to 
automatic field loop controllers. 

The current FCS contains two distinct 
functional components: 1) the field data 
acquisition system, and 2) the data processing and 
display system. The FCS has not received an 
upgrade since its initial construction in 1978, 
despite at least two separate attempts to do so. 
Due to the age of certain key components in both 
systems, frequent repair is required. This has 
become increasingly difficult and expensive to 
perform. 

III. EXISTING EQUIPMENT DESCRIPTION 

The existing FCS consists of centralized, 
redundant computers that control; a) the 
acquisition of data from multiplexed electronic 
collection units located throughout the TA-55 
facility, b) output of control signals to the same 
collection units, and c) screen generators that 
display the information in the Operations Center. 
The computers currently in use by the FCS were 
installed in 1978 and are antiquated by todays 
standards. 

The computers gather data from "field 
multiplex units" (FMUs), which interface to 
building instruments located throughout the TA-
55 facility. The FMUs were manufactured by a 
company that has not been in business since 
1984, therefore, spare parts are not readily 
available. The time is near when the cards will 
not be repairable, and there will be no usable 
replacements. 

In addition, the data acquisition capacity of 
the system is nearly full, which has severely 
impacted our ability to expand the system to 
fulfill new obligations. The software used by the 
system was custom written in a custom assembly 
language only usable on these specific computers 
and is maintainable by a limited number of 
personnel. 

IV. SYSTEM UPGRADE PLAN 

Begun in earnest in October of 1994, the 
Operations Center Upgrade Project is a clearly 
defined, high-priority effort to replace the failing 
systems. The basic principles include the 
following: 

A) Design a highly reliable and 
maintainable system based on DOE requirements. 
System requirements were primarily based on a 
management classification of the system as "safety 
significant". This classification is substantially 
less rigorous than the next higher level 
designation of "safety class". The classification is 
based on a hazards analysis and accident analysis 
performed as part of the facility's Final Safety 
Analysis Report (FSAR), which identified no 
scenarios that would require operation of the FCS 
to prevent exposure to an off site individual. 
Because of this, the FCS does not need to be 
considered "safely class" and it does not need to 
meet that criteria defined in DOE order 6430.1 A. 
Since the FCS is important to overall operations 
at TA-55, the system was designed to maintain a 
high availability including an overall system 
mean-time-between-failure (MTBF) rate > 36 days 
and no single point failures. 

B) Use only commercially available 
components. Design options were limited to 
commercially available products in order to 
improve maintenance procedures and reduce 
training burdens. This included communications 
equipment, electronics, and software. 

C) Use typical industrial practices and 
standards. Similar to the above requirement, the 
system was designed with significant input from 
systems integrators and other contractors with a 
proven track record of successful applications in 
other industries. This requirement was established 
to help ensure long-term maintainability of the 
system from a variety of commercial sources. 
Examples of this requirement includes the use of 
ladder logic and ethernet protocols. 

D) Duplicate the existing capability to 
reduce start-up time, but design a system that 
allows substantially increased capabilities. This 
requirement was established to minimize the 
number of changes to the system, which in rum 
minimizes training requirements and safety 
analysis. In order to scope the project as 
reasonably small as possible, additional system 
features that were not directly required to complete 
the existing capability were not considered. This 
significantly helped control "scope creep" and 
allowed the system design to be frozen 
Additional capabilities will be considered at the 
close of this project, consequently, the system was 
designed to be sufficiently flexible and expandable. 
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Figure 1. System Functional Architecture. Remote input/output racks collect data throughout the facility 
and transmit the information up to "master" PLCs, which execute control logic. Master PLCs transmit data 
to and from HSI software, which allows Operations Center personnel to interact with facility systems. 



E) Minimize programmatic downtime. 
Clearly the simplest method of crossing over from 
the old to new system would be to clear out the 
building of personnel and other activities for 
several months in order to construct and test the 
new system. However, because of an abundance of 
programmatic commitments (which helped to fund 
the system upgrade), this option is not available. 
Instead, an implementation path has been 
developed which allows the new system to be run 
in conjunction with the old until all of the facility 
instrumentation has been crossed over to the 
upgraded equipment. 

V. SYSTEM DESIGN AND INSTALLATION 

The upgrade requires the completion of two 
concurrent but separate projects: 

A. The Facility Data Acquisition Interface 
System (FDAIS) Project. 

This project replaces the entire facility 
data collection system with new hardware and 
communications infrastructure including all 
design, procurement, installation, testing and 
start-up costs. Complete construction and testing 
of this system will occur without interruption to 
the existing system. 

The FCS interfaces to approximately 
2,200 input/output (I/O) points throughout TA-
55, with the majority of the points occurring 
within PF-4. Typical I/O devices include 
thermocouples, pressure sensors, and contact 
control relays. Currently these points tie into 23 
FMUs, which are controlled by redundant 
computer systems. 

The replacement system for the existing 
FCS consists solely of commercially available, 
off-the-shelf programmable logic controllers 
(PLCs) which replace the currently installed 
FMUs 1 ' 2 , 3. PLCs are installed in groups of two in 
order to provide a "hot-standby" redundancy. 
Each PLC has at least one input/output (I/O) 
chassis, which provides the physical signal 
measurement capability. Each chassis can contain 
up to 16 plug-in I/O cards, which can 
accommodate different types of I/O signal types (i. 
e. 0-5 VDC, 24 VDC 4-20 mA, etc.). These 
"field" PLCs (so-called because they are installed 
in a distributed configuration) and I/O racks will 

be packaged within industrial NEMA-12 
electronics enclosures and installed near the 
existing FMUs. 

The role of a field PLC is to collect data 
from field-located I/O points and transmit that data 
up to "master" PLCs located in the Operations 
Center (Fig. 1). These master PLCs (also paired 
in a redundant "hot" stand-by configuration), are 
responsible for executing ladder-logic programs to 
control the devices attached to the field PLCs and 
passing all data to computers located in the 
Operation Center. One set of PLCs handles all 
logic for the heating, ventilation and air 
conditioning (HVAC) system while a separate 
PLC pair handles all other facility systems. 

The field-master PLC communications 
network consists of both data highways and 
ethemet protocols. The data highway uses two 
self-healing, fiber-optic loops. One loop handles 
communications for the north half of PF-4 and the 
other handles the communications for the south 
half of PF-4. In the event of a cable failure, the 
PLC communications modules automatically re
route transmission pathways to circumvent the 
problem. In addition, the PLCs also use an 
ethernet protocol to provide a third layer of 
redundancy as well as a path for high-speed 
processor programming. The use of these and 
other redundant features greatly increases system 
reliability4. 

B. The Systems Integration Project. 

As an extension of normal Operations 
Center activities, this project will integrate the 
existing system with the new data acquisition 
system. Activities include the development of new 
computers and software (facility control logic), 
physical redesign of the Operations Center, new 
training for operators, and subsystem 
instrumentation cut-over. 

1. Computer Upgrades. The primary task 
of the Operations Center personnel is to monitor 
site subsystems and respond to irregular 
conditions. To facilitate this task, a computer is 
used to process and display data using human-
system interface (HSI) software .̂ Commercially 
available from a wide selection of companies, HSI 
software displays information graphically, tracks 
alarm conditions, provides access to data archives, 
and allows equipment to be operated remotehA 



Redundant Fiber Optic 
Communications 

Ethernet 
(copper and fiber optic) 

Figure 2. Data communications protocols include a "self-healing" fiber optic data highway, which automatically 
reroutes communications around wiring breaks. A second layer of communications uses fiber optic ethernet. 
Redundant "hot-standby" computers in the Operation Center allow operators to view facility subsystem data on 
multiple terminals. 



The currently existing system contains 
around 200 operator interface screens that allow 
groups of sensors and equipment to be easily 
monitored. The look and feel of the old screens is 
being duplicated in the new system to simplify 
the transition between systems by reducing the 
training requirements for start-up. 

The computer system uses two "hot 
standby," redundant mini-mainframe computers 
(Fig. 2) running a UNIX operating system. Up to 
12 separate terminals can be used by operators. A 
large disk array will archive facility data for later 
analysis. A separate programming terminal allows 
access to field-distributed PLCs. The HSI software 
runs on the computers and transfers data to and 
from the "master" PLCs, which in turn relay data 
down to field PLCs. Operators input data via 
keyboard or mouse. 

A contractor that specializes in control 
systems integration was hired for the duration of 
this three-year project. The system integrator, in 
conjunction with NMT facilities personnel, has 
developed programming specifications that outline 
the overall computer system requirements^ as well 
as a detailed facility sequence of operations8'9. 
The HSI and computer requirements have been 
determined, and both the hardware and software for 
the Operations Center have been procured. All 
sensor wires have been field-verified and 
documented in an interactive database to assist in 
system maintenance and diagnostics. 

2) System Installation. The transition 
from old to new systems requires a detailed 
installation plan to minimize facility downtime. 
The installation plan relies on the tact that the 
data acquisition system will be completely 
installed, tested and accepted prior to the transfer 
of subsystem instrumentation. Once the new data 
acquisition system is complete, the new computer 
system is tied into the PLCs, and the HSI screens 
are tested using simulated field I/O. Concurrent 
with these system tests, operators must receive 
complete training in the new system. Also, any 
modifications of procedures or other administrative 
tasks must be completed prior to start-up. 

During the start-up period, both the old 
and new computer systems will be installed in the 
Operations Center, each tied into their respective 
data acquisition systems. The transition from old 

to new requires the old system to be at least 
partially powered off in order to change wiring. 
The cut-over will be done on a subsystem basis 
and occur during facility "maintenance" days, 
primarily over weekends and holidays. Each 
facility subsystem will be briefly shutdown, have 
the signal wires disconnected from the old system 
and be rewired into the new system 

TA-55 uses a work schedule of 4 ten-
hour days. By staggering these 4-day shifts, a 
"maintenance weekend" of 4 ten-hour days is 
created every other week which is reserved for 
special facility construction or maintenance 
activities. Time requirements to convert each 
subsystem to the new system vary; however, it is 
estimated that all systems, except for HVAC, can 
each be converted during separate 4-day 
maintenance weekends. HVAC will require 
approximately 1 full week to switch system 
hardware and a second week for testing and 
verification All operations in the nuclear materials 
laboratories at TA-55, except those related to the 
system upgrade activities, will be halted until the 
HVAC verification testing is complete. 

VI. CONCLUSION 

The TA-55 Operations Center Upgrade Project 
which was started in October, 1994, is 
approximately 50% complete in terms of schedule 
and funding. All system design has been 
completed and equipment procurements and 
construction has begun. System start-up and 
subsystem crossover is scheduled to begin in 
January, 1997 with completion by May, 1997. 
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Figure Captions 

Figure 1. System Functional Architecture. Remote input/output racks collect data throughout the facility 
and transmit the information up to "master" PLCs, which execute control logic. Master PLCs transmit 
data to and from HSI software, which allows Operations Center personnel to interact with facility systems. 

Figure 2. Data communications protocols include a "self-healing" fiber optic data highway, which 
automatically reroutes communications around wiring breaks. A second layer of communications uses fiber 
optic ethernet. Redundant "hot-standby" computers in the Operation Center allow operators to view facility 
subsystem data on multiple terminals. 


