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FUNCTIONAL GRAPHICAL LANGUAGES
FOR PROCESS CONTROL

A report prepared by Proctor & Redfern Limited under contract to the Atomic Energy Control
Board.

ABSTRACT

A wide variety of safety systems are in use today in the process industries. Most of these
systems rely on control software using procedural programming languages. This study
investigates the use of functional graphical languages for controls in the process industry.
Different vendor proprietary software and languages are investigated and evaluation criteria are
outlined based on ability to meet regulatory requirements, reference sites involving applications
with similar safety concerns, QA/QC procedures, community of users, type and user-friendliness
of the man-machine interface, performance of operational code, and degree of flexibility.

RÉSUMÉ

Toutes sortes de systèmes de sécurité servent aujourd'hui dans les industries de transformation.
La plupart de ces systèmes sont basés sur des logiciels de gestion utilisant des langages de
programmation procéduraux. Cette étude porte sur l'utilisation, dans l'industrie de la
tiansformation, de langages graphiques fonctionnels dans les logiciels de gestion. On analyse
des logiciels et des langages exclusifs de différents vendeurs et décrit des critères d'évaluation
fondés sur les aspects suivants : capacité de satisfaire aux exigences réglementaires, sites de
référence où sont utilisées des applications comportant des aspects semblables sur le plan de la
sécurité, procédures AQ/CQ, collectivité des utilisateurs, type et convivialité de l'interface
homme-machine, performance du code opérationnel et souplesse.

DISCLAIMER

The Atomic Energy Control Board is not responsible for the accuracy of the statements made
or opinions expressed in this publication and neither the Board nor the authors assume liability
with respect to any damage or loss incurred as a result of the use made of the information
contained in this publication.
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EXECTJTIVE SUMMARY

CANDU Nuclear Generating Plants in Canada rely upon dual, redundant shutdown systems
which are independent and are supplied by different vendors. The control software for such
shutdown systems is traditionally written in "procedural" languages such as FORTRAN,
PASCAL and ASSEMBLER. This experience has resulted in a proposal to the AECB that
the CANDU-3 nuclear power plant shutdown system be programmed using a "functional
graphical language". By "functional graphical languages", it is meant methods of
programming process control computers by linking together a restricted number of pre-
existing and/or user-developed graphical entities which cause computer(s) to execute direct
control functions.

The basic purpose of this study is to investigate the state-of-the-art in "functional graphical
languages" for process control applications with a focus on safety related issues, and
accordingly to prepare the AECB staff to deal competently with a licensing submission
involving the CANDU-3 plant. The objective is to identify what types of graphical process
languages exist, how and where they aie being used, their advantages and disadvantages,
differences and similarities with procedural languages, safety concerns, regulatory and
verification concerns, and who are the recognized leaders and experts in industry and the
academic community.

This report presents the final results of the study with a general assessment based on
Proctor and Redfem's experience in this field. The work covers the following areas:

a) technical description of functional graphical languages with a historical
background. A comparison with procedural programming languages is also
included. The comparison concentrates on the areas of design methodology,
software libraries and development tools, application development, software
architecture, documentation and maintenance and proprietorship. The details
are described in Section 1;

b) review of literature and industry research results in functional graphical
languages for process control. This includes an overview of the types of
languages that exist, how and where they are being used, concerns and
requirements of other related regulatory bodies in Canada and internationally,
and a summary of relevant current software standards. These are detailed in
Section 2;

c) review and evaluation of case studies supplied by a number of chosen
vendors: Asea Brown Boveri (ABB), Bailey, GE Fanuc and Moore. This is
presented in Section 3;
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d) outline of evaluation criteria for assessing functional graphical language
software products. This includes assessment of software development and
documentation procedures, verification and validation, and application safety
and testing requirements. This is detailed in Section 4; and

e) conclusions and recommendations for the appropriateness of functional
graphical languages for a safety shutdown system. These are presented in
Section 5.

In summary, the question of whether or not a particular language is appropriate for a safety
shutdown system is, primarily, not dependent on the language but rather is dependent on
the quality of the development tools. This applies for both functional graphical languages
as well as procedural languages. In mission critical applications, functional graphical
languages are relative new comers when compared with procedural languages. However,
despite their novelty, some vendors have proven their products in literally thousands of
applications ranging from the control of wastewater treatment plants to the control of safety
systems in boilers and offshore drilling platforms. It is these reference sites, combined with
the quality assurance procedures of the vendor, which are the determining factors for the
appropriateness of a control system. More extensive evaluation criteria are detailed in
Section 4 of this report.

NEXT PA<SE(S&
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FUNCTIONAL GRAPHICAL LANGUAGES FOR PROCESS CONTROL

0. INTRODUCTION

In February 1993 Proctor & Redfera Limited began work on an Atomic Energy Control
Board (AECB) sponsored research study "Functional Graphical Languages for Process
Control". It is the purpose of this report to report the final results of the work and to
present Proctor & Redfern's experience in this field.

Most safety applications in the process industry today utilize a safety system to monitor the
operation of a process; and if the process exceeds the safe operating range, the safety system
puts the process back into a safe state. Most of these systems are independent of the system
controlling the process.

The prime objective of our study is to prepare AECB staff to understand and competently
deal with a licensing submission relating to the use of a Functional Graphical language for
the control of CANDU-3 nuclear power plant safety shutdown system. Functional Graphical
languages for control of nuclear plant safety shutdown systems are relative new comers when
compared with procedural languages and consequently safety concerns arise about their
appropriateness.

The work was divided into two phases. Phase I was a preliminary information gathering and
planning stage. Here a literature search was done, industry and university contacts were
made, difficulties were identified and preliminary results were reported. A preliminary
report was prepared in April 1993. Phase II included detailed investigation of specific
vendor proprietary graphical languages applied in similar situations. The vendors were
selected in consultation with the AECB staff based on the results of Phase I of the work.
Phase II ended with a presentation of this Final report which contains the results of the
detailed investigation and final recommendations.

1. FUNCTIONAL GRAPHICAL LANGUAGES (FGLs)

1.1 Technical Description

The languages reviewed as part of this study have been appropriately described as
Functional Graphical Languages (FGLs). The term Functional refers to the relationship
between input and output signals. This relationship is a mathematical model whereby a
function maps a set of input signals to a set of output signals. A function can be viewed
as a "black box" which drives outputs as a result of processing inputs. The "black box" has
a physical boundary which ensures that it has no implicit secondary effects on its
environment. Furthermore, a function can be verified mathematically: i.e. the output of a
function, as a result of static set of inputs, should be deterministic and repeatable [Refs. 4,
10, Appendix G],
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The Graphical term is self-explanatory and describes the method by which an application
program is configured. The application is configured by connecting together symbols which
graphically represent functions. This method of programming is natural for control
engineers who typically design a process with a set of interconnected but independent nodes
or objects. The graphical symbols of the language mimic the method utilized by control
engineers to model their process, and allow them to move from the process model to a
configured application program in a single step.

Functional Graphical Languages have been available to control engineers, in one form or
another, for well over a decade. Since graphical languages are meant to provide a familiar
environment to the control engineer, who may not have comprehensive programming skills,
the form taken by the graphical languages has depended on the industry targeted by the
language vendor. For example, the method used to represent process control logic in the
automotive industry will differ significantly from that of the petrochemical industry. These
differences are primarily based on the distinction between the two types of processes, in that
the former is discrete and the latter continuous.

Historically, control engineers working in the discrete manufacturing environment pictorially
represented their process with state diagrams and controlled the process with relay logic. On
the other hand, control engineers working in the continuous manufacturing environment
pictorially represented their process with Process Flow Diagrams (PFDs) and controlled the
process with loop controllers. The distinctive requirements of these two processes resulted
in the birth of two different types of control systems. For the discrete manufacturing industry
Programmable Logic Controllers (PLCs) programmable in "Ladder Logic" became the
preferred method of control and for the continuous manufacturing industry Distributed
Control Systems (DCSs), programmable in a "Function Block" language became the
preferred method of control.

The distinction between DCS and PLC vendors has become very "fuzzy" in the last few
years. PLC vendors are now trying to capture some of the continuous process industry
market and DCS vendors are developing low-cost alternatives to compete with the PLC
vendors. This has motivated PLC vendors to develop programming environments which are
familiar and acceptable to continuous process engineers. Today, the major PLC vendors will
typically support multiple programming languages within the same development environment
including: Sequential Function Charts, Ladder Logic, and Structured Text. Likewise, DCS
vendors have added Ladder Logic and Structured Text to their development environment.
Regardless of the industry, the basic philosophy of Functional Graphical Languages is to
provide a familiar, intuitive programming environment to allow the control engineer to
concentrate on what the program does rather than how it does it [Ref. 3, Appendix G].

12 Language Familiarity and History

Before the advent of the micro-processor, the majority of control systems were designed
using relay ladder logic and pneumatics. These systems were extremely expensive, difficult
to maintain, inflexible and often unreliable. The early micro-processor based control systems
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were designed with custom hardware and typically programmed in assembler language.
Although the first micro-processor based systems had many advantages over the existing
control technology they created several new difficulties for the end-user. These micro-
processor systems were typically of a custom hardware and software design which resulted
in the end-user being hostage to the control system vendor. Although, these systems tended
to be more reliable than the previous relay and pneumatic control systems die majority of
end-users did not have the in-house expertise to support these systems.

The disadvantage associated with the early micro-processor based system which had to be
overcome was the lack of a familiar programming environment. In the late seventies, the
automotive industry made the decision to develop a micro-processor based control which
would meet the needs of a discrete manufacturing process like automobile assembly. The
traditional approach to control for discrete manufacturing processes had been hard-wired,
Relay Ladder Logic (RLL). Therefore, to gain complete acceptance any control oriented
programming language, utilized by the discrete manufacturing industry, would have to
emulate Relay Ladder Logic. As a result, vendors of microprocessor based controllers, for
the discrete manufacturing industry, developed several flavors of a graphical programming
languages which emulate Relay Ladder Logic. Collectively, the discrete manufacturing
industry refers to these controllers as Programmable Logic Controllers (PLCs) and their
programming languages as Ladder Logic.

Ladder Logic has become widely accepted world-wide as the defacto standard for the
control system programming of discrete processes. However, Ladder Logic has its limitations
especially when programming and debugging extensive control systems. The primary
limitation of Ladder Logic is that it emulates the traditional method of controlling discrete
processes (RLL) which provides very readable code on a line-by-line basis but does not
provide clear picture of the methods of interaction between processes. To overcome this
limitation, the IEC began development of a functional graphical language which emulated
the state-transition methodology used by control system engineers to model discrete
processes. This new programming language was initially named Grafcet but is now
commonly known as Sequential Function Chart (SFC) language [Ref. 5, Appendix G].

A Sequential Function Chart represents the program by a sequence of steps and transitions
connected by directed links. Each step is graphically displayed as a block and represents a
process state in which program behaviour occurs. The transition is graphically displayed as
a horizontal slash in the interconnecting Une between steps. The transition represents the
conditions whereby the program moves from one step to the next. The SFC language was
originally developed as a means of partitioning and representing a PLC Ladder Logic
program in a more readable and intuitive graphical format. The underlying logic which
defined the steps and transitions of a SFC program was developed in Ladder Logic. More
recent versions of Sequential Function Chart Language support multiple versions of Ladder
Logic as well as procedural languages such as C.

Sequential Function Chart and Ladder Logic programming languages, which were designed
graphically, represent discrete states that do not readily support the development of
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programs for continuous control processes. Although a continuous process will have discrete
states, the key control elements of the process involve continuous measurement and control
of variables which do not have discrete states. To represent the control algorithms of a
continuous process in an intuitive graphical form, Distributed Control System (DCS)
vendors developed various forms of Function Block programming languages. Each Function
Block graphically represents a mathematical expression which continuously processes input
variables to modify output variables. A control program is created by graphically linking the
output variables of Function Blocks with the input variables. In a Function Block program
there are no transitions which move the execution of the program from state to state, rather
every Function Block is calculated in a continuous fashion [Ref. 10, Appendix GJ.

Another set of control oriented languages, which are not graphical, but deserve merit are
Structured Text programming languages. These languages were developed to meet the
control needs of both discrete and continuous processes which could not be fulfilled by any
of the graphical languages. Typically, Structured Text was used when graphical languages
were not considered flexible enough or could not be presented on the man-machine
interface. However, today Structured Text languages are supported by most Graphical
Language vendors as a means of customizing the language with "user-defined" blocks.
Historically, Structured Text languages have been either a vendor specific language or a
control oriented BASIC. More recently, vendors have been moving to more "open" industry
standard languages such as PASCAL or C.

1.3 A Comparison of FGLs with Procedural Languages

Methodology

A typical design methodology frequently employed by software developers, designing systems
based on procedural languages, is the traditional "waterfall" method. The waterfall steps are
analysis, design, implementation, testing, and maintenance. Often it is required to repeat
some of the steps as new requirements or difficulties are exposed by the development
process. The analysis step typically involves defining the process requirements which are
then utilized to develop a functional specification for the control system. A detailed design
specification which details the system architecture and components (software and hardware)
is derived from the functional specification.

Although this is a proven methodology, the difficulty it presents when it is applied in control
system applications is that each step in the development process typically requires a different
type of expertise. The transition from step to step typically requires a translation of the
requirements from one form to another. For example, Process engineers work in a graphical
environment by detailing their process with either Process & Instrumentation Diagrams
(P&IDs), Flow Charts or State-Transition Diagrams. Since Process engineers are specialists
it typically requires another specialist, the Control System engineer, to translate this
graphical representation of the process into application code written in a procedural
language such as C or FORTRAN. This translation can often result in a misinterpretation
of the process requirements or, as often happens, unexpected relationships between physical
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devices are exposed after the system is programmed.

The graphical objects or symbols utilized by Functional Graphical Languages mimic the
environment (e.g. Piping & Instrument Diagrams, Process Flow Charts or State-Transition
Diagrams) familiar to Process and Control System Engineers. The format of the Functional
Graphical Language (FGL) is primarily dependent on the industry which the vendor is
focused. For example, Distributed Control Systems (DCS) are widely used by the continuous
process industries (e.g. Pulp & Paper, Petrochemical, etc. ) therefore DCS vendors have
designed programming tools that mimic the symbology of P&IDs or process flow charts.
Alternately, Programmable Logic Controllers, which are used extensively by the discrete
manufacturing industry, have developed a variety of languages which mimic "Relay Ladder
Logic". These languages offer the advantage of creating the application program directly
from the process description with little or no translation. Furthermore, the familiar
environment allows the Process or Control System Engineer to lend their expertise to the
application code development without having to be programming experts.

Software Libraries and Development Tools

In larger software projects the development effort is typically divided into two streams. The
first stream involves the development of the application enablers (libraries, development
tools and debuggers) and the second stream involves the actual coding of the application
using the application enablers. In many large software projects the development effort is
divided between two dedicated teams one for each stream. However, it is not uncommon
for the same software team to develop both the application enablers and application code.

The language and grammar of procedural languages is defined by a set of syntax rules and
a relatively small number of key words. Therefore, the development of libraries and tools
(application enablers) is dependent upon the skill of the programmer to associate these key
words into application specific functions and tools. However, because the syntax rules in
most text based or procedural languages provide a great deal of flexibility, the code can
take many different forms depending on the personality of the programmer. This lack of
consistency complicates the review of developed code by anyone other than the original
author and can result in large software projects being hostage to the programmers.

Procedural languages offer a great deal of flexibility in that the application enablers are
designed to meet the unique requirements of the designated project. However, the creation
of these libraries takes money and time and although we would all like to believe that
money is not an issue we are all constrained by budgets. In an ideal world cost and time
should not be consideration when designing a safety shut-down system. Unfortunately both
cost and time are always part of the equation when deciding on an appropriate design
direction. When the design direction is based on a procedural language the software
development budget must be divided between the development of the application enablers
and the development of the application code. As a result, budget constraints often place a
restriction on both the quantity and quality of the application enablers developed.
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Even when budget is not a constraint, time usually is, since every project has a deadline. OB
some projects the solution to tight schedules is to divide the work effort amongst more
people. However, this is seldom an effective or reliable solution when developing software.
In fact it is ideal, when developing software, to keep the development team as small as
possible for numerous reasons. Larger software design groups require a more detailed, rigid
design specification and testing must be more extensive since the opportunity for failures
increases with the number of developers. The following is a sample of some of the
difficulties associated with large software development teams:

a) increased number of iterations and reworks,

b) increased duration of software verification,

c) increased opportunity for software bugs,

d) decreased consistency in software construction,

e) increased time spent on coordination and project management.

The development of applications enabiers is a step which can be completely avoided by the
utilization of Functional Graphical Languages (FGL). Instead, the onus is placed on
evaluating the suitability of the language for the application and validating the quality of the
vendor's software. The suitability of the language is typically determined by the language
form (Ladder Logic, Sequential Function Charts, or Function Block) and the experience of
the developer. Validation of the vendors software products is often simply based on the
vendor's reputation, which is reflected in the quality of its reference sites, and the product
history. However, the validation process is simplified if the vendor has achieved certification
under an internationally recognized QA/QC standard or has been evaluated by an
independent, third party.

As a minimum, the development of a control system based on a procedural language
requires the selection of an operating system and language compiler. Furthermore, it is
possible to partially or totally eliminate the development of custom application enabiers by
purchasing "off-the-shelf libraries and development tools. The selection of procedural based
software products (compiler, operating system, & libraries) undergo almost the same
evaluation procedure as Functional Graphical Languages.

Frequently, the hardware system is selected first which then narrows the selection of
available operating systems. If their are operating system options for the selected hardware
platform the evaluation is typically based on the operating systems applicability for the
process being controlled. The applicability of an operating system is based on both its
published technical merits and reputation. Many factors affect the reputation of an operating
system including: the vendor's own reputation for the development of quality products,
reference sites for similar applications, and independent, third party reviews. Unlike FGLs,
where the selected programming language is usually driven by the type of process, a
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procedural language is usually selected by the preference of the developer. The chosen
language and operating system guides the selection of the language compiler but the final
decision is typically based on the reputation of a particular compiler. For any mission critical
application both the compiler and operating system must be subjected to a validation
procedure. like FGLs, the validation of the operating system and compiler is greatly
simplified if the vendor and the vendors product has achieved certification for an
internationally recognized QA/QC standard.

The decision as to whether or not to use an "off-the-shelf1 library to aid in the development
is often a difficult one for control system developers. Typically the decision to use
procedural languages for the development of a control system is based on the unique
requirement of the process which requires the flexibility offered by procedural languages.
Selecting an existing library of application enablers restricts some of that flexibility. Another
difficulty is that control-oriented, procedural libraries are not readily available on the market
and when they are the quality is often in doubt. Because of the limitations of most libraries
and their questionable quality the developer often expends as much effort overcoming the
limitations and validating the library as would be required to develop new libraries.

Even with a disciplined and well documented Quality Assurance methodology it can be
expected that some "bugs" in application enablers which are being applied for the first time
will not be discovered until the application is developed. This is certainly true of custom
developed systems where the target system is also the test site. Functional Graphical
Languages, developed by reputable vendors, will typically have been Beta tested on
numerous applications prior to the release, of a new version. The result of the extensive Beta
testing is a well documented list of "bugs" and their fixes. It should be a criteria for any
mission critical application that the selected FGL have numerous reference sites for the
version of software used by the developer. Although reference sites alone are not enough
to consider software 100% validated it does provide the application programmer with a high
degree of confidence that the majority of deficiencies will have been discovered. Regardless
of whether or not an FGL or procedural language is selected by the developer it is critical
that the vendor follows a well structured method of documenting and repairing software
errors identified by product usage.

Although budget and schedule are limiting constraints for software groups developing
custom libraries the same constraints do not influence the development cycle of FGL
vendors to the same degree. FGLs developed by vendors undergo a continuous
metamorphosis as part of a normal product life cycle to enhance the product by adding
additional functionality. Vendors will typically maintain backward compatibility with previous
version by leaving existing, proven libraries unchanged. This on going development is critical
to the survival of the vendor who must be innovative to remain competitive but still
maintain compatibility with previous versions to support existing customers. However, the
release of new versions always provide the opportunity for the introduction of "bugs" which
may modify the behavior of existing application code. For this reason, it is should be
common practice with mission critical applications that the system is not upgraded until the
new version is a thoroughly validated product.
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The majority of custom application enablers developed for control systems are utilized on
one or possible a few similar applications. This means that the cost and burden of
developing custom application enablers is usually shouldered by a limited number of projects
which places constraints on the developer. The same constraints do not apply to FGL
vendors who share the cost of their development amongst numerous clients and projects. In
addition, competitive pressures help ensure that the FGL is typically made available to the
client at a fraction of the cost of "in-house" development However, Functional Graphical
Languages do have a cost associated with their use and usually this cost is a fixed price plus
per-unit (hardware) cost. Therefore, for end-users with large control system projects or with
numerous similar projects the cost of developing and supporting custom application enablers
can be readily justified. It is difficult for companies whose focus is not product development
to successfully compete with the quality and number of application enablers available from
FGL vendors.

Functional Graphical Languages and procedural languages share many common features
which make it difficult to clearly distinguish between the merits of one method of
programming and the other. For example, the design methodologies applied in the
development of applications based on procedural languages can be applied equally well with
FGLs. Both languages are either compiled or interpreted, object oriented or not object
oriented. The graphical representation of the program and the existence of pre-defined
application enablers are the key features which distinguish a control oriented, FGL from a
procedural language. Whereas, flexibility and "openness" are the key features which
distinguish procedural languages from FGLs.

Application Development

In software projects which utilize procedural languages the application programmer typically
develops code with application enablers (software libraries, etc.) custom designed for the
applications requirements. The application programmer has the responsibility of translating
the process description into a procedural language which is aided by the application
enablers. The application programmer must then verify the application code by first testing
the software in a simulated environment and then on the target system. Unfortunately,
unless the custom application enablers include extensive debug tools the programmer must
rely on a traditional method of debugging the application code. Typically however, the
debug tools available with traditional development tools, such as compilers, are designed
to debug the source code and not the application.

To test the application, the programmer must establish a model for the system to ascertain
event-action relationships. The efficacy of this test method is wholly dependent on process
engineer's ability to model the system. Although this modeling is aided by procedures, such
as Failure Modes & Effect Analysis or Hazard Analysis, it is both time consuming and not
100% accurate. This means that the system cannot be completely verified until it is tested
in-situ. This is not a satisfactory position in mission-critical or safety applications where the
control system must behave exactly as expected the first time it is required.
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There are several questions an application programmer is faced with when application code
does not behave as expected:

1) Was the process description provided to the application programmer correct?

2) Did the application programmer interpret the process correctly?

3)Did the application programmer construct the code correctly?

4) Have the application enablers been verified and validate correctly?

The application programmer must have the knowledge that the application enablets
developed or purchased for the project have been verified and validated to a level
considered appropriate for the type of application. Despite the best efforts of any software
development group there are often failure modes that exist in software which are not
exposed until they are incorporated in an application and tested on a target system. In
situations where the application enablers are being utilized in a application program for the
first time it cannot be assumed that the code is 100% validated. This presents the
application programmer with one additional level of uncertainty when the system responds
in an unexpected manner to an event. For this reason, most Functional Graphical Language
vendors test new revisions of software on numerous "Beta" sites before the product is
released to the public.

Application enablers employed for the first time in a control system must always be
considered suspect to some degree. The level of uncertainty associated with development
tools is niinimized if the vendor is reputable and the product has a proven usage history.
The previous statement applies equally to the operating systems and compilers required for
control systems based on procedural languages as it does for control systems based on
Functional Graphical Languages. However, for control systems based on procedural
languages the application enablers typically do not have an extensive, proven usage history
and are often being employed for the first time. Applications developed with Functional
Graphical Languages from reputable vendors with an extensive product usage history will
not have the same degree of uncertainty as applications developed from custom application
enablers. It is important, regardless of the chosen design direction, to ensure that only
software products from vendors which follow accepted and rigid quality assurance and
control procedures be selected for control system applications.

The verification or debug of application code either in-vitro or in-situ requires measuring
th;. response of the software to events and comparing these results with the expected
outcome. Often the system responses to an event are too numerous or momentary for the
Control System engineer to distinguish without the assistance of application debug tools.
Debug utilities are typically programs which co-reside with the application and provide a
means of trapping and recording events and responses of any physical or virtual parameter.
In applications developed with procedural languages, application specific debug tools do not
exist and must be created. The use of custom debug utilities which do not have a proven
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usage history presents an additional degree of uncertainty with respect to the verification
of application code. Often the application programmer is forced to rely on existing compiler
debug utilities, which were created for the debug of source code, to debug the application.

In contrast, the debug utilities supplied by reputable vendors of Functional Graphical
Languages are usually highly developed and have an extensive, proven usage history. The
FGL itself is a debug tool in that it provides a visual representation of what is happening
in the process and application code. It gives a visual indication of the point of execution in
the code and the position of a failure in the application. Typically, a "zoom-in" feature or
drop down menu will provide additional process and application details on the highlighted
object. With FGLs the application code can be written in such a manner as to provide
additional information about the possible source of an event or response. In addition, the
vendors frequently supply debug utilities which can historically trace events and responses
in the same manner that a logic analyzer traces the events in an electronic circuit.
Furthermore, some FGLs provide graphical on-line editing of the application code. This
allows the application developer to test the impact of modifications immediately without the
need to edit off-line and re-compile.

Reviewing the control system code and the methodology used to create that code, by an
independent third party, is an important step in the verification and validation of software
created for mission critical applications. The reviewability of software is affected by the by
many factors including; the coding language, the structure of the code, the level of
consistency in coding style, and the quality of supporting documentation. FGLs simplify the
reviewability ?uid verification of code by enhancing the readability of the complex
relationships which exist between functions which can often be obscured in text based code.
Since procedural languages have relatively few keywords and functions with which to create
application specific code they are susceptible to the idiosyncrasies of each individual
programmer's programming style. FGLs tend to be relatively immune to the variability
introduced by different programming styles since the application specific functions and
methods of linking those functions are pre-defined. FGLs further enhance the reviewability
of application code because of their graphical representation of the logic and the use of a
consistent and established set of symbols. The reviewability of application code developed
with procedural languages is improved by using CASE tools to graphically represent the
code and its data structure. Ultimately however, code developed with procedural languages
must be reviewed on a line by line basis.. It is important to note that the reviewability of
both procedural languages and FGLs is greatly enhanced by the adherence to standards in
methodology and language.

Software Architecture

In large software projects the software is segmented by function into smaller more
manageable modules. These modules are developed and tested independently and then
integrated to form the final program. Integration of these modules requires a method of
inter-module communication. In procedural languages this method of communication
involves the usage of global variables or parameter passing. Parameters are passed as either
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values or as pointers to memory locations and are created and destroyed within the scope
of their declared boundary. The scope of a variable or procedure is defined as the extent
of its "visibility" in the program. For example, the scope of a variable declared locally within
a subroutine is restricted to that subroutine only. Procedural languages typically employ a
traditional Van Neuman architecture whereby all modules within a program share the same
memory space. This memory space is divided into 4 areas for code, static data, dynamic data
and stack. Although the memory boundaries for code and static data are fixed at
compilation the boundaries for stack and dynamic data are allocated as the program moves
through its scope.

The method of inter-module communication and memory management employed by
procedural languages cannot guarantee that a module which has been tested independently
will behave in the same manner when integrated with other modules to create a program.
Furthermore, because the modules share a common memory space the programmer cannot
assume that the execution of one module will not impact another. For example, it may be
discovered that a module which appeared to be well behaved when tested independently
corrupted a small part of memory outside its scope which resulted in momentary and erratic
behavior of another module in the same program.

The method by which programmers write subroutines to minimize the possibility of side
effects is referred to as encapsulation. Encapsulation is the general term for isolating the
code and data of functions from the rest of the program. The traditional method used by
programmers to encapsulate functions is to exclusively use locally declared variables whose
scope is restricted to the declaring function. Data is exchanged between the function and
the main program by parameter passing. This method of encapsulation, however, does not
ensure that functions will not have side effects outside their scope. Since all functions
within the program share the same data and stack space a function which incorrectly
accesses or corrupts memory can have disastrous effects on the rest of the program.

A more recent direction in furthering the encapsulation of code and data is object oriented
programming. Object oriented programs share many similarities with programs developed
with multi-tasking operating systems. Objects and tasks each manage their own memory
space (code, data, & stack) which isolates them from other objects or tasks, respectively.
Although this method of encapsulation is better than the latter it still does not provide
100% isolation because there must be a means of communicating between objects and tasks.
The two most common methods by which objects or tasks can share data are shared
memory and messages. For the same reasons, shared memory provides the same opportunity
for side effects as does the method of locally declared variables. However, communication
via messages results in almost 100% encapsulation of objects or tasks. Messages are held
in a separate address space which is administered by a message handler. The advantage of
messages is that corruption of the message for any reason does not impact either the
message sender or the message consumer.

Functional Graphical Languages pictorially depict the structure of the underlying code
whereby each graphical object or symbol relates to a functional module of code. When
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application programmers create a graphical representation of a control system, by
connecting together individual graphical symbols, they are mimicking the process by which
the actual objects are linked together. All FGLs are parsed to some type of structured, text
based language which is then either interpreted or compiled. The compiled FGLs may or
may not be object oriented. As a result, FGLs share many of the strengths and weaknesses
of procedural languages. However, FGLs do limit the possibility of programmer influenced
side effects by severely restricting the use of variables and functions. The restrictions placed
on the programmers seldom interfere or limit the effectiveness of the application code if the
selected FGL is appropriate for the application.

In selecting a Functional Graphical Language vendor the user should ensure that the usage
history of the product, which is determined by a review of reference sites, and the internal
quality assurance procedures of the vendor meet those required for the proposed
application. Once the user has achieved an appropriate level of confidence in the selected
FGL it will minimize the requirement to validate the symbol library before its integration
into the application program. Furthermore, because the user can be assured that the
behavior of an object integrated into a system will be the same as its behaviour tested
independently, the user can concentrate on verifying that the program meets the functional
requirements of the application.

Documentation & Maintenance

The single greatest challenge in any major software project is maintaining accurate and
readable documentation. This is an especially difficult problem in control oriented
applications where there are several sources and types of documentation to maintain. The
documentation for any control application based on a procedural language should include:
a process flow chart, process narrative, software functional specification, application enabler
design specification, application design specification, and supporting documentation for the
code (application enablers and application program). Throughout the software
implementation phase strict document control must exist to ensure that changes in design
direction are reflected in all the documentation. Furthermore, this problem does not end
after the system is commissioned since there often modifications to the code during the
maintenance phase.

Generally, documentation is broken in to three types; pre-design, detailed design, and
maintenance. The creation and control of this documentation for procedural languages is
a mammoth task and requires strict discipline on the part of the development team.
Ultimately, documentation is targeted at system maintenance and often the team
maintaining the software is not the same as the team which developed it. Therefore, it is
absolutely imperative that documentation be readable and concise otherwise it will not be
used. In mission safety critical applications, the documentation is also used during the testing
phase to ensure that the code meets the documented functionality. This same documentation
is submitted to the governing regulatory body to support the submission of application code
for licensing.
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Functional Graphical Languages are effectively "self-documenting" greatly simplifying the
process of creating and maintaining documentation. However, this same statement has also
been applied to most procedural languages. So what does self-documenting mean when it
is applied to procedural languages versus Functional Graphical Languages? The term "self-
documenting " as it relates to non-structured languages implies that the keywords and syntax
of the language are easily understood. For example, "If1, "Then", "Else", "GOTO" are
intuitive and readily understood by programmers and non-programmers. However, non-
structured languages (e.g. BASIC or FORTRAN) still require extensive line-by-line
commenting to explain the functionality of the program. Another documenting limitation of
non-structured languages is the traditional restriction placed on variable names making them
less intuitive. The application of the term "self-documenting" to structured languages (e.g.
PASCAL or C) refers to the unrestricted variable nomenclature and degree of
modularization available to the programmer. In addition to supporting all the self-
documenting features of structured and non-structured procedural languages (i.e. intuitive
syntax, descriptive variables, commenting and modularization) the graphical program is itself
a useful document.

Functional Graphical Languages partially or completely eliminate the need for some levels
of documentation such as an application enabler design specification. Furthermore, since
the program is a graphical representation of the process the need for separate process and
application documentation is eliminated or reduced. One of the significant advantages of
most FGLs is that the vendors supply an extensive suite of documentation features as part
of their development tools. In addition to printing the graphical program, which is itself
intuitive, the vendor will typically provide the ability to add comments to symbols and
pages, extensive cross-referencing of physical and virtual variables by symbol or location,
and a host of related summary reports. The key distinctions between FGLs and procedural
languages is that this documentation is created automatically, it is always current, and the
format is consistent regardless of the developer.

The previous discussion on the "self-documenting" features of FGLs versus procedural
languages is by no means universal but can be considered to be typical of the control
system industry. Furthermore, it is unlikely that the distinctions between the two forms of
programming will last very much longer. For example, Computer Aided Software
Engineering or CASE tools are gaining in popularity as an automated means of providing
structured analysis, design, data modeling and documentation. CASE tools and FGLs
provide similar documentation procedures. FGLs can be perceived as CASE tools with the
ability to generate code. However, properly applied CASE tools are an effective way of
ensuring that the software projects, designed with FGLs or procedural languages, meet the
functional requirements of the system in an accurate, timely and cost effective manner.
More recent developments in CASE tools are integrating the ability to generate code from
graphical representations of the software. Case tools with the ability to generate code still
require the programmer to develop the class libraries for the code generator. However, as
the sophistication of code generating CASE tools grows the distinction between Functional
Graphical Languages and procedural languages will become less and less clear.
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Proprietorship

The area of proprietorship, the degree of openness and ownership, is one area where
procedural languages have a significant advantage over Functional Graphical Languages.
Procedural languages typically adhere to published standards for which compilers exist for
literally every type of processor. Therefore, languages such C are very portable between
hardware and often it is simply a matter or re-compiling with little if any modification
required. This has the advantage of securing the users investment in their software by
ensuring that obsolescence in hardware does not mean obsolescence in software. For
example, the user may want to upgrade to a more current processor in the same family or
the user may want to relocate the software to a hardware platform based on a completely
different family of processors. This level of portability and upgradeability are possible with
procedural languages because they are compiled and because they adhere to published
standards. Furthermore the wide acceptance of published standards for procedural
languages, such as the ANSI C standard, ensure that there exists extensive and skilled user-
communities for these languages. These large user-communities provide a readily available
pool of skilled programmers who are able to support the en-user. Another significant
advantage associated with accepted standards is the availability of "off-the-shelf products
which support development in these standardized languages.

Functional Graphical Languages do not provide the same level of "openness" that a
procedural language will provide to the user. In fact the vendors of FGLs have traditionally
designed their programming languages specifically for their hardware alone and in a manner
which restricts the access by the user to the graphical environment only. To some extent this
means that the user is at the mercy of the vendors goodwill. Most products supplied by
vendors have limited life-cycles and vendors do not guarantee support for their products
indefinitely. Therefore, a user could develop a system based on a vendors product only to
discover that product was at the end of its life cycle. Furthermore, since the language is tied
to the hardware the software is not transportable to other platforms. If the processor the
hardware is based on goes extinct or the vendor dramatically increases hardware cost or the
user has an existing hardware system which is different from the vendors the user is simply
out or luck. Although standards have been published for FGLs these standards deal only
with the graphical layer and not with the method of parsing and compilation. There are
means and methods by which the user can be protected from such eventualities including:
ensuring that vendors is a reputable firm with a large installed base and requesting a written
agreement from the vendor that the product will be supported for a minimum number of
years.

The lack of FGL standardization is an issue which is being dealt with by the International
Electrotechnical Commission specification DEC 1131-3, "Specification for Control System
Programming Languages" [Ref. 1, Appendix G]. This specification will include both a
specification for control oriented programming languages specification and a specification
for the method of verification and validation of those languages. This specification was
originally proposed to standardize on traditional languages available from DCS and PLC
vendors; Ladder Logic, Function Blocks, Structured Text and Instruction Lists. The language
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which was later added to the standard was Sequential Functions Charts. Sequential Function
Charts, commonly known as GRAFCET, was established as the French standard by 1982
[Ref. 5, Appendix G]. The publication and acceptance of this standard will eventually
provide the programmers of FGL based control systems all the advantages associated with
the standardization of procedural languages. Other significant features of this standard are
the ability to "seamlessly" integrate all five specified languages in the same program and
rigid requirements for compliance with the specification. These two features of the
specification will overcome one of the main disadvantages of FGLs; their flexibility and
degree of proprietorship.

2. RESEARCH AND INFORMATION ANALYSIS

2.1 Literature Search and Vendor Investigation

A preliminary computer on-line literature search was performed in February, 1993 on the
topic of "functional graphical languages". Several journals and papers that contained relevant
information in the field of process control and automation were identified. The search
included major technical references: INformation Services in Physics, Electronics and
Comnputers - (INSPEC), Engineering Index (El) and Energy Science & Technology. A
bibliographic search was then performed on about one hundred references of interest. The
majority of the work published has been under IEEE (Institute of Electrical and Electronics
Engineers) publications and conferences. A detailed list of the literature search results were
presented in the preliminary report. The most relevant papers of interest are included in this
report in Appendices A and G.

A preliminary request for information on software products and graphical languages from
several control vendors was sent out in February, 1993. A summary of the results provided
by Distributed Control System (DCS) vendors, Programmable Logic Control (PLC) vendors
and Third Party vendors are presented in the following section.

A detailed request for information was then requested from selected vendors: ABB, Bailey,
GE Fanuc, and Moore. More information is included in Appendices C - F.

2.2 Types of Languages

A summary of the investigation results provided by Distributed Control System (DCS)
vendors, Programmable Logic Control (PLC) vendors and Third Party vendors are presented
on Tables 2.2.1,2.2.2, and 2.2.3 respectively. It should be noted that more than one language
are often used concurrently in a single software product as discussed below.

Overview

All graphical programmable languages to date in process control electronic systems have
been vendor proprietary languages. They vary from user friendly function blocks and
Boolean logic to more complex structured text languages.
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Structured Text programming like FORTRAN, BASIC and, PASCAL were used extensively
in the 70's and are still popular today. However, this type of languages is best suited for
mathematical applications which use recursive and iterative calculations, such as process
optimization.

Function block programming then quickly became wide-spread for process control as a
language that most users could easily comprehend. Users relied on vendors to provide pre-
defined control blocks that depict the instrumentation and control symbology and
terminology.

Ladder Logic programming emerged in the early 80's as an extension to function block
programming and provided users with greater flexibility and a preferred easy-to-read
graphical language. For complex calculations and custom functions, structured text
programming was still preferred.

Neither of the above languages were adequate for complex batch or sequential control.
Sequential Function Charts (SFC) graphical programming then emerged and is still
relatively new to distributed process control. It performs complex batch or sequence
programs in an easily readable manner.

Object oriented programming represents the most recent and advantageous stage in the
development for real-time process applications. Real-time systems are typically defined by
software engineers as network of interconnected and independent objects. This provides an
additional level of abstraction for the software engineer.

All of the above languages are often used concurrently in a single software product. This
allows significant application flexibility. Users can select the desired language that best fits
the application, or the display of control flow, and the debug procedure. Structured text
language still forms the basis for all programming languages.

Current graphical languages, utilized by the control industry, can be placed in one of four
categories: Function Blocks or CAD based, Ladder Logic, and Sequential Function Charts
or Grafcet.

Function Block based languages use symbology similar to Process and Instrumentation
Diagrams (P&ID) which are familiar to process engineers. They are ideally suited for
configuring continuous analog control, such as PID loops, and are typically provided with
Distributed Control Systems (DCS).

Ladder Logic is a very mature, relay logic used to control hard wired automation in discrete
manufacturing. Since its introduction in the early 80's, Ladder Logic has gained wide
acceptance and has diversified to provide a great deal of flexibility. Most users find that
Ladder Logic configuration is ideally suited for motor and discrete control, including
interlock evaluation, and is typically provided with Programmable Logic Controllers (PLC).
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Grafcet is a trade name which generically refers Sequential Flow Charts and the
representation of control programs in graphical flow chart form. Grafcet represents a higher
level of abstraction over Ladder Logic. It implements charts which are designed to emulate
the engineer's flow charting of a batch process or a sequence, such as an automated startup
of shutdown. Significant benefits in reliability and ease of programming can be realized by
implementing function charts in the actual control hardware.

Computer Aided System Engineering (CASE) tools often utilize a combination of Flow
Chart or Function Blocks and Object Oriented Techniques whereby, the system engineer
models the process using a network of interconnected and independent objects which is then
parsed to an object oriented language.



TABLE 22.1

Software Product Summary- DCS Vcodois

Vendor

Asea Biown Boveri
(ABB)

Asea Brown Boveri
(ABB)

FOXBORO

Software

MOD 300 System

Procontrol
P / PS Systems

IA Series System

Languages

Ladder Logic
Function Blocks
Structured Text

Function Blocks
Structured Text

Ladder Logic
Function Blocks
Structured Text

Typical Industry Applications

British Nuclear Lab
Los Alamos Nuclear Lab
Fossil Burner Safety Systems

Nuclear Plant Control,
Ringhals - Sweden
Boiter Protection Systems,
Germany
ANTA Power Station, Rajastan,
India
Darlington Plant
Reactor & Turbine Control -
Switzerland
Millbanlc Turbine Generating
Station, New Brunswick, Canada

Nuclear Reactors Control
Boiler Control
Power Plant Control Applications

Comments

Handles time-critical tasks such as real-time
database management and distributed
communications network
Uses open system standards such as X Windows,
UNIX, and SQL

Developed specifically for power plant real-time
process control applications
Uses on-line open loop and closed loop tasks
Full graphics menu-driven programming
Confirms to ISO 9001, IEC 117-15, DIN 40700
& DIN 40719.

Plant control and information management
Adheres to ISA, EEC and ISO 9001 standards

00
I



TABLE i 2 . 1 (ContU)

Software Product Summary - DCS Vendors

Vendor

Moore Instruments

Johnson YoVogawa

Bailey

Software

APACS 4-Mation

XL-NET

INFI-90
Network-90

Languages

Function Blocks
Ladder Logic
Sequential Function
Charts
Structured Text -
PASCAL

CAD
Structured Text -
BASIC

Ladder Logic
Function Blocks
Structured Text -
BASIC & C

Typical Industry Appbca lions

Nuclear Reactors Control, Atomic
Energy of Canada (AECL)
Boiler Control
Pulp and Paper industry
Food industry
Metals and Mining
Water & Waste Treatment

Some nuclear related applications
Petrochemical

Thermal power plant
Boiler controls

Comments

Complies with IEC 1131-3 (Specification for
Control System Programming Languages)

PC based supervisory operator interface network

NO
I



TABLE 2^2

Software Product Summary - PLC Vendors

Vendor

GE Fanuc

Alien Bradley

Modicon

Télémécanique

Software

Genius Modular
Redundancy (GMR) /
Series 90 - 70

Series 6200

Series 984

XTEL

Languages

Ladder Logic
Structured Text

Ladder Logic
Structured Text

Ladder Logic
Sequential Function
Charts
Structured Text

Ladder Logic
Sequential Function
Charts
Structured Text

Typical Industry Applications

New Product: first
applications at Shell &
Texaco in 1993

Misc. Industries

Misc. Industries

Utilities
Sawmills
Mines
Quebec Hydro

Comments

Designed specifically for emergency shutdown
applications
Pending approval front the German TUV
regulatory Body

Uses Windows enviionment



TABLE Zi3

Software Product Summary - Third Party Vendors

Vendor

FAMIC

Taylor Software

Taylor Software

GraySoft

GraySoft

ICOM

ObjectTime Limited

Software

CADEPA

ProWORX

(Future)

GS-COMMS

GS-W1RE

Wintelligent

ObjectTime

Languages

Sequential Function Charts
Structured Text

Ladder Logic
Sequential Function Charts
Structured Text
lunclion Blocks
Structured Text
Ladder Logic
Structured Text

Ladder Logic
Structured Text
Function Blocks
Ladder Logic
Structured Text

Function Blocks
Structural Text

Typical Industry
Applications

Plutonium Enriching
Process, Fiance
Simulation and
Integration of
Gentilly 2 power
stations emergency
control logic

Misc. Industries

Misc. Industries

Misc. Industries

Misc. Industries

* Telecommunications,
Northern Telecom

Comments

Complies with 1HC - 848 and NFC-03-
190 standards
Supports Multi-vendor PLCs: Allen
Bradley, Siemens, TI, Modicon, GE
Fanuc, Squate-D and Idee, as we(( as
most industrial computers

Supports Allen-Bradley PLCs: PLC-
5, SLC-500, PLC-2, PLC-3

To be used specifically for process
and machine control
Supports Multi-vendor PLC's: Allen-
Bradley, Modicon and Siemens
Windows Environment, DDE

Supports Multi-vendor PLCs: Allen
Bradley, Modicon and Square D
Supports Allen Bradley PLCs: PLC-
5, SLC-500, PLC-2, PLC-3
Windows Environment, DDE
Operator Interface

Available on Sun and HP
Workstation»

to
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23 Related Regulatory Requirements and Software Standards

Related Regulatory Requirements

Canadian Perspective

Canadian regulatory requirements for computer software in safety-related applications are
currently very general. Contacts with major regulatory bodies in similar industries and
several vendors revealed that the existing regulations are mainly concerned with safety-
related aspects of construction or export of petrochemicals, No specific requirements exist
for the development of software in critical applications using functional graphical languages.
Appendix B presents a summary of typical conversations with relevant Canadian regulatory
bodies and industries.

International Perspective

International regulatory requirements for computer software in safety-related applications
have not been investigated in detail. Preliminary information indicates that the Japanese and
the Germans are currently the most eager to study and implement functional graphical
languages for nuclear power plant control, while the U.K. regulatory body has some
experience in the licensing of such software. The U.S. Nuclear Regulatory Commission
(NRC) does not seem to be involved in such studies.

Our preliminary information indicates that Tokyo Power Company has some experience in
functional graphical languages in the nuclear industry and plans to expand its use in more
safety-critical systems. The German Institute for Safety Technology is currently reviewing
the concepts of functional blocks programming under a contract with Siemens who is
developing a new safety system product based on functional graphical languages. The
German TUV regulatory body has significant experience in licensing of safety-related
software. It gave approval for the ABB Procontrol P/PS software and is currently reviewing
the GE Fanuc's new GMR system (refer to Section 3). A summary of relevant international
regulatory bodies with contact information is presented below.
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Organizations: Mr. Norm Wainwright
UK Nuclear Installation Inspector (Nil)
Health and Safety Executive
St. Peters House, Balliol Road
Bootle, Merseyside
A2O 3LZ, UK

Mr. W.Wienandts
TUV Rheinland
Beratungs und Entwickfungszentrums fur Mikroelektronik
Am Grauen Stein/Konstantin-Wille-Strasse 1
D-5000 Koln 91 (Poll)
(0221) 806 2609, ext 1812

Mr. M. Kersken
Institute for Safety Technology
Forschungsgelandi
D-8046
Garching, Germany

Mr. Toshiji Shirakawa/ Iwaky Yokomera
Tokyo Electric Power Company
Central Office
1-3, Uchisaiwai-cho
1-Chmoe
Chiyoda-Ku
Tokyo 100, Japan
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Relevant Standards and Committee»;

Organizations: International Organization for Standardization (ISO)
P.O. Box 56
CH-1211
Geneva 20, Switzerland

International Electrotechnical Commission (IEC)
Central Office
1, rue de Varembe
Geneva, Switzerland

Deutsche Institut Fur Normung (DIN)
Burggrafunstrasse 6
Postfach 1107
D-1000
Berlin 30, Germany

ISO, IEC and DIN Standards ar.-d Information are available from the Standards Council of
Canada in Ottawa at (613) 238-3222.

ISO 9001

Title: Quality Systems - Model for Quality Assurance in Design, Development, Production,
Installation and Servicing

Committee: ISO TC 176
Canadian

Chairman: Mr. R.N. Shaughnessy Member: Mr. Peter Ford
P.O. Box 56 CSA
CH-1211 178 Rexdale Blvd.
Geneva 20 Rexdale, Ontario
Switzerland (416) 747 4000

ISO 9000-3

Title: Quality Management and Quality Assurance Standards: Part 3, Guidelines for the
Application of ISO 9001 to the Development, Supply and Maintenance of Software

Committee: ISO TC 176
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IEC 117-15

Title: Graphical Symbols for Diagrams: binary logic elements

Scope: This standard is now replaced by TEC 617-12. It presents recommended graphical
logic symbols, construction, rules for their use, and notations.

Committee:

Chairman:

IEC 848

Title:

IEC SC 3A
Canadian

Mr. E. Abel Chairman:
Forschungs und Tecnologiezentrum
Réf. S 21-06
Am Kavalleriesand 3
Postfach 10 00 03
D - 6100 DARMSTADT
Germany
Tel: +49(6151)83 63 70
Fax: +49 (6151) 83 63 77

Mr. Joe Kwan
Project Manager
Ontario Hydro
393 University Ave
Toronto, Ontario
M5G2L6
Tel: (416)506 5197
Fax: (416) 506 5879

Preparation of Function Charts for Control Systems

Scppe: This standard applies to the preparation of descriptions of the function and
behaviour of control systems by establishing an implementation-independent graphical
representation. It includes the symbols required as well as rules for their use.

This standard applies primarily to electrotechnical applications (especially industrial ones,
including electric power generation and distribution), but as it provides a general process
oriented way of describing control functions, independent of their technological
implementation, no field of application is explicitly excluded.

Committee: IEC SC 3B

Chairman: Mr. F.H. Reuter
Siemens AG
Dept ANL A494 NQ
Postfach 3240
D-8520 ERLANGEN
Germany
Tel: +49(9131)723 382
Fax: +49 (9131) 721 785

Canadian
Chairman: Mr. Joe Kwan

Project Manager
Ontario Hydro
393 University Ave
Toronto, Ontario
M5G2L6
Tel: (416)506 5197
Fax: (416) 506 5879
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IEC 1131-3

Ells: Specification for Control System Programming Languages

Scope: This part of the standard applies to the printed and displayed representation of the
programming languages to be used for programmable controllers. The languages are defined
but the graphic and semigraphic representation of the language elements are not defined
in this part. The functions of program entry, testing, monitoring, operating system, etc., are
specified in Part 1 of IEC 1131. This standard was designed specifically to serve as a basis
for graphical configuration of automation systems.

Committee: DBCSC65B

Chairman: Mr. Gerd F.T. Eifert
ECKARDT A.G.
Pragstrasse 82
Postfach 50 03 47
D-7000 STUTTGART 50
Germany
Tel: +49(711)502 292
Fax: +49(711)502 597

DIN 40700

Canadian
Chairman: Mr. Tom Waterston

Project Manager
Ontario Hydro
333 Oakville
Dorval, QC
H9S2R3
Tel: (514)6318470

Title: Graphical Symbols, Components for Precision Engineering Devices, Especially Clocks,
Electrical time Service Devices

Committee: Deutsche Elektrotechnische Kommission im DIN und VDE

Chairman: Mr. I. Ruesch
Geschaftsfuhrer
Deutsche Elektrotechnische Kommission im DIN und VDE
Zentralverband Elektrotechnik und Elektronikindustrie (ZVEI)
e.V. Stresemannallee 19
Postfach 70 12 61
D-6000 FRANKFURT/MAIN 70
Germany
Tel: +49(69)6302 332
Fax: +49 (69) 6302 399

DIN 40719-6

Title: Diagrams, charts, tables; rules for function charts; IEC 848 modified

Committee: Deutsche Elektrotechnische Kommission im DIN und VDE
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2.4 Industry and Academic Experts

A request for academic experts was sent out to several universities in Canada and the USA
This included a letter from AECB pledging cooperation. In general, the requests were sent
to the Electrical Engineering, Computer Science, Systems Engineering, and Chemical
Engineering Departments at each of the following universities:

University of Toronto, Toronto, Ontario, Canada
York University, Toronto, Ontario, Canada
University of Waterloo, Waterloo, Ontario, Canada
Queen's University, Kingston, Ontario, Canada
Carleton University, Ottawa, Ontario, Canada
The University of Western Ontario, London, Ontario, Canada
University of Michigan, Ann Arbor, Michigan, USA
Massachusetts Institute of Technology, Cambridge, Massachusetts, USA
Harvard University, Cambridge, Massachusetts, USA
Yale University, New Haven, Connecticut, USA
Rensselaer Polytechnic Institute, Troy, New York, USA

The following summarizes the positive responses that we received:

Dr. James Cordy, , Queen's University
Dr. Janice Glasgow, Queen's University
Dr. T.C. N Graham, York University, Computer Science
Dr. Ray Buhr, Carleton University, Systems Engineering
Dr. Arthur Jutan, The University of Western Ontario
Dr. Bauer The University of Western Ontario, Computer Science
Dr. Mark Raibert, MIT, Electrical and Computer Science
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3. VENDOR APPLICATIONS

A number of requests for information on software products from several vendors were sent
out during the preliminary and detailed phases of the study. The vendors were requested
to include a variety of case studies and testimonials of graphical process languages applied
in situations similar to but not restricted to nuclear power plant control with focus on safety
concerns. The information should include technical description of the graphical languages
employed, relevant standards and regulatory requirements, client lists and reference sites
with emphasis on Canadian sources, quality assurance and quality control procedures
employed by the vendor, safety system architecture, hardware support, and performance
experiences. A number of products of interest were chosen for final investigation.

This section presents a summary of the above case studies with our evaluation. The case
studies are included in the appendices (vendor literature). It should be noted that our
evaluation is limited to the extent of information that the vendors provided. All vendors,
with varying degrees, have fallen short on providing the technical information and
applications that were repeatedly requested, due mainly to the proprietorship nature of such
information or to vendor budget constraints on spending extensive effort with no
compensation.

3.1 Asea Brown Boveri (ABB)

ABB Procontrol P control and automation system has been developed to provide power
plant man-process graphical interface using programmable intelligent remote control.
Automation remains active during all phases of plant operations from start-up, normal and
transient operating conditions, to plant shut-down. Part of the Procontrol P system, the
Procontrol PS protection system provides for additional process and equipment protection
and performs the safety-related tasks of the instrumentation and control system. It consists
of a 3-channel structure with 2-out-of-3 fail safe design and high availability. The product
has been tested by the German TUV Rheinland Technical Supervisory Committee (Section
2.3) and has been approved for protecting firing systems with and without supervision.

The ABB Procontrol software utilizes functional blocks and object oriented FGL languages
(Section 2.2). The vendor provided the Quality Assurance manual and product
documentation literature that identifies the software modules. This is beneficial for
reviewability of current and future developments.

The symbols and graphical objects utilized focus on the power plant industry and mimic
process control diagrams that process engineers are familiar with. Programming begins with
the preparation of a functional diagram in accordance with the German standard DIN 40719
and with graphical symbols according to DIN 40700 (Section 23). This offers the process
or control engineer, who may not be a computer scientist, the advantage of creating
application programs directly from the process description. No translation into a procedural
language code such as FORTRAN or C is required, and hence misinterpretation of the
process requirements, that is often encountered in systems based on procedural languages,
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are significantly minimized. The graphical language is parsed from graphical elements and
then directly compiled into executable machine code outside the target controller processor.
The downloaded code does not go through additional translation levels (interpreters) in the
target processor. This provides a faster and more reliable system response.

The Procontrol P language provides a pre-developed and pre-tested library of software that
focuses on the power plant industry. The software also allows for the creation of user-
defined libraries. The modules cover a wide range of functions from Basic elements to more
complex Multifunction elements that are frequently used. The presence of such modules not
only saves the money and time that would be necessary to re-create them, but also allows
the control engineer to focus his attention more towards code development, validation of
the software, Quality Assurance and Control (QA/QC) procedures, and testing for possible
hazardous behaviour.

This ABB software provides the ability to perform on-line debugging and editing of the
program during commissioning and commercial operation. The graphics provide a visual
representation of the entire process and of what is happening in the process with a visual
indication of the current execution point and the position of a failure. It also provides for
display flexibility that includes zooming features on highlighted symbols for process details
and testing the impact of modifications on the program immediately without the need for
off-line preprocessing via additional assemblers or compilers.

The Procontrol is supplied with self-documented date-stamped summary reports as part of
Procontrol development tools. In addition to complete documentation, such as printing the
graphical program and connection diagram, it also produces automatically the instruction
lists with the ability to add comments and labels to symbols, pages, and cross referencing
of variables, etc.

A disadvantage of the Procontrol software is that the FGL is specifically designed for ABB
hardware only, and that it also restricts access by the user to the graphical environment only.
The software is not transportable to other platforms and hence ABB's support for their
product is crucial, but may not be guaranteed indefinitely. However, it is our opinion that
ABB is a large reputable company with a qualified development team that will be
supporting their products for quite a number of years.

The ABB supplied Quality Assurance manual indicates a well structured and documented
QA methodology that conforms to the internationally recognized QA/QC standard ISO 9001
(Section 23). The quality policy applies to all employees at various levels; from ordinary
employees who are responsible for the quality of their own work and for following the rules
of the quality system, to line managers at various levels who ensure that the quality
procedures are effectively implemented in their area of responsibility, to quality managers
who are delegated the authority to develop, implement and maintain the quality system of
their region. Special ABB service departments are provided with the task of ensuring
faultless customer service throughout the entire period of operation of the installation. The
important documentation function of the service department is the continuous collection of
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important data concerning the operating performance of installations, such as availability,
faults, errors, etc. This data is then evaluated from different points of view, and passed on
to the appropriate departments in order to advice customers on corrective operating and
maintenance measures, and to element deficiencies in manufacturing and software products.
Although records regarding the effectiveness of these procedures have not been provided,
it is our opinion that this ABB software has already been utilized and tested in numerous
critical applications and hence, the quality and number of application builders available to
a new programmer provides an advantage over several FGL products (except for the Bailey
system) in providing performance confidence.

The software conforms to IEC 117-15, DIN 40700 and DIN 40719-6 standards (Section 23).
The product has also been tested by the German TUV Rheinland Technical Supervisory
Committee and has been approved for protecting firing systems with and without
supervision.

Although the product provides many desirable capabilities, it should be noted that this
requires new and unique responsibilities from the designer as the graphical approach differs
from what most programmers of procedural languages are accustomed to. A thorough
experience and knowledge is required from creating blocks and symbols to familiarity with
all available methods. This constitutes a safety issue to be considered before designing an
emergency shutdown system.

The following summarizes the case studies provided by ABB. Vendor literature is included
in Appendix C.

Digital Reactor Control and Protection System

The ABB Procontrol P system is implemented to monitor and control a protection system
of an operating reactor. The experiences from this implementation will help to develop
hardware and software modules for nuclear applications and to improve the Procontrol P
system architecture to meet the requirements of Swiss nuclear standards. The Swiss
regulatory authorities regards this testing on an existing reactor as a useful activity and an
operational experience necessary for setting a qualification program for reactor control and
protection systems in nuclear plants, because this retrofit application is not submitted to the
time-critical licensing procedures of new reactors.

Furthermore, this application is beneficial in the following respects:
a) it is a safety-related process application using a functional graphical language with control
diagram graphics and comprehensive documentation system;
b) the system implements a high fault tolerant system through redundancy and subsystem
partitioning to ensure that component failures do not propagate into their functional
neighbors. This allows mixing of normal control functions and protection functions since
there is no common cause to prevent both at the same time; and
c) on project completion, special attention will be given to quality assurance analysis of
software and hardware. This will be achieved by careful analysis of the tests and previous
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operational experience from the initial stages of the project, including code validation and
verification.

Nuclear Power Plant Control

The ABB Procontrol P system is implemented to monitor and control three safety related
systems in a nuclear power plant in Ringhals - Sweden: post accident sampling of radioactive
gases from reactor units, post accident removal of radioactive elements from gases, and
control of the ventilation system in electrical rooms. This is also not a Canadian application,
but the experiences from this implementation should assist in the evaluation of similar
hardware and software implementation in nuclear power plants. It is a safety-related process
application using FGL control.

Boiler Protection and Fuel Safety System

This is a European ABB/Procontrol PS implementation where safety is of prior importance.
The boiler protection system was designed to protect boilers from explosion due to
dangerous conditions. The system conforms to German standards and safety requirements
for boiler protection, and has obtained system and component approval from the German
Technical Supervisory Committee (TUV Rheinland).

32 Bailey

Bailey's Network 90 was introduced a decade ago to provide a distributed digital process
control system. It has over 14,000 industry installations worldwide. The system has been
extended today to include new critical control philosophies and protection systems through
the INFI 90 product This system has been implemented worldwide in numerous safety-
related and emergency shutdown systems (ESD). The system offers several configurable
ways with complete dual redundancy. The voting can be used on inputs, where systems have
multiple inputs, and also on outputs. Differing voting on input and output is also a
possibility.

The Bailey INFI 90 software utilizes graphical function blocks and ladder logic FGL
languages (Section 2.2). The vendor provided product documentation that identifies the
software modules. This is beneficial for reviewability of current and future developments.

The symbols and graphics utilized are suitable to mimic process control diagrams that
process engineers are familiar with. Programming procedures are similar to the ABB
product The software also provides for pre-developed and pre-tested library of functional
block software that have applications in different industries including thermal generation
and power plants. The presence of such modules will be very helpful for the user and allows
the user to concentrate his attention more towards application development, validation of
the software, quality assurance and control procedures, and testing for possible hazardous
behaviour. The software also allows for the creation of user-defined customized function
code and libraries.
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This Bailey software also provides the ability to perform on-line debugging and editing of
the program during commissioning and normal operations through a visual representation
of the entire process and of what is currently happening. Similar to the ABB product, it
provides for display flexibility that includes zooming features on highlighted symbols for
process details and immediate testing of program modifications without the need for off-line
preprocessing via additional assemblers or compilers. Same as the ABB product, the
language translation into executable code is fully compiled into machine executable code
outside the target controller processor with no additional interpreter in the processor. A
more direct and desirable method of translation.

The INFI90 also produces complete self documented date-stamped summary reports with
printing capabilities of the graphical program and connection diagrams.

Similar to ABB Procontrol, the INFI 90 FGL is specifically designed for Bailey hardware
and also it restricts access by the user to the graphical environment only. The software is
hence not transportable to other language platforms and hence Bailey's support for their
product is crucial, but may not be guaranteed indefinitely. However, Bailey control is a large
reputable firm with a large base of customers. It is also our opinion that their qualified
development team will be supporting their product for quite a number of years.

The Quality Assurance and Quality Control procedures conforms to the internationally
recognized QA/QC standard ISO 9001 (Section 2.3). Special Bailey service departments are
continuously examining customer installed systems with a complete documentation of
collected data and discovered errors. The software has been frequently updated. It is also
our opinion that Bailey implements a well structured and documented QA/QC
methodology. The software has been tested in numerous critical applications and hence, the
quality and number of application builders available to a new programmer provides good
performance confidence.

As with the ABB product, a thorough knowledge of the program requires new and unique
responsibilities from the designer as the graphical approach differs from what most
programmers of procedural languages are accustomed to. This is a critical issue to be
considered when designing a safety shutdown system.

The following summarizes the case studies provided by the vendor. Bailey vendor literature
is included in Appendix D.

Lambton Thermal Generating Station Control

The Bailey Network 90 system was implemented to provide a new monitoring and control
for the boiler safety and burner management systems at the Lambton thermal generating
station. The system encompasses Bailey DCS Network 90 hardware with over 1000
Input/Output points. The operator graphical interface consists of consoles, displays, and
keyboards with graphical controls. The system verification, validation, and testing procedures
were conducted by an independent team, Ontario Hydro, and consisted of a thorough
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bardware and software acceptance testing program and integrated acceptance tests.

Offshore Hihernia Oil Field: Emergency Shutdown System (BSD)

The Bailey INFI 90 system was installed in 1992 to control the fire and gas safety systems
for the Hibemia offshore drilling and production platform located 315 km off the eastern
coast of Canada. The system encompasses Bailey DCS hardware and software with about
9500 Input/Output points. This ESD operation is via a DEC-based dual network console
with full graphical interface. The experiences from this implementation should be useful for
evaluating similar ESD systems.
The key ESD features: 100% dual redundancy, self diagnostics and test functions, on-line
maintenance, low mean time to repair (MTTR), and expandability. The voting procedures
can be used on inputs, where systems have multiple inputs, and also on outputs. The system
can also incorporate one, two or three controllers in parallel. Differing voting on input and
output is also a possibility.

33 GE Fanuc

The GE Fanuc's new Genius Modular Redundancy (GMR) Emergency Shutdown System
is a fault tolerant system that has been developed to configure GE Fanuc's Series 90-70 and
Genius I/O hardware. It provides up to triple modular redundancy (TMR). It consists of a
3-channel structure with 2-out-of-3 voting. The system was first available in March 1993 with
its first Canadian industry applications to be installed at Shell and Texaco later this year.

The language utilizes the ladder logic FGL language (Section 2.2) and the procedural
language "C. The language provides a pre-developed and pre-tested library of software that
is best suited for discrete process and motor control applications rather than continuous
power plant control. The procedural language "C" provides increased flexibility that is too
intricate for relay ladder logic.

Similar to the previous vendor products, this software provides for on-line debugging and
editing of the program through visual representation of the entire process. It also provides
for display flexibility that includes zooming features on highlighted symbols for process
details. Unlike the ABB and Bailey products, the GE language is partially compiled into
machine executable code outside the target controller processor with some additional
interpreted translation levels in the target processor.

The product is also specifically designed for GE Fanuc Series 90-70 hardware and restricts
access by the user to the graphical environment only. A disadvantage common to all vendor
products.

Although the Quality Assurance and Quality Control procedures conforms to the
internationally recognized QA/QC standard ISO 9001, it is our opinion, based on the
release of the first version of the product, that the assessment of the internal QA/QC
procedures is premature at this time, and that the software has not been utilized in enough
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applications to justify its implementation for a nuclear power plant shutdown system.

The product is currently pending approval from the German TUV regulatory body. GE
Fanuc vendor literature are included in Appendix E.

3.4 Moore

Moore's 4-Mation software is used specifically to configure Moore's Advanced Process
Automation and Control Series (APACS) hardware. It is a relatively new configuration
product that is based upon an open international standard I.E.C. 1131-3 (Section 23). This
standard was recently designed specifically to serve as a basis for graphical configuration of
automation systems. The majority of applications are related to boiler and power plant
control. Of particular interest: a large redundant boiler control system in Hamilton, operated
by Laidlaw Technologies and the control system used by the Atomic Energy of Canada
Limited (A.E.C.L) for nuclear reactors at
- Chalk River, Ontario
- Pinawa, Manitoba
- Korea (MapleX)

The language utilizes function blocks, ladder logic, and sequential function charts (SFC)
FGL languages (Section 2.2) and the procedural PASCAL language. An added feature over
other FGL products is the integration of the SFC language with function blocks and ladder
logic. All four of the above languages integrate seamlessly in the same hardware device, a
requirement for compliance with the above I.E.C. standard. This means that the language
programs can all call each other as subroutines, and that the user can pass variables between
different languages. This gives the user added programming and display flexibility to choose
the optimal configuration language for a particular application. This new software is also
capable of performing on-line debugging and program editing through visual representation
of the entire process. It also provides zooming features on highlighted symbols for more
process details.

The 4-Mation software also produces self-documented date-stamped summary reports that
include complete printout of the graphical program and connection diagrams, and printout
of instruction lists with comments and labels.

A disadvantage of the product is that it is specifically designed for Moore APACS hardware
and also that it also restricts access by the user to the graphical environment only. Hence,
Moore's future support is crucial, but may not be guaranteed indefinitely.

The internal Quality Assurance and Quality Control have not been provided. Although the
product capabilities and features seem promising, it is our opinion, based on the young age
of this product that its use for the control of a nuclear plant shutdown system at this time
requires more detailed investigations.
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No case studies are available from the vendor regarding critical applications similar to a
power plant emergency shutdown system. The following summarizes the application provided
by Moore. Vendor literature are included in Appendix F.

Du Ponfs Batch Nylon Plant

This represents a critical application but not a safety-related one. The nylon plant in
Kingston, Ontario operates continuously for months without shutdown making system
availability, for this highly exothermic reaction, a very high priority. The system encompasses
redundant programmable controllers, a redundant batch host computer and several operator
stations with graphical controls.

4. EVALUATION CRITERIA FOR FGL SOFTWARE

4.1 Software Development and Documentation
The purpose of the software development assessment is to ensure that the software and
development team meet best safety practices. A review of the following is critical:

Product Suitability:

The appropriateness of the product in a particular application can be evaluated by
examining:
a) the design philosophy: software should implement a single-phase development from the
control description. This should indued design, programming and documentation;
b) the system architecture and how this lends to programming of such critical systems;
c) how often, and where, that particular product is being used in other similar applications.
The vendor must have extensive reference sites of similar mission-critical applications; and
d) hardware flexibility: it is preferable, although not critical, that the product supports
multi-vendor hardware.

The appropriateness of the graphical language should be evaluated by examining:
a) its symbology: graphics should include symbology that mimics, as much as possible, the
process flow, or follows established standards that a body of individuals are familiar with.
This allows process engineers and non computer scientists to directly transfer their process
knowledge into code, and hence reduce development time and the possibility of critical
errors;
b) its library: software should provide the required pre-programmed and validated libraries
for the application. It should also support user defined graphical blocks and debugging tools
that do not impact other portions of the program;
c) documentation procedures: software should provide for flexible user naming/definitions
of graphical entities and should support sophisticated, integrated documentation utilities;
d) translation levels: is the graphical language interpreted or compiled?;
e) display flexibility: it is preferable, but not critical, that the software supports multiple
graphical/procedural languages which provides multiple methods for displaying the control
flow, and
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f) review procedures: it is preferable that the software has undergone a favourable third
party review.

Quality Assurance/Quality Control:

The vendor should follow well documented QA/QC procedures which should comply with
industry standard QA/QC procedures. As a minimum QA/QC procedures should include:
a) a structured verification and validation methodology for validating base functions and
utilities;
b) a formal method of documenting and fixing "bugs" identified duiing all phases of
construction, testing and application; and
c) revision control system which ensures support for previous versions. Existing libraries
which have been validated and released should remain static. Enhancements are added by
providing additional functions and utilities to the existing base software.

42 Verification and Validation

The purpose of the software vérification and validation assessment is to demonstrate and
document the functionality, integrity and safety of the system. A focus on the following is
critical:

The work should include comprehensive analysis of the up to date verified and validated
code, systematic checking of any special configuration and calibration data, verification of
the correct operation of the compiler and the functionality of any redundant system. The
analysis should consider all graphical configuration packages, operator interfaces, and
associated hardware.

Reference sites for the product with similar equipment are important. However, full credit
should not be allowed for the fact that the software has been used successfully in other
similar applications. This is because its performance in other applications may not be
rigorously tested and recorded, or the implemented system may not be genuinely identical.

The assessment should demonstrate that all the required graphical functions perform as per
their specified functionality. The base functions should be verified through testing methods
which apply mathematical methods.

Verification and validation is enhanced if the software has already undergone a review by
an independent third party group.

4.3 Application Evaluation and Submissions

Safety:

There are various difficulties in assessing whether or not the software is safe, but it is
possible to systematically determine which techniques can, if properly applied, increase the
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confîdence:
The vendor should demonstrate that the specification and design do not admit executions
which would lead to catastrophic failures in the operational context (identification of all
possible threats and failure modes).

A hazard analysis should identify all such foreseeable hazards and operator errors, together
with associated initiating events and their frequencies, and resulting consequences. The
software safety assessment should demonstrate that the software is able to protect itself
against such hazardous events in a fail-safe or fault tolerant manner.

Coding should be assessed against well practiced techniques and compliance with established
standards. The "end users" methodology of QA/QC procedures should be verified. Coding
errors that have caused critical failures must be identified and a proof of their elimination
must be verified.

Full credit should not be allowed for the fact that the software has been used successfully
in other similar applications. This is because its performance in other applications may not
be rigorously tested and recorded, or the implemented system may not be genuinely
identical.

Testing:

The testing activity is aimed at building confidence in the dependability and reliability of the
system. It should also be used to find and eliminate errors that may cause critical failures.

To minimize "end user" created side effects, the development of code for safety systems
should be restricted to existing pre-defined base functions which have been validated and
verified to the satisfaction of the regulatory body. Furthermore, the number of allowable
functions should be restricted to minimize the potential for misapplication and to enhance
the reviewability of the code.

The end user should follow the same design methodology for FGLs as applied for
procedural languages.

Testing of application code should be based on a mathematical model, and should be
performed by a group other than the group which created the code.

The method of detecting critical failures should demonstrate to be reliable and well
documented.

5. CONCLUSIONS AND RECOMMENDATIONS

In this report we have addressed the perceived advantages and disadvantages of both
procedural languages and Functional Graphical Languages. The opinions expressed are
strictly the perceptions of the authors and may not be agreed with by all. However, the main
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focus has not been to support one method of programming versus another but rather to
analyze the appropriateness of Functional Graphical Languages for mission critical
appli; ations, in particular safety shut-down systems.

Functional Graphical Languages (FGLs) have been applied extensively in all industries, in
one form or another, for well over a decade. Both the popularity and understanding of these
languages has increased dramatically over the years. As a result of the large and growing
FGL user-community, standards committees have been established to develop and publish
FGL standards. The inevitable adoption of these standards will eventually eliminate one of
the perceived weaknesses of Functional Graphical Languages, when compared with
procedural languages, the lack of portability between hardware platforms. Standards will
also have direct benefit for the vendors since one of the most significant reasons for
selecting a particular vendor's control system is familiarity with the programming language.
A standard programming environment will eliminate the learning curve associated with
utilizing a different vendor's product which means that a control system will be evaluated
strictly on its merit rather than on the fear of the unknown. Another benefit of these
emerging standards is that they will encourage third party developers to create products
which support multiple platforms. In fact, third party products based on these standards have
already been introduced to the marketplace.

The ques;!. -n of whether or not a particular language is appropriate for a safety shut-down
system is not dependent on the language but rather is dependent on the quality of the
development tools. This criterion applies for both Functional Graphical Languages as well
as procedural languages. In mission critical applications, Functional Graphical Languages
are relative new comers when compared with procedural languages. However, despite the
novelty of FGLs some vendors have proven their products in literally thousands of
applications ranging from the control of wastewater treatment plants to the control of safety
systems in boilers and offshore drilling platforms. It is these reference sites, combined with
the quality assurance procedures of the vendor, which are the primary determining factors
for the appropriateness of a control system.

Technology for technology's sake seldom succeeds because any new technology must
eventually stand on its own merit. Functional Graphical Languages have gained wide
acceptance in many industries because they have been proven to have many advantages over
traditional methods of control. For a FGL to succeed it must meet a few basic requirements:

a) The language must be graphically presented in a form familiar to the
targeted industry.

b) It must support incremental development.
c) The development tools must include a full suite of graphical debug and

maintenance utilities.
d) The language must include sophisticated Computer Aided System

Engineering (CASE) utilities to support development and
documentation.

e) The language must be flexible and extensible. In other words, the library
of standard symbols must be extensive enough that the majority of
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applications can be programmed without customization but it must also
be able to support user-definable functions written in a familiar
language such as C

f) The basic functions and utilities must be well documented, validated,
and reliable.

g) The product should support a published standard.

The basic requirements described above are not meant to be considered as complete
evaluation criteria but rather as the minimum requirements for a product to succeed in the
marketplace. Far more extensive evaluation criteria have been detailed in Section 4 of this
report.

In summary, although Functional Graphical Languages have not previously been applied in
CANDU shut-down systems, the case history of some FGLs has demonstrated that they are
an effective and reliable method of programming mission critical applications. The wide
acceptance of these languages in many industries has provided the impetus for development
of FGL standards. In addition, the obvious advantages to programming control systems with
graphical languages have resulted.in the development of graphical Computer Aided System
Engineering (CASE) tools which generate target source code in object oriented languages
such as C+ + and Smalltalk. These CASE tool developments provide the control system
engineer with the best features of both Functional Graphical and Procedural Languages.

It is also recommended that product vendors establish an electronic bulletin board or
database as a focal point for collecting, recording and distributing product usage history and
debug reports.
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APPENDIX B - SUMMARY OF CONVERSATIONS WITH OTHER REGULATORY
BODIES & INDUSTRIES

National Energy Board: (403) 292 4800
The National Energy Board is the regulatory body for the pipeline, natural gas, oil, propane
and butane industries. Mr. Dennis Tremblay indicated that the existing regulations are
mainly concerned with safety-related concerns in the construction of pipelines, and export
of natural gas and propane products. He was not aware of any existing regulations that deal
with software process control.

Ontario Energy Board: (416) 481 1967
Mr. Neil Mckay, Project Engineer, was not aware of any existing or future software
requirements by the Ontario Energy Board. Mr. Charles Mathis, Systems Engineer, indicated
that to his knowledge there are no industry specific standards for the development of
software in critical applications. He is familiar with the topic of functional graphical
languages.

Canadian Gas Association (CGA): (416) 447 6465
Mr. Raymond Thurton mentioned that there are standards by the CGA that deal with PLC
functions but to the best of his knowledge no current standards that deal with software
development or functional graphical languages.

Canadian Standards Association (CSA): (604) 273 4581 (416) 747 4044
Mr. Solomen Ko informed us that to the best of his knowledge there are no standards for
the development of software in the pipeline and petrochemical industries. However, there
are Quality Control standards by the CSA (listed below) that address the development of
software used in critical applications. No existing CSA standards address functional graphical
languages.
CAN/CSA-Q396.1.1-89 Quality Assurance Program for the Development of Software

Used in Critical Applications.
CAN/CSA-Q396.1.2-89 Quality Assurance Program for Previously Developed Software

Used in Critical Applications.

Ontario Hydro: (416) 592 5519
Mr. Paul Joannou indicated that there exist several Ontario Hydro standards that deal with
software development. However, none addresses functional graphical languages in process
control. Mr. Joannou is a member of the Ontario Hydro team for writing software standards.
He was aware that the I.E.C. TC 65A committee is currently involved in writing standards
on Graphical Languages in process control.

Instrument Society of America (ISA)/Moore Instrument Ltd: (416) 457 9638
Mr. Mark Menezes, Moore's regional system specialist and vice president of the Toronto
ISA branch, indicated that to the best of his knowledge there are no existing regulatory
software requirements imposed in similar industries such as the petrochemical. He was not
aware of any ISA standards that deal with functional graphical languages in process control.
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Interprovincial Pipe line Inc. (IPL): (519) 337 4362
The conversation with Mr. Steve Roach indicated that the only requirements imposed by the
government are process related. No software regulations exist to the best of his knowledge.
Mr. Roach added that it has always been the case that the programmer decides how to
develop, debug, test, and maintain the software.
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- H. Heyck & M. Salm, Development of a Digital Reactor Control and Protection
System, Reliability Engineering and System Safety 27 (1990) 257-266.

- Application of PROCONTROL P for various systems at Ringhals Nuclear Power
Plant (Sweden), Publication No.: CH-T 100450E, CH-T 100540E, CH-T 10055OE.



APPENDIX D - BAILEY LITERATURE

D.I System and Software

- Bailey infi 90, Personal Computer Software Overview

D.2 Applications

- R. Wilson, S. Schafer, K. Borovsky, S. Kumar, Backfitting a Distributed Control
System into Lambton Thermal Generating Station, Proceeding of the American Power
Conference.

- Emergency Shutdown System, Petro Vest Publication^). PV0686 PM.

- Bailey to Supply Hibernia DCS and Fire and Gas Systems, Bailey Network News,
Spring 1992.



APPENDIX E - GE FANUC LITERATURE

E.I System and Software

- Programming the Series 90 - 70 PLC.



APPENDIX F - MOORE LITERATURE

F.I System and Software

- F.P. Bader, Utilizing Multi-Language International Software Standards for
Distributed Process Control, MOORE Technical Paper 3920.

- Mycro APACS, the Best of DCSs and PLCs in One Controller, Bulletin 39-1.

F.2 Applications

-Project Report PR-100



APPENDIX G REFERENCES & ABSTRACTS OF NOTABLE

PUBLICATIONS

G.I Technical References

1) "Utilizing Multi-Language International Software Standards for Distributed Process Control"

F. P. Bader. Paper Presented at the 48th Annual Symposium on Instrumentation for the Process

Industries, Texas, USA, January 1983.

2) "ISO/TEC Standardization in Software Engineering with respect to Safety Related Systems,

Present & Future. An SC7 and Canadian perspective"

J. Harauz. Abstract Submission at the ISO/IEC JTC1/SC7 Madrid Panel Session, November 1992.

3) "Comparison of Programmable Electronic Systems Used in Safety Applications"

A. Anton Frederickson, Vice President: Advanced Technology Triconex Corporation. Irvine,

California.

4) "A High Level Control Language Based on Functional Programming"

D. Schillinger, F. Kaufmann. Proceedings of ŒCON '85. 1985 DEEE International Conference on

Industrial Electronics, Control and Instrumentation, #2. San Francisco, CA, USA, November 1985.

Pages 788-793.

5) "GRAFCET, A Programming Breakthrough That Will Forever Change The Way PLC Software

Systems are Designed"

Alain Zagar, David Fredette. Télémécanique Canada Limited Publication. Woodbridge, Ontario,

Canada, 1986.

6) "Towards Object-Oriented Graphics Standards"

Peter Wisskirchen. Computer & Graphics, #10/2. Pergamon Press. St Augustin, Germany, 1986.

Pages 183-187.

7) "GVL: A Graphical Functional Language for the Specification of Output in Programming

Languages"

James Cordy, T. Graham. Conference Record of the 1990 IEEE International Conference on

Computer Languages. New Orleans, LA, USA, March 1990. Pages 11-22.

8) "Graphical Techniques for Preparing Functional Descriptions for Batch Control System Projects"

Paul Fruehauf. Proceedings of the 1990 ISA International Conference and Exhibition, Part I.

Advances in Instrumentation, Proceedings, #45. New Orleans, LA, USA» October 1990. Pages 31-47.

9) "Graphical and Iconic Programming Languages for Distributed Process Control: An Object

Oriented Approach"

Susan Coote, John Gallgher, John Mariani, Thomas Rodden, Andrew Scott, Doug Shepherd. IEEE

Workshop on Visual Languages. Pittsburgh, PA, USA, October 1988. Pages 10-12.



- G2 -

10) "Functional Specification of Process-Control Software"

F. Kaufmann, D. Schillinger, U. Schult Conference on Computer Systems for Process Control.

Proceedings of a Brown Boveri Symposium. Baden, Switzerland, September 1985. Pages 287-303.

11) "A Target-Independent Functional Programming Language"

T. Kurz, P. Linke, W. Staheli. The Tenth Triennial World Congress of the International Federation

of Automatic Control. Munich, Germany, July 1987. Pages 99-104.

12) "Petri-net Structured Sequence-Control Language with GRAFCET-Likc Graphical Expression

for Programmable Controllers"

J. Hamano, Y. Kurashima, M. Torii. Proceedings of EECON '85 International Conference on

Industrial Electronics. San Francisco, CA, USA, November 1985. Pages 433-438, Vol. 1.

13) "Object-Oriented Graphics in a Real-Time Process Control System"

H.D. Kagan. Proceedings of NCGA's Computer Graphics '87 8th Annual Conference and Exposition,

#3. Nat. Computer Graphics Association. Philadelphia, PA, USA, March 1987. Pages 305-315.

14) "Object Oriented Operator's Interface for Real Time Process Control Expert Systems"

James Adams. Proceedings of the ISA '90 International Conference and Exhibition, #45/Part 2.

Advances in Instrumentation. New Orleans, LA, USA, October 1990. Pages 929-942.

15) "Programming in very fine critical systems by means of the synchronous data flow language:

laster"

Ratel, Halbwacs, Raymond. ACM 1991 Publication No. 0-89791-455-1/91/0011/0112. IMAC,

Grenoble, France.

16) "Safety of Distributed Control Systems"

D.B. Boettcher. Conference in Lyon, France. April 1990.



- G3 -

G.2 Abstracts

1) All distributed control systems >o date have relied on proprietary software languages to

implement distributed process control. These include easy-to-understand fojmkn block and boolean

logic algorithms to more complex text language constructs. Standard programming languages with

custom extensions for real-time control also have been available. International standards from the

IEC now are available to allow multi-language, graphical, and real-time implementation. The paper

presents these languages along with a modern WINDOWS presentation technique to show the

overall flexibility and benefits of international language standards applied to process control. The

paper presents a very useful and up-to-date overview of the type of graphical languages in use today

for process control and recent efforts to establish international software standards. These standards

were designed specifically to serve as a basis for graphical configuration of automation systems.

2) The standardization effort for computer systems containing software important to safety is

increasingly reflected by the many national and international efforts currently in progress. IEC TC45

and EEC TC65 notably, have working groups dealing with generic and nuclear safety related and

safety critical computer systems. The paper presents up-to-date information on ISO/IEC work and

standard committees with respect to software engineering for safety related systems. The author Mr.

John Harauz (Ontario Hydro 416-592-7235) is a member in IEC TC45A.

3) Within the process industries, many Programmable Electronic Systems (PESs) are being

used in safety applications. Most safety applications utilize a safety system to monitor the operation of

a process (or individual unit); and if the process goes outside the safe operaing range, the safety

system puts the process ina safe state,. These safety systems are commonly referred to as safety (or

emergency) shutdown systems, or monitor and trip systems. Most of these safety systems are

independent of the system controlling the process. The paper presents an industry overview of safety

systems that are in use today and includes a comparison of various programmable electronic systems

used in safety applications.

4) After a general discussion on concepts for modern process control systems, a new approach

to program such systems is presented. Its kernel is a grpahical, basically functional programming

language which is easy to learn and to understand, its semantics are described by a discrete (quasi

conriuous) time model. The proposed language can be used to support a wide range of processors.

5) GRAFCET is the result of a European initiative that sought to define a standard PLC

programming environment. The goal was to create a PLC language that would free the programmer

from the constraints and peculiarities of different PLCs, while at the same time incoporating all of
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the best features of existing languages, and unifying both with a structured framework. The

GRAFCET framework is the heart of the GRAFCET application but is not a language/The

programmer utilizes the various GRAFCET dements to graphically represent the process to be

programmed. Having graphically described the PROCESS, the programmer then proceeds to link the

application language be it Ladder Logic, C, PASCAL etc to the GRAFCET chart The basic

elements are, the STEPS and TRANSITIONS, and the FLOW lines that inter-connect them. The

various building blocks and techniques of GRAFCET are described as well as the benefits to the

programmer and to the "end user" in terms of ease of trouble-shooting and maintenance.

6) The introduction of powerful object-oriented systems, such as Smalltalk-80 and Zetalisp

Flavors, offers a number of potential benefits to the field of computer graphics. This paper examines

the potential for marrying object-oriented programming languages to emerging graphics kernel

standards definitions. Examples of object-oriented hierarchies of graphical structures are provided,

and modifications and extensions to kernel standards are suggested in order to both simplify the

standards and more readily embrace the object-oriented approach.

7) This paper appears to be a good tutorial about functional graphical languages. An output

specification language, called GVL, is used to specify the mapping from the program's data state to

the display. The conceptual view model of output is based on the complete separation of the output

specification of a program from the program itself, and the use of implicit synchronization to allow

the data state of the program to be continuously mapped to a display view. GVL is a functional

language explicitly designed for specifying output, and is also a graphical language in which the user

draws output specifications directly on the display. How problems often associated with imperative

paradigm is shown.

The authors are with the Department of computer science at Queen's and York university. We have

received the C.V. of Dr. Cordy's CV. is included in Appendix H.

8) This paper presents the application of new graphical techniques to the problem of preparing

functional descriptions for batch control systems. Functional descriptions are the up-front

requirements definitions for batch control system projects. The graphical techniques discussed in this

paper were developed borrowing from structured analysis and adapting representation techniques

commonly employed by instrumentation and control (I&Q engineers. These techniques have all the

advantages of graphical techniques as well as familiarity to the I&C engineer. The technique has been

applied to an actual batch control project effort that has achieved a high degree of automation.

9) This paper presents a graphical programming language based on an extended GRAFCET

notation designed for implementation in process control systems. The language is used to specify the

inter-object messaging required for a particular control task. The paper also describes a higher-level
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iconic approach to describe control strategies. By restricting themselves to the domain of process

control, the authors have been able to make substantial progress in the provision of an integrated

support environment. This environment incorporates the notions of visual programming techniques

and combines iconic and object-oriented paradigms to produce a consistent interface metaphor.

10) This paper appears to be very useful and a good tutorial about functional programming

languages in process control software. The concepts described in the paper are intended to be used by

control engineers who may have little knowledge of computer science. At the BBC Research Centre,

the such concepts are applied to the development of a graphical programming environment which is

used for the construction of process-control software. The authors describes how functional

languages are based on the mathematical concept of recursive functions. Such languages define the

desired result of a computation as a static input-output mapping. Thus, programs expressed in a

functional language can be considered as an executable specification. In contrast to procedural

languages, the sequence of computation is not explicitly specified, which thcrby facilitates the

construction of programs. The computer-supported graphic system is used for both programming and

documentation. The graphic source is translated automatically into executable code.

11) This paper presents a new type and approach to programming process control systems. The

kernel of the programming system is graphical, basically functional programming language. The

language concept is adapted to standards for graphical representations which are widely used in

control techniques; thus accepted by users. Also, the paper presents a set of software engineering

tools that has been developed for the language and dedicated to the rcquirenents of porocess control

software. This programming system is independent of the type of target processor and may be used to

support a range of process control systems.

12) This authors describe a user friendly Grafcet-like graphical language for programmable

controllers, called Petri-net, which enables users to program directly from developed graphical

specifications. The graphical language specifications correspond to structured BASIC From this

relationship, program editing, source program generation from object, and real-time monitoring are

realized.

13) This paper appears useful in understanding how a set of object-oriented graphic tools works

within the process control graphical programs. It describes how user-developed computer graphics, in

industrial process control real-time distributed systems, could be easy to configure, reliable, and

maintainable.
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14) This paper describes the design, functionality, and related ergonometric issues of an object

oriented operator's interface deployed for real-time process control applications. Native to the

existing control system, this interface represents an extension of the existing control system, rather

than a departure from it Because this system utilizes existing process graphics, touch-screen

interaction and other 'standard' control system features, it results in a less threatening, more

acceptable introduction of expert system technology into the control room.


