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Abstract The application of robots in the harsh environments in which
TELEMAN equipment will have to operate has large benefits, but also
some drawbacks. The main benefit is the ability gained to perform tasks
where people cannot go, while there is a possibility of inflicting damage to
the equipment handled by the robot, and the plant when mobile robots are
involved. The paper describes the types of possible damage and the
precautions to be taken in order to reduce the frequency of the damaging
events. A literature study for the topic only gave some insight into
examples, but no means for a systematic treatment of the topic.
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Once in a while they sort of go amok. ...
Suddenly one of them starts smashing every-
thing ...

RUR, Rossums Universal Robots, by
Karel Capek, the first user of the word
robot, 1921.

1. Introduction

The aim of this report is to describe the impact on plant safety when
human interventions are replaced by robot tasks. The primary justification
for the use of robots in disordered environments is twofold; first of all
robots may operate without eiTors in environments where stress will cause
an increase in number and severity of human operator errors, and secondly
the use will limit the hazards such as radiation to intervening personnel.

The environments for which the TELEMAN robots are being designed are
quite different from environments for industrial robots as described in the
following section. The industrial robots will be used in well organized halls
and cells. The stationary TELEMAN robots, e.g. INGRID will have to
work in the presence of strong nuclear radiation, while the mobile
TELEMAN robots like ROBUG may have to move in strongly disordered
environments such as inside a reactor containment after a major accident,
where darkness and difficult air conditions will prevail, and both reactor
and building parts will be present in the movement path of the robot.

2. General considerations

Robots have been introduced into various industries on the basis of a
number of expectations. The primary goal of industrial robots is the
production of goods with a higher efficiency, which means higher
production speed and a higher quality, i.e. more uniform products. There
are, however, both positive and negative side effects to this new
technology. The positive side effects apply mostly to the working force.
Tiring, repetitive tasks, which most often give little satisfaction to their
performers can be avoided. Especially physically hard work of the
repetitive type can be avoided with the result of a strong reduction in cases
of harmful injuries to arms, legs, and backs of the workers. The main
negative effect from the introduction of robots is the number of hazards to
the workers and the equipment of the plants where robots are used. For the
missions to be carried out the possibility of human action at the discretion
of the operator in unforeseen situations will normally be lost when
autonomous robots are used.

Compared to old fashioned manufacturing machines which are always
performing simple repetitive tasks under human control the robots with
their many degrees of freedom have what could be called an unforeseeable
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"normal" mode, and when it fails and continues its operations out of any
human control. The robots often possess both a considerable weight and
fairly high forces behind their movements, both of limbs and end effectors.
Thus they have the potential both for hitting people and equipment with
considerable force, and to squeeze the same victims both under its own
weight and with the grips of the end effectors; there is also the hazard
connected with the uncontrolled application of tools mounted as end
effectors.

The area of hazard around stationary robots is more predictable than that
of mobile robots. The maximum area of concern around a stationary robot
can always be calculated and protection can be obtained by different kinds
of warnings and closures around the area of concern. This is much more
difficult for the mobile robots. For robots which can walk, climb walls, and
walk on ceilings the area of concern is in fact the whole plant. The use of
these sophisticated robots is, however, only justified in areas which are
harmful for human beings or where the job to be performed involves a risk,
so for such plants the hazards are mainly limited to components, piping,
and electrical wiring of the plants. Safe failure modes are, therefore, very
important for mobile robots, but this is not always obtainable, e.g. a wall
climbing robot, which will tend to fall down in case of a major fault. In
cases where the mobile robot has programmed devices on board
failsafeness may not be guaranteed, as complete validation of more
complex software is not feasible.

3. Experience with robot caused harm to people and equipment.

The literature is abundant with robot risk information comprising such
topics as hazards, injuries statistics, and protective means. A fairly
considerable literature search on the topic was carried out, and some
representative sources were selected1"13. Although they contained only
limited information on the hazards to which robots are exposing their
plants, a very short review will be presented below:

"Industrial Robots", a book by Gordon M. Mair1, contains an extensive
description of the design and use of industrial robots as well as a chapter
on human factors, including safety problems for the factory staff and
equipment.

"Safety aspects of nuclear power plant automation and robotics, Report of
a Technical Committee Meeting"2, is mainly giving attention to the
enhancement of the safety of nuclear power stations by the use of robots
in construction, operation, maintenance, and decommissioning. A great
number of situations are described, where the use of robots will give
increased plant safety compared to letting the same task be carried out by
human beings. The report consists of a general survey and 8 papers. 2 of
these papers specifically handle the topic of robot reliability improvement.
The drawbacks to plant safety by the use of robots is given some attention
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in the paper "Reliability Improvement of Robotic Systems: Analysis,
Design, and Real-Time Supervision" by M. Becquet of the CEC, Joint
Research Centre, Ispra; here a few examples of possible gripper mechanical
damage to handled items are given. The other 6 papers mainly discuss the
construction and use of robots for the purpose first mentioned,

"A Review of Teleoperator Safety" by Robert H. Sturges3 describes in great
detail the criteria for success and failure of operation for teleoperating
equipment including a human operator. The consequences on plant from a
failure is not treated.

"The Utility/Manufacturers Robot User Group" by Harry T. Roman4 present
an extensive group of users from the electric utility industry in USA, where
much experience on robot application is available.

"Robots Cut Risks and Costs in Nuclear Power Plants", by Harry T.
Roman5 gives a short review of robot applications in the US electric utility
industry.

"Safety, Reliability, and Human Factors in Robotic Systems" by James H.
Graham6 is a full textbook on the subject. Chapters 1,3, and 5 present a
thorough analysis of safety problems to the robot and the operator(s) in
general while chapter 6 gives special attention to these problems for
telerobotic applications. Still, the hazards to plants are not discussed in any
great detail.

The paper "Robotic Fault Detection and Fault Tolerance" by M.L. Visinsky
and J.R. Cavallaro7 as the title indicates concentrates on methods for the
improvement of the reliability of robots.

"Using robotics as an occupational health and safety control strategy" by
J.J. McAlinden8 presents a Health and Safety Executive (UK) view on the
advantages for the health of workers when robots are substituted for
workers in dangerous industrial activities.

The paper "Design and Safety Analysis of a portable Climbing Robot" by
B. Bahr and F. Wu9 gives a deterministic safety analysis of a robot by
mechanical physics consideration. The analysis treats only the main safety
problem of the robot, i.e. the risk of falling down during operation.

"A Comparative Study of Occupational Accidents in Industries with
advanced Manufacturing Technology" by T. Backström and M. Döös10

describes a study made by The National Institute of Occupational Health
in Sweden on occupational risks in industries using robots for
manufacturing. The paper contains both general considerations and data
collected in Swedish industry.

11 An evaluation of machine guarding techniques for robot guarding" by B.C.
Jiang et al11 describes how guarding principles for workers in traditional
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workshops can be applied for robots.

In the TELEMAN report "Cost Benefit Investigations of the Use of
Robots" R. Home12 based on his experience at CERN gives his opinion on
the great benefits which can be obtained by the presence of suitable robots
in case of trouble with nuclear installations.

In his other TELEMAN report "Gathering of Operational Experience with
Robots" R. Home13 outlines the CERN experience with the design and
operation of robots for a number of often very special tasks.

4. Types of plant damage caused by robots

The damage which can results from malfunction and incorrect operation of
robots is dependent on several factors, of which the more important are the
plant environment itself, the type of robot, stationary or mobile, and the
forces the robot can apply to external targets.

Such damage can be organized in 5 main groups as follows:

- Fire
Flooding
Release of poison or radioactive material
Electrical harm
Loss of plant control
Damage to plant structure Ä , .

It is not the intention here to describe in any great detail how unwanted
events with robots can cause mechanical damage leading to any of the
above mentioned consequences. Such consequences are not different from
similar ones with causes of no-robotic origin. A few examples can however
be given with the TELEMAN robots INGRID and ROBUG as performers.
Fire can be initiated by any tool breaking electrical conductors in the
presences of combustible substances such as organic solvents. ROBUG
could cause a flooding by unintended opening of valves in the area of
operation. Release of poison or radioactive agents could happen in the same
way, or for instance by also sawing in the wrong pipes. Electrical harm
could be caused by any removal of insulating material from mains wires
followed by contact with through-going metal parts of the plant. Loss of
plant control can be caused by an unintended interruption of control signal
wiring.

5. Measures against robot caused plant damage

By the application of a few countermeasures the plant and personnel safety
can be enhanced considerably. These precautions will have to be taken both
during the design and operation planning phases of the robot. The design
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will need a careful consideration of all potential hazards in hardware and
software and operation. In order to exploit mitigation possibilities the
operators will have to be very skilfully educated.

5.1 Safety by design

General reliable and fail-safe design of robot and its parts
Quality assurance for the hardware
Limitation in design of supply of power, electrical, pneumatic,
hydraulic etc. to the robot
Fire and explosion safe design
Avoidance of sharp corners, protruding parts, which can catch other
items
Tether protection
Assurance of reliable operation of robot basic hardware and software
Low total mass of robot and transported items
Use of senors for collision avoidance
Carrying out risk analysis

Fail-safe robots and robot parts will fail in a way which assures no harm
to robot, man or plant. In its simplest interpretation this will mean, that the
robot stays in the position and attitude it had when the failure occurred.
This means that movements should stop, and limbs should stay in a locked
position. It will not be enough to secure stop of energy supply; limbs
moving on hydraulic power may fall downwards if energy supply is lost.
Mechanisms should be self-locking in case of loss of energy. In the case
of moving robots the loss of adhesion to tilted surfaces may lead to a fall,
i.e. there is no safe state to assume. For tethered robots it is twofold
important that the tether is well protected against damage; firstly power is
necessary for the normal operation; secondly safe behaviour in case of
failure may depend on continued power supply, be it electrical, pneumatic,
or hydraulic.

Generally speaking collisions should be avoided, but if they happen the
energy transfer involved in the collision should be kept as small as possible
by design and programming. For moving robots the use of range sensors
and anti-collision software can diminish the danger of collision
considerably.

For the situations where the failure is unsafe it is important that robot mass
and available power is as low as possible in order to limit the amount of
possible damage. Furthermore it is important to use a robot design where
sharp corners and protruding parts have been avoided in order to exclude
the breaking of plant cables and pipes in an unforeseen fall. In
environments with fire and explosion hazards electrical robot parts should
be spark safe.
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5.2 Safety by mission planning

Assurance that a suitable robot has been selected for the task
Validation and/or quality assurance for robot control software
Careful operation planning, -"go slow" testing of task programmes. Be
aware that operations software is made by local staff for each specific
task.
Carefully documented planning of operations with rules for possible
presence of persons. Risk analysis for scenarios can be performed like
in INGRID14'16, see below; analyze the robot working path for hazards,
mitigate, and recheck.
Warning signal like "Robot at work!".

The computer programs which control the robot present many hazards. The
programs are of two types, i.e. the more general software or operating
system delivered from the manufacturer, and the user made specific
scenario or task software. The former will most often have been carefully
debugged, but the traditional problem with validation of software, viz. the
huge amount of testing to be done, as mentioned also above is present here,
as always. Good practice and quality assurance must be applied in the
design process to assure reliable operating systems. The user task
programming hazards will depend much on the features available for the
task programmer, but since any task software will be new its amount of
inherent hazards will be much larger than that of the operating system. The
user software must be based on a careful task planning. It can be necessary
to make some kind of risk analysis, and based on that to provide exemption
software for all foreseeable cases.

Every task must be carefully planned. For each phase of the scenario the
hazards must be analyzed, and possible less hazardous working procedures
and paths of movement selected. Persons present will be instructed in all
details about the movements, wanted and unwanted, of the robot, so that
harm to personnel can be avoided. For stationary robots a safe distance can
be calculated and announced; this is more difficult for moving robots; but
at least a safety area defined relative to the moving robot can be given.

It can be very helpful and also necessary to formally introduce work
instructions and to maintain formal rules for obtaining work permits.

5.3 Safety by education

Education of robot operators; understanding is important to be safe.

Education of robot operators is very important for the safety issue. Good
understanding of both general robotic control principles and specific
knowledge on actual robots in use will increase the probability of
successful operation with robots, including a more skilled intervention in
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case of unwanted events.

6. Conclusion

Robots will - apart from carrying out their intended functions - be able to
damage the plant they are operating in and, ultimately, jeopardize its safety.
Little work seems to have been done in the past to address this question.
However, since the plants are often expensive and, in addition, carry a
potential for accidents, it is important to consider the issue. It is
recommended to do this both in the design phase and in the planning of
operations. In the report some steps are outlined for both phases which can
help to reduce the risk to plant safety from robots.
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