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ABSTRACT

The safety assessment of programmable digital systems can in large not be based on conventional
probabilistic methods because of the difficulties in quantification of the reliability of the software as
well as the hardware. Additional means shall therefore be used to gain more confidence on the
system dependability. These means include evidence on the excellence of production supported by
proper confidence building measures. There is no single means of demonstrating that a programma-
ble system is safe enough, but confidence on the safety must be based on a multitude and diversity
of means being employed to that end.

Based on preceding general surveys two different potential classes of safety assesment methods for
programmable systems were selected as subjects of more close feasibility studies. First class was
the dynamic testing methods, the other fault tree and failure mode and effects analysis (FMEA)
methodologies. The studies were done in the AVV-project ordered by the Finnish Centre for Radiation
and Nuclear Safety (STUK) from the Technical Research Centre of Finland (VTT).

The dynamic testing of the completed system by an independent party is one central confidence
building measure for programmable systems. Although the testing can not prove the system to be
safe, each successful test case can increase the confidence in safety. Thousands of tests, possibly
running into tens of thousands, are required for confidence in the dependability of the system to be
built up. An automated test harness to run such a large amount of test cases in a restricted time span
is therefore needed.

Essential tools for dynamic testing have been specified at VTT, and a prototype test harness
implemented and applied in experimental testing of two pilot systems provided by two eminent
system vendors, ABB Atom and Siemens AG. The purpose of the testing was not to assess the pilot
systems themselves, but to get experience in the testing methodology and find out further development
needs and potentials of the test methodology and equipment. Experience can later be used to expand
the prototype to a full-scope test harness w be used for testing real safety critical nuclear power
plant applications when they arise either in existing or new plants.

The principles of fault tree and failure mode and effects analysis for the analysis of digital safety
functions of nuclear power plants were also studied in the AW project. Based on experiences from
a case study, a proposal for a fault tree analysis procedure is presented. The feasibility and applicability
the above mentioned reliability engineering methods are discussed.
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TIIVISTELMÄ

Ohjelmoitavien järjestelmien turvallisuusarvio ei voi kokonaan perustua totuttuihin todennäköi-
syyspohjaisiin menetelmiin. Tämä johtuu sekä ohjelmistojen että laitteiston kvantitatiivisten luo-
tettavuusarvioiden epävarmuuksista. Eheyden varmistamiseen tarvitaan tämän vuoksi muita
menetelmiä, jotka perustuvat järjestelmän kaikkien tuotantovaiheiden korkean laadun osoittamiseen
sekä tätä täydentäviin, riippumattomiin uskottavuuden lisäämistoimenpiteisiin. Mikään yksittäinen
menetelmä ei voi osoittaa järjestelmän olevan riittävän turvallinen, vaan luottamus turvallisuuteen
perustuu monien erilaisten ja toisistaan riippumattomien menetelmien soveltamiseen arvioinnissa.

Aikaisempien selvityksien perusteella valittiin tarkempien tutkimusten kohteeksi kaksi potentiaalista
turvallisuusarvion laadinnan tukemiseen soveltuvaa menetelmäryhmää. Toisen kohteena oli
dynaaminen testaus, toisen vikapuu- sekä vika- ja vaikutusanalyysit. Työ toteutettiin Säteilyturva-
keskuksen (STUK) VTT:lta tilaamassa AVV-projektissa yhteistyössä voimayhtiöiden kanssa.

Riippumattoman tahon suorittama dynaaminen testaus on eräs keskeinen uskottavuuden
lisäämismenetelmä. Vaikka testaamalla ei voidakaan todistaa järjestelmän olevan turvallinen, jokainen
yksittäinen onnistunut testitapaus lisää luottamusta järjestelmän turvallisuuteen. Riittävän
uskottavuuden saavuttamiseksi tarvitaan tuhansien, kenties jopa kymmenien tuhansien testitapausten
onnistunutta läpäisyä. Näin suuren testimäärän suorittamiseen käytettävissä olevan rajoitetun ajan
puitteissa tarvitaan tehokasta testiympäristöä.

Dynaamisen testiympäristön prototyyppi on määritelty, prototyyppi toteutettu ja sitä sovellettu
voimayhtiöiden kahdelta laitostoimittajalta, ABB Atomilta ja Siemens AG:lta, projektiin käyttöön
lainaamien koelaitteistojen testaukseen. Testauksen tavoitteena ei ole ollut arvioida itse koelaitteistoja,
vaan kerätä kokemuksia tcstimenettelystäja löytää menettelyn ja testilaitteiston kehitystarpeita ja
-mahdollisuuksia. Kokemusten nojalla prototyyppi voidaan myöhemmin tarpeen vaatiessa laajentaa
ja täydentää täysimittakaavaiseksi testijärjestelmäksi ja käyttää sitä nykyisillä tai uusilla laitoksilla
käyttöön otettavien turvallisuuskriittisten ohjelmoitavien järjestelmien arviointiin ja kelpoistamiseen.

Vikapuiden ja vikaantumis- ja vaikutusanalyysin (VVA) soveltamista ydinvoimalaitosten
ohjelmoitavien turvallisuusjärjestelmien arviointiin on myös selvitetty AVV-projektissa.
Esimerkkijärjestelmän analyysistä saatujen kokemusten perusteella on laadittu ehdotus täysimittakaa-
vaisen analyysin suorittamiseksi. Edellä mainittujen menetelmien soveltuvuutta ja hyödyllisyyttä
on arvioitu tässä raportissa.
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1 INTRODUCTION

The safety assessment of programmable auto-
mation systems can in large not be based on
conventional probabilistic methods because of the
difficulties in quantification of the reliability of
the software as well as the hardware. In the case
of the software it is widely acknowledged that
quantification is difficult. The hardware has equal
problems due to the dependence of the effect of
a hardware failure on the instruction being
executed at the time of failure. The difficulties
stem from the complexity, non-continuous
behaviour and tendency to common mode failures
of the programmable systems.

Additional means shall therefore be used to gain
more confidence on the system dependability.
Surveys of safety assessment methods used for
real-time systems show that none of the existing
methods alone is sufficient for estimation of
safety and reliability. Every one of the methods
have more or less serious drawbacks in applica-
bility, coverage or in some other area. Most of
the assessment methods produce results that are
subjective, i.e. they are affected by the personal
opinions of the reviewer. Another problem with
many safety related methods is that the results of
a method cannot be expressed in numbers. The
problem concerns both techniques intended for
safety increasing and methods for safety
assessing. For example, one can not say how
much safer a N-version diverse software product
is compared to a single version software product.
Nor is it possible to determine an exact safety
figure for the software development process of a
safety critical product.

For these reasons the principle to be applied
should be diversity in methods and techniques
used for the assessment of the system depend-

ability. The basic rule can be expressed as
follows: confidence in the dependability increases
as the number of different assessing methods
increases. (Parnas 1990, 1991) suggests that the
safety of the system should rest on a tripod made
up of testing, mathematical reviews and a
certification of the personnel and the production
process. Similar thoughts are presented eg. by
(McDermid 1991), (Hunns & Wainwright 1991,
1992) and (Abbot 1992). The validation process
of software protection systems for nuclear
reactors is similar to the approach these authors
propose. It includes assessment of the develop-
ment process, assessment of the software prod-
uct itself and testing that is based on statistically
selected test cases. In any case, several assess-
ment methods give different points of view to
the safety of a software product, and therefore
they produce very likely a more realistic safety
estimate than one assessment method alone.

Based on preceding general surveys executed at
VTT (Haapanen et ai. 1993a, b, c, Maskuniitty
& Pulkkinen 1994a, b, Pulkkinen 1993) two
different potential classes of safety assessment
methods for programmable systems were selected
as subjects of more close feasibility studies. First
class was the dynamic testing methods, the other
fault tree and failure mode and effects analysis
(FMEA) methodologies. The studies were done
in the AVV-project ordered by the Finnish Centre
for Radiation and Nuclear Safety (STUK) from
the Technical Research Centre of Finland (VTT).

The dynamic testing of the completed system by
an independent party is one central confidence
building measure for programmable systems.
Although the testing can not prove the system to
be safe, each successful test case can increase
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the confidence about safety. Thousands of tests,
possibly rising into tens of thousands, arc required
for confidence in the dependability of the system
to be built up. Automated testing tools and
equipment to run such a large amount of test cases
in a restricted time span arc therefore needed.

The essential tools for dynamic testing of
programmable automation systems has been
specified (Haapanen & Korhonen 1994a, b) at
VTT in the AVV-project and a prototype test
harness implemented and applied in experimental
testing of two pilot systems loaned by the utility
companies from two eminent system vendors,
ABB Atom and Siemens AG. The purpose of the
testing was not to assess the pilot systems
themselves, but to get experience in the testing
methodology and find out further development
needs and potentials of the test methodology and
equipment. The test concept includes the generat-
ing and management principles for the test cases,
the actual on-line test harness, and the means for
the verification of the test results. Experiences
gained on dynamic testing and further de-
velopment needs of the test harness are described
and discussed in this final report of the AVV-
project. More detailed reports on the experimental
testing of the two pilot systems are published
separately (Haapanen et a!. 1995a, b).

Application of PSA (Probabilistic Safety
Assessment) methodology is required by the
Finnish regulatory practice, and quantitative
safety goals arc set for most important safety
functions. Thus also programmable systems must
be included in one way or another into PSA
models. However, there arc doubts about the
applicability of the conventional PSA methods
in the analysis of programmable systems. To gain
experiences on this issue, a trial application of
fault tree and failure modes and effects analysis
(FMEA) was made, and a safety function based
on programmable automation was analyzed. The
objectives of the trial applications was to
demonstrate whether these modelling techniques
can be applied, to evaluate the usefulness of the
results in validation and verification of pro-
grammable automation. In addition to these
objectives, a suggestion for a procedure to apply
the methodology in practical applications was
presented. The case study was confidential, and
it is reported separately (Maskuniitty & Pulk-
kinen 1994a). A summary of the case study has
been published (Maskuniitty & Pulkkinen
1994b). In this report, only the methodological
observations arc discussed, and comments about
the applicability of the methodology and the
needs for further research are given (sec section
3).
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2 DYNAMIC TESTING

Various tests have an important role in any de-
velopment process. No matter how rigorous the
development process, confidence in the system
dependability cannot be justified without a
comprehensive testing programme. The testing
can take various forms. Prototyping and anima-
tion are at early stages cost effective ways of con-
firming customer requirements and eliminating
misconceptions. Later in the life-cycle, testing
at unit level will occur as soon as the program
code is in an executable form. During the actual
development process, the purpose of the testing
in the first place is to find (and remove) possible
errors in the system, in the validation phase the
goal is to make it credible that no fatal errors
exist in the system.

Traditionally the development process will in-
corporate testing in well defined phases. Unit test-
ing, integration testing, factory acceptance test-
ing (FAT) and customer or site acceptance test-
ing (SAT) will form the core of the testing activ-
ities. For safety critical systems the ability to
demonstrate a sufficient degree of independence
in FAT and SAT is important.

Dynamic testing is a method for investigation of
the system behaviour by executing its func-
tioning. It considers the target system as a black
box and does not reveal the internal cause of the
possible erroneous behaviour of the system. The
dynamic testing at the end of the development
process ij aimed at demonstrating that the deliv-
ered system performs to its specification and
meets customer requirements, that there are no
functional errors in the software or the hardware
and that the system interacts effectively. The
operation of the system is addressed in realistic
bituations, with realistic operating conditions,
with respect to the required reliability. Testing is

intended to demonstrate that in a realistic situa-
tion, with real inputs, the system will behave as
required over a prolonged period of time. As such
it should be seen as a confidence building meas-
ure rather than a rigorous proof.

In general the finding of errors at the final dy-
namic testing phase will jeopardize the whole
acceptance of the system. Mere removing or cor-
rection of the errors is not enough but the causes
of their birth in the development process and the
ways of they sneaking through the earlier testing
and verification phases must be cleared and re-
moved from the system production process and
the essential steps of the development process
then repeated.

The issue of software reliability is certainly con-
tentious. As software is not subject to degrada-
tion through wear as are mechanical or electrical
and electronic components, the reliability of a
piece of software depends upon the type and
number of undiscovered errors remaining in the
delivered system. These errors may remain un-
detected for long periods of time until a new in-
put sequence reveals them. The very large number
of possible test cases needed to exhaustively test
even a relatively small piece of software means
that exhaustive testing is not practicable in all
but the most trivial of cases. The processes de-
scribed above are an attempt to ensure that as
few errors as possible remain in the system and
that no significant errors will remain (although
without exhaustive testing this cannot be stated
as an absolute).

In any case, a large amount of test cases (thou-
sands or even tens of thousands) must be execut-
ed, often in a restricted time span, in order to
achieve sufficient confidence in the system de-
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pcndability, e.g. for making statistically signifi-
cant predictions about the system reliability based
on test results. Automated tools are therefore
needed for the generation of the test cases, for
the generation of the expected ("correct") test
results, for the execution of the actual tests on
the target system and, finally, for comparison of
the test results to the expected response of the
system.

In this report a dynamic test concept is defined,
principles for test data generation are discussed,
various tools for the development of logical mod-
els for the expected test result generation are com-
pared and a prototype test harness for the actual
testing and the test result assessment are de-
scribed. Execution and results of experimental
testing of two pilot systems is also described and
the development needs and potentials of the test-
ing methods and tools discussed.

2.1 The test concept

The test concept is sketched in Fig. 1. First a prop-
er set of test data sequences is generated starting
from suitable raw data from available sources,
e.g. from transient analyses and/or simulations,
and stored to the test data files. The generated
test sequences arc fecded from the test data files

Tost data

gonoranon

Configuration

managomom

Targot systom

Sytf cm rosponso ExDCCtod rosoonso

V \ i ••

Comparison of

roioonsos

to the target automation system to produce the
system response. The same test sequences arc
used as inputs to the logical model ("the test or-
acle") of the target system which produces the
expected ("correct") test results. The system and
test oracle responses to the test sequences are then
compared to each other. If the responses are not
equal, the system and the logical model have to
be checked for the difference.

The test oracle contains the logical model of sys-
tem that is to be tested. As the name of the logi-
cal model implies, it omits some important fea-
tures of the real system. The most crucial of these
features arc real-time properties of the target sys-
tem that cannot be studied using the logical mod-
el.

Usually most programmable automation system
have real-time requirements, meaning that the
system has to respond to a stimulus in a certain
time limit. In addition, the implementation of the
system is ignored in the logical model. This
means that even if the implementation contains
several redundant units, voters etc., these are not
significant regarding to the logical (or real) be-
haviour of the system, and they are therefore not
included in the logical model. In the construction
of the logical model, more important than the
implementation details are the requirements spec-
ifications which form the basis of the system
design. Thus the logical model reflects only the
logical behaviour of the system, ignoring many
features that are important in the real world sys-
tem, like real-time characteristics and system
design and implementation issues.

Though Fig. 1 seems to suggest that the test cas-
es are fed into the target system and its logical
model in parallel, this is not a practical way to
realize the testing. The same test sequences have
to be driven through the target system and the
model, but not necessary in parallel or not even
in the same environment. It is obvious that a lot
of calculations are needed in the preparation of
the test data files. In order to free the on-line part
of the test environment from these calculations
and to make the real time execution of the test
easier, and also to free the test oracle from the

Figure 1. The test concept.

10
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real time requirement, it is reasonable to divide
the test harness into the off-line and the on-line
parts as presented in Fig. 2.

The off-line system contains all the test data file
preparations, the expeacd response calculations
and the response comparison. The on-line part

of the tc.<̂  environment, the actual test harness,
c •,••.. .-••H:.-.. only the I/O-drivers for feeding the test
data „•,> '.he test object and for recording the ob-
ject response. The recorded test object responses
are moved e.g. on diskettes to the off-line sys-
tem for comparison to the expected responses.

SIMULATORS. TRANSIENT ANALYSES. ETC

OFF-LINE SYSTEM I TEST DATA

GENERATOR

TEST

ORACLE Pnysicaldata

ONLINE SYSTEM

'TEST HARNESS'

Systom

rosponso

OUTPUT

DRIVER

TEST

O9JECT

Figure 2. The partition of the test harness to off-line and on-line systems.

11



FINNISH CENTRE FOR RADIATION
AND NUCLEAR SAFETY STUK-YTO-TR 93

2.2 Test data generation

The ultimate goal of the test data generation
would be to define such a set of test cases that all
faults in the tested system would be revealed
during the tests. If not enough knowledge about
the system internal structure and fault characteris-
tics is available, and no continuity, majority etc.
principle does not allow to extend one single test
to cover a wider range of possible test cases, a
"complete" testing is required for this purpose.
The complete testing would require, that all pos-
sible input combinations and all internal states
of the tested system should be covered in the test-
ing. This, of course, is not possible in any practi-
cal case, since even in rather simple systems with
a limited number of inputs and internal states the
combination explosion soon would raise the re-
quired number of test cases to enormous quanti-
ties.

Another important, somewhat less demanding
goal would be to define a statistically significant
set of test cases for the estimation of the system
reliability. When the reliability requirements are
very high, as is the case eg. for the reactor pro-
tection system, even the requirement of statisti-
cal significance usually is hard if not impossible
to fulfil.

In a real nuclear power plant project only a lim-
ited time period is available for the testing of the
safety automation system before plant start-up,
and this time together with the performance of
the testing system set the upper limit for the num-
ber of test cases. Thus the practical goal would
be to define as many different test cases as can
be run during the limited time period available
for testing.

The generation of the test cases will start from a
rather limited set of basic cases drawn from dif-
ferent sources available, and then multiplying
these to a larger set by proper randomizing tech-
niques in order the reach statistical significance.
Main methods for the randomizing are adding
noise to the signals and pointing random sensor
failures to various signals.

2.2.1 Sources of basic test case data

One natural source for test case generation would
be the actual measurement data from various
plant transients in a real operating plant, if such
is available. Actual measurement data in most
cases include the feedback effects from correct-
ly functioning limitation and protection systems
and therefore may not be proper as such for test-
ing all features of the system under test, but it
shall be artificially worked up to test also the
higher protection limits of the system.

Plant simulators form an excellent source for test
data. In simulators one can easily generate also
such severe accident situations, for which the
actual plant data is not available.

A third natural source of test data are different
transient analyses prepared for the plant safety
analyses.

Artificial data, eg. different random step, ramp
and oscillating signals should be used to com-
plement the test data derived from the previous
sources to ensure that sufficient statistical sig-
nificance is reached.

Using these data sources a limited set (eg. 10 to
20) of different basic test cases are formed and
the time series of various binary and analog in-
put signals to the tested system arc stored in a
computer mass memory. These basic cases are
then multiplied to a large set of actual test cases
using different techniques.

2.2.2 Sensor failures and noise

One obvious way to manifold the test cases is to
point random sensor failures to some input sig-
nals. These failures should include at least the
sticking of the analogue signal value to zero or
maximum values and binary signal values to "0"
(false) or " 1" (true). Also some oscillating signal
value may be possible for both types of signals.
Experience from the real life shows that sensor
failures are typical situations where inherent

12
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Table I.
HC-flow

0.9

0.9

O.S

0.9

0.9

0.9

0.9

0.9

0.9

0.9

A part of an
LPRM7.1

0.278644

0.287839

0.296115

0.303563

0.310266

0.316299

0.321729

0.326616

0.331014

0.334972

input data file.
LPRM7.2

0.371525

0.383785

0.394819

0.404750

0.413688

0.421732

0.428972

0.435487

0.441351

0.446629

LPRM7.3

0.464406

0.479731

0.493524

0.505938

0.517110

0.527165

0.536215

0.544359

0.551689

0.558286

LPRM7.4

0.371525

0.383785

0.394819

0.404750

0.413688

0.421732

0.428972

0.435487

0.441351

0.446629

LPRM8.1

0.282752

0.292082

0.300480

0.308038

0.314840

0.320962

0.326472

0.331431

0.335894

0.339910

LPRM8.2

0.377002

0.389443

0.400640

0.410718

0.419787

0.427950

0.435296

0.441908

0.447858

0.453214

(100 lines altogether)

faults actualize as an erroneous functioning of
the whole channel or subsystem (sec e.g. Hecht
&Hecht 1986).

Process and measurement system noise may have
a significant influence on the system behaviour.
Adding random zero mean value noise of differ-
ent amplitude and frequency range is therefore
important for each single test case and it also can
be used for the multiplication of the basic test
cases by varying the noise characteristics from
case to case.

2.2.3 Test data files

The generated test sequences arc stored as time
series of the analogue and binary signals in test

data files on a mass memory device of the test
harness computer as shown in Fig. 3. The values
are fecded in real time to the test object with the
same sample rate as the target system is operat-
ing. The time step in the target system may be 10
ms at the shortest and the length of the of the test
sequence up to 30 minutes. This means that one
input signal should be updated up to 180 000
times during one test transient. In order to de-
crease the size of the test data files a longer sam-
ple interval can be used in the data tables and the
actual input signal to the test object be updated
by using a proper interpolation technique.

An example of the input data file is given in Tab.
I (from the testing of the ABB pilot system).

Figure 3. An example of a test sequence.
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The test oracle calculating the expected ("cor-
rect") response of the tested system usually is
based on the requirements specifications of the
target system. This specification usually uses
analogue signal values expressed as physical
quantities (m, kg, s) and the oracle will use these
expressions. Simulators and transient analyses as
test data sources also usually give values in phys-
ical quantities. The real inputs to the tested sys-
tem must, however, be pioduced as actual sensor
signals (V, mA). Therefore actually two test data
files must be produced, the first containing the
signal values expressed in physical quantities and
the second the corresponding sensor signal val-
ues. Sensor signals will be given as scaled inte-
gers which can directly be written to the input
registers of the D/A-channcls of the test harness.
The correlation between the physical process data
and sensor signal values must be available for
production of the sensor signal data files from
the physical data files. This usually is given as
correlation defining the physical value of a proc-
ess parameter as function of the sensor signal:

P=f(S),

where S is the sensor signal value and P the cor-
responding process parameter value in engi-
neering units. For example for a flow measure-
ment the correlation is of the following form:

Flow=k*SQRT(Ap),

where k is a constant and Ap the pressure differ-
ence over the measuring flange. For the response
signals similar correlations are needed. For bi-
nary signals these correlations arc simple identi-
ty functions (or in some cases the inverse func-
tion, if polarities are different in test object and
the test harness).

2.3 The test oracle

In dynamic testing, the actual response of the tar-
get system has to be checked for correctness. This
is realized by comparing the actual response to
an expected response which is produced by the
logical model. Clearly the requirements of the
logical model are stringent as it must meet the

requirements of the target system. But even more
important is that if it happened to behave in a
non-specified manner, it must behave in a differ-
ent non-specified manner compared to the target
system. Otherwise the non-specified behaviour
will remain undetected. So what the logical model
really needs is as much diversity as possible com-
pared to the target system.

Logical models may exist in various forms: in a
very simple case no modelling is perhaps need-
ed at all but the model already exists in tester's
head. In some other cases the model may be a
group of algorithms that can be implemented by
using e.g. Microsoft EXCEL. However, in this
project the pilot cases are modelled with formal
methods to deal with the complexity of the tar-
get systems and to increase diversity.

In order to find the most suitable tools for con-
struction of the logical models, different meth-
ods were used for modelling a realistic target
system and their efficiencies with respect to spec-
ified criteria were compared.

2.3.1 Potential methods for construction of
•ogical models

For creating a model of the target system, a high
abstraction level language is needed to describe
the behaviour of the system. The language has
also to be executable, which presupposes formal
semantics. Usually formal languages have two
different notations: one for describing the reac-
tive part (i.e. the behaviour) of systems, and one
for describing the data transformations of sys-
tems. The reactive part is in general described
using state machines (RT-SA, Statecharts) and
the lowest level activities (i.e. data transforma-
tion part) using some high level language like
Ada or C.

The model of the target system should be based
on the requirements description of the system. It
is not wise to use the implementation speci-
fication as a reference while creating the model,
as this specification may already include some
shortcomings or misinterpretations.
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There arc several alternatives for creating the log-
ical model of a typical target system. Perhaps the
most generally used are the RT-SA-mcthod and
Statccharts for embedded systems. Methods and
tools have also been developed at VTT that arc
applicable in building the expected response.

Among many alternatives the following meth-
ods were selected for further inspection:
• ReaGeniX RT-SA-model
• IPTES-method
• Statccharts-method
• Prosac-code generator

ReaGeniX RT-SA-model

RT-SA-model (Real-Time Structured Analysis,
sec Ward & Mcllor 1985) of the target system is
created by using the ReaGeniX syntax (Rca-
GeniX 1994a, b, ReaGeniX 1993), which is more
formal compared to the original RT-SA. The log-
ical model consists of a functional model, a state
transition model, and minispecifications, which
describe the behaviour of the lowest level func-
tions.

The RT-SA-model is compiled with the Rea-
GeniX-compiler. The compiler produces C-cod-
cd modules, which have a hierarchy similar to
the functional model in the RT-SA-prcsentation.
The compiler transforms the state transition mod-
el into a structure that controls the module hier-
archy. At the topmost level of the hierarchy there
is one module (i.e. the top level function in the
functional model), which has input parameters
identical to the input flows of the top level func-
tion. Respectively the module returns values iden-
tical to the output flows of the top level function.

The C-modulcs are compiled with a C-compiler
into an executable code. As the model at the high-
est level is shown as one function, the response
of the model is simply attained by calling the top
level module with the desired input signal val-
ues as parameters. The execution of the model
does not require any special computing facilities,
an efficient PC will do.

The tool support that is needed in this method,
include RcaGeniX-compiler, RcAnimator ani-
mation tool and a C-compiler. The ReaGeniX
compiler has been developed by VTT.

IPTES method

The IPTES method (Incremental Prototyping
Technology for Embedded real-time Systems,
Stankovic ct al. 1993) uses standard RT-SA no-
tation for describing the hierarchy of system ac-
tivities and their control. The lowest level activ-
ities and data dictionary are modelled using the
IPTES Meta IV language, which is a subset of
the BSI/VDM-SL specification language (BSI
1991).

IPTES is a software development environment
integrating several beneficial features of model-
ling, prototyping and decision support like for-
mal notations, executable models of software and
system environments, distributed and heter-
ogeneous prototyping and graphical animation.
However, in our case the interest is mostly laid
on prototyping, while other features, as decision
support, are not very relevant.

After modelling the target system using RT-SA
data flow diagrams and state transition diagrams,
they have to be transformed into HLTPN (High
Level Timed Petri Net) descriptions. The HLTPN
and IPTES Meta IV descriptions can now be
executed using the IPTES Meta IV interpreter
and HLTPN executor. Petri-nets have been se-
lected in order to produce unambiguous and
analyzablc specifications.

Statecharts method

Actually Statecharts is not a method, but a way
to describe the behaviour of a system. It is simi-
lar to the state transition model of the RT-SA,
but is alone insufficient to specify all the fea-
tures of an embedded system or software. This is
the reason why the tool Statemate supports many
different points of view to system modelling. In
this context the method is called as "Statecharts",
though the Statemate tool is actually under in-
spection.
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The Statccharts method has resemblance to the
state transition models of the RT-SA-method with
the exception that the hierarchy is in Statecharts
presented in the state transition model itself with-
out any functional hierarchy. While the state tran-
sition model describes the behaviour of the sys-
tem, data handling algorithms have to presented
in C code.

A complete model of a system may also include
other graphical diagrams in addition to the state
transition model (Statemate 1992a, b, c). Other
diagrams can be used for presenting for instance
functional decomposition of the system ("activ-
ity-charts") or structural view of the specifica-
tion ("module-charts"). However, these other di-
agrams are more used for broader viewing and
for analysing the system. The system behaviour
is modelled using the state diagrams.

The state transition model of the target system
can be translated into Ada or C code by using the
Statcmate Code Generator tool. The code can
further be compiled and run on the development
environment or on the target system. The State-
mate toolset contains also other tools like the
Statemate Analyzer and the Dynamic Test tool,
but in our case we arc more interested in produc-
ing executable code from the logical model. How-
ever, the Analyzer for instance might be quite
useful in logical model validation.

The Statemate toolset needs an efficient Unix-
workstation environment. Statcmate is a regis-
tered trademark of i-Logix Inc., USA.

Prosac-code generator

The Prosa tool (Prosa 1989) is widely used in
RT-SA-modelling. The tool is now supported by
a code generator Prosac that produces C code
from RT-SA-diagrams.

The generator transforms RT-SA-diagrams into
Ansi C-modules. The structure of the model is
preserved in the code hierarchy. In code genera-
tion two different approaches can be chosen; se-
quential or concurrent implementation of the
model. In sequential implementation the func-
tions of the model are implemented as modules

which are activated by functional calls. In con-
current implementation the functions are imple-
mented as tasks by the means of a programmable
operating system interface. The code generated
by Prosac can be integrated with manually pro-
duced code.

The Prosa and Prosac tools can be used in PCs.

2.3.2 Criteria for evaluating the methods

The criteria (not in any special order) for evalu-
ating the methods arc listed below.

1. The method should be able to model com-
plex target systems.

The method should be applicable even in the
case of large and complex systems. This re-
quirement is due to the fact that the beha-
viour or the functions of the target system
cannot in this context be specified or limited.

The method should also be able to model all
the features of the target system that may
influence its behaviour. Thus the method has
be able to deal not only with algorithms but
all the functions of the target system. Only
real-time characteristics are excluded.

2. The method should be supported by tools.

The modelling method alone is not enough,
but it needs a proper tool support. In practice
this means that all of the stages of the model
creation process should be well supported,
as well as analysis and checks of the model,
graphical animation etc. should be support-
ed. By using proper tools the chances to in-
troduce errors into the model are greatly re-
duced.

3. The modelling of the target system and the
use of the tools should be easy.

The method that is used for modelling the
behaviour of the target system should not
require special high level skills for instance
in temporal logic (formal logic with time at-
tributes).
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The tools should not either be too complicat-
ed to study or to use.

4. The model of the target system should be
simple and easy to understand.

This requirement is important from the point
of view of validation. The logical model has
to be validated after creation with the target
system developers. Clear structure and syn-
tax make the validation process faster and
more effective. The validation can also be
supported by animation or some other tech-
nique that shows the behaviour of the target
system with real-like input data.

5. The method should be able to use the test
cases that are used in the target system test-
ing.

The purpose of this requirement is to avoid
translation of the test cases used for the pro-
grammable automation system, to some oth-
er description language. If translation is
needed, it will very likely introduce new er-
rors into test case definition even if the trans-
lation process is automated.

This requirement can also be directed to the
actual target system test equipment. In any
case the input interface of the target system
test equipment and the logical model envi-
ronment should be the same.

6. The use of the method should introduce a
minimum number of errors into the target
system model.

This requirement is closely related to the
"ease of use criteria". However, this is an
important requirement as the purpose is to
test the target system, not the logical model.
The requirement becomes more significant
with more complex systems.

The requirement states that the method
should not be too complicated or it should
not contain too many error prone steps.

7. The execution of the test cases should be as

fast as possible.

Test cases may be tens of thousands. If the
throughput of the logical model is only one
test case per second, 10000 cases take almost
three hours to complete. Thus, a reasonable
requirement for the speed of test case execu-
tion is 10 test cases per second or better.

8. The environment where the logical model is
operated (creation, running, animation etc.)
should be a common, low cost environment.

No special requirements should be sot for the
environment of the logical model. If, for in-
stance, a fault is detected in the logical model
during dynamic testing, fast updating of the
model and new test results for the test cases
are necessary. In practice this means that the
logical model has to be updated in the place
where the target system is tested. If, on the
other hand, the logical model requires some
special equipment or software, the environ-
ment of the logical model has to be moved
to the place where the target system is. This
criteria also includes the costs of the tools.

Weights are defined for each criteria using the
AHP-method (see Tab. II).

Each method is given points to ranging from 0 to
5 for each criteria. Thus the number of total points
for a method is calculated as follows:

Points = Weight.*Points.

Not only the total points are remarkable. For in-
stance, if a method gets zero or one point for some
specific criteria, this alone may cause the rejec-
tion of the method even if the total score is high.

2.3.3 Comparison of the methods

Two most potential of the considered methods,
ReaGeniX and Statecharts, were compared to
each other with respect to the defined criteria. A
realistic target system was selected (a feedwater
control system of a BWR plant) and the models
of the target system were created. The basic rea-
son for eliminating two other methods was sim-
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Table II. The AHP-method for determining weight factors.

The Analytic Hierarchy Process
for 7 criteria judgement by Thomas Saaty (see Saaty 1988)

ReQueX

VTT/TKO

Crit

A

;ria

10.00

Complex systems

Tool support

Easy to apply

Simple models

Error free

Fast execution

Low cost computer

B

Compl.

1

0.50

0.33

0.50

0.50

0.50

0.33

Tool

2.00

1

0.50

0.50

2.00

0.50

0.50

Easy

3.00

2.00

1

1.00

3.00

2.00

2.00

Simple

2.00

2.00

1.00

1

3.00

1.00

1.00

Error

2.00

0.50

0.33

0.33

1

0.25

0.33

Fast

2.00

2.00

0.50

1.00

4.00

1

0.50

Low

3.00

2.00

0.50

1.00

3.00

2.00

1

Local

%

25.65

15.37

6.84

8.84

24.61

10.34

8.34

Global

%

2.6

1.5

0.7

0.9

2.6

1.0

0.8

Compare each A criteria to B criteria

ir A is equally important than B, set
If A is weakly more important than B, set
If A is strongly more important than B, set
If A is very strongly more important than B, set
If A is absolutely more important than B, set

If B is more important than A, use corresponding reciprocals
e.g. if B is weakly more important than A, set 3 to (B,A) and 1/3 to (A,B)

100.00 10.00

Element
(A,B)

1
2
3
4
5

(B,A)
1.00
0.50
0.33
0.25
0.20

Table HI. Method comparison.
Criteria

1. Applicable for complex systems.

Weight: 2,6

2. Tool support.

Weight: 1,5

3. Applying is easy.

Weight: 0,7

4. Resulting model is simple and easy to understand.

Weight: 0,9

5. The same test cases for target system and model.

Weight: -

6. Resulting model is error free.

Weight: 2,5

7. Fast execution of test cases.

Weight: 1,0

8. Common, low cost environment.

Weight: 0,8

£ Weight* Points

ReaGeniX

4(10,4)

2 (3,0)

3(2,1)

3 (2,7)

Not applicable

2 (5,0)

3 (3,0)

5 (4,0)

30,2

Statecharts

3 (7,8)

4 (6,0)

2(1,4)

2(1,8)

3 (7,5)

2 (2,0)

2(1,6)

28,1
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ply the lack of project time. Learning a method
and creating a model by applying the method
takes at least a couple of weeks. To acquire pro-
found knowledge of a method needs several
weeks more. Regarding the volume and the re-
sources of the project it was not reasonable to
use two-three months for method studies. Tab.
Ill contains the selection criteria, their weights
and the points for both methods. A more detailed
description of the use of the tools and their com-
parison is given in Haapanen & Korhonen
(1994a).

As the method comparison table shows, the ap-
plicability of the methods is rather close to each
other using the criteria presented above. The
drawbacks and advantages of the methods are
partly r ompensative: while ReaGeniX has a
stronger methodological background and it is thus
easier to apply, Statecharts has the better tool
support which gets the scores even again. No
serious weaknesses were found that would reject
cither of the methods. Without any doubt both
methods can be used for modelling real-time safe-
ty critical automation systems. This has success-
fully been demonstrated (Haapanen & Korhonen
1994a, b).

However, there are some minor differences be-
tween the methods that arc shortly discussed in
the following paragraphs.

Applicable for complex systems: Both meth-
ods can be used for modelling complex systems.
However, ReaGeniX probably results to a better
model because it has a clearly defined develop-
ment process.

Tool support: ReaGeniX has a better diagram
editor while Statemate has a more sophisticated
and versatile (and better documented!) tool se-
lection. Animation tools in both methods are al-
most similar.

Applying is easy: The lack of the Statecharts
methodology is a serious drawback while Rea-
GeniX is well supported by RT-SA/SD.

Resulting model is simple and easy to under-
stand: It seems that Statechart models are hard-
er to understand: the connection between differ-

ent charts is not clear, the charts tend to be more
complicated than ReaGeniX diagrams (for in-
stance there are several types of transition con-
nectors), data is hidden into separate descriptions
etc.

Resulting model is error free: The production
process for both methods is very similar:

• creating of the diagrams;
• testing of the diagrams by using simulator

or tester;
• compiling of the diagrams to C code;
• compiling and linking of the C coded files;
• running of the executable file.

Compared to normal, manual software develop-
ment the main difference is that these methods
produce C coded modules automatically from
diagrams, while in ordinary software develop-
ment the modules are coded by software design-
ers. Also architecture design is usually included
in the modelling method and the developers need
not to make any explicit decisions concerning
software structure.

Validation of the model is slightly better orga-
nized with Statematc's graphical panel genera-
tor compared to Visual Basic of the ReaGeniX
model.

Fast execution of test cases: The speed of exe-
cution of the model is mostly related to the com-
plexity and the size of the model. As both meth-
ods resulted to models of almost equal complex-
ity, this criteria creates no difference between the
methods. However, the size of the executable
software shows a noticeable difference: the State-
charts model has a size of 240 kB, while the Re-
aGeniX model uses only 25 kB. The worksta-
tions are more efficient than PCs which partly
compensates the increase in size, but the limit
between PCs and workstations is getting more
and more obscure. Therefore it can be estimated
— though any exact figures cannot be presented
— that the remarkably smaller size of software
is in favour of the ReaGeniX method.

Common, low cost environment: ReaGeniX is
clearly better regarding the costs of the environ-
ment and the tools themselves.
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To conclude, both methods can be applied to log-
ical modelling of safety critical automation sys-
tems, but using the criteria stated before, the
RcaGcniX method is a better choice.

For the execution of the test oracle a common
powerful industry standard personal computer
(Intel 486 or better) is fully sufficient, if the
complexity of the test object is in the same order
than in tested pilot cases by ABB and SAG.

2.3.4 APROS-model

One further method for construction of the logi-
cal model of the target system not included in
the previous considerations would also be the use
of the Advanced Process Simulation System
(APROS) developed in a co-operation between
Imatran Voima Oy (IVO) and VTT. The APROS-
system includes all the common functional mod-
ules of an industrial automation system, which
can easily be configured interactively on a graph-
ical work station to model the functions of the
target system. APROS has been used eg. in build-
ing a comprehensive model of the Loviisa nu-
clear power plant including the reactor protec-
tion and other automation systems. Only prob-
lem in the use of the APROS is that if its module
library does not include just the functional mod-
ules of the target system, the missing modules
shall specially be created using APROS-tools,
which only can be done by an experienced
APROS user.

The APROS is also an excellent tool for the gen-
eration of the test cases. In the Siemens pilot sys-
tem testing, the basic test data was generated us-
ing a APROS model of the pilot process.

2.4 The test harness

The on-line part of the specified testing envi-
ronment, the test harness, is used to automate the
actual real-time test runs. The prototype test har-
ness is implemented on z. common industry stand-

ard powerful (Intel 486DX) PC-computer
equipped with proper I/O-cards for the connec-
tion to the test object. Standard features include
large enough mass memory devices (preferably
a DAT-unit besides the usual hard disk) able to
contain the large test databases. It shall also have
enough fast working memory to contain the pro-
grams and test signal tables at least for one test
case at a time. The composition of the prototype
test harness is presented in App. A.

The real-time execution of the testing requires
that the input signals of the test object are updat-
ed and the output signals are read with the same
sample intervals as the test object itself is oper-
ating. At the fastest this can mean an up-date in-
terval of 10 ms. To make such a fast operation
possible on a PC-computer, the test harness at
the beginning of each test case run first loads
down to the fast working memory the input sig-
nal tables from the sensor signal data base on the
mass memory device for further handling by the
I/O-drivers.

The test harness shall have a sufficient amount
of D/A-channcls for feeding all the necessary
analogue input signals to the test object. Several
vendors offer PC/AT-compatible cards contain-
ing 8 pieces of D/A-channels per card. The reso-
lution of normal low-cost D/A-converters is usu-
ally 12 bits which corresponds to an accuracy of
0.02 % of the full range, which is quite satisfac-
tory for testing purposes. Many of these D/A-
cards also contain e.g. 8 pieces of binary input-
and output-channels which are needed to feed the
binary input signals to the test object and to read
the binary output signals from the test object.

If the number of binary I/O-channcls on the D/
A-cards is not high enough, several types of low-
cost binary I/O-cards are available from differ-
ent vendors. Many of these also have electrical-
ly isolated connections, which may be of great
advantage in practical testing allowing the pre-
vention of electrical disturbances to pass on be-
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Figure 4. Analog input signal chain of a typical
automation system.

tvveen the test harness and the test object. It may
also become necessary to install separate isola-
tion amplifiers in the analogue connections be-
tween the test harness and the test object system.

In case the test object also produces some safety
relevant analogue signals eg. for control room
displays, A/D-channels to read them in to the test
computer would be needed. The prototype ver-
sion, however, will be restricted to cases where
only binary output signals from the test object
are significant for the validation purposes.

In order to be able to connect to different kinds
of test objects the output of the D/A-channels
should be easily selectable between different un-
ipolar and bipolar voltage signals (0—5 V, 0—
10 V, ±5 V, ±10 V) and 4—20 mA current loop
signals. Possible points of connection to typical
test objects are presented in Fig. 4 (A & B).

The test harness output driver is a simple pro-
gram loop timed by a clock signal from the oper-
ating system clock. The original ASCII-format-
ted test data table is arranged off-line to separate
input files for eacn channel. The output driver
reads at each time step signal values from these
files, makes the necessary interpolation, scaling
and possible adding of noise, and loads them to
the input registers of the D/A-channels and bina-
ry output cards for conversion to the correspond-
ing analogue voltage or current loop signals for
the target system inputs (sec Fig. 5).

The input driver in the prototype test harness is
continuously observing the state of the test har-
ness binary input register. Each time some of the
bits of the input register has changed from its
previous state, the corresponding test data table
index, the exact time of occurrence of the change
and the value of the input byte is stored in the
target system response file. An example of target
system output data table is given in Tab. IV (from
the testing of the SAG pilot system).
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Table IV.

S-era1

Index
Index
Index
Index
Index
Index
Index
Index
Index
Index
Index
Index
Index
Index
Index
Index
Index
Index

Output data file.

occur:
1

177
272
277
299
299
319
683
683
739

• 740
: 919

919
1195

. 1220
: 1243
: 1317
: 1317

'or.ces
Total
Total
Total
Total
Total
Total
Total
Total
Total
Total
Total
Total
Total
Total
Total
Total
Total
Total

end of run

time
time
time
time
time
time
time
time
time
time
time
time
time
time
time
time
time
time

ia"1 d
(ms)
(ms)
(ms)
(ms)
(ms)
(ms)
(ms)
(ms)
(ms)
(ms)
(ms)
(ms)
(ms)
(ms)
(ms)
(ms)
(ms)
(ms)

.gital input
0.11

176183.97
271036.34
275886.63
297836.22
297836.41

: 317686.88
: 681247.56
: 681247.75
: 737299.69
: 738349.63
: 917405.94
: 917406.13
: 1192613.75
: 1217814.50
: 1240715.38
: 1314817.88
: 1314818.00

digital
digital
digital
digital
digital
digital
digital
digital
digital
digital
digital
digital
digital
digital
digital
digital
digital
digital

input :
input
input
input
input
input
input
input
input
input
input
input
input
input
input
input
input
input

111ii1 11 u n 0111

1111111111110111
1111110101110111
1111110101010111
1111111111010111
1111111111000001
1111111111001001
1111111011001001
1111111011000001
1111111011000101
1111111111000101
1111111101000101
1111111001000100
1111111011000100
1111111011000101
1111110011000101
1111111011000101
1111111011000001

: 1111111011001001

ASCII data
table (CSV)

Off-line

On-line

Reading response
and saving to
result file

Arranging of
output

channel's data

Scaling,
interpolation,
(adding noise),
writing to
output channels

Figure 5. Preparing and feeding of the test data to the test object and reading the system response.
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2.5 Response comparison

The response compai'ison is in principle made
by comparing at each time step the observed out-
put signal values in the test object output file with
the corresponding expected response signal val-
ues. In case the output files contain only binary
signals (as is the case in this study), the compar-
ison can easily be automated by a simple logical
"Equal"-operation between the corresponding
system and model output signal states. In prac-
tice, however, minor deviations in time behav-
iour is almost inevitable due to inaccuracies in
the signal paths between the test harness and the
test object even if the test object would correctly
fulfil its safety task. Direct logical comparison
of the signal states is therefore not very mean-
ingful but a more intelligent classification algo-
rithm of the deviations would be needed. The
development of these kind of algorithms is a task
for the further development.

In case the test object also produces analogue
output signals, which shall be compared to the
expected response, the comparator algorithm be-
comes much more complicated, since also some
amplitude deviations besides small differences
on time behaviour must be allowed without an
actual error is concluded to have taken place. This
case, however, is not handled in the prototype
test harness.

During the experimental pilot system testing the
comparison of the test results to the logical mod-
el predictions was made manually in the off-line
system. To ease the comparison, the system and
logical model output files were merged in a com-
mon EXCEL spreadsheet and the time behaviours
of the output signals presented in graphical form.
Examples of these graphs are given in Fig. 10,
11, 18 & 19 (pages 28—29 & 37—38). An ap-
proximative comparison can easily be made on
the graphical presentations, the more accurate
time values of the observed events

When meaningful differences in the model and
system responses are found, the significance of
the deviation must first be checked. If the devia-
tion is such, that the safety goal of the target sys-
tem seems to be in danger, the logical model shall

first be checked for errors and if no are found, a
failure of the target system must be acknowl-
edged.

2.6 Testing experiments

In order to get practical experience on the dy-
namic testing of programmable automation sys-
tems and to find out the potentials and develop-
ment needs of the testing tools and methodolo-
gies, experimental testing of two pilot systems
has been executed. These systems were loaned
by the utility companies IVO and TVO from Sie-
mens AG (SAG) and ABB Atom, respectively.

2.6.1 Testing of an ABE pilot system

The ABB pilot system realized a part of the func-
tions of an Average Power Range Monitoring
(APRM) System for a BWR nuclear power plant.
It was based on the specifications of a complete
system installed in the Barsebäck plant in Swe-
den. The technical specifications of the Barse-
bäck system were used as the basis for the
implementation of the pilot application and the
logical model (ASEA ATOM 1988, Andersson
1993). The testing took place at VTT in Septem-
ber—October 1994.

The APRM system monitors the local power dis-
tribution and the total thermal power of the reac-
tor core. APRM signals produce the trip com-
mands for the reactor power set-back and the re-
actor scram functions if allowed power limits are
exceeded. The trip limits depend on the main
coolant flow (HC-flow) through the reactor core.
The reactor core is equipped with local neutron
flux sensors (LPRM ~ Local Power Range Mon-
itoring System). The sensors are located in dif-
ferent radial positions each having 4 sensors at
different axial levels in the core. The system is
divided in 4 totally independent subsystems
(SUB's) making their own partial trip signals
which are combined by a voting logic.

The pilot system implemented only one SUB of
the APRM system with 20 LPRM measurements
and with reduced functionality. Only the fast pow-
er set-back (E5) limit and fast reactor scram
(SS10) limit were included (the lower filtered
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limits of the prototype system were left out). This
made the system static so that the output is all
the time directly determined by the momentary
input values without any inherent dynamic be-
haviour (memory) of the system.

The tasks of the system were:

1) to calculate the average power range value
(APRM) from 20 local power range values:

2) to compare the calculated APRM value to
HC-flow dependent trip limits (E5 & SS10)
and to give the trip signal if either of these is
exceeded.

The pilot application was implemented on a small
ABB Master system, which consisted of a proc-
ess control unit ABB MasterPiece 200 (MP200)
and a programming unit MasterAid 215.

Test cases

As the source of the test data a simple dynamic
reactor core model acquired from TVO was used.
This model provides plant data that is not real

but realistic enough for testing of the functional-
ity and correctness of the pilot application. The
core model was implemented on an EXCEL
spreadsheet.

The model calculates first the total thermal pow-
er of the reactor core (APRM) as a function of
the HC-flow and the control rod position using a
point kinetic neutron flux model. The model con-
tains no core thcrmohydraulics so the void feed-
back effects were not included. Constant radial
and axial flux shape factors were then used to
calculate the individual LPRM-signal values (see
Fig. 6).

Two different sets of basic transient cases were
calculated using the EXCEL model. In one set
the core coolant flow was kept at a constant val-
ue and the control rods were moved out of the
core so that the average thermal power slightly
exceeded the reactor scram limit SS10 ("rod tran-
sients")- This set included eight cases with dif-
ferent flow values ranging from 31 to 100 % of
the nominal flow. The other set actually includ-
ed only one case, where the control rods were
kept at constant insertion depth and the coolant

Core

coolant
flow

• f
Core
point
model

APRM

Power
distribution
model

r i

ASCII data
table (CSV)

f

Control

rod

position

LPRM |j

i e (7,8.17,21.27)

j s {1.2,3,41

Figure 6. The principle of making the test data table.

24



STUK-YTO-TR 93
FINNISH CENTRE FOR RADIATION

AND NUCLEAR SAFETY

flow increased from 57 % to 98 % of nominal
value ("flow transient"). The initial control rod
position was adjusted so that the thermal power
was 100 %. The reactor protection system was
switched off during the transients so that both
the power set-back and the reactor scram limits
could be exceeded.

These nine (9) data sets served as base cases for
the testing of the application. More actual test
cases were then generated by adding pseu-
dorandom signal noise on the calculated LPRM-
signals. The maximum amplitude of the noise was
adjusted to be 4 % of the nominal power and the
dominating frequency around 0.4 Hz corre-
sponding the actual situation in an operating
BWR-plant. Examples of the test data without
and with noise (for clarity only the APRM signal
is presented) are given in Fig. 10 & 11 (together
with the system and model responses).

Test oracle

The test oracle consist of a logical model of the
system together with C-coded input- and output-

functions. The logical model was developed by
using PROSA structured analysis design tool
(Prosa 1989). ReaGcniX code generator was then
used for automatically generating C-code from
this logical model (ReaGeniX Programmer
1994). The development of the logical model was
straightforward because the state-behaviour of the
modelled system is very limited.

The first version of the test oracle was quite large
as it modelled the whole system requirement
specification including the filtered trip limits.
Since these were left out from the pilot system,
the test oracle was adapted to correspond the re-
duced system. The final logical model consisted
of two data flow diagrams and nine state transi-
tion diagrams. The top level data flow diagram
of the model is presented in Fig. 7 and the main
the main functions in Fig. 8.

The logical model was in the early phase of the
project validated by comparing its responses to
results obtained by manually executing the spec-
ification. Errors were immediately corrected to
the logical model. Later the validation method

Figure 7. Logical model together with input and output modules.
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Figure 9. Configuration of the test arrangement.
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was augmented with automatic comparison of the
test results. Finally the logical model was com-
pared to protection system model included in the
EXCEL-modcl used for generating the test cas-
es. Comparisons showed that the responses of the
logical model correspond precisely to responses
ofthcEXCEL-model.

The generation of the expected response for the
test cases was done by executing the test cases in
the logical model. The model was enhanced with
some new functions that were used for reading
the inputs from an input file and storing the re-
sponse of the model into an output file.

The test input data files were read as text files to
the PC-computer where the logical model was
executed. The output values of the logical model
were stored into the output file each time when
the calculated APRM value crosses one or the
other of the trip limits i.e. the status of either of
the trip signals change. The output file contains
the number of the cycle and the exact event time
of the change and the states of the trip signals at
that moment of time. The file also gives the ex-
act value of the APRM signal at the event time.

As there were no timers in the logical model, the
execution of test cases was totally independent
of real-time. This means that a new input was
fed into the model as soon as the response from
the previous input was received. Thus the execu-
tion rate was tens of times faster than in the pilot
system.

Testing arrangement

The connection of the test harness to the test ob-
ject is presented in Fig. 9. The 21 analog output
signals from the test harness (test input) and 2
binary output signals from the pilot system back
to the harness were hard wired to the terminal
block of the MP200. The analog signals were
connected through D/A converter channels di-
rectly to the analog inputs of the test object as
0—10 V signals. The two binary output signals
from the pilot system were connected to the test
harness binary inputs through opto-isolators in
order to prevent electrical interferences between
systems and to adapt the different voltage levels.

The analog inputs to the test object consist of
twenty LPRM signals and tiic HC-flow signal.
Test object produces two binary output signals,
the reactor scram signal SS10 and the power set-
back signal E5.

The original test data tables from the EXCEL
model contained the input data with 100 ms sam-
ple intervals. The input data tables were arranged
off-line to separate files each containing the time
series of one input signal. These files were stored
in the on-line test harness computer, which did
the scaling to proper values for the D/A conver-
sion, necessary interpolation to the desired sam-
ple intervals and possible addition of pseudoran-
dom noise to the APRM signals and finally wrote
the data to the input registers of the D/A con-
verters. The on-line part of the test harness oper-
ated in real time updating the signal values with
20 ms time intervals.

The on-line system sensed the status of the pilot
system output E5 and SS10 continuously with
0.01 ms time resolution and saved the exact time
of the event always when one of the signals
changed its state.

Test results

The pilot system output was compared to the log-
ical model output ("the correct response") off-
line by comparing the output file listings. The
test input data and the responses of the pilot sys-
tem and the logical model were also presented in
graphical form, which made the comparison eas-
ier especially in the case of test signals contain-
ing noise. Examples of the system and logical
model responses are presented in Fig. 10 & 11.

The response of the pilot system resembles the
logical model predictions quite well in most test
cases without noise, although there seems to be
a tendency of the pilot system events (event is a
change in the state of one of the trip signals) to
become registered somewhat later than the logi-
cal model has predicted.

Some of the time differences (one or even two
time steps) can be explained by the asynchro-
nous operation of the pilot system and the test
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Figure 10. System and model responses to test data without noise (example); m refers to the logical
model, s refers to the pilot system.
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Figure 11. System and model responses to test data with noise (example); m refers to the logical
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harness and the settling times of the D/A and A/
D converters in the signal path. If the time mo-
ment when the test harness writes a value to the
D/A input register takes place after the time mo-
ment the pilot system reads the corresponding
input channel the potential event can be discov-
ered by the pilot system at the earliest at the next
time step.

The larger time differences can be explained by
the inaccuracies in the analog signal path from
the test harness to the test object. Small differ-
ences in the data feeded to the logical model and
the test object were caused e.g. by the use of un-
calibrated analog output boards in the test har-
ness, the limited resolution of the D/A and A/D
conversions (e.g. 12 bit converter in the test har-
ness) etc. These differences could be avoided by
feeding the logical model with the actual meas-
ured values from the test object. The larger time
differences can be explained by the inaccuracies
in the signal path e.g. due to the limited resolu-
tion of the D/A and A/D conversions (12 bit con-
verters). The smaller is the time gradient of the
input signals at the time of event, the larger is
the possible time difference. In extreme cases the
time difference may grow to the infinity, that is,
an event in one system (pilot or model) is not
observed in the other system at all. This princi-
ple is illustrated in Fig. 12. Since the test tran-
sients were selected so that the reactor scram limit
SS10 was just exceeded, the time gradient of the
APRM value is much lower at the SS10 limit
than as the power set-back limit E5. Therefore
also the time differences are bigger in the SS10
signal.

In test cases including signal noise, much more
events recorded than in noiseless cases. The noise
causes the APRM value exceed the trip limit and
return back below the limit again several times.
The transients arc adjusted just to exceed the
SS 10 limit and therefore there are more changes
of state in SSI0 signal than in E5 signal.

This difference appears to be caused by analog
signal filtering at the input of the pilot system.
The "technical specification for quotation" used
as the basis for the logical model did not specify
the filtering of the input signals, and therefore

the behaviour of the logical model deviates in
this respect from the pilot system behaviour. The
design documents produced in the later phase of
the design process would have defined these fil-
ters, but they were not available for this study.

No deviations that could be interpreted as a seri-
ous failure of the system were detected in the
executed rather limited set of test cases.

2.6.2 Testing of a SAG pilot system

A pilot system for Siemens AG's own conceptu-
al and type testing and validation efforts for the
digital SILT technology has been established at
SAG laboratory in Erlangcn. The system consists
of a small physical laboratory process and a con-
trol and protection system for that process im-
plemented on the digital SILT technology based
on SAG's SIMICRO components. A detailed
description of the pilot process and its control
and protection systems is presented in Seiter et
al. 1991a, b and Abraham 1994. VTT executed
an experimental testing of this system in the SAG
laboratory in Erlangen mainly in February 1995.

The pilot process simulates small break loss of
coolant accidents (SBLOCA) in a Pressurized
Water Reactor (PWR) system. The configuration
of the process is presented in Fig. 13.

RKL is a pressure vessel corresponding to the
primary loop of a PWR plant. In case of a loss of
coolant accident the pump PPE corresponding to
the emergency cooling water pump is feeding
water to the pressure vessel from emergency cool-
ing water tank FB through magnetic valves AV2
and AV3. After the FB tank is emptied the feed-
ing to the pressure vessel is switched to the tank
RSB corresponding the sumps at the bottom of
the reactor containment where the leaked water
is collected. Control valve RV is used to control
the water level and pressure in the pressure ves-
sel after the initial transient. Finally, after the
RKL state is restored and the leak stopped, the
pump is used to restore the initial state by pump-
ing water from RSB tank to FB tank through the
valves AVI and AV4. A relay is provided to en-
force the valve AV5 stay open after it once has
opened despite the control and protection sys-
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Figure 13. Configuration of the pilot process.
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tern commands and thus cause the loss of cool-
ant accident to proceed. A manually operated air
pump DEP is provided to raise the RKL pressure
to initiate the transient.

Nine (9) control and protection functions (LeFu's
~ Leittechnik Funktion) have been defined to
control the system and protect its components.

These are:

LeFu-Nr LeFu-Name Safety category

1 Preparation for RKL pressure protection B1
2 RKL pressure protection S3
3 RKL feeding from FB SI
4 RKL level control Bl
5 RKL feeding from RSB SI
6 RKL pressure control B1
7 Initial state restoration Bl
8 FB flooding prevention S3
9 Pump protection Bl

Protection functions are classified in safety cate-
gories SI—S3 and control functions in safety
categories B1—B2 (1 corresponds to the catego-
ry with highest requirements). Safety category
defines the priorities of the functions in cases
where more than one LeFu requires operation of
the same control object.

Test cases

An advanced process simulation tool (APROS)
developed by IVO and VTT was used to model
the pilot process and to produce the test cases.
The modelling of the pilot process was quite
straightforward with the APROS tool and devel-
opment of the model took about one man-month
effort even the model was the developers first
encountering with the APROS tool.

Seven different basic test transients were gener-
ated using the simulation model. These corre-
sponded the system behaviour during a small
break loss of coolant accident. The transient was
initiated by rising the RKL pressure with the
manual air pump DEP until first the valve RV
was opened by LeFu 1 and then valve AV5 by
LeFu 2. The AV5 was then locked to open posi-

tion even after the pressure reduction to cause
the SBLOCA. Other LeFu's then started the pres-
sure and water inventory restoration functions.
The rate of the pressure rise by DEP was varied
so that the position of the control valve RV was
different in each transient at the time instance
when the RKL pressure surpassed the protection
limit 2.8 bar and LcFu 2 opened the valve AV5.
So also the rate of water leakage from the RKL
and hence the rate change of the water level and
pressure in RKL was different in each test tran-
sient. The APROS model provided input signals
in ASCII-tables where the input signals values
arc defined with one second sample rate. The
length of the transients varied between 15—30
minutes.

The test data input table contained the following
four analog signals and six binary signals:
Analog signals:
• Control valve RV position
• RKL pressure
• RKL water level
• RKL water level set point
Binary signals:
• Pump on
• FB level > maxl
• FB level < mini
• RSB level > max2
• RSB level > maxl.
• System reset

The ASCII data tables from the APROS model
was removed to an EXCEL spreadsheet where
the preparation of the data for the logical model
and the pilot system, e.g. the proper scaling was
done. An example of the input data in graphical
form is given in Fig. 14.

Test oracle

The logical model of the target system is mainly
designed according to the requirements speci-
fication of the Siemens pilot system (Seiter et.
al. 1991a). However, the two control algorithms
in the model were checked from the formal spec-
ification to enable consistent function of algo-
rithms. Also, some other details of the system
were derived from the formal specification to
make the comparison of results meaningful.
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RKL pressure_[bar]
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100 RV position [%]

200 400 600 800 [s] 1000 1200 1400 1600 1800

0,00

RKL level [m]

200 400 600 800 [S] 1000 1200 1400 1600 1800

I ~T
Pump on

200 400 600 800 [s] 1000 1200 1400 1600 1800

FB > max1

200 400 600 800 [s] 1000 1200 1400 1600 1800

1 T
FB < mini

200 400 600 800 [s] 1000 1200 1400 1600 1800

1 - RSB > max2

200 400 600 800 [s] 1000 1200 1400 1600 1800

:T
RSB < max1

200 400 600 800 [s] 1000 1200 1400 1600 1800

Figure 14. Test input data (an example).
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The logical model was designed using ReaGc-
niX development method and tools (ReaGeniX
Programmer 1994, Re Animator 1994) and Prosa
structured analysis drawing tool (Prosa 1989).
The model consists of 13 data flow diagrams and
31 state machine diagrams plus some additional
diagrams for testing. The testing module of the
whole system has been built on the top of the
model.

Fig. 15 shows the main parts of the logical mod-
el. Check_lefu_states module contains seven sub
modules, each of which implements one out of
the seven control functions (LeFu's). Because
several signals from different sub modules can
affect the same output signal there is a priority
mechanism which handles the contradictory con-
trols. Priority mechanism for different output sig-
nals is carried out by three separate functions.
Controljrv module opens and closes the control
valve RV whereas Control_valves module con-
trols the five on/off valves. Starting and stopping
of the water pump is done by Control_ppe
module.

The state machines of the model were tested us-
ing ReaGeniX, which provides an interface where
the state and flow values of each state machine
can easily be monitored. The integration test of
the logical model was done by linking all the data
flow diagrams and state machines together and
then testing the whole system. The C-filc of the
state machines and data flow diagrams were de-
rived using ReaGeniX generator. The integration'
test cases were derived from Siemens pilot sys-
tem test specifications (Warnecke 1994), which
included two test cases for integrated software/
system. The plan and results of integration tests
are described in (Heikkinen 1994).

The seven test cases were executed on the logi-
cal model. The test data was fed to the logical
model by a simple state machine (Fig. 16).

The output of the logical model was recorded also
by a simple state machine which wrote the val-
ues of output signal values into a file. The output
file contains the following signals:

f e_set:flag

op*?_ntatu5 flag pDe_control:flag

druck_hoch:flag

Figure 15. The main functions of the logical model.
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Valve AVI open
Valve AV2 open
Valve AV3 open
Valve AV4 open
Valve AV5 open
Control valve RV open
Control valve RV close
Pump on
Pressure high

The update interval of the output signals was
defined to be the same as the input feed time in-
terval, that is 1 second.

Testing arrangement

Figure 17 gives an overview of the testing ar-
rangement at the SAG laboratory in Erlangen.
The analog test signals were fed from the test

a'_close_rv:f leg

ldte:s!gnal

Figure 16. Logical model together with input and output modules.
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Figure 17. Test harness connections to the test object.
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input data files through the D/A converter chan-
nels directly to the analog inputs of the test ob-
ject as voltage signals varying between 0— 10 V.
Correspondingly, the binary signals were con-
nected to binary inputs of the test object. Opto-
isolators were used for the binary signals in or-
der to adjust the different voltage levels in the
pilot system (24 V) and the test harness (5 V)
and to protect the pilot system and test computer
from electrical interferences. The input signal
values were normally updated at one second time
intervals. If necessary, interpolation between con-
secutive data table values could be used to short-
en the updating interval.

The system response was recorded by observing
continuously the status of the nine binary output
signals of the system and storing the time of oc-
currence and the state of each signal to the out-
put data file each time when some of the signals
changed its state.

Test results

The comparison of the pilot system response to
the logical model prediction was done manually
by combining the results in an EXCEL spread-
sheet and representing the time behaviour of the
signals in graphical form.

The tests showed originally some major differen-
ces between the test results and logical model
predictions. It turned out, that most of these dif-
ferences could be explained by missing pressure
compensation of the RKL level measurement in
the logical model. This compensation was not
defined in the requirements specification, which
was used as the basis of the construction of the
logical model in order to make it possible to find
out errors done in the design process. The require-
ments specifications arc written by process spe-
cialists, who only specified the level measure-
ment. In later phase of the design process, the
I&C system specialists selected the measurement
transducers. In this special case a pressure dif-
ference transducer was selected for the RKL level
measurement, which required a special pressure
compensation. This was only defined in the for-
mal specifications but not in the original require-

ments specification. The pressure compensation
has such a strong influence on the system behav-
iour, that significant deviations were found be-
tween model and actual system behaviour. When
the pressure compensation was added to the mod-
el, most of the differences vanished.

An example of the responses of the pilot system
and the logical model in graphical form is pre-
sented in Fig. 18 & 19.

The graphs simplify the detection of clear differ-
ences of output signals. A closer look at the tim-
ings of output signals can be done by checking
the output files, that shows the response of the
logical model at one second intervals and the
exact time moments when some of the pilot sys-
tem output signals has changed its state.

After the correction of the logical model, the tests
still showed some differences in the outputs of
the two systems.

In test case 1, the behaviour of AV2, AV3, AV4
open- and Pump on-signals differ in one point.
To explain these differences a new test with the
same test data would be needed to exclude the
possibility of some error in the test arrangement.
This was not possible since the difference came
out only after the tests were completed and the
test harness returned back to VTT.

In test cases 2, 3, 4 and 5 the responses of both
systems were identical.

In test cases 6 and 7 the responses also were iden-
tical except short spikes in the response of the
pilot system. In test case 6 the signals AV1, AV2,
AV4 and AV5 open- and RV close-signals short-
ly went down to zero at the time point about 1
230 s and immediately returned up. In test case
7, correspondingly, the signals AV5 open and RV
close went down for a short time at about 710 s.
These disturbances were probably caused by a
short loss of electrical power to the output cards
of the pilot system (the pilot system was not a
complete production application and did not in-
clude all necessary protection mechanisms for
casual loss and return of electrical power).

36



STUK-YTO-TR 93

0

D

1

n

0

n

0

; -i

0

0

i

0
1D

1

n

()

n

(D

n

0

1

c)

H

n .
c)

200

200

200

200

200

200

200

200

200

200

400

400

400

400

400

400

400

400

400

400

600

600

600

600

600

600

600

600

600

600

AV1open m

800 [s] 1000

AV1 open s

800 [s] 1000

AV2 open m

800 [s] 1000

AV2 open s

800 [s] 1000

AV3 open m

800 [s] 1000

AV3 open s

800 [s] 1000

AV4 open m

800 [s] 1000

AV4 open s

800 [s] 1000

AV5 open s

I
800 [S] 1000

AV5 open m

800 [s] 1000

FINNISH CENTRE FOR RADIATION
AND NUCLEAR SAFETY

1200

1200

1200

1200

1200

1200

1200

1200

1200

1200

1400

1400

1400

1400

1400

1400

1400

1400

1400

1400

1600

1600

1600

1600

1600

1600

1600

1600

1600

1600

1800

1800

1800

1800

1800

1800

1800

1800

1800

1800
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2.7 Further development needs

The experimental testing of the two pilot systems
showed that the proposed approach to the dynam-
ic testing is viable. On the other hand, some im-
portant development needs in the approach were
also revealed.

The direct comparison of the test object and log-
ical model responses at each time step revealed
a lot of momentary deviations in responses. In
further analyses almost all of these could be
proved not to be caused by actual failure of the
test object. Some of the deviations were caused
by the asynchronous operation of the test har-
ness and the test object and by the limited accu-
racy (quantification errors) in the analog signal
paths between the harness and the system, while
others stemmed from some missing properties
of the logical model, e.g. the missing analog sig-
nal filtering, which usually is not specified in the
requirement specifications serving as the base for
logical model development. More intelligent
comparison algorithms, which automatically
could classify the observed deviations at least into
two categories, important and minor, arc there-
fore needed in order to minimize the need of
manual after-analysis of the results and make the
handling of large sets of test cases possible.

In the pilot system testing experiments, the gen-
eration of the expected response was done in a
separate computer system parallel to the actual
testing, and the response comparison was done
off-line after the tests. This approach was dictat-
ed mainly due to the timing of the tasks in the

project. In a serious testing case, a minimum re-
quirement would be that the expected response
is available before the actual testing is started.
The inclusion of the response comparison in the
test harness is also possible and would, for ex-
ample, reveal errors in the testing arrangements
immediately. In this case, the availability of
graphical tools for presenting the expected and
actual responses in real time during the testing
would also be useful. Even in the case of the off-
line comparison, more efficient graphical tools
than the used EXCEL-tools would be needed.

The principles and methods for the selection and
generation of test cases so, that the required sta-
tistical significance of the reliability estimate for
the test object can be achieved, were not ad-
dressed this study. Such methods and tools are
needed, and their development is set as an objec-
tive of a new research project.

Experiences gained in the development of the
logical models for the two pilot systems indicate
that ReaGeniX is a passable method for generat-
ing of expected responses. The most essential
selection criteria for the method, e.g. low number
of faults, applicability for complex systems and
tool support, were well covered by ReaGeniX.
During the two years of the project no such nov-
elties in the area of formal methods have been
noticed that for instance would clearly exceed
the reliability of the RcaGeniX models or cut
down the amount of work of the modelling.
Therefore it seems that the method is a useful
choice also in the future.
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FAULT TREE AND FAILURE MODE
AND EFFECTS ANALYSIS

As the part of the project, an application of fault
tree methodology to the analysis of a pro-
grammable emergency automation system was
made. The objective of this experiment was to
study whether the fault tree methodology is ap-
plicable in the reliability analysis of software
based emergency automation. In addition to the
fault tree analysis, also a trial to apply Failure
Modes and Effects Analysis (FMEA) was made.
Both of these methods were applied to the analy-
sis of an emergency function. The results of these
analyses are reported in another confidential re-
port (Pulkkinen & Maskuniitty 1994a, b). In the
following, the principles of these methods and
are discussed.

Based on the methodological findings of the tri-
al analysis, a suggestion for a full scope fault tree
analysis procedure was developed. The procedure
is described here. Further, some comments on the
use and the role of fault tree and FMEA analyses
in the licensing process are given. It should be
noticed that the methods discussed are tools of
PSA (Probabilistic Safety Assessment), and thus
the approach or emphasis here is that of reliabil-
ity engineering.

Generally, the objective of fault tree analysis is
to construct a model describing the structure of
the system failures, to identify weaknesses or
design deficiencies or significant failure com-
binations from the system, to evaluate the suffi-
ciency of redundancy and finally to provide a
model for quantitative reliability calculations.
The fault tree is one of the most important mod-
els of PSA, and it is applied there to describe the
failures of emergency functions in accident se-
quences. PSA connects the system level reliabil-
ity analyses to a holistic view over plant safety,

and it is natural to study whether the convention-
al PSA models are applicable to the analysis of
programmable emergency automation.

A fault tree model is a good communication tool
between the designers and users of the systems
as well as between the designers and safety ana-
lysts. Further, it is a basis for both qualitative
and quantitative reliability analysis. It may be
applied together with other reliability analysis
methods, e.g. FMEA, for example by searching
the minimal cutsets of the system from the fault
tree model and by directing more detailed fail-
ure mode and effects analysis to the most critical
components.

There are several advantages to use fault tree
techniques in reliability modelling of pro-
grammable automation systems. First, fault trees
describe the structure of the whole system in a
straightforward way. Secondly, there are several
computer tools for analysing and editing fault
trees (e.g. RISKSPECTRUM is applied, see REL-
CON (1992) and RELVEC (1989)). Thirdly, as
an opposite to success logic modelling, fault trees
provide a view parallel to the systems design.
Finally, fault tree models are compatible with the
plant specific PSAs, and reliability engineers can
understand them.

3.1 Principles of fault tree
analysis

Fault tree is a logical model describing the fail-
ures of the system as a logical function of the
failures of the components. The system failure
event that is to be studied is called TOP-event.
Successive subordinate (i.e. subsystem) failure
events that may contribute to the occurrence of

40



STUK-YTO-TR 93
FINNISH CENTRE FOR RADIATION

AND NUCLEAR SAFETY

the top event arc identified and linked to the top
event by logical connective functions. The sub-
ordinate events themselves are broken down to
their logical contributions and a failure event tree
structure is created. The synthesis of the tree is
described graphically using connective symbols
called gates (AND, OR, NOT, etc. -gates).

When a contributing failure event cannot be di-
vided no further, or when it is decided to limit
further analysis of a subsystem, the corresponding
branch is terminated with a BASIC event. The
basic event is called a primary fault if the failure
event occurs due to a basic failure mode (such as
mechanical or electrical failure) and a secondary
fault if the failure event occurs because the sub-
system is out of tolerance (e.g. excessive opera-
tional and environmental stresses).

The basic feature of fault trees is their hierarchic
structure: the model is constructed in top-down
manner from the higher level events to the basic
events. The hierarchic structure is reflected also
in the process of describing abstract events with
more concrete events (TOP-cvent —> GATES —»
BASIC events; e.g. system failure —» subsystem
failure -> missing signal -»component failures).

Once the tree structure has been established, sub-
sequent analysis is deductive. The purpose of the
deductive analysis is to reduce the tree to a
logically equivalent form in terms of minimal cut
sets. This helps to concentrate the further efforts
towards the most significant issues.

To make the fault tree analysis of programmable
automation system possible, some assumptions
concerning the failure modes has to be made.
First, the failure modes leading to inadvertent
operation of the system arc not as important, and
they may be left outside of the analysis. Conse-
quently, the corresponding component failure
modes need not to be included into the model.
Based on this assumption, only the failure modes
of the type "signal not available at the input of
unit" arc modelled. These assumptions may be
relaxed, depending on the scope of fault tree anal-
ysis.

The fault tree analysis may be divided into two
phases. First the fault trees for the selected pro-
tection signal passing through the system trains
arc constructed. The model includes the signal
formation from the sensors to the output stages.
As the second phase, the failure modes included
in the fault tree arc analyzed in more detail by
applying a modified failure mode and effects ana-
lysis (FMEA). The goal is to reveal the most
important failure mechanisms including also the
embedded software as well as to document the
basic events and the gates of the fault tree.

The process of fault tree construction is the usu-
al starting from the TOP-cvcnt and proceeding
to the basic events. Each failure event at the low-
er lever of the fault tree is considered in terms of
its effects upon the top-event or the events at the
next level of the fault tree hierarchy.

The events directly causing the failure event at
the higher level arc identified. There arc at least
the following possibilities:
1. Input signal is not available to the device or

unit
2. The module or device itself is failed due to a

physical cause (e.g. a communication bus is
failed, a hardware failure)

3. Error in software in the module or device
prevents the operation of the device.

4. Some external event occurs and prevents the
operation of the module

The failure events of the first category arc not
problematic and they do not require more
discussion here. The second failure category is
also straightforwardly included into the fault tree.
The modelling of the software errors in the fault
tree is somewhat problematic. First, the nature
of software errors is not similar to that of me-
chanical and electrical faults. Secondly, the out-
put signals to any modules or devices of program-
mable automation systems arc used as inputs of
the software of the module. Thirdly, the software
consists of the basic software and the user or ap-
plication software, which have different functions
in the system. Similarly, it is difficult to model
possible coupling between hardware and software
failures.
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The exact description of the basic software (e.g.
the operation system and the software in com-
munication processor) by fault tree models is not
probably possible, because of the dynamic oper-
ation of these pieces of software. Thus, it may be
assumed that the operation of the corresponding
components and software arc needed in produc-
ing proper signals. This assumption may be over-
conservative.

In conventional fault tree models, the common
cause failures arc modelled either as common
cause basic events, or by describing explicitly
the failure event. In the case of programmable
systems, it may be advantageous to model the
dependencies between several redundant chan-
nels as explicitly as possible. In this way the
dependencies between the redundant channels are
described automatically without postulating sep-
arate common cause failure events.

Difficulties appear also in the modelling of basic
software functions. The failures of these func-
tions are partly connected with dynamic features
of the software operation, which cannot be de-
scribed directly by applying fault trees. In the
case study, the basic software failures were not
described in detail in the fault tree. The errors of
basic software were included in the models as
basic events. The features of application software
can be developed in more detail, since they con-
sist of simple logical modules. The errors of these
modules (e.g. logical gates, delay operations etc.)
are sufficient to prevent the successful operation
of the whole model and they may, with some
exceptions, be modelled by applying simple or-
gate in the fault tree.

The fault tree analyses in PSA are always quan-
titative. In the case study (Maskuniitty & Pulk-
kinen 1994a, b) the analyses didn't involve quan-
tification of the failure probabilities, since the
primary objective of the study was to demonstrate
the possibility to construct a fault tree model.

3.2 Principles of failure mode
and effects analysis

The purpose of the FMEA is to give diverse in-
formation on basic events in addition to that al-
ready described in the fault tree and to give a
further documentation of the fault trees. Further,
FMEA applied to identify additional failure
modes and their effect of the operation of the
system. In the case study preliminary, but rather
extensive fault tree was constructed and the min-
imal cut sets were searched. FMEA was applied
mainly to document the basic events of the sys-
tems fault tree. The minimal cut sets were used
in deciding whether the modules of the system
should be analyzed in more detail. The modules
and basic events from the shortest minimal cut-
sets were selected for FMEA. If the events of the
FMEA were found to be critical enough then the
fault tree was modified to include the new events
identified in the FMEA.

The FMEAs are documented on a form, which
may be developed specifically for each appli-
cation. The FMEA forms mainly correspond to
that described in the standard IEC 812 (1985)
and in the Finnish version of the same standard
SFS 5438 (1988). However, some modifications
depending on the application can be made (see
e.g. Darricau and Hourtolle 1992, Taylor 1992,
and Reifer 1979). The conventional FMEAs are
often based on a list of typical failure modes. This
kind of generic failure mode lists are not devel-
oped for software based systems.

In FMEA, each failure event is analyzed with
respect to its mode, effect and cause. Further, the
possibilities to compensate the failure arc evalu-
ated. The failure modes are identified for each
component of the system, and thus FMEA re-
quires the decomposition of the system to its com-
ponents. This is not a problem for usual engi-
neering systems, but in the software based sys-
tems the boundaries of components are not easi-
ly identified.
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The conventional FMEA does not consider in
detail the errors of the software procedures. How-
ever, FMEA can be used for this purpose (sec
Darricau and Hourtolle 1992, Taylor 1992 and
BarbetandVallce 1992 and Pulkkinen 1993). This
requires the FMEA analysis of all procedures of
the software. The inputs of each procedure should
be analyzed and the effects of possible errors on
the function or the output of the procedure should
be evaluated. The possible error modes to be an-
alyzed include erroneous treatment of boolean
(and other) variables, erroneous data or input,
erroneous initializations, coding errors, specifi-
cation errors etc. (see Darricau and Hourtolle
1992 or Pulkkinen 1993).

3.3 A procedure for fault tree
and failure modes and effects
analysis of programmable
automation systems

The fault tree analysis of digital automation sys-
tems differs from that of typical hardware sys-
tems, and it is useful to develop guidelines for
performing such an analysis. The case study
shows that it is possible, to certain extend, to
describe the failure behaviour of digital automa-
tion system by applying fault trees and FMEA.
From the modelling point of view, it is benefi-
cial to make the combined fault tree and FMEA
analysis in iterative way, as discussed in the fol-
lowing.

The first step of the analysis is to describe the
functional features of the system. For this pur-
pose, there is no need to develop new methods.
The usual tools applied in the specification and
design of the system are suitable for docu-
mentation of this phase of the analysis. Howev-
er, the dynamical features of the systems opera-
tion arc not easily described with conventional
tools. Better methods, such as Petri nets, could
be used for that purpose. The description of the
systems function serves also as the familiariza-
tion with the system and thus it is necessary for
the other steps of the reliability analysis.

The second step of the analysis is the construc-
tion of preliminary fault tree of the system. The
preliminary fault tree of a digital automation sys-
tem should cover all features of the system, in-
cluding the software. However, the degree of
detail can be lower. It is sufficient to model the
subsystems on the functional level without deep
description of the dependencies of the functions
on the structure of the software. To model the
functional aspects of any module, it is enough to
model the elements which are needed to perform
the function.

In the preliminary fault tree level, it may be ben-
eficial to built up supcrcomponcnts or super ba-
sic event from the failure modes which arc in
series (from the reliability point of view), and
increase the degree of detail gradually, if neces-
sary. It is net necessarily easy to keep the degree
of detail in a low levels in the preliminary fault
tree. The difficulties are connected with build-
ing the supercomponents of modules and func-
tions. If events with dependencies on the lower
level events are pooled together, then the more
detailed fault tree based on the preliminary one
may have an erroneous structure. To prevent this,
the only possibility is to avoid the pooling of fail-
ure modes. As a F"rt of the preliminary fault tree
analysis, the minimal cut sets arc searched. Based
on the minimal cut set list one can decide, whether
to unpool the supercomponents or not. However,
the final decision on the degree of detail can be
made after the FMEA, which is the next phase of
the full scale analysis.

The objective of the preliminary FMEA-phasc
is to clarify the failure modes connected to the
basic events and gates of the preliminary fault
tree, to identify new failure modes and analyze
their causes and effects to the systems function
and to document the basic events of the fault tree.
Further, the needs for more detailed modelling
and analyses are identified. The pooled failure
modes discussed above are analyzed in detail in
this phase, and decisions on whether to include
new failure modes in the fault tree arc made. The
FMEA should be concentrated to the analysis of
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basic events in the shortest minimal cut sets of
the preliminary fault tree and to the identification
of the software functions and errors and they de-
pendencies.

After the FMEA-phase the preliminary fault tree
is revised according to the FMEA findings. The
minimal cut sets of the revised fault tree are
searched and the results are documented. Based
on the minimal cut sets, decision is made wheth-
er to model the system in more detail. If that is
felt necessary, the preliminary FMEA is revised.

In order to study the application software in more
detail, a deeper software failure mode and effects
analysis may be applied. This method con-
centrates totally on the software, and all proce-
dures of the program are analyzed taking into
account all potential types of software errors (er-
rors in the treatment of boolean variables, ini-
tialization errors, errors of specification etc.) and
their effect on the output of the procedures. The
failure modes identified in this type of FMEA,
are not easily included into the fault tree, and
from the reliability analysis point of view it is
not necessary, if the failure modes in application
software cannot cause failures of other parts of
the (redundant) software. In the case study
(Maskuniitty & Pulkkinen 1994a, b), FMEA was
applied only at the preliminary level, and it is
not possible to draw conclusions on the detailed
software failure mode and effects analysis.

The basic steps of the fault tree/FMEA approach
are also described in the Fig. 20.

3.4 Applicability of fault tree and
failure mode and effects
analysis

3.4.1 PSA-applications

The most important application area of fault tree
and FMEA is without doubt the plant specific
PSA. The Finnish regulatory guide YVL 2.8
(1987) requires that PSAs must be made for nu-
clear power plants. The guide also requires that
some quantitative safety criteria should be met
with certain confidence. The quantitative safety
goals are set for the most important safety func-
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Figure 20. The analysis procedure.
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tions. In order to analyze whether the safety goals
are met, also the automation systems initiating
the safety functions should be analyzed.

The safety signals could be modelled in PSA as
single basic events of the form "safety signal not
available when demanded" and by assigning sub-
jective probabilities to these events. This sim-
plistic approach has several disadvantages. First,
doesn't take into account the redundant structure
of the automation systems, and thus it may lead
to pessimistic results. Secondly, the dependen-
cies between the parts of the system arc not de-
scribed and one cannot see the effect of the
components on the reliability of the whole sys-
tem. Thus, the weakest links of the system are
not identified. The only possibility to overcome
these difficulties is to apply reliability models
and methods, i.e. fault trees, FMEA, etc.

According to the experience from the case study
(Pulkkinen & Maskuniitty 1994a, b), it is possi-
ble to make a fault tree model for programmable
automation system, at least at the preliminary
level. The experiences from the case study are
still too limited to evaluate reliably the con-
sistency of the modelling and the resources need-
ed in analyses. More experiences on the fault tree/
FMEA methodologies arc needed to make the
methods practical and reliable.

The preliminary fault trees describe the redun-
dant channels of the automation system on a func-
tional level, which is enough for PSA purposes.
However, the fault trees of typical emergency
functions including the programmable auto-
mation may be rather complicated and large, and
it is necessary to keep the models as simple as
possible. An approach to find the suitable degree
of detail in PSA modelling could be the follow-
ing. First the safety signals produced by the dig-
ital automation system arc modelled with few
basic events. Then the minimal cutsets of each
accident sequence are searched and the impor-
tance of the safety signals is evaluated, also
quantitatively, by using subjective failure proba-
bilities. If the safety signals are critical, then their
fault trees are replaced with more accurate mod-
els and the analysis is repeated.

The estimation of subjective failure probabilities
needed remains as a problem. The experimental
data from systems tests and operational ex-
periences is limited and one must use expert
judgements. In this respect programmable auto-
mation is not an exception: expert judgements
are used in PSA to determine human error and
common cause failure probabilities and many
parameters of level 2 PSA (see e.g. Pulkkinen
1994, Apostolakis 1988, Mosleh & Apostolakis
1984, NUREG-1150 1989, Hora & Iman 1989).
However, methodology must be developed fur-
ther to use expert judgements extensively in eval-
uating the reliability of software based automa-
tion systems.

Another serious limitation of the fault tree and
FMEA methodology is due to the fact that the
software functions cannot be easily decomposed
into smaller units or functions. In PSA, this leads,
in fact, to rather simple models in which the de-
gree of detail is low. In principle, deeper decom-
position may be reached to some extend, by ap-
plying so called software fault tree techniques
(see Leveson et al. 1991). However, software fault
trees arc originally intended to simplified reach-
ability analyses which serve another purposes that
PSA.

The fault tree approach could be replaced with
reliability block diagrams or other success logic
models. In many cases the success logic models
may be constructed more easily, for instance by
using the RELVEC (1989) software, which is
designed especially for the analysis of automa-
tion systems. In order to have more experience
on alternative modelling approaches the use of
RELVEC models could be worth considering.

3.4.2 V&V applications

The fault tree and FMEA are principally relia-
bility engineering or PSA methods, and they arc
not originally intended for validation and verifi-
cation of software based systems. However, since
plant specific PSAs are required in licensing of
nuclear power plants, these methods are applied
in developing PSA models which include also
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the models of programmable automation systems.
The results of these PSA analyses provide also
information for V&V applications.

The results of the FT/FMEA procedure include
the identification of the weakest links of the sys-
tem. However, the most important result of this
type of an analysis is the structured view upon
the system. Although the analysis would be made
on the preliminary level it provides new insights
on the systems structure. Further, the view of re-
liability analysis is parallel to that of systems
design. At the preliminary level, the efforts need-
ed in the analysis are still rather limited and they
may be kept reasonable by careful planning of
the work.

In the case programmable systems, the quan-
titative results from PSA analyses must be seen
as sensitivity studies. Another possibility is to
interpret their results from another perspective.
The Finnish regulatory guide, YVL2.8, (1987),
sets quantitative safety goals for emergency func-
tions. For most safety functions these goals in-
clude the contributions of both hardware and soft-
ware systems as well as that of human errors.
Based on the PSA models, it is possible to eval-
uate how small the failure probability of the pro-
grammable automation system must be in order
to meet the safety goal. These probabilities can
then be applied in classifying programmable au-
tomation systems and determining V&V require-
ments for them.

In addition to the reliability models and quanti-
tative reliability estimates, the FT/FMEA-app-
roach helps in identifying the errors in docu-
mentation and design. Since the propagation of
signals through the system is considered in sys-
tematic way when performing the analysis, the
insufficiencies and errors of the documentation
and design are studied from another point of view.
Further, they provide a view over the whole sys-
tem, which is not always achieved by testing or
application of the other methods.

As already mentioned, the applicability of fault
tree and FMEA on the analysis of the dynamic
features of the system is limited. Testing of the

system provides more information on the dynam-
ic behaviours of the system. In this project, the
results of FT/FMEA analyses could not be com-
pared with the results of dynamic testing, because
the targets systems were not the same. Due to
the same reason, the fault tree and FMEA
couldn't be applied as an aid of the dynamic test-
ing of the target system. It seems, that better
understanding of the failure modes of the
programmable automation system, resulting from
FT/FMEA analyses could improve the dynamic
testing phase efficiency by identifying proper set
input signals to cover the most critical items of
the system.

3.5 Further development needs

The FT/FMEA methodology is a routinely ap-
plied in the reliability analyses of hardware sys-
tems, and for that purpose the approach is ma-
ture. The applications of the methodology in the
analysis of programmable systems are rare (see
e.g. Pulkkinen 1993, Barbet & Vallec 1992, Dar-
ricau & Hourtolle 1992, Lcvcson ct al. 1991,
Reifcr 1979 and Taylor 1992) and the applicabil-
ity of the methodology is not fully demonstrat-
ed. The findings of the case study of this project
indicate that it is, to some extend, possible to
describe the failure behaviour of programmable
systems by applying fault trees. However, the
principles and the consistency of the fault tree
modelling should be verified by additional re-
search. Benchmark studies are a possibility to
verify the approach. The issues, which should be
discussed further include the determination of the
degree of detail of the fault tree models, the fail-
ure modes which can be described by fault trees,
and the description of diversity by fault tree mod-
els.

PSA involves always a quantitative analysis of
failure probabilities. In the case of programma-
ble systems, there are not enough data for empir-
ical estimation of the probabilities, and one must
lean on various types of expert judgements. The
judgements are based on various kinds of evi-
dence, and when failure probabilities are deter-
mined on the basis of this evidence, actually the
weight of the evidence is evaluated. The Baye-
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sian interpretation of probability makes it possi-
ble to use the experts judgements in a consistent
way (see e.g. Pulkkinen 1994 and references
therein). In include programmable automation
systems in PSA also quantitatively, more con-
sistent principles to use expert judgements and
other incomplete evidence on the reliability of
the systems in the evaluation of failure probabil-
ities should be developed and tested.

The identification of common cause failures of
programmable automation systems is a difficult
task, and it requires careful analysis of the re-
dundancy and diversity of multichannel systems.
Validated methodology for this kind of common
cause failure analysis is still missing. However,
when automation systems are licensed, their di-
versity and redundancy must be evaluated. This
creates a need for method development.
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4 CONCLUSIONS

Feasibility studies of two different groups of
methodologies for safety assessment of pro-
grammable automation systems has been execut-
ed at VTT in the AVV-project financed by STUK,
KTM and VTT. The studies concerned the dy-
namic testing methods and the fault tree (FT) and
failure mode and effects analysis (FMEA) meth-
ods. In order to get real experience in the appli-
cation of these methods, an experimental testing
of two realistic pilot systems were executed and
a FT/FMEA analysis of a programmable safety
function accomplished. The purpose of the stud-
ies was not to assess the object systems, but to
get experience in the application of methods and
assess their potentials and development needs.

The testing experiments clearly showed that the
proposed dynamic testing concept is feasible,
although a lot of development work still remains
to be done. The dynamic testing is an unavoida-
ble part of the validation effort of any program-
mable automation system important to the safe-
ty of the plant. It is clear that sufficient degree of
independence in the validation testing is a ne-
cessity. This study, however, does not take posi-
tion to what is independent enough, but it must
be considered by the licensing authority case by
case.

The most urgent development need is connected
to the comparison methods of the test object re-
sponse to the expected response predicted by the
logical model of the system. The experimental
testing showed that small deviations in respons-
es are almost inevitable even when both systems
(test object and model) behave as specified. More
intelligent comparison algorithms, which auto-
matically could classify the observed deviations
at least into two categories, important and mi-

nor, are therefore needed in order to minimize
the need of manual after-analysis of the results
and make the handling of large sets of test cases
possible.

The observed deviations also showed the impor-
tance of the selection of the base for the con-
struction of the logical model. As the aim of dy-
namic testing is to demonstrate that the target
system performs to its specification and meets
customer requirements (Abott 1992), the source
of the logical model should naturally be system
specification. Even better would be, if the logi-
cal model could be constructed on the bases of
system requirements. However, this is seldom
possible, because system requirements are typi-
cally too vague for creating an exact model. In
any case, logical model should act as require-
ments specification during dynamic testing.

The cause for selecting system requirements or
specification as a source for modelling is obvi-
ous (see Fig. 21). Faults are possibly introduced
into the system during its development, and it is
a well known fact that most of these faults are
generated during the early stages of the deve-
lopment process (see Hall et al. 1988, for in-
stance). Therefore, the further the source docu-
mentation for modelling is taken from the proc-
ess, the higher is the probability of faults in that
documentation. Of course, all of the faults that
already exist in the source documentation, will
remain undetected in dynamic testing. If a for-
mal specification should act as a basis for mod-
elling, then the target of testing would in fact be
the compiler that compiles the formal specifica-
tion to executable software. This kind of proceed-
ing would wreck most of the potential useful-
ness of dynamic testing.
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Figure 21. Selecting the proper source for logical modelling.

The common observation in both pilot cases was
that the systems did not behave as specified.
Abbot's definition for dynamic testing states that
"... the target system performs to its specifica-
tion... ". Neither of the pilot systems met this
claim. Somewhere in the development process-
es of the pilot systems new design decisions had
been made, which would also have influenced in
the specification. A typical example is input sig-
nal filtering that is implemented in both systems.
However, specifications had not been updated and
the deficiencies were revealed during testing. So
the cause to the misbehaviour is more in docu-
mentation practices than in the pilot systems. In
principle there should no obstacles to update the
specifications after new design or implementation
decisions have been made. It is therefore sug-
gested that the common practice of feedback from
later phases to earlier phases in the design proc-
ess could be brought into use in the development
of programmable automation systems.

From the point of view of the logical modelling
the two pilot systems were on one hand similar,
on the other hand very different. Both systems
were similar in their sequcntiality, in the sense

that the activities or functions of the systems were
executed in a specific order. The difference be-
tween the systems was in their complexity and
connections to real-time.

Sequentiality makes things easier in modelling,
compared to concurrence. As non-determinism
in systems increases along concurrence, it is in
some cases possible to avoid non-determinism
totally in sequential systems. Indeed, this is the
case with the ABB pilot system. The system con-
tains no concurrence, timers or history data that
might influence in system's response. At the same
time the system contains fairly simple algorithms
for calculating the APRM-values and comparing
them to limit values. Therefore, if the algorithms
are correctly implemented and tested — consid-
ering the presence of determinism in the func-
tional structure — it is moderate to assume that
the response of the system is also deterministic.
This also holds with the logical model. These
features also suggest that a fairly low amount of
test cases is enough for system certification. It
may even be questioned if the development of a
formal model is at all necessary in a case where
the target system shows strong determinism.
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However, SAG pilot system was a tougher prob-
lem regarding complexity and non-determinism.
The system is fairly large (perhaps best illustrat-
ed with the amount of fifty individual diagrams
of the model) and it contains history data (for
instance in PID-controllers) and timers. Thus the
response of the system depends clearly on the
previous internal state of the system resulting to
a potentially non-deterministic system. In prac-
tical certification this increases the total number
of test cases compared to a highly deterministic
system. Due to potential non-determinism in the
system — and in the logical model — it is also
reasonable to use more resources for modelling
and model validation.

The logical model has been a common problem
with dynamic testing. For instance, Nil's status
report on Sizewell B protection system software
(HSC 1993) mentions that in 90% of failed test
runs the cause of failure were the shortcomings
in the logical model. However, ReaGeniX meth-
od that was used in modelling, proved to be a
successful choice. All the features of the pilot
systems were easy to implement and validate and
the amount of work used for modelling was in
both cases reasonable. The general quality of the
logical models proved to be high enough. Mod-
els had to be updated during testing, but the rea-
son to faults was merely in the origins of the
models, i.e. in the specifications. No faults'in the
models were found due to mistakes in the mod-
elling process.

The ReaGeniX also proved to be an efficient tool
for the development of logical model in both cas-
es. The work effort for the development and val-
idation of the models varied between 1.5 and 2.5
man months. The execution of the test cases on
the logical model was tens of times faster than
real time and required a rather modest work ef-
fort.

The APROS simulation tool proved to be an ef-
ficient means for production of the test data. The
development of the pilot system model required
about one man-months effort by an inexperienced
user. For a real testing project it would be quite
easy to augment the APROS model library with
modules simulating the function modules of the

tested system. Thus the modelling would be even
easier and the APROS model also could serve to
produce the expected response of the test object.

One central question raised during the AVV-
project (but not actually handled in the project)
and needing further development work is the sta-
tistical estimation of the target system reliability
based on the test results. This includes the prin-
ciples of the selection and generation of test cas-
es as well as methods for interpreting the test re-
sults to achieve required statistical significance
in the reliability estimates.

The application of conventional reliability engi-
neering methods, such as fault tree analysis and
FMEA, in the evaluation of programmable auto-
mation systems was one topic of this project. The
methods were applied in a case study, in which a
programmable emergency function was analyzed.
The study concentrated on qualitative analysis
and the quantitative reliability estimation was left
outside the scope of the case study. The fault tree
analysis was used to decompose the system struc-
ture into smaller parts, the failures of which were
interpreted as the basic events of the fault tree.
The decomposition was made on the functional
level. FMEA was applied mainly to document
the basic events of the fault tree, although some
additional failure modes were also identified.

One conclusion from the case study is that it is
possible to make a fault tree model for pro-
grammable automation system, at least at the
preliminary level. The preliminary fault trees
describe the redundant channels of the automa-
tion system on a functional level, which is enough
for PSA purposes. However, the fault trees of
typical emergency functions including the pro-
grammable automation may be rather complicat-
ed and large. In any case, more experience from
modelling must be gained in order to evaluate
reliably the consistency of the modelling and the
resources needed in analyses.

The most important application area of fault tree
and FMEA is the plant specific PSA, where the
estimation of failure probabilities remains as a
problem. The experimental data from systems
tests and operational experiences is limited and
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one must use expert judgements, for which pur- developing PSA models which include also the
pose there is still needs for method development, models of programmable automation systems.
The fault tree and FMEA arc principally rclia- The most important result from FMEA and fault
bility engineering or PSA methods, and they arc tree analyses is the structured view upon the sys-
not originally intended for validation and vcrifi- tern, which is parallel to that of systems design
cation of software based systems. Since plant and other V&V methods. However, the role of
specific PSAs arc required in licensing of nuclc- PSA in V&V activities should be clarified and
ar power plants, these methods arc applied in made more explicit.
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THE TEST HARNESS EQUIPMENT APPENDIX A

The on-line part of the test environment, the test harness, is realized with
the following PC-equipment.

RACK ACQUIRE 320
19" standard rack
20 card slots
300 W power
2 cooling blowers

CPU card ASC-486/PT 24
33 MHz Intel DX
16 MB DRAM

SCSI-controller ADAPTEC AHA-1540

Display driver Diamond Stealth 24 ISA

Mass storage MICROPOLIS 2210 SCSI hard disk drive
1 056 MB (formatted) capacity
10 ms avg. seek time

WangDAT DDS-2 3300DX DAT Tape drive
1.2 GB/60m or 2.0 GB/90m (formatted) capacity

1.44 MB 3.5" diskette drive

For the connection of the test harness to the test object the system at present contains
the following equipment:

D/A-converters CONTEC ADC-80, 3 pcs
8 pcs analog output channels
bipolar ±5V, ±10V
unipolar 0-5V, 0-10V
current loop 4—20 mA
12 bit resolution
30 000 samples/s
setting time to ±LSB max 7ms
8 pcs TTL binary Inputs/Outputs, 5V

A/D-converters CONTEC AD12-16, 1 pc
16 pcs single ended or 8 pcs differential analog inputs
±10V, 0—10V
12 bit resolution
10 us conversion speed/channel
256 kWord FIFO
1 pc analog output
±5V, ±10&0—10V
12 bit resolution

Binary I/O CONTEC PIO-16/16TB
16 pcs opto-isolated TTL I/O
1 MS, 5V

For the moment the rack still has 12 card places vacant for further expansion of the connections to
the test object.
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