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SUMMARY

This report contains the text of a contribution to the proceedings of 'The
Clingendael Nuclear Non-Proliferation Workshop', September 8, 9 and 10,
1994, at the Netherlands Institute of International Relations 'Clingendael'.

Jn_this_paper-.i3FV- overview is given of the efforts to contain the nuclear
weapons proliferation during half a century of man-controlled nuclear fiss-
ion. An initial policy of denial did not work, a following period of cooper-
ation needed a gradual strengthening of international assurances on the
exclusively peaceful character of the flourishing use of nuclear techniques
for power generation and of other applications. The focus of the nuclear
weapon proliferation concern changed from the highly developed states to
developing states.

The Non-Proliferation Treaty laid the basis for a unique system of voluntar-
ily accepted international inspections to verify the peaceful use of nuclear
energy. The IAEA got the task to implement this 'Full Scope Safeguards'
on all nuclear material and all nuclear activities in the non-nuclear weapon
states. Thanks to the structure of the IAEA, in which both proponent and
states with a critical attitude take part in the decision making process on
the IAEA execution of its tasks, a balanced^and widely acceptable system
emerged.

International developments necessitated additional improvements of the
non-proliferation system. The increase of strength of sub-national groups
triggered international cooperation on physical protection, about a quarter
of a century ago. More recently, it appeared that NPT states with assumed
nuclear weapon ambitions operated in the margins between the interpreta-
tion of IAEA safeguards and the spirit and purpose of NPT. Improvements
of the IAEA safeguards and a stronger cooperation between states, includ-
ing the constraints which exporting states have imposed on nuclear supp-
lies, strengthen the safeguards system.

The important reductions in the two largest nuclear weapon arsenals lead,
together with the delay in the fast breeder implementation, to large stock-
piles of nuclear weapon usable materials. Also in this area new inter-
nationally credible assurances have to be obtained, that these materials will
never return to nuclear weapon applications. Also in this area of vertical
proliferation some proposals are discussed in the paper.
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1. INTRODUCTION

Great concern existed about the risks of horizontal proliferation after the
Second World War, and this concern was reflected in the Nuclear Non-Pro-
liferation Treaty of 1968 [1]. 'Full-scope safeguards' were called for in
the Treaty, to be implemented by the International Atomic Energy Agency
in Vienna, which had already been founded in 1957 [2]. This new task
'full-scope safeguards' put more emphasis on the general safeguards' task
of the IAEA, which is one of its functions in connection with its "regular"
technical mission of stimulating the safe application of nuclear energy for
civilian purposes all over the world. IAEA safeguards are based on the co-
operative attitude of the inspected states.

At the time the NPT was formulated, it was widely feared that some devel-
oped states would become nuclear-weapon states. The application of safe-
guards allayed those fears for many years. Nowadays some of the develop-
ing states have acquired enough nuclear technology to be considered seri-
ous nuclear-weapon threshold states. They appear, however, still to be
dependent on some technologically advanced special products from highly
advanced states. The international non-proliferation regime has been sup-
plemented with new measures like the Nuclear Suppliers Guidelines, con-
taining export restrictions and controls. IAEA safeguards, too, have had to
adapt to the drastic political and technical changes in the world.

About twenty-five years ago, the upsurge in hijacking of airplanes and
other acts of terror, together with two cases of theft of natural uranium,
stimulated attention for physical protection as a means to contain sub-nati-
onal proliferation. The IAEA played its role in a timely fashion, although it
has a limited mandate in this area.

Recent years have witnessed drastic reductions in nuclear-weapon arsenals,
from which large stockpiles of nuclear-weapon material are emerging. That
material will have to be kept under control for a long period, triggering
proposals for international control and safeguards' arrangements, for which,
it will be argued here, the International Plutonium Storage, as negotiated
about fifteen years ago, offers an acceptable model.

In sum, horizontal proliferation, sub-national proliferation, and vertical pro-
liferation are three aspects of the nuclear weapons' problem that the IAEA
can help to address. The process of strengthening the effectiveness of IAEA
safeguards has been getting more attention since the 1990 NPT review
conference. The revelations after the Gulf War stimulated this process
strongly. Major questions now are: what role will the member states of the
IAEA allow it to play in this context, and what improvements in IAEA safe-
guards are needed and acceptable?
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2. SAFEGUARDS AND THE NPT

According to the NPT, non-nuclear-weapon states have to accept IAEA
safeguards on all source and special fissionable material in all peaceful
nuclear activities of the state. The preamble of the NPT poses that parties
are: "to further the application ... of the principle of safeguarding effectively
the flow of source and special fissionable materials by use of instruments
and other techniques at certain strategic points". These two principles were
the basis for the modern full-scope safeguards' system of NPT safeguards,
that was formulated by negotiations in the IAEA Safeguards Committee
during 1970 and 1971, and published in IAEA document INFCIRC/153 in
1972 [3].

until the.end of the 1960s, the IAEA safeguards' system had developed
organically, and was in principle only covering a limited number of sub-
mitted nuclear activities, plants or amounts of nuclear or non-nuclear
material [4]. By focusing now on all nuclear material [5] in all
nuclear activities, no explicit proof of the "peaceful" use of installations,
equipment, or non-nuclear material was required, and an element of arbit-
rary judgment could be avoided. Material accountancy, recording in the
facility, and reporting to the IAEA, followed by regular inspection of the
correctness of the reporting, form the backbone of the IAEA safeguards'
system. Additional measures of containment and surveillance support the
conclusions on non-diversion of the nuclear material, based on independent
IAEA verification of the flows and physical inventories compared with the
book values of the state declarations. The Book Physical Inventory Differ-
ence (BPID), or as it is usually known, the Material Unaccounted For
(MtlF), is the main yardstick of the objective and rational system, as for-
malized in the safeguards' document INFCIRC/153. The declared receipts
and shipments of nuclear material have to match with the declarations of
the sending and receiving parties. The transports of nuclear material are
inspected also.

By concentrating on the nuclear material, the new system removed some
traditional concerns about industrial espionage. From the point of view of
nuclear weapons' proliferation, it was deemed sufficient, because the fabri-
cation of a nuclear weapon is impossible without weapons-grade nuclear
material, which was not freely available at all. It was further argued that all
other parts of a nuclear explosive device could be obtained on the open
market or produced without major technical problems [6].

Article II of the NPT commits non-nuclear-weapon states not to manufac-
ture or acquire nuclear weapons. IAEA safeguards mainly verify the
declared nuclear material and installations, and compliance with other
aspects of the NPT was not included in the scope of IAEA safeguards.
Nevertheless, in implementing its safeguards measures, the IAEA could not
exclude the existence of proscribed activities like the unreported production
of nuclear-weapon-usable material or the construction of a workshop for
the assembly of a nuclear explosive device, otherwise there would be no
need to apply safeguards.
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More than twenty years of safeguards' application have proven the success
of that limited approach. There is so much international interdependence
involved in the nuclear power generation of today, and such large commer-
cial interests are at stake, that no state has ever misused a real nuclear
power plant for the production of its first nuclear weapon. Military pro-
grams, by contrast, have stimulated development of nuclear technology for
peaceful purposes. Nuclear proliferation will be reversed, in a manner of
speaking, when nuclear material gained from the dismantlement of nuclear
weapons will be used in a civilian program, implying that it will be subject
to safeguards and finally be fissioned in nuclear power plants or research
reactors.

Experience over many years has showed that inspectors have on occasion
noticed suspect activities that suggested a violation of the NFT. Some
cases were resolved quietly, others remained a problem for a longer time.
Such cases were reported to the IAEA Board of Governors and in the
Annual Report to the General Conference of the IAEA. Present problems
with special inspections in North Korea demonstrate how strongly the appli-
cation of IAEA safeguards depends on the cooperation of the inspected
state. In any case the present situation leads to a clear political signal.
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3. INTERPRETATION OF VERIFICATION

The way in which the word verification is used in the safeguards' document
INFCIRC/153 suggests an overly restricted misinterpretation [7]. This is
particularly caused by Articles 28 and 29 [8]. These articles are men-
tioned in Part II of INFCIRC/153, which contains the technical specifications
of procedures for the application of safeguards. Hence it does not give a
comprehensive definition of obligations in connection with the NPT, it
merely defines the technical rules of the IAEA safeguards on the declared
nuclear activities. This should not be reversed to misinterpret that part of
the NPT verification as verification of all NPT obligations of the state.

A wider interpretation of the NPT obligations is defended in a thorough
study by George Bunn and Roland M. Timerbaev, two principal negotiators
of the text of the NPT [9]. The study argues that the safeguarding tasks
given to the IAEA under the NPT include ensuring that a state does not
take those distinctive steps in the development process, generally known
as "weaponization", that lead up to the actual assembly of a nuclear explo-
sive device or weapon. Possibilities for a wider interpretation of INFCIRC/
153 will be dealt with later on in this paper.

In a 1991 report on disarmament to the united Nations, the meaning of
verification has been directly related to the accepted Treaty obliga-
tions [10]. Verification is described as a process which establishes
whether state parties are complying with their obligations under an agreem-
ent. The process of verification consists of multiple steps which include
monitoring; collection of information relevant to obligations under arms
limitation and disarmament agreements; analysis of the information; and
reaching a judgment as to whether the specific terms of an agreement are
being met.

A wider acceptance of this understanding of verification will give more
body to the safeguards' activities of the IAEA. Such an interpretation
demands the IAEA also to come into action when a state prepares or deve-
lops nuclear activities which do not fit into the declared program of normal
civil activities. Or to state it more cooperatively: the IAEA should help to
remove all credible suspicions of nuclear weapon ambitions by adequate
inspections.
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4. IAEA SAFEGUARDS' IMPLEMENTATION

At the IAEA General Conference in September 1991, the Netherlands made
a statement on behalf of the European Community and its member states
with a set of proposals that could be implemented relatively quickly. The
measures included:
- an early submission of design information on new nuclear plants;
- the effective use by the IAEA of special inspections, including the use in

relation to undeclared nuclear facilities;
- setting up by the IAEA of a universal register of exports and imports of

sensitive nuclear equipment and verification of the safeguarded use of
that equipment;

- an obligation to declare all nuclear materials, including uranium ore
concentrate produced in the territory of the state;

- a notification to the IAEA Board of Governors for any application for
exemption of safeguards, before it is accepted.

The first two proposals were rapidly accepted by the IAEA Board of Gove-
rnors. However, agreement on the third issue was reached only after longer
discussions and modifications. The result is the "voluntary implementation
of the reporting scheme" agreed upon in February 1993. This third result
demonstrates, not only in wording but also in practice, that such agreement
of the IAEA Board is always based on consensus and sometimes many
compromises must be made. Truly universal adherence has not yet been
reached. Implementation of safeguards becomes increasingly complicated
by such voluntary options when they are not universally followed and
consequently the effectiveness of the measures deteriorates.

Other proposals to strengthen IAEA safeguards include taking into
consideration the openness and transparency of the inspected state,
reflected for instance in the rights of access for inspectors and the use of
additional information sources. The IAEA is evaluating a number of
measures and recommendations for improving the cost-effectiveness of its
safeguards' system. This evaluation is performed through a two-year
development program known as "Programme 93+2" [11]. The
program evaluates six specific areas:
- cost analysis of present safeguards' implementation;
- assessment of potential cost-saving measures;
- environmental monitoring techniques for safeguards' application;
- increased cooperation with State Systems of Accounting and Control;
- improved analysis of information on a state's nuclear activities;
- and enhanced safeguards' training.

Technical safeguards' aspects of this program are included later in this
chapter. The New Partnership Approach with EURATOM, by which the
IAEA is going to make more effective use of the results of this supra-nati-
onal safeguards' system of the European Union, has also to be mentioned
as a recent improvement in IAEA safeguards' efficiency.

The IAEA's Secretariat, which is employed as an international civil service,
is highly qualified and generally speaking has performed well [12]. Its
safeguards' personnel, in particular, has maintained a high technical pro-
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fessional level, in accordance with the rule from the Statute that prescribes
that in recruitment "efficiency, technical competence, and integrity" are to
be paramount, with geographical considerations secondary. It will be hard
put, however, to cope with a substantial increase in responsibilities and
tasks if it is not expanded and if the organization's financial means are not
bolstered. Particular attention should be given to the complications created
by the fact that staff are usually employed on short-term contracts. Hence
there are two disadvantages: there is continuously a relatively large fraction
of the personnel not yet experienced enough for the heavier tasks; and,
secondly, there is not enough experienced personnel for the more compli-
cated tasks. This is, for instance, reflected in long-outstanding facility at-
tachments that define the agreed plant specific rules of the safeguards'
implementation for each nuclear facility. '
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5. SAFEGUARDS AND COOPERATION

After 1945, the dual-use potential of nuclear energy was clearly recognized,
and international policies were developed to promote its use for civilian
purposes but at the same time strongly discourage and preferably prevent
its use for military ends. Shortly after the Second World War, the united
Nations discussed the establishment of a central authority which should
administer all uses of nuclear energy. That initiative, known as the Baruch
Plan, failed. In the first eleven years of man-controlled fission, technological
information was kept secret and severe constraints were imposed on the
international trade of nuclear material and equipment. Nevertheless, the
Netherlands and Norway successfully developed their nuclear technology
and started a reactor on July 30 1951 in Kjeller, Norway, at an open scien-
tific centre. There were similar developments world-wide, proving that
secrecy of information is not a suitable instrument to ensure non-
proliferation of nuclear technology. On the contrary, it led to an increase in
independent nuclear activities, which represented a proliferation risk as
illustrated by the development of "peaceful nuclear explosions" (PNEs)
which were considered acceptable - even the NPT has an article that deals
with them. PNEs were included in the Tlatelolco Treaty, and India tested a
"peaceful nuclear explosive device" in 1974.

President Eisenhower's famous "Atoms for Peace" speech of December 8
1953 marked a turning point. Bilateral and international peaceful nuclear
cooperation started under strict non-proliferation conditions. At first, safe-
guards were implemented by the United States, but they were soon de-
legated to the international organizations EURATOM and the IAEA.

The IAEA was founded in 1957 on the authority of the united Nations as an
autonomous intergovernmental organization. Its task is to further the use of
atomic energy for peaceful purposes and to ensure at the same time that
atomic energy would not be misused for military purposes. Hence, from the
beginning, it had a safeguarding task, embedded in the wider scope of
peaceful applications of nuclear energy [13]. Safeguards developed as
a specialist vocation, strongly supported by technical developments in
measurement and monitoring techniques. From the NPT stems the
formalization of full-scope safeguards in INFCIRC/153, followed by a wide
application. This stimulated the technical development of safeguards
instrumentation and the continuation of the basic systematic analysis of the
integration of all safeguards measures towards an objective, rational and
formalized system of assessment and evaluation, followed by annually
reporting to the IAEA Board of Governors and the General Conference of
the IAEA. Several other verification organisations have been proposed, but
today still, the IAEA is worldwide the only "existing international verification
organization" [12].

ECN-RX-95-005 15
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6. SAFEGUARDS' ACCEPTANCE

The safeguards' activities of the IAEA (and, within the European union, by
the supra-national organization EURATOM) are aimed at internationally
acceptable assurances. The scope of these assurances is necessarily
limited to the peaceful use of the inspected nuclear activities, which
therefore have to be declared. Only recently improvements in the IAEA
safeguards are made to assure the completeness of the declarations by the
state. The effectiveness of safeguards, moreover, depends on the
cooperation of individual states. Existing budgets, availability of manpower
with special skills, and limitations of the authority to verify circumscribe the
application of technical safeguards further.

Acceptance of safeguards in the nuclear field may be strengthened by veri-
fication systems that were recently created in other areas. Thus, the
strength of the EURATOM safeguards' system is enhanced by political and
economical ties enforced through the Maastricht treaty. The 1992 Chemical
Weapons Convention (CWC) contains new approaches to inspections. The
same goes for the Treaty on Conventional Armed Forces in Europe and the
Treaty on Open Skies. These Treaties offer opportunities for new
approaches to the verification of nuclear non-proliferation [14]. It is
possible that when these new approaches become internationally accepta-
ble, states that have not yet ratified any, or all, of the existing Treaties will
be persuaded. But such developments depend at least partially on the de-
velopment of verification techniques.

Before the application of IAEA safeguards in states that acceded to the
NPT can become effective, a special safeguards' agreement has to be
concluded between the IAEA and the "client" state or group of states.
When safeguards are challenged, or suspicion of Treaty violation cannot be
removed, the IAEA can request access for a special inspection. However, if
the state refuses, the IAEA cannot directly enforce access to suspect
installations or impose sanctions. For important decisions in this context,
the IAEA is, first of all, dependent on the political support of its Board of
Governors and its General Conference. In these bodies not only safeguards'
proponents, but also members, including non-NPT members, who view
safeguards differently, participate in the decision-making process [15].
In the final stage, however, the IAEA reports on violations to the united
Nations Security Council, which, by its Charter, has the means to compel a
non-nuclear-weapon state to accept IAEA safeguards' inspections or, if
necessary, to invoke appropriate sanctions.

ECN-RX--95-005 17
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7. HORIZONTAL PROLIFERATION

7.1 Nuclear activities in international cooperation

Total energy consumption in the world will grow rapidly because of the
continuous growth of world population. At the same time, the largest share
of the substantial economic growth will take place in developing states,
especially in South-East Asia. These developments will also stimulate
energy demands [16]. At the 1992 World Energy Conference, no clear
statements were made regarding the share of nuclear power in the total
energy production of the states. All energy resources, however, including
nuclear energy, must be developed in view of the "minimal regret" strategy
in relation to the C02 problem and its far-reaching consequences. The de-
veloped states are best equipped to support a sustainable growth by the
controlled use of nuclear energy. But the right to an equal share of the
development cannot simply be denied to developing states. This again
raises the dual-use dilemma of nuclear energy.

The International Fuel Cycle Evaluation, a world-wide technical study, con-
cluded in 1979 that there is no technical way of solving the proliferation
problem. Some nuclear fuel-cycles are more, others less attractive for a
state with weapon aspirations. But starting a nuclear-weapons' production
program is essentially a political decision by governments [17]. And if
sufficient resources are available locally, nuclear weaponization cannot
easily be stopped from the outside. IAEA safeguards, however, have to
detect such developments if the peaceful nuclear fuel-cycle is misused.

Spectacular improvements in safeguarding the commercial nuclear fuel-
cycle have been achieved, particularly in safeguarding plants using the
sensitive technologies of enrichment, reprocessing and plutonium contain-
ing mixed-oxide fuel fabrication [18]. These improvements were stimu-
lated by commercial interest in these plants and by the international inter-
dependence of both the technology and the commercial operations. In
particular the multinational cooperation of organizations like Eurodif and in
Urenco are actually realizations of the idea of regional fuel-cycle
centers [19].

During the past two decades, controls and restrictions on sensitive exports
have been added to safeguards as technical means to prevent proliferation,
particularly by the adoption of the Zangger list [20], and the recently
reviewed Nuclear Suppliers Guidelines [21]. According to these
Guidelines, exports of nuclear material and other specific material, equip-
ment, or technology to non-nuclear-weapon states are to be subject to full-
scope safeguards and the application of minimum levels of physical protec-
tion in the receiving state [22]. This is politically sufficient to ensure
that the supply of nuclear material and of other specific material, equip-
ment or technology is protected against the risks of horizontal proliferation
and against possible terrorist attacks by sub-national groups.

It is to be hoped that, apart from commercial interests, political concern in
the nuclear fuel-cycle will also continue to support financially the good
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record on security and safeguards of the nuclear fuel-cycle. A prolonged
lowering in the commercial demand for civilian nuclear services and
materials like plutonium may otherwise discourage privatized industry to
maintain, in the long run, the necessary high standards of control.

7.2 International credibility based on openness

The IAEA regularly publishes its safeguards' inspection results [23].
Evaluations of declarations and verification results are documented, and
the inspectorate has published its criteria [24]. The IAEA also publishes-
the list of inspected facilities in its Annual Reports. Its safeguards' effec-

tiveness assessment (a priori) and evaluation (a posteriori) are performed
by the organization's own staff with input and support from the General
Conference, the Board of Governors, the Standing Advisory Group on Safe-
guards Implementation, member state Support Programs, and Consultants
and Advisory Groups [25]. Member states participating in these groups
get a detailed insight into the technical aspects of the safeguards' implem-
entation.

States can also judge the professional performance of the IAEA inspectors
in the state, by exercising their right to accompany them. The exchange of
information among the different groups helps member states to define their
support work according to the needs, and also to provide information on
developments to the IAEA informally. It is important that both the IAEA
and the member states provide the required monetary resources for this
exchange of information. Also, the normal exchange of scientific informa-
tion through publications, symposia and the personal contacts at interna-
tional meetings must not be neglected. All of these activities are required to
keep the scientific experience regarding safeguards up to date. There is a
continuous need for optimization by new techniques, which csn help to
achieve formalized, objective and, if possible, quantified results [26],
Safeguards are designed to build confidence in the peaceful use of nuclear
energy. The confidence results from a process in which the sometimes
opposing, or at least mistrusting, parties get acquainted and gradually learn
to trust one another. Thus the sharing of the benefits of nuclear power
between states, helped by the IAEA as intermediary, has contributed to the
struggle against horizontal proliferation. In this process the IAEA safeguards
played the leading part, unfortunately, the continually re-emerging distrust
in the protection of confidential information by the IAEA, and states' unjus-
tified fears of being exposed openly in the annual safeguards' reports
threatens transparency and the stability of the system.
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8. SÜB-NATIONAL PROLIFERATION

8.1 An international norm for physical protection

In the united States, safeguards normally include physical protection. In the
European tradition this is seen as a separate subject. The protection of
nuclear material and nuclear installations against unauthorized actions is
the prerogative of sovereign states. Therefore, a distinction has been made
between physical protection as an element of "national safeguards", and
the "international safeguards" of the IAEA.

The IAEA has regularly convened meetings on physical protection with
experts from member states who drew up the IAEA guidelines for the phy-
sical protection of nuclear material. The IAEA first published these
guidelines in June 1972. Later that year, a terrorist attack on Israeli partici-
pants in the Olympic Games in Munich triggered international public awa-
reness of the dangers of terrorism.

The IAEA guidelines have been reviewed and adapted according to the
experience gained and the increasing needs for improved physical protect-
ion [27]. The guidelines set the international norm for physical protec-
tion in bilateral arrangements between states and in national regulations. A
proposal to include radioactive sources in the physical protection guidelines
was rejected, so for radioactive sources, the existing regulations on handl-
ing dangerous goods should be more appropriate, in view of the generic
difference between the comprehensive set of rules and regulations control-
ling the handling of nuclear material, and the necessity to formulate com-
parable rules for all aspects of the control of these (in toxicity respects
much more) dangerous goods.

8.2 International cooperation on physical protection

Recent years, however, have witnessed several cases of irresponsible traf-
ficking in quite strong radioactive sources, creating radiation hazards for
innocent bystanders. In some states the general public is insufficiently pro-
tected against such dangers. Investigation of the origin of the radioactive
material and measures to avoid recurrence should have been undertaken,
but at the time of writing little is publicly known about these cases, the
necessary follow-up and preventive countermeasures. The incidents can be
seen as harbingers of more criminal business involving relevant amounts of
weapons-grade material.
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After 1972, the importance of a Convention on the Physical Protection of
Nuclear Material, to establish cooperation for international transport of
nuclear material, was pointed out repeatedly. Between October 1977 and
October 1979, government representatives discussed and proposed the
final text of the Convention [28]. The Convention addresses interna-
tional cooperation in physical protection for civil nuclear installations.
Specifically, it deals with physical protection issues related to international
transport of nuclear material and legal issues involving attacks on civil
nuclear activities. The Convention constitutes the highest level of interna-
tional regulations for physical protection that could be agreed upon at that
time. It has never been possible to extend at least its cooperation aspects
to nuclear material for military applications. That such an extension would
be sensible, however, was illustrated some two years ago, when small
quantities of plutonium, incorporated in detectors for chemical warfare,
were discovered in a hotel lobby. This was probably the first time that an
attempt to sell plutonium of military origin on the black market was disc-
overed. The catch of quantities of more than 1 gram of plutonium in Ger-
many during the summer of 1994 also proved the deficiencies of physical
protection measures in some states. These cases, moreover, show that the
NPT safeguards' premise, that nuclear weapons-grade material is not avail-
able, is going to erode.

How soon will it be possible to adapt the non-proliferation strategy to this
new fact of life, and what has to be done in that area? This strongly
depends upon a thorough investigation of the discovered cases and a
proper assessment of the possibility that more have occurred.

8.3 Improvement of credibility in physical protection

There is still no possibility for independent international verification of the
level required for physical protection. Sovereign states make their own
assessment of the probable threat and scrutinize the adequacy of their phy-
sical protection measures. This is the basis for the international assurance
of adequate physical protection measures by these states. Bilateral and
multilateral cooperation on this sensitive subject exists, but in normal cir-
cumstances it is not referred to openly. The findings of high-quality nuclear
material in 1994 undermine international confidence in the system solely
based on national physical protection.

This unsatisfactory state of affairs should be changed. Progress in interna-
tional cooperation concerning the safety of civil nuclear installations may
serve as an example. In the past, states considered regulations for nuclear
safety as being the responsibility of governments. After the Chernobyl ac-
cident, however, attitudes have changed: many states have invited IAEA
safety teams to visit and advise them on the safety of their nuclear power
plants. At the IAEA 1994 General Conference on Tuesday September 20,
the Convention on Nuclear Safety was opened by the Director General for
signature. By signing the convention, states oblige themselves to meet
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agreed international standards of nuclear safety and to report on the safety
performance achieved.

The issue of physical protection is urgent. Unauthorized removal or misuse
of nuclear material is of significance in the context of proliferation by
states, and may even become a threat in civil war. It becomes conceivable
that the civilized world will have to face more complex proliferation risks,
involving activities of sub-national groups which may have international
consequences. Their objective is most probably limited to a credible
nuclear threat. Various forms of harmful collaboration aimed at nuclear
proliferation may occur, between sub-national groups, and even between
states or a state and a sub-national group. This means that the subjects of
the three sections - physical protection, horizontal proliferation and vertical
proliferation - can no longer be treated completely separately.
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9. VERTICAL PROLIFERATION

9.1 Nuclear disarmament

The former Soviet leader Gorbachev and CIS President Reagan agreed that
"a nuclear war cannot be won and must never be fought" [29]. They
started a nuclear disarmament process which requires careful control of
both nuclear and non-nuclear components. In the first proposals for con-
trolling the stockpiles of fissile material from these nuclear weapons, a 10
per cent uncertainty has been accepted as reasonable. Since the united
States and Russia still possess large numbers of nuclear weapons, the ag-
reement on this high value of relative uncertainty may be considered jus-
tified as it helps avoid too large and probably unnecessary safeguards'
expenses. The arrangement, however, introduces another discriminatory
element in the relationship between the nuclear haves and the nuclear
have-nots, as the latter have to accept lower uncertainty values. This
becomes even more important when both have to prove they do not pro-
duce nuclear weapons.

As part of its non-proliferation policy, the Clinton administration plans to
make the excess highly-enriched uranium (HEU) and plutonium from CIS
weapons subject to the CIS-IAEA Voluntary Safeguards' Agree-
ment [30]. A disadvantage of this agreement is the existence of the
right to withdraw nuclear material from the safeguarded inventory. In his
policy statement to the united Nations General Assembly of 1993, howe-
ver, President Clinton indicated that the material should be removed per-
manently from military use. This would put the American policy in line with
the draft of the International Plutonium Storage (IPS) system, which pro-
vides for permanent safeguards even after material has been withdrawn
from IPS custody. The CIS has proposed to allow IAEA inspectors to view
the weapon's nuclear components stored at the Department of Energy's
Pantex facility near Amarillo, Texas, but under the condition that methods
are developed by which the IAEA can credibly verify the nuclear material
while sensitive weapons' design information is still protected.

In addition, the Americans have also advocated a multilateral convention
prohibiting the production of HECI or the separation of plutonium for
nuclear weapons (cut-off). The united States will seek broad multilateral
support for its approaches, but "will be prepared to act unilaterally when
necessary".

The dismantlement of nuclear weapons will take many decades. High-qual-
ity fissile material will become available for reutilization in civilian nuclear
activities, and, arguably, destruction by fission for commercial purposes is
the only responsible way to deal with the material. Perhaps President Clin-
ton's remark at the CIN General Assembly that the released plutonium
should not be stockpiled for a long term, may be seen in this con-
text [31]. As a result of nuclear disarmament, large stockpiles of
weapons-grade material will be created that have to be protected and safe-
guarded for a long time.
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9.2 Highly enriched uranium from dismantlement

The united States has agreed with Russia to buy low-enriched uranium
produced by the Russians from 500 tonnes of HEÜ out of the former Soviet
nuclear-weapon program. Initially, annual conversion will consume 10
tonnes of HECi; after five years, this is to be increased to 30 tonnes of HECI
each year. The present CIS nuclear weapon complex will contain at least
250 tonnes of HEÜ. In total the united States produced 994 tonnes of HECJ
between 1940 and 1992 [32]. Commercial use of all this HECI from
dismantled weapons will distort market conditions if conversion and utiliz-
ation are speeded up. The 500 tonnes of Russian HEU, for instance, corre-
spond with three times the annual world demand for low-enriched uranium.
Moreover, the Russian/CIS deal for HECI pitches the price of the resultant
low-enriched uranium at just below market prices.

Part of the American HECI is consumed by the naval propulsion reactors
and research reactors in the united States and abroad. The CIS administrat-
ion, however, propagates the reduction of the level of enrichment in fuel for
research reactors, as part of its non-proliferation policy. This particular
policy is counter-productive for two reasons.

For one thing, a small number of (not yet internationally safeguarded CIS
research reactors and) well-safeguarded research reactors outside the
united States needs highly enriched fuel for advanced research and for the
production of radioactive sources for medical applications [33].

Moreover, as insiders have pointed out, the imposed limit between low and
highly enriched uranium of 20 per cent enrichment is quite arbitrary. In the
lower-enriched fuel more plutonium is formed in small but worrisome
amounts. This last point will cause unnecessary extra problems with
transport, handling, and recycling or disposal regulations for the irradiated
nuclear material.

9.3 Plutonium from dismantlement

Fission of plutonium (and the same applies to HECI) will at least result in
24,000 kWh of heat per gram of material fissioned. This physical fact
should render the material commercially attractive, if the societal de-
velopment around the nuclear fuel-cycle allows its use. Plutonium destruc-
tion in existing reactors or specially designed fast reactors will anyhow
change the separated plutonium into spent fuel with a fresh amount of
fission products. As long as it can be seen as a valuable energy source, the
nuclear material will be kept in the commercial fuel cycle and under
adequate safeguards and physical protection. If, on the contrary, plutonium
is considered as waste, there is no economic incentive to invest in its fur-
ther protection and safeguards. The logic consequence of the positive atti-
tude of Russia and the negative attitude of the United States of the further
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use of plutonium makes it impossible to conclude an agreement on Rus-
sia's weapon plutonium in the same way as has been done for the HEÜ. In
any scenario, however, the interim storage of this nuclear material from the
weapon program will be necessary for a long time [34].

Recycling and disposal indeed present new problems in the context of
large-scale nuclear disarmament. A recent study of proposals to dispose of
the expected large quantities of weapons-grade plutonium recommends
fixing it together with highly radioactive waste in glass for final geological
disposal [35]. This proposal neglects some facts of life. Radioactive fis-
sion products are decaying relatively rapidly compared to plutonium. The
radiation shield by which the fission products protect the plutonium
decreases accordingly, which means that the plutonium becomes increas-
ingly accessible again over the years.

The problem of final disposal of radioactive waste has not yet been solved
at all. Today's plans are all aimed at retrievable storage. One outstanding
objection against final disposal is the long half-life of alpha-emitting nucli-
des like plutonium. But in the case of retrievable storage, the stored pluto-
nium also becomes increasingly problematic from a proliferation point of
view. Its total quantity will not be easily verifiable anymore, as it is mixed
together with decaying fission products. If no commercial use is found for
this dangerous material, it will probably not get the necessary safeguard
attention.

9.4 Plutonium and sustainability

From a perspective of long-term storage feasibilities, then, the CIS policy to
try to convince other states to stop commercial reprocessing is counter-
productive. Free development of the peaceful fuel cycle under strict non-
proliferation conditions should be maintained, for reasons of principle and
non-proliferation practice. CIS scientists have taught others how to
reprocess, and strong efforts have been made to perform reprocessing
activities in a safe and demonstrably peaceful way, fitting into a reliable
MOX fuel-cycle for light-water reactors and more fast-breeder reactors in
the future.

Recycling plutonium and low-enriched uranium after reprocessing repre-
sents a prudent use of the world's natural resources based on an environ-
mental objective to minimize the production of waste. Recycling is prefer-
red in all other areas of industrial enterprise for reasons of environmental
conservation. By continuing the reprocessing option, it will be possible to
produce for each fissioned atom on average one new fissionable atom out
of the abundantly available fertile materials 23BU or a2Th. It was with that
sustainability perspective that all efforts to develop the civil nuclear-power
cycle have been made, without that perspective the total amount of fission-
able uranium in the world that could reasonably be explored would not
have justified the large efforts invested.

From a non-proliferation point of view, reprocessing and enrichment are
best organized in an international setting. International commercial and
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technical interdependence and the creation of multinationals like Eurodif
and CIrenco in the nuclear fuel-cycle have stabilized the proliferation risks
of the large-scale application of the sensitive technologies, reprocessing
and enrichment.

9.5 Approaching total nuclear disarmament

If and when total disarmament is approached, the uncertainty value
accepted for safeguards will have to be carefully revised. Inspections of the
civil fuel-cycle of nuclear-weapon states must be performed in order to
deter, or detect with timeliness, secret fabrication of nuclear-weapons'
material. These inspections can be organized along the procedures of the
Chemical Weapons Convention, or full-scope safeguards can be invoked.
Since "denuclearized" states will continue to have an appreciable weapons
technology, it may be necessary to revise the IAEA safeguards' criteria
regarding timeliness and significant quantities. This may still be a remote
problem, but that should not keep us from considering ways and means to
address it [36].

And the IAEA again has relevant experience to offer, as it has already been
active in helping to install a safeguards' system in states that have volun-
tarily abandoned their weapons' programs. The application of full-scope
safeguards in denuclearizing states serves a clear purpose. Moreover, it will
take away one galling form of discrimination in the NPT, which has been
used against the Treaty by its antagonists. Gradually building up the syst-
em, and adjusting it to the situation within the IAEA international consen-
sus structure, will not, however, be an easy task.

Finally, it must be stressed that adequate measures are still needed in order
to be sure that nuclear weapons or their components do not disappear and
end up in the hands of unauthorized users. In the civil fuel-cycle, advanced
safeguards and physical protection equipment are available. Similar tech-
niques and measures should be applied for all military nuclear material, not
only in the five official nuclear-weapon states, but everywhere where more
than minute quantities of civil or military weapon-usable nuclear material
are present.
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10.1 Improvement for uranium ore-concentrate

Following the Gulf War, the disclosure of a large electromagnetic uranium
enrichment program in Iraq made clear that the misuse of natural uranium
can also lie at the basis of a weaponization endeavour. Safeguards' inspec-
tors and the IAEA could have been well aware of the acquisition and pro-
duction of natural uranium in Iraq, but it seems that the point had been
neglected for many years. The interpretation of the safeguards' rules for
that part of the fuel cycle needs to be revised [37].

INFCIRC/153 Article 34 states that natural uranium has to be placed under
full-scope safeguards when the material has reached a composition and
purity suitable for fuel fabrication or for being isotopically enriched, and
leaves the plant or the process stage in which it has been produced. The
article also mentions that reporting on imports and exports of natural ura-
nium is not required if the material is exported or imported for specifically
non-nuclear purposes. The word specifically, however, implies that some-
thing has to be specified. It had generally been accepted that under the
NPT a state is not obliged to report the indigenous production of natural
uranium, including its non-nuclear use. The text of Article 34 only suggests
that there is nuclear material "subject to safeguards" which lingers before
the "starting point" when "the nuclear material shall become subject to the
other safeguards' procedures specified in the Agreement". If no obligation
is attached to the material it can be used freely for any unknown purpose.

Technically it is, one must assume, possible to use nuclear material in an
illicit nuclear-weapon program before it reaches the conditions of the gen-
erally accepted "starting point of safeguards". The Smyth Report, which
covers developments between 1940 and 1945 [38], hints at the am-
biguity introduced by the definition of "starting point". The first reactor by
E. Fermi was made critical by using a large amount of "old-pressed ura-
nium oxide powder. This material probably did not meet the high technical
specifications of today's fuel fabrication. New types of reactor fuel, and new
processes for enriching uranium, will probably use other compounds of
uranium, or they can tolerate unusual levels of impurities. These are all
characteristics that are difficult to verify by inspectors.

During recent decades various new techniques for isotope separation have
been investigated and more or less successfully applied (to name a few:
gas-centrifuge, nozzle, stationary wall centrifuge, plasma centrifuge, laser,
chemical separation, chemical reaction by isotope selective laser activati-
on). The non-nuclear use of uranium metal has also been developed, for
example as radiation shielding, or as counter-weight, and in particular for
military purposes as armoring and as armor-penetrating ammunition.

The enrichment route to a nuclear weapon is made more attractive by this
evolution. Under the present IAEA practice, unsafeguarded natural uranium
can be introduced in an unknown and covert enrichment process without
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being noticed. Obviously, this implies a major proliferation risk, particularly
if highly enriched material can be converted to the metal pieces of a
nuclear weapon in a military plant that is normally used to making ammu-
nition that contains uranium. Sometimes reality surpasses fantasy. Several
nuclear-threshold states have investigated and some succeeded in their
nuclear-weapon ambition by using uranium enrichment. It might therefore
be prudent if the IAEA gives a positive interpretation to the concept
"subject to safeguards" that also applies before "the nuclear material shall
become subject to the other safeguards' procedures specified in the Agree-
ment".

Arguably, then, a full reporting obligation should be introduced on all natu-
ral uranium ore concentrate produced or imported, and a right of the IAEA
to inspect this. This does not imply the full application of safeguards as
defined in 1NFCIRC/153 for the more important categories of nuclear
material. The system could be quite effective if it follows the same practice
as EURATOM does for these materials.

In the EURATOM safeguards' system the producers of uranium ore concen-
trates have to keep account of their production and despatches, and to
report annually [39]. For the IAEA situation an estimation of the
involved manpower expected can be derived from the EURATOM experi-
ence which has been published regularly [40]. It has been roughly esti-
mated on the basis of EURATOM experience, that for all installations in the
world the annual IAEA workload for safeguarding uranium ore concentrate
shall on average amount to less than 80 man-days of inspection. The in-
spection right does not imply the need for a full annual coverage by inspec-
tions, but allows for a random sampling approach.

If the IAEA adopts the interpretation that states must submit all nuclear
material to safeguards, including reports on all natural uranium ore concen-
trate that has left the mining and milling stage, and if, consequently, the
IAEA has the right to verify the correctness of these reports, the Agency is
in a better shape to detect this earliest stage of a weapon acquisition route.
Mining and ore concentration generate large quantities of radioactive
wastes. These operations might therefore give additional opportunity for
detection, for example by aerial survey or by environmental sampling, if the
subjected state allows the use of these detection methods. If universal ad-
herence can be reached by a voluntarily accepted obligation to report on
all exports and imports of natural uranium and all indigenous production
irrespective of use, there remains little chance that undeclared attempts to
acquire natural uranium would remain unnoticed.

The type of reduced safeguards' verification described here could also be
applied to all nuclear material with low strategic value which is present in
large amounts in the fuel cycle, such as natural or unirradiated low-
enriched uranium reactor fuel. Under this system, no very detailed extra
reporting and inspection burdens on large-size mining and milling activities
are necessary. The efficiency of this verification can be improved by using
additionally free gathering of information, as is applied, for instance, by
checking the OPEC member states' oil production levels.
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10.2 Improvement for undeclared nuclear activities

10.2.1 Special inspections

One of the arguments in the preceding chapter was that the IAEA safe-
guards pursuant to the NPT should cover all nuclear material in all nuclear
activities in the non-nuclear-weapon states. Consequently, the declarations
of the states have to be complete and the IAEA has the right and obligation
to verify this completeness. If suspicion remains, the provision of INFCIRC/
153 on special inspections can be applied to discover "undeclared" activ-
ities or facilities. These inspections are prescribed if the IAEA concludes
that information received is not adequate to allow it to fulfil its responsibili-
ties. The IAEA had until recently never invoked this part of the safeguards'
rules. Now, however, its Board has underscored this right, in the under-
standing that the "special inspection" option will be used only in very rare
occasions.

Implementation of special inspections depends very much on the cooper-
ation of the inspected state, as the recent case of North Korea painfully
shows. In some other cases where suspicions were raised, the states them-
selves invited "visits" by IAEA officials to remove suspicion. However desir-
able, such "visits" can never replace a proper special inspection.

10.2.2 Environmental monitoring

After the Gulf War the united Nations Security Council adopted Resolution
687, giving unprecedented rights to IAEA personnel working in the frame-
work of the United Nations Special Committee (CJNSCOM) to deny Iraq any
capability that could be used to develop nuclear weapons. Subsequently,
the IAEA was asked to develop a plan for future ongoing monitoring and
verification of Iraq's compliance with its obligations [41]. This plan
includes the application of environmental monitoring techniques to sedi-
ments and waterways. The IAEA convened a consultants' group meeting
on environmental monitoring in 1993. One of its conclusions was that "the
use of a structured environmental sampling program as part of routine
safeguards' inspection activities has the potential to provide a cost-effective
and valuable source of information..." [42] The detection of signs of
enrichment or reprocessing is unlikely to provide unambiguous
identification of such an undeclared activity. It would, however, focus IAEA
attention on particular sites or countries and trigger further investigations.
The report also acknowledges that the success of a long-range monitoring
program would be improved if supplementary information (for example,
supplied by member states) is taken into account.

The expectation that a cost-effective technique can be developed to decide
with more confidence that safeguards coverage in a state is complete, may
drastically change the general approach to safeguards. It is, for instance,
unlikely that a state without a reprocessing capability will try to produce
nuclear weapons by diverting irradiated fuel. Safeguards can be adapted to
the character of a state's capabilities [43].
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For environmental sampling techniques it is necessary to know what to
look for, to sample with careful precautions, and to apply sophisticated
analytical techniques. The evaluation should beware of false alarms that
could easily discredit outcomes. The environmental sampling techniques
have to deal with quite a spectrum of innocent background radiation. The
presence of declared nuclear activities will generate particularly higher
backgrounds which render long-range detection impossible, even by mea-
surements of nuclear material. Inspectors have to be allowed more intrusive
access rights at facilities if the system is to work demonstrably. In the
earlier mentioned IAEA safeguards' development, Program 93 + 2, tests are
performed which aim particularly at short-range applications.

10.3 Diversion routes

Basically, two different routes are available to start an autonomous nuclear-
weapon program: the enrichment route and the reactor route. Both have to
be checked.

10.3.1 The undeclared enrichment route

The enrichment route to a nuclear weapon is short, but very demanding
technically. The enrichment plant is currently the only potential "unde-
clared" stage before weapons' production. Conversion of highly-enriched
uranium into metal pieces can be concealed in a military plant where
nuclear material is customarily used for non-nuclear weapon use, or where
an otherwise limited quantity of nuclear material is exempted from
safeguards. Legal possibilities are the arrangement of temporary non-
application of safeguards for military use, according to Article 14 of
INFCIRC/153, or an exemption of a limited amount of nuclear material
according to Article 37. Depleted or natural uranium can be used in the
fabrication of armoring and as armor-penetrating ammunition. Highly
enriched uranium is in use for the fabrication of fuel for military ship
propulsion. If that happens in a safeguarded non-nuclear weapon state,
IAEA safeguards should assure that the temporary non-application of
safeguards applies only to the finished product of sealed and identified fuel
bundles.

For the production of the first explosive device of simple design, a mini-
mum of 25 kg of 235U contained in highly-enriched uranium is assumed to
be required. For safeguards this amount is called the significant quantity.
This corresponds with about 5 tonnes of natural uranium as source
material, which can easily be stored in a single large transport container.
An enrichment capacity of about 5 tonnes separative work is needed.

It is assumed that infra-red satellite observation has a detection limit of a
local energy emission of a few megawatts. The energy needed for the aero-
dynamic and the diffusion enrichment process are nearly equal. Production
by these processes of a significant amount of 235CJ in one year would entail
about 12 GWh, or a steady power of 1.4 MW during the whole year. For
centrifuge enrichment much less energy is needed: 0.3 GWh, or 35 kW
continuously during one year. The last power level, the equivalent of a
running car engine, will not attract particular attention.

32 ECN-RX--95-005



Improving IAEA safeguards

In the form of uranium hexafluoride (CJF6) the nuclear material involved
produces in total about 0.5 xlO6 neutrons per second. It has been assessed
that against the natural background at sea level, neutron detection of the
CIF6 tails, and product is possible at distances of up to about 100
meters [44]. The conditions for this are that no shielding is applied,
and efficient neutron detectors are used. Concealment can be achieved by
using small batches of CIF6 and the application of shielding. Comparable
results were reported about an experiment to detect nuclear
weapons [45]. A neutron background from declared nuclear activities
nearby will render the detection possibilities very low when direct inspection
access, near to the CIF6-containing equipment, is denied.

If access is obtained to bulk amounts of CJF6, a gamma-spectrum measure-
ment can give an assessment of the degree of enrichment by the enrich-
ment-meter approach, while neutron measurements can give a rough esti-
mate of the amount of (JF6 involved.

For detection by environmental sampling, relatively few possibilities exist,
uranium as such is normally present in the environment. The chemical
conversion processes can be hidden in legitimately non-safeguarded activ-
ities that apply similar chemical reactants. The annual emission of UF6 of a
1,000 tonne SW/a centrifuge plant is estimated to be less than 25 grams of
uranium. There is an environmental background of natural uranium that
further reduces the insignificant chance for detection of deviating isotopic
composition. Only if some small representative samples could be obtained,
is high-performance mass spectrometry capable of detecting small devi-
ations in isotopic composition [46]. Such deviations have been used to
trace differences in the origin of the material, caused by differences in natu-
ral isotopic fractionation, nuclear reactions of the uranium isotopes or con-
tamination by non-natural uranium [47].

The enrichment route to nuclear weapons may be short, but it is also tech-
nically complex. The sensitive details of diffusion or centrifuge enrichment
technology have never been published. States that have wanted to apply
uranium enrichment have had great difficulties in obtaining the equipment
and materials to fabricate and operate an unsafeguarded facility. Nuclear
suppliers' information might be helpful for the detection of attempts to
gather the necessary technology beyond the needs of the declared prog-
ram. The potentials for this use of additional information are also a subject
of the IAEA safeguards' development, Program 93 + 2.

10.3.2 The undeclared reactor, or plutonium route

The reactor route to a nuclear weapon has always been considered to be
technologically more attractive. It can be based on openly published in-
formation, and less specialized techniques are necessary. For the fabrica-
tion of a significant quantity of 8 kg of "'Pu by neutron irradiation of uran-
ium, about 35 grams of neutrons are required, neglecting losses. At least 8
kg of uranium has to be fissioned for that neutron production. The irradi-
ation has to be followed by a chemical separation step before the signifi-
cant amount for weapon production becomes available. Because plutonium
with a low content of higher nuclides is desired, the irradiation time must be
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relatively short, and therefore several times more chemical reprocessing
effort is needed than is usual for reprocessing commercially used reactor
fuel.

A fully covert project that intends to produce one significant amount per
year needs a natural uranium reactor of at least 25 MW^ and a
reprocessing capacity in the order of at least 10 tonnes of heavy metal per
year. For the reactor, nuclear-grade graphite (several hundreds of tonnes)
and/or heavy water (significant amount 20 tonnes D2Oeq) is necessary,
otherwise the reactor needs enriched uranium.

Because of the complexity of this route, there are many more chances for
detection. Exchanges of materials, equipment, and experienced personnel
between undeclared and declared activities enhance the possibility for safe-
guards' detection. Only small experimental activities in this area can be
hidden successfully in the declared fuel cycle. During the last years, two
cases of such hidden experimental production and separation of small
quantities of plutonium have been reported.

The reactor power level enables detection by infra-red satellite observation.
Neutron detection of such an operating reactor is also possible, at a dis-
tance of about 100 meters, provided that no legitimate neutron sources are
nearby, and no extra neutron shielding has been applied.

The undeclared reprocessing plant is particularly sensitive for environ-
mental monitoring because of various discharges. A declared reprocessing
plant operating nearby (within a few kilometers distance), however, renders
detection by environmental sampling impossible. There are, moreover, sev-
eral expensive technical possibilities to conceal the reprocessing activity.

The neutron emission from weapons-grade plutonium enables detection at
distances of about 10 meters if the material is unshielded. The large size of
the processing equipment, and the emission probabilities of fission prod-
ucts and the chemicals applied in the Pu-route, make this route detection-
prone. This applies in particular when inspectors get access, or can at least
come close. The background of declared reprocessing activities nearby
may disturb detection capability, requiring more intrusive access rules for
inspections at declared facilities.

10.3.3 Exotic and futuristic undeclared routes

Little consideration has been given up until now to the implications of the
thorium cycle. This route is less attractive because uranium or plutonium
are needed to start a thorium-containing reactor. For the fabrication of a
significant quantity of 8 kg 233U by neutron irradiation of thorium, at least
35 grams of neutrons are required. Starting with thorium irradiation, an
attractive proliferation route may be the chemical separation of 233Pa,
which, with a half-life of 27 days, decays to pure 233(J. But relatively more
reprocessing effort may be needed than for the more well-known separation
of plutonium. The highly radioactive decay chain of ^(J-daughter nuclides
makes the commercial use of this fuel cycle less appealing [48]. As far
as is known, the existing nuclear-weapon states have never used 233CI for a
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nuclear explosive device, although in the United States 1.4 tonnes a 3 ü
have been produced in the past [49].

Strong neutron sources, other than nuclear reactors, are not safeguarded.
Scientific research and programs for nuclear transmutation to "burn" acti-
nide waste has rekindled interest in these neutron sources. In the distant
future fusion reactors, too, will form a strong neutron source. These sources
can be used tc irradiate fertile material (thorium or uranium) or actinide
waste to create fissile nuclides, which are not covered by the definition of
special fissionable material in the IAEA Statute (for example, 237Np and
some isotopes of Cm and Cf) [50]. These isotopes have attractive fis-
sion properties, but because of their radioactive decay they are less easy to
handle and to convert into a nuclear explosive device. Nevertheless, if
available, these isotopes could probably be used to "upgrade" conventional
nuclear material. These isotopes are mentioned recurringly in speculations
on advanced nuclear-weapon designs [51]. A non-nuclear-weapon
state that has ratified the NPT is less liable to be suspected at an early
stage of pursuing a weapons capability. If it succeeds in developing exotic
(futuristic or outdated) weapons production technologies, it may succeed in
hiding its program until the very last minute, even if it is subjected to
advanced safeguards, and then use its newly acquired option to support a
deterrent or compulsory international policy.

10.4 Improvement by openness and transparency

Before the February 1992 meeting of the IAEA Board of Governors, Direc-
tor General Hans Blix said: "Perhaps the broad objective of safeguards may
be said to be the creation of a regime of openness and transparency and
thereby to create confidence" [52].

Allowing greater inspection, freedom on a voluntary basis can contribute to
more confidence in the state's adherence to the NPT obligations, with
respect to the suspicion of undeclared facilities or activities. Increased con-
fidence might enable a reduction in the area of routine inspections, because
some diversion scenarios, such as undeclared reprocessing, become highly
incredible.

It has been proposed to give states the opportunity to go far beyond their
current obligations to demonstrate that they are not proliferators [53].
New characteristics of openness and virtually unrestricted access for in-
spectors would be added to build confidence in the conclusions drawn by
the IAEA. For that purpose the IAEA should be allowed to use nearly the
same tools that the state has at its disposal to demonstrate that there are
no clandestine facilities. Of course, it is impossible to give absolute proof of
the absence of undeclared facilities, but with this openness the IAEA could
reasonably conclude so with great confidence. Some limitations on these
access rights may remain in the areas of industrial commercial sensitivity,
national security and private property. The Convention on Chemical
Weapons has provisions of so-called "managed access". A similar provision
could allow IAEA inspectors to apply short-range radiation monitoring and
environmental monitoring techniques to solve problems in this area.
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unannounced inspections have a higher probability to detect undeclared
facilities and activities. The Safeguards Agreement currently ties
unannounced inspections to the routine inspections at facilities. It is pro-
posed that IAEA inspectors, like citizens or national nuclear inspectors,
have the right to move freely in the state, and their free gathering of infor-
mation is not restricted. Publication of a list of "locations outside facilities",
that is, of places where relatively small amounts of nuclear material subject
to safeguards are present, would add to the transparency already provided
by the list of facilities in the IAEA' s Annual Report. Public scrutiny could
also support safeguards' implementation.

An assessment performed by the IAEA in the Program 93+2 will indicate
the effectiveness of this new approach to reach better transparency, and
also the costs and safeguards' benefits involved. By the traditional IAEA
safeguards, which concentrates on the declared nuclear material and
nuclear activities, this well defined area of nuclear activities is covered with
a high assurance, undeclared activities request another approach, for
which new techniques and safeguards measures have been developed. The
old approach of doing nothing on this problem has proven to be too
credulous. With a limited effort a large set of nuclear weapon acquisition
routes can be detected. Such an approach will contribute to a high
assurance on the completeness of the traditional safeguards coverage. In
particular when the different new monitoring techniques mentioned before,
can be applied under a scheme of free access for inspectors [54].
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11. LESSONS FROM IRAQ

Even if full NPT-safeguards are in place, a well-separated and secret mili-
tary program had little chance of being detected because of the
interpretation of routine safeguards that prevailed before the Gulf War.
Iraq's weaponization program illustrates this point sufficiently. The lack of
general openness in the Iraqi state and the lack of freedom of information-
gathering in Iraq helped to keep a lot of information on the weaponization
program secret. What became known before the Gulf War was of a
speculative nature. Before the Gulf War, the "excellent" Iraqi cooperation
with the IAEA inspectors on their few routine inspections served to keep the
inspectors from free additional information-gathering.

A dedicated state with sufficient resources will, in the end, be successful in
developing a nuclear weapons' program, even if it is based only on indige-
nous development, and the state has not acceded NPT. However, it is
doubtful that such a program can be kept completely secret. Obtaining
materials and equipment externally on a free market has been made more
difficult by the continuing improvements in export controls, which now also
include dual-use items. Measures to detect secret nuclear weapons'
programs have also improved, for example by the developments in
environmental monitoring and the systematic information collection on
relevant exports and imports, and its analysis [55]. Only if a state can
obtain the essential materials for its nuclear weapons' program
unsafeguarded from another state, does detection of that program become
a completely different job.

The UN Special Committee (CINSCOM) inspections after the Gulf War are
performed on a completely different legal basis than the ordinary safe-
guards' inspections. But even this important legal support by the United
Nations Security Council did not prevent the CINSCOM teams experiencing
some disturbing delays in the inspection and access to some crucial infor-
mation. As also illustrated by North Korea, the denial of prompt IAEA
access for special inspections makes it impossible to remove suspicions.
Although admittedly some ÜNSCOM discoveries were based on sheer good
luck, the scrutiny of the nuclear material bookkeeping, as declared by Iraq
and its reconstruction by the IAEA, was important in bringing the truth to
light.

IAEA safeguards, as in the EURATOM system and formulated in the IAEA
Statute [56], should include the right of unhampered access by inspec-
tors to all places, persons and information, as necessary. The inspectors
should also be familiar with the local safeguards' concepts, and with local
culture and language [57]. In the present optimization of safeguards,
preference is often given to automated equipment. That is all right, as long
as it removes some dull routine work from inspectors and frees them for
the exercise of their proper job and high skills. In many situations, however,
the replacement of intelligent human observation by automated equipment
is a loss of important additional inspection possibilities.
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The number of inspections allowed according to INFCIRC/153 strongly
depends on the total amount of nuclear material present in the facility in
question. There is a stepwise increase in the maximum inspection fre-
quency from one inspection per year to fifty or more if the amount of
nuclear material increases above 5 effective kilograms [58]. Based on
such a formula the state could keep the amount of IAEA inspections drasti-
cally lower than required for good safeguards, by distributing the nuclear
material over a few small facilities. In fact the inspection frequency was
surprisingly low in Iraq, and in other states that have a few declared nuclear
activities. In its revised criteria for the planning of inspection activities, the
IAEA is now taking into account the sum of all effective kilograms of
nuclear material present in a state, in order to erase this loophole.

Nuclear material accountancy, supported by on-the-spot inspections,
remain the backbone of all safeguards' systems. Most discoveries in the
case of Iraq were made on the spot by inspectors who knew very well what
to look for, and who were allowed to pose the right questions to the Iraqis.
A scrupulous and persistently repeated analysis of the data and continuing
interrogations by the CINSCOM teams were needed in order to get the com-
plete information on all nuclear material, including all source material, in
Iraq.

The (JNSCOM-IAEA inspections in Iraq illustrate how much inspection work
is involved in an open-ended search throughout a state. One year of
nuclear inspections involved the equivalent of one-fifth of the world-wide
total annual IAEA inspection effort. The inspection teams made use of
many specialists for dedicated inspections. The introduction of similar new
elements in IAEA inspections will also have financial consequences, which
the member states must be willing to bear [59].
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12. THREE CLASSICAL LACUNAE

Traditionally, three potential loopholes have been identified in MPT safeg-
uards [60J.

Firstly, inspectors cannot, seek out undeclared clandestine facilities, and
may overlook them. The discoveries in Iraq after the Gulf War showed this.
A whole electromagnetic enrichment program, including a special hydro-
electric-power dam, had been overlooked by the intelligence community.

Remedies are the reconfirmation of the IAEA right for "special inspections",
the voluntary supply of relevant information to the IAEA, the improvement
under discussion at the "starting point" of safeguards, the early submission
of design, information, and the voluntarily engagement to enter into a uni-
versal reporting scheme for nuclear material and specified equipment and
non-nuclear material. Most of these measures have been agreed quite ra-
pidly since the discoveries in Iraq. They are also aimed at giving the IAEA
the possibility to discover a programmatic mismatch in the nuclear activ-
ities of the state.

Secondly, the inspectorate cannot follow nuclear material placed in non-
proscribed military use, like in the nuclear reactor in a submarine. This is
still a theoretical problem, but it has to be solved in the near future, when
the cut-off of production of nuclear-weapon material by the nuclear-weapon
states will necessitate the extension of safeguards. Reactor fuel can be
provided with a safeguards' seal that can remain safely on the nuclear fuel
elements at all times, even when it is placed in the core of a reac-
tor [61]. So this remaining theoretical problem can be solved.

Thirdly, safeguards cannot meet the problem of denunciation of the MPT by
a state once it has attained a level of sophistication and a stockpile of
fissile material enabling it to rapidly convert such material to the
manufacture of nuclear weapons. Whatever may be the case, safeguards at
least fulfill their function of bringing such a move into international daylight,
together with a reasonably correct estimate of the nuclear capabilities of
that particular state.
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13. CONCLUSIONS

IAEA safeguards have supported the development of international nuclear
cooperation. Strong international economic ties around nuclear activities
and multinational nuclear industries have grown that have helped to reduce
proliferation risks.

Over the years, the focus of non-proliferation concerns has shifted from
technologically highly developed states to developing states and sub-natio-
nal groups. Collusion between states and such groups cannot be ruled out.

It essentially takes a political decision by a state to start a nuclear wea-
pons' program. If the IAEA only applies safeguards to the declared nuclear
activities of the state, a secret weaponization program has a chance to go
undetected, as in Iraq.

The main function of the IAEA safeguards is to give timely international
warning that diversions are occurring from the declared nuclear activities.
Increased emphasis on the verification of NPT obligations has led to impro-
vements in the system. Several measures to enhance the detection capabil-
ities of IAEA safeguards, beyond the declared nuclear activities, have been
agreed upon. The implementation of other measures is still under dis-
cussion, development, or investigation.

Every state that is subject to safeguards has to conclude its own safe-
guards' agreement, and some improvements can only be accepted on a
voluntary basis, universal adherence to the new elements of safeguards'
implementation, however, is still very desirable in order to avoid the cre-
ation of a patchwork regime, in which every state can accept its own par-
ticular mix of measures.

The support of IAEA member states for strengthening safeguards, both
technically and with relevant information from national technical means, is
essential. The value of human observation and experience as an element of
inspections is of the utmost importance. Increased use of technical
measures can ease the inspectors' tasks, so they can better concentrate on
relevant issues, but instruments should not replace human observation.

Recent developments in the trafficking of radioactive sources and nuclear
material underscore the need for stronger international cooperation on phy-
sical protection, including measures covering military installations.

The IPS scheme should be made applicable for the creation of international
confidence in the safe, safeguarded and secure storage of the unavoidable
stockpiles of nuclear-weapon material that will emerge from dismantlem-
ent, as well as the excess amounts of separated plutonium from civil
reprocessing.

Strong national policies on non-proliferation should avoid taking recourse
to a policy of denial, as was followed during the first decade of the develop-
ment of the controlled nuclear chain reaction. The "Atoms for Peace"
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approach of building relations on the basis of supply, and demanding
strong guarantees, has been most successful since. The development of
more proliferation-resistant nuclear technology has to fit into this develop-
ment of commercially attractive, safe and reliable nuclear energy for a
sustainable future.
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