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A report prepared by the following members of the Statistical Consulting Centre, Carleton
University: Dr. S.E. Mills, Associate Professor, Department of Mathematics and Statistics,
Carleton University, Dr. S. Chen, S. El-Saadany and X. Liu, under contract to the Atomic
Energy Control Board.

ABSTRACT

In this report we present an overview of reliability assessment for software and focus on some
basic aspects of assessing reliability for safety critical systems by statistical random testing. We
also discuss possible deviations from some essential assumptions on which the general
methodology is based. These deviations appear quite likely in practical applications. We
present and discuss possible remedies and adjustments and then undertake applying this
methodology to a portion of the SDS1 software. We also indicate shortcomings of the
methodology and possible avenues to follow to address these problems.

RESUME

Dans le present rapport, les auteurs donnent un apercu general de 1'evaluation de la fiabilite des
logiciels et attirent l'attention sur certains aspects fondamentaux pour evaluer la fiabilite des
systemes de surete critiques par epreuves statistiques aleatoires. Us abordent egalement certaines
deviations possibles aux certaines hypotheses fondamentales sur lesquelles la methodologie
generate se base. Ces deviations apparaissent tres vraisemblablement dans les applications
pratiques. Us font part et traitent de certaines solutions et modifications possibles, puis tentent
d'appliquer cette methodologie a une partie du logiciel du premier systeme d'arret d'urgence.
Us signalent enfin certaines lacunes de la methodologie et certains moyens possibles d'y
remedier.

DISCLAIMER

The Atomic Energy Control Board is not responsible for the accuracy of the statements made
or opinions expressed in this publication and neither the Board nor the authors assume liability
with respect to any damage or loss incurred as a result of the use made of the information
contained in this publication.
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RELlAmiJTY ASSESSMENT FOR SAFETY CRITICAL SYSTEMS HY STATISTICAL
RANDOM TESTING

EXECUTIVE SUMMARY

In this report we present a literature review of reliability assessment for software and
then focus on one particular methodology - statistical random testing for safety-critical
software.

In conducting the literature review we have encountered inconsistencies in definitions and
notations as well as a lack of mathematical rigor. Indeed, in some instances, we have en-
countered flagrant statistical/mathematical errors. Consequently rather than adopt previ-
ous notation and/or definitions we have chosen to use standard statistical notation in our
presentations and to provide explicit definitions as well as mathematical accuracy.

We begin by assuming a binomial distribution for the number of failures; the result of this
assumption is a rather stringent list of requirements - independence of test runs, constant
probability of failure, known operating profile, perfect monitoring. With these assumptions
we calculate the number of test runs to obtain (1 — a)100% upper confidence bound on
the true chance of failure.

We then examine the effect of relaxing the upper confidence bound on the chance of
failure. Assuming pma.x is the maximum correlation between test runs in the same group
(and using the first-order Markovian property) the confidence bound is increased by a
factor of (1 — pmax)"1- We recommend re-initialization between groups of test runs as
a method of eliminating correlation between groups of runs. Assuming variation in the
operating profile, the confidence bound is adjusted by a factor r = 6mhX/8* where 6* is the
unadjusted confidence bound and <?max is the maximum value of 9 = Sp,-^* where 6* are
individual confidence bounds on #,-, the chance of failure in subdomain D{ of the operating
profile. Concerns regarding accuracy of the monitoring system lead to setting a bound b
on its chance of failure, #2, with confidence (1 — <i)100%.

This results in adjusting the bound 6* on the major software by a factor of (1 — b)~l with
confidence now altered to [1 — (a + &)]100%. All of these calculations are then performed
for the demonstration of statistical random testing (SRT) on two very small modules from
the SDS1 software.

In the application of SRT, of chief concern is the validity of assumptions and the impact
of likely deviations from these assumptions. There is the need for some method to assess
correlation among test runs-one possibility to consider is some information-theory-based
method but extensive research is needed here. Moreover there is a need to either know the
operational profile or, at minimum, a realistic factor by which the profile may be expected
to vary. Extensive numerical searches are then needed to determine r . In the absence of
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any information, it is advisable statistically and mathematically to assume all subdomains
are equally likely. They must also be exhaustive and non-overlapping. We suggest using
trip scenario as a method of partitioning the input domain. Additionally, it is necessary
to assess the accuracy of the monitoring program and this requires simulation of failure of
the major software being tested. The simulation for the test runs requires information on
operational characteristics such as means, standard deviations (or coefficients of variation)
of major input signals. Much of this information is currently not available.

In addressing the wider problem of assessing the probability that at least two of the three
trip computers fail simultaneously, if we assume all three computers are running the same
software and all failures are caused by software error, it can be argued that all failures
must be simultaneous on all three computers and hence having multiple computers does
not enhance the reliability of the system against software failure. If the computers receive
input from different sensors, enhanced reliability would only result if inputs from different
sensors were not strongly correlated with each other. Thus the correlation between inputs
from different sensors must be examined more thoroughly.

In assessing the probability that both systems fail simultaneously due to trip computer
failures we need to assess the statistical independence of the two systems. To address
the problems of assessing correlation between computers and correlation between systems,
controlled statistical experiments could be conducted in order to derive estimates of these
correlation coefficients.
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Preface

Under a previous contract, a study was carried out by Professor D.L. Parnas of Queen's
University to review the Shutdown System trip computer software proposed for the
Darlington Nuclear Generating Station. One of the conclusions of this work was that
statistically valid random testing should be applied to a safety-critical system, prior to
actual use, to provide estimates of the expected probability of failure in critical
situations.

Under another contract, Dr. Harlan D. Mills of Software Engineering Technology Inc.
studied the feasibility of applying statistically valid random testing to verify the trip
computer software proposed for the Darlington Nuclear Generating Station. He
concluded that this approach would yield significant benefits.

By applying N statistically valid randomly selected test cases, it would appear that it is
possible to determine the likelihood that a system with a probability of failure greater
than a certain value would successfully pass the N tests. By selecting an acceptable
upper bound for the probability of failure, the number of test cases, N, could be derived
and applied resulting in a numeric estimate of the reliability of the system.

The objective of this study is to develop a procedure for using statistically valid random
testing to place an upper bound on the reliability of critical real-time software systems,
such as the trip computer systems for shutdown system 1 (SDSl) and shutdown system 2
(SDS2) at the Darlington Nuclear Generating Station.

Unfortunately, many practical problems remain to be solved before such a procedure can
be statistically valid. Nevertheless, recognizing the caveats expressed in this report,
AECB staff believes that random testing remains an important test for safety-critical
software.
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A. INTRODUCTION TO RELIABILITY ASSESSMENT OF SOFTWARE

An important quality attribute of a computer software system is the degree to which it can
be relied upon to perform its intended function. Evaluation, prediction, and improvement
of this attribute have been of concern to designers and users of computers from the early
days of their evolution. In the past fifteen years or so, there has been considerable effort
in what has been termed software reliability modelling. A commonly used approach for
measuring software reliability is via an analytical model whose parameters are generally
estimated from available data on software failure. Reliability and other relevant measures
are then computed from the fitted model. Even though such models have been in use for
some time, the realism of many of the underlying assumptions and the applicability of
these models for assessing software reliability continue to be questioned. It is the purpose
of this report to evaluate the current state-of-the-art related to this issue and particularly
to examine statistical random testing. Specifically the issues concerning the quality and
performance of software which are of interest to the statistician are:

(1) The quantification and measurement of software reliability

(2) The assessment of the changes in software reliability over time.

(3) The analysis of software failure data.

(4) The decision of whether to continue or stop testing the software.

Appendix A presents an extensive review of the literature related to assessing the reliability
of software. In Section A.I basic terms and concepts of software reliability modelling are
introduced. Section A.2 presents four different classification schemes developed by several
authors for software reliability models (see [Ref. 11, 17, 15, 7, 3]). The schemes permit
relationships to be derived for groups of models. They highlight relationships among the
models and suggest new models where gaps occur in the classification schemes; they reduce
the task of model comparison. In Section A.3 we look at specific models. In order to have
an almost complete overview of the different approaches to measuring software reliability,
we have included two of the techniques that software engineering uses to measure software
reliability at the end of Section A.3. An assessment, of the main assumptions underlying the
models is presented. The applicability of these models is discussed and the fitted models
are given. Concluding remarks are presented in Section A.4.

While we have examined a large body of literature on software reliability, several important
issues remain. There has been a great deal of ambiguity in terminology, notation and
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related mathematical measures. Concepts have not been well-defined nor have they been
consistently defined and methods have not been developed with any degree of
mathematical rigor. Additionally there are many open areas for future research on
software reliability.

In the following Sections, we address one such area, namely statistical random testing for
safety-initial systems. In Section B we develop, with some mathematical rigor and
consistency of definitions and notation, the theoretical framework underlying statistical
random testing. Section C provides an application of the methods and results of Section B
to two small modules of a safety-critical software system.
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B. METHODOLOGY FOR STATISTICAL RANDOM TESTING

1. Introduction

Software reliability measurement through random testing may be viewed as a simple,
"black-box" assessment of the software under test. There must be a clearly understood
separation of the software from its environment (the boundaries of the "black box") and
a precise definition of what that "black box" is supposed to do. During testing, the
software is placed in an artificial environment in which the inputs to the software can be
controlled and the outputs of the software can be monitored. The term "black box" is
used to indicate that the testers should have no knowledge of how the software produces
the outputs from inputs; they should only know what the outputs should be as a function
of the inputs. It is also imperative that there be a clear specification of what constitutes a
"failure". We recognize that there can actually be two types of unsafe failure: failures of
the system/software to function as specified, and failures of the specification to recognize an
unsafe situation. For our purposes, failure will refer to the first class of unsafe failures and
all other occurrences will be classified as non-failures (or successes) for testing purposes.

In order to use statistical methods to compute a reliability value for the software under test,
it is necessary to make some assumptions about the tests and the software itself. These
assumptions will have some impact on the design and use of the software, since there are
some possible designs which would be very difficult and expensive to test properly.

We will discuss some ways of accommodating deviations from the assumptions, but there
will always be an impact on the complexity of the reliability assessment.

We shall also discuss briefly a possible Markov model approach which is entirely different
from statistical random testing and may permit elimination of some of the assumptions
upon which the latter is based but, at the cost of a much more complex solution. It is to
be noted that this Markov model approach would require extensive developmental work.

2. Assumptions for Random Testing

Following most authors, particularly Ehrenberger [Ref. 6], Ntafos and Duran [Ref. 13],
and Duran and Ntafos [Ref. 5], we assume that the number of errors in the software
follows the binomial probability distribution. To use this model, it is necessary to make
the following assumptions about the system under study:

(1) Test runs are independent. This implies that the results of any test run are
independent of the results of any other test run.
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(2) For each input, the chance of failure is constant. The binomial distribution re-
quires that the chance of failure is the same for all trials and that trials are
classified as either a success or a failure. This implies a stringent definition of
what constitutes a "failure" with anything other than that being classified as a

"success".

Hence, when we consider the number of failures, we are considering a discrete random
variable assuming a value between 0 and some finite value n.

Additionally, to reflect the specific nature of the problem, we may also assume:

(3) Failures are rare. Especially for the case of safety-critical software, it is expected
that failures are extremely rare occurrences.

(4) The number of tests runs is large. It is to be expected that there should be a
large number of test runs and that the number of failures encountered therein
should be very small. These last two assumptions suggest an underlying Poisson
process and confirm that we are modelling the occurrence of very rare events.

Assumptions (3) and (4) set our model under more realistic circumstances since we now
view the binomial distribution in a limiting sense where the number of trials n becomes
large (i.e. n —> oo theoretically) and the chance of failure p —* 0 (reflecting the fact that
we are anticipating very rare occurrences). Thus we are actually considering a binomial
distribution in its limiting form as p —> oo and n —> oo. This limiting form is known as
the Poisson distribution, where the assumptions made under a binomial distribution now
translate into:

- the chance of observing one failure in an interval of length h is proportional to
the length of the interval and the chance of observing two or more failures in an
interval of length h is negligible.

- occurrences in nonoverlapping intervals are stochastically independent.

These assumptions underlie what is known as a Poisson process which is the generating
process for the Poisson distribution. Thus we have a binomial distribution when we view
our variable as the number of occurrences of "failure" and equivalently, we have a Poisson
distribution when we consider our variable as the number of occurrences of "failure" during
some fixed interval (of time, space, etc.) and the two concepts are completely compatible
and meshed.
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Initially we need to make two further assumptions:

(5) Operating profile is known.

(6) All failures during testing are detected.

These latter two assumptions present an overly simplistic scenario, especially in the case
of testing for safety-critical systems. However, we will obtain first results based upon these
simplistic assumptions and later relax the assumptions to arrive at results based upon a
more realistic scenario. We will discuss each of these assumptions in more detail.

2.1 Independence

By independence of test runs, we mean that the sequence and number of test runs do
not influence the result of any single test run. In particular, the result of a test run is
not in any way influenced by that of the previous run, nor would it influence that of the
following run. For computer systems, this means that the system should be re-initialized
to a known state at the beginning of each test run. Systems which are required to store
previous inputs and use them to compute current outputs will have difficulty meeting this
requirement. Test runs will need to be of a length proportional to the length of time for
which input values are stored. For some systems, re-initialization is a difficult and time-
consuming process. Yet without this re-initialization, there is the possibility of one test
run influencing the next and hence of the independence assumption being violated.

This assumption of independence of test runs has an impact on two other assumptions.
First, if the normal way of operating the system does not include periodic re-initialization,
insisting on re-initialization between test runs may make it impossible to duplicate the
operating profile. Second, if re-initialization is too time-consuming or is not done at all, it
may be impossible to perform a large number of test runs.

2.2 Operating profile

System reliability will generally depend on the conditions under which the system operates.
Thus our reliability calculations should be based on tests which simulate the true operating
conditions (i.e. operating profile). Each input data combination should be tested with the
same probability as it is expected to occur during real operation. This implies perfect
knowledge of the true operating input domain D with its mutually exclusive, exhaustic
subdomains Di,...,Dk and their respective chances of occurrence pi,...,pk- The difficulty
lies in the fact that, for new systems, this operating profile is unknown. Additionally,
there is the possibility that the operating profile may change over time. A further problem
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with systems such as a safety shutdown system is that true occasions to trip occur very
infrequently. In Section 4.2 we address some of the difficulties related to the operating
profile.

2.3 Failure detection

A failure occurs when there is a discrepancy between a software system output and the
output which is required. In order to detect a failure, all software system outputs must
be monitored and compared with required outputs. The required outputs must in some
way be determined from system specifications. In order to detect all failures, there must
be some method of determining perfectly all required outputs. Obviously, such perfection
is impossible (except for extremely simple systems). Perfect failure detection also implies
there is a clear definition of what constitutes a failure and that no failure goes undetected.

In practice, it is common to use computers to test computers. Software is written to gener-
ate the test inputs, to collect the software system outputs, to generate comparison outputs,
and to compare the two. This testing or monitoring software should be written indepen-
dently of the system software so that, if errors occur, they may be different. A discrepancy
may be the result of an error in the system or in the testing software. Some failures may
be undetectable due to the fact it is quite possible that the same error may exist in both
the system and the testing software. Still some other failures may go undetected as the
monitoring (testing) software simply fails to identify them.

In general the chance of detecting a failure in a test run would be

where

#i = true chance of failure of the software being tested

(i.e. of the major software)

and

$1 — the chance the monitoring (testing) software misses a failure in the

major software, given that such a failure has in fact occurred.

2.4 Constant probability of failure

The binomial probability distribution (and in fact its limiting form as a Poisson distribution
with underlying Poisson process) requires that the probability of failure be constant from
trial to trial (i.e. from one input to the next). In order for the binomial probability
distribution to apply, it is therefore necessary to assume that each input has the same
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probability of resulting in failure, namely 9. Thus we are assuming that all inputs have
the same chance of resulting in failure.

A much more realistic assumption is that the input domain D is partitioned into k mutu-
ally exclusive, exhaustive subsets (subdomains) Dit... ,Dk, each of these subsets having
its own (possibly different) chance of resulting in failure 9{ and its own probability of occur-
rence pi. We then may consider the input domain as consisting of a weighted combination
of binomials each with a possibly different chance of resulting in failure. The weighting
relates to the probability of occurrence of each subdomain.

2.5 Frequency of failures

In the case of software for safety-critical systems, it is to be expected that failures should be
rare. The consequence of failures being rare is that we may view the underlying probability
process as being a Poisson process. This Poisson process generates a Poisson probability
distribution which may be considered as the limiting form of a binomial distribution when
p —* 0 and n —» oo.

If any unsafe failure is detected, the software must be rejected and the error fixed. From
the point of view of statistical random testing, each new version of the software must
be treated as a new, unknown product; results of statistical random testing on previous
versions cannot be used to predict the reliability of the new version. We note that this
conflicts with concepts of reliability growth models. However we concur with the finding
of the Parnas et al report (see [Ref. 88]). Essentially any model is valid when all the
required assumptions and conditions are or could be proven true. All reliability growth
models would require quite extensive error correction/removal data in order to estimate
the necessary parameters for the model. This type of data might prove to be hard, if not
impossible, to obtain and verify given that in our experience it was difficult to find even
simple means and standard deviations. (These problems are addressed further in Section
C.6 and CIO).

2.6 Number of test runs

The requirement of high reliability of safety-critical systems means that we must have high
confidence that the system will not fail when responding to numerous test inputs. This
corresponds to the requirement that there be a large number of test runs.

Additionally the underlying probability process, being assumed to be a Poisson process,
assumes that the chance of observing a failure in a short interval of time or space (i.e. as
a result of an input or short series of inputs) is very small, that that chance stays constant
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from one interval to the next (i.e. from one input or series of inputs to the next) and that
there is a very large number of such intervals (i.e. inputs or series of inputs).

3. Calculation of Reliability

Based upon assumptions 1-4 of section 2, failures per demand car be considered to follow
a Bernoulli trial with the chance of failure on any demand being represented as 9. If n
random tests are carried out and x program failures are found, then 9*, the (1 — a) 100%
upper confidence bound on 9, represents the largest 9 value such that

P (at most x failures in n runs) = ^ ( " V C 1 ~ #)"" ' ^ a- C3-1)

This means that there is a probability (1 — a) that the unknown chance of failure 9 is
smaller than the calculated bound 9*. In other words, the probability that 9 would exceed
the bound 9* is only a, presumably a very small chance. In most applications, 0.05(5%)
and 0.01(1%) are common choices of the a value. One may also choose other a-values for a
particular problem. For the special case of x = 0 (i.e., no failure in n runs), (3.1) becomes

(l-9)n>a. (3.2)

Therefore,
9*=l-a1'n (3.3)

For the situation where 9 is small and n is large, since we have an underlying Poisson
process, we may employ the Poisson approximation to the binomial and utilize the result

(1 - 9)n « e~ne.

Thus if we wish the hypothesis
9 < 9* = 10-*

to be true with confidence (1 — «)100% then the number of test runs necessary, assuming
that no failures are ever detected in the test runs, is approximately

n « - l n a x 10fc.

The exact formula is
In a

n =

Table 1 presents some calculations of the number of tests required to estimate the upper
bound on the true chance of failure 6 with confidence (1 — a)100% for various a and 9*
combinations.
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Table 1; Number of runs (n) to obtain with
(1 — a)100% confidence that the true chance of failure < 9*

.01

.001

.0001

.00001

.05

299

2995

29956

299572

.01

459

4603

46050

460515

.001

688

6905

69075

690773

.0001

917

9206

92099

921030

4. Deviations from the Assumptions

Our initial results have been based upon somewhat idealistic assumptions. Here we address
the problems of finding a solution in the event of violating each assumption.

4.1 Test runs not independent

As shown in Section 3, the (1 — a) 100% upper confidence limit for the chance of failure 6
is, as given in equation (3.3),

0* = l - a » (4.1)

if no failure was found in n test runs. However, this is based on the crucial assumption that
test runs are independent of each other. It can well be argued that because the software
being tested has to keep some common memory/data during successive tests runs, the
essential assumption of the independence among runs is most likely to be violated.

To solve this problem we will introduce some correlation between successive test runs.
First we would like to point out that the system would be re-initialized after a number
of test runs and we will call them a test group (for convenience). It is apparent that test
groups should be independent of each other (due to re-initializations). This eliminates
correlation between test groups. But the runs within the same test group are still likely
to be correlated with each other.

Now we shall try to see how this possible correlation would affect the reliability estimate.
For simplicity we assume there is only one test group and that n is the total number of
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test runs in this group.

We define the result of the ith. test run as the random variable <5,' where

{ 1 if the ith run is a success;

0 if the ith run is a failure.

Let p be the correlation coefficient between successive test runs, i.e.,

p = corr (<5j, fi,-+1) i = l , . . . , n - l .

In the case that test runs are independent, p = 0. In the extreme case that each run is the
exact repeat of the previous run (exactly the same input, same computer configuration,
same memory, etc.), p = 1 since test runs would be perfectly correlated with each other.
In all likelihood, p is perhaps between 0 and 1. In other words, the result of the ith run is
positively correlated with that of the (i + l)st run, meaning that if the ith run is a success,
then the (i + l)st run tends to be (but is not definitely) a success also.

Then Si follows a Bernoulli distribution with parameter (1 — 9) representing the chance of
success on any test run. Mathematically this means

i = i) = i - e.

In addition to the random variable <$,-, let us denote by Si the random event that the ith
run is a success (i.e., that S{ = 1).

Now assume that the first order Markovian property holds, i.e., the outcome of the ith
test run depends only on that of the (i — l)st run. We are then able to establish that the
probability of having n successes (i.e., no failure in n test runs) is

S n _ i . . . 5 0 = [1 - 0(1 - p)]n'\l - B) (4.2)

See Appendix B and [Ref. 10] for details of the derivation of (4.2).

Obviously, the use of the first order Markovian property simplifies the conditional proba-
bilities which must be calculated. To control for the fact that the computer has memory
and hence that the outcome of the i th test may depend on all the previous i — 1 tests would
require computation of

nSn-i... Si) = P(5i)P(S2/S l)P(S3\SiS2). . . P(Sn\Si... S n _0
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However, considering the fact that the memory is being constantly updated, it is most
reasonable to adopt the first-order Markovian property. With this assumption, the (1 — a)
100% upper confidence limit 8* should be the largest 9 value satisfying

[l-9{l-p)\n-\l-6)>* • (4.3)

Please compare this with (3.2).

Though the exact solution to (4.3) appears to require numerical methods, it is not difficult
to find that

1 a n i 1 - a n
< 9* < - if p< 1 (4.4)

1-p ~ ~ \-p

and
9* = 1 - a if p = 1 (4.5)

In other words, if one allows some correlation p between successive test runs, the confidence
limit in (4.1) should be approximately adjusted by a factor of 1/(1 — p).

Let us see what this adjustment of 9* due to correlation implies in various cases. For the
case p = 0, i.e. complete independence, there would be no adjustment at all. For the
case where p < 0 (negative correlation, meaning the zth run being a success would make
the (i -f l)st run less instead of more likely to be a success) the confidence limit 9* would
actually be lowered. But in the most likely situation of 0 < p < 1, the confidence limit
would be roughly increased by a factor of 1/(1 — p).

Though (4.4) provides a quantitative relationship between the correlation coefficient p and
the upper confidence bound 9* of the chance of failure rate, its application is hampered
by the fact that one is unlikely to know the exact value of p. Theoretically p can be
estimated from the test data. But that is possible only when failures as well as successes
are both observed. Because no actual occurrence of failure is expected to occur in statistical
random testing, theoretically it is impossible to estimate p or pmax using standard statistical
methodology.

In the general case that no failures are ever observed, one has to rely on some non-
probabilistic means to derive an upper bound for the correlation coefficient p, say p m a x ,
which in turn would provide, following (4.4), the following (1 — a) 100% upper bound for
the chance of failure

1 — On
9* < — — • (4.6)

1 — Pmax

As for examples of putting an upper bound pmax on p, one may consider the following.
Roughly speaking, p2 represents the percentage of information contained in the (i + l)st
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test run that is already shown by information in the itb run. As an example of unusually
high correlation, one may consider that each test run repeats no more than about 80%
(= p2) of what is already observed in the previous run, leading to an upper bound on p as
Pmax — 0.9. From (4.6), this means that the correct upper confidence limit on the chance of
failure should be no greater than ten times that under the assumption of independent test
runs. This calculation demonstrates the importance of determining p2, which in statistical
terms is referred to as the coefficient of determination and which loosely represents the
proportion of information in one trial (or test run) that is explainable by information in
the previous trial (or test run). Thus it is important to have some way of quantifying
(percentage-wise) p2. If test runs are not related at all, p2 = 0; if they are perfectly related
(i.e., knowledge of one perfectly predicts the next one), p2 = 1. Thus —1 < p < 1 and
the sign of p is taken to be negative if successive test runs are expected to give opposite
results and to be positive if successive test runs tend to give similar results. In the absence
of historical data, one can attempt to loosely quantify p2 in this manner to obtain an
estimate of pmax. Indeed, in Section C, we suggest an information-theory-based approach
for estimating p. This suggestion, however, would entail a further research project. Since,
while the concept appears simple on the surface, substantial additional research will be
required to provide a workable, practical solution.

Alternatively to obtain some estimate of the correlation between test runs, it is also recom-
mended that we examine correlation coefficients of various other observable characteristics
of the test runs. For example, the correlation between maximum readings, minimum read-
ings or area under the path might be considered. These are some methods which might
be employed to quantify the percentage (p2) of information shared between successive test
runs. Please note that we are not suggesting examination of correlation coefficients of
various characteristics of the input data, but rather correlation characteristics of the test
runs in general. It is particularly unfortunate that the software being tested generates
hardly any quantitative output. As a result, we are forced to use many seemingly input-
based characteristics. However, note that these are not single input case based but rather
related to a sequence of inputs after they have been read and processed by. the software
being tested. In other words, these characteristics are also related to the execution of the
program. We suggest these as possible alternative estimates of correlation and realize their
lack of optimality.



-13-

Table 2: Effects of correlation between test runs
on the confidence bound 6" for the chance of failure

Correlation p

0

-0.5

0.1

0.2

0.5

0.7

0.9

0.99

P2

0

0.25

0.01

0.04

0.25

0.49

0.81

0.98

Approximate factor
by which 8*
should be adjusted

it

0.667

1.111

1.250

2.0

3.333

10.0

100.0

f This factor is exact.

4.2 Operating profile not known

The extensive statistical random testing should be based on simulated input of the usage
environment. A natural question to be asked is how representative is this simulated en-
vironment of the real one? It is much more likely that the two would differ, as pointed
out by several authors. Then the next question is how would this discrepancy between the
simulated and the real environments affect the derived reliability estimate?

As mentioned earlier, the entire input domain D is partitioned into k mutually exclusive,
exhaustive subsets Di,.. .,Dk, with £),• D Dj = <f> for i ^ j , i,j = l,...,k, with the
assumption that each subdomain would have the its own probability of resulting in failure.
In a statistical random test, inputs should be generated from each subdomain £>,• with
probability p,- and chance of failure 0j, such that the overall chance of failure is

(4.7)
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As we have stated in (3.3), the (1 — a) 100% upper confidence bound on 8 would be

9* = 1 - an (4.S)

However, a statistical random test would usually be conducted under a set of input fre-
quencies, say {<?i}, different than {pi}. Therefore the above 8* is actually a (1 — a) 100%
upper confidence bound on

9 = Zqi9i (4.9)

instead of on (4.7). (It is to be noted that the 0,- are unknown but that they need not
be estimated.) It could then be argued that because some "bad" subsets niay be under-
represented, i.e., q, < pi when #,• tends to be large, (4.8) is not an appropriate upper bound
on (4.7) under the confidence limit 1 — a.

It is obvious that the <7J'S are always known (or set by the tester) while the p;'s are not.
Therefore we do not know which P,-'s are under-represented. One should then be arguing
against the 'worst-case' scenario, particularly for ultra-high reliability applications. Addi-
tionally the <?i's are unknown. Therefore, a possible approach to assessing the sensitivity
of (4.8) and to robustifying it is first to express it formally as

9* = Efl*?, (4.10)

where 9* could be considered some "individual" confidence bound on #,-, but their actual
values are irrelevant here and need not be specified.

Next we try to maximize
9 = SpiO? (4.11)

under the following conditions:

(2) O<0? < 1 Vi , i = l , . . . , fc,

(3) qi/i < pi < Cqi V i, i = 1 , . . . , k (£ represents the factor by which the used
frequency, the g*'s, may differ from the true ones, the p,'s) and

(4) 0* = 5>0f.

Among all possible combinations of those "individual" bounds {9*} which would lead to
the established overall confidence bound 9* of (4.8) under the given profile {<jr,-}, we are
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finding the "worst" bound (4.11), if the actual profile {p,} is allowed to vary within a
certain range characterized by the factor L

Appendix C elaborates on the problems of maximizing 9.

Assuming the maximization leads to a value 9 = 9m!LX, then the ratio

T = 9m&x/9*

would indicate how the reliability estimate 9* under assumed input environment {qi}
would fare against a 'worst-case' input domain. In other words, if one allows the operating
profile to vary by a factor of £, then the confidence bound on the chance of failure should
be increased by a factor of r.

The choice of (. depends on how closely one considers that the used operating profile {q,}
represents the true one {pi}, or how much the operating profile is expected to vary in the
future. For example if one thinks the used frequencies (the <fr's) would not differ much
(say, by a factor of no more than two) from the true ones (the pj's), or that future changes
would be within a factor of two, then one may choose

1 = 2.

One may also choose a larger i to allow greater deviation from the true frequencies, or
greater room for future operation changes. It is to be noted that the #,'s are not individually
estimated nor are individual a,-'s calculated and combined to form an overall a.

The method of partitioning of the input domain D into subdomains X?,-, i = 1, . . . , k that
are mutually exclusive and exhaustive is open to question. One possibility is to consider the
input domain as consisting of all possible non-overlapping trip scenarios. In the absence
of any prior information (historical or field data) on the relative frequencies of the trip
scenarios, it is realistic to begin with the assumption that all scenarios occur with equal
frequency. Statistically, this assumption of equal likelihood represents the assumption
of a uniform prior distribution in a Bayesian analysis and models the situation of least
information on the underlying operating profile. It can well be argued that this assumed
profile does not represent reality. However it provides a basis for initial calculations and
should be coupled with a sensitivity analysis where the prior distribution is permitted to
vary from this uniform model.

The actual inputs can be considered to consist of two main components: a baseline reading
and a "disturbance" leading to a trip situation. We suggest that, since in real operation
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input readings may tend to be stable around their means and particularly since some
filtering mechanism may be applied to generate a stable reading, the baseline readings
may be simulated as a moving average process.

Simulation in this manner would require some knowledge of means and standard deviations
(or coefficients of variation (c.v.'s)). This information would be needed to generate the
"crude readings" as a mean plus a universal white noise and these "crude readings" would
then be input into the moving average process to get the final baseline input.

In instances where readings emanate from different meters, another individual meter-
dependent noise component should be added to the universal white noise component.

In order to generate trip scenarios by causing readings to cross set points, a disturbance
must be added to the baseline readings. To reflect the unknown nature of real causes for
the scenarios, we feel the disturbances should not assume a specific pattern. Hence, we
suggest using a diffusion process (e.g. a scaled Brownian motion with drift) to allow the
shape of the path to vary widely and randomly. There must also be some idea of how long
most trip cases would take to develop. This affects determination of the drift to be used
with the Brownian motion.

For single-reading situations, the disturbance is added to the baseline reading to form the
input reading. In the case of a multiple-sensor signal, we distinguish between an upward
and a downward disturbance. If there is an upward disturbance in a signal, it should
perhaps be added to all readings since it may reflect a real abnormality in the underlying
process monitored by all sensors. However, a downward disturbance would generally imply
a possible malfunctioning sensor and hence this can be reflected by adding it to only one
of the readings, and that particular reading maybe chosen at random.

While we have elected to partition D based on all possible non-overlapping trip scenarios,
we realize the method of partition is open to question and is important from both a
theoretical and practical standpoint. The decision to base partitioning on trip scenarios
is largely due to the very design feature and purpose of this software to handle these trip
scenarios.

There is essentially no asymmetry between single trip scenario and double trip scenario.
For example, when testing two modules, each can either be in trip or normal status. We
then test all the combinations that would lead to a trip.

As the number of modules increases, this partitioning issue may indeed become an in-
teresting problem. But we would still insist on including multiple trip scenarios because
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one could argue that this type of complex "overloading" of the program might generate

precisely the type of situation that would cause the software to "snap" (or fail) if it were

faulty.

It must be emphasized that , whatever partitioning is selected, it must require non-overlapping

(i.e. mutually exclusive) and exhaustive (complete coverage) subsetting of domain D.

4.3 Undetected failures

To assume that each occurring failure is detected would require a perfect monitoring pro-

gram during the statistical random testing, which certainly could not be taken for granted.

It may be true that the monitoring software could be much simpler than the software being

tested. But it still appears presumptuous to assume it would be 100% error-free. Therefore

in a general model the probability of finding a failure in a test run would be

(4.12)

where

01 = true chance of failure of the software being tested

and

02 = the chance the monitoring software misses a

failure of the major software, given that a failure

has indeed occurred.

It should be noted that the (1 — a) 100% upper confidence limit 0* discussed so far is a

limit on 0, not on 0i which represents the chance of failure of the software being tested.

There are several possible solutions:

(1) Require two or more independently developed, independently operating monitor-

ing programs so that 02 would be negligible.

(2) Because the monitoring process may be much simpler than the software under

test, one may be able to put an upper limit on 02 such as

02 < 10001,

and then compute an upper confidence limit on 0i from (4.12).

However, both of these approaches appear rather subjective. Therefore we would suggest

the following approach:
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(3) First perform random testing on the monitoring program to establish a fairly
large (say 1/4) confidence bound b on #2, e.g.,

P(92 >b)<a. (4.13)

Because b is a rather high bound, it would take only a small number of test runs
(hence possible human monitoring) to establish it with a very high confidence
level (i.e., very small a). For example, a limit b = ~ (meaning the monitoring
program would on average miss no more than one failure out of four failures of
the major software) can be established to a confidence level of 99.9% with only
24 test runs on the monitoring software. (See Table 3 below.)

In general it is not difficult to derive

P(6<6* AND 02 < 6 ) > l - ( a + d). (4.14)

Then from (4.12)

( ) l - ( a + d). (4.15)

Therefore, 6\ — 6*/(I — 6) is a [1 — (a + a)] 100% upper confidence limit on the true failure
rate 01# Appendix D gives the derivations of both (4.14) and (4.15).

In other words, if we take into account that the monitoring program may also be imperfect
and establish a (1 — a) confidence limit b on this "imperfection", then the confidence limit
on the chance of failure of the major software should be inflated by a factor of •— while
its confidence level is reduced from (1 — a) to [1 — (a + &)}•
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Table 3: Number of runs
(1 - a) 100% confidence

b

0.1

0.25

0.333

0.5

0.9

a
l

1 - 6

1.111

1.333

1.50

2.0

10.0

.05

29

11

8

5

2

.01

44

16

12

7

2

needed to obtain
bound b on #2

.001

66

24

17

10

3

.0001

88

32

23

14

4

It should be noted that the testing of the monitoring software (i.e. the derivation of
b) should be performed under the situation where all outputs of the major software are
artificially set to be failures. Now it should be true (albeit not quite obvious) that all
possible failure patterns of the major software are known, but their probability distribution
is not. Furthermore as failures of the major software are unlikely to occur, we may never
be able to estimate that distribution either. Therefore there would also be a question of
what failure pattern distribution to simulate during the testing of the monitoring program.
Possible solutions to this problem include exhaustive testing and, when that is not possible
or too time-consuming, testing along the line indicated in Section 4.2 with the monitoring
program taking the role of the software being tested.

We note an anology between the monitoring software and the shutdown system (major)
software under test. The requirement specification of the monitoring software may be
stated as "must detect a failure of the major software"; for the shutdown system (major)
software, the requirement specification is "must detect a failure of the nuclear plant".
Failure occurrences of the major software are the part of the operating profile of the
monitoring software that is of most interest to us; similarly trip scenarios are of most
interest for the shutdown system (major) software. The problem of inventing test cases
for the monitoring software is thus similar to the problem of inventing test cases for trip
scenarios in the major software - no (or very few) real events have occurred and hence we
have little information about their characteristics.
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5. Markov models

It is worthwhile to mention another approach that is completely different and separate from
statistical random testing, namely Markov process-based models. The basic idea in this
approach is to model the behaviour of a system with regard to reliability by a continuous
time Markov process with a finite system-state space. The advantages of this approach
include sophisticated analytical and computational features not possessed by statistical
random testing, as well as the possibility of relaxing some of the strict assumptions used
in statistical random testing.

This Markov model based approach will no longer be a 'black-box' one like that encountered
with statistical random testing, since it would require more detailed knowledge about the
internal structure of the system. It defines each state of the Markov process as a distinct
system configuration. The transition probabilities between states are characterized by a
number of modules within the system. Each module would have two basic states: success
or failure. The testing problem of the current SDSl safety critical system (for example)
appears to be best represented by a Markov model for non-repairable systems. The system
reliability would be defined as the probability that at a time t the system state is found to
belong to the set of all operational (non-failure) system-states.

While all this sounds promising, one has to realize that so far in the literature this approach
has only been applied to very simple token systems without much practical implication. In
order to work out a practical model for a problem as complex as one like the SDSl shut-
down system, much research and development work needs to be performed. A particular
challenge here is the construction and estimation of the transition matrix of the Markov
model for the case in which few real failures are expected.

6. Concluding remarks

In general we believe that in order to use statistical random testing to assess the reliability
of safety critical systems, concerns over likely deviations from the basic assumptions of
random testing have to be addressed. In this chapter we have provided rather extensive
answers to some of those concerns and in Chapter C we shall address implementation of
the suggested methodology.

As we have indicated, a possible alternative to statistical random testing is the Markov
model approach which may elminate some of the problematic assumptions. While acknowl-
edging this potential, we have to point out that the current research results on Markov
models are still far from being able to handle even a moderately complex problem. Much
needs to be done before a practical Markov model-based methodology could be developed
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to address a problem involving highly complex software under safety-critical applications.
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C. APPLICATION OF STATISTICAL RANDOM TESTING

1. Introduction

This chapter describes the application of statistical random testing procedures (SRT), as
developed and executed by the Statistical Consulting Centre, to a very small, isolated
segment of the trip computer software SDSl (see [Ref. 93]). We also consider the wider
issue of evaluating the upper bound of the probability of simultanuous failure of two trip
computers within a particular shutdown system and simultanuous failure of both shutdown
systems.

2. The Choice of a Portion of the Trip Computer

In consultation with representatives of Atomic Energy Control Board, two modules of SDSl
- primary heat transport high pressure (PHTHP) and the high moderator level (HML)
- were selected for demonstration of the implementation of the statistical random testing
(SRT) procedure developed in Chapter B. Figure 1 is a flowchart for the isolated segment
of the trip computer.

INPUT

Tiip subroutines

PH7PH

Channel trip
subroutine

Output

•Global variables
'Global parameters

•Local variables
•Local parameters

Trip subroutines

HML

•Local variables
•Local parameters

Figure 1: The isolated segment of SDSl
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3. The Computer Hardware at the Statistical Consulting Centre

The random testing and all related computation and calculation were carried out on a
network of UNIX workstations in the Statistical Consulting Centre, Carleton University.
More specifically, the bulk of the work was performed on a Sun SPARC2 running SunOS
4.1.1. Other specifications of that workstation include 16MB RAM and a processor per-
formance of 28.5 MIPS (4.2 MFLOPS). It has a 207 MB internal disk as well as a 669MB
external disk module.

4. The Computer Software at the Statistical Consulting Centre

Some of the preliminary work and calculations as well as many graphics included in this
report have been done using the statistical package S-plus Version 2.3 (see [Ref. 2]), which
interacts with FORTRAN and C. Because this package, though superb in handling small
scale statistical calculations, has some rather serious memory limitations in large scale
simulations, the final testing has been carried out using only FORTRAN. The random
number generators are subroutines from the NAG library, Mark 14 (see [Ref. 12]).

5. The Choice of the Input Domain and Operational Profile

Statistical random testing represents a "black box" approach to assessing the reliability
of computer software. In particular it attempts to estimate the chance of failure of the
software under a certain operational profile. For strict definitions of terms such as failure
and operational profile, reference should be made to Appendix A and to Chapter B.

For the purposes of the current report, a failure is restricted to be the case where the
software fails to trip when a trip situation does in fact occur. In other words, testing
the behaviour of the software in the normal, non-trip environment is not considered. The
chance of failure being assessed is the following probability:

9 = Prob(software does not trip | a trip situation occurs).

The chance of failure 9 is thus naturally dependent upon how trip situations are distributed
probabilistically, i.e., on the operational profile or the probabilistic character of the input
domain.
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5.1 The Input Domain

Because we are testing only a segment of the original trip software, the input domain
therefore consists of all the possible trip scenarios restricted to the two modules being
tested, namely those involving PHTHP and HML. The following is a list of the possible
scenarios:

(1) upward disturbance in PHTHP causing it to eventually cross the upper set point;

(2) downward disturbance in PHTHP causing it to eventually cross the lower set
point;

(3) upward disturbance in HML causing it to eventually cross the upper set point;

(4) downward disturbance in HML causing it to eventually cross the lower set point:

(5) Combination of scenarios 1 and 3;

(6) Combination of scenarios 1 and 4;

(7) Combination of scenarios 2 and 3;

(8) Combination of scenarios 2 and 4.

The above eight categories of scenarios constitute our input domain. Firstly, we note the
program is designed to handle these scenarios as they could be considered part of the
program specifications. Secondly, the very fact that the essential software failure, if it
exists, is decided not by a single loop but by a sequence of loops stipulates that testing
cases should be scenario-based instead of single-reading based. Thus "black box" testing
may not be completely "black" but this is not inconsistent with what several other authors
have noted. Indeed, an early article by Duran and Wiorkowski (see [Ref. 13]) on statistical
random testing was based on the internal structure of the program, namely "paths".

5.2 The Operational Profile

Besides the input domain, there is yet another component of the operational profile, namely
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the probability distribution of the inputs in the said input domain. In the absence of any
prior information, or field data on the relative frequencies of the listed scenarios, testing
has been done assuming that all the scenarios are equally likely to happen. Therefore,
if our input domain is restricted to the aforementioned eight categories of trip scenarios,
each category has a probability or frequency of 1/8 in the operation. For random testing,
this means that approximately but due to random variability, not necessarily exactly equal
numbers of input cases will be generated from each category.

As we have indicated in our previous reports, it can well be argued that this assumed
profile does not necessarily represent reality. It may not even be a close approximation.
Adjustment for deviations from this assumed profile will be considered in Section 9.

6. The Choice of the Distribution of the Input Domain

The actual inputs used consist of two components: a regular/baseline reading and a "dis-
turbance" leading to a trip situation.

6.1 The Regular/Baseline Reading

It should be noted that the testing performed by the Statistical Consulting Centre involves
only two modules of the original software and does not purport to test the entire trip
software but only to demonstrate statistical random testing.

In the original trip software, new inputs are read every time the software finishes a loop,
which makes the frequency of reading inputs highly system-dependent and nearly impos-
sible to simulate on any machine other than the targeted one. To overcome this problem,
our testing was made a loop-based (not real-time-based) operation where each loop was as-
sumed to take exactly 60 milliseconds. Therefore successive readings were always assumed
to be 60 milliseconds apart.

AECL and Ontario Hydro have pointed out that in real operation the input readings are
fairly stable around their means. They have also pointed out the actual meter readings
are not really instantaneous since some "dampening" or filtering mechanism is applied to
generate a more stable reading. An appropriate way to reflect this is to make the simulated
baseline readings a moving average process. In particular, we start by generating a 'crude'
process at a supposedly constant interval of every 15 milliseconds. Then the actual baseline
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is the 'moving average' of five consecutive such crude readings. In actual simulation, this

moving average leads to a one-step autocorrelation coefficient of l / \ /5 or 0.4492 between

consecutive baseline readings.

In the single-input HML, the crude baseline is the purported mean plus a white noise.

Ontario Hydro in its report No. NK38-CR-2-68200.1 (see [Ref. 4]) lists this mean as

between 8400 and 8620mm, so we have used the midpoint 8510mm, or 1646mv after

conversion. However, we were unable to locate any value for the normal variability measure,

or the standard deviation, for the white noise. In order to proceed, we assumed a coefficient

of variation (CV) similar to that of PHTHP and derived a standard deviation of 40mv.

After generating the 'crude reading', the final baseline input is constructed as a moving

average as described previously.

In PHTHP we have followed a similar route to generate the baseline readings. However,

it has an additional problem since there are four readings supposedly coming from four

different meters. In view of the fact that those four meters monitor the same underlying

process, we construct the individual 'crude readings' as a mean plus an universal white

noise component and an individual meter-dependent noise component. Ontario Hydro has

indicated a normal average PHTHP reading as between 8.7 and lOMPa with a mid-point

of 9.35MPa, or 3304mv after conversion, which is taken as our mean. It has also indicated

the overall standard deviation of 0.3MPa, or 77mv, which has to be "divided up" into

the universal and individual noise components. After consultation with representatives of

AECB, we have taken

o\:o\ = 0.80:0.20

where au is the standard deviation of the universal component and ae is that of the

individual ones.

6.2 The Disturbance

We have yet to construct the disturbance which, when added to the baseline readings,

will lead to trip scenarios or, more specifically, will cause the readings to cross various set

points.

Because the real causes of these scenarios may vary and are in any case unknown to us, we

feel it is rather presumptuous to assume a specific pattern or patterns of the disturbance.
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To allow the shape of the path to vary randomly (and widely), we choose to use a diffusion
process, or more specifically, a scaled Brownian motion with drift, to represent disturbance.

There is one more problem: how long it takes from normal operation to trip status. Graph-
ically, it is how long for the input path to reach the set point. AECL and Ontario Hydro
have indicated that normally most trip cases would have developed within 'a few sec-
onds'. Therefore for our testing purposes we have chosen relevant parameters such that
the average time to develop a trip case is approximately 5 seconds.

For the single-reading HML, the disturbance will be added to the baseline reading to form
the final input.

For the four-sensor PHTHP signal, the situation is a bit more complex. The disturbance
term is supposed to simulate a possible abnormal situation and, after consultation with
representatives of AECB, we feel a fine difference should be made between an upward and
a downward disturbance.

If there is an upward disturbance in PHTHP signal, it is added to all four readings since it
is supposed that the disturbance represents a real abnormality in the underlying process
monitored by all four sensors. But when it is a downward disturbance, it would usually
mean a possible malfunctioning sensor. Therefore it is to be added to only one of the four
readings. In the actual SRT program, any downward disturbance in PHTHP is added to
a randomly chosen sensor reading from the four inputs.

7. Statistical Random Testing (SRT) Software Description

The SRT software performs four main tasks. The first task is generation of the simulated
input based on the description of the actual behaviour of the two trip parameters, PHTHP
and HML. The second task is running the actual testing by checking the simulated five
sensor signals against the high setpoints and the low setpoints in each of the eight scenarios.
The third task is for.the monitoring software to compare the actual output with the
expected output of the two trip parameters. Finally, the fourth task is reinitializing the
system and starting the whole procedure of decisions.

The main steps of the SRT software are as follows:
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(1) At the start of each run, it resets the sensors, the two parameters and the channel
to the non-trip state; randomly selects one of the eight trip scenarios to simulate.

(2) It sets the Brownian motion at the start of each test run to be Bo — 0.

(3) It sets the high and low trip setpoints for the two trip parameters.

(4) It generates the random inputs from the moving average model and the Brownian
motion process.

(5) It captures the computed data (actual results).

(6) It performs the trip logic and get the expected results.

(7) It validates the results by testing the equality of the actual results and the ex-
pected results.

(8) Repeat Steps 1 to 7 for each run of each group.

It reinitializes the system at the beginning of each group of runs by re-executing the SRT
software and generates a new random number to start the loop of steps 1 to 7 for this
group of runs. (See flowchart Figure 2).

It should be noted that because we are testing only two modules from the SDSl pro-
gram, features such as "seal-in", reset, hysteresis region, etc. cannot be included in this
demonstration.
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Figure 2 Flowchart of the SRT Program
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8. Execution, Outcome and Preliminary Discussion of the SRT Program

8.1 Execution of the SRT Program

The SRT program we have developed has been executed for a total of 8000 runs as follows:

(1) They are divided into ten groups, each consisting of 800 runs.

(2) One group of runs is executed consecutively and continuously at a time, after
which the system is re-initialized for the next group to be run in the same manner,
until all ten groups are completed.

(3) The program randomly selects one of the eight scenarios to simulate for each run,
assuming they follow an equally-likely distribution. Due to random variation the
total number of runs is not exactly the same for the different scenarios, whether
for the grand total or within each testing group.

(4) We have minimized the non-random set-up of the testing to such a degree that
every time the program is run, only a single random seed has to be set. For
ten testing groups we have to set ten such seeds. To further reduce possible non-
objectivity and yet to maintain the repeatability of all our results, those ten seeds
are taken from a random digit table (Table A.I in [Ref. 1]).

8.2 Results of the Test Runs

The SRT program at the Statistical Consulting Centre verified the functionality of the
two parameters as a result of 8000 runs taking into account reinitializing the system nine
times. We experienced no discrepancies between the two trip parameters actual behaviour
and the predictive software. Test results are summarized in Table 4.

Figure 3 gives several sample paths of actual testing runs. Note the wide variability in the

paths that were observed.

There is an important note and observation about the test outcome, namely, spontaneous
trips. Due to natural random variability and the not-so-large gap betweeen normal mean
PHTHP level and the upper setpoint (which amounts to about only 4 standard deviations
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of the normal PHTHP signal), a trip may happen 'naturally', albeit at a very low rate,

without introducing any disturbance into the readings. The compounded effect of this

plus the substantial variability we give to the disturbances in the simulated cases is that

sometimes the final trip is not caused by the specific disturbance term for that particular

run. It is to be noted that the number of these runs is small (less than 2%).

Table 4: Test Outcome
Scenario I.D.

1

2

3

4

5

6

7

8

#of
test runs

1021

995

1059

1002

978

970

995

980

# o f .discrepancies

0

0

0

0

0

0

0

0

Also in all four 'combination' scenarios (ID 5 to 8) a trip in most cases is caused by only

one of the two parameters crossing the respective setpoints. Only occasionally do we have

'simultaneous' crossings (i.e., they cross the respective setpoints in the same loop, but not

necessarily at the exact same millisecond in real time).
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setpoint

Figure 3: Sample paths of testing runs
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S.3 Preliminary estimates of reliability

Proceeding from the test results, and in particular noting that no discrepancies were de-

tected between observed and expected performances in 8000 runs, we have calculated in

Table 5 the preliminary estimates of reliability, namely the upper bound on the chance of

failure 9. It should be stressed that those estimates are based on standard assumptions

which may not hold in practice. Calculation formulae and details of these assumptions

appeared in Chapter B. It should also be noted that calculations use the total number of

test runs (8000) and not the number related to each separate scenario.

Table 5: Upper limits
Confidence level

95%

99%

99.9%

99.99%

on chance of failure 9
Upper bound on 9

0.0003

0.0006

0.0009

0.0012

In Section 9 we shall discuss how those preliminary reliability estimates should be adjusted.

9. Adjustments for the Deviations from the Assumptions

We have presented statistical random testing based on some rather stringent assumptions.

This section discusses various adjustments for deviations from these assumptions.

9.1 Adjustment for non-independence between consecutive runs

One of the standard assumptions required by the preliminary estimates is that all test runs

are independent of each other. In practice, this assumption is likely to be violated and a

correlation coefficient p between consecutive test runs, at least within the same test group,

should be assumed.

We have proposed using an upper bound pm&x to p for adjusting reliability estimates [see

Chapter B., 4.1]. The result is that the preliminary upper bound on the chance of failure

9 as given in Table 5 has to be approximately inflated by a factor of 1/(1 — pmax)-
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Because no actual occurrence of failure was observed in the random testing, it is theoreti-
cally impossible to estimate p or pma.x using standard statistical methodology. In order to
come up with a pm3,x supported by the real test data, it was decided to check the correla-
tion coefficients of various other characteristics of the test runs which are observable, such
as maximum readings, minimum readings, the length of the path, the area under the path
and the completion time. See Table 6 for these autocorrelation values based upon group
1. We note that these characteristics may be input-driven but more importantly they are
also execution-related.

Table 6: Observed autocorrelation among 800 runs in test group No. 1
Run Characteristic

Maximum

Minimum

Area Under Path

Length of Path

sensor 1

0.0120

0.0249

-0.0584

-0.0475

PHTHP

sensor 2

- 0.0034

- 0.0044

-0.0632

-0.0458

sensor 3

- 0.0086

- 0.0205

-0.0679

-0.0434

sensor 4

0.0068

- 0.0235

-0.0596

-0.0526

HML

sensor 1

- 0.0094

0.0254

-0.0634

-0.0683

Note: The autocorrelation of completion time for the 800 runs in group 1 is —0.0565.

While we have chosen to display only the autocorrelation coefficients for group 1, the same
autocorrelation coefficients have been computed for all the other nine test groups namely
group 2 through group 10, resulting in a total of 210 observed autocorrelation coefficients.
Those results show first of all that all of the observed autocorrelation coefficients are very
small in magnitude with none exceeding 0.1 in absolute value. Secondly about half of
those coefficients are actually negative, suggesting possible negative correlation between
test runs which, if true, would effectively improve the original reliability estimate (i.e. lower
the upper confidence bound). We are obviously only concerned with instances of positive
autocorrelation as these represent the only time when the original reliability estimate would
be negatively impacted.

Having observed that all the calculated autocorrelation coefficients do not exceed .1 in
absolute value and, being concerned only for the case of positive autocorrelation because
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it impacts negatively on the estimate of reliability, we choose a value of p m a x to be greater

than or equal to .1. Note that the adjusted upper bound on 9 becomes 9*{\ — pmax)"1-

Table 7 displays the adjusted upper bound on 9 using pm&x values of 0,1, 0.2 and 0.3.

This maximum correlation leads to the following adjustment of the preliminary reliability

estimates in Table 5 of Section 8.3:

Table 7: Upper limits on chance of failure 9 after adjusting for possible
autocorrelation

Confidence level

95%
99%
99.9%
99.99%

Upper bound on 9

.0003

.0006

.0009

.0012

Adjusted upper bound on 9
Pmax == -1 Pma.x = •" Pmzx = •«

.00033 0.00038 .00043

.00067 0.00075 .00086

.00100 0.00113 .00128

.00133 0.00150 .00171

All in all we feel a case can be made that the assumed yet unobservable correlation between

consecutive runs will not exceed 0.2 (say) or

Pmax 5: -2

and we have used this value for further subsequent calculations.

We admit that this approach, though fairly convincing in this particular case, may not

represent a good general solution. Further comments and suggestions on this issue can be

found in Section 10.

9.2 Adjustment for operational profile variations

All the preceding reliability estimates are based on the simplistic operational profile used

for our testing, namely that all trip scenario categories simulated are equally likely to

occur. However this by no means can be taken for granted.

In operation, the actual operational profile may very possibly be different from the one

being simulated here. Also in the course of long-term application the operational profile

may also change over time. Therefore any reliability estimate should be made sufficiently

robust that variations in operational profile will not invalidate it. We have proposed a

solution that an existing reliability estimate, say an upper confidence bound 9* on the
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be a valid confidence bound in the presence of variation of the operational profile within a

specified range (see [Chapter B., 4.2]. In our simulation, we assumed all scenario categories

were equally likely. In other words, each has a <?,- = 1/8 chance of contributing trip cases.

In reality the actual frequency p,- for the i-th category may vary between, say,

j < Pi < tqi, or i < Pi < i for some L (9.1)

For example, given I = 2, the above condition becomes

16

We would like to adjust our reliability estimates in such a way that they would still be

valid for all possible situations where p,- falls in the above-mentioned range.

Finding r = 9m&x/8* can be shown to be a problem of maximizing a quadratic function

under a number of linear restraints and conditions. A technical difficulty here is that

the Hessian matrix of the maximization problem is not negative-definite, hence a global

solution is difficult to locate.

As elaborated in Appendix C, #max can only be reached at some "boundary" points of

the linear restraints. Based on that, the optimization subroutine E04NAF from the NAG

FORTRAN Library [Ref. 2] has been used for an extensive numerical search for 9mM, and

which proves r = £ in all the cases encountered in the present test experiment.

In addition, we have also done some theoretical derivation which shows that for our partic-

ular case of an equally likely profile distribution and very low upper bound 6* on 6, r = I

is indeed true.

The upper bounds in Table 7 have been adjusted for this operational profile variation and

the resulting estimates (using I — 2 and I — 3) appear in Table 8 below.
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Table 8: Upper bound on 9 after further adjusting
for possible operational profile variation

Confidence
level
95%
99%
99.9%
99.99%

Adjusted upper bound on 9
Factor £ by which
operational profile
may vary
£ = 2

0.00075
0.00150
0.00225
0.00300

£ = Z
0.00113
0.00225
0.00338
0.00450

9.3 Adjustment for possible imperfections in monitoring

So far the discussion has always been based upon the assumption that if any discrepancy

between expected result and actual output were to occur, it would have been captured

accurately by the testing software. In other words, we have assumed perfect monitoring.

In reality, one has to allow for possible imperfections in monitoring since the testing soft-

ware, like any other software, may also contain errors that would lead to failure (in cap-

turing the failure of the software being tested). We have developed a method to ac-

commodate this possibility (see [Chapter B., 4.3]). Specifically we allow our monitoring

software/process to have its own chance of 'failure', #2, where

#2 = Prob (monitoring misses a failure | a failure does occur)

and we adjust the estimated upper bound on the major software chance of failure 9i,

accordingly.

Table 9 below shown the number of test runs required to establish an upper bound on 92,

where P(92 > b) < a.

Table 9: Number of runs
required for establishing
upper bound b on #2
a
0.0001
0.0001

b
.33
.25

n\
23
32

The essence of the adjustment here is that the upper bound on the major software chance

of failure 9\ should be inflated by a factor of 1/(1 — 6) while its confidence level will be
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reduced from (1 — a) to 1 — (a + a). We leave the final adjustment to the summary in the
next subsection.

Even though our testing program has undergone extensive and rigorous structural debug-
ging (white test), we have conducted random testing on it as well. For that we have first
to simulate failure of the major software being tested. We do that by tampering with the
trip computer output. Figure 4 is the flowchart of our scheme.

In particular, our "tampering" consists of three possible cases:

(1) The trip status for all parameters artifically set to "non-trip" no matter what the
actual results are:

(2) Channel trip status artifically set to "non-trip" no matter what the actual results
are;

(3) Both channel and parameter trip status artifically set to "non-trip".

Actually, we have performed a total of 300 runs to test the monitoring process. In each
run, one of the three aforementioned cases is selected and simulated at random. In all 300
runs our monitoring is able to record the discrepancy between the artifical "actual" results
and the expected results. As seen in Table 9, we do not need more than approximately
30 runs; it is i-lear our number of runs for testing the monitoring software allows us to use
any bounds on #2 listed in Table 9.

9.4 Summary of Adjustment

We have presented and illustrated adjustment in "chance of failure" estimates for possible
correlation among test runs, operational profile variations and imperfect failure monitor-
ing. Given a maximum correlation between consecutive runs of 0.2, an operating profile
variation factor of £ = 2 and a (1 — .0001)100% upper confidence of limit 6 = .25 on the
monitoring chance of failure 82, Table 10 shows both the initial and final upper bound on
6\ after this series of adjustments.
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1 START 1

Enter total number of runs and total
number of maximum loops each run

Enter seed, initialize random number
generator; initialize baseline processes

Enter First Run

Reinitialize sensors parameters and
channel trip status

Randomly select one of each trip
scenarios to simulate

Reinitialize the Brownian motion

Generate random input from moving
average model and Brownian motion

Compute data from portion of trip
computer (get actual results)

' TAMPER WITH \
!ACTUAL RESULTS'

Perform trip logic
(get expected results)

Analyse and compare results

channel tripped
or number or (oops

> maximum?

Total number of
runs reached?

Figure 4. Testing the monitoring process
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Table 10: Final upper bound on 0\ for I = 2 and a (1 - .0001) 100%
upper confidence limit of b = .25 on
Initial
Confidence Level

95%
99%
99.9%
99.99%

Initial
Upper Bound

0.0003
0.0006
0.0009
0.0012

Final
Confidence Level

94.99%
98.99%
99.89%
99.98%

Final
Upper Bound

0.001
0.002
0.003
0.004

10. Some Remarks

This chapter represents an illustration of the application of the SRT methodology to two
particular software modules selected from SDSl. Expanding this work to attack the large-
scale problem of testing complex software using SRT raises several important issues:

(1) Information on basic operational characteristics such as means, standard devia-
tions and coefficients of variation of major input signals needs to be substantially
improved. Even with only two parameters we had difficulty in pinpointing the
exact mean of the baseline readings. The standard deviation of one particular
parameter was simply not available from any source. These operational charac-
teristics are fundamental to the problem of generation of baseline readings.

(2) With only two parameters and the related five sensor readings, the simulation
of various trip scenarios has been a formidable task. We ha.ve attempted not to
introduce any fixed, artificial patterns in the disturbance since we simply do not
have much solid information a priori in this regard. But we are still not sure
how close to reality are the scenarios we have simulated. In testing the com-
plete SDSl software rather than simply two modules, simulation of all possible
trip scenarios, (much less other complexities arising from the much larger soft-
ware) would certainly become an even more contentious issue vis-a-vis their true
representativeness, among other things.

(3) The operational profile is also an issue both in terms of accurately reflecting
reality and in terms of choice of partition. Here, in the absence of specific contrary
information, we have made the simplistic assumption that all scenarios are equally
likely with the two parameters. We have then accommodated some variation from
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this uniform distribution. However with the full SDSl program such an approach
may prove just too simplistic. Some concrete information on the true scenarios
(or likely scenarios) needs to be obtained to improve accuracy of the operational
profile.

(4) Related to (3), in the problem of maximization under operational profile variation,
the technical difficulty because of the non-negative-definite Hessian matrix would
become more prominent if one has to depart from the equally-likely distribution.
More theoretical work may be needed to tackle this problem in its generality.

(5) There is also the problem of using loop-based testing schemes to test the originally
real-time based program as we have done here. However, the real-time part is
effectively impossible to test on any system other than the targeted one, and
under any environment other than the real application/operation. One has to
always bear this in mind while contemplating the expansion of testing to the
complete SDSl software.

(6) We have made substantial efforts in stretching the SRT methodology within the
established theoretical framework to accommodate many practical issues, which
would otherwise invalidate the conventional results. However in robustifying the
results we would not consider all the proposed solutions to be optimal.

(7) In particular, on the possible correlation between consecutive test runs without
re-initialization, the un-estimability of the correlation of failure is still a problem
warranting a better solution. A possible direction is some information-theory-
based methods, which we would recommend be further explored.

Overall, there is also the persistent question of whether SRT itself is the best method for
this kind of reliability problem. Given sufficient time and effort, better methods based on
perhaps entirely different theoretical set-ups may avail themselves in the future. However,
the current status of software reliability research does not seem to provide a plausibly
superior alternative to SRT. As can be determined from the literature review in Appendix
A, there are few methods applicable for ultra-high reliability assessment. For better or for
worse, SRT still appears to be one of the most practical approaches at present. Never-
theless, we would strongly recommend its use in conjunction with other methodologies if
major policy decisions are involved.
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11. The case of simultaneous failures

In Section 10 we have already discussed problems in extending the current SRT procedure

to the entire SDS1 software. All results have been based on a single trip computer. Here we

discuss the problem of evaluating the probability of simultaneous failures. In our discussion

we shall point out the ambiguities and give answers and solutions under very specific

situations and conditions. But again, we shall also flag problems with these conditions or

assumptions.

Secondly, we would like to stress that all our discussions are not related to hardware or

any other non-software system failures. In other words we assume perfect non-software

system reliability.

11.1 Failure of two trip computers within a shutdown system

It is our understanding that a shutdown system consists of three identical computers

running the same trip software. In this case the probability of failure of each system is

the same, namely that of the chance of failure (8) of the software, the upper bound for

which can be estimated by the SRT method we have developed once all detail problems

of extending the current work to the entire SDS1 software are satisfactorily solved. We

assume 8* is a (1 — a) 100% upper confidence bound on 8.

The probability of having simultaneous failures can refer to one of the following:

4>i = Prob(exactly two of the three trip computers fail simultaneously) (H-l)

and

<f>2 = Prob(at least two of the three trip computers fail simultaneously). (H-2)

Obviously, both events lead to the failure of the shutdown system under the current design.

But their applicability depends very much on how the shutdown system is being operated,

particularly whether all three or only two of the computers are running at the time.

To avoid unnecessary technical complexity, from now on let us assume that all three com-

puters are running. Then (11.2) is applicable as far as system failure is concerned.

Next we give the following essential assumption
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Assumption (A): The three computers are operating independently of one another in the

probabilistic/statistical sense.

In simple words, what Assumption (A) means is that the probability that one computer

fails does not affect that of another. We shall discuss the validity of this assumption later

in this section.

Under the condition that all three computers are running and Assumption (A), it can be

shown that

fc=392-28\ (11.3)

which is a non-decreasing function of 9 for 0 < 9 < 1. Therefore, a (1 — a) 100% upper

confidence bound on fa is

4* = 3d*2 - 29**. (11.4)

Now a major problem is the validity of Assumption (A). If indeed all failures are caused

by software errors and all three computers are running the same software, then it is very

difficult to justify such an assumption of independence.

Moreover, if all three computers take the same inputs from the same sensors, then it could

be theoretically argued that all failures must be simultaneous on all three computers and

therefore the probability of simultaneous failure is the same as that of a single failure, or

instead of (11.3),

4>2 = <f>i = 9

Here we have the following rather important observations:

(i) If the same software is run and the same inputs are taken, then having multiple

computers does not enhance at all the reliability of the system against software

failure.

(ii) In the case that the three computers in the same system receive inputs from

different sensors, the enhancement in software reliability could still be questioned

as the inputs from different sensors might be strongly correlated with each other.
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11.2 Failure of two shutdown systems

Let us assume

V>i = Prob(System 1 fails due to trip computer failures);

t/>2 = Prob(System 2 fails due to trip computer failures),

and

xj) = Prob(Both systems fail simultaneously due to trip computer failures).

Now suppose we have established, say, a (1 — at\) 100% upper confidence bound T/>J on \p\

and a (1 — a.2) 100% upper confidence bound ^>| o n ^2, respectively. Furthermore, let us

assume

Assumption (B): The two shutdown systems are operating statistically independently of

each other.

Under these assumptions and conditions it can be demonstrated that

0 = 0^2 (11.5)

It can then be shown that

r = r^i
is an upper bound on the simultaneous failure rate t/> with confidence level no lower than

Given that the two systems use completely different pieces of software taking inputs from

different sensors, assumption (B) would appear more plausible than Assumption (A) in

previous section. But it is still quite presumptious to accept it without some definite proof

and experimental results. We shall elaborate on these assumptions in the next section.

11.3 Further Remarks on Assumptions

As we have seen, the problem of simultaneous failures depends very much on the statis-

tical/probabilistic relationship between the multiple computers, components and systems.

We have pointed out that Assumption (A) in Section 11.1 would be false when the same
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program and inputs are run and/or taken. For Assumption (B) of Section 11.2, there have
also been reports that even if developed by two entirely different and independent groups
of programmers, there is still a fair chance that the two groups would be making the same
or similar mistakes since they are meeting the same specification. In other words, the
validity of Assumption (B) is also highly questionable.

As a result, we think a better way to handle this simultaneous failure problem is to formu-
late a general model which allows correlation between computers and systems, in particular
a correlation regarding (simultaneous) software failures. Once that is introduced, the reli-
ability estimate of the entire system can be relatively easily worked out based on reliability
estimates of individual computers and systems.

But then a major problem remains, namely ascertaining the value of the assumed corre-
lation between computers or systems. Theoretically and arguably practically, controlled
and well planned experiments can be conducted to assess and/or estimate these correlation
coefficients. The Statistical Consulting Centre will be glad to further explore this problem
if it is deemed worthwhile.
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APPENDIX A

LITERATURE REVIEW ON SOFTWARE RELIABILITY

1. Definitions

We start this literature review by introducing the basic terms and concepts of software
reliability modelling. It is important to understand thoroughly these basic definitions
before specific models or practical applications can be addressed. These definitions will
cover the basic terms used in the two main approaches of modelling which are probabilistic
models and non-probabilistic models. We would like to point out that some models have
been developed based on different ways of defining the basic terms but we have introduced
the most common terms and their definitions based upon how local these definitions are.

Definition 1.1 Software Reliability R\

The probability of failure-free operation of a computer program for a specified time in a
specified environment.

Definition 1.2 Software Error:

Human action which results in software containing a fault. One abstract scheme is to
isolate errors, e.g., omission (due to a missing entity) and commission (incorrect segment
of existing code).

Definition 1.3 Software fault (bug, flaw):

A manifestation of an error in software. A fault, if encountered, may cause a failure. In
other words, it is the effect in the program that, when executed under particular conditions,
causes a failure.

Definition 1.4 Software failure:

An unacceptable result produced when a fault is encountered. In other words, it is the
inability of a system or system component to perform a required function within specified
limits.

Note. There are four ways of characterizing failure occurrences in time:

(1) time of failures;
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(2) time interval between failures;

(3) cumulative failures experienced up to a given time;

(4) failures experienced in a time interval.

These foregoing quantities are all random variables.

Note. Failure behaviour is affected by two principle factors:

(1) the number of faults in the software being executed;

(2) the execution environment operational profile.

Definition 1.5 Program:

A set of complete machine instructions (operations with operands specified) that executes
within a single computer and accomplishes a specific function. A program is generally
assumed to be stable (not changing in size or content with time) for the purpose of software
reliability modelling.

Definition 1.6 Input State:

A set of values of the input variables characterizing an input state.

Definition 1.7 Runs:

The definition of a.run is somewhat arbitrary but it is generally associated with some
function that the program performs. Runs that are identical repetitions of each other are
said to form a run type.

Definition 1.8 Input Variable:

A variable that exists external to the program and is used by the program in executing its
function.

Definition 1.9 Output variable:

A variable that exists external to a program and is set by it.
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Definition 1.10 Output State;

A set of values of all output variables associated with a run of a program.

Definition 1.11 Operational Profile (input distribution): (see [Ref. A.4])

A set of run types that the program can execute along with the probabilities with which
they will occur. In other words, it is the expected run time distribution of inputs to the
program.

Input state Operational profile.

Figure A.I: Illustration of a realistic operational profile.

Definition 1.12 Environment:

The operational profile of the programme., the relative probabilities of occurrence of various
types of runs, which are characterized by their input states.
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Definition 1.13 Mean Value Function (M.V.F.) //:

The average cumulative failures associated with each time point.

10 - Mean value function - i n

10

Figure A.2: Illustration of the mean value and the
related failure intensity functions.

Definition 1.14 Failure Intensity Function (F.I.F) A:

The rate of change of the mean value function or the number of failures per unit time.

Reliability

Time (hr)

Figure A.3: How failure intensity and reliability
typically vary during a test period, as faults are removed.

dt

Note. Failure intensity is an alternative way of expressing reliability.
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Note. The reliability R and failure intensity A are related by

R(T) = exp(-Ar)

where r is the execution time.

Definition 1.15 Availability:

The expected fraction of time during which a software component or system would function
acceptably is the probability that the system will be operational at a given time. Long-
term (or steady-state) availability is the fraction of time the system is operational over a
period of time.

Definition 1.16 Unavailability:

The fraction of time during which the system will not be able to perform its required
function.

Definition 1.17 Maintainability:

A concept reflecting the speed and ease with which a program can be corrected.

Definition 1.18 Reparability:

Probability that a non-operational (failed) system can be made operational within a spec-
ified period of active repair time.

Definition 1.19 Trustworthiness (Prof. David L. Parnas's lecture to Statistical Society of
Canada, September 1991).

It is a low probability that catastrophic flaws remain after all verification.

Note: Software does not have to be correct to be trustworthy. Since it is not practical to
measure the trustworthiness of software (see [Ref. A.82]), we did not find any model to
test such a measure.

Definition 1.20 Software Reliability Model:

A representation of a random process through which software reliability is characterized
as a function of time and properties of the software product or the development process.
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Note. A software model specifies the general form of the dependence of the failure process
on the following three factors:

(1) fault introduction;

(2) fault removal;

(3) the environment.

Since these factors are probabilistic in nature and operate over time, software reliability
models are generally formulated in terms of random processes.

Definition 1.21 Hazard Rate Z(t):

Reliability R(t) is related to failure probability F(t) by

R(t) = 1 -

where F(t) is the probability that the time to failure is less than or equal to t. If F(t)
is differentiable then the failure density f(t) is the first derivative of F(t) with respect to
time 2, i.e.,

/(*) = dF(t)/dt

The hazard rate Z(t) is the conditional failure density, given that no failure has occurred
in the interval between 0 and t. It is given by

Z{t) = f(t)/R(t)

and it is also related to the reliability by

R{t) = exp I - / Z{x)dx I .

Definition 1.22 Validation:

The determination of the correctness of the final program or software produced from a
development project with respect to the user needs and requirements. Validation is usually
accomplished by verifying each stage of the software development lifecycle. In other words,
validation is concerned with the question 'is the software the right product?'
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Definition 1.23 Verification: •

In general, the demonstration of consistency, completeness, and correctness of the software
at each stage and between each stage of the development lifecycle. In other words, it is
concerned with answering the question 'is the software product right?'

Definition 1.24 Predictive Validity:

The capability of the model to predict future failure behaviour during either the test or
the operational phases from present and past failure behaviour in the respective phase.

Definition 1.25 Static Analysis:

The analysis of a program that is performed without executing the program. In other
words, it covers the range of techniques used to detect a fault without execution of the
program.

Definition 1.26 Dynamic Analysis:

The analysis technique that is performed by executing the program code.

Definition 1.27 System:

A system is a set of components that together achieve some common purpose or objective
with a given environment. A system theoretically can be described by a function relating
inputs, outputs and time.

Definition 1.28 Software Fault Tree Analysis:

An analytical technique used in the safety analysis of electromechanical systems where by
an undesired system state is specified and the system is then analyzed in the context of its
environment and operation to find all credible sequences of events which can lead to the
undesired state.

Definition 1.29 Fault Tree:

A graphic model of the various parallel and sequential combinations of fault (or system
states) that will result in the occurrence of the predefined undesired events. A fault tree
thus depicts the logical interrelationships of basic events that can lead to the undesired
event.
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Definition 1.30 Reliability Growth:

The phenomenon that the reliability of the system is improving as successive redesigns
remove design flaws.

Definition 1.31 Bag:

A bag is a set, or a collection of elements over some domain. However, unlike a set, bags
allow multiple occurrence of elements.

Definition 1.32 Petri Net Structure:

A Petri Net Structure, C, is a four-tuple, C = (P,T, / ,0) . P = {PUP2,... ,Pn] is a finite
set of places, n > 0. T = {ti,t2, • • • ,tm} is a finite set of transitions, m > 0. The set of
places and the set of transitions are disjoint, PC\T = (f>. I: T —» P°° is the input function,
a mapping from transitions to bags of places and 0 : T —* P°° is the output function, a
mapping from transitions to bags of places.

Definition 1.33 Petri Net Analysis:

Petri Net Analysis is a technique to model an operational system as a Petri Net and this
Petri Net Model is analyzed. Any problem encountered in the analysis points to flaws in
the design. The design must be modified to correct the flaws. This modified design can
then be modeled and analyzed again. This cycle is repeated until the analysis reveals no
unacceptable problems. This approach is diagrammed in Figure A.4.

System

Revise

Model

\

\ Properties
of the system

/

Petri net
mode!

/
Analyze

Figure A. 4: The use of Peri nets for ihe modeling and analysis of systems.
The system :s first modeled as a Peiri nei. and then this model is analyzed.
The understanding of the system which, results from the analysis will lead to
j hopefully belter system. Research is aitaed at developing automatic tech-
niques for ;!-.e rr.cdelir.g jnd analysis of systems with Peiri nets.
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Definition 1.34 Reachability Graph:

It is a graph that shows the possible state sequences from a given initial state.

Definition 1.35 Fault Coverage:

It is the probability that a system can successfully handle a fault and estimates the effec-
tiveness of masking and reconfiguration.

2. Software Reliability Model Classification Schemes

It is useful to present the most common classification schemes of software models with an
overview of the key modelling approaches. A wide knowledge of what is available in the
literature of software modelling is most useful here.

There are several categories of software models. For example, there are the probabilistic
models and the non-probabilistic models. We will be more interested in reviewing the
probabilistic models since they are statistical in nature. However, we find it useful to
present one of the most common models proposed by Leveson (see [Ref. A.38]), under the
non-probabilistic approach which utilizes software engineering techniques.

(a) Software reliability models under the probabilistic approach may be classified by the
following:

(1) their attributes (see [Ref. A.73]), [Ref. A.91], [Ref. A.72]);

(2) the phase of the software life cycle in which the model is used (see [Ref. A.86]);

(3) the type of failure data utilized.

Models may be further classified by their approach (Bayesian or Classical), their treat-
ment of the effect of error removed on reliability (deterministic or stochastic) and their
consideration of time it takes to find and fix software bugs.

(b) Software reliability models under the nonprobabilistic approach: only two techniques
are presented. This model was proposed by Leveson and others in 1983. (see [Ref.
A.39]).
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2.1. Models Classified in terms of five different attributes

(a) Time domain: Calender time or execution time.

(b) Category: the number of failures that can be experienced in infinite time is finite or
infinite.

(c) Type: the distribution of the number of failures experienced by time t.

(d) Class (finite failures category only): functional form of the failure intensity in terms
of time.

(e) Family (infinite failures category only): functional form of the failure intensity in
terms of the expected number of failures experienced.

The classification approach was chosen to be different for the two different categories
because of greater analytical simplicity and physical meaning.

Table A.I. illustrates the classification scheme with respect to the last four attributes. It
is identical for both kinds of time. The table notes where most of the published models fit
in the scheme.
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A.I. ( s e e (Ref- A-72], Table 9.2 pp.251, Musa et al., Software Reliability, Measurement,

Prediction, Application, 1987)

Software reliability model classification scheme

Fertile failurtJ caltgory models

Class1

Exponential

Weibull

Cl

Parelo

Gamma

Poisson

Musa (1975)
Moranda(l975)
Schncidewind (1975)
Gocl-Okumolo (1979b)

Yamada-Ohba-Osaki

(1983)

Binomial

Jelinski-Moranda
(1972)

Shooman(l972)

Schick-Wolvenon
(1973)

Wagoner(1973)

Schick-Wolvenon

(1978)

Utilewood (1981)

Olhtr types

Goe|.Okumoto(l978)
Musa(!979a)
Keiller-Liillewood

(1983)

Infinite failures category models

Fsmi l^

Geometric

Inverse
linear

Inverse
polynomial
(2nd degree)

Power

lype1

T l

Moranda
(1975)

T2

liltlcwood-Verrall
(1973)

T3

Utllcwood-Venall
(1973)

Polsson

Musa-Okumoio
(1984b)

Crow (1974)

'Tvpc: Distribution of number of futures ctpcricnccd.

*Cliu: Functional form of failure intensity (in tcfmi of time).

'Fimily: Functional form of failure inicnjily (in lermj of cipcctcd number of failures).

2-2. Models classified in terms of software lifecvcle phases

There are four main phases of the software lifecycle: testing and debugging phase, valida-
tion phase, operational phase, and maintenance phase. Currently no models exist for use
in the maintenance phase and thus this phase will not be discussed (see [Ref. A.56]). See
Figure A.5 for this type of classification of software reliability models (this table is from
[Ref. A.84]). For more details about correctness measures see [Ref. A.86]).
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2.2.1 Models of testing and debugging phase

Models in this phase may be classified into two main categories, error counting models and
non-error counting models.
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Figure A.5: Classification of software reliability models
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Error Counting Models:

Error counting models are based on the assumption that

(1) the failure rate of the software at any point in time is a function of the residual
number of errors in the program.

Deterministic models need the further assumption that

(2) conditional on the model parameters, the correction of an error results in a known
improvement in the reliability of the software.

Examples of models that estimate reliability:

(a) Jelinski - Moranda (1972) (deterministic and classical model) [Ref. A.26]

(b) Shooman (1973, 1975) (exponential model) [Ref. A.100, Ref. A.101]

(c) Schick and Wolverton (1973) (linear model) [Ref. A.88]

(d) Shick and Wolverton (1978) (parabolic model) [Ref. A.87]

(e) Littlewood and Verral (1981) (Bayesian model) [Ref. A.53]

(f) Goel and Okumoto (1979, 1980) (stochastic type model) (imperfect debugging model)
[Ref. A.21, Ref. A.22]

(g) Musa and Okumoto (1984) (nonhomogeneous Poisson process) [Ref. A.75]

(h) Yamada, Ohba, and Osaki (1983) (uses gamma distribution) [Ref. A.110]

(i) Lipow (1974) (suggested using a linear term which would be a function of the most
recent failure time) [Ref. A.45]

(j) Wagoner (1973) (used Weibull distribution to fit the software failure data) [Ref. A.108]

(k) Schick and Wolverton (1973, 1978) (used Rayleigh distribution for the interfailure
times) [Ref. A.87, Ref. A.I

Examples of models used to estimate availability rather than reliability are:
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(a) Ahooman and Trivedi (1976) (used Markov process to estimate availability)

(b) Kim, Kim and Park (1982) (KKP) (using differential difference equations to estimate
availability) [Ref. A.30]

Non-error Counting Models:

Non-error counting models are not designed to provide estimates of the number of residual
failures but only provide estimates of the eifects of the residual errors on software reliability.

Examples:

(a) Dahil and Lahti (1978) (deterministic model)

(b) Jelinski-Moranda Geometric De-Eutrophication model (Moranda, 1975, 1979)

(c) Littlewood and Verall (1973) (presented a stochastic Bayesian model) [Ref. A.52]

(d) Ramamorthy and Bastani (1980) (mixed gamma model and the stochastic input do-
main model) [Ref. A.85]

(e) Horigome, Singpurwalla and Soyer (1984) (HHS) [Ref. A.24, Ref. A.102] and Singpur-
walla and Soyer (1985) (Bayesian time series model)

2.2.2. Models of the Validation Phases

When a decision is made to stop testing the software (see [Ref. A.15]; [Ref. A.79, Ref.
A.81]; [Ref. A.33]; [Ref. A.92], [Ref. A.93]; [Ref. A.31]; [Ref. A.7], for decision criteria),
the software enters the validation phase. In this phase, the software undergoes intensive
testing in its operational environment with a goal of obtaining some measurement of its
reliability. Software errors are not corrected in this phase and, in fact, a software failure
could result in the rejection of the software.

Examples:

(a) Thayer, Lipow, and Nelson (1978) (see [Ref. A. 107] random testing model recom-
mending that the final testing of a program should be done with input cases chosen
at random from it operational profile)

(b) Crow and Singpurwalla (1984) [Ref. A.9] (addressing the issue of correlation of inputs
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using a Fourier series model)

2.2.3. Models of Operational Phase

Models in this phase are used to illustrate the behaviour of the software in its operating
environment.

Example:

Cheung (1980) (see [Ref. A.6]) (assuming the software program is divided into modules,
suggests a combination of deterministic properties of the structure of the software with
the stochastic properties of module failure behaviour, via Markov process).

2.3. Models Classified Based on the Type of Failure Data Utilized

(a) Amrit L. Goel Scheme 1990 (see [Ref. A.18])

2.3a.l. Time between failures models

Models postulate shape of error detection rate after each observed failure.

Examples:

(a) J-M De-Eutrophication model

(b) Schick and Wolverton linear model (1973) (see [Ref. A.88])

(c) Schick and Wolverton parabolic model (1978) (see [Ref. A.87])

(d) Goel and Okumoto imperfect debugging model

(e) Kremer (1982) (see [Ref. A.32]) (used birth-death process to account for imperfect
debugging)

(f) Littlewood-Verrall Bayesian model

2.3a.2. Failure Count models

Models postulate failure rate over a period (e.g. testing period - during which many errors
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could be detected).

(a) Goel-Okumoto non-Homogeneous Poisson model

(b) Musa execution time model

(c) Shooman exponential model

2.3a.3. Input Domain Based Models

Input domain is partitioned and test points chosen from each partition.

Example:

Nelson/Brown-Lipow

2.3a.4. Error Seeding Models

Errors are randomly seeded; testing finds indigenous and seeded errors.

Example:

Mills/Lipow

In this section we have classified many software reliability models without describing them
in details. Some of the models are discussed in the next section.

2.3.b British Standard International (BSI) Scheme (1989) (see [Ref. A.4])

This scheme classifies the failure data models on the basis of (i) their assumptions concern-
ing the mechanism of failure and (ii) their mathematical structure. See Figure A.6"family
tree". At the first level of breakdown in Figure A.6, the black box models disregard the
internal structure of the system and represent solely its externally observed failure be-
haviour. Structured models allow the reliability of individual parts to be combined to
give the system reliability. Since structural models treat the parts as black boxes, they
are dependent upon black box models. Examples of structural models are in Littlewood
(1979) (see A.46-A.48]) and Shooman (1986) (see [Ref. A.96]).

Black box models are divided primarily into the following category:
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2.3.b.l Interfailure Time Models: These models treat the times between failure of the
system as their basic elements, modelling them as independent random variables. By using
a sufficiently flexible time-varying parametric family of distributions to represent them,
they are capable of modelling reliability decay as well as growth, and so automatically
take account of imperfect repair.

Example: Littlewood-Verral (1973) (see [Ref. A.52]; Kieller-Littlewood 1982, (see [Ref.
A.29]), and Ramamoorthy-Bastani 1980 (see [Ref. A.80]).

2.3.b.2 Proportional Hazards Modelling: This estimates a 'base' failure rate and adjusts
this to take account of 'explanatory variables' that affect it.

Example:

Nagel, P.M. and Shrivan, J.A. (1981) (see [Ref. A. 77])

Dale, C.J. and Harris, L.N. (1982) (see [Ref. A.ll])

Wightman, D.W. and Bendell, A. (1986). (see [Ref. A. 109])

2.3.b.3 Non-parametric Failure Rate: Modelling fits the most appropriate completely mono-
tone function to the failure rate, making a minimum of assumptions.

Example:

Miller, D.R., and Sofer, A. (1985) (see [Ref. A. 59])

2.3.b.4 Fault Manifestation Models: Regard failure as due to manifestation of faults within
the system, each fault giving rise to failure randomly with a certain rate (manifestation
rate). These models are subdivided into (i) general order statistic (GOS) models and (ii)
exponential order statistic (EOS) models. These models assume that each fault indepen-
dently gives rise to a poisson process of failures. This means that the time to manifestation
of a single fault is an exponentially distributed random variable and the times to failure
of the total system are order statistics from independent but not necessarily identically
distributed random variables. EOS models are subdivided into the following models.

2.3.b.4.1: Deterministic EOS Models fDET/EOS): In a (DET/EOS) model the set of
manifestation rates are specified by a deterministic formula.
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Examples:

Jelinski-Moranda (1972) (see [Ref. A.26])

Goel, A.L. and Okumoto, K. (1970) (see [Ref. A.21])

Schick, G.J. and Wolverton, R.W. (1978) (see [Ref. A.87])

Moranda, P.B. (1975) (seee [Ref. A.61])

Angus, J.E., Scafer, R.E. and Sukort, A.N. (1980) (see [Ref. A.2])

Brooks, W.D. and Motley, R.W. (1980) (see [Ref. A.5])

2.3.b.4.2 Doubly-Stochastic EOS Models: (IIDOS) Instead of assuming a deterministic
set of rates, DS/EOS models represent the set of rates as a realization of a set of ran-
dom variables. This represents the uncertainty about the set of fault manifestation rates
within any given system and requires a Bayesian approach. This allows the interesting
possibility that, during a period of failure-free operation, the failure rate of the system
can decrease, representing the increased confidence that there are a few remaining faults
or that those that do remain have low manifestation rates. The IIDOS models assume a
finite unknown number of faults whose manifestation rates are order statistics from some
common probability distribution.

Examples:

Littlewood (1979, 1981) (see [Ref. A.46-A.49])

Ramamoorthy-Bastani (1980) (see [Ref. A.85])

Musa, J.D., Iannino A., Okumoto, K. (1986) (see [Ref. A.72])

2.3.b.4.3 Doublv-Stochastic EOS Models: NHPP. This sub-family assumed that the man-
ifestation rates are a realization of a NHPP.

Examples:

Jelinski-Morando (1972) (see [Ref. A.26])

Goel-Okumoto (1979) (see [Ref. A.22])
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Miller (1985) (see [Ref. A.58])

Dale and Harris (1982) (seee [Ref. A.10] and [Ref. A.ll])

Scheindewind (1975) (see [Ref. A.89])

Shooman-Natarafan (1976) (see [Ref. A.98])

Langberg and Singpurwalla (1981) (see [Ref. A.36])

2.3.b.4.4. Doubly-Stochastic EOS Models: Distribution-Free. Attempts have been made
to do away with the need to hypothesize a priori a parametric family of distributions. The
maximum likelihood is done over the space of all possible distributions, constrained only
by the data. The necessary theorem and techniques are described in Giammo, T. (1979)
(see [Ref. A. 17]).

2.3.b.5 Miscellaneous Failure Data Models. These are of failure data models which do not
fit easily into the previous classification scheme which it has been grouped into

(a) input domain based models (Nelson model (1978) (see [Ref. A.76]); Duran-Wiorkowski
(1980) (see [Ref. A.13]))

(b) Seeding and tagging; Mills 1970; Hyman 1973)

(c) Time Series Analysis (Soyer (1986) (see [Ref. A.103])

(d) Availability models (Sukert (1977) (see [Ref. A.104]))

(e) High reliability assessment (Duran-Wiorkowski (1980) (see [Ref. A.14]), Littlewood
(1986) (see [Ref. A.55])).

(f) General reliability growth models (Wagoner (1973) (see [Ref. A.108]); Crow (1985)
(see [Ref. A.8]), Greene et al (1986) (see [Ref. A.23])).

3. Software Reliability Models

In this section we will look at specific models, often using particular instances of the general
relationship. We will start by introducing the notions that will be used in writing the
formulas for the hazard rate and failure intensity functions for most of the models. Let Ta
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denote a random variable representing time to failure of a fault 'a', where a = 1,2,..., UQ,
where UQ is the number of faults at time t = 0. Then, the random variables Ta are
independently and identically distributed as Fa(t) for all remaining faults, where Fa(t) is
the cumulative distribution of Ta. Let Za(t) be the per-fault hazard rate and fa(t) be the
probability density function of Ta. Then, by the definition of Za(t), we have

where

Note. The per-fault quantities Fa(t)i Za(t) and fa{t) stay the same for all faults.

From (A.3.1) and (A.3.2), we can drive an expression for Fa(t) where

Fa{i) = 1 - exp - / £a(i)cfo .

The random quantities of failure times and time between failures will be used. Let T(, i =
1,2,..., be a random variable representing the zth failure interval and let 2"i, t = 1,2,...,
be a random variable representing the ith failure time, that is

= Ti-x+T! £ = 1,2,...,

and To = 0.

The subject of parameter estimation will not be discussed for most of the models. For
more details and information, (see [Ref. A.87]).

3.1. Jelinski-Moranda (JM) model

This model is based on the following assumptions:

(JMl) Each undetected error contributes an equal amount to the failure rate of the software,
which is proportional to the number of remaining errors.

(JM2) Conditional on the model parameters, the times between successive software failures
are independent.
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(JM3) Once discovered, errors are removed in a minimal amount of time without introducing
any new errors.

Define T{, i = 1,2,.. . , N as a random variable representing the time between the (z — l)th
and ith failures. Then the reliability function for T,- is given by

R(ti\<f>, N) = exp{-(f>N - i + l)U} i = 1 ,2 , . . . , iV

where N is the initial number of software bugs and <f> is the failure rate contribution of
an individual error. Given that the software is tested and n(< N) software, failures have
occurred, the parameters N and <j> can be obtained by maximum likelihood techniques.
They are obtained as the simultaneous solution to

w 1
1 n

^N~i+l N-j,

where

Note. This model assumes equal amounts of testing in all periods. The authors suggest
normalizing the time scale by using a time dependent parameter e(t), the exposure rate.
This parameter would reflect the testing intensity at any time. The model could thus be
modified by normalizing the time between failure as

t* = / e(u) du
Ju-i

where t{ is the time of the ith failure.

In the JM model, the per-fault hazard rate is a constant, denoted by <f>, i.e.,

Za(t) = <f>

The program hazard rate for the ith. interval (T,), conditioned on the last failure time T,_i
is given by,
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Timo I

Program hazard rate for a
binomial-type exponential-class
model.

Figure A.5: illustrates typical behaviour of the program hazard rate for this model,

where the quantity (UQ — i + 1) is the number of remaining faults.

The failure intensity is given by,

X(t) =

Note. Parameter estimation of the JM model has been highly criticized. See [Ref. A.15-16],
[Ref. A.53] for illustrations that the solution of the maximum likelihood equations for the
JM model can produce unreasonably large (even non-finite) estimates of iV. In Forman and
Singpurwalla (1977) (see [Ref. A.15]) it was found that when n is small relative to jV, the
likelihood function of N is very unstable and may not have a finite optimum. Littlewood
and Verrall (1981) [Ref. A.53]) found that the estimate of JV is finite if and only if

n
t = i

The authors note that violation of the above implies that no reliability growth is taking
place as a result of the debugging process.

Forman and Singpurwalla (see [Ref. A.15-A.16]) develop an estimation procedure to insure
against unreasonably large estimates. .

3.2. Shopman model

The Shooman model is similar to the JM model. Shooman suggests treating the number
of corrected software bugs as a continuous function of debugging time. The reliability
function for software which has undergone r months of debugging is

R(t\NJ)e(r))=exV{-C(N/I-e(r))t},
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wliere / is the total number of program instructions, C is an unknown constant, and e(r)
is the total number of errors corrected by time r normalized with respect to /. In order
to estimate the parameters C and N, the method of moments has been used by choosing
times r,- < TJ such that e(r,) < e(r,) and solving

n,- C{N(I-e{n))

ns

where

(1) Hi and Hj are two intervals from the K intervals which divide the debugging
process;

(2) Ti and Tj are the ends of the zth and jth. debugging intervals Hi and HJ; and

(3) rii and rij are the number of failures in the ith and jth intervals.

Also C and N can be estimated by the method of maximum likelihood estimation which
entails solving

Jt

C = -. ^ ,

Shooman characterized the hazard rate Z(t) in terms of the terms of the inherent fault
density of the program W/ (i.e. the proportion of unique instructions processed /?i, a
bulk constant /?2, and the faults corrected per instruction per unit time./?3(i).) The bulk
constant represents the proportion of faults that cause failures. Thus,

Z(t') =
Jo fofa'

3.3. Schick and Wolverton (1973) linear model (see [Ref. A.88])

The assumption is that the failure rate of the software is a linear function of testing time.
The resulting distribution for the interfailure time is the Rayleigh distribution,

= exp W
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where N and <f> are defined as above in JM model.

The resulting MLE's for N and <j> are obtained by solving,

L+£(*-!)<?
N = 1 = 1

E
1 = 1

1 = 1

E
t ' = l

The per-fault hazard rate Za(t) for the model is linear in t,

Za{t) =

and the program hazard rate becomes

Time I

Program hsizard rntc for a
hinoininl-lypc Wcibull-clnss
model with y = 2.

Figure A.6: illustrates the program hazard rate for this model.

3.4. Schick and Wolverton (1978) parabolic model (see [Ref. A.87])

This is a more general model. Under similar assumptions as the above models, the per-fault
hazard rate for this model is a parabolic in i, i.e.,

where /?i, #2, ft and <j> are defined previously.
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The program hazard rate is given by

Note. The hazard rate dose not represent a known probability distribution. Also this model
does not appear to have practical applicability. It is more complex than the other models,
having more parameters.

3.5. Littlewood (1981) differential model (see [Ref. A.50-51])

This model accounts for the possibility that some faults are more likely to occur than
others. These tend to be repaired first. The assumption is that each fault is viewed as
causing a failure at a time that is distributed exponentially, independently of the other
faults. The per-fault hazard rate is a Pareto distribution

and the program hazard rate is

Za(t) =

w-i + t\ + Pi

Note. There are discontinuities of height Za{t) at each failure. A typical behaviour of the
program hazard rate is illustrated in Figure A.7.

'5 ' i
Time I

Program ha/.:irtl rule fur a
hiiuuuhil't} pe hirt'lO'cluss
model.

Figure A.7: illustrates the program hazard rate for this model.

3.6. Musa f 1975^ and Goel and Okumoto (1979) models

Musa's model (see [Ref. A.63]) is based on execution time. Goel and Okumoto (1979) (see
[Ref. A.22]) later specifically addressed this kind of model and described it in terms of a
nonhomogeneous Poisson process. These models will be expressed in terms of execution
time r.
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Assumption: These models assume that time to failure of an individual fault has an
exponential distribution, i.e.,

The per-fault hazard rate is constant at <fi, i.e.,

Musa described (f> as

where / is the linear execution frequency of the program or the ratio of average instruction
rate to program size in object instructions and K is the fault exposure ratio. It accounts
for the effects of program dynamic structure and data dependency on the hazard rate. The
failure intensity is given by

A(r) = uO(j>Bexp(-(f>BT)

where B is a given fault reduction factor, i/0 is the total expected number of failures and

w0

where WQ is a given number of faults and A(T) is an exponentially decaying function of r
with the initial failure intensity Ao, where

Ao = VQ</>B.

The program reliability after the (i — l)th failure is

and the program hazard rate is

Z(r,7r I_i) =

Execution timo T
Failure intensity for the
logarithmic Poisson model.

Figure A.S: illustrates the relationship between the execution time and
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the failure intensity for this model.

Note. The parameters of these models may be obtained by using maximum likelihood
techniques.

3.7. Yamada. Ohba. and Osaki (1983) gamma model

The assumption of this model (see [Ref. A. 110]) is that time to failure of an individual
fault follows a gamma distribution with a shape parameter of 2, i.e.,

/„(<) = ^<exp(

Tima I
Failure intensity for n gamma-
class Poisson-type model.

Figure A.9: Failure intensity for a gamma model.

The failure intensity function is

where WQ and <j> are defined as above.

It can be shown that fa(t) and A(i) initially increase "from t = 0 up to t
gradually decrease, approaching zero (see Figure A.9).

The per-fault cumulative distribution function is given by,

and then

3.8. Musa-Okumoto (1984b) logarithmic Poisson execution time model

This model (see [Ref. A.75]) is based on a nonhomogeneous Poisson process with an
intensity function that decreases exponentially with expected failures experienced. The
model reflects the situation where failures repaired in an early phase of execution reduce
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the failure intensity more than those in a later stage. It is called 'logarithmic' because the
expected number of failures is a logarithmic function of time

where Ao is the initial failure intensity, 9 is the failure intensity decay parameter, 9 > 0, /J.
represents the expected number of failure, and r is the execution time.

Execution time -c

Failure intensity for basic
execution time model.

Note.

Figure A. 10: Failure intensity for the logarithmic Poisson model.

= 0.

Also, A(T) can be written in the following form,

A(r) = Ao
\6T + 1

which is an inverse linear function of r . This relationship is illustrated in Figure A. 10.

The program reliability is given by

1/0

the program hazard rate is given by

Ao

Note. The total number of failures for this model is infinite. It is very likely that the
number of inherent faults in a program is finite. The model should be able to accommodate
simultaneously an infinite number of failures and a finite number of faults.
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3.9. Crow (1987) Weibull process model

Crow (see [Ref. A.9]) noted that the behaviour of the failure intensity function can be
represented by a Weibull process. The Weibull process is nonhomogeneous Poisson process
with failure intensity given by

Tlmo (
Failure inlfiisily for u Wcifoull
process model.

Figure A. 11: Failure intensity for a Weibull process model.

This model may be applied to software reliability because of the decreasing failure intensity
for f32 < 1. This relationship is illustrated in Figure A.11.

3.10. Littlewood-Vftrral (1973) model

The authors (see [Ref. A.52]) propose a model in which T[ has an exponential distribution
conditional on the hazard rate, i.e.,

where f(t'i) is the probability density function of T,-. The hazard rate itself is assumed
to be a random variable which has a gamma distribution r (a ) with the scale and shape
parameters given by £(t) and a, respectively. In other words, let g{Z{) be the probability
density function of the hazard rate. Then

T(a)

Therefore, the unconditional distribution of T[ is

P CO

t'.\ = / f(t'{/Zi)g(Zi)dzi
Jo

= a
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which is a Pareto distribution. The program hazard rate is given by

at

and the relationship is illustrated in Figure A.12.

The program hazard rate decreases continuously with t\ and experiences discontinuities
of various heights at each failure. The authors contend that the decrease in hazard rate
between failures reflects the increasing confidence we have that the hazard rate is lower as
long as the program runs without failures. The model is general and flexible. However, it
is also very complex and more difficult to apply than many of the others.

a

I

Time f

Program hazard rale for
Liltlewood-Verrall general model.

Figure A.12: Program hazard rate for Littlewood-Verrall model

Note. The author suggests trying several parametric families for £(i) notably

and a, f3Q and j3i can be estimated by maximum likelihood estimation.

3.11. Moranda-Geometric de-Eutrophication model T1975) and C1979)

This model (see [Ref. A.61-62]) was designed to handle the case where groups of errors are
removed at one time, but can also be used to account for the case where larger size errors
are removed first. The model assumes that the hazard rate decreases, after each failure is
corrected, to a fraction k of the rate in effect before the failure. This fraction is assumed
constant. As a result, the hazard rates form a geometric progression. That is, the program
hazard rate for T- is given by

Z{t\) = Zofc1'-1

where Zo represents the initial hazard rate and 0 < k < 1. (See Figure A.13 for this
relationship).
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These parameters may be estimated from the maximum likelihood equations,

where n is the number of failure.

Time (

Program hazard rate for
Mornmln gcomvlric
dc-eulrophicalioii model.I MI 1U I lib w"u\jiniKinn;a IMUUNH

Figure A.13: Program hazard rate for Moranda geometric de-eutrophication model.

Moranda claimed that this alleviates some of the objections to models in which the hazard
rate decreases by constant steps (with the implied equality of the effect for all faults).

3.12. Kremer (19821 model (imperfect debugging model)

Kremer (see [Ref. A.32])uses a multidimensional birth-death process to account for im-
perfect debugging and the introduction of new errors as the result of debugging. The first
assumption is that the failure rate of the software is a product of its fault content and an
exposure rate h(t) where {h(t) relates to time until the jump to the next state. To account
for imperfect debugging, a further assumption has been stated as follows: when a failure
occurs, the repair effort is instantaneous and results in one of three mutually exclusive
outcomes:

(1) the fault content is reduced by 1 with probability p;

(2) the fault content remains unchanged with probability q;

(3) the fault content is increased by 1 with probability r.

Notations. Let rh(t) be the birth rate, ph(t) the death rate, X(t) the fault content of the
software at time t, and N(t) the number of failure to time t.
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Note. The failure rate of the software is a function of X(t). Let N be the initial fault
content and let m be an arbitrary number for the fault content at time t.

The birth-death differential-difference equations may be solved for Pm(t) — P{X(t) = m}
where

Po(t) = [a

min(N,m) , > . „ _ ' __ 1

a ) = £ {j)[ N-i
where

= / rh(u)epM

Jo
"> du

Jo
and

/ h(u)du.
o

Then the reliability of a program tested for two units of time may be obtained as

where
' h(u) du >

to >

is the reliability attribute of each remaining fault. Given n failures by time t the reliability
is may be expressed as

R(t\n,p,r,N(to)) = ̂ n U"Q f^N~m

where
Pm(t0) = P{X(t0) = N- m\N(t0) = n}

and is given by

i—k=m
M- E Mki^"-

This model is dependent on the parameters N, p, q, r and h(t). Maximum likelihood
estimation may be used to estimate the parameters.
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Note. The amount of data required and the accuracy of the estimates have not been
investigated. H

3.13. Horigome. Singpurwalla and Soyer (1984) (HSS) model, and Singpurwalla and Sover (1985)m
(see [Ref. A.24]) and [Ref. A.102]) ' • ' fi

Bayesian time series analysis is used to assess software reliability growth. The authors B
assume a power law relationship between T; and T,_i where T,- is defined as the failure
time at the ith testing stage. The relationship assumed is «m

where 6{ reflects the effects of the changes made as a result of the ith stage of testing and
Si is an error term to account for uncertainty.

Note. The reliability growth will have taken place as a result of changes in the (i — l)st
stage of testing if #,- > 1; #,- = 1 indicates no improvement and 8i < 1 indicates reliability
decay.

The assumptions of this model are:

(HSS1) The variables Tj, i = 1,2,... n, are lognormally distributed with T; < 1 for all i;

(HSS2) The values 6i, i = 1, . . . , n are lognormally distributed with known parameters 0
and

(HSS3) The quantities #,-, i = 1 , . . . , n are exchangeable and are distributed according to
some distribution G with density g.

Taking the logarithm of both sides of (A.3.3) yields

y,- = 0y,-_i + €,•

where

and
e,- = log Si

are normally distributed, and

B

I
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The sequence {y,} is given by a first order autoregressive process with a random coefficient
8. By assuming further that #,• ~ iV(A,cr2) where a\ is known and A ~ iV(/z,af) with fi
and o\ known, the following posterior results are obtained

0)

(8n\yu...,yn)

(iii)

(y n + 1 | y i , . . . , y n ) ~iV(//nyn ,

(iv)

Note. a\ reflects the views about the consistency of policies regarding modifications and
design changes made. Bayes probability intervals can be constructed for the next failure
time or reliability growth can be examined via E{Q\y\,... ,y,) vs i. Overall reliability
growth can be examined via

, . . . , y , ) vs i, i =

These two figures (A.14 and A.15) are adopted from (see [Ref. A.102]) after running
the above model using the date set 'System 40'. This dat set was published in Musa's
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publication (1979) (see [Ref. A.65]).

• • i r ! !• ! 11 i '•

i i|hp i . i J - | i

Figure A.14: Posterior means of 9

C < M r ( t ) )

Figure A.15: Posterior mean of A

3.14. Crow and Singpurwalla f!984) Fourier series model

The authors (see [Ref. A.9]) address the issue of correlation of inputs using a Fourier
series model. They observe that in many cases software failures occur in clusters and thus
the usual assumption that the times between failures are independent may not be valid.
Rather they assume that the time between failure is given by

where e,- is a disturbance term with mean 0 and constant variance and f(i) is some cyclical
trend. To identify the cyclical pattern with which failures occur, the authors fit the Fourier
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series model

f(i) = aQ + Y] I ot(kj) cos —kji + /?(&,•) sin — kji )
j=i \ n n /

where n (the number of the observed time between failure) is assumed odd, q = (n — l ) /2
and kj = j , j = l , 2 , . . . , g .

Using the method of least squares the model parameters are obtained as

a0 = -

2n

2n
s i nT

1 = 1

The spectrogram is used to identify the period of the series, and thus the clustering be-
haviour. This model was applied to three sets of failure data from each of two software
systems A and B. The model was found to adequately represent the failure behaviour.
Figures 16, 17, 18, 19, 20, and 21 illustrate the time sequences plot and the spectrogram
of the data sets from the two software systems.
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One potential problem of the model is that due to the relationship of a(kj) and /3(kj) on
trigonometric functions, negative values of f(i) may be produced. When such is the case,
the authors interpret this as an implication of a very small time between failures.

Note. This work was done for data analysis purpose.

3.15. Kim. Kim and Park (1982) (KKP) model (see [Ref. A.30])

Shooman and Trivedi (1976) (see [Ref. A.99]) introduced the use of the Markov process
to account for the time to find and correct software bugs in large software systems. The
thrust of this analysis is to estimate availability rather than reliability. This model is
developed and extended by KKP.

Assumptions:

(KKP1) The failure rate of the software is directly proportional to the number of errors;

(KKP2) Each error contributes an equal amount to the failure rate; to account for the
debugging process, an additional assumption is made.

(KKP3) When a failure occurs, errors are corrected perfectly with rate no, or are corrected
but with the addition of a new error with rate fi\.

Given the above assumptions the differential-difference equations for Pn = P{N(t) ~ n}
when the computer is up, and for qn = P{N(t) = n} when the computer is down, where
N(t) is the number of failures to time t, are given by

Ast , N+HQ + M Bnt
+ BAAN-BN

 + BN-AN

k k

n {AN-J - BN-J) n
i=Q i=0, i

+ k k

n (BN-J - AN-i) n (
i=0 t'=0, ijij

and
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<t>(<t>Ho)kN\ .
(N-fc- 1)!

* r

n«-j--BK-)) n
«=0 i=0, «

+ A: Jt
I] (BN-j ~ AN-i) I] (
i=0 i=0, IVJ

where

\ | - 4(N -

and

BN-k = U-[fio+fii+(N

The authors specify no means for estimating the parameters. Mazzuchi and Singpurwalla
(1988) (see [Ref. A.56]) suggested that the parameters N and <f> could be estimated using
MLE, while ^o and Hi could be estimated from past experience or from correction time.
Once the estimates of N, <j>, fio and pi\ are obtained, the availability of the system is given

by

The definitions of some of those terms are not clear.

3.16 Fault Seeding and Input Domain Based Models:

In this section we give a brief description of the two approaches proposed for the time-
independent models that have been suggested for assessing software reliability. The two
approaches are fault seeding and input domain analysis.

In fault seeding models, a known number of faults is seeded (planted) in the program.
After testing, the number of exposed seeded and indigenous faults are counted. Using
combinatorics and maximum likelihood estimation, the number of indigenous faults in the
program and the reliability of the software can be estimated using this model raises the
question of whether or not the seeded errors are similar to unknown errors in the program.
It is impossible to assure that the seeded errors behave like the real errors in the program
since that requires knowledge of what the real errors are.
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The basic approach in the input domain based models is to generate a set of test cases
from an input (operational) distribution. Because of the difficulty in estimating the input
distribution, the various models in this group partition the input domain into a set of
equivalence classes. The division can be based on paths or on some other criteria when
the number of paths is too large (e.g. program subfunction). The reliability measure is
calculated from the number of failures observed during symbolic or physical execution of
the sampled test cases. Examples of this type of model are the Nelson Model (see E.
Nelson, 1978) (see [Ref. A.76]), and Ramamoorthy and Bastani Model (see [Ref. A.86]).
In the next subsection we will give a brief description of random testing which has been
used for this class of models. Then we will give a brief description for the Ramamoorthy
and Bastani Model since the authors of this model are concerned with the reliability of
critical, real-time, process control programs.

3.16.1 Random Testing

Random testing is a black box strategy in which the input specification is used to generate
test cases. It consists of identifying the input variables for the program to be tested,
determining the set of values that each variable can take and using some subset of that
range to randomly select test inputs according to some probability distribution.

The testing-based software reliability methodology deliberately exposes sources of uncer-
tainty and uses a measure of the uncertainty in estimation of operational software reliability
as well as determination of a quantified level of confidence in the reliability estimate. A
typical application of the methodology to a particular computer program involves:

(1) definition of an operational profile which characterizes expected program usage
through an appropriate partition (i.e., subdivision) of the total "space" of inputs
upon which the program must operate;

(2) specification of an operational profile probability distribution which characterizes
and quantifies the relative frequency with which operational usage will expose
the program to each of the subdivisions of the input space;

(3) for a set of test cases developed in accordance with a conventional testing strategy,
computation of a measure of the degree to which the set of tests are representative
of expected operational program usage;

(4) operational usage reliability is estimated as a function of actual testing experience
factored by the operational profile probability distribution, and confidence in the
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reliability estimate is derived from the measure of testing representativeness, and

(5) finally, the initial set of tests is augmented with additional test cases and (3) and
(4) are repeated as necessary to achieve an improved reliability estimate and level
of confidence.

3.16.1.1 Failure rates and its upper confidence bound:

Let 9 be the probability that a program will fail to execute correctly on an input case
chosen from a given input distribution. If the process is used for a long period of time
with input from a particular operational profile (input distribution), then the failure rate
actually experienced will converge toward 9. Thus 9 is referred to as the failure rate, which
is considered as a measure of the operational reliability of the program. (The operational
reliability of a program is a measure of the proportion of the run-time distribution of inputs
that the program executes correctly.)

Suppose the input data space S is partitioned into k subsets sharing a common char-
acteristic or according to alternative functions a program is supposed to perform, e.g.

Si, 52 ,53 , . . . , Sk where I ] 5,- = 5 and 5^ J ] Sj = <f> and that a randomly chosen input

k

case has probability p,- of being chosen from 5,-. Then 9 = £] ?$*•> where 0, is the failure
i=i

rate for 5,-. The term "partition testing" refers to any test data generation method which
partitions the input space and forces at least one test case to come from each subset.

Thayer et al. (see [Ref. A.107]) showed that if n random tests are carried out and x
program failures are discovered, then 9*, the 1 — a upper confidence bound (U.C.B.) on 9,
is the largest 9 value such that

a.
\ i l x

»'=i

That is, there is a probability oil — a that the calculated bound 9* exceeds the actual 9
value of the program. The 9* value is valid with respect to the input distribution used for
test data selection.

If x = 0, then 9* = 1 — a1/". If no failures are discovered after n test runs and if the
distribution of #,• values is not known, then 9* is bounded below by 1 — a1/".

In order to estimate the error finding ability of random testing three assumptions have
been proposed as follows:
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Ai) finding a single failure is equivalent to finding evidence of an error,

A2) each Si contains at most one error,

A2) the distribution of #,• is known or can be estimated from an operation profile.

Let Pr be the probability of finding at least one error in n,- test cases which are chosen
randomly from each 51,-, then,

where

1 = 1

Let Er(k,n) be the expected number of errors found by n random tests, then

if n is known before hand and

n i= l i - 1

if n is not known.

Note: There are inconsistencies in notations and hence there is ambiguity in the results.
For example the author used

and

n = {ni,n2,...,nfc}.
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3.16.1.2 Stopping Rules for Random Testing:

An important aspect of random testing is the question "How many test cases should be
used?" There are several types of stopping rules: first is the rule based on the reliability
estimates that can be computed from the performance of random test cases; second is
the rule based on some type of knowledge about the program; third is the rule.based on
the number of test cases needed for other strategies, (e.g., test until some number of the
branches are exercised); fourth is the rule based on complexity measures (decide on the
number of cases for a standard and then determine the number of cases for other programs
on the basis of their complexity relative to the standard).

To deal with these rules, dividing them into two classes was appropriate. For the first class
which contains the first rule, the reliability confidence bound is used as a stopping rule
i.e., if n random test cases do not detect any error, then there is a (1 — Q)100% chance the
failure rate 9 does not exceed 6*, (for details about stopping rules, see [Ref. A. 14]) and
for the second class of rules which contains the rest of them, the random seeding strategy
with or without random testing can be used.

In order to carry on the random testing strategy, there are concerns such as:

(1) The choice of probability distribution.

(2) What is the most appropriate division of 5 (the input data space).

(3) The operational profile may change over time so that what is now a rarely occur-
ring special situation may become the most occurring case.

(4) The assumption that all errors are equally likely to occur.

(5) The stopping rules for random testing

3.16.2 Ramamoorthy and Bastani: Input Domain Based Model:

This model (see [Ref. A.86])has been formulated based on the following definition of
Software Reliability which takes into account the exposure period and its appropriate unit
which is a run corresponding to the selection of a point from the input domain (space)
(specified environment) of the program. Thus

R(i) = reliability over i runs

= p {no failure over i runs}
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where

The operational definition of software reliability is given by

R = 1 - lim ^
n—*oo n

where
n = number of runs

n/ = number of failures in n runs

The relationship between the total size of the remaining errors in a program Ver and its
operational reliability R(l) is given by

= 1 - R(l)

i.e.,
Ver = lim —

n—«oo n

Thus Ver can be estimated as follows:

Ver » 2 i
n

and thus
£ = 1 - Ver

which is an estimate of R(l).

Ver can be determined by testing the program and locating and estimating the size of errors
found. An obvious advantage of this approach is that it permits any testing strategy to
be used. An accompanying parameter is the correctness probability of the program.

Since the important metric of concern is the confidence in the reliability estimate, this
model provides an estimate of the conditional probability that the program is correct for
all possible inputs given that it is correct for a specified set of inputs. The basic assumption
is that the outcome of each test case provides at least some stochastic information about
the behaviour of the program for other points which are close to the test point. (For more
details see [Ref. A.86]). A main result of this model is

Prob {Program is correct for all points in [a, a + v] it is correct for test cases

having successive distances XJ, j = 1,... , n}
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where A is a parameter which is deduced from some measure of the complexity of the
source code and Q < A < oo.

This model is perfectly suited for medium size programs. However, the model concerning
the parameter A needs to be validated experimentally.

3.17 Models for Markov Systems

System reliability, availability and reparability can be modelled by a continuous-time ho-
mogeneous Markov process whenever the components of the system have constant failure
and repair rates. The system state equations for the Markov model are a set of first-order
linear differential equations whose solution depends on the initial system state and the
transition rate matrix.

The definitions of reliability, availability and reparability will be given in terms of the set
of all system-states (S) and the set of all operational systems (U) which is the partition
of S and the set of all failed system-states (V). Let S E S; then if S € U the system is
operational and if S e V then the system is failed. Consequently, system reliability at
time t is

R(t) = Pr{S e U during (O,t)/S (=U at t = 0}. (A3A)

Systems availability at time t is

A(t) = Pr{s 6 U at time t/S 6 S at t = 0}. (A3.5)

system reparability at time t is

M(t) = 1 - Pr{S € V during (0, t]/S € V at t = 0}. (3)

Note: If the system is nonreparable then

A{t) = R{t) and M(t) = 0, V t.

System assumptions will be stated then the notation will be defined and finally models of
availability, reliability and reparability will be displayed.

System Assumptions:

Al) A system consists of inter-connected binary-state components. Each component is
either operational failed.

A2) Each system-state is a function of all component-states.
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A3) A transition from one system-state to another occurs when either an operational
component fails or a failed component is repaired.

A4) Each component's failure and repair rates are constant in time, but these rates may
depend upon, the state of other components in the system.

Notation

» an<^ PM(*) zxz system-state probability vectors at time t for the reliability,
availability and reparability models, respectively

PR(t) = dPR{t)fdt = [dPw(l)/dt,..., dPRn(t)/dt]

PA(t) = similar definition

•PM(^) = similar definition

Vn is a general transition rate matrix for an n-component system

VR, VA-, and VM, are transition rate matrices for the reliability,

availability and reparability models, respectively

J" in a n x 1 column vector of ones.

Note: The transition matrices for each of the three models-reliability, availability, and
reparability are obtained from the general transition rate matrix, Vn, for an n-component
system. The matrix Vn is such that

(1) the off-diagonal entry ij, v,-j, is the transition rate from system-state i to system-
state j .

(2) the diagonal entry i, u,-,-, is determined by

3.17.1 Availability Model:

Transitions are allowed between operational system-states and failed system-states. The
m x m transition rate matrix for the availability model is simply the general transition
rate matrix Vn. The system-state equations for the availability model is:

PA(t) = PA{t)VA (4.3.7)

subject to the initial system-state probability vector PA(0). Upon solving (A.3.7) for P/i(2),
system availability at time t is, by (A.3.5),

A(t) = PA(t) C (A3.8)
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where C = \C\, C2,..., Cm]' and, for i = 1,2,..., m,

{ 1 if row i of VA corresponds to
an operational systems-state,

0 otherwise.

3.17.2 Reliability Model:

The system is initially in U with transitions allowed only between the system-states in U
and from the system-states in U to the system-states in V. Whether or not repairs of failed
components are carried out when the system is down is inconsequential for determining
R(t)] therefore, each system-state in D is an absorbing state. Consequently,

Rn(t) = PR(t)VR, (A.Z.9)

subject to the initial operational system-state probability vector PR(0). Upon solving
(A.3.9) for PR(*), system reliability at time t is, by (A.3.4)

R(t) =

j( = I x 1 column vector of ones.

The transition rate matrix VR can be obtained by deleting the rows and columns in Vn

which corresponds to system-state in V.

3.17.3 Reparabilitv Model:

The system is initially in V with transitions allowed only between the system-states in V
and from the system-state in T> to the system-states in U. In addition, each system-state
in U is an absorbing state. Consequently,

P M ( 0 = PMWM (A.3.10)

subject to the initial failed system-state probability vector P^()). Upon solving (A.3.10)
for PM(t), system reparability at time t is, by (A.3.6)

M{t) = 1 - PMW?-1

The transition rate matrix VM can be obtained by deleting the rows and columns in Vn

which correspond to system-states in U.
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3.18 Leveson et al (1983-1985^ Models [Ref. A.40-43]

We will introduce the software engineer methodology under development which attempts
to provide help in building safety critical software systems. In order to provide an idea of
some of the work which has been done, two techniques will be briefly described: Software
fault tree analysis and Petri net safety analysis techniques.

3.18.1 Software Fault Tree Analysis

Fault tree analysis is an analytical technique used in the safety analysis of electro me-
chanical devices. The fault tree is a graphic model of the various parallel and sequential
combinations of faults that will result in the occurrence of the predefined undesired event.
The basic procedures for extending fault tree to software were developed in 1981 (see [Ref.
A.39]). The goal of the technique is to verify that the software will not cause accidents
or, alternatively, to find software failure modes or run-time conditions which could lead to
accidents. The technique being developed has the advantage of being able to link together
the software system and the controlled system at the interfaces of the two, allowing the
system to be analysed as a whole. It can be used at various levels and stages of software
development.

The analysis process starts with a categorized list of system hazards identified by the
systems safety engineer in a process called preliminary hazard analysis. The software
hazards are derived from the preliminary system hazard analysis to determine the software
safety requirements. The basic assumption for this procedure is that the hazard has
occurred. We then work backward to determine the set of possible causes for the condition
to occur. The root of the fault tree is the hazardous event. Necessary pre-conditions are
described at the next level of the tree with either an And or an Or relationship. Figure
A.22 presents relevant fault tree symbols (see [Ref. A.39]). Also constructs for some
structured programming statements are shown in Figures (A.23 and A.24); it is assumed
that the statement caused the critical event. Then the tree is constructed considering how
this might have occurred.
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Once the fault tree has been built down to the software interface, the high level require-
ments for software safety have been delineated in terms of software faults and failures
which could adversely affect the safety of the system.

The goal in safety verification is to prove that something will not happen and to achieve
this goal, the software fault tree has one or both of the following patterns:

(1) Proof by Contradictions; that is, it is assumed that this software has produced
an unsafe control action, and it is shown that this could not happen since it leads
to a logical contradiction.

(2) The fault tree runs through the code and out to the controlled system or its
environment.

Fault trees have long been used for reliability modelling because of their concise rep-
resentation of system structure but they cannot adequately model the dynamic system
behaviour in response to a fault or error. Also fault trees do not handle the timing aspects
to determine worst case timing requirements. Because of some limitations of fault tree
analysis (especially with regard to timing analysis), Time Petri Net Analysis procedures
to determine software safety requirements, have been developed.

3.18.2 Time Petri Net Safety Analysis Procedures.

Time Petri Net Analysis Procedures have been developed to determine software safety
requirements (including timing requirements) directly from the system design, to analyse
a design for safety, recoverability and fault tolerance, and to guide in the use of failure
detection and recovery techniques (see [Ref. A.43-43]).

In a Petri Net, the system is modelled in terms of conditions and events. If certain condi-
tions hold, then an event or 'state transition' will take place. After the transition, other
(or the same) conditions will hold. A condition (called a 'place' in Petri Net terminology)
is represented by a circle ' 0 ' , and an event or transition by a bar - ' . An arrow from a con-
dition (or place) to a transition indicates that the condition is an input, or pre-condition,
to the transition. Similarly, a post condition is indicated by an arrow from the transition
to the condition. Figure A.25 shows a simple example. It says that if Condition A and B
hold, then the transition can fire. After it fires, then condition B and C will hold.

The Petri Net Model can be "executed" how the design will actually work. 'Tokens'
represented by a dot '• ' , are used to indicate that a condition is currently true. Thus if a
condition holds, it will contain a token. In the example in Figure A.26, transition t\ cannot
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fire because Pi does not have a token. But all the pre-conditions for <2 are currently true
(i.e. Pi and P3), so-22 can fire. Figure A.26-2 show the next state of the Petri Net. When
£2 fires, the tokens are removed from the pre-conditions and a token is deposited in each of
the post-conditions. In the example, the only post-condition is P5. Note that it is possible
for the same condition to be both a pre-condition and a post-condition for a transition. If
a transition has no pre-conditions, then it can fire at will.

Time Petri ncl unnlysis.

Figure A.2S:

Example of a Pclri net.

Figure A.26-1

The next slate.
Figure A.26-2:
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During the execution of the Petri Net, the 'state' of the system at any time consists of
the set of conditions which contain tokens. Starting from some initial state, the Petri Net
Model can be executed showing all the legal states (Sets of Conditions) that the system
can 'reach'. This information can be depicted graphically in a 'reachability graph', i.e.,
a graph that shows the possible state sequences from a given initial state. If the design
is non-deterministic (i.e. the order of the transitions or events is not constrained by the
design), then the graph will have branches for the different possible orderings of events.

Although creating the entire Petri Net reachability graph will show whether the system
as designed can reach any hazardous states, the reachability problem for Petri Nets has
been shown to be time- and space-hard. Therefore, it may well be impractical to generate
the entire reachability graph. However, it is possible to use the same type of backward
analysis used in fault trees, and there is an algorithm to do this which has been developed
by Levenson and Stolzy 1985a (see [Ref. A.45]). The algorithm requires only a small part
of the graph to be generated in most cases, "for more details (see [Ref. A.43])".

Timing can be added to Petri Net Models by putting minimum and maximum time limits
on transitions or by putting times on conditions. Either way, it is possible to determine
worst case timing requirements so that, for example, watchdog timers can be incorporated
into the design if necessary. Finally Levenson pointed out that when probabilities are
included in the model, minimal cut sets and other probabilistic information is obtainable.

4. Conclusion

In this literature review we have provided a review of basic definitions and concepts of
software reliability and related measures and we have looked at several models. Though
there is a large body of literature on software reliability (see [Ref. A.S7, Ref. A.86, and
Ref. A.91]), several issues remain. Examples of such issues are:

(1) the ambiguity of the terminology of software reliability and its related measures.

(2) the notation that is used to build some models is not well defined and consistent.

(3) the determination of optimum release time is unclear.

(4) there is a lack of models for availability.

There are numerous open questions about software reliability models such as:
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(1) How correct and justifiable are the assumptions of all the models

(2) How does one choose the best model

(3) The quantification of precision errors is yet to be solved

(4) The best ways to evaluate performance of models have not been identified.
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APPENDIX B

DERIVATION OF EQUATION (4.2) IN CHAPTER B.

First we consider the Bernoulli distribution, which is the probability distribution of the
outcome of a Bernoulli trial. A Bernoulli trial has two possible outcomes: success or failure.
Usually the outcome is defined as a random variable, say 6, in the following way:

( 1 if the outcome is a success;

0 if the outcome is a failure.

Theorem. If S has a Bernoulli distribution with parameter (1 — 8), namely

then

E(S) = 1-6

and

Var (6) = 0(1 - 6).

For proof of this theorem, please see [Ref. 10].

In order to derive (4.2), we shall first show

P(SnSn-X... S2Si) = [P^Si)]"-1 P&). (B.I)

The basic multiplication rule of probability states that for any two events
A and 5

P(AB) = P(A\B) P(B).

Now, letting A = Sn and B = 5n_i5n_2 ...Si,-we have

P(SnSn-!... Si) = P(5 n |S n-!S n_ 2 . . . Si) P(5 n_!S n_ 2 . . . Sa) (5.2)

The first order Markovian property says that Sn depends only on 5n- i , hence

P(5n |5n_iSn_2 . . . 5j) = P(S n |S n -0 .

Substituting this into (B.2) gives

P(SnSn-i... Si) = P(Sn|Sn_,) P(Sn_aSn_2 . . . SO. (5.3)
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Doing this recursively one eventually gets

P(SnSn-1...S1) = P(5n|5n_1) P(Sn-1\Sn-2)...P(S2\S1)P(S1). (3.4)

Since all the test runs are performed in the same probabilistic set-up, (B.4) becomes

P(SnSn-x... Sn-O = [P(S2\S1)]
n-1P(Sl)

or equation (B.I).

Since Si has a Bernoulli distribution, we know that

P ( 5 a ) = P(61 = 1) = E(6X) = 1-6 (B.5)

and

Var (<$,) = 9(1-6). (B.6)

From the definitions of conditional probability

^f^. (B.I)
It can be seen that mathematically the probability of having two consecutive successes is
given by

P(S2S1) = E(8261). (B.8)

Following the definitions of correlations (corr) and covariance (cov)

n Cnrr (A X \ Cov(6US2) Cov(S1,S2)
p = Corr (6U82) = ^ ^ y ^ - - ^ ^ j -

_ E(6X62) - E(6l)E(S2)

Var(^)

E(S1S2) -

Then simple algebraic computation gives

P(S2S1) = E(8162) = p Var(<51) +

= P6(l -6) +(I- Bf (B.9)

after using (B.8), (B.5) and (B.6).

Substituting (B.5) and (B.9) into (B.7) we obtain

Substituting (B.10) and (B.5) into (B.I), we finally derive equation (4.2), or

P(SnSn-1... Si) = [1 - 6[(1 - p)]n~l(l - 9).



APPENDIX C

DETERMINATION OF 0max

In Section 4.2 of Chapter B, we propose a method to robustify our reliability estimate
namely the upper bound 8* on 9. Here we show that the method essentially is to maximize
a quadratic function under some linear constraints.

Following all the notations of that section, let us first define a vector x of length 2k as
follows:

In other words, the components of x are

•i = Pi,

i = 1, . . . , / : .

Now let Ojt be a k x k zero matrix and I* be a k x k identity matrix

- 1 0 0 . . . 01
0 1 0 . . . . 0

L o o o ... I J

Let us then define the following 2k x 2k matrix

kxk

Then the quantity we want to maximize namely (4.11) or

1=1

can be represented as the following quadratic function:

§ = ^

(C.2)

(C.3)

All the four conditions (i) through (iv) in Section 4.2 of Chapter B can be represented as
the following linear constraint

X l " T (C.4)



-C2-

In fact one can verify without too much difficulty that conditions (i) to (iv) are indeed
equivalent to (C.4) with the following specifics:

L = [qi/e,q2/£,...qk/e,o,o,...,o,i,9*)T,

and
[ l 1 1 ... 1 0 0 0 ... 0 ]
[ 0 0 0 ... 0 qi q2 33 ... qk\2x2k-

To sum up, the original problem of finding 9 as stated in Section 4.2 of Chapter B becomes
a quadratic programming problem of maximizing (C.3) under the linear constraint (C.4).

We would recommend using a numerical method as a general solution to the above quadratic
programming problem. There are a number of algorithms available. Examples include
Wolfe's algorithm and the method of Beale and Lemke's algorithms [Ref. 18]. A good
numerical library usually has subroutines utilizing one or more of these algorithms.

An important technical note is the Hessian matrix, namely matrix H of (C.2), is not
negative-definite. Therefore a global maximum is hard to locate. As a result, particularly
if the algorithm used only searches for local maximum, the search should be conducted
using a number of different starting points/initial values.

Another note is that because all partial derivatives of the quadratic function cannot be set
to zero at the same time, 0max can only be reached at some "boundary" points of the linear
constraint. This fact can be employed to substantially reduce both the search "area" for
the maximum and the number of initial values used for the search.



APPENDIX D

CALCULATION TO ADJUST FOR IMPERFECT MONITORING

We have

>6*)<a

and

P(92 >b)<a.

Therefore using the simple addition rule of probability, we obtain

P(8 > 8* or 92 > b) < a + a.

Then the probability of the complementary event is

P(9 < 9* and 92 < b) > 1 - (a + a). (D.I)

This is (4.14).

For the proof of (4.14), first note that (D.I) is equivalent to

P{9 < 9* and 1 - 92 > 1 - b) > 1 - (a + a). (£.2)

From (4.12) one gets

9 - °

Now it is obvious that conditions

9 < 9* and 1 - 92 > 1 - b

lead to

_ 6 9* 9*

^-T^9~2
<T^T2

<\-b'
and (D.2) leads to

This is (4.15).


