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ABSTRACT 

A system has been developed by Sandia National 
Laboratories (SNL) as part of the joint laboratory project 
with Los Alamos National Laboratory (LANL) and 
Argonne National Laboratory - West (ANL-W). The 
objective is to provide support for Safeguards and Security 
and Nuclear Materials Control and Accountability within 
the DOE complex. Since its original design PAMTRAK 
has been enhanced to include material monitoring, 
personnel monitoring, and video surveillance. Material 
monitoring is provided by the WATCH (Wireless Alarm 
Transmission of Container Handling) subsystem by 
performing continuous surveillance via constantly 
monitored Tamper Indicating Devices (TIDs) of all 
material not directly involved in the fuel manufacturing 
process. Personnel tracking uses radio frequency (RF) 
and infrared (IR) sensors to detect unauthorized access to 
restricted areas and to enforce constant monitoring of 
containers or other objects within a "region of interest" in 
a storage vault or other restricted area. Advantages of 
combining these sensor subsystems include reducing 
personnel radiation exposure by extending the time 
between required physical inventory intervals as well as 
adding robustness to existing security measures. 
PAMTRAK is being demonstrated as part of the 
integrated materials monitoring and accounting system in 
the Fuels and Manufacturing Facility (FMF) located at 
ANL-W. This paper will describe the technologies 
employed for installation of the system by SNL, as well as 
the operational issues involved in using the system at 
ANL-W. 

I. BENEFITS TO USING PAMTRAK 

The Department of Energy defines a baseline vault 
and corresponding inventory interval. A site can 
implement additional security or monitoring measures to a 
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vault above and beyond the baseline to extend the 
inventory interval of that vault. Such additional measures 
can include physical barriers, continuous observation of 
the material or monitoring of material movement, or 
continuous measurements of intrinsic material attributes 
such as weight, temperature or radiation emission. In 
general, barriers and hazards provide the shortest 
inventory extensions while measuring material attributes 
provides the longest. 

Sandia National Laboratories (SNL) has developed, 
under the sponsorship of the United States Department of 
Energy, a Personnel and Material Tracking System 
(PAMTRAK). PAMTRAK uses a variety of techniques 
to monitor material inside a vault in real-time. It can 
detect material movement using video cameras to 
continuously observe the interior of the vault or motion 
sensors attached to the material. It also contains two 
prototype attribute monitoring systems that continuously 
measure material weight, temperature or movement. A 
site can use any of these capabilities alone or together to 
extend physical inventory intervals. A surveillance 
system such as PAMTRAK can reduce the cost of storing 
material by reducing inventory frequency and radiation 
exposure to workers. 

There are two notable drawbacks to relying 
exclusively on physical inventories to prove the integrity 
of stored material. The first is that material theft may not 
be detected until months after it has taken place, with no 
hope of recovery. PAMTRAK, since it is a real-time 
system, can detect theft or diversion soon enough to give 
the guard force a realistic chance of recovering the 
material and apprehending the perpetrator. The second 
drawback is that in performing an inventory a site 
typically checks only a fraction of the material using 
random, statistical sampling methods. In contrast, 
PAMTRAK monitors all material in the vault. 
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DISCLAIMER 

This report was prepared as an account of work sponsored 
by an agency of the United States Government. Neither the 
United States Government nor any agency thereof, nor any 
of their employees, make any warranty, express or implied, 
or assumes any legal liability or responsibility for the 
accuracy, completeness, or usefulness of any information, 
apparatus, product, or process disclosed, or represents that 
its use would not infringe privately owned rights. Reference 
herein to any specific commercial product, process, or 
service by trade name, trademark, manufacturer, or 
otherwise does not necessarily constitute or imply its 
endorsement, recommendation, or favoring by the United 
States Government or any agency thereof. The views and 
opinions of authors expressed herein do not necessarily 
state or reflect those of the United States Government or 
any agency thereof. 
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Besides static environments such as vaults, 
PAMTRAK can be used to protect material in active work 
areas. Several of the sensor types can ignore activity 
around material but still report alarms if the material is 
moved or handled. PAMTRAK includes a personnel 
tracking capability that allows a site to monitor and 
restrict personnel movements. It can exclude workers 
from designated areas unless they have explicit permission 
to be there. It can also enforce the 2-person rule by 
requiring a worker to be accompanied by at least one other 
authorized worker in designated areas. These capabilities 
can help ensure that material is protected even when not 
locked in a vault. 

In developing PAMTRAK SNL produced a flexible, 
customizable and extensible system that is relatively 
inexpensive for sites to install and maintain. A site can 
use any subsystem or combination of subsystems that 
PAMTRAK supports. It provides a comprehensive set of 
security rules from which a site selects those it wants to 
enforce. As a result, SNL can install PAMTRAK in a 
variety of sites with widely differing requirements without 
having to make modifications to the system software. To 
keep costs down PAMTRAK uses IBM PC-compatible 
computers and use existing technologies and commercial 
products whenever possible. 

PAMTRAK incorporates various sensor subsystems 
that offer a variety of techniques to protect material. 
PAMTRAK supports five material monitoring subsystems 
available for use. In addition, SNL has three prototype 
subsystems that would require more development before 
being ready to use. These subsystems are described 
below. 

The Wireless Alarm Transmission of Container 
Handling (WATCH) subsystem employs motion sensors 
packaged together with radio-frequency (RF) transmitters 
to report attempts to move material. 

During the past year SNL has added the 
Authenticated Item Monitoring (AIMS) subsystem. 
AIMS starts with the basic WATCH sensor and adds 
authentication features to reduce the possibility of 
counterfeit messages. The sensors for both subsystems 
are attached directly to the material being monitored. 

SNL is currently evaluating a prototype polled RF 
sensor subsystem developed by RANDTEC Corp. The 
RANDTEC hardware was developed to overcome some 
of the drawbacks of the WATCH and AIMS subsystems. 
Its chief differentiating feature is that it sequentially polls 
the transmitters to minimize transmission collisions. It 
also has the potential to be more effective than the 

WATCH or AIMS subsystems because it can support 
material attribute-measuring sensors (weight, temperature 
or radiation, for example). 

PAMTRAK supports three video motion detection 
(VMD) subsystems. Although they have different 
features, they all work by using video cameras to detect 
and report movement within predefined regions of 
interest. 

PAMTRAK supports two wireless personnel tracking 
subsystems available to track workers as they move 
through a facility. Personnel tracking can be used to 
exclude workers from, or enforce a two-person rule in 
selected areas. It can also be used to verify the presence 
of workers who are performing remote transactions. One 
of the subsystems uses RF technology; a new one for this 
year uses infrared (IR) technology. 

A remote transaction entry subsystem using bar code 
readers allows workers to perform transactions such as 
placing sensors on material or shipping material between 
locations in a controlled fashion without having direct 
access to the PAMTRAK computer. 

PAMTRAK also supports two prototype canister 
monitoring subsystems. They are designed to measure 
physical attributes of material such as weight and 
temperature. However, both subsystems need further 
development before being ready for deployment in a real-
world environment. Figure 1 shows a block diagram of a 
fully configured PAMTRAK system. 

Reports from the subsystems to the PAMTRAK 
computer (such as sensor WATCH movement or 
personnel tracking badge location) do not automatically 
result in alarms. The PAMTRAK computer evaluates the 
reports as they come in against a user-defined, site-
specific security rule database. . If any reported condition 
violates the security rules the PAMTRAK computer 
reports an alarm. 

SNL has improved the alarm annunciation 
capabilities by adding voice announcements and a relay 
closure interface that can control lights, physical barriers, 
or other mechanical systems. PAMTRAK interfaces with 
PC-DYMAC, a UNIX-based Material Control and 
Accounting system currently being supported by LANL at 
ANL-W. SNL has started to develop on-line user 
documentation that will eventually have a tutorial, 
context-sensitive help, and hypertext support in 
PAMTRAK. 
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II. OPERATIONAL ISSUES 

The PAMTRAK subsystem is part of the Argonne 
Unified System (ARGUS) used for Materials Control and 
Accounting (MC&A) in the Fuels and Manufacturing 
Facility at Argonne National Laboratory - West 
(ANL-W). The test and evaluation of the subsystem are 
accomplished by the day-to-day work performed in the 
FMF. The storage vault and operational areas provide an 
excellent test-bed for this demonstration. Equipment 
required by the system has been installed to coordinate 
with the operational needs of the facility, thus reducing 
the impact on daily operations. 

A. Material Monitoring and Personnel Tracking 
Using PAMTRAK 

FMF has three unique operational and material 
tracking areas, Fuel Casting (FC), Element 
Manufacturing (EM), and Vault (VT). Material 
movements between these areas are performed by 
qualified fuel handlers though the use of programmable 
bar code readers and bar codes applied to all storage and 
transfer containers. Fuel handlers are granted access to 
the material by job levels assigned to a transaction type 
and by material access areas. These job levels and access 
areas, assigned by the System Administrator, are 
electronically administered and controlled by 
PAMTRAK. Administratively three job levels exist: 

• Fuel Handler: personnel that have authorized access 
into the FMF and are authorized to move nuclear 
fuel; 

• Facility Access Only: personnel that have facility 
access only; and 

• Visitors: personnel requiring an escort. 

All personnel entering FMF are required to make a 
badge exchange at the Security Building 704. Fuel 
handlers receive a picture badge, Facility Access Only 
personnel receive a badge indicating their division name, 
and Visitors in the facility will receive a badge indicating 
an escort is required. Located in Security Building 704 is 
a bar code reader and printer connected to PAMTRAK. 
Before receiving their appropriate badge the Security 
Police Office (SPO) will scan the bar code on the badge. 
This action logs an individual's name, and entry time and 
date into the facility into the PAMTRAK system. All 
access to nuclear material in the FMF must be made by 
qualified fuel handlers and the fuel handler must be 
physically present in the building. When personnel leave 
the facility, the FMF badge is returned to the SPO and the 
bar code is scanned removing the individual from the 

building. Also, by scanning a bar code transaction sheet, 
the SPO can generate an activity report of the facility and 
a list of personnel currently in the facility. PAMTRAK 
will also generate a building maximum occupancy 
warning that is printed in building 704. 

PAMTRAK is also used to track, apply and remove 
the material monitoring device WATCH. These devices 
are used in the storage vault and are attached directly to 
storage containers that contain nuclear material. Part of 
the test and evaluation is to demonstrate the WATCH as a 
Tamper Indicating Device (TED). 

Sensors at key entry points in the facility monitor and 
report the location of building personnel. When 
personnel enter and move within the facility, their 
presence is detected by PAMTRAK. If personnel move 
into an unauthorized area, an alarm is generated by 
PAMTRAK. 

For the test and evaluation of the Video Imaging 
subsystem in the FMF vault, a small subset of storage 
containers were selected for monitoring. The containers 
are monitored by four video cameras placed in 
predetermined locations. Movement of the containers 
within the masked area generates an alarm by 
PAMTRAK. 

B. Material Transfers 

Material transfers are initiated by scanning the 
"LOGON" prompt on a material transaction sheet. The 
fuel handler then follows a series of prompts displayed on 
the bar code reader to complete the transaction. As the 
bar code reader sends the information to PAMTRAK, 
PAMTRAK verifies the validity of the information. 
PAMTRAK validates access to established areas and 
types of material. If the individual requesting access to 
that material does not meet the material transfer 
requirements administered by PAMTRAK, permission is 
denied. If the requirements are met (individuals are fuel 
handlers, currently logged in the facility, and are 
observing the two person rule) PAMTRAK grants 
permission and the transaction continues. However, the 
fuel handler still has the overall responsibility to ensure 
all procedures are followed. After the transaction is 
complete, PAMTRAK sends this information to PC-
DYMAC through a mail message type interface. 

C. Benefits 

Before the installation of the bar code readers, all 
material movement required keyboard entries from the 
fuel technicians. By using the bar code readers for 
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material transfers, keyboard entry errors have been 
eliminated By administering the two person rule through 
PAMTRAK, the same fuel handlers must originate and 
complete a material transfer. This ensures the material is 
being transferred not only by qualified fuel handlers, but 
also by individuals who are knowledgeable of the 
operation. 

The demonstration of the PAMTRAK subsystem 
allows for the maximum reduction in inventory 
frequency. The WATCH, used as a Tamper Indicating 
Device (TID) provides real-time monitoring of stored 
material and the alarms generated by PAMTRAK through 
Personnel Tracking and the Video Imaging system 
controls access to stored material. 

The capability for the end-user to customize the 
system to fit a facility is a benefit not only from an 
operational standpoint, but is also cost effective. 

D. Improvements 

The Video Imaging system does not store the images 
it captures. Archiving these images would enhance the 
system by allowing for retrieval and review later. 

Installing remote bar code readers could expand the 
application of the system and give the user greater 
flexibility. 

Additional benefits would come from improving the 
signal of the personnel tags used by Personnel Tracking 
system. When an individual wearing a tag walks around 
in an area, the personnel tracking sensors often do not see 
the tags unless the individual loiters under them. 

m. CONCLUSION 

PAMTRAK is a full-featured, stable system for 
monitoring material and people. It offers user selectable 
features and site specific rules. An installation can 
choose to use any or all of the subsystems independent of 
the others, e.g., material monitoring without personnel 
monitoring. PAMTRAK adds safeguards, extends 
inventory intervals, and can save money overall through 
reduced inventory frequency and lower human radiation 
exposure. The DOE has encouraged its use for this 
purpose. SNL supports and welcomes new users. 
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