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ABSTRACT 

The Institute of Physics and Power Engi
neering (IPPE) is a leading research center un
der the Ministry of Atomic Energy of the Rus
sian Federation. IPPE encompasses many in
stallations and many specialists who perform 
fundamental and applied investigations in 
nuclear power and technology for the national 
nuclear program. IPPE has a key role in the 
national nuclear material protection, control, 
and accounting (MPC&A) system both as a 
nuclear facility and also as a training center for 
MPC&A. As a participant in the US-Russian 
Laboratory-to-Laboratory Cooperative Pro
gram in MPC&A, IPPE is conducting several 
tasks in collaboration with US Department of 
Energy national laboratories. The main goal 
of these tasks is the rapid improvement of 
MPC&A at one of the most sensitive operating 
IPPE installations, the BFS critical facility, 
which has large numbers of fuel items contain
ing highly enriched uranium and weapons-
grade plutonium. After the completion of sev
eral test, evaluation, and demonstration tasks, 
it is hoped that the tested and adopted methods 
and procedures can be applied not only to the 
entire population of BFS fuel items, but also to 
other facilities at IPPE and other Russian 
nuclear institutes and operating facilities. The 
collaborative tasks cover seven areas: comput
erized nuclear material accounting, entry con
trol and portals, item control and inventory, de
sign evaluation and analysis, gamma and neu
tron assay, an integrated demonstration, and 
physical protection elements and test bed. 

INTRODUCTION 

The Institute of Physics and Power Engi
neering (IPPE) is a major scientific research and 
development (R&D) laboratory in Obninsk, 
Russia and is under the jurisdiction of the Min
istry for Atomic Energy of the Russian Federa
tion. IPPE's R&D specialties focus on nuclear 
power engineering, fundamental and applied in
vestigations, and nuclear technologies for the 
national economy. Within IPPE are several 
major installations related to nuclear reactor 
design. Two fast critical assemblies, known as 
BFS-1 and BFS-2, and their associated nuclear 
fuel storages, are the objects of the current 
work. IPPE has offered these critical assem
blies, which are in active experimental use, for 

demonstrations of improvements in nuclear 
MPC&A to be carried out by IPPE within the 
context of the cooperative US-Russian MPC&A 
program. 

According to this coordinated program, 
the US national laboratories are contracting 
directly with Russian nuclear institutes to carry 
out demonstration nuclear material protection, 
control, and accounting (MPC&A) improve
ments which the Russian institutes would then 
institutionalize and replicate throughout the 
country. IPPE is one of several Russian insti
tutes where this cooperative US-Russian Lab-
to-Lab MPC&A program is progressing vigor
ously. The US national laboratories are pro
viding guidance and instruction on methods 
and their application, and procurement services 
as needed. IPPE is making the decisions on 
what to build, purchase and then install, or oth
erwise institutionalize. 

A large amount of nuclear material is in
volved, particularly several hundred kilograms 
of plutonium and several thousand kilograms 
of highly enriched uranium (HEU). These ma
terials fuel the critical assemblies in the form 
of tens of thousands of stainless-steel-clad 
disks, which are stacked along with coolant and 
structural materials in vertically oriented tubes. 
Figure 1 shows a cross section of BFS-2, the 
larger of the two, in its experimental hall. Fig
ure 2 shows a close-up view of the top face, 
with the vertically oriented fuel tubes clearly 
visible. 

ADMINISTRATIVE OVERVIEW 

Exploratory visits by US national labo
ratory staff took place at IPPE in September 
and November 1994, leading to specific state
ments of work. In turn IPPE staff members 
visited US laboratories during February, 1995. 
As a result of the visits and discussions, two 
umbrella contracts with individual task orders, 
were drafted and signed—between IPPE and 
Los Alamos National Laboratory (LANL) and 
between IPPE and Brookhaven National Labo
ratory (BNL). Also, separate contracts for in
dividual tasks have been signed with Sandia Na
tional Laboratories (SNL) and Lawrence 
Livermore National Laboratory (LLNL). This 
does not indicate the full extent of the coop
eration: for example, Oak Ridge National Labo-
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ratory (ORNL) and PacificNorthwest Labora
tory (PNL) are participating through the oth
ers' contracts. The contracts generally provide 
for payment to IPPE by the US national labo
ratories for MPC&A work done and for pur
chasing necessary equipment or services (e.g., 
computers, seals, gamma and neutron assay 
systems, balances and scales). 

The work at IPPE on individual tasks is 
organized into seven task areas, with partici
pation by the US national laboratories as indi
cated on Table I. 

It is the goal of many other of the tasks 
to culminate in the Task Area 6 integrated dem
onstration—planned forAugust and September 
of 1995—of the MPC&A system elements es
tablished at BFS. 

As background for many of the individual 
tasks, a wide variety of safeguards literature 
was provided to IPPE. The documents include 
Department of Energy orders and guides, 
Nuclear Regulatory Commission regulations 
and regulatory guides, and available mono
graphs. The IPPE staff also studied basic safe
guards documents of the International Atomic 
Energy Agency. 

DESCRIPTION OF WORK 

Task Area 1: Computerized Control and 
Accountability 

The short-term goal of the task is to de
velop a computerized material accounting (MA) 
system for the BFS critical facilities. The long-
term goal of this task is to ensure that the hard
ware and software selected, as well as the MA 
system designed for BFS, can be used as the 
basic model for the other facilities at IPPE, and 
be considered for other Russian institutes as 
well. There is a great hope that the software 
chosen meets the needs not only of the IPPE 
division responsible for institute-wide MA, but 
also of the Russian national MA system now 
under development. 

Equipment was recommended to IPPE, 
and it selected an appropriate complement to 
meet the short-term goal to satisfy BFS ac
countability needs. It is a local computer net
work that includes one server and three clients. 

The three clients are respectively located near 
a storage vault and the BFS-1 and BFS-2 work
ing tables for fuel disk handling. Currently, all 
clients are equipped with bar-code readers to 
make direct data input to the computer system. 

Task Area 2: Entry Control and Portals 

There are two locations within BFS to be 
covered by entry control and portal monitoring 
systems: a single facility entrance for all work
ing personnel and the entrance to the nuclear 
material handling area, accessible to designated 
personnel only. A task was established to sup
port installation of the portal monitoring sys
tem at the entrance to the handling area. One 
US radiation monitor and one Russian radia
tion monitor will be evaluated. In addition to 
radiation monitoring, the portal system will in
clude metal detection plus weighing, authenti
cation and some other features for personnel 
access. Most of the equipment for the portal 
monitoring system is being produced in Rus
sia. 

Additional tasks include the evaluation of 
entry control systems and a portal monitoring 
workshop. 

Task Area 3: Item Control and Inventory 

The objective of one task is to plan the 
procedures for a physical inventory taking (PIT) 
of fissile nuclear material fuel at the BFS facil
ity. After appropriate staff training, the proce
dures will be demonstrated on a sub-popula
tion of the fissile nuclear material—approxi
mately 15000 items, including Pu and HEU— 
as part of the integrated demonstration. 

To help in the preparation of the PIT pro
cedures, IPPE staff, accompanied by colleagues 
from other Russian institutes, attended a work
shop in the US. The workshop included a dem
onstration at the Zero Power Physics Reactor 
(a critical facility similar to BFS) of Argonne 
National Laboratory-West.* 

Because of the large number of account
able items at the BFS facility, it is critical to 

* The contribution of Argonne National Laboratory-West 
to this workshop is gratefully acknowledged. 



implement an item identification system; this 
is a second task. The present identification sys
tem is not easily amenable to computerized MA 
and must be improved. Bar code technology 
has been discussed as one example. The appli
cation of bar codes to the cladding of the fuel 
disks will be evaluated. Also, within the frame
work of the same task, specifications for ana
lytical balances and load cells have been pre
pared. 

Another subject in this second task is item 
control by surveillance. A television system 
based on digital processing of video images for 
detection and assessment has been provided. 
Installation and testing of the system are in 
progress, as is training of the BFS staff. 

Finally, a third aspect of the second task 
involves the test and evaluation of seals and 
tags, personnel surveillance using closed cir
cuit television, and advanced methods of con
tinuous material tracking. Passive and active 
fiber optic seals may be used on the boundary 
of the nuclear material handling area. 

Task Area 4: Design Evaluation And 
Analysis 

One task focuses on measurement con
trol principles and a program and demonstra
tion thereof. The purpose of the measurement 
control program is to ensure that the chain of 
inference from measurement standards to mea
surements of items on inventory is firmly es
tablished, so that the results of measurements 
of items on inventory are valid. A plan to ac
complish this has been formulated by IPPE and 
been reviewed. 

Another task is oriented toward statisti
cal principles and a program and demonstra
tion thereof. The purpose of the statistical pro
gram is to permit meaningful conclusions to be 
drawn about a population of items when mea
surements are made about a random sample of 
items in that population, particularly when the 
measurements themselves have associated un
certainties. IPPE has defined a plan to do this 
as well. 

A third task, on integrated safeguards and 
security (S&S) planning and analysis, involves 
the sharing of LIS vulnerability assessment (VA) 

techniques and includes a two-week training 
session to be given at several Russian institutes. 
VA is an analytical process used to evaluate 
risks and to determine cost-effective MPC&A 
improvements based on defined threats and the 
characteristics of the facility being evaluated, 
including the MPC&A system. VA tools have 
been developed for both the insider and out
sider threats and various theft scenarios. The 
objective of this task is to share safeguards and 
security VA techniques and approaches, obtain 
some early results by applying the techniques 
to a facility at IPPE, and study and analyze 
changes required to facilitate use of the ana
lytical tools Russia. It is anticipated that there 
will be a continuous process of improving the 
techniques and applying them to additional 
sites. Support to IPPE for development of a 
VA training capability is also being discussed. 

Task Area 5: Radiation Measurements 

One of the tasks will focus on the imple
mentation of active and passive neutron mea
surement techniques for both Pu and HEU. It 
is expected that the measurement results will 
be used for the establishment or verification of 
the initial inventory. 

A second task is to test and evaluate 
gamma-ray measurement and data-analysis 
techniques for determining uranium enrichment 
(MGAU) and plutonium isotopic composition 
(MGA). The purpose of this task is twofold. 
First, IPPE shall report on the applicability of 
MGA and MGAU to measure isotopics 
nondestructively for nuclear materials account
ing. Second, IPPE shall analyze the consistency 
of results from these measurement and data-
analysis techniques with accounting informa
tion for a variety of chemical and physical 
forms found in BFS pellets. IPPE will demon
strate these measurement techniques on BFS 
pellets during the integrated demonstration. 
Future plans would be for IPPE to implement 
these techniques routinely in accountability 
measurements of Pu and HEU in the BFS fa
cilities. 

A third task is to evaluate portable 
gamma-ray measurement hardware, developed 
in Russia (by IPPE) and in the US, for the pur
pose of real-time nuclear material identifica
tion. The desired feature of the deployed mea-



surement system will be rapid identification of 
the BFS fissile fuel items in variable back
ground environments. The outcome of this 
work is for IPPE to report on the operational 
requirements for, and the utility of, the selected 
hardware and analysis algorithms that will op
erate in the variable background environment. 
The selected instrument's role in the account
ing of BFS fissile materials will be shown in 
the integrated demonstration. 

Task Area 6: Integrated Demonstration 

This task will incorporate all of the other 
tasks. As part of the planning, the structure of 
possible material balance areas for the critical 
facilities was discussed. An integrated demon
stration will be conducted in August of 1995 
for technical staff from IPPE, other Russian 
institutes, and US national laboratories. A sec
ond demonstration is planned for September for 
Russian and US Government officials. 

Task Area 7: Physical Protection Elements 
and Test Bed 

The large amount of sensitive nuclear ma
terial at BFS deserves special attention from 
the physical protection point of view. A char
acterization of the facility is the first task, which 
must be done before selection of any specific 
physical protection system elements. Then, the 
VA techniques described above for Task Area 
4 will be used to identify cost-effective im
provements. The knowledge and methods will 
be applied both to IPPE facilities and to 
Obninsk civil installations. 

FUTURE WORK 

Some of the aforementioned tasks will be 
finished with the integrated demonstrations in 
August and September, 1995. But the test and 
evaluation of different MPC&A elements will 
only be the initial acquired experience and 
background for continuation of improvements 
in the Russian MPC&A system at IPPE and 
other nuclear sites. From this point of view, 
future work should concentrate on the follow
ing subjects: 

a. Preparation for the complete PIT at the BFS 
facility. This must include the total population 
of inventory items; all needed supporting tasks 

should be continued. Plans include marking 
all fissile fuel disks with bar codes. 

b. Training of personnel from IPPE and other 
Russian facilities involved in the MPC&A pro
gram. This training can be done through 
courses in the US, but more efficiently at sites 
in Russia. A Russian national MPC&A Train
ing Center based on IPPE facilities is currently 
under development. 

c. Extending the collaborative work to other 
IPPE facilities. The possibilities are already 
under discussion. 

d. Where applicable, development and imple
mentation of such promising new approaches 
to safeguards technology as integrated systems 
of nondestructive assay and containment and 
surveillance, and remote monitoring tech
niques. 

e. Improvement of the US-Russian Lab-to-Lab 
MPC&A Program by continual efforts to en
hance coordination among the involved insti
tutions. 

CONCLUSIONS 

In less than one year, several US national 
laboratories have collaborated with IPPE, a ma
jor Russian research and development institute, 
in a number of specific tasks aimed at improv
ing MPC&A; demonstrations of the results are 
planned for August and September. The 
progress on joint tasks has demonstrated that 
cooperation toward the overall goal of nuclear 
nonproliferation is possible via the conduct of 
numerous specific tasks in MPC&A directed 
toward a single operating nuclear facility—e.g., 
BFS at IPPE—with a large amount of sensitive 
nuclear material. 

Because of the nature of nuclear installa
tions, it is essential to determine the most es
sential MPC&A aspects requiring improvement 
and to define relevant tasks as soon as possible. 
Administrative problems, including contract
ing, shipments and customs, have been ad
dressed and solved—usually in a timely man
ner—to permit the staff members on both sides 
to work together expeditiously. However, the 
experience acquired shows that better solutions 
should be found in some of these areas. 
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Table 1 
Participation by U.S. National Laboratories in Collaborative Task Areas with IPPE 

Task Areas U.S. Laboratories 

1. Computerized Control and Accountability 
2. Entry Control and Portals 
3. Item Control and Inventory 
4. Design Evaluation and Analysis 
5. Radiation Measurements 
6. Integrated Demonstration 
7. Physical Protection Elements and Test Bed 

LANL, PNL 
LANL, ORNL, SNL 
BNL, LANL, ORNL, PNL, SNL 
BNL, LANL, LLNL, PNL 
LANL, LLNL 
All 
LLNL, SNL 
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Figure 1. Cross section of BFS-2 Figure 2. Top face of BFS-2 


