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ABSTRACT 

As a result of a number of events the 
inventory of fissile materials no longer in 
nuclear weapons in the United States is 
increasing. This has led to a growing concern 
regarding the potential for theft and/or 
diversion and accountability of this material. 
Straight-Line is a project whose purpose is to 
demonstrate a site-independent system to 
monitor stored nuclear material (e.g. 
plutonium) and integrate the collection, 
processing and dissemination of information 
regarding this material. The safeguards and 
security (S&S) goals of this project include 
data transfer of information on nuclear material 
to appropriate users to enhance S&S, 
continuous on-line accountability, reduction of 
hands-on access to nuclear materials, 
incorporation of information security 
technologies, and early detection of tampering 
or unauthorized material movement. 

This paper will address threat 
considerations, S&S requirements, S&S 
objectives, and issues for the Straight-Line 
project. S&S features and benefits of this 
project will be discussed with respect to 
existing item monitoring systems and/or other 
material tracking systems being developed. 

INTRODUCTION 

With the end of the Cold War many changes 
have occurred in both the US and the former 
Soviet Union with regards to nuclear weapons. 
As the result of a number of dismantlement 

activities, fissile material inventories have been 
growing. A number of efforts have been 
initiated in the past few years to help reduce the 
threat of nuclear proliferation, reduce existing 
inventories of fissile materials, and provide for 
a more safe and secure environment for storing 
fissile material. Project Straight-Line at Sandia 
National Laboratories was started to 
demonstrate a pilot system for the management 
of plutonium in storage. More detailed 
information about Straight-Line will be given 
in three other papers found within these 
prbceedings [1-3]. This paper will provide only 

'•- a brief overview of the project while 
emphasizing the safeguards and security (S&S) 
areas. 

The purposes of Straight-Line are to: 
• Enhance confidence that declared fissile 

materials placed in storage is safe and 
secure, 

• Help support U.S. nonproliferation and 
export control policy by providing safety, 
security and international accountancy 
monitoring systems, and 

• Use existing systems which address S&S, 
accountancy, safety, and state of health. 

The Straight-Line project only addresses the 
storage aspects of plutonium management at an 
existing storage facility. The pilot system 
consists of a number of modules which include 
sensors, and data units at the magazine, site and 
national level. A number of different sensors 
are being considered and include temperature, 
radiation, motion, pressure and fiber optic 
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seals. RF tags are being used to transmit sensor 
data. Item sensors as well as magazine sensors 
and video cameras are being utilized. Because 
some of the nuclear components in storage may 
be classified, multi-level information security 
which can handle both classified and 
unclassified information on a need-to-know 
basis is being used[3]. Data authentication is 
being used and encryption is being developed 
for future designs. 

SYSTEM GOALS 

Straight-Line is able to send data on the 
stored fissile material to appropriate users via 
on-line information systems. The system 
architecture is designed so it is site independent 
and can accommodate a variety of sensors. The 
system is able to monitor for material stability, 
container presence and integrity, tamper 
indication, unauthorized material movement 
and continuous item accountability. The intent 
of Straight-Line is to demonstrate compliance 
with both domestic (e.g. DOE orders) and 
international (e.g. IAEA circulars) 
requirements. Since Category I special nuclear 
material will be monitored, part of the Straight-
Line system will operate within a materials 
access area (MAA). In order to enhance 
accountability the Straight-Line design will 
facilitate data communications to both US and 
foreign agencies/governments, and the 
hardware/software will be unclassified. 

THREAT 

A comprehensive understanding of the 
nature of the threat and vulnerabilities of the 
Straight-Line system are necessary to ensure 
that appropriate measures are considered and 
that a cost effective system can be developed. 
The DOE Design Basis Threat [4 ] provides the 
basis for the domestic threat analysis and 
includes both outsider (criminals, terrorists, 

etc.) and insider (disgruntled employees, 
psychotics, etc.). Since the objectives of 
Straight-Line include both national and 
international safeguards it is necessary that the 
system not only meet existing domestic threat 
guidelines but also meet requirements imposed 
on it when operated in an international 
environment. This is one of the primary 
differences between Straight-Line and other 
item monitoring systems developed to date. 
Therefore, Straight-Line must also provide 
protection against theft and/or diversion by 
national threats, to include host nations and 
other national groups, to meet International 
Atomic Energy Agency (IAEA) or bilateral 
agreements. 

Because Straight-Line components will be 
located in many different security environments 
the level of protection afforded these 
components will vary. For the sensors located 
within a storage vault/magazine which is inside 
a material access area (MAA) or the magazine 
data units which could be located inside the 
protected area (PA), the primary threat will 
come from insiders (e.g. employees, ex-
employees, visitors, and vendors who have 
access throughout the facility). Other threats 
exist for the site and national data units which 
may be located outside high security areas or 
have the transmission links passing through 
unsecured areas (e.g. hardwire or airwaves 
communications). Computer hackers who are 
attempting to gain access to or use information 
or software are a threat to such information 
and/or data systems. Other national 
governments may seek to obtain information 
for their own use. Methods such as wiretap, 
electronic eavesdropping, software or hardware 
tampering or modification may be used. 

USER NEEDS/PROJECT SURVEY 

During the initial design phase for Straight-
Line a number of DOE site representatives and 



selected personnel within DOE were queried 
about the project and this section will briefly 
address a few of the security issues raised 
during these discussions. 

Information was obtained during the site visits 
on how they manage plutonium, what 
monitoring approaches are being used at their 
sites, the quality and reliability of their systems, 
and any comments they had about 
implementing Straight-Line at their sites. 
Some of the items gathered from these visits 
include: 

- Inventory period extension is desirable but 
complicated technology is a concern. 

- System reliability, false alarms and cost are 
all important. 

- A wide variety of containers are being used to 
store fissile material. 

- Retrofitting with wires or optical fibers is 
not desirable. A more desirable approach 
uses radio frequency (RF) communications. 

A questionnaire was sent to DOE 
headquarters and contractor personnel to 
acquire their perspective on Straight-Line. The 
following Straight-Line features received 
greater than 75% favorable response: 

- The ability to electronically transfer 
information to various users. 

- Combined domestic and international 
safeguards. 

- The ability to reduce physical inventory 
frequencies. 

- Sensor measurements of temperature, motion, 
tamper, container integrity and radiation. 

- Can be used with both the ALR8 and AT400 
containers. 

- RF communications. 
- Modular design and use of personal 

computers. 
- Data encryption/authentication. 
- Battery powered modules with a change-out 

of about five years. 
- Integration of facility intrusion detection 

systems with the Straight-Line sensors. 

Areas of concern or which received less 
favorable responses included: 

- Continuous monitoring beyond that needed to 
extend inventory frequencies. 

- The use of automated or robotic devices to 
replace modules. 

- A unit cost goal of $1000. 

S&S BENEFITS 

Over the past few years many systems have 
been developed or are being developed to 
monitor fissile materials. Some of these 
systems were started to help mitigate the threat 
of insiders, in other cases to extend the physical 
inventory frequency intervals of stored nuclear 
material and still others provided for 
international containment and surveillance. A 
number of papers have been presented which 
provide overviews on the relative features of a 
variety of these item monitoring systems [5-
10]. As noted earlier, one of the goals of 
Straight-Line is to use existing systems where 
possible. To achieve this goal, concepts, 
operational philosophies, system structure and 
components of both domestic (PAMTRAK -
Personnel and Material Tracking, VSIS - Vault 
Safety and Inventory System, VRIS - Vault 
Remote Inventory System, PITS - Pantex 
Inventory and Temperature System) and 
international (AIMS -Authenticated Item 
Monitoring System, MIMS - Modular 
Integrated Monitoring System, ATMS -
Authenticated Tracking and Monitoring System 
) monitoring systems were reviewed. Various 
elements of these systems were adapted and 
modified to meet the specific Straight-Line 
objectives. 



Straight-Line's use of existing technology 
and modular components enhances both system 
installation and maintainability. In addition, 
almost any sensor which provides either a bi-
level or analog signal can be used. Thus, 
Straight-Line may include a combination of 
sensors for containers such as fiber optic seals, 
tamper, radiation, temperature, presence and 
identification detectors and also devices for the 
storage magazine such as balanced magnetic 
switches, motion detectors and video. 

One of the greatest S&S benefits of Straight-
Line comes from the integration of security, 
safety, and international and domestic 
accountability. Although a few systems 
currently help meet both safety and security 
needs (e.g. VRIS, VSIS, PAMTRAK) and 
ATMS and MIMS address both security and 
international accountability, only Straight-Line 
attempts to meet the needs of all three areas. In 
the area of safety, the stability of the stored 
material can be monitored through temperature, 
radiation, pressure, leak detection and abnormal 
movement of the container. When properly 
implemented and monitored, this information 
can also provide safeguards and security 
functionality. Combining the results of this 
monitoring with real-time reporting, tamper 
indication, and detection of intrusion into the 
storage area results in a system which can 
confidently indicate potential malevolent 
activities and provide assurance of inventory 
integrity. The ability to provide authenticated 
information off-site, to be site independent, to 
be exportable and to provide transparency all 
support the needs of international 
accountability. 

Straight-Line was designed to handle both 
classified and unclassified information. This 
multi-level security system protects 
information using data authentication. Through 
these measures and also password control and 
"firewalls" within the system the proper 

information will be made available to only the 
proper people. Thus the various users of 
Straight-Line data (e.g. the sites, DOE, 
state/local governments, IAEA) will have 
access only on a need-to-know basis. 

Some other S&S benefits of Straight-Line 
include the demonstration of a system which 
effectively monitors and provides information 
to manage fissile material in storage, provides a 
model system which can be used to ensure 
international accountancy, an integrated system 
which improves the safety and security of 
fissile material, and encourages international 
reciprocity. In addition, it will reduce "hands-
on" contact with the stored fissile material 
which should not only reduce worker radiation 
exposure but also allow for decreased physical 
inventory frequency. 

The countermeasures provided by Straight-
Line protect against all the threats of current 
concern as shown in the following table. The 
significant benefit of Straight-Line is that this 

Threats Countermeasures 
Domestic 

Insider 

Outsider 

Real-time material 
monitoring and 
assessment 

Intrusion detection 
and assessment 

International 
Host nation 

Other nations/parties 

Material monitoring 
and assessment 

Protected data access 

protection is provided in a synergistic manner 
in concert with safety and accountability 
functions. 
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SUMMARY 

The system being developed for Straight-
Line not only provides many benefits in the 
area of safeguards and security but also 
integrates safety and international accountancy 
into a single system. By using many existing 
sensors and other system components Straight-
Line takes advantage of the considerable work 
that has been done by others. The ability to 
monitor fissile material and provide 
information to a varied set of users in a secure 
manner makes Straight-Line potentially a very 
useful system to help DOE sites store fissile 
material in a safe and secure manner while 
meeting both domestic and international 
requirements. 
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