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Abstract 

The need to use computers for nuclear power plant design, engineering, operation and 
maintenance has been growing since the inception of commercial nuclear power electricity 
generation in the 1960s. The needs have intensified in recent years as the demands o f 
safety and reliability, as weil as economic competition, have become stronger. 

The rapid advance o f computer hardware and software technology in the last two decades 
has greatly enlarged the potential o f computer applications to plant instrumentation and 
control o f future plants, as well as those needed for operation of existing plants. The 
traditional role o f computers for mathematical calculations and data manipulation has been 
expanded to automate plant control functions and to enhance human performance and 
productivity. 

The major goals o f using computers for instrumentation and control o f nuclear power 
plants are (1) to improve safety; (2) to reduce challenges to capital investment; (3) to 
reduce the cost o f operations and maintenance; (4) to enhance power production, and (5) 
to increase productivity o f people. 

Many functions in nuclear power plants are achieved by a combination o f human action 
and automation. Increasingly, computer-based systems are used to support operations and 
maintenance personnel in the performance o f their tasks. There are many benefits which 
can accrue from the use of computers but it is important to ensure tliat the design and 
implementation of the support system, and the human task places the human in the correct 
role in relation to the machine; that is, in an management position, with the computer 
serving the human. In addition, consideration must be given to computer system integrity, 
software validation and verification, consequences o f error, etc., to ensure its reliability for 
nuclear power plant applications. 
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1. INTRODUCTION 

1.1 Technology 

Many nuclear power plants, which have been operating since the 1970s, are designed and 

manufactured based on technology from the 1960s. Because of obsolescence, lack of 

original equipment manufacturer support, challenges to availability due to unnecessary 

plant trips, component reliability due to aging, and high maintenance and testing costs, 

analog-based instrumentation and contiol (I&C) equipment and systems are being 

replaced with digital systems in current nuclear power plants. Furthermore, the 

technology for I & C hardware and software design and development are changing rapidly 

due to advancement in state-of-the-art technologies. [1] 

Computer technology has been playing an essential role in design, construction, operation 

and maintenance of nuclear power plants. Digital technology has been increasingly 

recognized as a viable tool for fast and accurate processing of large quantities of data and 

information to support and enhance the human capability for monitoring, diagnostics, 

control, surveillance, and communications. In light of the recent revolutionary growth o f 

digital technology in the computer and electronics industries, there is promise for nuclear 

power plants to continue to apply that technology, not only to upgrade and prolong the 

life o f existing power stations, but also to broaden its role in the system of future 

generations o f power plants. [2-9] 

1.2 Important Roles of Human 

Human activities and involvement are o f critical importance in the operation and 

maintenance of nuclear power plants. The issue o f human reliability impact to safety has 

been widely recognized by the world in the response to the nuclear accidents at the Three 

Mile Island Station in 1979 and at Chernobyl Station in 1986. Major lessons learned from 

these two accidents indicate that human error is a significant contributor to the overall 

plant risk. 
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It is important to understand the role o f humans in operation safety, and the relationship 

between human and computers. Recent advances in human engineering and computer 

techniques in the fields o f control, protection, testing, surveillance, communication and 

human-machine interface have offered tremendous opportunities to improve various 

aspects of the safety operations of nuclear power stations. 

Many functions in nuclear power plants are achieved by a combination of human action 

and automation. Increasingly, computer-based systems are used to support operations and 

maintenance personnel in the performance o f their tasks. It is important to ensure that the 

design and implementation of the computer-based support systems place the human in an 

intellectually superior position with the computer serving the human. In addition, 

consideration must be given to computer system integrity, software validation and 

verification, consequences of error, etc. 

2. HUMAN-MACHINE RELATIONSHIP 

To achieve a balance between computer and human actions, the process of system design 

must consider each operational function in regard to either computer, human operation or 

a combination of human and computer. The process is usually known in ergonomics 

literature as "allocation of functions". [10-11] 

2.1 Functions Which Must be Automated 

The first consideration must be to examine any function for which a computer is 

mandatory. The designer must identify all the functions which exceed the capabilities o f 

human performance and can only be achieved using a computer. The design must 

consider the long-term demands o f the task, the required performance under the worst 

possible conditions, and the variability o f the human operator. Performance factors which 

will need to be addressed include: required task rate, accuracy, repeatability and, in 

particular, the consequence of error. Functions which exceed the capabilities o f humans 

include: 

• Processing large quantities of data 

• Tasks requiring high accuracy 

• Tasks requiring high repeatability 

• Tasks requiring rapid performance 
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• Situations in which the consequences of error are severe 

• Situations in which errors cannot readily be retrieved or corrected 

Typical applications in a nuclear power plant for which the use of computers will be 

necessary include: data recording, analysis and archives. Depending on the particular task 

performance requirements, in all such cases it will be easy to demonstrate that human 

capabilities would be exceeded if the resulting task were performed manually. 

When the decision has been made to use computers for a function, consideration must be 

given to supplementary tasks, such as maintenance and testing activities, which are 

required to allow the computer to perform its role. [12] It is important that the benefit o f 

using computers is not lost by assigning supporting functions to human actions where the 

performance of the computer system would be degraded owing to poor maintenance, or 

where human operators may have difficulties-coping with the psychological impact of 

automation. [13] 

2.2 Functions Which are Better Automated 

Certain functions may be identified which, although lying within the capability of human 

performance, may be better assigned to a computer. These include those functions which 

are lengthy, require high consistency, high accuracy or involve a degree of risk to an 

operator. Tasks which might result in boredom or monotony for an operator also fall into 

this category. 

Practical examples of computers being introduced to replace tedious or arduous human 

activities include the use o f machines to carry out maintenance or surveillance activities; 

for example, steam generator examination. Computers are also being used increasingly to 

cany out lengthy, repetitive testing, such as those required for the safety and protection 

systems. Not only does this improve the role o f the operator, but it also brings 

improvements in the consistency of testing and may allow it to be carried out more 

frequently. 

2.3 Functions Which Should be Allocated to Humans -

Functions which require heuristic or inferential knowledge, flexibility, etc., will need to be 

assigned to humans. A function may be assigned to a human simply for lack of a precise 

specification, or some difficulty in producing one. 
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A particular set o f functions which must currently be assigned with the human operator is 

accident situations where human flexibility and high level skills are essential and the 

unexpected nature of the task makes specifying appropriate computer functions difficult or 

impossible. 

2.4 Control Process of Human Operators 

The philosophical framework of operator activities in a nuclear power plant control room, 

with respect to human engineering, may be described using Rasmussen's information 

model of the control process. The control process of a human operator is generally 

categorized into three stages; (1) skill-based automatic response, (2) rule-based guided 

responses and (3) knowledge-based problem solving. 

There are many variables in a nuclear power plant that can lead to abnormal situations and 

incidents, such as, component failures, errors associated with design, maintenance, testing, 

etc. These incidents can lead to initiation of events in various parts o f a nuclear plant. 

The control room crew rely primarily on the sensor readings and alarms to provide the 

status of the plant in order to control the events. 

In most transients or events, operators can detect the abnormal situation and execute 

control functions to stabilize the plant through automatic responses. For handling 

complex transients or multiple events, the operator functions include validation of 

instrument readings, identification of equipment status, and following operation 

procedures to execute control actions through rule-based guided response. However, in 

some low-probability complex events which fall outside the scope o f routine operator 

skill-based training and rule-based operating procedures, the operators need to use 

kiiowledge-based problem solving techniques to evaluate and predict the next possible 

plant state and to define tasks for control o f the plant. The TMI-2 accident showed a 

situation where complex multiple events went beyond the skill-based and rule-based 

controls, degenerating into a severe accident when the operating crew was inadequately 

informed to recognize and control the accident correctly. 

3. A P P L I C A T I O N S OF C O N T R O L A N D A U T O M A T I O N T E C H N O L O G Y 
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Since the 1970s, computer application to operation o f nuclear power plants has gained 

broad recognition. The advance o f digital systems application in broad areas o f control 

and instrumentation has continued around the world. Digital technology has been 

increasingly recognized as a valuable tool for support and enhancement of human 

capability in the areas of monitoring, diagnosis, control, protection, maintenance, 

surveillance and communication [14-24]. 

3.1 Plant Process Computer System 

The plant process computer system (PPCS) provides the plant operators with critical 

operating parameters in normal and emergency situations. This is a system of computer 

hardware and software that are integrated together to acquire large amounts of plant data 

on a real time basis for the purpose of performing calculations and other functions like 

scan, log, and alarm, data archival and retrieval on a Central Processing Unit (CPU), and 

displaying data processing results through the system's Man Machine Interface (MMI). 

The real time data is gathered from field sensors located throughout the plant [23]. 

The applications software can be categorized broadly into the scan, log, and alarm, plant 

monitoring and performance, and man-machine interface (MMI) functions. The scan, log 

and alarm function serves to sample the plant instrumentation inputs and log each current 

value into the database. This process includes converting the incoming signal to an 

appropriate engineering unit and then checking this value against various alarm limits to 

determine if the signal is valid and if it warrants further attention. In addition, data is 

selectively archived for subsequent retrieval to support engineering analysis o f historical 

events. The plant monitoring and performance functions then process the database 

information to support operational monitoring and performance requirements. The MMI 

provides the interface to the system for controlling these functions as well as to access 

information from them. 

3.2 Information Systems and Operator Aids 

In regard to operator aids, it is common practice for information features to be introduced 

as additional sources to those already available in the control room [15,16]. They date 

back to the Т Ш - 2 accident, where serious information deficiencies were observed. The 

information system to comply with this situation was the Safety Parameter Display System 

(SPDS) [2]. Its purpose was to indicate deviation o f the defined Safety Parameters and to 

-7-



provide the subsets of important measurement values in order to assist the operator in 

reaching the safety goals. The impact of the TMI-2 accident has resulted in the 

widespread adoption o f similar SPDS functions in other countries. The installation o f 

computers and color graphic workstations is matched by the development o f sophisticated 

application software modules, such as signal validation software [24], to be used as a 

preprocessor for the SPDS, and emergency procedure monitoring, to integrate the rule-

based control functions with the SPDS [2]. 

The use o f on-line computer systems, such as SPDS, in control rooms has two main goals 

to support human operators; information presentation and information generation [14-16]. 

Video display units are normally used for information presentation. The information can 

be shown in the form of system diagrams with inserted parameter values and plant states, 

trend curves showing the history of important physical parameters, and as listings o f plant 

alarms in groups or according to their priority. 

In the course of development, such functions have often been implemented as stand-alone 

systems or operator aids, driven by the operational needs of a specific plant or by licensing 

requirements. Typical examples are core power mapping systems, load following advisors 

and safety parameter display systems. Today, these systems are normally integrated into 

the total station data processing and display system of current process computers as well 

as advanced control rooms. 

3.3 Control and Automation 

A s the nuclear plants in recent years began to face problems due to technology 

obsolescence and the resulting unavailability of parts, the existing analog control systems 

have been gradually replaced by digital controllers, among which the design and 

implementation of fault-tolerant digital feedwater controllers were accomplished for both 

B W R s [20,21] and P W R s [22,25]. 

The fault-tolerant digital control systems offer unique capabilities including dual 

redundancy, signal validation for sensor inputs, man-machine interface, and control 

algorithms that handle bumpless transfer from low power to high power and plant 

dynamics. The operating experience of these digital control systems demonstrated that 

they have not only improved operation reliability and availability by avoiding reactor 

scrams, but also reduced maintenance expenses. 
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This use has grown, and more complex, non-linear control functions have been 

progressively includw к nuclear power stations. A wide range of standard firmware 

modules are now ¿.¿¿able for such applications. Computers have been used for 

distributed digital control (DDC) with great success in some countries since the 1970s. 

The advantages of using DDCs are flexibility of control strategy and integration o f control 

parameter schedules, giving wide control ranges. The extensive, non-linearity behavior of 

the plant can be covered in this way. For example, the transfer from startup feedwater 

control to the main feedwater control mode at a power of about 10%. 

The control functions needed to maintain station conditions of coolant temperature, steam 

generator level, feedwater flow, etc., are recognized as having a role in safety since they 

maintain the reference conditions used by all safety analysis studies and they have a post 

trip function in control of heat removal. The use of computers for such control functions, 

therefore, may involve justification of their performance as suitable for a safety-related 

function. 

4. FUTURE P L A N T C O N T R O L A N D A U T O M A T I O N S Y S T E M S 

Advanced control and automation technology will be an intrinsic part o f future nuclear 

power stations. A major program in progress which is sponsored by EPRI, U.S. utilities, 

several international utility companies, and the U.S. Department o f Energy is the 

Advanced Light Water Reactor ( A L W R ) program [29,30]. 

4.1 Man-Machine Interface Requirement 

The A L W R program has placed significant emphasis on the appropriate use o f modern 

technology for the Man-Machine Interface System (M-MI3). Considerable experience has 

been accumulated regarding operation and maintenance of existing designs. This 

experience provides opportunities to fundamentally improve the safety and operability 

characteristics of LWRs. Breakthroughs in information and communication technology 

provide a real opportunity and challenge to exploit these capabilities in a manner that will 

provide benefits to the operator. 

A top level requirement for the M-MIS design is the coordination and complete 

integration of man-machine interface functions in a consistent manner for conditions. 
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These key requirements call for the use of workstations with multiple computer devices 

for displays, controls and alarms where an operator may conveniently interact with all 

necessary control and monitoring features using electronically displayed procedures and 

other aids. 

The control room is conceptually designed to contain two redundant operator 

workstations, each incorporating multiple display, alarm and control devices, and a third 

identical supervisor workstation for monitoring only. In addition, a large board that 

integrates display, alarm and mimic will be incorporated to complement the workstations. 

4.2 Displays and Indication 

Plant operational parameters and engineering- data will be presented in graphical and 

diagrammatic format by means of multiple displays, showing present values, their trends, 

acceptable ranges, set points, etc. This information will be presented in a coordinated 

manner consistent with the operators' decision-making approach to minimize selection and 

access time. 

Operators spend appreciable effort monitoring maintenance status and its impact on plant 

operations as well as performing configuration control tasks for plant equipment. To 

support these tasks, electronically displayed piping and instrument drawings generated 

from computer-aided design software will be provided. These diagrams will be logically 

organized for easy access and dynamically updated with equipment status information. 

4.3 Controls 

One of the objectives o f control room design is to reduce the size of the control panels to 

enable the operators to interface the plant through workstations. This objective leads to 

the use of multifunctional controls that can be integrated into the workstation concept. 

The controls will be coordinated with the displays, alarms and procedures etc., to facilitate 

operators need for decision making and control executions. The control system shall be 

designed with fault-tolerance features to promote efficient and reliable actuation and 

preclude inadvertent misactuation. 

4.4 Alarm Systems 
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The A L W R M-MIS design process incorporates alarm input from component designers 

and additionally employs function and task analysis to develop an integrated alarm system 

which considers operator needs and capabilities within the context o f the overall control 

room design. 

Alarm processing criteria provide methods and features to minimize nuisance alarms, 

reduce the number o f alarms during upsets and provide a reflash capability for all multiple-

input alarms. Alann presentation criteria are provided for location, grouping, type, display 

characterization, prioritization, and time sequence o f alarms etc. In addition, the alarm 

system will provide suggested cause and response information. The information will 

include suggested procedures that the operator may wish to display and utilize to recover 

from the alarm conditions. 

5. CURRENT S T A T U S OF IMPLEMENTATION ISSUES A N D CONCERNS 

Today, the increasing obsolescence o f nuclear power plant instrumentation and control 

systems threatens to weaken the nuclear industry's competitive position with other forms 

of electric power generation, which are rapidly converting their agin«" analog 

instrumentation and control systems to more powerful modem digital systems. State-of-

the-art digital control systems have demonstrated several advantages, including: 

• Increased system reliability and reduced maintenance costs through fault-tolerance, 

self-diagnostics, input signal selection, on-line replacement, and no onsite repair 

• Improved control characteristics through adaptive tuning, drift-free operation, self-

tuning, and nonlinear compensation. 

• Reduced operator burden through increased automation, improved human-machine 

interfaces, and expert systems. 

• Decreased future modification costs as changes are made in software rather than 

hardware. 

However, in spite of these distinct advantages, many nuclear utilities have been reluctant 

to upgrade their aging analog control systems to digital technology. The risks perceived 

include: 

• Lengthy installation outage 
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• Possibility of increased trips during initial startup 

• Resistance to change 

• Desire for short payback period 

• Impetus to drastically reduce capital spending 

These factors have been intensified by the increase in the economic competitiveness o f the 

power generation environment. [31] 

The implementation of technological improvements requires continual attention to human 

factors and cost effectiveness. Those users o f computers must be brought ifito the 

developmental processes by review of plans and goals, by being part o f the trials on 

simulators and related laboratory testing and. by active participation in designing, 

executing, evaluatiug field trials and verification and validation of the system to eusure its 

quality for applications. 

A major challenge of integrated I & C upgrade in existing plants lies with implementing and 

documenting solutions developed for general applications to operating nuclear power 

plants, developing guidelines to stabilize the licensing process for I & C analog-to-digital 

upgrades and designing strategies to avoid excessive downtime for large upgrades at plant 

sites. 

The increased use of computers in nuclear power plants brings with it concerns about the 

reliability of the associated software. Difficulties arising from software problems affect 

plant safety, reliability and availability. Methodologies and tools on verification and 

validation are not only important to assure the quality o f software, but also enhance the 

acceptance of computers by plant users and regulators through increased confidence in the 

software. Lessons learned from implementation o f safety-related software in the United 

States, Canada, and France point out the importance of the development o f cost-effective 

methods for verification and validation. 

6. CONCLUSIONS 

Applications of computer systems for display o f the plant's state to the operators is now a 

common human-machine interface technology. Operator aid systems with improved 

human performance in monitoring and diagnosis are being implemented in nuclear power 

plants world wide. 
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Fault tolerant digital systems have been demonstrated to be effective automation and 

control technology for nuclear plant applications. These controllers use redundant 

microprocessors and signal validation methods, and provide wide range algorithms with 

more optimized performance and higher reliability than previous analog controllers. They 

have been shown to reduce plant outages and trips, and reduce safely challenges to the 

plant. 

Computer-based systems for safety protection have been implemented successfully in 

several countries. The extensive verification and validation required for assurance o f 

software accuracy and integrity has been found to be very costly. The need to address 

obsolescence of existing protection equipment and the attraction o f better protection 

algorithms will increase digital protection applications. 

Large-scale application o f computer technology will be intrinsic in future advanced nucfcsr 

plants. Successfid demonstrations o f digital systems in existing plants and breakthroughs 

in telecommunication technology provide a real opportunity to exploit capabilities to the 

benefit o f plant economics, reliability and safety. 
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