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Abstract 

Advanced I&C systems for nuclear power plants have to meet increasing 
demands for safety and availability. Additionally specific requirements 
coming from the nuclear qualification have to be fulfilled. To meet both sub-
jects adequately in the future, Siemens has developed advanced I&C tech-
nology consisting of the two complementary I&C systems 
TELEPERM XP and TELEPERM XS. 

The main features of these systems are the clear task related architecture 
with adaptable redundancy, the consequent application of standards for 
interfaces and communication, comprehensive tools for easy design and 
service and a highly ergonomie screen based man-machine-interface. 

The engineering tasks are supported by an integrated engineering system, 
which has the capacity for design, test and diagnosis of all I&C functions 
and the related equipment. TELEPERM XP is designed to optimally perform 
all automatic functions, which require no nuclear specific qualification. This 
includes all sequences and closed-loop controls as well as most man-machi-
ne-interface functions. TELEPERM X S is designed for all control tasks 
which require a nuclear specific qualification. This especially includes all fun-
ctions to initiate automatic countermeasures to prevent or to cope with 
accidents. 

By use of the complementary I&C systems TELEPERM XP and TELEPERM 
XS, economical as well as advanced plant automation and man-machine-
interfaces can be implemented into Nuclear Power Plants, assuring the 
compliance with the relevant international safety standards. 
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Concept 

A process control system covering all automation tasks in nuclear power 
plants requires equipment for automation, communication, operator control 
and monitoring, engineering, diagnosis and maintenance. The features of 
this equipment and the manner in which it interacts characterize the pro-
cess control system. As innovation cycles in software and hardware deve-
lopment become shorter, process control systems will in future only have 
any chance on the market if they are based on standards because standards 
usually have a longer life than individual components. For this reason the 
extensive use of standards was made the fundamental principle of the com-
mon concept behind TELEPERM XP and TELEPERM XS. 

Figure 1 

However, because standard components are naturally unable to cover all 
the requirements specific to power plant I&C, it is necessary to superimpo-
se specific characteristics. This is done in a way that is transparent to the 
user by means of engineering tools which together form an engineering 
system. This allows unrestricted exploitation of the technical and cost 
advantages associated with the use of standards while enjoying a pre-
viously unavailable comfort during engineering, maintenance and diagnosis 
as well as.consistency in documentation. 
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Engineering, maintenance, d iagnos i s 

The central interface between the equipment for automation, operator con-
trol and monitoring, and communication and the personnel responsible for 
running the I&C system is the engineering system. It is an integral part of 
the I&C system and supports not only engineering tasks but also mainten-
ance and diagnosis of all I&C components, i.e. both the plant specific soft-
ware functionality for automation, operator control and monitoring, com-
munication and the hardware functionality of the entire I&C system. The 
most important feature is that all activities -the specification of the control 
functions as well at the design of the hardware architecture- can be perfor-
med through the same graphic user interface by means of standardized 
symbols. 

This means that the entire plant-specific functionality of the hardware and 
the software is specified in graphics using the engineering system and sto-
red centrally in a database. To enhance clarity the engineering tool supports 
hierarchical structures with several levels. The engineering data created as 
part of the normal plant design serves as a reference for all further activi-
ties. It is used not only to derive the construction documents for cabinet 
fabrication but also to generate the entire plant-specific software code auto-
matically. It also forms the basis of complete function-and location-oriented 
documentation, thereby ensuring that the documentation of all components 
of the I&C system is always up to date and complete. The graphic user 
interface behind which the specific data and mechanisms of the I&C 
system are concealed is in itself an important step into the future and per-
mits the process engineer to specify the functional requirements to the I&C 
system without any software knowledge. 

Tasks of the Engineering System 
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Although an integrated engineering support considerably simplifies com-
missioning, the real advantages of the engineering tool become apparent 
later when the plant is in operation. The strong consistency of the plant 
documentation with the l&C functionality actually implemented, which is 
ensured by the consistent use of forwards documentation, is especially 
important if frequent modifications and expansions are required during the 
plant operation time. The engineering system is also used for maintenance 
and diagnosis during operation of the l&C system. For example, internal sta-
tes such as fault signals from modules or simply the current values of varia-
bles can be scanned and visualized on the graphic user interface of the 
engineering tool. Furthermore overview pictures describing the l&C struc-
ture together with the ergonomie user interface assure quick and direct 
identification of all module faults, so that specific repair measures can be 
taken in time and service costs reduced. 

Operator control and monitoring 

Operator control and monitoring of the process is performed using the pro-
cess control and information system. It is characterized by a client-server 
concept based on international standards that permits distribution and sca-
ling of the functionality in a way that no other architecture can. Clients and 
servers communicate via a common, open terminal bus so that all informa-
tion is available everywhere. This permits adapted implementations, ran-
ging from low-cost minimum configurations such as are necessary for local 
control stations up to screen-based complete control rooms with overview 
displays and one or more control consoles. 
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The display devices used are high-quality graphics monitors and large-area 
displays allowing information about the process, about the plant and about 
the process control system to be displayed graphically or alphanumerically. 
Operator input is made using an input device that is in wide-spread and suc-
cessful use in the PC world, the mouse. 

A screen-based control room necessarily involves a greater information den-
sity than a conventional control room. For this reason, ergonomie display of 
information and operator guidance are especially important. The visualizati-
on of functionally coherent process complexes in conjunction with a hierar-
chically structured organization of the process displays has proven especi-
ally advantageous. This method of representation is supported by the pro-
cess control and information system which surrounds each display with an 
identical frame containing selection fields with which the operator can 
request additional information and navigate his way through the displays to 
obtain the required information. Extensive case studies have shown that 
this concept can provide the operator with all the necessary information 
even under stressful conditions. 

In addition to these classic processing functions for process control and 
information, other future-oriented function modules can be integrated into 
the server computer. One example of this is the "forecasting computer" fun-
ction module that calculates process behavior in advance on the basis of the 
current plant state to provide the operators with information about the pro-
files of important process variables for a certain time into the future. This 
means that action to remedy faults can be taken in good time, thereby 
enhancing the availability of the plant. 
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Commun ica t i on 

Open communication between sys tems and components of different 
manufacturer^ is the aim pursued by international standardization activities 
in communication technology. The most important standard for open net-
works is the OS I reference model from the International Standardization 
Organization. It provides an abstract description of the network architectu-
re and the associated protocols. All other standards are based on the func-
tions defined in this model. This also applies to the S I N E C (Siemens 
Network Communication) local area networks used with T E L E P E R M X P 
and T E L E P E R M XS. 

The relevant requirements for electromagnetic compatibility and decoupling 
are met by the choice of transmission medium 
• Triaxial cable 
• Optic fibers 
and relevant requirements for transmission performance by the choice of 
the bus type 
• Ethernet (IEEE 802.3) 
• Profibus (DIN 19 245) 
In applications where insensitivity to electromagnetic interference, galvanic 
isolation, or bus lengths of up to 4000 meters are required, optic fibers are 
used as the transmission medium. 
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The great significance that communication between the I&C components 
has for the safety and availability of the power plant demands an extreme-
ly high degree of reliability for data transmission. To be able to meet this 
demand the buses used must be of fault tolerant design. 
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Automation 

In automation, the l&C tasks of closed-loop control, open-loop control, sig-
naling, monitoring and protection are implemented. To achieve this, the 
automation equipment acquires measurement signals from the process 
using analog or binary input modules, perform the necessary data proces-
sing and output commands to the actuators in the plant (motors, valves, 
etc.) via analog or binary output modules. In this way, start-up and shut-
down sequences are implemented, load changes are made, appropriate 
action is taken in response to disturbances and, if necessary, protection 
trips are initiated. 

For economic implementation of a process control system it is of paramo-
unt importance to be able to adapt the structure of the automation to the 
requirements of the plant flexibly. This means that the automation must be 
structured in a task-oriented way. TELEPERM XP and T E L E P E R M X S both 
provide the freedom to meet all demands economically. The scalability of 
the systems assures that individual autonomous control loops, medium-
sized systems with local control stations, or complete nuclear power plants 
with a large-scale screen-based control room can all be implemented just as 
economically. Failsafe or faulttolerant systems can also be implemented, 
thanks to provision made for planned degrees of redundancy throughout 
the process control system. 

All automation equipment can be connected to a common plant LAN so that 
all available information about the process can be evaluated centrally. This 
makes it effective to monitor the consistency of the information conti-
nuously so that only validated information is passed on to the operator. 

The concept described forms the basis of both the T E L E P E R M XP and 
TELEPERM XS digital l&C systems. Both systems can be used indepen-
dently or together. T E L E P E R M XP is intended for all automation tasks for 
which no specific qualification for nuclear applications is required. This is the 
case for the control of essential process variables, for almost the entire 
man-machine interface as well as for the extensive open-loop controls of 
the auxiliary systems. This delimitation means that T E L E P E R M XP can be 
used for all the automation tasks of a fossil-fired power plant as well as for 
functions not important to safety in nuclear power plants. 

T E L E P E R M XS, on the other hand, is intended for the safety l&C of a nucle-
ar power plant. Its typical applications are reactor protection and ESFAS fun-
ctions. The scalability of the system permits automation of other safety-rela-
ted tasks, such as control of the refueling machine or the control rod move-
ment computer. To cover all these tasks, T E L E P E R M XS is qualified for use 
in the highest safety category. 
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TELEPERM XP 

The T E L E P E R M X P process control system is designed to perform all auto-
mation tasks in the power plant for which no specific qualification for nucle-
ar applications'is required. In order to perform these tasks, T E L E P E R M XP 
is scalable in whole areas so that economic solutions can be ensured both 
for very small applications and for complete plants. 

Overview TELEPERM XP 

Figure 5 

For engineering, maintenance and diagnosis, T E L E P E R M XP contains the 
ES 680 engineering system. All components of T E L E P E R M XP, i.e. the 
equipment for automation, operator control and monitoring, and for com-
munication can be handled in every phase of the engineering process in 
accordance with the general concept. Configuration and documentation of 
the plant-specific software functionality, of the process l/0s or of commu-
nication is possible. After commissioning, the same system is used to make 
modifications in the software or to locate failures of hardware components. 

T E L E P E R M X P contains the O M 680 process control and information 
system for operator control and monitoring. This system features a user-fri-
endly man-machine interface, the use of modern visualization media, high 
availability and a modular hardware and software concept. C M 680 meets 
the above mentioned requirements to user friendly and ergonomie infor-
mation displays and supports the manual control. Appropriate configuration 
with just a few basic hardware components such as PCs, monitors and local 
area networks permits compact solutions which can be expanded right up 
to large-scale man-machine interfaces. 
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The hierarchically structured automation system fulfills the most varied 
demands in a power plant with its three function-oriented system types: 
• Basic functions (AS 620B) 
Ü High availability and failsafe applications (AS 620S) 
• Increased dynamics, e.g. for turbine control (AS 620T) 

The system types A S 620B and A S 620 S can be used at the individual con-
trol level with function modules on a parallel, redundant cabinet bus. 
Additionally the A S 620B signal modules can be connected via the S INEC 
L2 DP serial peripheral bus. In this way, it is possible to implement future-
orientéd field bus concepts with T E L E P E R M XP at the automation level. 
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To increase availability all automation processors and the function modules 
can be implemented redundantly. Not only is the use of the future field bus 
technology being prepared, of which intelligent and bus capable field devi-
ces are a precondition, but the use of fuzzy logic has also been planned for 
new closed-loop control tasks. 

All components of T E L E P E R M XP intermesh fully and together form a 
modern process control system with which the various process control 
tasks of a power plant can be implemented in a future-oriented and econo-
mic way. The modular system structure permits adequate solutions for all 
types and sizes of power plant. 



TELEPERM XS 

National and international codes and standards impose special require-
ments on the) safety I&C of a nuclear power plant. These concern: 

• Fault tolerance 
Q Robustness 
• Qualification. 

In order to be able to meet these requirements to the full without making 
operational automation tasks unnecessarily expensive by excessive conser-
vatism, the T E L E P E R M X S I&C system was developed to complement the 
T E L E P E R M XP system. It is largely based on standard devices selected for 
their quality characteristics and adapted by specific design measures. The 
qualification required by nuclear codes and standards is achieved by sup-
plementary type tests and extended factory tests. 

Properties of TELEPERM XS 

• Hardware and software components • Application software 
• selected hardware components • qualified method and qualified tools 
- qualified lor nuclear applications to produce the application software 
- manufactured with extended factory tests • no manual programming 

• small static operating system • automatic code generation 
- developed acc. to IEC 880 • automatic code verification 
- qualified for nuclear applications • support of the licensing procedure 

• qualified library functions 

• Robust design • Deterministic system behavior 
• energetic decoupling by fibre optics • cyclical processing of all tasks 
• earthquake protected construction • predefined failure behavior 
• improved electromagnetic compatibility • system behavior totally independent 
• small failure rates from the plant status 
• extended design margins • predefined confinement areas 

• Redundant structures • Extended testability 
• support of high redundant structures • automatic detection of nearly all failures 
• highly reliable and available majority voter • supervision of redundant equipment 
• coordination and supervision of redundant • automatically processed recurrent tests 

equipment • detailed diagnosis 

Figure 7 

Reactor protection 

The most important requirements on the safety I&C in the nuclear power 
plant concern the automation equipment for reactor protection. The requi-
red fault tolerance characteristics demand for a distributed multicomputer 
system. The automation devices used must permit the implementation and 
supervision of widely distributed topological structures. 

The superposition of the functional requirement that s ome protective 
actions must be initiated very rapidly so as to prevent unsafe plant states 
reliably to the above mentioned characteristic, leads to very high perfor-
mance requirements. 

i n 



T E L E P E R M X S fulfills these requirements and also has system characteri-
stics that support the implementation and operation of highly redundant 

* spatially distributed architectures. For example, highly reliable and highly 
available l&C systems consisting of two, three or four redundant trains can 
be implemented with each required topology within the trains. The electri-
cal isolation of the automation units is mainly achieved by the use of fiber 
optics for communication. To avoid a reliability bottleneck in the interface 
between the redundant l&C trains and the individual control level, a high 
reliable and high available architecture has been applied for the associated 
voting processor. 

Robustness demands design measures that affect both the hardware and 
the software. The use of modified packaging hardware allows TELEPERM 
X S to withstand accelerations such as during an earthquake or in the event 
of an aircraft crash. Appropriate shielding measures for the cabinets ensure 
that the stringent requirements on electromagnetic compatibility are also 
met. In addition to design measures in the hardware, special design rules 
are also applied in the software. One important rule demands the effective 
decoupling of the plant process from the behavior of the l&C system becau-
se it must be guaranteed that a disturbance or accident in the plant process 
cannot under any circumstances cause an impact on the safety l&C. For this 
reason, the computers of T E L E P E R M XS process all tasks cyclically and do 
not use event-controlled programs. This means: measurement signals are 
read in, limit signals formed and control commands output in a never vary-
ing sequence regardless of whatever happens in the plant or in other com-
puters. 

Scope of Application 

>4 
о 
с 
аз 
•о 
с 
3 
•о 
cu 

ш 
CD 
b) 
ш 
Q 

S P A C E 

<g 

99 
2/2 2/2 

1/2 

available wsafe 

9 
1/2 

9 
2/2 

.212 

--

V L ~ T l ' y 

2/3 *2 /3-.2 /3 2/3 í 

'"2/4 ' 2/3 -¿2/3 V : 
1/2 

V L ~ T l ' y 

2/3 *2 /3-.2 /3 2/3 í 

'"2/4 ' 2/3 -¿2/3 V : 
1/2 .'"«Л ; 

y-t'S'T''"'" : ' ' V 

^ 
2/4 

.'"«Л ; 

y-t'S'T''"'" : ' ' V 

"available a single failure does not cause 
a spurious actuation 

safe a ¿ingle failure üoes not cause 
a loss of function 

Single failure tolerant 
Single failure criterion safe and available 

recurrent tests in operation 

Design requirements I common cause failure 

Figure 8 

11 



- f f -

Safety control and information 

Operator control inputs in nuclear power plants mostly involve operational 
tasks. Safety related manual intervention such as manual input to the safety 
I&C system is very limited in scope. Moreover, the low market potential 
does not justify the development and qualification of a screen-based user 
interface via which safety-related manual intervention could be implemen-
ted. T E L E P E R M X S therefore does not have dedicated equipment for ope-
rator control and monitoring. Instead, the hardwired control room instru-
mentation is used for safety-related manual command input. However, 
T E L E P E R M XP equipment can be used, for example, to display or archive 
process variables acquired via the safety I&C as part of normal process con-
trol. For this purpose, the safety I&C system is connected to the plant LAN 
of the operational I&C via a uni-directional gateway. 

Local control stations for safety-related equipment are also only used ope-
rationally and can therefore be implemented using T E L E P E R M XP devices. 

Engineering 

The development of plant-specific application software is generally consi-
dered the most error-prone activity during the implementation of safety-rela-
ted I&C systems. For this reason for TELEPERM X S the production of appli-
cation software is strongly formalized. In this way, problems related to indi-
vidual working methods of the staff members can effectively be avoided. 
Not only the production but also the verification process can be automated 
to a remarkable high degree. In addition to the function described, the tools 
required for verification and validation were also integrated into SPACE, the 
engineering system of T E L E P E R M XS, so that its function scope is far grea-
ter than that of any previously known engineering aid. 

With SPACE the following process model is used to develop plant-specific 
application software: the task specifications are mainly laid down by mecha-
nical engineers, process engineers and physicists - as always - in prose, dia-
grams, equations and tables, and are passed on to the I&C specialists in this 
form. These problem definitions are read and understood by I&C specialists 
- i.e. control engineers, communications engineers, physicists, computer 
engineers and mathematicians. Queries for better understanding develop 
into system discussions. The I&C specialists then prepare all the data and 
information in a predefined way before using the editor of the engineering 
system SPACE to specify the I&C functions in the form of function dia-
grams. These functional diagrams with well-defined presentation conventi-
ons are readable and understandable for the parties that originated the task 
specifications for verification purposes and also serve as documentation for 
the customers. A format recommended by the VGB is used which was 
result of a contracted development of the institute of Prof. Welfonder, 
Stuttgart. 
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Once the specification is complete, it can be checked automatically accor-
ding to various criteria using analysis tools. This analysis includes such 
important characteristics as completeness and the absence of ambiguity. 
This has only been made possible by the use of rigorously formal methods. 
The formally correct specification is then passed on for verification by the 
originators of the requirement specification who are also responsible for its 
release. For the quality of the application software it is of decisive signifi-
cance that the application software is automatically derived from the formal 
specification by qualified generators. Because the software was generated 
by an automatic tool, it is possible to verify the consistency of the genera-
ted code with the formal specification using a second automatic tool. One 
consequence of this method is that quality verification of the code genera-
tor can be kept economically viable. 

After this verification step, the code is ready for testing. A s an option to faci-
litate testing, a test environment can be generated by the code generator. 
This provides all the aids required for efficient testing. For example, arbitrary 
signal transients can be generated in order to provoke specific responses 
and all internal signals and memories can be accessed in order to evaluate 
the functional behavior. 

If realistic feedback from the process is required to evaluate functional 
behavior, the generated code can be linked to a partial area simulator. In 
such functional tests the partial area simulator simulates the thermohy-
draulic power plant process and provides the I&C function with the required 
measured data. The I&C function, i.e. the test object, responds to this mea-
sured data with commands to the final control elements which in turn affect 
the thermohydraulic power plant process. If necessary, power transients as 
well as malfunctions or accidents can be simulated by the partial area simu-
lator. 
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Qualification 

In order to build up the necessary confidence in this up-to-date l&C system, 
the development of TELEPERM X S has been made systematic and trans-
parent to all parties involved. This has been supported in two ways. The 
GRS, on behalf of the Bavarian licensing authority, on the one hand has 
been an independent assessor of the development, responsible for verifi-
cation documentation, and paying special attention to compliance with 
international and national codes and standards. On the other hand, general 
quality assurance requirements laid down in the pertinent codes and stan-
dards available to date have been applied. In their concept report comple-
ted in 1992, the GRS confirmed the suitability of the system for the imple-
mentation of l&C for the highest safety category in nuclear plants. 

The very early and comprehensive involvement of independent assessors 
was continued throughout the subsequent type tests. 

Hardware type testing was contracted to TÜV Nord who delegated practical 
testing to TÜV Rheinland. The aim of the hardware type test is essentially 
to verify that the hardware fulfills its own functionality under all the ambient 
conditions specified in the data sheet (climatic, EMC, seismic). The definiti-
on of a test requirement specification covering all the relevant codes and 
standards proved difficult. In the past it was adequate to merely cover the 
requirements of the KTA Nuclear Safety Standards, but today international 
competition increasingly demands that additionally both American and inter-
national regulations have to be met. This has been aggravated by the fact 
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that in some specific areas technology has become more sensitive and this 
has given rise to appropriate new codes and standards. The greatly increa-
sed significance of electromagnetic compatibility is one example of this. 

One new aspect is that all re-usable software is subject to a type test "ana-
logous to the stipulations of KTA 3503". This method is of special advanta-
ge to the T E L E P E R M X S concept because the entire application software is 
made up of re-usable software modules combined by generators, i.e. soft-
ware modules are used in the same way as hardware modules in hard-
wired systems-. A software module has a well defined functionality and a 
well defined interface that can both be checked against the specification. 
Whereas in the hardware type test, greater emphasis is placed on practical 
testing, in the software type test equal emphasis is placed on theoretical 
and practical testing. For example, as part of the theoretical test, it must be 
verified that the development documentation is consistent and that the 
software fulfills the required design principles (specification of module size, 
naming conventions, avoidance of unreliable constructions, etc.). The aim of 
the software type test is to ensure that a function implemented in the soft-
ware can be dealt with in a comparable way as a function implemented in 
the hardware. Software type testing was contracted to GRS who delegated 
the actual testing to ISTec and to TÜV Nord. 

In anticipation of the requirements expected from the supplement to 
IEC 880, "quality verification" for the tools was included in the order for soft-
ware type testing. This quality verification confirms that the tools are func-
tionally and qualitatively suitable and that they fulfill their tasks (i.e. auto-
matic generation of software for safety-critical applications). The main dif-
ference between the software type test and the quality verification is that 
in case of quality verification the task of the independent assessor is restric-
ted to critical reviews of the development and test documentation. The 
tests however are performed by the manufacturer. With the completion of 
the type test expected at the begin of 1995, a modern control system for 
applications important to safety in nuclear power plants will be available that 
meets the highest demands both with respect tö functionality and quality. 
Contracts won in the face of international competition have shown that 
T E L E P E R M X S is already competitive, after only just being placed on the 
market. 
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