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ABSTRACT 

There has always been significant concern with the introduction of software in industry and 
the nuclear industry is no different from any other sector save its safety demands are some 
of the most onerous. The problems associated with software have led to the well documented 
difficulties in the introduction of computer based systems. An important area of concern with 
software in systems is the processes of Verification and Validation. One of the many activities 
the IAEA is currently engaged in is the preparation of a document on the process of 
verification and validation of software. The document follows the safety classification oflEC 
1226 but includes software important to plant operation to establish three levels of assurance. 
The software that might be deployed on a plant was then identified as one of four types: new 
software, existing software for which full access to the code and documentation is possible, 
existing software of a proprietary nature and finally configuable software. The document 
attempts to identify the appropriate methods and tools for the conducting the verification and 
validation processes. 

1. INTRODUCTION 

The material below has been taken from the February 1994 draft of the Verification and 
Validation guidelines currently under development by an IAEA working group. The material 
shows the thinking that has gone into identifying the different types of software and the 
different requirements each might have for verification and validation according to the 
importance of that software. The material is currently being revised with significant effort 
going into the completion of the tables and rendering the use of terms consistent through the 
document to distinguish between the use of assessor and V&V team. However, even when 
the revision is complete it must be recognized that the document including the tables, the 
definition of documents, identification of techniques along with the rest of the material is 
only guidance. The verification and validation activities for each development will have to 
be specified and agreed by those involved so as to take into account the special features and 
requirements present in all projects. 

The development of computer and information processing technology has been seized upon 
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by Instrumentation and Control equipment engineers as a means of improving and ensuring 
plant performance. The computers and related technology were initially installed in systems 
essential to plant operation but not necessarily important to safety. The systems in which 
computers are widely and often easily accepted included ones for: data collection, 
information display, data logging and indeed ones containing important elements of control. 

Nuclear systems followed this trend, they were very deliberately restricted to use in non-
safety applications. This restriction was steadily eroded and the use of computers started to 
appear in vital systems, eg the core calculator on some BWRs in the USA. This position has 
changed still further in the last few years with computer based systems being introduced as 
part of the primary plant protection system. 

There are pressures for further change arising from the need to replace old analogue systems 
as they become obsolete and the desire of plant owners to improve the economic performance 
of their plant. A significant number of system are currently being developed and installation 
of these and further examples of the existing systems, is expected in new plants and as back 
fits in old reactors. 

One important area of concern associated with software in systems are the processes of 
Verification, Validation and Licensing. The IAEA technical document are being preparing 
as a consequence of the IAEA International Working Group on Nuclear Power Plant Control 
and Instrumentation (IWG-NPPCI) recommendation to produce a technical document 
providing practical guidance on the application of the methods available for Verification, 
Validation and Licensing of software related to NPP control and instrumentation. The advice 
was that the document should be of value to all those involved in software activities but 
should concentrate on practical guidance and be of value to those facing the issues of 
software for the first time. 

1.1 Objectives of the Document 

The objective of the document is to provide guidance for the verification and validation of 
computer based systems which are important to the safety and operation of nuclear power 
plants. The document will focus on the software elements of the system but will include 
consideration of those hardware elements necessary to validate the system specification. The 
verification and validation of the actual hardware should be dealt with by reference to 
established standards, documents and practices. 

The guidance is intended to be consistent with, and to supplement, the requirements and 
recommendations of 'Quality Assurance for Safety in Nuclear Power Plants: A code of 
practice, 50-C-QA' and IAEA Technical Report 282 'Manual on Quality Assurance for 
Computer Software Related to the Safety of Nuclear Power Plants'. The guidance is also 
consistent with the requirements of key standards including IEC 880 and IEEE 1012. 

The document is intended for all those who are in any way involved with the development 
and maintenance of software and computer based systems important to safety in nuclear 
power plants. This document is also intended to be of use to reviewers, including assessors 
and licensor, of such systems. 

The information and guidance given is not in the prescriptive form of a standard. It is 
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expected that the users of the document will use the information in the document to produce 
an approach to the verification and the validation processes that are consistent with the 
production methods being used and which make the best use of staff and tools available 
taking due account of the prevailing regulatory conditions. 

1.2 Need for Validation and Verification 

Software is playing an ever increasing role in systems important to safety in nuclear power 
plants. There is a perception that software is error prone and while there are many anecdotal 
stories about software the potential for introduction of systems containing errors and faults 
is real. The safety and hardware problems that can result from these errors make it 
necessary to apply active measures to find and correct these errors. Current practice places 
a heavy dependence on verification and validation (V&V) to ensure that the high reliability 
requirements and specified functionality of safety system software and software important to 
plant operation are met. However to be effective the V&V processes ought to be carried out 
in conjunction with a structured software development process and must consider the context 
of the safety system application. This document recognises that this may not be possible as 
in practice existing software is frequently used to implement systems. Indeed software reuse 
is expected to become a feature of new systems. 

When developing new software errors can potentially be introduced at every stage of the 
development process including software hardware integration. The first role of verification 
is to expend effort in finding and correcting software errors as early as possible in the life 
cycle once the development team consider they have successfully completed the phase. 
Validation provides the check on system functionality such that all errors are removed prior 
to the operating phase of the system. The second role of verification is to provide assurance 
all software errors have been removed with validation providing the assurance that the 
software and system meet the specified requirements. To be successful the V&V processes 
must fulfil both these roles. This requires both an orderly planned approach to V&V and 
that particular attention must be given to the starting point and do the output products of the 
processes to ensure that they can be used by others, such as a reviewer, third party assessor 
or a licensor. 

1.3 Scope of the Document 

The document is applicable to all computer based systems and subsystems in nuclear power 
plant that are important to safety and operation. The document assumes the existence of a 
system requirement specification that is complete, consistent, and unambiguous. The system 
requirements should provide sufficient detail to allow the development process to take place 
without any fear of misinterpretation. This implies that the requirement specification has been 
verified against the requirements of the safety case etc. and can serve as the initial input to 
the V&V processes discussed here. It is recognized that in practice, this not often the case, 
consequently there is a need for a procedure to ensure the resolution of any problems 
identified with the system requirement specification. 

1.4 V&V in the context of the Document 

It is perhaps useful to remind oneself of the place of the V&V processes in the development 
process and contrast it with the purposes of Quality Assurance and Quality Control. V&V 
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îs one of the means by which the product is checked to be a correct interpretation of the 
requirements. V&V is a continuous process, that must be actively applied throughout the 
software development cycle. In a complementary fashion, Quality Assurance (QA) ensures 
that a correct process has been specified, and that the development process conforms to the 
requirements of such basic standards such as ISO 9000-3 and IEEE 730. Quality Control 
(QC) is performed in order to check that the specified software development process has 
been correctly followed. 

A correct form of the systems requirements specification is needed to start the development 
and V&V. Should this requirement be incorrect, subsequent parts of the development may 
contain errors that the verification and validation processes may not identify. It would be 
hoped that the system acceptance tests are such that errors of this type are found. The 
position with regard to inconsistencies or omissions from the system requirements 
specification is quite different. The development and particularly the verification processes 
should if correctly established and followed identify these problems. 

Although the document was developed to assist suppliers, users and regulators in the 
development, installation and acceptance/licensing of computer based systems important to 
safety, the techniques can also be applied to plant control and other computer based systems. 
It is up to the user of the document to select and apply those parts of the document that are 
applicable to the development route chosen for the project. Justification of the approach 
adopted will be a requirement of the quality plan of the development process. 

For new software the document specifically references and refers to the verification and 
validation of the development process phases identified to include: 

system design verification 
software specification verification 
software design verification 
code verification 
integration verification 
system validation. 

These phases are those of the traditional waterfall model, this model has been used to provide 
a framework for the descriptions generated in this document. The use of the waterfall model 
and these phases should not be interpreted in any way as implying a limit on the use of the 
information and techniques described here. Where a different software life cycle is used, the 
appropriate information can be identified by establishing the equivalent translation in the 
phases of the development model and applying the information relating to that phase. 

The Validation and Verification items listed above are product based. The information is 
also directed at the preparation of the: 

verification and validation plan 
test plan 

These plans are part of the process and they are primarily a QA activity. However these 
items are vital components of the Validation process and unless performed correctly and 
completely will reduce the effectiveness of the Validation activities. 
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The framework developed for new software has been used as a basis for describing how, 
existing software of both an accessible or proprietary nature and configurable software could 
be verified and validated. 

The input to, subject of and product of V&V is documentation. The importance of the 
completeness and correctness of documentation to effective V&V processes cannot be over 
stressed. However, completeness does not mean sheer volume, volume can in itself be a 
barrier to having an effective V&V process. The information elements identified in this 
document for the V&V of the various documents must be present, and the user must 
determine when setting up the V&V programme, the presentation form of this information 
so it aids the development and V&V activities. 

V&V planning must begin at the same time as the project conceptualization begins. The 
procedures to be used for each phase must be adapted to the software development model 
being used, and must consider the working environment of the development facility. Many 
issues must be addressed in the planning effort and include such items as: 

organization of V&V team 
the interfaces between the V&V team, the development team and the QA. team 
forms of communications between the two teams 
preservation of independence 
schedule. 

1.5 Definitions 

The following set of definitions are included to establish a common reference framework for 
discussions in this document. It is recognized that the definitions may be different to those 
used in standards and other documents referenced in this document. A full glossary of terms 
will be included as appendix of the document. This glossary will contain a number of 
definitions that have been found for verification and validation. 

Quality Assurance 

Quality Assurance QA is a programme that identifies to all concerned a basis for the 
control of all activities affecting quality, monitors the performance of these activities 
in accordance with the defined and documented procedures, and ensures that the 
specified quality is achieved. 

Validation 

The test and evaluation of the integrated computer system (hardware and software) 
to ensure compliance with the functional, performance and interface requirements. 
From I EC 880. 

Verification 

The process of determining whether or not the product of each phase of the digital 
computer system development process fulfills all the requirements imposed by the 
previous phase. From IEC 880 and in IEEE 1012. 
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1.6 Structure of the document 

The following structure of the document has been suggested by the members of the working 
group: 

introduction, 

safety classification and types of software, 

software related activities and documentation, 

verification of software by phase, 

validation of software by phase, 

appendix: verification and validation methods. 

2. SAFETY CLASSIFICATION AND TYPES OF SOFTWARE 

2.1 Classification of systems 

IAEA Safety Guide 50-SG-D establishes the idea of classification of NPP systems according 
to their importance to safety, and gives examples of the classification of the major systems 
of several types of NPP. Safety Guides 50-SG-D3 and 50-SG-D8 establish the distinction 
between the safety systems, which are the systems provided to ensure the safe shutdown of 
the reactor and heat removal from the core or to limit the consequences of anticipated 
operational occurences or accident conditions, and safety related I&C systems important for 
safety that are not part of the safety systems. 

Principles of IAEA classification has been interpreted into different standards defining safety 
categorization. 

In the standard IEC 1226, three categories (A, B, C) for I&C systems important for safety 
have been defined. In principle, this categorization is as follows: 

Category A denotes functions which have a principal role in achievement or 
maintenance of NPP safety; 

Categoty B denotes functions that have a complementary role to the category A 
functions ; 

Category C denotes functions that have an auxiliary or indirect role in the 
achievement or maintenance of the NPP safety . 

Depending on which category the computer system is classified to belong to, the approach 
for V&V is more or less extensive: see figure 1 (provided by O. Andersson). 

Utilities may decide to categorize a computer system to a higher category due to the 
importance to operation. For example, due to the availability requirement of the power plant, 
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Figure 1. Classification of systems and approaches for V&V. 
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th e requirement for reliability of the computer system would be the reason for going from 
a lower category to a higher. 

Going from a higher category to a lower would imply deviation from safety standards and 
is therefore not recommended. 

2.2 Types of software 

There are two basic approaches to design computer systems: 

1). to design the system from scratch, a tailored system; 
2) to design the system using existing software products which could be either 

commercial products or products which are already in use elsewhere. 

The software in a tailored system is new and unique for each application (basic software as 
editors, compilers and the kernel of the operating system are usually standard products). 
Existing software system is defined as a system equiped with all necessary basic software and 
all necessary application software required to realize the intended functions. 

Both approaches have advantages and disadvantages. Existing software systems are easy to 
implememt, their cost are defined when they are chosen and and they are supported by the 
manufacturer. Tailored systems, with new software, can be designed from scratch with 
compliance to nuclear standards. Development is more complex and requires more qualified 
resources. Tailored systems demand more V&V activity. 

Existing software can be devided into: 
software where the source code and the whole (or most of the) development 
documentation is available: accessible software; 
software where only part of the documentation is available: proprietary software. 

The software in systems which are programmed using functional languages or graphical 
functions (for configuration and programming) is defined as configurable software. 

The basic software and the tools for configuration and programming is normally existing 
software. It is only the the configured part which is application dependant. 

New software 

The development of a new software requires all the activities described in chapter 3 of the 
document and all the defined documentation is normally produced. Programmimg of new 
software is performed using languages such as ADA, C, Pascal, FORTRAN or Assembler 
languages. 

New software can be developped for all kind of applications. Existing software is normally 
used in the case when microprocessors are used in e.g. sensors, actuators. 

Existing accessible software 

Existing software is also normally used for operating systems and in PLC applications. When 
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systems are designed using existing software, it implies that the software has been 
developped, verified, validated (and licensed) as well as operated for the same, or a similar 
application elsewhere. No modification of the software is supposed. 

The source code and all necessary documents produced during the development are available 
for evaluation and validation of the software. Operating experience of the existing software 
can be used for software validation purpose. 

Existing accessible software can be used for all kind of applications. In most of the cases, 
the existing software is proprietary software, for sensors, actuators, etc. This is also the case 
for PLCs. 

Existing proprietary software 

The difference between existing proprietary software and accessible software is that the 
source code and the development documentation is not available for the validation purpose. 
Operating experience is used in order to compensate for the lack of formal documentation. 

It is important to define how and in which way the operating experience can be applied: 

how many systems exist on the market? 

how similar are the systems? 

which parts of the software are used? 

time of operation: continuous operation, number of years,? number of hours per day? 
etc. 

At least so many systems must have been in operation that a meaningful evaluation is 
possible to do. 

Beside this, it is befeficial to have methods and tools for the evaluation of reference 
installation and for methodical evaluation of faults and errors that have occurred. In order 
to establish such methods and tools, it is important that the evaluator and the vendor are able 
to cooperate and that the vendor have a good QA-system for handling problem reports. 

Typical examples of application for this type of software are dedicated equipments e.g. 
actuators, sensors. Operating systems are also examples of proprietary software. 

Configurable software 

Configurable software consists of a set of basic functional elements and a set of rules 
describing how these elements can be combined (basic software). The user is provided with 
a functional language as a means to configure the given basic functional elements into the 
specified system. Examples of basic functional elements are: logic functions (e.g. AND, OR 
functions), integrators, timers. Configuration can in some systems be performed by the use 
of graphic functions. 
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3. SOFTWARE RELATED ACTIVITIES AND DOCUMENTS 

The system life cycles for the four different types of software described below, are based 
upon the life cycles described in the standard IEC 880 and the IAEA Quality assurance guide 
Technical Report Series 282 and illustrated in figures 2 and 3 [4]. Each identified activity 
or phase in the life cycle is cross referenced to either IEC 880 or IAEA TRS 282. In order 
to gain a full understanding of the different activities or phases the reader is advised to study 
the complete text in the referenced documents. 

The chapter 3 of the document proposes a definition of activities and documentation related 
to the development of any software. The documents (IEC 880 and IAEA TRS 282) which 
are the basis for this chapter apply respectively to safety systems and to systems important 
to safety (classes A, B f C). For systems not important to safety, activities and 
documentation used for V&V can be appropriately selected among die life cycle activities. 
The purpose is therefore to offer a basis to define V&V activities, not to make mandatory 
all the defined documentation. 

Before any system development begins, a feasibility study is initiated by a feasibility study 
request and is carried out in order to: 

prove that it exists at least one solution which is cost acceptable; 
find appropriate available technologies to realize the system. 

The feasibility study will contain: 

A set of ranked possible solutions. 
For each solution, necessary planning and allocation of resources should be 
given in order to make it possible to choose the most cost effective and 
technically best solution. 

The chapter 3 of the document considers activities related to the development of all types of 
software defined as: new software, existing accessible software, existing propreitary software 
and configurable software (see section 2.2). For exaple, the life cycle for new software is 
presented as follows: 

System Requirements Specification 

Computer System Specification 

Design 

Coding 

System Integration and Tests 

Integrated Computer System Tests 

Commissioning Tests 
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Hand Over 

Use and Maintenance 

The output documentation of the activities related to the development of software is also 
considered. 

4. VERIFICATION BY PHASE 

Verification is applied to the development of software from system design through system 
integration. The verification process also establishes the basis for computer-system validation 
and post- certification changes. The management of the development agency defines the 
policy and commitment to quality and the procedures for ensuring that the policy is carried 
out according to the stated commitment. 

Effective V&V requires much coordination between the V&V team and the development 
organization and therefore the management of the V&V effort is an essential part of the 
development of reliable software. Some elements of V&V management that have to be 
considered include: 

Establish a V&V team, which must be independent and preferably totally separated 
from development team. 

V&V team prepares a formal Software Verification and Validation Plan (SVVP), 
which guides the application of V&V to the software products to achieve the highest 
quality standards. This plan will be written to conform the standards that are in effect 
in the developer's and end-users country. It is necessary for the plan to conform to 
a standard so there is agreement between the developer and user what the contents 
and format of the SVVP are to be, because this is basis for further work in V&V. 

The SVVP shall clearly define the responsibility, authority and interrelation of all 
persons who manage, and perform V&V activities. 

The SVVP shall identify the input documents that are expected from the development 
organization for verifying each phase of the development process. These 
documentation requirements will reflect good V&V practice and the software 
development plan that is being followed. 

The independence of the V&V team is ensured by having a reporting management 
that is independent of and separate from the reporting management of the 
development team. 

The V&V team should be able to select those methods, singly and in combination, 
which are most appropriate for each individual project. 

The V&V administrative procedures have to clearly delineated so that problems can 
be dealt with in a coherent and consistent manner. In particular, the procedures used 
for anomaly reporting and resolution must be clearly identified. These can be based 
on existing QA/QC standards, conventions and practices being used in the 
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development organization. Policy statements with regard to control, deviation and 
arbitration of disputes between the V&V team and the development team must be 
spelled out. 

The output of the management planning is the S W P and updates. Part of the management 
planning would be to list and collect any applicable standards, procedures, and conventions 
that are to be applied to verification. 

4.1 New Software 

The verification process for new software is based on the phased development of the system 
which contains the software. The development plan shall clearly identify the development 
phases that will be used. Each phase shall be defined with respect to required inputs to the 
phase, expected outputs for die phase, identification of potential problems with the phase, and 
the manner in which the verification team will be provided access to the development 
products. Although traditionally verification has begun with the software requirements 
specification, actual experience has demonstrated that failures in the software of critical 
system can be traced to errors in the software specification. The software developer was 
inadvertently put in the position of making systems design decisions because either something 
was misinterpreted, or left unsaid. For this reason, the guideline recommends that the 
vérification of software- based systems begin with the system requirements and verify the 
system design against these requirements. 

The document will not prescribe the phases of the development cycle to be used. However, 
guidance in applying verification will be illustrated within the context of development phases 
described below. 

1. System Requirements Verification The elements of this phase are summarized in 
Table 1. 

2. System Design Verification (Table 2). 

3. Software Specification Verificatio (Table 3). 

4. Software Design Verification (Table 4). 

5. Software Code Verification (Table 5). 

6. System HW/SW Integration Verification (Table 6). 

The application of verification within these software development phases is shown in Figure 
4 (provided by A. Ets). The documents needed to support the V&V process and their 
interdependencies are shown in Figure 5 (provided by A. Ets). The application of 
verification to each phase must determine whether the development outputs from that phase 
correctly reflect the requirements inputs to that phase. This process consists of reveiwing 
input documents, applying various tools and techniques to the data in those documents, and 
producing verification output documents that reflect the results of the verification. For each 
phase, these elements are summarized in a table which lists the input documents, the 
verification output documents, and the tools and techniques to be applied. 
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4.2 Existing Software (Accessible) 

Verification of this type, of software will entail the same steps as for new software to the 
extent that the documentaiton is accessible, and the phases that would require a change. For 
example, if there is change in the basic requirements, the whole cycle would entail the 
re-verification of all phases, whereas a change in the data describing the configuration would 
only entail verification of the integration phase. 

The elements of Software Change Verification are summarized in Table 7. To determine 
whether the modified software executes accurately the changed software functions in the 
modified system design, and to avoid "secondary errors" from being introduced into the SW. 
This entails a reiteration of the V&V for the phases that were affected by the change. In any 
case, however, there must be integration testing of the affected source code modules and 
components, to determine that the integrated software elements as modified behave correctly, 
consistently, accurately and are functionally complete. Selective system integration testing 
is applied to determine that the integrated hardware/software elements behave correctly, 
consistently, accurately and are functionally complete. It is during this verification phase that 
the module interfaces with the hardware, human users, and other modules are re-evaluated 
with respect to correctness, consistency, completeness, and accuracy. Verification must 
assess whether key performance parameters, critical functions and other system requirements 
continue to be satisfied to the same level of confidence that was achieved during the original 
pre-certification test program. 

4.3 Existing Software (Proprietary) 

When the producer considers the software proprietary, there is no access to the 
documentation which describes the development and past application of the software. 
Verification of this type of software will have to be modified so that focus is on validating 
the application elements of the software, be they code or data, rather than the base software. 

4.4 Configurable Software 

Configurables software, which is seeing greater application in nuclear power plants, is a 
combination of some base software and an application specific extension. The base software 
can be treated as existing software, with either accessible or propreitary documentation. In 
this case, the verification process of either section 4.2 or 4.3 are applied. In many cases, 
the base software has already been verified for some other application or utility. It is then 
necessart to review the verification that was done and to decide whether it was of acceptable 
rigor to be acceptable for the nuclear application. 

The application specific extension can be treated more like new software. It should be noted 
that the application specific extension can consist of either data or code, and both should be 
validated. If the modules of the base software have been modified specifically for the 
nuclear application, they should be verified as new software to best extent possible. 

5. VALIDATION 

Validation is applied to the system after the system integration phase and prior to system 
acceptance, at the intended integrity level. Validation must also be apply to any post-
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certification changes to existing software. 

5.1 New Software 

The validation process is based on the phased development of the system which contains the 
software. The development phases will have been verified as described in section 4. 
Although traditionally validation has begun with the Software Requirements Specification, 
actual experience has demonstrated that failures in software of critical system can be traced 
back to errors in the software specification. System Validation needs the requirements as 
input, otherwise it cannot fulfill its function to any degree of confidence. 

INPUT DOCUMENTS: 

System Requirements Specification 
Acceptance Test Plan 
Acceptance Test Design 
Acceptance Test Cases 
Acceptance Test Procedures 

PURPOSE: 

To determine whether the integrated system of hardware and software execute accurately the 
functions in the system design. This entails the validation or acceptance testing of the 
integrated system to determine that the system functions perform with correctness, 
consistency, completeness and accuracy. It is also during this validation phase that the 
interfaces with the other systems and human users are evaluated with respect to correctness, 
consistency, completeness, and accuracy. Validation testing must assess whether the key 
performance parameters, critical functions and other system requirements have been satisfied, 
and must demonstrate that the system is able to fulfill its assigned mission over the 
environmental ranges, as described in SRS. 

RECOMMENDED VALIDATION TASKS: 

The computer system shall be exercized by static and dynamic simulations of input signals 
present normal operation, anticipated operational occurences and accident conditions 
requiring system action. In cases of reactor trip or protection systems each reactor function 
chould be confirm by reprezentative test of each trip or protection parameter singly or in 
combination. 

To ensure this, the Acceptance Test Design should contain the required input signals with 
their sequences and their values. The Acceptance Test Cases have to describe the 
anticipated output signals with their sequences and their values and the signal level 
acceptance criteria. 
The computer system Acceptance Test Plan shall include tests to evaluate the self-test 
features of the system. 
Time period must be established to carry out periodical functional testing to reveal 
undetected errors. 

OUTPUT DOCUMENTS: 
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System Validation Report 
Anomaly Report 

The System Validation Report shall summurize the results of the computer system validation 
and shall identify all: 

- hardware and software used 
- the equipment used 
- the equipment calibration 
- the simulation model used 
- the discrepance found 
- the corrective actions performed. 

The System Validation Report shall state either that the SW has passed the validation or 
the reasons for it's failure. 

The Anomaly Report documents each anomaly detected by the verification and validation 
effort. Contains the following: 

- description and location 
- impact 
- cause 
- critical ity 
- recommendations 

Each critical anomaly shall be resolved satisfactorily before the effort can formaly proceed 
to the next life cycle phase. 

5.2 Existing Software (Accessible) 

Verification of this type of software will entail the same steps as for new software to the 
extent that the documentaiton is accessible, and the phases that would require a change. For 
example, if there is change in the basic requirements, the whole cycle would entail the 
re-verification of all phases, whereas a change in the data describing the configuration would 
only entail verification of the integration phase. 

Existing software for use in safety system (class A) and safety related system (classes B and 
C) shall meet the following requirement: 

- existing SW shall have developed according to good SW engineering practices and 
quality assurance plane according to IEEE 830, 1012, IEC 880 and supplement or 
equivalent set of standards and recommendations. 

- it shall have a documented history of reliable operation 
- an accurate user manual should exist 
- when the function is safety related (classes B and C) and when the design and QA 

process information are not available, evidence of reliable operation shall be 
available. 

Source and object code is accessible and for the evaluation process the next set of documents 
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should be available 

- functional specification of the component 
- interface specification 
- design document when large and/or complex component 
- test files 

Before the assessment the assessor shall go through the documentation and the source code 
to determine the component is well designed and coded or not. The assessor have to check 
the use of interrupts, memory allocation, and recursions. (The usage of recursions is not 
really recommended in safety categories ) Checking the error handling resources, like 
memory stacks and routines are needed. 
It is necessary to determine, if the component may be used as supplied or needs 
modifications. In case of modification the associated validation test is also affected ! 
Run the tests are delivered with the component (if any), or design and run specific tests 
according to IEC 880. 

5.3 Existing Software (Proprietary) 

Validation of this type of software will have to be modified so that focus is on validating the 
application elements of the software, be they code or data, rather than the base software. 

The evaluation needs the next things to be available: 

- the specification of the software product 
- complete user documentation 
- distribution media 
- customer support 

Should exist and to be available for the assessor: 

- design, test and validation documents and records 
- imformation on the history of releases, the number of licences and the 

status of known problems 

The assessor should go through the documentation to determine the degree of conformity to 
the technical guidelines of IEC 880, and audit the design documents if they are available. 
The assessor have to run the tests delivered (if any) with the software or/and have to design 
and run tests according to IEC 880. 

5.4 Configurable Software 

Configurables software, which is seeing greater application in nuclear power plants, is a 
combination of base software and an application specific extension. The base software can 
be treated as existing software, either accessible or propreitary, while the application specific 
extension can be treated more like new software. It should be noted that the application 
specific extension can consist of either data or code, and both should be validated. 

5.5 Embedded Software 
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Software that is part of a larger system, whih is not necessarily software system, but can 
be machinery or electrical system, etc. The embedded computer system performs some of 
the requirements of that system. 
The embedded software can be hidden inside a pre-existing equipment used in the safety or 
related systems, or the programable equipment to be used with user defined application 
software. If it is a hidden software, it can be cathegorized as accessible or proprietary. 
There should be available the specification of the product and the complete user 
documentation. Tracebility of the software releases should be provided in the product 
identification. The assessor needs the design, test and validation documents and records, 
and have to know the history and number of releases, and the status of known problems. 
Before the assessment process make sure that the whole product is suitable as a part of a 
safety or related system. Walking through the ducumentation the assessor can determine the 
comformity to the guidelines of IEC 880. If available, audit the design documents. 
The assessor tests the product with runing the delivered tests (if any) and shall achieve 
additional verification and verification if it is necessary. Tests for checking the operational 
behavior of the product are strongly recommended. 

6. METHODS AND TOOLS FOR VERIFICATION AND VALIDATION 

An attempt has been made in the document to categorize the methods of verification and 
validation. The choice of the method and the way it is applied is clearly case dependent as 
is the importance attached to the outcome of the process. 

The Appendix of the document will give an overview on verification and validation activities 
according to the state of the art. Statements made there will be made enclosing description 
of advantages and disadvantages of some V&V techniques. 

Verification and validation methods described will be classified according to the following 
titles: 

- Analysis techniques 

- Testing techniques 

- Reliability assessment 

Test methods are described with respect to the following attributes: 

Goal: 

A statement of the aim of using a method. 

Description: 

A short description of the method. If available an example is given in the 
annex referring to the section. 

Advantages: 
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The major advantages to be gained by using the method, such as ease of 
application, automated v&v-procedures, completeness of results etc. 

Conditions: 

The conditions, if any, which are required in order to apply the test method. 

Disadvantages: 

List of disadvantages connected with the use of the method 

Tools: 

The type of tools, if any, which may be used to apply the method. 

Reference: 

References to descriptions of the method in text books, journals as open 
literature or projects where the methods have been used, but one has to 
guarantee that those documents from projects may be available. 

7. CONCLUSIONS 

The description of the V&V document and its contents given above has been taken directly 
from the present February 1994 draft of the document which is currently being revised. The 
content of the document is considered to be quite comprehensive as it covers the four types 
of software that might be encountered when installing a computer based system on a nuclear 
power plant. 

The waterfall model has been found to be of sound basis to define the inputs and outputs of 
the steps in the verification and the validation processes and as these are basic documents 
they lend themselves to most models of the development process consequently it should be 
possible to apply the information and guidance to most life cycles. 

The identification of the documentation is seen as being significant in this exercise as it is 
the scope and content of the documentation that forms the basis on which the verification and 
validation is built. It is therefore necessary to have an early agreement between developers 
and the verification and validation teams of the minimum content of these documents to 
ensure that the information required is available. In developing the document there has been 
some concern as to presentation both of the information in the document and of the 
information in the documents it refers to. Thus it is advised that this is agreed along with the 
content by the various interested parties. 

In order for the verification and validation processes to be effective they will rely on the use 
of a number of techniques and it is the combination of these techniques that will provide the 
ultimate strength of the processes. It is thus apparent that the planning holds the key to 
having a successful outcome. For the plan to be successful it is necessary to understand the 
strengths and weaknesses of the development and the verification and validation techniques 
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arid ensure that the processes complement one another. The appendix to the document whose 
content is outlined in session 6 is thus seen as being an important element of assisting 
establishing effective processes for V&V. 
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Table 1 - System Requirements Verification 

INPUT DOCUMENTS OUTPUT DOCUMENTS 

Concept Documentation System Requirements phase task 
System Requirements Specification reporting 
Development schedules System requirements inspection 
Safety Analysis Report checklist 

Anomaly report 
User documentation 

TECHNIQUE Ref. in App. CATEGORY 
A B C 

Concept Documentation evaluation 

Requirements traceability analysis 

Requirements evaluation 
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Table 2 - System Design Verification 

INPUT DOCUMENTS OUTPUT DOCUMENTS 

System Design Specification System Design Phase task 
- software requirements reporting 
- hardware requirements System design inspection checklist 
- s/w & h/w integration Anomaly report 

requirements User documentation 
Development schedules 

TECHNIQUE Ref. in App. CATEGORY 
A B C 

Assess allocation of functions to h/w s/w items 

Design traceability analysis 

Design evaluation 

Design interface analysis 



- 2 2 2 -

Table 3 - Software Specification Verification 

INPUT DOCUMENTS 

Software Requirements 
Specification 
Software Functional Requirements 
Software reliability requirements 
Interface requirements 
User documentation 
Minutes of formal requirements 

OUTPUT DOCUMENTS 

Concept Phase task reporting 
Software requirements inspection 

checklist 
Anomaly report 
System Test Plan 
Acceptance Test Plan 

TECHNIQUE Ref. in App. CATEGORY 
A B C 

Requirements traceability analysis 

Requirements evaluation 

Software requirements interface analysis 

System Test Plan generation 

Acceptance Test Plan generation 
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Table 4 - Software Design Verification 

INPUT DOCUMENTS 

Software System Design Specification 
(SDS) 
Software Requirements Specification 
(SRS) 
Software Functional Requirements (SFR) 
Detailed Module Specification 

(PDL recommended) 
Module Design Specification 

(PDL recommended) 
Minutes of formal design reviews 

OUTPUT DOCUMENTS 

Design Verification Report 
Anomaly Report 
Component Test Plan 
Integration Test Plan 
Software Test Specification 

component test design 
integration test design 

System Test Design 
- test procedure specification 
- test tree 

Acceptance Test Design 

TECHNIQUE Ref. in App. 
CATEGORY 
A B C 

Design traceability analysis 

Software design description inspection checklist 

Design evaluation 

Interface analysis 

Test plan and design generation 

Upper level fault tree analysis 

Compare PDL with SDS and SRS 

Formal methods verification of the design 
(optional) 
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Table 5 - Software Code Verification 

INPUT DOCUMENTS 

Software Test Specification 
( based on: SDS and SFR) 
Source code 
Executable code 
User documentation 
Minutes of formal design reviews 
PDL from SDS 
Call graph of module specification 
PDL from actual source code 

OUTPUT DOCUMENTS 

Acceptance Test Plan 
Anomaly Report 
Source code inspection checklist 
Test case inspection checklist 
Test Cases 

component 
integration 
system 
acceptance 

- FTA based 
Test paths 

TECHNIQUE Ref. in App. CATEGORY 
A B C 

Source code traceability analysis 

Source code evaluation 

Software interface analysis 

Source code document evaluation 

Lower level fault tree analysis (FTA) 

Compare source code PDL with SDS PDL 

Compare source code call graph with SDS call 
graph 

Formal method verification of the code 

Test case generation 
component 
integration 
system 
acceptance 

Test procedure generation 
component 
integration 
system 

Component test execution 
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Table 6 - System Hardware/Software Integration 

INPUT DOCUMENTS 

Hardware Requirements 
Specification 

Integration Requirements 
Specification 

Interface Requirements Specification 
Integration Test Plan 
System Test Plan 

OUTPUT DOCUMENTS 

Integration Verification Report 
Anomaly Report 
Software Integration Test Report 
HW/SW Integration Test Report 

TECHNIQUE Ref. in App. CATEGORY 

A B 
C 

Software integration testing 

Hardware/Software integration testing 

System integration testing 
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Table 7 - Software Change Verification Process 

INPUT DOCUMENTS OUTPUT DOCUMENTS 

Changes m System Requirements and Integration Verification Report 
Specifications Anomaly Report 

Hardware Requirements Specification Software Integration Test Report 
Integration Requirements Specification HW/SW Integration Test Report 
Interface Requirements Specification 
Integration Test Plan 
System Test Plan 
System Test Design 
System Test Cases 
System Test Procedures 

TECHNIQUE Ref. in App. CATEGORY 
A B C 

Software integration testing 

System integration testing 

Anomaly Evaluation 

Proposed Change Assessment 

Phase Task Iteration 


