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Mr. Chairman, Ladies and Gentlemen, 

It is my pleasure to welcome you on behalf of the International Atomic Energy 

Agency to this Specialists' Meeting on "Advanced Information Methods and Artificial 

Intelligence in Nuclear Power Plant Control Rooms". 

The meeting is being held within the framework of the programme of the International 

Working Group on Nuclear Power Plant Control and Instrumentation and is convened with 

the support of the Institutt for Energiteknikk, Halden, Norway. 

Before continuing, let me first express the Agency's gratitude to the Government of 

Norway for hosting this meeting, and for providing the opportunity to participants from all 

over the world to exchange information and experience. 

The advances in computer technology have been phenomenal in recent years. The use 

of powerful personal computers and workstations is widespread in all sectors of industry. In 

nuclear power technology computers are used in design, engineering, operation and 

maintenance, and their role has grown steadily in the last decade. The use of computers has 

been extended from its traditional role in the manipulation of large quantities of numerical 

data and mathematical equations to its more current role of fast and accurate processing of 

information and knowledge. Digital technology has been increasingly recognized as a 



\ 

valuable tool for the support and cnhanccmcnt of human capability in the areas of monitoring, 

diagnostics, control, maintenance, surveillance arid communication. 

Many functions in nuclear power plants are performed by a combination of human 

actions and automation. Increasingly, computer-based systems are used to support operation 

and maintenance personnel in the performance of their tasks. There are many benefits which 

can accrue from the use of computers, but it is important to ensure that the design and 

implementation of the support system and the task to be performed places the person in the 

correct Tole in relation to the machine; that is, in an intellectually superior position, with the 

computer serving the human. In addition, consideration must be given to such important 

factors as computer system integrity, software validation and verification and consequences 

of error. To achieve a balance between computer and human actions, the design process must 

consider each operational function as pertaining either to computer or to human operation or, 

what is more common in nuclear plants, to a combination of human and computer functions. 

Therefore the task you have before you this week - increasing understanding of the 

proper role of advanced information methods in nuclear power plants - is both important and 

timely. 

The impact of computer systems on safety must not be forgotten. The features that 

produce the financial benefits may act either to improve safety, if correctly implemented, or 

to reduce safety, if poorly conceived and executed. 

Fortunately, many of the features of computerized process control systems can, if 

properly designed and engineered, have a positive impact on safety. Calculations can be 

performed in real time which enable safety margins to be determined more precisely. Plant 

health monitoring can be integrated into the control structures. Unsolicited changes in plant 

status can be detected. Many of these safety improvements flow from the increase in 

information gathering and manipulation. With regard to the human operator, it is possible to 

automate more of his tedious routine tasks or those tasks that require a rapid response under 

difficult circumstances. A well-structured operator console with properly organized data 

presentation will have a significant positive effect on safety. 



The current TAF.A programme on control and instrumentation, nuclear power plant 

compîn'erization and man-machine interface studies promotes technical information exchanges 

among Member' States with major research and development programmes, offers assistance 

to Member States-with an interest in exploratory or research programmes, and publishes 

reports available to all Member States interested in the current status of development. The 

IAEA activities are co-ordinated by the International Working Group on Nuclear Power Plant 

Control and Instrumentation (IWG-NPPCI) which meets periodically to review the national 

programmes of the countries, and to advise the IAEA on its technical meetings and activities 

where current progress, problems and operating experience are discussed. 

As digital technology becomes increasingly available and economical, there is a trend 

by designers to produce more integrated systems which encompass many aspects of plant 

monitoring and control. Additional operator support functions are being incorporated, 

particularly to support fault identification and analysis and to extend critical function 

monitoring and present procedures on graphical CRT displays. These developments are taking 

place in many design organizations and utilities throughout the world and reflect a desire on 

the part of all operating staff and managements to provide improved monitoring of plant 

operations and added assurances regarding safety. Increased use is also being made of 

robotics for maintenance activities, particularly in areas of the plant with arduous conditions. 

The use of expert systems with artificial intelligence and techniques has become more 

of a working reality. Many applications are employing such devices in non-critical 

operational roles, such as personal advice consultation systems, diagnostic features, rule 

compliance monitors, etc. In some cases, such devices are being evaluated in roles critical 

for safety. Developments are expected to appear in areas such as rule-based monitoring and 

abnormality diagnosis, together with the creation of advanced information systems which 

embody information filtering, reduction and processing features. 

The increasing use of computer capability to enhance operator performance has led to 

changes in the role of operating staff from the traditional role of equipment operator to a new 

role of high-level information system manager. Computer-based support systems provide 

increased operator support via improved information displays which aid the perception of the 

operating state. Incorporating fast, real-time simulators into the normal control interface is 



another possibility under consideration. This could make it possible to predict the results of. 

operator actions and thus, to improve the quality of decision-making, particularly in complex 

situations. 

A key feature of operator support systems is their ability to structure data to increase 

its Televance to a given situation. This can improve the user's ability to identify the state of 

the plant's functional systems and components, as well as to identify faults and diagnose them. 

Operator support systems can also assist the user in planning and implementing corrective 

actions. In addition to improving availability, operator support systems can be increasingly 

used to improve safety. Also, applications are being developed to aid maintenance and to 

extend the lifetime of the plant components. 

Taking these developments and objectives into account, the Agency has started in 1992 

the Co-ordinated Research Programme on "Operator Support Systems in Nuclear Power 

Plants" which will provide guidance and technology transfer in the development and 

implementation of operator support systems, including the experience with man-machine 

interface and closely related issues such as control and instrumentation, the use of computers 

and operator qualification. 

The main objective of this meeting is to provide a forum for exchange of information 

among the participating experts from member states through their interactions both at this 

meeting and later through the publication of the meeting's proceedings which will reach a 

much wider audience. 

The following topics are suggested for a consideration: 

- Experiences from use of information technology in the control room, including 

operator interfaces, operator support systems and complete control rooms, 

- Human aspects of introducing information technology in the control room, 

- Design and evaluation of advanced control rooms, 



- AI approaches and techniques, future trends. 

I believe that the information exchange in the coming days will make an important 

contribution to reaching our common goal of achieving a high level of nuclear performance 

and safety. The results of this meeting should help to clarify the main issues for future work, 

both for you and for us in the IAEA. 

Concluding, I wish to express our gratitude to the Institutt for Energiteknikk, Halden 

for all arrangements which have been made, especially to the Chairman of the Organizing 

Committee, Mr. Kjell Haugset and his colleagues who all did an excellent job in organizing 

the meeting. 

And, to all of you, I wish z successful and productive meeting. 

1994-09-09 
halden.wa 
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APACS: MONITORING AND DIAGNOSIS OP COMPLEX PROCESSES 

Bryan M. Kramer, Research Associate, John Mylopoulos, Professor, and Chen Wang 
University of Toronto 

Toronto, Canada 

Michael E. Benjamin, Q. B. Chou, Andrew Gullen, Otto Mittelstaedt, and Raj Randhawa 
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Peter Ahn, Dave Elder, John Opala, Robert Prager, and Yigong Zheng 
CAE Electronics 
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ABSTRACT 

This paper describes APACS — a new framework for a system that detects, predicts and identifies 
faults in industrial processes. The APACS framework provides a structure in which a heterogeneous 
set of programs can share a common view of the problem and a common model of the domain. 

1.0 INTRODUCTION 
With the increasing complexity of the processes involved in industry, it becomes increasingly diffi-
cult for human operators to become aware of and identify faults that might occur. Identifying faults 
is important not only for avoiding potential financial losses due to down-time OT degraded quality, 
but also for avoiding potential injuries to people and the environment. This paper describes APACS 
[1] (Advanced Process Analysis and Control System), a framework for systems that detect and iden-
tify faults in industrial processes. This framework is being developed by Ontario Hydro, CAE Elec-
tronics, and the University of Toronto1. 

Fault detection and identification in industrial process plants is a difficult problem involving a large 
amount of time-varying data coming from a set of sensors that is small relative to the number of 
components that can fail. There are two real time constraints on the advisory system: it must keep 
up with the incoming data, and it must perform its calculations quickly enough so that the results 
are useful to the operator. Furthermore, fault identification is complicated by the fact that the plant 
is in operation and that its behavior might be modified by the operator, the control system, and new 
faults even as the calculation proceeds. Traditional rule-based systems are difficult to build in such 
situations because of the need to take into account time-varying patterns of continuous variables. 
On the other hand, traditional model-based diagnosis is difficult since large qualitative simulations 
are currently impractical and simple qualitative simulations make predictions that fail to take nec-
essary distinctions into account. The APACS approach adapts model-based diagnosis to include tra-
ditional numerical simulations. 

The need to integrate diverse components, such as the simulations and knowledge-based compo-
nents, resulted in the development of a framework: a set of generic reusable protocols and software 
components that provide a structure which makes this integration possible. The framework allows 
the system to include components that deal with the real-time issues [9] mentioned above as well as 
less time critical knowledge-based components. 

The development of a fault detection and identification system is a large task. The APACS frame-

1. with additional industrial participation by Hatch Associates, Shell Canada Inc. and Stelco. 
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FIGURE l.The APACS Architecture 
work supplies generic reusable software and knowledge. This can be used to make the building of a 
similar system for another plant a matter of specifying the components and topology of the plant 
rather than a full-fledged knowledge engineering effort. The framework consists of commercial "off-
the-shelf tools and standard interfaces allowing a common schema and shared objects. 

The APACS framework evolved out of an effort to build an operator assistant that identifies faults 
in the feedwater system of Ontario Hydro's Bruce B nuclear generating plant. The lessons learned 
in building an initial prototype led to the design and implementation of the framework and a second 
prototype for the Bruce B plant which is being implemented using the framework. Examples in this 
paper will refer to the latter prototype. The current demonstration system has been interfaced to a 
plant control computer and has been tested on a range of plant malfunctions utilizing a full scope 
engineering simulator. The feedwater system was selected as being representative of industrial pro-
cesses. 

Section 2 describes the protocols and software components in the APACS framework. Sections 3 
through 6 describe the plant analyzer (simulation), monitoring (abnormality detection), diagnosis 
(fault identification ), and human computer interface (HCl) components that are combined to build 
an advisory system for a particular plant. The paper concludes with a discussion of related work 
and a short conclusion. 

2.0 THE APACS FRAMEWORK 
The APACS framework supports a system in which different components implemented using vari-
ous technologies and possibly running on a variety of machines can cooperate in solving a problem. 
It does this by supplying a common model of the domain and a common view of the problem. 
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Figure 1 illustrates how this worlcs. The model of the domain is stored in the Common Knowledge 
Base (CKB). Objects from this knowledge base are made available to APACS components such as 
monitoring (abnormality detection) and diagnosis (fault identification) through the object server. 
The object server also distributes objects describing a common view of the current problem. 

In addition to the CKB and the object server, APACS supplies of a number of components that per-
form various simulation and reasoning tasks. These include the plant analyzer components: a real-
time simulation with parameter adjustment (the tracking module), and the verification component, 
a faster-than-real-time simulation of the plant which is used by the diagnosis component to help 
narrow down the set of possible fault hypotheses; the knowledge-based components: the monitoring 
component that uses forward chaining rules to identify abnormalities in the plant, and the diagno-
sis component which uses model-based reasoning to identify the fault. In addition, there is a single 
user interface process (human computer interaction) through which the components display their 
outputs, and a data acquisition process that provides real-time data from the plant to the various 
components. These will be described in later sections. 

APACS models the domain using a frame-based knowledge representation language in which enti-
ties in the plant are represented by objects having attributs values. Objects must be instances of 
classes that describe what attribute values instances may have. These attributes may take their 
values from plant data, or they may be static or topological. For example, the model might contain 
the class BOILER which (among others) has attributes waterjevel and water_maxjevel of type 
FLOAT and linkedjo of type VALVE. An instance of BOILER might be B01 having waterjevel = 1.8, 
waterjnaxjevel = 2.3 and linkedjo = NV113. The linkedjo attributes are one mechanism for 
describing the topology of the plant. The static model is stored in the CKB which is implemented in 
t' 3 Versant1 OODBMS. Knowledge base classes are mapped into C++ classes and knowledge base 
instances are C++ objects. 

During operation, the descriptions of the current plant situation computed by the components are 
represented as knowledge base instances. These objects are passed to other APACS components via 
the object server. Communication between the object server and components is implemented using a 
product called XSHELL2 that can move C++ objects between processes distributed across different 
machines of possibly differing architectures. These objects represent a common view of the problem. 

Real-time data is acquired by the Data AcQuisition (DAQ) process. The DAQ process reads data 
from a file or a TCP/IP connection to a PC interfaced to the plant control computer. The data is rep-
resented as several blocks of bytes copied directly from the memory of the control computer. The 
blocks corresponding to a single time slice are stored together as members of a C++ object. 

The data blocks are decoded according to information stored in the CKB. For example, the object 
DT210 describes a real-time data value. It has slots message and offset that identify the block and 
the location in the block, while the slot conv_code specifies the procedure for converting the value 
into a C++ number. The APACS API provides routines for fetching and decoding these values by 
name, for example. DT210, or as the slots of objects as in B01.waterjevel. 

3.0 PLANT ANALYZER COMPONENTS 
Simulation components [8] play a major role in APACS. The design currently has three varieties of 
plant simulation: 1) a tracking component that uses a parameter adjustment algorithm to keep its 
outputs matched to the plant, 2) an unadjusted model that gives the expected behavior of the plant 
and determines when measured values are not behaving as expected, and 3) a verification model 
which can determine how well a hypothesized fault matches reality. 

1. a product of Versant 
2. a product of Expersoft 
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The parameter adjustment algorithm can be implemented using an existing simulation, a simula-
tion built from standard model libraries, or a simulation generated by a graphical simulation build-
ing tool such as ROSE1. The APACS tracking algorithm uses a simulation built from a standard 
model libraly. For the Bruce B prototype, the simulation parameters are the conductivities of 
hydraulic paths and the fouling factors of the heat exchangers. 

The tracking component is useful for two major reasons. First, the adjusted parameters can period-
ically be sent to other APACS components so that their models match Teality as closely as possible. 
In particular, the unadjusted model needs to be updated periodically as the plant characteristics 
will slowly change due to aging and to correct for normal discrepancies between the plant and the 
simulation. In addition, the verification model will need to have accurate values for the parameters. 

Second, the diagnostic value of the tracking component is very useful. Simulation results have 
shown that when there is a fault in the plant (that is, the model no longer corresponds to reality) 
there is a dramatic shift in tracked parameter values as the tracking component vainly adjusts 
parameters to match the plant. Moreover, there are heuristics in the monitoring components that, 
based on the nature of the changing parameters, compute a narrow focus that enables the diagnosis 
component to limit its search very effectively. 

The unadjusted model is a version of the tracking simulation that does not continuously update the 
parameters. The outputs of this model are compared with measured values from the plant. Signifi-
cant differences are noted by the monitoring component and sent to diagnosis for explanation. 

The verification component is used to confirm or reject fault hypotheses generated by the diagnosis 
component. Given a description of a fault, an approximate time of the occurrence of the fault, and an 
approximate magnitude for the fault, the verification component establishes a time and magnitude 
for the fault that minimizes the sum of the absolute values of the errors between measured and pre-
dicted values over some period of time. 

A necessary prerequisite to verification is a database that records the values of all internal vari-
ables of the simulation mode1 and the values of all the measured values from the plant control com-
puter at regular intervals. The verification simulation also requires models for the various kinds of 
faults that are to be tested. In the feedwater system, the interesting faults can be modelled as prob-
lems with conductivities (for example, valve port areas not changing) and fouling factors. In addi-
tion, the simulation must run much faster than real time so that a number of hypotheses can be 
tested. The hypothesis with the smallest sum of absolute values of errors is considered to be the 
best. The current APACS design allows the simultaneous testing of up to ten hypotheses using ten 
copies of the model. 

4.0 MONITORING 
The monitoring components take as input the quantitative sensor values and control computer 
alarms, and compares these to the predicted quantitative simulation outputs to produce symbolic 
qualitative descriptions of the state of the plant. These symbolic descriptions range from low level 
descriptions such as "the level of boiler 1 has started increasing", or "the flow is increasing faster 
than expected during a plant maneuver" to high level descriptions such as "there is something 
wrong with the feedwater system." These qualitative descriptions are passed to the HCl which pre-
sents the information to the user and to other AI components such as the diagnosis component 
which looks for deeper explanations of the observed behavior. An important function of the monitor-
ing component is to determine if the observed behavior is unexpected or potentially abnormal, 
thereby triggering an attempt by APACS to diagnose the problem. A difference between monitoring 
and diagnosis is that monitoring components determine that there is the possibility of a problem 

1. a product of CAE Electronics. 
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whïle the diagnosis components identify the cause of the problem if one exists. 

The design of the monitoring components is constrained by the fact that they must operate in real-
time. That is, they must complete all of the reasoning due to one frame of data before the next frame 
arrives. This leads naturally to a design in which inference consists of short chains of forward chain-
ing rules, and where there is a good indexing scheme linking inputs to the rules to be fired. 

Monitoring knowledge (rules) is stored in the CKB and is interpreted by the monitoring inference 
engine (MIE). This generic inference engine is implemented using a combination of CLIPS and C++ 
with XShell. The reasons for combining C++ with CLIPS included the fact that integration with 
XShell requires the use of C++ objects; the ability to implement frequent computations, for example, 
looking for changes in values of expressions on incoming data, on the C++ side; and the fact that the 
CLIPS rule language, a high-level rule language with a strong indexing scheme, is available for 
describing complex inferences. This helps address the performance requirements of monitoring by 
implementing the time consuming calculations as efficiently as possible, while allowing the use of a 
high level rule language in order to express complex conditions for generating events. 

Since the monitoring inference engine is implemented within the APACS framework, the monitor-
ing function can be carried out by an arbitrary number of processes running on a variety of different 
hosts. Logically independent monitoring functions can be split into different modules, one or more of 
which can be assigned to each of these processes. The behavior of each module is completely speci-
fied by a set of objects in the CKB. This includes descriptions of what data to monitor and the rules 
governing the output descriptions of this data. When a module is activated, appropriate requests for 
data are sent to the object server. 

The MIE is designed to accumulate all of the data for a specific time period before allowing any 
inferencing. Since data arrives from several different APACS processes, this requires queuing data 
sets that arrive too early. This synchronization of data results in simpler rules since the rules do not 
need to concern themselves with temporal reasoning. 

Monitoring is designed to avoid unnecessary attempts to match rule conditions. This is done to 
make it as efficient as possible so that the real-time requirements for this component are satisfied. 
For this purpose, each module has a list of triggers that specify under what circumstances certain 
conditions are to be checked. A trigger refers to a data value and a description of the interesting cir-
cumstances. This description can be as simple as "every frame" or as complex as "whenever the run-
ning rate of change equals 0." Triggers improve efficiency by limiting the occasions on which 
conditions are checked. A final level of efficiency is achieved as CLIPS uses the Rete algorithm to 
index and efficiently fire rules. 

Whenever the circumstances described by a trigger are true, the conditions associated with the trig-
ger are evaluated. Conditions specify computations that result in symbolic values. If the value of a 
condition changes, a corresponding feature is asserted into the CLIPS working memory. A feature is 
a CLIPS working memory element which might match an element in a rule pattern. An assortment 
of condition classes is provided by the MIE. Examples include: 
1. Conditions that create features when values exceed thresholds; for example, a boiler level 

exceeding its set-point by more than a certain amount. 
2. Conditions that create features when values move into new qualitative ranges, for example, a 

boiler level moving from high to very high. 
3. Conditions that create features when values show odd behaviour with respect to other values; for 

example, when the average level of one pair of boilers behaves differently from the average levels 
of the other three pairs. 

4. Conditions that create features when the rate of changes of values alter qualitative values; for 
example labelling the flow into a boiler as either decreasing, flat, or increasing compared to the 
Plant Analyzer quantitative simulation. 
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Conditions include a property called persist time that is designed to suppress spurious outputs. If 
the persist time is non-zero, the condition must be true for at least the specified time before a fea-
ture will in fact be created. 

Thresholds can be either numbers or threshold objects that specify decaying values. Under certain 
circumstances, for example, changes in plant state, some rule will change the width of the thresh-
old. This width will then decay as time passes to produce a tighter threshold. This provides a mech-
anism for changing thresholds in circumstances such as a plant manoeuver, where the transient 
changes allow larger than normal variations in values. This is used, for example, to allow boiler lev-
els to move a greater than usual distance from their set-points during major plant changes. 

5.0 DIAGNOSIS 
The quantitative simulations do not provide dependency information that could automatically pro-
vide conflict sets for fault candidates. Therefore, an aoductive diagnosis [11] approach using a 
causal model that describes the time-varying behavior of pressures and flows in a feedwater system 
is used to determine fault hypotheses. 

The model of the domain used by the diagnosis component consists of two parts: a) a set of objects 
describing the components in the domain and how they are connected, and b) a set of rules describ-
ing how state changes in one component affect the state of connected components. The latter are 
generic rules that will apply to other applications of APACS. 

In the diagnosis component, the state of the plant is described by the values of a set of qualitative 
variables, For example, at time t, the flow through the input to valve lev 11 is increasing. Qualitative 
variables, called process variables in the diagnosis component, are connected to nodes. There is a 
node for each component and a node representing the connection between each pair of connected 
components. This is necessary so that one can express facts such as "the flow into lcvll equals the 
flow out of it" and "the flow out of mv58 equals the flow into lcvll." If two components are connected, 
the node identified as the output of one is the same node that can be identified as the input of the 
other. A process variable is identified by a node, an attribute (e.g. flow or pressure), and a deriva-
tive. Note: the labels "in" and "out" of components correspond to the usual direction of flow for the 
convenience of human readers. They have no special meaning in the context of inference. 

An event is a change in the qualitative value of a variable. An example is a change in the derivative 
of a flow from 0 to positive, meaning that the flow has changed from flat to increasing. Certain con-
sequences of events take effect immediately. For example, if the rate of change of the flow through a 
/alve changes, the corresponding variables for connected components must change as well. A transi-
tion represents a point in time at which one or more events occur. The propagation of many effects is 
considered to be instantaneous. This results in a much simpler time graph. The end points of a tran-
sition are called states, that is, a transition describes the change from one state to another. An event 
determines the value of a process variable in the from state of a transition and in the to state of the 
transition. A state represents a period of time in which no process variable changes its qualitative 
value. 

The rule base contains two kinds of rules: propagations which describe the instantaneous conse-
quences of events within a transition, and transitions which describe how a given state can lead to 
an event and hence a new transition. An example of the latter is a rule stating that if the level of a 
boiler is increasing, one possibility is that at some time there will be an event in which the level of 
the boiler changes from OK to HIGH. Other possibilities include, of course, that there is an event in 
which the boiler level stops increasing. However, as the level cannot stop increasing spontaneously 
this event would have arisen via propagation. 

Input into diagnosis is a set of qualitative events generated by the monitoring components. These 
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events are called triggers and arrive at the diagnosis component as they occur; that is they are 
spread out over a period of time. The diagnosis component starts diagnosis with the first trigger and 
asynchronously incorporates new triggers as they arrive. 

The diagnosis component represents the course of an inference as a tree in which the nodes aTe 
called variants. A variant inherits all of the contents of its parents. The leaf nodes of this tree repre-
sent hypotheses, that is, different explanations for the triggers. An inference step involves creating 
anew subtree root at a particular hypothesis. 

Diagnosis is primarily done by chaining backward from the triggers. Given an event, the diagnosis 
component generates several new hypotheses describing possible causes of the event. A rule may 
express the fact that several events jointly cause several other (consequent) events. When a rule is 
fired, all of the events described by the rule must be contained within the resulting hypothesis. The 
inference engine has the choice of using existing events, if any, or of creating new events. An impor-
tant situation is one where existing events match events described by the rule in every aspect 
except the identity of the transition. At this point the diagnosis component generates a hypothesis 
in which the transitions uf the events are asserted to be the same transition and that their from and 
to states are the same. This can only be consistently done, of course, if the combined set of events 
consistently set the values of the process variables at both the from and to states of the combined 
transition. This mechanism is what allows the explanations from several triggers to be merged to a 
smaller set of root causes. Note that when such merges are possible, the inference engine always 
generates two successors, one where the merge is done and one where it is not. This is done so that 
if the merge leads to inconsistencies and rejection of that branch of the search space, the alternative 
is still available as a possible explanation. 

Transition rules specify that if a process variable has some state (e.g. level increasing), a transition 
might occur (e.g. level changes from OK to HIGH.) When these rules are chained, the precondition 
events are in a different transition than the consequent events. The rule therefore might result in 
two separate sets of transitions being merged. Transition rules also impose a precedence relation on 
transitions. 

Hypotheses are assigned a score that prefers those which have the smallest number of distinct 
causal chains and no fault events that fail to match the focus. That is, the search is biased towards 
finding the smallest number of faults that explain the triggers. 

The diagnosis knowledge base contains a hierarchy of hypothesis descriptions that are used to 
implement the associational initialization of hypotheses. A hypothesis description includes a 
description of a set of triggers that activate it, a set of triggers that rule it out, constraints that must 
be satisfied to rule it in, a description of the triggers that it explains, and a set of rules describing 
how these triggers are"explained. If a hypothesis description matches, a branch is created in the 
search space so that one successor includes the description and the other does not. Hypotheses con-
taining such descriptions are preferred over those without them. 

6.0 HUMAN COMPUTER INTERFACE 
Work on the human computer interface (HCl) has two goals. First, it is necessary to provide a dis-
play so that developers and future adapters of APACS technology can see the results which are 
being produced by the various components and can then verify that these results are in fact useful. 
Second, the HCl provides an arena for initial investigations into how to display information gener-
ated by the advanced AI and simulation components so that this information is useful to an end-
user. Of course any installed APACS requires an appropriate end-user interface. Development of 
such an interface is beyond the scope of this project. Human Computer Interface design itself is an 
active area of research which is still in its infancy [17]. 

An important design decision was to display all outputs of APACS through one uniform and inte-
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FIGURE 2. The APACS HCl 
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grated user interface. Integration is achieved through linking all visual objects to the appropriate 
CKB objects, if any. These objects can be dragged and dropped into various elements of the HCl 
which then responds appropriately. For example, dropping a plant component into an alarm display 
causes all alarms associated with that component to be highlighted. Figure 2 shows some of the 
windows of the Phase II interface as they might appear on the screen. 

7.0 RELATED WORK 
Knowledge-based diagnosis, especially of continuous processes, is a difficult problem and an area of 
active research [16]. Early attempts at diagnosis consisted of rule-based systems such as MYCIN 
[14]. These have been found inadequate since they are brittle, difficult to maintain, and too closely 
tied to a particular application. More recently, research in diagnosis has focused on model-based 
techniques ([3], [13], [5]). In a model-based diagnosis, a diagnostic inference engine uses a knowl-
edge-based model of the domain in order to find the cause of the problem. The model is generally a 
qualitative description [4] of the behavior of the artifact being diagnosed. Model-based approaches 
have typically been applied to systems such as digital circuits in which it makes sense to use a 
model consisting of equations describing equilibrium conditions. Attempts to apply the model-based 
approach to continuous processes include [6] and [10] in which the model of the domain consists of a 
qualitative simulation. The APACS framework represents a unique approach to model-based diag-
nosis in that it uses the adjusted quantitative simulations in the plant analyzer components to gen-
erate discrepancies and test candidate hypotheses. The APACS approach also provides a common 
model and schema to be shared between components. 

Other approaches to developing systems and frameworks for continuous processes include ARTIST 
[15], IOMCS [12], CA-EN [2], and REAKT [7]. These systems, while they share the goals of APACS, 
hîive generally been applied to small problems. They lack high-fidelity real-time numerical simula-
tions and tracking algorithms, and except for IOMCS, do not provide an architecture in which sepa-
rate processes share a common view of the problem and the domain. 

8.0 CONCLUSIONS 
The major research contributions of the APACS project are twofold. First, APACS offers a unique 
integration of knowledge-based monitoring and diagnosis techniques with quantitative simulation 
techniques in order to achieve better diagnostic performance. Second, APACS introduces a cost 
effective generic architecture with standard interfaces and "off-the shelf' components. The architec-
ture supports distributed execution, facilitates the introduction of new APACS components, stores 
knowledge in a central repository, and is intended to serve as basis for quickly building APACS-like 
systems for other applications. A demonstration system has been implemented that successfully 
detects and diagnoses instances of several major classes in the feedwater system of a nuclear power 
plant 
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ISACS-1, A LIMITED PROTOTYPE OF AN ADVANCED CONTROL ROOM 
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OECD Halden Reactor Project, Institutt for Energiteknikk 
P.O. Box 173, N-1751 Halden, Norway 

ABSTRACT 

The concept of an Integrated Surveillance And Control System (1SACS) has been developed into a 
prototype, ISACS-1, which presently is in operation at the simulator-based experimental control 
room HAMMLAB of the OECD Haldùn Reactor Projects Characteristics of ISACS is that it covers 
the whole interface between the process and the operator, and this interface is fully computerised 
using tools like Cathode Ray Tubes (CRTs) and dynamic keyboards. In addition, a large number of 
computerised operator support systems (COSSs) are included in ISACS, assisting the operator in 
functions like disturbance detection and diagnosis, identification of relevant actions, and 
implementation of procedures. An information coordinator called "Intelligent Coordinator" (IC) in 
ISACS observes the information received from the process and the COSSs, generates new high-level 
information and structures and prioritises information to be presented to the operator. 

The limited ISACS-1 prototype was completed in early 1991. An extensive evaluation programme is 
in progress. This paper will describe main features of the system and some of the conclusions to be 
drawn frm the evaluation programme. 

1. THE NEED FOR AN INTEGRATED APPROACH IN CONTROL ROOM DESIGN 

Even if nuclear power generating plants have a very good safety re ni, there is a strong motivation 
in all countries for further improvements. Control room improveniw.it is given high priority, and 
modern computer technology, used in the correct manner, has the potential of greatly improving 
operational safety. 

A number of weaknesses in old control rooms have been identified: Relevant information may be 
missing due to limited instrumentation, too much information (alarms) may make it difficult for the 
operator to diagnose the process state, wrong or inconsistent information may mislead the operator. In 
addition, the operator could benefit from assistance in both diagnosis of problems, in action planning 
and in implementation of control actions. 

Techniques are available to improve on all the points given above: Dynamic process models may 
supply relevant process information, alarms may be filtered and presented more clearly and well 
structured, consistency check of process data before presentation helps identify wrong measurements. 
Knowledge-based or model-based operator support systems may suggest diagnosis and which 
procedures are relevant. Finally, computerised procedures may prevent the introduction of errors that 
often are experienced. 

Efficient operator support in these tasks puts strict requirements to the integration of the various 
computerised operator support systems (COSSs). Adding new COSSs adds more information in the 
control room, increasing the danger of information overflow. The Man-Machine Interfaces (MMI) of 
the COSSs must be standardised. One must avoid that the operator is so involved in the use of a 
COSS that he overlooks more important tasks to be performed. Also, implementing a large number of 
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COSSs that are not coordinated with respect to process coupling and computer application is 
ineffective and expensive. 

A set of requirements to the advanced control room follows from this: The integrated concept must 
cover the complete MMI, and the MMI of the COSSs must function as a unified interface. A 
computerised "intelligent coordinator" must keep an overview of the process and COSS information 
as a basis for analysing plant conditions and prioritising information. At the same time, the operator 
must have the freedom to request any information available, to maintain his role as responsible for 
control of the process. These requirements have been important when the concept for the integrated 
surveillance and control system ISACS was defined. 

Introduction of a concept like ISACS creates a completely new working environment for the operator 
characterised by the availability of more and different types of information than in todays control 
rooms. This affects the role of the operator. Care should be taken that the correct balance between 
technology and the human being is obtained, avoiding a situation where the technology takes over 
tasks that are better performed by the operator. 

2. THE ISACS-1 PROTOTYPE 

Early in the development process it became clear that it would be impossible to specify a fully 
functional ISACS without first gaining experience with a limited prototype. Thus, functional require-
ments and specifications for a limited prototype called ISACS-1 were developeJ in 1989. During 
1990, ISACS-1 was implemented and integrated, and the system became fully operational in 1991, 
coupled to the full-scope Pressurized Water Reactor (PWR) simulator (1,2). 
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Figure 1. ISACS-1 main system structure 
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The main system structure of ISACS-1 is shown in Figure 1. The (hard) automatic circuits receive 
information (I) from the process instrumentation, and based on the inherent logics, automatic process 
control is executed via the actuators. The data from the process and the automatics are continuously 
stored in the Process and Automatics (P&A) data base. In principle, all these data are available to the 
operator via the dialogue capabilities fo the Man-Machine Interface (MMI). The MMI includes all 
information presentation and all manual plant control actions. 

The ISACS-1 data base contains a minimum amount of data, i.e. the necessary data which the 
Intelligent Coordinator (IC) needs for the reasoning, and the data which each COSS needs from the 
IC and the other COSSs. The COSSs extract the specific data they need from the P&A data base and 
from the ISACS-1 data base, and store in the latter the data needed by the IC and the other COSSs. In 
addition, the data from each COSS is directly available to the oepator through the MMI dialogue 
(display retrieval, COSS control, etc.). The IC extracts all process and COSS data it needs from the 
ISACS-1 data base, and store all results of interest to the operator through the MMI. All 
communication between operator and IC is via the ISACS-1 data base. The operator executes the 
process controls through the MML 

2.1 Computerised Operator Support Systems 

A total of 8 different COSSs are included in the ISACS-1 setup. The selection of COSSs in ISACS-1 
is based on those systems available in the Halden Man-Machine Laboratory, HAMMLAB, coupled to 
the PWR simulator. They all complement each other, and in sum they represent most of the classes of 
support systems that exist today. A main principle in ISACS, however, is that exchange of COSSs 
should not result in major modifications in the integrated system. The ISACS concept is therefore 
equally valid when coupled to a different set of COSSs, but they should serve the same type of 
functions. 

HALO (Handling of Alarms using LOgics) filters conventional process alarms to avoid irrelevant 
alarms. The system also presents the alarms in an overview display, and in detailed process displays. 
In ISACS-1, HALO supplies the coordinator with all system/group alarms. 

DISKET is an alarm diagnosis system that, based on the alarm pattern from HALO, generates 
hypotheses for the cause of the alarms. DISKET is a knowledge-based system where information on 
patterns of the actual alarms and other variables are matched with precalculated patterns from known 
disturbances. In ISACS-1, DISKET is activated when alarms have been detected by HALO. ISACS 
then compares the DISKET diagnosis with diagnosis from other systems (see below). 

Early Fault Detection (EFD) is an alarm system where alarms are given if differences are detected 
between process measurements and output from dynamic process models. EFD acts as a complement 
to HALO. The available version of the system has been developed for fault detection mainly in the 
feedwater system of the plant. 

Detailed Diagnosis (DD) has been developed to perform diagnosis of alarms originating from EFD. A 
first version of the system is used in ISACS-1. The diagnosis uses knowledge-based techniques. 
Typically the result will be identification of failed components, control system failure or instrument 
malfunction. ISACS-1 receives the diagnosis from DD and compares it with diagnosis from DISKET. 

Detailed Prognosis (DP) predicts process behaviour following a disturbance detected by EFD and 
diagnosed by DD. The system is model-based. The output is useful to judge the severity of the 
disturbance and its expected consequences. ISACS judges the severity of the situation as basis for 
recommendations to the operator. 

The Critical Function Monitoring System (CFMS) was developed by Combustion Engineering and is 
in operation in HAMMLAB as an integrated part of the Success Path Monitoring System (SPMS). it 
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detects when a critical safety function is in jeopardy, and gives information to the operator via a set 
of tailormade displays. In ISACS-1, CFMS makes up a part of the alarm system. 

The Success Path Monitoring (SPMS) was developed by Combustion Engineering and evaluated in 
HAMMLAB. The system checks the availability of a set of predefined success paths assigned to each 
of the critical functions. SPMS suggests available action plans to the operator when a critical function 
is being jeopardised. 

Among the operator support systems developed at Halden, COPMA is the only system dedicated to 
assist in action implementation. In COPMA, operational procedures are implemented on the 
computer and made available to the operator as he is working through the procedure. COPMA is 
coupled to the process data so that process controls can be executed directly via the procedures. 

2.2 The Intelligent Coordinator 

The role of the coordinator (IC) in ISACS is twofold: 

1. Supervise and control COSSs and process data: Continuously supervise appropriate COSS 
analyses for current situation, activate passive COSSs when necessary and summarise status 
for the operator. 

2. Act on operator request: When requested by the operator, coordinate additional assessments 
as requested and report the results. 

In the supervisory role the coordinator will prioritise and convey information from COSSs to the 
overview display according to plant state. The operator can extract more detailed information in 
second level displays which are maintained by the coordinator. Finally, the coordinator will propose 
detailed displays to the operator, either process pictures or special procedures designed for relevance 
to the current plant state. 

In the second role the coordinator must interpret and convey requests to COSSs. Since there are 
several systems available, one must be able to switch easily between the various systems as the 
operator demands are changing. 

2.3 Man-Machine Interface 

The MMI of ISACS-1 is intended to act as a single, integrated interface for the operator in all 
operational modes via a set of modern workstation computers equipped with full-graphic colour CRT 
screens, keyboards and trackerballs, or equivalent equipment. 
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Figure 2. ISACS-2 control station layout 

Figure 2 shows the control station layout in ISACS-1. It consists of a U-shaped control desk with two 
rows of CRT-screens with keyboards and trackerballs. The lower row is positioed at about the same 
height level as the control desk surface while the second row is placed just on top of the lower one. In 
total, there are 13 screens (12 colour graphic CRTs, 1 black/white), and a bell for the HALO alarm 
system. 

The design can be characterised to be a "cockpit control room", which implies that the operators have 
all essential Information and Controls (I&C) available to them at their normal working position, i.e. 
sitting on a chair along the control desk. The control room is intended for one or two operators and 
one or no supervisor. 

The screens in the upper row except for HALO List, present overview information from the process 
i.e. the full-scope PWR simulator, for the COSSs and the IC, while the lower row screens constitute 
the operating level displays and present more detailed information from the same sources. The 
operator has no control over the information presented to him in the overview displays, but he can to 
a large extent decide what to display on the operating level displays. No dialogue and process control 
actions can be executed by the operator via the overview displays, only through the operating 
displays and keyboards in the lower row. 

The MMI of ISACS-1 consists of the following parts: 

• Overview information on the four displays: HALO Overview, State Identification, Action 
Planning & Implementation, and Rankine. 

• HALO List, alarm screen displaying the alarms as text strings. 
• Four identical PWR simulator process I&C stations, for operating the plant. 
• COPMA, work station for computerised procedures. 
• The three stations COMBI/COSS and COMBI/COSS Keyboards, where the MMI of six different 

COSSs (CFMS, SPMS, DISKET, EFD, DD, DP) are integrated, (COMBI: COMBined 
Information). 

The IC presents its results to the operator in the State Identification (SI) and Action Planning & 
Implementation (AP) overview displays, as well as in the COMBI displays, which are also integrated 
in the COMBI/COSS stations. 
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3. EVALUATION OF ISACS-1 

The experimental control room where ISACS-1 is implemented, is equipped with video and audio 
recording facilities and automatic computer logging of operator and instructor/experimenter actions, 
process alarms and selected plant parameters. Interaction with, and output from different support 
systems can also be automatically logged. The simulation is based on models of the Loviisa plant in 
Finland. This equipment provides an excellent test bed for human-computer interaction issues. 

It was decided to carry out the evaluation of ISACS on a limited first prototype. The reason for this 
was to get feedback at an early stage and to make modifications in the further development of the 
system based on the outcome of the evaluations. It is important to note that this first prototype of 
ISACS is not a system meant to be implemented in a control room in its current form. ISACS-1 must 
be considered as a "futuristic" concept representing an idea of the next generation of advanced 
control rooms. However, the current version of ISACS represents the concept with such a fidelity that 
it allows test and evaluation of its impact on human-computer interaction. 

Most of the COSSs integrated in ISACS-1 have already been evaluated as single, individual systems 
in HAMMLAB. Typically, the experiments have been made with reactor operators as test subjects. 
Operator performance with and without using the COSS has been measured. In most cases, 
significant improvement in operator performance has been found when a COSS has been made 
available. 

The evaluation of ISACS has followed a different approach, including several steps. In this way, 
various aspects of the advanced control room concept may be investigated. Today, three steps in the 
evaluation process have been taken. A fourth evaluation method, measurement of situation 
awareness, has been developed for use in the nuclear field. In the following, the purpose with and 
main results from these steps are described. 

3.1 Guideline Evaluation 

The integration of several different COSSs into an integrated system requires that the different COSS 
interfaces are integrated. The aim is to make the system appear as one uniform system, with a shared 
interface. A wide range of basic MMI topics on this level was identified, ranging from characters, 
colours, symbols and similar screen design items, and different user interaction methods. If the 
system is applying consistent policies for information presentation and information handling, this will 
ease the operator's interpretation and use of information. The consequence of lacking consistency 
would be that the operator will have to apply different interpretation strategies on different parts of 
the system. This will place heavy demands on operators cognitive capacity and thereby increasing the 
possibility for erroneous interpretations of information and erroneous actions. 

A guideline review was selected as a method to address the first level of user interface aspects. The 
guideline review was aiming at bringing the MMI of ISACS-1 in compliance with the research 
recommendation and practices. 

Guidelines should be used with caution, because the individual guidelines stated in different 
guideline collections could have a very varied empirical or practical background, and be adopted 
from different human computer systems. For some guidelines it was necessary to check with 
referenced source documents to be able to determine whether the guideline applied to our setting or 
not. Unfortunately, for many of the guidelines, references to source material were unobtainable. One 
guideline collecion was found particularly useful. (3). 

Results show that there is an inconsistent use of coding remedies throughout the system. Another 
weakness was a too long system response time for presentation of certain types of high level 
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information. The guideline method was relatively easy to perform. It was deemed useful to address 
this type of questions, and it provided concrete recommendations to further improvements of the 
design. 

3.2 GOMS Analysis 

The second evaluation phase was using the GOMS methodology (4). GOMS is an abbreviation for 
Goals, Operators, Methods and Selection rules. Goals are what the operator tries to accomplish. 
Goals are hierarchically organised. A goal may be described in terms of one or more sub goals, which 
must be achieved to fulfil the final goal. Operators are the actions available for the human operator to 
achieve a goal. Methods are the sequence of individaul operators that lead to fulfilment of a goal. 
Selection rules are the rules used to select between different methods available to achieve a goal. 

The GOMS method describes and analyses the interaction between the human and the computer. 
GOMS is a formal way to express the procedural knowledge ("how to do it knowledge") an operator 
needs to operate a system. The GOMS formalism describes the content and the structure of this 
knowledge. Since GOMS is a production rule system, GOMS adopts the assumption that human 
actions, both manual and cognitive actions (e.g. retrieve information) are quantifiable, and that each 
step in a production rule corresponds to one single action. 

On the basis of these assumptions one can give quantitative estimates of the time and effort required 
to interact with a system. This can be time to reach a goal, time to learn to use a system, bottlenecks 
in the interaction, degree of transfer of learning between different systems and the amount of mental 
workload involved in performing tasks. 

The GOMS method is traditionally applied to text editors and related applications. To the authors' 
knowledge, this is the first time that the method is applied in process control. Results show that 
ISACS-1 help the operator in handling scenarios by splitting complex and ill-defined tasks into 
manageable sub tasks. This reduces the mental workload involved in handling scenarios. 
Furthermore, the analysis identified existing bottlenecks in the system, especially concerning too 
large demands on the operator's ability to remember information across different screens and different 
tasks. It was also demonstrated that there were instances of slightly different methods of achieving 
the same goal, introducing new tasks on the operator to identify the right method. The analysis 
demonstrated improved methods of interaction with the system. The results from the GOMS analysis 
overlap to some extent with the guideline evaluation, stressing the need for consistent use of all 
coding remedies. 

3.3 Informal User Tests 

The third step in the evaluation process invovled use of expert operators from the Loviisa plant in 
Finland. The NORS simulator in HAMMLAB is very similar to the Loviisa training simulator. The 
Loviisa operators may, therefore, be considered experts on the process. 

The intention with the informal user test consisting of dynamic "walk through/talk through" exercises 
was to assess how well the ISACS-1 MMI covered the operators' need for information. The 
experiment included dynamic simulations followed by freeze of the simulator whereupon structured 
interviews of the operators were made. 

Analysis of the test clearly demonstrated the test subject's high level of competence. The operators 
were able to diagnose the 6 transients in the existing ISACS scenario based on the process 
information presented on the NORS process displays. The guidance given by ISACS was therefore 
not needed. For future experiments with expert test subjects, the complexity of the scenario should be 
increased to construct situations wheie the operators would have problems understanding the 
disturbance and performing the correct action. 
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The intention with ISACS is that it should look like a single, unified system to the user. The present 
version was experienced as split into two, one part consisting of the NORS process displays, the 
second made up by the MMI giving the information from the COSSs and the Intelligent Coordinator. 
More emphasis should therefore be put on unifying the MMI. It should be mentioned, however, that 
while the operators were rather familiar with the NORS displays, they had little training in use of the 
higher level functions in ISACS. 

ISACS is intended to act as an advisor to the operator, not a supervisor. This should be made more 
clear in the design of the MMI, as the operators felt uncertain about the role of ISACS. 

The COMBI displays containing all essential information on an event were appreciated. This suggests 
that the concept of event used in ISACS, where event means a planned or unplanned transient, is 
useful. The COMBI information includes typically a mimic diagram of the relevant process section, 
trend of important variables, diagnosis of problems, and advice on actions to be taken. 

The present version of ISACS presents some high level information with a considerable time delay, 
due to bottlenecks in the present software/hardware. This is not acceptable, and detailed system 
analysis and improvements are underway. 

Use of expert operators from Loviisa in ISACS evaluation has proved highly beneficial, and may 
hopefully be extended in the future. 

3.4 Situation Awareness 

One of the goals of ISACS-1 is to enhance the operator's overview of the process. This is done by 
coordinating and prioritising information and present the operator with concise events and key 
process variables. We want to develop a measurement that reflects ISACS-1 impact on operators 
mental representation of the process status. Situation awareness was decided to serve as such a 
measurement. 

Results from these studies are presented in a separate paper at this meeting (5). The conclusion is that 
measurement of situation awareness is feasible for evaluation of nuclear power plant control rooms. 
The method will be applied in future ISACS evaluations. 

4. IMPROVEMENTS OF ISACS-1 

Feedback on the quality of ISACS-1 has been obtained from formal human factors evalutions, 
demonstrations to a large number of external experts and accumulated experience gained by in-house 
staff. This knowledge is being used partly to create improved versions of ISACS-1, partly to serve as 
a basis for a future ISACS-2. 

One important improvement of ISACS-1 is to remove bottlenecks in the computer system that 
resulted in unacceptable delays in information presentation. Detailed investigations were therefore 
initiated to localise critical points in the hardware/software system. Through hardware extensions and 
replacements, restructuring and modification of software, major bottlenecks have been removed. 

Modification of the MMI is ongoing, presently centered around the process mimic displays. Further, 
a new alarm system allowing for a much more flexible handling and presentation of alarms is being 
introduced. These improvements will be implemented in early 1995. 

On a longer time perspective, development of ISACS-2 will be initiated. Emphasis will be put on 
optimal distribution of tasks between operator and the computerised interface and the generation of a 
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unified interface. Further, the question of which functions to be allocated to the control room will be 
analysed. Interesting issues here are the integration of operation and maintenance and possibilities for 
on-line assessment of overall plant safety conditions. 

5. CONCLUSIONS 

A first, limited prototype version of the advanced control room concept ISACS has been developed. 
Based on the feedback from the evaluation programme conclusion is that the concept seems to have 
the potential of improving operational safety and efficiency. This will be further studies in the future. 
Experience from continued evaluation will constitute the basis for development of a new prototype, 
ISACS-2. The results from the system evaluation will also be more generally applied, giving 
increased knowledge that can be used as a basis for formulating guidelines on design of advanced 
control rooms. Further, the experience gained from using a wide spectrum of evaluation techniques 
will contribute to the knowledge based needed to formulate guidelines for evaluation of advanced 
control rooms. 
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ABSTRACT 

The IAEA/NEA Incident Reporting system (1RS) was established in the early 1980s, its objective being to gain from 
operating experience achieved in countries with nuclear power programmes by means of exchanging information 
on events relevant to safety. 

Among the 2171 events in the database, 175 events (i.e. 8%) were identified as "control room events". It was 
decided to group these into three sets for further study: 65 events with common mode/cause failures (CCFsJ, 22 
events with cognitive errors and 39 events with unforeseen interaction between NPP systems. 

It is expected that the pitfalls experienced in the 1RS and the questions derived from this study will help to gain 
a better understanding of the needs and interests of specialists in advanced information methods and artificial 
intelligence in NPP control rooms. 

1. INTRODUCTION 

The IAEA/NEA Incident Reporting System (1RS) was established in the early eighties, its objective being 
to gain from the operating experience achieved in countries with nuclear power programmes by means of 
exchanging information on events relevant to safety. The 1RS is based on the principle that each participant 
country promptly provides detailed information on the experience it has gained from unusual events 
occurring in its nuclear power plants, and makes this data available to all other 1RS participants. The 
selection of events to be reported corresponds to internationally agreed categories covering main issues. To 
facilitate the storage and retrieval of reports transmitted to the 1RS, which now exceed 2000, a database is 
maintained to enable searches from a range of set 1RS queries. Currently, 1RS information (i.e. original 
reports, technical reviews and studies) is being circulated to 28 countries. 

NPP events and relevant lessons reported to the 1RS could provide valuable information to specialists in 
advanced information methods and artificial intelligence in NPP control rooms. All findings from 1RS data 
should be used bearing in mind that (a) the 1RS collection of events is incomplete, and (b) there are some 
limitations in the 1RS classification scheme and search capabilities. 

Common cause failures, cognitive errors and unforeseen interaction between NPP systems in occurrences in 
control room events were chosen in the first line to meet the needs and interests in the area of NPP 
computerized process control. 

2. RESULTS OF SEARCHES FOR CONTROL ROOM EVENTS REPORTED TO THE 1RS 

Of the 2171 events in the database, 175 events were identified as control room events (i.e. 8%). 

The 1RS classification scheme (Appendix 1) and engineering judgement were used to select: 

28 events in which main control room equipment was affected; 
63 events involving procedural deficiencies; and 
69 events involving NPP operator errors. 
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This set of 1RS events was studied to make general observations and findings. Subsequently, control room 
events were regrouped with the following results: 

65 events with common mode/cause failures (CCFs); 
22 events with cognitive errors; 

39 events with unforeseen interaction between NPP systems. 

3. 1RS PITFALLS A N D QUESTIONS 

1RS facts and lessons were treated accordingly to support and encourage a questioning- attitude in specialists 
in advanced process control in NPPs. 
Experience in operating plants has shown that plant computers need to be replaced every 10-15 years, 
meaning that the plant will run with at least three different generations of computers. For example, in 
Canada second generation control rooms were installed in C A N D U plants designed in the mid-seventies and 
early eighties. Third generation features will be incorporated in the C A N D U 3 station design and future 
C A N D U stations. 

Since 1RS data cover a period of approximately 15 years, they should be attributed mainly to the first and 
second generation control room. This is a weak point in the 1RS data for the present study. 

3.1 Common cause failures in control room events reported to the 1RS 

Failure of a number of devices and components to perform their functions may occur as a result of a single specific event 
or cause. 

CCFs are now a burning issue in nuclear safety. Applications of advanced information methods and artificial intelligence 
in NPP control rooms could increase the potential for common cause failures and could introduce new features of CCF. 

As a starting point, a brief excerpt from an 1RS report on loss of offsite power caused by problems in fibre optic systems 
is provided as follows: 

While in hot shutdown, the unit experienced a trip of two preferred station transformers; about one hour later, the other 
two preferred transformers tripped. The emergency diesel generators started as designed and the emergency safety features 
system actuated. Within two hours, normal power was restored. Investigations showed that this event involving loss 
of offsite power was not caused by a valid signal. Testing showed that hand held radios could have caused the event 
when keyed near the transmitters and receivers for the fibre optics system. The corrective measures taken included: 
shielding of the fibre optics system; posting signs to prohibit the use of radios near the fibre optics equipment; rewiring 
the equipment so that two channels are required for tripping; and providing control room annunciation of the system's 
status. 

The following examples, in condensed form, are provided to illustrate common cause failures in control room events: 

• The unit was operating at 100% power when a loud noise was heard in the main steam check valve vault. The 
control room indications were normal, however. 

• Inadvertent drainage of spent fuel pools was caused by a valve left open two days previously after other 
activities had been carried out. No alarms were activated in the control room as the level indicator in the spent 
fuel pool was inoperable. 

• There was a lack in the indication that and when the required safety equipment became inoperable. Very often 
safety equipment is "awaiting" equipment; safety systems may remain inoperable for a long period until their 
conditions are discovered through testing or initiation of an actuation signal. 

Conclusion: The indication system in NPP control rooms is incomplete. 
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• A voltage drop occurred followed by the loss of train of a 48 volt bus leading to loss of both off-site power and 
and the train of a diesel generator. A low voltage alarm went off in the control room but was not noticed as 
it was grouped with five other less important alarms related to faulty insulation defects, and these had been 
flashing frequently. 

• There was a complete loss of the remote cabinets containing multiple circuit cards for the control of visual and 
audible annunciator functions in the main control room because of fire. There was also a lack of specific 
emergency operating procedures. 

• Deficiencies were discovered in design, operation and maintenance of the control room boundary and the 
emergency ventilation system provided to maintain control room habitabüiry during a design basis accident or 
toxic gas release. There were occurrences with total loss of main control room cooling. 

• Cases had occurred indicating difficulties to control, either automatically or manually, the safety-related breakers 
with automatic logic from the control room; difficulties arising from poor co-ordination between control room 
personnel and other personnel, e.g. incorrect signals, wrong connections of computer cables; difficulties due to 
total or partial loss of control room instrumentation because of loss of power supply. 

3.2 Cognitive aspects of control room events reported to the 1RS 

The fundamental unfeasibility of describing all possible situations in NPPs could lead to an incorrect identification of 
a situation and, as a consequence, an incorrect selection of control instructions and decisions. Examples of the most 
frequent cases with cognitive errors reported to the 1RS are: 

• Intentional bypassing of die automatic actuation of plant protective features because the operators were misled 
by an inaccurate diagnosis of plant conditions (e.g. by an erroneous indication that the spray valve is in a closed 
position). 

• The auxiliary operator performed some maintenance work without informing! the control room. Since the 
reactor operator in the control room was unaware of the status of the NPP systems, he took the wrong actions 
which in turn led to serious consequences. 

• The normal control room indicator for feedwater pump suction pressure had failed and was tagged for 
maintenance. An operator who had been sent to check the local suction pressure indicator did not 
communicate the actual pressure to the control room. As a result, a faulty indication was used by the operating 
crew in their actions (finally causing a reactor trip). 

Conclusion: In many cases, cognitive errors were caused by wrong actions being taken by other persons, by wrong 
logic and malfunction of the NPP systems. 

• The control rod was improperly manipulated. Varie.. - unauthorized methods (i.e. the use of the emergency 
rod in the position switch; the use of individual scram switches) were applied to speed up rod insertion and rods 
were consequently inserted in the wrong sequence. The cause vas poor operator judgement and insufficient 
guidance. 

Problem: There are more possibilities of, excuses and justification for poor operator judgement and insufficient 
guidance in the case of the advanced control room. 

• Some events reported illustrate discrepancies in the knowledge of the control room operator and that of the 
field operator (this possibly being a source of wrong actions). There is a tendency towards placing more 
emphasis on knowledge-based work than on working according to the rules and tradition. Therefore, the 
control room operator will become more and more intellectual. 

• A partial loss of control room lighting (and a loss of non-safety related parameter indications) caused the control 
room operator to believe that a reactor trip was occurring and that the plant had lost a good part of its power 
supply. For these reasons, the operator manually tripped the reactor and turbine. Simple reasons for cognitive 
errors should not be overlooked. 

3.3 Unforeseen interactions in control room events reported to the 1RS 

There is a category in the 1RS classification scheme titled: "Unforeseen or significant interaction between 
systems". As a rule, 1RS reports assigned to this category are sources of information on hidden failure paths. Thirty-nine 
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events were identified and examined tinder this category, most of which provide information on tinforeseen interaction 
between the NPP systems whereby the control room did not play a leading role. 1RS findings in this area include the 
following: 

• If a fire should occur in the control room (or in the cable spreading room) power would have to be removed 
from the valve motor operators in the residual heat removal (RHR). If the damage occurred prior to removing 
power, the valves would suddenly open and cause over-pressurization of the RHR piping leading to a LOCA 
that could not be isolated 

• Cases have been reported in which there was no indication in the control to suggest malfunction of the NPP 
system (e.g., the auxiliary feedwater pump cavitation); there were unexpected effects of interconnecting of 
ventilation flows regarding control rooms; there was spurious indication of "loss of rector coolant flow"; wiring 
errors. 

4. CONCLUSION 

The 1RS framework can undoubtedly provide useful information to specialists in advanced information 
methods and artificial intelligence in NPP control rooms. A special 1RS topical study should be organized 
jointly by 1RS experts and said specialists. 
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ABSTRACT 

The CEA has started a research work concerning the improvement of safety in operation for 
future plants. In order to minimize the impact of human errors, design and organization of the 
operational layout for control room operation is of major importance. In that domain the Escrime 
program aims at defining the optimal share of tasks between humans and computers under normal 
or accidental plant operation. 

Basic principles we keep in mind are the following : human operators are likely to be necessary 
in the operation of future plants because we cannot demonstrate that plant design is error free, so 
unexpected situation can still happen ; automation must not release the operators from their 
decisional role but only help them avoiding situations o f cognitive overload which can lead to 
increase the risk of errors ; the optimum share of tasks between human and automatic systems must 
be based on a critical analysis of the tasks and of the way they are handled. 

The last point appeared to be of major importance. The corresponding analysis of the French 
PWR's operating procedures enabled us to define a unified scheme for plant operation under the 
form of a hierarchy of goals and means as presented on figure 1. Different kinds of tasks are 
distinguished : at the upper level plan management tasks with feedback and anticipation 
mechanisms; at mid level, management of essential fiinctions taking into account eventual conflicts 
between the different functional goals ; at the lower level tasks like system configuration, starting 
or stopping component,... 

Beyond this analysis, development of a specific testing facility is under way to check the 
relevance of the proposed plant operation organization and to test the human-machine cooperation 
in different situations for various levels ofautomation. The facility (fig. 4) consists of an EDF J 300 
MW PWR plant simulator connected to an operator workstation with interactive graphic display. 
Architecture of the surveillance system is part of the project, the goal being to have an alarm 
system coherent with the plant operation organization. The software architecture follows an 
artificial intelligence approach. 
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1. INTRODUCTION 

In parallel with a large program aiming at the definition of severe accident management measures 
both for prevention and mitigation of accident consequences, the CEA has started a research project 
concerning the improvement of safety in operation for future plants. 

In the frame of this research project this paper is concerned by the part named "ESCRIME" [1], 
the aim of which being to minimize the impact of human errors in operation. The domain covered is 
design and organization of the operational layout mainly for control room operation, that is to say : 
basic principles of decision making, quality of procedures and operational guidance, nature and 
domain covered by operating aids, role of monitoring systems,... 

The allocation of functions to man or computer is a very critical choice to be taken. Testing the 
design concept on realistic simulation situations is essential before freezing the final decisions and 
this is the purpose of the ESCRIME project. The development of a testbench is under way to evaluate 
and optimize cooperation mechanisms between man and machine for nuclear power plants operation. 

2. THE ESCRIME PROGRAM 

2.1. Basic principles 

According to [1], basic principles leading this project are now summarized. 

The increasing automation of nuclear power plants may improve the overall level of operation 
safety. But all the operation tasks cannot be automated and we cannot demonstrate that plant design 
is error free nor that all possibilities of plant situations are covered by the operational procedures nor 
that measurements are all reliable. So unexpected situations can potentially occurs and therefore this 
ensures that nuclear plants will be still operated by humans for the foreseable future. The problem is 
then to determine the tasks the operator will have to do under normal and abnormal plant 
conditions : so the ESCRIME program aims at identifying the optimal share of tasks between human 
and computerized operation. 

The results of probabilistic risk assessment (PRA) studies on existing plants, stressing the 
important impact of the human factor on the overall risk of core melt and so justifying the limitation 
of the decisional role of operators, can be considered to be somehow biased by the implicit hypothesis 
that the operational procedures are free of design error. In case of unexpected situations, 
incompletely covered by procedures, the potential positive contribution of the operators is neglected. 
Roles of operators are reduced to those of an imperfect extension of these procedures, with the only 
alternative to follow them step by step or to fail. 
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In fact automation must not release die operators from their decisional role, but must only avoid 
situations of cognitive overload which lead to increase the risk of errors when taking important 
decisions. In case of important safety actions (as safety injection actuation), on the basis of PRA 
studies which show that errors or delays m the execution may lead to unacceptable consequences, 
automation has been choosen. It could be possible to give the operators more responsability 
considering that fundamental causes of cognitive overload is that operator's attention is often caught 
by tasks of secondary importance, hindering diem to be fully aware of the particular importance of 
actions to be taken. Putting more emphasis on these "important actions" and avoiding they were 
hidden by numerous low level tasks» can be an alternate way to the systematic automation of all 
actions having a potential impact on the safety. 

In case of increased automation of plant operation the human actor's role and technical skills has 
to be reconsidered in depth, instead of letting the operators face the uncomfortable situation of 
continuous shrinking of their domain of intervention. The decrease of operators involvement in terms 
of workload (number of individual tasks and actions directly handled) has to be compensated by an 
increasing importance of their decisional role : the future plant operators are likely to take high level 
decisions, making use of the improved capabilities of computerised support system (expert system, 
knowledge-base system), and will have less low level tasks to handle by themselves. 

In the domain of support system and layout there is a strong need for the operators to perceive the 
feedback of their actions on the plant process in order to learn, improve and maintain their knowledge 
of the plant operation. A purely passive role in plant monitoring will lead to the loss of capabilities. 
More, it is essential for operator understanding not to hide physical phenomena and reactor behavior 
under many computerized program layers. The man-system interface will try to give a close 
representation of what occurs in the plant, presenting synthetized informations adequate to the present 
situation. 

The search for the optimum share of tasks between human operators and automated systems must 
be based on the systematic critical analysis of the tasks to be achieved and of the way they are 
handled in the actual plant operating procedures. This analysis aims at identifying generic principles 
that could be used for a clearer formalization of the operating rules, and at searching for a better 
consistency of these principles, in the whole domain of plant operation. 

2.2. Operation tasks analysis 

Nuclear power plant (NPP) operation in most of the countries is based on quite similar basic 
principles, that can be drawn from the analysis of operating procedures. 

The systematic sequentialization of tasks is due to the fact that most of them have to be performed 
by the same operator ( who can handle a limited set of simultaneous tasks). Howewer, the functional 
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analysis of plant operation shows that it mainly consists in maintaining continuously and in parallel a 
limited set of important objectives (which are the critical safely objectives in accident management), 
instead of trying to satisfy them one after another. Our reflection on this point aims at reinforcing the 
execution of tasks in parallel, eveiywhere it increases the efficiency of plant operation. This mainly 
concern high level tasks. Low level sequences of actions, which contributes for »cample to the lining 
up of a hydraulic system, are of course to be executed in sequence. The execution of such actions 
could be made easier by implementing adequate automated functions managing each operational 
objective, while the operator intervenes in choosing the relevant objective to be maintained, depending 
of the actual status of the plant 

If normal operation has slightly evoluted refering to the state at the beginning of "NPP and is 
mainly based upon a material component approach (system-based representation of the plant ), 
abnormal operation, on the contrary, has been redefined in depth during the 80's as a consequence of 
TMI 2 accident. It changed towards a more function oriented approach, insisting upon the 
fundamental safety objectives to be filled in order to maintain the integrity of the barriers. Such an 
approach leads to a better structuration of the operation. So, our intent is to try to extend this 
principle to all the domains of plant operation. This will homogenize the operational practices, thus 
avoiding that the operator has to manage different mental models of the plant depending of the 
situation. 

As said before, in the domain of accidental operation, the previously used "event oriented 
approach" tends to be completed or replaced by more generic operational principles based on the 
maintenance of critical safety functions . The strategical principles of this approach are clear and 
simple, potentially easy to understand and to be followed by operators, provided they are trained to 
this "function oriented" way of thinking. Nevertheless, the actual implementation of these principles 
in plants are still complex, because of the need to maintain a certain level of time optimization in the 
operation (thus leading to maintain a certain amount of event-based strategy or to look for short cuts 
in the application of general symptom-based principles). This is due to the fact that weak points in the 
design of plants of the actual generation do not allow for the use of straightforward strategies in case 
of emergency, because, for example, of a too short delay of decision. Concerning that point, we 
consider that the foreseeable adoption of more "forgiving" design principles will open the way to the 
generalization of simple management principles as safety function-based management and to the 
disappearance of too specific adaptations, introducing unwanted complexity in plant operation. 

3. FUNCTIONAL ARCHITECTURE 

The analysis of plant operation principles, mainly based upon French PWR operating procedures, 
leads us to define an unified scheme for normal and abnormal plant operation. It is a generalization of 
the state oriented approach defined by EDF for accident recovery to what we can call a function 
oriented approach. This scheme, presented on figure 1 describes and structures plant operation in a 
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hierarchy of goals to be satisfied and means to be used to achieve the upper levels goals. It is the 
basis for task allocation study between man and machine but it does not anticipate what will be the 
repartition or share of tasks between man and machine. 

3.1. Main functions 

The main functions presented in figure 1 are defined here : 

Definition of the global goal : The global goal is defined from the following inputs : 
- external demand, coming from the electrical grid management 
- current state of the plant (in case of accident, a safe and stable state must be reached), 
- output from planning function, which concludes that the desired state cannot be reached (for 
example, if a Xenon oscillation is occurring). 

Generation of the global plan : this plan defines the successive operating phases that allows to 
reach the global objective from the actual state of the plant. The execution of a phase drives the plant 
to an intermediate state which, in normal operation, is one of the reference reactor states. The initial 
plan, that is generated a priori following the definition of the global objective, can be dynamically 
modifed in case of failure of a step or unexpected evolution of the plant. 

Management of the global plan : In accordance with the global plan, this function determines the 
current goal to be satisfied by the lower functional levels. It uses informations on the plant state and 
on the results of previously active goals. 

Management of the current goal : The current goal can split up into two sets of subgoals of 
different types : 

- satisfaction of functional objectives (for instance primary water inventory control, criticality 
control,...) which must be maintained continuously and simultaneously, 
- satisfaction of systems configuration objectives which are related to put in (out of) operation 
the systems involved in the functional objectives (for example chemical and volume control 
system). These tasks are to be performed only once, as a pre-requisite condition for satisfaction 
of the current goal. 

Functional objectives management : Functional objectives are to be permanently maintained, by 
means of elementary functions. The availability of those elementary functions depends upon the 
operational status of the main systems of the plant and the physical state of the process. A functional 
objective may be achieved in various ways by combination of elementary functions. This functional 
redundancy, which mainly exists on accidental situations, allows to find several paths to achieve a 
goal and thus to cope with elementary function failure. 
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Plant systems management : A plant system can support several elementary fonctions. A system 
can be out or in service. Going from one system state to the other, as asked by the system 
configuration objectives defined in the current goal, requires the execution of specific tasks 
(verification of a priori conditions, lining of hydraulic circuits, chemical and thermo-hydraulical 
conditioning,...). These operations are generally linear sequences of well defined elementary actions 
on components. As a system can be required for several functions at the same time, conflict of 
resources is to be managed. 

3.2. Main mechanisms 

The general diagram presented in figure 1 can be transformed in a SADT like diagram such that is 
presented in figure 2. In such a diagram, tasks are placed in the boxes and links stand for information 
flow. At the general level of the representation, all of the tasks are executed in parallel. 

The first task performs data acquisition and processing to give values of the main physical 
parameters and the status of systems and components. All these values are used by the following 
tasks (n° 2 to 5) whose names are identical to those of figure 1. 

The n° 2 task, "global plan generation", determines the global plan m accordance with the external 
demand, physical and status data, and chooses the operating procedures to be applied. In such a 
representation task 2 is supposed to cycle and adjust the global plan in accordance with data. The 
explicit feedback from lower levels indicated on figure 1 is in fact implicitly present in the process 
data (physical and/or status). 

Task n° 3, "Global plan management" determines the current goal for task n° 4 depending on the 
global plan and the set of procedures to be applied. As the previous one, this task is supposed to be 
determining continuously the right goal in accordance with the evolution of the process data. 

Task n° 4, "Current goal management" determines a list of functional objectives corresponding to 
the current goal, with priorities of execution and criteria of success if necessary. Each of the 
functional objectives is broken up in elementary actions by task n° 5 (figure 3), "Functional objective 
management" which acts in parallel on the different objectives. Task n° 4 receives from task n° 5 an 
execution report in order to correctly manage the goal because, in certain conditions, different 
possibilities can exist to achieve it. 

The functional objective execution report can inform about execution failure due to task's pre-
conditions not satisfied or component failure or conflicts as defined hereafter. 

- In fact pre-conditions, often attached to a task, must be fulfilled in order to be able to execute it. 
For instance, using low head safety injection for water inventory, requires that the primary pressure 
be lower than a given value. 
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- Execution criteria also, defined in terms of physical parameters values and status of components 
are needed to determine if a goal is sucessfiil or not. 

- Moreover, at a given level in the goal hierarchy, when a failure occurs in die execution of the part 
of die plan relative to this level, an attempt can first be made to use physical or functional 
redundancies of systems and alternate elementary functions to determine an alternate success path. If 
it is unsuccessful, higher level goals must take the failure into account In some cases, the global goal 
itself can be modified, for instance in accidental situation. 

- Concerning conflicts, two kinds of situations have been identified. First, functional objectives can 
call for actions on elementary functions in opposite ways (for example cooling or heating). This 
conflict is solved by attributing priorities to the objectives depending on the physical state of the plant 
(this is done actually in French state oriented emergency operating procedures). The second kind of 
conflict appears when several elementary functions activated at the same time share the same system 
resources. The strategy takes into account the relative priority of the attached functional objectives 
and tries to find alternate paths. It is worthwhile noting that this situation is solved in existing NPP 
procedures. These conflicts indicate a common mode in the plant design, and thus potential safety 
problem. In future plants, the design tendancy is to assign one system to one function, so this type of 
conflict will be avoided. 

3.3. Man-machine cooperation 

Guidelines for allocations of functions which are synthetized in [4] can be applied within the frame 
of the ESCRIME functional architecture. The classification of functions in three levels (must be 
automated, are better automated, should be allocated to humans ) defined in this document helps to 
the allocation of functions in ESCRIME. Low level sequential operations dealing with system 
configuration, continuous monitoring of large number of variables, anomaly detection through 
threshold passing, advanced monovariable regulations can easily be automatized (and so they are in 
several actual plants). They correspond to the lower levels of the structure presented on figure 1. The 
boundary is moving together with the advance in information technology. For intermediate levels, 
where " intelligent" decisions are to be made, it is mainly here that different share of tasks are to be 
evaluated. One important point is that it is not only to give a task to the operator and another one to 
the machine, but, and it is essential, to make them communicate and cooperate. This cooperation is a 
dynamical process. The operator can delegate, for a certain interval of time, a dedicated task to the 
machine. The machine can make suggestions to the operator. The operator will gain confidence in the 
machine if he is able to rebuild the automated reasoning in any case. 

4. DESIGN 

4.1. Facility architecture 
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The facility architecture is presented in figure 4 where the higher part represents the simulator and 
the lower part the ESCRIME testing bench. This part can be seen as organized around a central node 
which is an information server managing data exchange between the various control and information 
processing tasks and the physical process representation. His organization enables the progressive 
introduction of new control functions depending cm needs for the project Presently, the choice of the 
software tools suppporting this organization is not definitively choosen. A multi-agent software 
architecture could be convenient as shown in section 4.2. 

The development on a SUN workstation of a first version of the structure presented in figure 3 is 
underway with a software tool developped in CEA Saclay for prototyping. 

4.2. Multi-agent architecture for dynamic planning 

The operation of a plant by operators can be represented as a problem of dynamic planning of 
actions in a moving environment. Distributed Artificial Intelligence techniques seem well adapted to 
modelize this activity, as it deals with artificial systems that are in fact distributed.This approach is 
very convenient and flexible and the mechanisms provided are dedicated to represent cooperation and 
communication between "entities", that is a major point in the ESCRIME project. In particular, this 
formalism makes the allocation of different tasks to the operator very easy. 

The scope of agents definition can be very large, from physical components to abstract systems or 
"specialists". The possibility of making more detailed and complex the behavior of an agent, to 
modify the task allocation to agents and to add new agents, without modifying the overall design 
structure, is very well adapted to test different modes of man-machine cooperation. 

The functional architecture presented in section 3 can be viewed as the straightforward 
specification for a multi-agent implementation. The design follows the multilevel representation. A 
goal is assigned to each level, where a set of agent is active to achieve the goal. As an example 
dealing with the current goal management level, functional objective agents cooperate in order to 
achieve the current goal. They delegate their task to elementary function agents which are available. 
In case of conflict, functional objective agents negotiate and can report to the upper level if no 
agreement has been reached. 

4.3. Operator interface 

The operator interface plays of course a major role in ensuring an optimal cooperation between 
man and system. Its design must be driven by the informational needs of the activity, and not only by 
the technology available at this time. The design, which is actually in progress, takes profit of the 
development and testing of the computerized procedures for the N4 type control room [6]. The 
underlying principle is to give to the operator the right information at the right place and at the right 
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time. The operator will be presented at any time a synthetic view of the plant state and of the status of 
the global operating objectives and he can ask for more information. 

As for the global design the multi-agent technique can be directy applicable here, the interface 
being defined as a set of agents which react to events and adapt dynamically their behavior to the 
situation. 

4.4. Plant simulation 

The ESCRIME workstation is connected to the modular simulation code CORIANDRE [7] which 
is oriented towards the detailed representation of control interface with the plant : sensors, actuators, 
automatic control. This flexible tool provides facilities for the representation of auxiliary and safety 
reactor systems as CVCS and SIS, loosely coupled to the main plant systems, but playing a prime 
role in the plant operation. Special attention has been payed to the representation of power supplies, 
in order to be able to represent complex and realistic combination of components and systems 
failures. 

5. PROJECT STATUS AND FUTURE DEVELOPMENTS 

A first version of the prototype is expected for the middle of 1995. It will implement the 
mechanisms described in section 3, on a limited plant domain and systems representation. Low level 
tasks dealing with system operation will be automatized. The different ways of man-machine 
cooperation that will be tested will be defined, altogether with the evaluation criteria and the 
specification of relative comparison tests on simulator. 

In further steps, concerning the higher levels of management of figure 2, we will attempt to 
elaborate the strategy on line instead of applying logical rules already existing in the present 
procedures which, as said before, describe chaining of actions without giving adequate strategy 
explanation to the operator. 

Furthermore the system could extend to the whole plant domain and go deeper in the area of 
detecting and recovering the dysfunctioning of the automatics and of the plant. The use of physical 
models (quantitative or qualitative) for anticipating the operation will be looked for. An other domain 
of research will be the communication between man and machine, for example by giving to the 
computer system capabilities of operator intent inferencing from his actions on the plant. 

6. CONCLUSION 

The ESCRIME project main objective is to define the role to be played by the operator in the 
operation of future nuclear power plants, through the evaluation of different allocations of tasks 
between man and machine on a dedicated workbench. This project is not independent from other 
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themes of investigation in the domain of instrumentation, hardware and software control ( how to 
implement reliable systems and how to prove their reliability ? ) and of plant design, but it is a step 
that cannot be skipped when designing future plants. 
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Fig 1 : Generic global functional architecture for plant operation 

CURRENT 
ülllÄNliiii 

/ 

,c GLOBAL GOAL 
DEFINITION 

c 
> EXTERNAL 

DEMAND 

GLOBAL PLAN 
GENERATION 

•c 
3 

GLOBAL ACTIONS 
PLAN MANAGEMENT 

c 
) 

CURRENT GOAL 
MANAGEMENT 

) 
) 

FUNCTIONAL 
OBJECTIVE N°1 

r 
FUNCTIONAL OBJECTIVE N°1 

MANAGEMENT 

Elementary function n°1 5 
Elementary function n°2 

SYSTEMS 
CONFIGURATION 

OBJECTIVES 

r 

PLANT SYSTEMS 
, MANAGEMENT 5 

PLIANT! 
SYSTEMS 

Fig 2 : General tasks diagram corresponding to fig. 1 
External 
denand 

Process 
data r 

Procedures 

Data 
acquisition ft 
processing 

Û 

Global plan 
generat ion 

Physical 
and state 
data 

Adequate operating procedure 

Glolal plan 
Hanagenent 

Current goal 
wanagewent 

functtonnai objectloe 

Global plan. 

Current, 
goal' 

Function!« I. 
object ioe' 

^ Functionnal 
objectiue 
Mnageaent 

S 

Tasks. 

execution report 



- 3 5 -

F i g 3 : Detai l of t a s k 5 , fig.2 " F u n c t i o n a l ob jec t ive m a n a g e m e n t ' ' 

. Functiorwal ob.jectiue 
^ i w n i t i n n i«pnm»t 'execution report 

Procedure t o apply 

Procedures 

Functionnal ob.jectiue y ^ 

Phusical 
and s t a t u s 
data 

Determining 
elementary 

function 
t o act iuate 

5 . 2 

Elenentani 
function 
act iuat ion 
report 

Determining 
cleft , funct . 

t o be used 
>15.1 

List 

Priority 

Elewentary 
function 3 

Activating 
elementary 

function 

5 . 3 

Task. 

[to again 

Fig 4 : E S C R I M E facility architecture 

PLANT PHYSICS and SYSTEMS SIMULATION 

C PLANT PHYSICS 
SIMULATION 

c PLANT SYSTEMS 
REPRESENTATION ) 

• c 

5 
LOW LEVEL 

AUTOMATIC CONTROLS, 
SENSORS and ACTUATORS D 

INFORMATION PROCESSING and ADVANCED CONTROLS 

INFORMATION: 
SERVEFt 

OPERATOR 
INTERFACE 

MANAGEMENT 

I X ADVANCE CONTROL 
FUNCTION N' 

R O L ^ 
r j 

(ADVANCE CONTROL A 
FUNCTION N*2 J 

: OTHERS X; 
INFORMATION 
XSOÛRCÈSX 



- 3 6 -
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ABSTRACT 

The paper describes the components, functioning and services of the VERONA-u core monitoring 
system recently installed at Unit 2 and 3 of the Hungarian Paks NPP. The VERONA-u is a totally 
upgraded and modernized version of the previous VERONA system, in the upgrading project the 
data-concentrator, the host computer and the operators' displays were replaced by state-of-the-art 
hardware and software components. Dual hardware redundancy and automatic function recovery 
actions were introduced in order to ensure high system availability. The man-machine interface has 
been redesigned completely, applying X Window as Graphical User Interface. Improved core 
analysis and power reconstruction methods were introduced, together with a detailed hot-spot 
monitoring algorithm. A capable archivation module ensures periodic logging of all measured data, 
change sensitive storage of important signal changes and provides sophisticated post-mortem 
analysis tools. The upgraded system has been working satisfactorily on Unit 2 for a complete fuel 
cycle by now, the on-line system response in complex, transient situations is illustrated in the paper. 

1. MAIN FEATURES OF VERONA-u 

1.1 Purpose of upgrading 

The four VVER-440/213 type PWR units of the Paks NPP have extensive fixed in-core detector sets: 
altogether 246 assemblies are equipped with measuring devices in a core consisting of 349 fuel 
assemblies. The 36 SPND strings are located at the central tubes of the assemblies, each string 
consists of 7 rhodium detectors plus one cable for the proper compensation of gamma-induced 
detector cable-currents. The outlet temperature of the coolant is measured by thermocouples in 210 
assemblies. This dense core instrumentation offered the opportunity to develop and operate an on-
line, quasi real-time core monitoring system in the early eighties, the original version of the 
VERONA system [1,2] has been put into full operation in 1984, during the 2nd fuel cycle of Unit 1. 

The previous VERONA version has been working satisfactorily on all the four units for almost 10 
years by now, but due to its aging hardware and limited computing resources in 1991 a decision has 
been made by the NPP to replace it by a modern, more capable system. The upgraded version [3] 
started full operation on Unit 2 in September 1993, the latest VERONA-u installation started its work 
on Unit 3 in August 1994. 

Besides improving hardware quality, reliability and software modernization, the main purpose of 
introducing a new, upgraded core monitoring system was increasing operational safety, which is 
believed to be achieved by: 
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- a reduced input sensor scanning interval ( 2 sec instead of 16 sec), 
- a partially redundant data collection hardware, 
- a dual redundant host computer configuration with automatic changeover, 
- continuous, periodic archivation of all measured data for off-line analysis, 
- an improved core analysis (e.g. pinwise linear heat rate and DNBR calculation), 
- a user-friendly, fully X-compliant man-machine interface-

Experience obtained during the first full VERONA-u fuel cycle on Unit 2 has shown, that the system 
ensured uninterrupted and reliable core monitoring service during the whole cycle and therefore lived 
up to its users' and designers' demanding expectations. 

1.2 Purpose of core surveillance 

The VERONA-u system has been designed and programmed to supply the operators with data 
characterizing actual core and plant status in a comprehensive and ergonomie manner. Reactor power 
limitation regulations presently rn effect at the Paks NPP demand to operate the reactor always under 
such conditions, that the following parameters should not violate their corresponding limits: 

- reactor thermal power, 
- average coolant temperature rise (dT) over the reactor, 
- coolant temperature rises over the loops, 
- individual assembly outlet temperatures and dT values, 
- assembly radial power peaking factors (Kq), 
- nodal power peaking factors (Kv), 
- total number and distribution of available SPNDs and core outlet TCs. 

The system supplies continuous on-line information characterizing actual distances from these limits 
in the form of color-coded core-maps, event lists, trends and printed reports. From a safety point of 
view, the VERONA-u is a passive information system, it does not output any control signal directly 
influencing plant automatics or control devices. 

The ultimate aim of the data processing in the VERONA-u system is the accurate determination of 
the two-dimensional (2D) coolant heat-up distribution in the 349 assemblies and the calculation of 
the three-dimensional (3D) linear power distribution in 3490 nodes. The location of the most loaded 
fuel pin in each assembly is also calculated, in order to perform a detailed thermohydraulic analysis 
to determine assembly hot-spots. Since the maximum assembly dT, linear power and minimum 
DNBR values may occur in those assemblies, which are not equipped with measuring devices, in the 
monitoring procedure it is essential to determine reliable estimates for every fuel assembly. The 
corresponding estimation procedures are called 2D and 3D extrapolation, and they can be considered 
as a synthesis of measured and theoretical information relevant to the VVER-440 core. 

1.3 Data collection and standard signal processing 

The original HINDUKUS intelligent data acquisition system has been replaced by a distributed data 
collection and primary signal processing system called PDA (Polyp Data Acquisition), designed, 
programmed and installed by the Comproject Engineering Ltd. and the Akribia Automation Ltd., 
Budapest. The PDA system consists of five independent measurement cabinets, each cabinet contains 
a Heurikon CPU board (Motorola 68040 type processor, 4 MByte RAM and 1 MByte EPROM), two 
Ethernet cards and a number of standard VME modules (integrating type A/D converters for TC 
signals, (lA-to-Volt converters for SPND signals, see Ref. [3] for details). 

Programs performing signal processing in the PDA system are running under the OS-9 Industrial 
Real-Time operation system, the communication with the host computers is carried out according to 
the TCP/IP protocol using the TGV Multinet package. 
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Tlie system scans cca. 700 analog and 360 discrete signals with two seconds processing cycle, the 
most important measurements are duplicated. Besides in-core signals (i.e. 210 assembly TCs and 252 
SPNDs) other important measurements from the plant are also handled by the system (e.g. ex-core 
neutron detector signals, loop temperatures, control rod positions, valve and pump states, MCP 
pressure drops). The measurements are arranged in the PDA cabinets in such a way, that even if 2 
PDA units from the 5 have failed, the system is still able to supply sufficient measured information 
for core analysis. Data filtering, conversion to engineering units and signal validity checks are 
performed in the PDA computers. The signal processing is table-driven, the contents of the applied 
processing-tables are extracted from the process database residing on the host computers 
automatically, therefore no database maintenance is required in the PDA units. 

Preprocessed measured signals are collected into standard data packets and transferred to the host 
computers through the duplicated Ethernet network in every two seconds. The scheduling of the 
network data transfer is controlled by an independent timing-unit, which synchronizes data 
transmission from all PDA units. In case the primary Ethernet line has failed, the changeover to the 
reserve line is automatic. 

Two MicroVAX-3100/80 type computers (having 40 MByte RAM, 1.3 Gbyte disk and 2.0 Gbyte 
streamer tape each) running under VAX/VMS operation system form the central part of the 
VERONA-u. In order to ensure almost 100% data availability, the two computers are running fully 
parallel: both computers receive all data packets from the PDA units cyclically, perform standard 
signal processing, core analysis and archivation. This organization ensures, that not a single data 
packet is lost when one of the hosts fails. 

Programs dealing with signal processing and core analysis are divided into two classes, according to 
the CPU time required for the completion of their tasks: synchronous programs finish their 
calculations within measurement cycle time (2 sec), while the so called asynchronous programs may 
need several cycles. The synchronous programs carry out the following tasks in the 2 seconds cycle: 

- temperature calculation from TC signals and handling duplicated measurements, 
- calculation of loop and reactor heat balance, 
- secondary (statistical) validity check of TC and SPND signals, 
- determination of core coolant heat-up distribution (2D extrapolation), 
- limit violation check and event generation, 
- periodic and change-sensitive archivation, 
- freshing of operator's displays. 

Asynchronous tasks are running with 1 minute cycle time and perform the determination of linear 
power distribution in the 3490 nodes (3D extrapolation), hot-spot monitoring and data accumulation 
(assembly burnups, SPND delivered currents, shift-log integrals). 

1.4 Core analysis 

In the VERONA-u system several previously applied calculation models were replaced by improved 
ones and some important new modules were introduced. The new models were mainly elaborated by 
reactor physics experts of the Paks Nuclear Power Plant Company, incorporating experience obtained 
from the operation of the original VERONA system. 

The 2D and 3D extrapolation procedures rely on precalculated core power distributions to a certain 
extent, especially in those assemblies, which contain a partially inserted control rod and its attached 
control rod follower part. Due to engineering resasons, in such core positions there is no TC or 
SPND measurement, and obviously no measurements are available in the corresponding symmetric 
core locations. Therefore any extrapolation method must utilize theoretical information relevant to 
the actual core status, in order to assign reliable estimates to these core locations, as well. The 
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VERONA-u utilizes a new VVER-440 nodal core calculation code C-PORCA [4], which has been 
specially tailored for core monitoring applications. The program solves the 3D two-groups diffusion 
equation assuming 60° core symmetry and works properly at reactor power levels close to the 
nominal (100%) state. The fast flux is determined for the core region by using the finite element 
method, while average nodal thermal flux values are calculated in 2D from the regions called 
superassemblies (a superassembly is the region defined by the six central points of the six fuel 
assemblies surrounding a chosen one). Group constants for the C-PORCA were generated by the 
WIMS-D4 code [5], the constants are tabulated as functions of boron concentration, fuel burnup, 
moderator temperature, fuel temperature and average assembly power (see Ref. [4] for more details 
and code verification). In the VERONA-u at the beginning of a new fuel cycle the cycle history is 
precalculated by the C-PORCA. The obtained nodal power distributions corresponding to the 
different core bumups and control rod insertions are stored in a file, from where extrapolation 
algorithms can retrieve calculated data closest to the actual core status. 

Proper extrapolation of assembly dT measurements (2D extrapolation) means producing reliable 
coolant dT estimates for non-measured assemblies. The extrapolation is carried out by the 
combination of measured and precalculated information in a least-squares fitting procedure. The 
existing neutronic coupling between neighbouring assemblies is taken into account in the algorithm: a 
selected fuel assembly plus its surrounding six assemblies are treated as a coupled entity 
(microsector, see Ref. [6] for details). According to the model verification tests this approach gives 
good extrapolated values even for asymmetric cases: the accuracy of the assembly dT reconstruction 
algorithm is ± 2-3 % for symmetric, and ± 4-5 % for asymmetric core states. 

The 3D extrapolation means the determination of the fast flux and linear power distribution in the 
349 assemblies in 10 axial nodes. The applied extrapolation procedure [7] is a 3D synthesis method: 
the 2D power distribution is taken from the 2D extrapolation, while the axial power shape is 
determined from SPND readings. This synthesis method gives good results even for asymmetric core 
configurations: the accuracy of the power shape reconstruction algorithm is ± 4-6 % for symmetric, 
and ±8-10 % for asymmetric core states. 

In the near future new power limitation regulations will be elaborated and licensed for the Paks NPP 
units. The revised power limitation criteria will require the monitoring of physical fuel parameters, 
and not of peaking factors, as it is done in the present practice. The two most important power 
limiting factors in a PWR is the maximum allowed fuel rod linear power and the minimum allowed 
DNBR. In order to supply reactor operators with continuous on-line information characterizing actual 
distances from these limits, an on-line hot-spot monitoring procedure has been introduced in the 
VERONA-u system. The procedure determines the maximum fuel rod power, maximum fuel rod 
linear power and minimum DNBR value for every fuel assembly once in a minute. 

The VVER-440 in-core instrumentation does not provide any direct information on the internal 
(pinwise) power distribution within the fuel assemblies, therefore one must rely on calculations to 
obtain reliable pinwise linear power values. The VERONA-u uses a fast on-line method [8], where 
avegare nodal fast and thermal flux values are taken from the 3D extrapolation and an interpolation 
procedure is applied for the regions determined by the central points of three assemblies encircling an 
assembly cornerpoint. The VVER-440 assembly has a hexagonal geometry such, that the most loaded 
fuel pins are always situated at the six cornerpoints, therefore the program calculates pinwise axial 
power distributions only for these rods, to save computing time. The minimum DNBR is determined 
in a one-channel thermohydraulic approximation, the critical heat flux is calculated according to the 
well-known Bezrukov-correlation with axial form-factor corrections [9]. The DNBR margin is 
determined by assuming a transient situation caused by a sudden coolant flow reduction (the rotor of 
an MC pump is locked). 
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1.5 Objcct oriented process database 

When designing the VERONA-u system some principles of software production have been fixed at 
an early stage of program development as follows: 

- programs should always access database items by referring to their names, 
- database modifications should not require program recompilation and relink, 
- predefined, named database item sets should be used in the standard processing, 
- the programs could run in two examples in the same computer, simultaneously. 

The answer for these requirements was the application of a novel database approach, the VOX 
system- The basic elements in the VOX database can be considered as primary objects, with all their 
specific attributes stored in a descriptive database region. Objects are identified by unique, structured 
Symbolic IDentifiers (SIDs) consisting of four name fields. Fast search of SID sets is strongly 
supported in the VOX, which facilitates fast serving of database queries. 

New, abstract (compound) objects can be defined as arbitraiy sets (collections) of these objects, the 
abstract objects inherit the attributes of the primary ones. Abstract objects can be defined by using a 
simple metalanguage, the actual construction of these objects is performed off-line, when the VOX 
database is recompiled. Programs performing standard processing refer to the variables by predefined 
names, e.g. BLKK.PAR.SUM means the set of variables which are archived periodically. When the 
contents of an object changes (e.g. new variables are added to the periodic archive), no program 
recompilation or relink is required, since the name remains the same, only the number of elements 
has increased. 

The container of the VOX is a record-oriented, memory-resident, structured database shell called 
CRDB, which ensures consistent on-line read/write access to the DB items. The VOX may contain 
several layers, each layer has the same structure and organization. Different layers can be used for 
running the same program system in several examples concurrently. This feature is utilized for the 
archive playback (see below). 

1.6 Data archivation and archive playback 

The VERONA-u has two important data archives: the periodic (PAR) and the transient (TRA) 
archive. The PAR contains snaphots taken at every 10 seconds, a snapshot contains all measured data 
as received from the PDA units. The time-span of the PAR is one week on disk. The TRA is a 
change-sensitive archive, containing important signal changes only (e.g. status changes, limit 
violations). This archive is used for fast search of significant events, its time span is cca. 4-6 months 
on disk. When needed, both PAR and TRA are automatically saved to streamer tape. The save sets 
contain the disk image files of the actual VOX database, these are required for the consistent off-line 
archive analysis. 

Archive playback means selecting a snapshot from the PAR and loading it into the archive VOX 
layer. The snapshot substitutes the data packets received from the PDA system, otherwise the archive 
playback system completely simulates the on-line one. The playback and the on-line system can work 
simultaneously: on-line data collection and signal processing is performed in the regular manner, 
while the analysis of a previously recorded archive snapshot is carried out on the same computer. The 
advantage of the object oriented approach is obvious when replaying old snapshots: the contents of 
the old database may differ from the actual one, but still everything is found, since processing 
programs refer to predefined variable sets, and not to individual database items. 
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1.7 Man-machine interface 

When designing the VERONA-u user interface, emphasis was put on implementing a state-of-the-art 
operators' workstation, giving fast and convenient access to core and plant data. An evident choice 
was the X Window system as Graphical User Interface, due to its standard look-and-feel and 
flexibility in application development. The system has four graphics workstations with color displays 
of 1280x1024 resolution, two of them are placed in the unit control room and operators must follow 
the core status on these screens. The main functions of the VERONA-u displays are as follows (see 
Ref. [10] for details): 

- disp/ayingspecial icons showing core parametersafetyAvamîng limit violations, 
- presentation of core parameters on color-, limit- or number-coded core-maps, 
- displaying of axial power, flux and burnup distributions for selected assemblies, 
- presentation of detailed data and actual limits for a selected assembly, 
- displaying an SPND detector overview screen, 
- displaying control rod positions, 
- presentation of an SPDS screen, 
- event list scrolling and search, 
- selection, viewing and printing logs, 
- displaying safety hexagons showing actual core and reactor symmetry, 
- displaying on-line and archive trend curves, on-line definition of new trends, 
- preparation of high-resolution full-screen hardcopies (color or grayscale), 
- opening DECterm terminal sessions for running off-line programs, 
- supplying detailed help on VERONA-u services and display formats. 

Graphics workstations represent the MMI between the VERONA-u and control room operators. The 
workstations can only be used for convenient information retrieval and grouping, no actions 
influencing the work of the VERONA-u program system can be initiated from these workplaces. 
However, such a complex software system as the VERONA-u requires certain computer operator 
actions regularly and these actions must be performed with the aid of additional user interfaces, in 
order to minimize the possibility of operator mistakes. Such operator actions are for example: 

- system management (startup/shutdown, forced computer reconfiguration), 
- on-line and off-line database modifications, 
- search and list of specified database items, 
- manipulations with the archives (event list preparation, archive playback), 
- occasional calibrations. 

In the VERONA-u all these computer operator actions can only be performed by using password 
protected, menu-driven system management programs, where important commands can be issued 
only by users having appropriate privileges. 

2. TEST PROCEDURES AND SYSTEM VALIDATION 

The VERONA-u is classified as a non-safety grade system, but it is safety-related, since the 
presented information is directly used by the control room personnel to assess core status and actual 
reserves to safety limits. The system is to be used during normal reactor operation and system 
availability is required for power operation of the plant. Due to these reasons every VERONA-u 
installation is being tested extensively before it is stated operational, the testing/validation procedures 
include the following steps. 
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The applicability of the new algorithms performing 2D and 3D extrapolation has been tested by using 
real measured data recorded by the previous VERONA system. The test data set included a large 
number of data corresponding to various reactor operation conditions: 100%, 75% and 50% power 
operation, working with 6, 5, 4 and 3 loops, symmetric and asymmetric core states. The stability of 
the algorithms has been tested by using weakly/strongly degraded measurement sets, where different 
number of detectors were eliminated from the data set. The accuracy (uncertainty) of cooland heat-up 
and 3D power reconstruction has been estimated by omitting valid measurements from the sets, and 
checking the extrapolated values assigned to the omitted measurement locations. 

After completing a detailed factory acceptance test (FAT), the system is installed at the NPP, where 
during the site acceptance test (SAT) period the VERONA-u is operated parallel with the old 
VERONA. The parallel operation facilitates the comparison of the results given by the two different 
systems having the same input data set. The SAT consists of two main parts: the first period is 
entirely devoted to accomplish a thorough functional test of the new system, the test procedure is 
based on the VERONA-u functional specification documents. System response in error situations 
(e.g. hardware failure, massive measuring device degradation, faulty measurements) is investigated in 
detail, together with the correctness of the prescribed automatic recovery actions. The second part of 
the SAT starts when the VERONA-u workstations are placed in the control room and reactor 
operators start using them regularly. 

One of the most important points in the SAT is testing the usability and performance of the user 
interface (MMI). During the tests the operators can operate and test the new MMf in a relaxed 
manner, i.e. problems arising from possible system errors do not influence the continuous retrieval of 
information corresponding to the operating reactor, since shift supervision must still rely on the data 
given by the old VERONA. Members of the test team and operators normally request several 
modifications on the workstation screen outlay, the introduction of these new features generally 
results a better system acceptance by the control room personnel. When the SAT period is over, 
computer and reactor operators are fully familiar with the new MMI, and the system can be integrated 
into the control room seamlessly. Some changes will be introduced in the above given procedures 
next year, when the Paks NPP full-scope simulator will have its own VERONA-u installation. The 
simulator offers new VERONA-u test scenarios and reactor operators can be trained prior to the 
control room installation of a new system. 

3. ON-LINE OPERATION EXPERIENCES 

The long-term on-line operation of VERONA-u has shown, that during normal, stationary 100% 
operation the VVER-440 core has ample safety reserves, the detected limit violations were mainly 
due to failed or instable measurements. However, in asymmetric and transient situations the core may 
behave differently, the following examples illustrate the type and format of on-line information the 
operators can use for assessing core and plant status. 

Figure 1. shows a core-map illustrating the core asymmetry developed after the MCP in the 2nd loop 
has tripped. Power peaking factors (Kq) for some assemblies located at the core periphery have 
temporarily violated their warning limits, but gradually the unit automatic power controller decreases 
reactor power to the 5 loop limit. The trend curves show the variation of some important parameters 
(2nd loop dT, core dT, core flow, reactor power, assembly Kq and dT). By using these display 
formats the operators can continuously follow the transient events, and assess the scope and location 
of core disturbances. 
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Figure 1. Core asymmetry and parameter trend curves after an MCP trip event 

Figure 2. shows the archive playback of data recorded during the startup tests of Unit 4, the original 
VERONA data were converted to VERONA-u snapshot format. The snapshot shows a situation, 
when a control rod has been fully inserted into the core, in order to simulate a rod drop event at 75 % 
reactor power. Obviously this rod insertion results a strongly asymmetric core, therefore in some 
assemblies the Kq and Kv parameter values will increase considerably. By using this display format 
the operators can assess the magnitude of the core asymmetry, the axial power shapes in the vicinity 
of the inserted control rod and in the corresponding symmetric core locations, the location and 
severity of possible core parameter limit violations. 
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Figure 2. Power peaking factors and axial power shapes after a control rod drop event 

With all in-core thermocouples and SPND detectors working properly, the 2D and 3D extrapolation 
algorithms produce stable and accurate results. Difficulties may arise in the correct core assessment, 
if the number of available measurements is reduced to a large extent. Reactor operational regulations 
prescribe that at least 75% of assembly outlet TCs and 67% of the SPNDs must always work 
properly, in order to ensure the sufficient number of in-core measurements for core analysis. 
Assembly outlet TCs may degrade massively and simultaneously, if their cold junction temperatures 
have failed for some reasons. In this case the measurement coverage of a core section is lost 
temporarily, and it is very important to locate and correct the failed cold junction measurements 
rapidly, in order to restore full core surveillance. 

Figure 3. shows a situation, when several cold junction temperature measurements are invalid, and a 
large core section has no TC measurements. The core-map shows the distribution of available (valid) 
thermocouples in the vicinity of every assembly. Note, that the location of the disturbance is shown 
on the picture clearly, and operators can detect the failed cold junction thermometers easily. 
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Figure 3. Massive in-core TC degradation as shown on the VERONA-u display 

The assembly nodal power peaking factor (Kv) is very sensitive to the axial power shape, which is 
derived from SPND measurements. Instable or slowly drifting SPND signals may cause fake Kv limit 
violations, in spite of the fact that the SPND currents are subject to a strict primary and secondary 
validity check procedure. In order to facilitate the detection of suspicious SPND signals and for the 
easy observation of SPND current behaviour a so called SPND overview display format has been 
introduced in the VERONA-u system. 

Figure 4. shows a "suspicious" SPND chain (indicated here in black), its detectors were sometimes 
filtered out by the validity check algorithm, sometimes were not, thus produced slightly oscillating 
maximum Kv values in the fuel assemblies belonging to its microsector. The operator can detect this 
behaviour easily by visual observation and eliminate the failed signals from the 3D extrapolation 
procedure. 
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Figure 4. Failed SPND detectors shown on the VERONA-u SPND overview picture 

4. SUMMARY 

The hardware and software desing, functioning and validation of the upgraded VERONA system has 
been outlined, emphasizing capable and reliable data collection, improved core analysis and advanced 
man-machine interface. On-line core surveillance has been illustrated by examples recorded during 
reactor transients and in situations, when core instrumentation degradation occurred. 
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ABSTRACT 

The main motivation behind the development of SCORPIO is to make a practical tool for reactor oper-
ators which can increase the quality and quantity of information presented on core status and dynamic 
behaviour. This can first of all improve plant safety as undesired core conditions are detected and pre-
vented. Secondly, more flexible and efficient plant operation is made possible. These improvements are 
obtained by better surveillance of core instrumentation and through detailed calculations of core 
behaviour using on-line simulators. 

The SCORPIO system has two parallel modes of operation: the Core Follow Mode and the Predictive 
Mode. The system has been in operation at the Ringhals PWR unit 2 in Sweden since the end of 1987 
where it runs on Norsk Data mini-computers. 

Recently, there has been a renewed interest for SCORPIO mainly determined by the utilities' desire to 
obtain more economical and flexible plant operation. The SCORPIO system has been transferred to 
Unix based workstations and integrated with the Picasso-2 graphics system. In addition to Ringhals the 
new system is currently being installed at Nuclear Electric's Sizewell B PWR in UK and Duke Power's 
Catawba Unit 1,2 and McGuire Unit 1,2, USA. 

1. INTRODUCTION 

At the OECD Halden Reactor Project, the development of the on-line core surveillance system SCOR-
PIO was initiated more than 10 years ago. At that time core simulators were mainly a tool for off-line 
analysis to verify core design, fuel shuffling and calculation of core operational margins. It was usually 
not available for operators on-site. The input to the simulators were cumbersome and requirements for 
computer resources where considered too high for on-line use. One major design goal was to make a 
system which could be handled by reactor operators as a computerised operator support system. 

The first prototype of the predictive system was ready in October 1982, Ref. [1]. The MMI was 
designed in order to facilitate preparation of simulator input, to follow and survey the execution of the 
simulation, and to present core simulation results in a suitable manner for the operator. The 3D-core 
simulator CYGNUS was developed emphasizing accurate and fast execution on minicomputers. Fur-
ther, the prototype contained the strategy generator STRATOS, and the data base system CODALI to 
handle the large amount of data generated. 

This prototype was adapted to the Swedish Nuclear Power Plant in Ringhals (Units 2,3 and 4 PWR) and 
installed in June 1984. A complete system including the core follow mode of operation, monitoring 72 
in-core gamma thermometers, was delivered to Ringhals NPP Unit 2 at the end of 1987, Ref. [2]. 

For an eight month period in 1987/88 a stand-alone version of the predictive part of the system was 
installed in Duke Power's general offices, Charlotte, USA. The system was evaluated against data for 
the Catawba Unit 2 PWR and a postive conclusion was reported in Ref. [3]. Duke's primary concern 
with installing SCORPIO was the reliance on the Norsk Data Computer. 
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In response to this statement we realised that SCORPIO should be ported to a commonly used HW/SW 
platform and this paper describes how the system appears on the HP 700 series Unix Workstations. The 
system has also been ported to Sun and IBM workstations. 

The new Unix version of SCORPIO is currently being delivered to Sizewell B, UK, the Duke Power 
PWRs McGuire and Catawba, USA, and the PWRs in Ringhals, Sweden. 

The SCORPIO system structure is independent of reactor type. Details within modules are, however, 
reactor dependent. This is mostly the case with the core follow system because the instrumentation may 
vary from plant to plant- The predictive system is the most generic part. 

The SCORPIO system was designed to be modular which in particular is important if other plant mod-
els are desired or one wants to connect to a specific type of core instrumentation. The use of the 
Picasso-2 User Interface Management System, see Ref. [4], have greatly simplified the interfacing to 
other systems. 

2. FUNCTIONAL DESCRIPTION 

The main modules in SCORPIO are identified in Figure 1. Two basically different modes of operation 
are available, namely the core follow mode and the predictive mode. 

Core Follow Mode Predictive Mode 

Core Detector 
• 

Signals 

1 • 
Figure 1. Simplified block diagram showing the two modes of operation: core follow 

system and predictive system. 

In the core follow mode, the present core state is calculated based on a combination of instrument sig-
nals and a theoretical calculation of the core power distribution. These data are passed to the data base 
and an automatic limit check on the core state is performed. The operator obtains relevant information 



- 5 0 -

on core status through the Man-Machine Interface. This information is presented on colour CRTs in the 
form of trend curves and diagrams displaying margins to operational limits. 

In the predictive mode of operation, the operator can precalculate the reactor behaviour during the com-
ing hours. As no detector signals are available in this case, the accuracy of the predicted core state 
depends heavily on the quality of the physics model in the predictive core simulator. Also in the predic-
tive mode, results from the simulator is stored in the database. The state is checked against limits, and 
the predicted behaviour of the core may be analysed by the operator through a number of dedicated pic-
tures. 

Predictive analysis is carried out in a sequence as illustrated in Figure 2. The operator first has to spec-
ify the desired power to be produced. Then the strategy generator is activated and a proposal for how to 
use the controllers is produced. Simulation is started with initial data from the core follow system and 
results are examined as the simulation goes on. If safety limits are exceeded or undesired control set-
tings are detected, the operator modifies input at critical timepoints. A new simulation is then initiated 
and examined. This interactive adjustment of a transient is carried out until the operator is satisfied. 

Figure 2. Procedure for predictive simulation with SCORPIO. 

3. THE MAN-MACHINE INTERFACE 

3.1 MMI principles 

Traditionally, simulator codes require several input files and produces enormous amount of calculated 
data. However, operators usually should not need to specify or change more than a few input parame-
ters like total power demand and the controller settings for a predictive simulation. Likewise, analysis 
of simulation results can often be limited to some key parameters like the axial offset or the most critial 
spots in the entire core. The details should be hidden but could be presented if requested. 

Much effort has been devoted to simplification of the Man-Machine Interface for SCORPIO. No spe-
cial keyboard is required for the new Unix based version as was required for the old version of SCOR-
PIO, Ref. (1). All pictures can be selected from a "keyboard" picture. 

The input to SCORPIO is entered through a combined use of a mouse or trackerball and an alphanu-
meric keyboard. The input to be specified by the operator is reduced to a minimum and the input proce-
dure is made as simple as possible. 
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In addition, the operator is guided through a dialogue procedure with context sensitive dialogue fields 
and functions to be selected from menues. The dialogue is made fault tolerant. This means that feed-
back is obtained in form of messages if the operator tries to enter illegal data or for instance tries to start 
a simulation while the simulator is active etc. 

The pictures have been divided into three different classes according to their content of measured data, 
simulator results, and comparison between measured and calculated values. Within each of these 
classes the pictures may be subdivided into trend- and present-data displays. 

The trend curves have dynamic vertical scales and time scales which the operator is free to modify. 
This type of "zooming" can be useful when focusing on details. 

3.2 Predictive Pictures 

The dialogue system of SCORPIO is made flexible such that the operator himself can choose if he will 
specify all input to a predictive run or if he wants the strategy generator to supply the controller set-
tings. In the latter case only the total power as function of time is specified. Both a graphical and 
numerical representation of the input are shown in the picture. This makes it easy to check the input 
because errors will show up immediately in the picture and they can be corrected at once. 

The strategy generator is activated by a function key in the lower field of the picture. The desired power 
trajectory is read and after a few seconds (<5 seconds), values for inlet temperature, boron and control 
bank positions are proposed. The operator can also here investigate the proposed control strategy care-
fully in pictures with both graphical and numerical representation. If the operator wants to modify this 
proposed strategy, he is free to type in new values in the dialogue field. 

When simulator input is prepared, the simulation is activated with a function key. The simulation out-
put is presented in colour coded self-explanatory pictures. The operator can observe the calculations by 
looking on a picture which displays trends of key core parameters such as axial offset and most critical 
magins to LOCA, DNB and PCI. For instance channel power distributions can be investigated. 

Strategy improvements are carried out by modifying previous strategy input. To modify the strategy is 
fast if modifications Eire done in the last part of the strategy only. This means that the first unchanged 
part of the strategy is copied from the previous calculations, only the last new part of the strategy is cal-
culated. 

3.3 Core Follow Pictures 

Two pictures are used for display of the present measured data. In the first one the operating point 
(AFD-Axial Flux Difference vs. power) is shown in a diagram together with the AFD limits. The same 
picture also displays the eight quadrant power tilt values and their relation to the operating limits. 

Another picture shows the last logged values for the ex-core detectors, temperatures, pressure and the 
rod insertions. 

Trends of AFD and its limits are shown in a separate picture because knowledge about the behaviour of 
these variables is very important to the operator. 

Another picture is designed to give maximum freedom in displaying trend curves. To facilitate compar-
isons or study of correlations between signals, curves for any two signals freely chosen among the 
available trend variables may be shown in the same diagram. The variable range for each curve is 
selected by the user, and this gives the possibility to perform detailed correlation analysis. For example, 
to study the influence of the core average moderator temperature on the core power, the operator may 
choose the range 99-100% for power and 288-289 degrees Centigrade for the temperature curve, and 
have them both displayed in the same plot. 
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The simulation output is presented in colour coded self-explanatory pictures as described for the Pre-
dictive Pictures. 

In a separate picture the trend curves for the xenon reactivity and the boron concentration are shown in 
the same diagram. By choosing a suitable range for each of the curves, the operator is able to monitor 
even small changes in the reactivity balance of the reactor. 

Trends of the AFD values from ex-core detectors and the tracking simulator are all drawn in the same 
diagram in order to obtain a convenient way of comparing the different sources for this value which is 
so important for the operation of the reactor. 

4. SYSTEM DESIGN 

The new SCORPIO system has been implemented as an application supervised by the Picasso-2 sys-
tem, see Figure 3. All the pictures and basic dialogue functions are descibed by means of Picasso-2. 
The dynamic data in the pictures are defined in its Instantaneous Database, IDB, see Ref. (4). Picasso-2 
communicates with external tasks through the Supervisor. The communication protocol is called 
COMIX which is a protocol defined on top of the TCP/IP ethernet protocol. Each mode of operation is 
defined as separate tasks administrated by the Predictive Supervisor and the Core Follow Supervisor. 

Figure 3. SCORPIO coupled to Picasso-2. 

The measured data of relevance for the SCORPIO Core Follow System (CFS) are pre-processed. The 
process interface program can either read a file or receive a message. The typical data set is composed 
of the following data items: 

• Data set status ('new' or 'old') 
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• Hme (the data set time logged in the process computer) 
• Reactor power values (quarter core power) 
• Inlet and outlet temperatures 
• Wide range RC-pressure 
• Control rod bank positions 
• Ex-core detector data 

In addition one may have in-core detectors. The data are typically logged every minute. 

In the pre-processor a range check for each of the variables is performed. If the value is out of range, the 
variable is assigned the status = 'bad', and is replaced with the automatic backup value. 

In addition, the following deduced variables are calculated: 
• Reactor power, based on the ex-core detectors 
• AFD, based on the ex-core detetctors 
• Quadrant power tilts, upper/lower core half 
• Insertion limit for control banks 
• Average inlet temperature 
• Penalty points, accumulated from violation of AFD limits 

Every minute the received plant data are scanned to determine if a new 3D core simulation is required 
to maintain a good estimate of the core status. The changes in power, AFD, average inlet temperature, 
and the positions of the control rod banks since the last simulation are calculated. If the cnange in one 
or more of these variables exceeds a predefined value, a new core simulation is triggered. A simulation 
will also be initiated when a specified amount of time has elapsed since the last calculation. 

The physics models of the core monitoring simulator are identical to the models applied in the predic-
tive simulator, see next chapter. Two additional features are implemented in the monitoring version of 
the simulator: Each time the simulator is activated it updates the nodal bumup distribution, and it also 
checks the increase of the core average burnup from one calculation to the next. If the difference 
exceeds a user-specified value, calculation of new values for the burnup-dependent cross-section coef-
ficients is performed. The new coefficients are sent to the predictive simulator, and thus the effects of 
fuel burnup are automatically included both in monitoring and predictive simulations. 

When the 3D core simulation is finished the output data is limit checked and stored in the Data Base in 
a similar way as for the predictive system. 

On-line modification of the following parameters is possible during normal operation: 
• Backup values for all measurements 
• Operating limits for measured data 
• Operating limits for simulator output data 
• Triggering limits for the 3D simulator 
• Nuclear reaction cross sections 
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5. PHYSICS MODELS 

5.1 The Strategy Generator 

The strategy generator module serves two purposes in the SCORPIO system: It helps the user in speci-
fying controller setpoints which keep the power distribution within specified limits during a transient. 
This increases the efficiency of the system, since a good control strategy is obtained quickly. It also acts 
as an input generator for the predictive core simulator by proposing average temperature, core flow, 
boron concentration and rod bank positions during the transient. This makes the system more user-
fiiendly since it eliminates the trivial tasks of entering large amounts of data. 

In principle, the strategy generator is an extremely simplified core simulator. The power and xenon-
iodine densities are calculated for two points, representing the upper and lower core halves, respec-
tively. This is accomplished without solving the neutronic and hydraulic equations which govern the 
core behaviour. Instead, the strategy generator relies heavily on precalculated coefficients to predict the 
reactors response to changes of power, inlet-temperature, control rod positions, boron concentration 
and xenon concentration. These coefficients are generated by a series of simulations of different reactor 
conditions with the more detailed core simulator. The strategy generator has been compared with the 
more detailed CYGNUS core simulator for a large number of different transients. The transient shown 
in Figure 4 is a rapid (5 min) power reduction from 100% to 50%. After 7 h at 50% power, the reactor 
power is increased to 100% in 30 min, and the reactor is then kept at full power. The transient repre-
sents a case in which the reactor power must be reduced quickly (for instance, after one of the turbines 
has tripped) and a fast return to full power is required after the problems have been corrected. 
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5.2 The Core Simulator 

The CYGNUS core simulator used in the SCORPIO system has been developed with the emphasis on 
obtaining a fast execution and still maintain a sufficiently accurate solution. Tho neutronics part of the 
simulator employs a coarse mesh nodal method, giving a spatial resolution of about 20 cm. The usual 
expression for internodal neutron current has been improved by utilising results derived from invariant 
imbedding theory, Ref. [5]. While the requirements of computational speed prohibit the use of a full 
two-energy group model, standard one-group theory would not give sufficient accuracy. A type of 
'one-and-a-half-group' model is introduced, where the thermal flux is eliminated based on he asymp-
totic flux ratio in the actual node modified by the corresponding ratios in the six neighbouring nodes 
Ref. [6,7], A further reformulation of the neutron balance equation is made to make it suitable for 
numerical solution. Boundary conditions are treated by geometry dependent flux estimates for the 
reflector. 

R I N G H A L S 3, B O C 1, 9 0 0 M W d / t U 
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Figure 5. CYGNUS evaluation. Transient with axial power oscillation induced by control 
rod motion. 

Special care is taken in the formulation of the xenon dynamics equations to include the effect of xenon 
concentration on the neutron spectrum to enable prediction of the core status several hours into the 
future. In addition to the thermal absorption cross section, the fission cross section will depend on the 
xenon concentration. The model also includes changes in the microscopic absorption cross section of 
Xe-135 as a function of the spectrum. The accuracy of a xenon concentration depends, among other 
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factors, on the xenon integration model and the length of the time step. In CYGNUS, the flux is 
assumed to change as a linear function of time, allowing relatively long time steps. 

A special feature has been included in the code to simplify the transient specification. It consists of an 
automatic time step generator which determines the xenon transient time steps allowing for the speed 
with which certain core variables are changing. The most important parameter influencing the xenon 
integration step is the rate of change of control rod positions. 

It is unlikely that anybody will be able to give input for all controllers in such a way that criticality can 
be maintained throughout a transient. Therefore the simulator must be able to find the controller posi-
tions which will make the reactor critical at every time step. The controllers available for this criticality 
search in CYGNUS are the boron concentration and the positions of the control rod banks. The 
sequence in which they are used is determined by user-defined priorities. A check is always performed 
to ensure that the controller does not exceed maximum or minimum values of insertion (concentration) 
or rate of change. If this happens, the controller is used as fast as possible, and the next controller is 
then activated. 

The CYGNUS code has been checked against measured plant data from the Westinghouse PWR at 
Ringhals unit 3. Figure 5 shows results from a 30 h transient in the 2775 MW (thermal) reactor at unit 3, 
which was run at almost constant power (75%), and where a strong axial power oscillation was induced 
by control rod motion. This transient occurred at a uranium burnup of 900 MWd/t of cycle 1. During 
this transient the rms deviation between measured and calculated average channel powers was almost 
constant at 2.5%. 

6. EXPERIENCES WITH THE SCORPIO SYSTEM 

During the design and realisation of SCORPIO, the creation of a well balanced system compromising 
between computing speed and the complexity of the physics models included has been emphasized. 
High performance of the total system as such is of special importance when serving as an operator aid 
in the control room. An effective and user-friendly input dialogue has been made to facilitate prepara-
tion of predictive simulation. 

The strategy generator has proved most useful for proposing good control strategies with the well 
defined objective of keeping a constant power distribution during a transient. To facilitate transient han-
dling even in coastdown periods, the strategy generator has been modified such that also the inlet tem-
perature can be used as an active controller to adjust the core's reactivity. The option with temperature 
control is also useful before the coastdown period, since specifying that temperature should be used 
before boron in many cases leads to a significantly reduced amount of waste water. 

Operational experience has been obtained from Ringhals Nuclear Power Plant. The main use of the sys-
tem at Ringhals is operation planning, but it has also been found to be an efficient tool for increasing 
the operators' understanding of the dynamic behaviour of the reactor core in transient situations. The 
coupling to the reactor instrumentation at unit 2 at Ringhals provides capabilities for trend analysis and 
diagnosis. For each of the eight measured axial power distributions from the fixed incore detectors, 
SCORPIO provides a reference power distribution obtained from the integral on-line simulator CYG-
NUS. Large deviations between measured and expected axial power distribution might be a sign of 
inconsistencies either in measurement or calculation. 

Based on the experience from running the core monitoring version of CYGNUS in parallel with the 
reactor, it has not been deemed necessary to modify the equations or solution methods in any of the 
physics modules. However, the system has been made more flexible by adding models for reactivity 
control by means of moderator inlet temperature and reactor power. Updating of cross-sections due to 
burnup has also been included. 

The major benefits obtained with the new version of the SCORPIO system are that it runs on * com-
monly available Unix-based workstation. Special hardware equipment is no longer needed. The MMI is 
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implemented in Picasso-2 and runs under Xwindows. This facilitates modularisation and access to 
external systems. Modification and extension of the MMI are easy to perform. The layout of the pic-
tures has been preserved, however, dynamic scaling has been introduced in the trend curves to facilitate 
analysis of detailed physical phenomena. 

The performance of the new system has improved drastically. The following performance figures have 
been measured on a HP 730 Unix workstation. The strategy generator needs less than 5 seconds to pro-
pose controller settings for a transient of 48 hours and the CYGNUS simulator calculates this transient 
consisting of 21 time steps within 35 seconds. A general improvement has been obtained in the 
response time for picture retrieval and when changing between dialogue fields. 

7. CONCLUSIONS 

The core surveillance system SCORPIO is an example of an operator support system which has been 
gradually developed from the original prototype version to a mature, useful tool for control room oper-
ators. It has been extended and upgraded as feedback from end-users has been received. The basic sys-
tem functions are maintained when adapting to new technology. The main improvements have been in 
the MMI and faster execution of the physics models. 

The future development will concentrate on making a more advanced strategy generator with flexible 
selection of control objectives. One will also consider interfacing to other types of core simulators. 
Work on development of a W E R version of SCORPIO has been initiated and it has been suggested to 
make a BWR version as well. 
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Abstract 

Various operator support systems for nuclear power plants are already operational 
or under development in the IAEA Member States. Operator support systems are 
based on intelligent data processing and, in addition to plant operation, they are also 
becoming more important for safety. A key feature of operator support systems is 
their availability to restructure data to increase its relevance for a given situation. 
This can improve the user's ability to identify plant mode, system state, and 
component state and to identify and diagnose faults. Operator support systems can 
also assist the user in planning and implementing corrective actions to improve the 
nuclear power plant's availability and safety. In September 1991, the IAEA 
Committee for Contractual Scientific Services approved the Co-ordinated Research 
Programme (CRP) on "Operator Support Systems in Nuclear Power Plants" in the 
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framework of the Project "Man-Machine Interface Studies". The main objective of 
tliis programme is to provide guidance and technology transfer for the development 
and implementation of operator support systems. This includes the experience with 
human-machine interfaces and closely related issues such as instrumentation and 
control, the use of computers in nuclear power plants, and operator qualification. 

1. INTRODUCTION 

An international organization is in an ideal position for creating a framework that is 
instrumental in the exchange of knowledge and experience. The role of the IAEA in 
collecting, systematizing, and developing scattered knowledge and experience has 
been recognized since its inception. 

Following recommendations made at the Specialists' Meetings in Helsinki ("Artificial 
Intelligence in Nuclear Power Plants", October 10-12, 1989) and Lyon 
("Communication and Data Transfer in Nuclear Power Plants", April 24-26, 1990), 
the International Working Group on Nuclear Power Plant Control and 
Instrumentation (IWG-NPPCI) suggested the organization of a CRP on "Operator 
Support Systems in Nuclear Power Plants". 

It was suggested by the IWG-NPPCI that the proposed CRP should focus its efforts 
on various aspects of who are the users of operator support system, what are their 
needs, and what would be the benefits of operator support systems. In September 
1991, the IAEA Committee for Contractual Scientific Services approved the 
programme in the framework of the "Man-Machine Interface Studies" project. 

The main objective of this programme is to provide systematic guidance and 
information on human-machine interfaces and closely-related issues including 
instrumentation and control, the use of computers in nuclear power plants, and 
operator qualification. An essential part of this objective is to exchange experiences 
in these areas between co-operating organizations. 

2. SCIENTIFIC BACKGROUND 

Motivation 

In the last twenty five years, the size and complexity of nuclear power plants have 
increased significantly. In addition, the requirements on operations, maintenance, 
engineering, and management personnel to improve availability, reliability, and 
productivity and to reduce safety challenges to the plant have increased. These 
personnel are working with more complex systems, and responding to increasing 
operational, financial, and regulatory demands. As tasks become more complex, 
involving large numbers of subsystem interrelationships and large amounts of data, 
the likelihood of potential errors and their detrimental consequences may increase. 
Reliable, integrated operator support systems can play a critical role in increasing 
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availability and reliability, in reducing operation and maintenance costs, and in 
protecting the utility's capital investment. 

The technological advances of the last few years have made it possible to develop 
sophisticated operator support systems, which can not only process and present 
information, but can also give advice to the operator. With appropriately 
implemented operator support systems, humans can be augmented substantially in 
their capacity to monitor, process, interpret, and apply information; thus reducing 
errors and increasing reliability and availability. These operator support systems 
can increase productivity by eliminating routine human-power-intensive efforts 
such as recording, collecting, integrating, and evaluating data; and by assisting in 
monitoring and control activities. They can improve the consistency and 
completeness of decision-making activities by performing the role of diagnostic and 
decision-support advisors. Operator support systems can assist in reducing safety 
challenges to the plant by presenting more complete, integrated, and reliable 
information to plant staff to better cope with operating and emergency conditions. 
Reducing safety challenges leads directly to improved reliability and availability and 
hence productivity. An additional advantage of operator support systems is that 
they can, and should be, tailored to the specific needs of the user. 

Problems experienced and what has been done 

Operational, diagnostic, monitoring, and maintenance errors have all occurred in 
power plants causing reductions in availability and substantial financial 
consequences. The event at Three Mile Island is an extreme example of this. Since 
this event, a number of operator support systems have been implemented to assist in 
the control room such as critical parameter displays, boiling curve displays and 
tables, and emergency operating procedure flow charts. These operator support 
systems have demonstrated their ability to assist humans in making their decisions 
and increasing the availability of the power plant. 

In the maintenance area, operator support systems have been developed to reduce 
equipment failures such as instrumentation out of calibration, emergency diesel 
generator faults, and pump degradation. These operator support systems allow 
faster fault detection and diagnosis, and give the capability to know when to 
perform conditioned-based maintenance on plant equipment. Conditioned-based 
maintenance and faster fault detection and diagnosis can reduce the plant down time 
and repair costs. 

In the engineering area, operator support systems have been developed to assist in 
many areas which are either difficult or time consuming. Some examples are 
refueling planning systems, design aiding tools, and root cause advisors. 

Finally, in the management area, operator support systems have been developed to 
assist in planning and decision making. Examples are maintenance planning 
advisors and cost-effective plant operation decision aids. 

Future directions 
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Advances in technological and human engineering offer the promise of helping 
nuclear power plant staff to reduce errors, improve productivity, and reduce the risk 
to plant and personnel. A plant-wide infrastructure for coordinated operator 
support systems should be created to enhance these systems and to reduce their 
implementation costs. This infrastructure will include information communication 
capabilities, database and knowledge base managers, and a unified human-machine 
interface. This infrastructure will permit incremental additions of operator support 
systems in all domains. 

Eventually operator support systems will be developed to assist humans in all areas 
where the systems can demonstrate usefulness to the human. Guidance and tools 
for developing and implementing these operator support systems will be created. 
These operator support systems will be implemented both in new plants and as 
retrofit upgrades to existing plants. 

3. PROGRAMME GOALS 

The major goal of the IAEA Coordinated Research Programme on Operator Support 
Systems in Nuclear Power Plants is to supply guidance and technology transfer in 
the development and implementation of operator support systems. Several subgoals 
have been identified to accomplish the first steps necessary to achieve this overall 
goal. These subgoals are to: 

o Determine the current status of operator support systems and their 
availability 

o Assess Member States' experience with operator support systems 

o Determine plant activities which can benefit from operator support systems 

o Identify needed operator support systems and classify them in terms of type, 
user, and criticality 

o Evaluate the consequences of "soft automation" which occurs with some types 
of operator support systems 

o Develop recommendations on how to implement operator support systems in 
nuclear power plants from both the technological and human factors aspects 

o Develop requirements for methods to evaluate the usefulness of operator 
support systems to the user 

o Develop requirements for methods to perform cost/benefit analyses to help 
justify operator support systems 
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o Perform a review of current practices for qualification, verification, and 
validation of operator support systems. 

4. SCOPE OF WORK 

The scope of work for this programme has been divided into five areas. The tasks in 
these five areas are designed to achieve the goals mentioned above. The following is 
a detailed description of these five areas and some of the questions that still need to 
be answered. 

Operator support systems' current status and experience 

Various operator support systems are already operational or under development in 
different countries. Essential consideration in operator support system development 
is the integration with other instrumentation and control systems. A serious lack of 
proven methods and practical international standards to support this integration still 
exists. 

Existing experience in the development and implementation of the operator support 
system gives the opportunity to evaluate the achieved results, to determine the 
implementation tasks and difficulties, and to define the requirements of an operator 
support system to assist power plant personnel. The following activities are needed 
to achieve this information. The physical and mental tasks to be performed by the 
operator need to be defined to determine what activities are potentials for an 
operator support system. Areas of operation that are difficult, error-prone, or 
routine for human operators both in operational maneuvers and in comprehension 
and planning should be identified. These are areas which are prime candidates for 
operator support system development. An understanding of existing operator 
support system functions and how well they have been utilized can yield important 
lessons for future implementation activities. An accumulation of a list of operator 
errors and plant departures from optimum performance will also present potential 
areas for future operator support system. These activities will help identify the areas 
of opportunity for operator support system capabilities. 

Identification and classification of operator support systems 

The problems of terminology and classification are extremely important for all 
technical areas. Solving these problems allows the implementation of a systematic 
approach in the design, evaluation, and acceptance of integrated operator support 
systems. Initial practice in this area by UNIPEDE and the Halden Project can be a 
basis for the classification of operator support systems. This classification will be 
useful for designers as well as for licensing organizations. 

So far operator support systems, which have been developed, have not been 
classified as safety systems or safety-related systems requiring a formal licensing 
procedure. However, there are signs that some operator support system 
applications might be in these areas in the near future. Therefore, it is essential to 
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identify and correctly classify these systems and to consider the potential licensing 
ramifications for them. 

An important effort in the identification of operator support systems is the 
development of functional tasks performed by operators and the determination of 
where operator support systems can contribute to these tasks in a useful manner. 
This can be achieved by looking at the operational, maintenance, engineering, and 
management activities in a nuclear power plant. These activities can then be 
evaluated to determine which could benefit from the utilization of operator support 
systems. Associated with this effort, it is also necessary to understand the 
relationships between the responsibilities of the operator and the operator support 
systems. 

In this connection it is important to consider the following needs. Information which 
would allow the matching of operator support system with operator/operational 
needs must be obtained. It is important to define who is the operator and what is an 
appropriate operator support system. A foundation based in plant activities to 
classify operator support system should be established. An essential aspect for the 
success of operator support systems is the determination of a method for classifying 
the relationship between the operator's responsibility and the operator support 
system's responsibility. Determining the operational degrees of freedom is needed. 
For example, how much control and responsibility does an operator really have and 
how much should the operator have, leads to what roles the operator support 
system can play in the power plant. To support implementation of operator support 
systems, it is important to develop a classification scheme for operator support 
system functions. 

Human aspects of introducing operator support systems 

The availability of advisory systems to the operator is changing the operator's basis 
for making decisions and performing actions. It is essential that the operator 
support system does not limit the operator's ability to use his own creativity and 
knowledge when faced with problem solving tasks. Rather, the operator support 
system should support him in using his knowledge and extending it. The success or 
failure of this depends very much on the way the operator support system is 
designed, and the background the operator has in utilizing this technology. The 
specific items to be considered are described below. 

When designing the operator support system, it is important to ensure that it, in 
practice, gives the intended support and is accepted by the operator. One way of 
coping with this is by involving the user at an early phase of the operator support 
system development. Questions still remain to be answered. Should this be done at 
the time of the operator support system function specification, during the design of 
the human-machine interface, or when? Are there many steps in which to involve 
the user? 

Introduction of operator support systems changes the type of information available 
to the operator. The operator may change his role from performing detailed actions, 
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siich as control actions, to making more? high-level decisions. Will this change the 
operator's role and also present new requirements for the operator with respect to 
basic education and training? 

Efficient use of an operator support system can only be made if the operator is 
familiar with the function of the operator support system and its interface to the 
user. Training in use of the operator support system is important, so that the 
operator can use it in the right situation and in the right manner. Training, using a 
full scope simulator is foreseen, to ensure the operator has these abilities. 

Extensive use of operator support systems may make the operator dependent on the 
system, and reduce his ability to handle the situation correctly if the operator 
support system is unavailable or gives wrong or incomplete information- Especially 
in the case of diagnostic systems for the handling of unexpected events, this may 
have a negative effect on operator performance. The reliance upon an operator 
support system may lead to what is called "soft automation". Is this desirable, and 
what requirements does that put on the operator support system quality? Can the 
operator support systems be designed so that the operator's ability to handle the 
situation on his own is not deteriorated, but actually improved? 

Technology for implementation 

In this section, the programme will be focused on computerized operator support 
systems which are expected to constitute the main part of future operator support 
systems. With the fast development of computer technology, the main task will be 
to apply the technology in the correct manner. That is, avoiding technology-driven 
operator support system development and instead doing development based on 
user needs. 

In cases where a large number of operator support systems are to be implemented in 
the control room, special attention must be paid to integration of the operator 
support systems with respect to other systems and'to design of a unified human-
machine interface for all of the systems. As introduction of a new operator support 
system normally means that more and new types of information are available, 
guidance should be given on what information to display and how to display it so 
that it is useful and does not add a burden to the operator. 

Even though new plant designs are being developed, where operator support 
system-based control room concepts are presented, operator support systems will 
mainly be utilized through a gradual upgrading of existing plants. Special attention 
must be paid to establishing the infrastructure necessary to successfully implement 
operator support systems. Elements in this infrastructure are communication and 
computing capabilities, databases, and knowledge bases. How to assure 
compatibility between analog and digital equipment is another important issue. 
Regarding the human-machine interface, the mixed analog/digital control room 
represents a particular challenge. 

Cost/benefits and evaluation 
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The cost/benefits of an operator support system is very difficult to determine before 
experience with the system has been gained through practical application. 
Especially systems intended to assist in rare events (e.g., disturbances, accidents) are 
difficult to analyze in this respect. The problem of defining cost/benefits reduces the 
speed with which operator support systems are introduced in nuclear plants. What 
may be done to assist in cost/benefits analysis to change this situation? Which 
methodologies are currently available to arrive at more accurate cost/benefit data? 

One way of quantifying the usefulness of an operator support system is to perform a 
realistic evaluation of the operator support system before actual implementation at 
the plant- Which methodologies are available to do this (e.g., experimental, 
analytical) and what requirements are needed to assure realism of the simulators, 
test stibjects, and design of the evaluation experiments? It is also important to 
develop credible techniques for evaluating the operator support system after 
implementation. 

In the case of computerized operator support systems, which have a relevance to 
safety, software/hardware qualification and verification and validation (V&V) is of 
particular importance to ensure sufficient reliability of the operator support system. 
Especially in the case of complex support systems based on knowledge-based 
techniques, good V&V techniques are just being developed. How should V&V be 
performed to guarantee the required quality of the system? What limitations are 
there in use of the various operator support system development methodologies 
(e.g., model-based, knowledge-based, simple logic, software size and complexity) for 
developing systems assisting in the various tasks (e.g., safety critical, safety-related, 
non safety-related)? 

In many countries the utilities and safety authorities do not yet have any well 
established practice and know-how on qualification of operator support systems. 
More international cooperation is needed here. 

5. RESULTS EXPECTED 

This programme will produce several documents and technology transfer meetings. 
During each year, a Coordinated Research Programme meeting will be held to 
discuss the progress of each organization on the tasks in this programme. A report 
of each of these meetings summarizing the results will be put together. At the end of 
the programme, a final report will be created describing all of the activities carried 
out by the co-operating organizations. Depending on the success of this programme 
and interest in performing more work on operator support systems for plant 
productivity improvements, it is envisioned that a follow-up programme will be 
developed. 

The intermediary and final reports will give guidance for the development and 
implementation of operator support systems. The information in these reports will 
consist of shared knowledge and experience of organizations in several countries. 
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The results of these efforts will benefit nil countries in their development and 
implementation of operator support systems. Obviously, the organizations and 
countries, which need the most help in developing and implementing operator 
support systems, will have the most to gain. 

A comprehensive set of national technical reports after each Research Coordination 
Meeting, as well as summary reports and final technical documents, will be 
distributed to all participating organizations. 

6. DEVELOPMENT OF THE IAEA DATABASE ON OPERATOR SUPPORT 
SYSTEM 

The group of organizations taking part in the CRT's first meeting regarded it 
necessary to set up a database containing the most pertinent characteristics of the 
operator support systems operating in nuclear power plants worldwide. The main 
reasons for this decision were the following: 

o The important field of operator support systems is changing very rapidly and 
a database would be the most efficient means of keeping the interested parties 
well informed. It was recommended that the IAEA should consider assisting 
in the creation and maintenance of this database; 

o There is a large amount of activities going on worldwide related to operating 
support systems. It would be more efficient if the different countries and 
organizations could learn about each other's experiences and take advantage 
of them when appropriate; 

o Since the questionnaire will be sent to all countries engaged in nuclear power 
plant activities, the database will represent a more complete collection of 
information about the worldwide status of operator support systems at any 
time than can be supplied by the CRP participants alone; 

o Since the implementation of operator support systems in nuclear power 
plants is growing every year, and their influence on the operation of the 
nuclear power plant is increasing, it is of primary importance to share the 
experiences and practices throughout the world; 

o Since the contents of the database will be available to everybody in connection 
with the IAEA, it would promote more efficient and further exchange of 
information among the IAEA members. 

Besides the general merits of the planned database as above, the potential users of 
the database will receive the following benefits and advantages: 

o The database is meant to contain the most detailed and concise information 
from the widest source of information that has ever been gathered on 
operator support systems in nuclear power plants. 
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o Furthermore, as the database is expected to contain a continuously updated 
set of data, up-to-date information will be available to all possible interested 
users at any time. 

o The database will serve as a source of information to 
possible users of an operator support system 
possible developers /vendors of an operator support system 
authorities 
public relations officials and public. 

As such it may help the mutual understanding of the above parties by 
offering concise technical contents with well defined terminology and context. 

o The database is an excellent tool for drawing general conclusions on a 
worldwide basis concerning specific aspects of operator support systems. 
With properly defined keys for the database, various features of the existing 
operator support systems can be collected, compared and/or determined. 
The database will be a unique tool for making statistical analysis of 
information pertaining to specific characteristics or subsets of the existing 
operator support systems. 

o Information concerning specific features of the systems (e.g., configuration, 
number of input/output signals, methods used, the invested financial and 
human-power resources) will help other developers and/or users in the 
design and development of a new system. 

o Comparison of similar systems at various plants may reveal tendencies or 
systematic differences. The analysis of these may lead to the understanding 
of the possible future role and development directions for such systems. 

o Analysis of certain features, components, and development methods of the 
operator support systems may contribute to the formulation or refinement of 
quality assurance (QA), V&V or other authority-set requirements in some of 
the member states. 

o Finally, in the most general sense, since the database will be made available 
to all IAEA members, it will contribute to a more efficient exchange of 
information among the firms, institutions, and establishments involved. 

Questionnaire on existing operator support systems 

An important information basis for the present CRP is the current status on the use 
of operator support systems. To gather as much information on this topic as 
efficiently as possible, the decision was made to develop a questionnaire to be sent to 
organizations engaged in this field. The two main groups addressed by the 
questionnaire are the developers of operator support systems and the users of 
operator support systems. The same set of questions will be sent to both groups. 
The information to be gained from the survey is expected to represent an important 
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extension of the information gathered by the CRP members directly from their 
respective countries. 

The questionnaire for the survey on existing operator support systems covers the 
following areas: organization information, functionality, usage, technical system 
specification, development process, testing results, use, cost and benefits, training, 
and documentation. The document was sent cut by the IAEA to national 
representatives who were responsible for further distribution within their own 
country. The completed questionnaires were returned to the IAEA. 

So far, information on existing operator support systems has been collected by the 
IAEA from more than 60 enterprises, institutions ind utilities. This information 
must be captured in a database to be useful. Therefore, it is necessary to determine 
the exact contents of the database including indicators, queries and forms of reports, 
working methods for the creation and supporting of ihe database, and the additional 
recommendations for the IAEA to enhance the questionnaire for more efficient use 
of the database by diiferent user?. 

The proposed structure of the database 

The members at the consultancy group meeting analyzed the responses of the 
questionnaires. It was considered whether the existing data was sufficient and if 
new questions should be introduced to complement the collected information. It 
was found that some questions need additional clarification. After reviewing the 
questionnaire the following questions were raised from the point-of-view of user 
requirements, designers, and technology developers. 

Answers to the following questions are needed regarding the functional 
requirements of an operator support system: 

o What are the needs of the users of an operator support system? 

o What specific functions are necessary to satisfy the user's needs? 

o What is required by the licensing authorities? 

o How is the V&V performed? 

o Who uses the system, how many users, what are their relationships? 

o What are the appropriate forms of human-machine interactions? 

o What kind of input and output information is needed for the operator 
support system? 

o Is the operator support system accepted by the users? What has been learned 
from the experience with the operator support system? 
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From design and construction point-of-view the following questions were asked: 

o Which algorithms or information processing technologies can be utilized to 
achieve a given functional specification? 

o What information processing technology is most suitable in each case? 

o How can the system be integrated with existing instrumentation and control 
or monitoring systems (e.g., software or hardware configurations)? 

o Which languages or shells are suitable? 

Regarding the technical development of operator support system systems, following 
questions were stated: 

o For what kind of operator support system can a given new algorithm or 
information processing technology be applied? 

o What kinds of limitations might be imposed and how can these be overcome? 

The proposed structure of the database and the additions for the questionnaire were 
based on the above questions. The names, lengths and types of the data fields in the 
database were defined. 

Also the structure of the database was discussed. The division of the operator 
support system database into specific tables was also discussed and some primary 
indicators were prepared (e.g., classification of the systems, functions of the operator 
support system, plant types). 

The resulting database structure and the proposed revision of the questionnaire are 
given in detail in the Appendix. 

Database update process 

The recommended database update process consists of the following four steps, 

o Request member states to update relevant information 

o Collect responses 

o Update database and prepare "database update floppy disks" 

o Distribute database update floppy disks 

Requests for the information update should cover 

(i) corrections/modifications of information already existing in database, and 
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(ii) collection of information on new systems. Since the volume of update 
information is not expected to be enormous and the number of entries is not 
large, paper forms are probably sufficient. For the same reasons, floppy 
disks seem to be an appropriate form of media to be used for distributing the 
database update information. 

Initial set up of database 

There seems to be several tasks that need to be carried out before the initial setup of 
the database is achieved. These include the following: 

o Revise the questionnaires 

o Request additional information from organizations which have already 
answered the questionnaires 

o Collect more responses 

o Clean-up of the input data 

o Database development (It is assumed that Agency is responsible for this task.) 

o Develop initial appraisal database. 

As discussed above, the members of the consultancy group reached a conclusion that 
there are several pieces of necessary information which are not covered by the 
current version of the questionnaires. It is necessary to include this new information 
so that database can fully answer questions which are likely to be asked by database 
users. The additional pieces of information that need to be collected include the 
following (See the Appendix): 

o Forms of human-machine interactions 

o Forms of integration with existing plant computers 

o Need for manual data input by users 

o Application software algorithms adopted (i.e. kinds of information processing 
technologies) 

o Use of a simulator for the purpose of testing 

o Some additional support functions (i.e. data collection) 

This information should be collected from organizations which have already 
answered the questionnaires using a revised set of questionnaires. 
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It is expected that information collected from various organizations on a particular 
operator support system might be inconsistent in many ways. Therefore, some 
consistency review by specialists will be necessary. 

The work being performed by this Co-ordinated Research Programme, along with 
the database of information being created, will provide guidance and technology 
transfer for the development and implementation of operator support systems. 
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QUESTIONNAIRE ON EXISTING OPERATOR SUPPORT SYSTEM 

1. Organization information 

Organization submitting the form 
Name of organization60 

Division 

Street Address or P.O.Box 

Zip-code and town 

Country 

Type of organization 

Developer (Specify Yes=Y or No=N) 

User Type of plant 

OtherSpecify 



Contact person -73-
Name60 

Streat address or P.O.Box 

Zip-code and town 

Country 

International telephone20 International telefax 20 

Electronic mail60 

2. General 
Name of systemöO 

Acronym 20 Version number 

Developer Name60 



-lb-

Plant types for which the system could be applicable 
PWR 
BWR 
CANDU 
Gas-cooled 
RBMK 
Other Specify 

Any type 

State of development 
Development 
started 
Testing phase 
started 
Implemented 
Entered into 
operation 
Latest 
revision 
Retired from 
operation 

OtherSpecify 

40 

Please indicate dates 

40 

Classification 

Task oriented displays 
Intelligent alarm handling 
Fault detection and diagnosis 
Safety function monitoring 
Computerized operational procedures presentation 
Performance monitoring 
Core monitoring 
Vibration monitoring and analysis 
Loose part monitoring 
Materials stress monitoring 
Radiation release monitoring 
Condition monitoring maintenance support 

Other Specify 40 
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Please fill in a short description of the system 
250 

3. Motivation 

What is the main motivation for the system 

safety 
business automation 
reliability/availability 
reduced workload 
productivity 

_J environment protection 
regulatory requirements 

Other Specify 40 

Who initiated the development or installation 

user 
system supplier 
regulatory organization 
utility personnel (other than user) 

Other Specify 40 

4. Functionality 

The system is designed to assist in (all that apply) 

Normal situations 
Incidents 
Accidents (within DBE) 
Accidents (beyond DBE) 



Does the system support (all that apply) 

_ Data collection 
_ Data archivation 

Monitoring 
Fault identification 

_ Diagnosis 
_ Selection of procedures 
_ Execution of recovery 
__ Identification of faulty equipment, components or systems 
_ Decisions aid 

Other Specify 40 

Availability considerations 

Can the system detect its o'wn failure 
Is back-up available in case of system failure 
Redundancy is utilized 
Diversity is utilized 

Specifyl20 

Is the system considered 

_ Non-safety related 
_ Safety related 
_ Safety system 

5. Usage 

Who is using the system 
Control room 

_ personnel 
_ Local operator 
_ Engineering 
_ Maintenance 
_ Crisis team 
_ Plant management 

Other 

If Yes Specify Job Position 
40 

Specify location where the system (man-machine interface) is being used 



Control room 
Laboratories 
Training centre 
Emergency Control Room 
Crisis centre 
Engineering offices 
Maintenance areas 
Plant equipment area 
Dosimetry control room 

Other Specify 40 

What type of human-machine interface is being used If Yes Specify 

_ Text CRT 
_ Graphic CRT 
_ Mimics 
_ Other outputs 
_ Conventional keyboard 
_ Function keyboard 
_ Mouse 
_ Tracker ball 
_ Touchscreen 
_ Other inputs 

Which form or forms of interaction does your system adopt 

_ Use of one or more dedicated display devices (e.g. CRT) 
Use of one or more dedicated display pictures which share display devices witch 

_ other systems 
Other Specify 

30 

40 

Does the system process or utilize plant data for real time response Q 
How often is the system used 

_ Continuously 
_ Frequently 

Once-in-awhile 

How many users is the system able to support 
simultaneously 
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Improvements in user interface 
Improvement in documentation 
Additional training 

Other Specify 40 

6. Technical System Specifications 

Please specify hardware characteristics 

Brand and type 
of computers 

40 

Configuration 
of the system 
(e.g. no. of 
work stations, 
memory, bus, 
printers, 
network 
communication 
, disk capacity, 
plotters) 

40 

Does the system get data from the plant 
computer 

Does the system require new sensors (specify) 



Please specify software characteristics 

Programming 
languages 
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40 

Software shell 
for 
development 
(e.g. type of 
database, user 
interface, 
operating 
system, type of 
knowledge base 

40 

Algorithms and methods iised Specify 

Calculational 
methods 
Statistical 
methods 
Artificial 
intelligence 
Neural 
networks 
Other 

40 

Flexibility 

_ Can the system be expanded for new functions 
_ Can the system be tuned by the users 
_ Is the system hardware dependent 
_ Can the system functions be reconfigured for the users 
_ Is the system connected or connectable to other plant systems 
_ Does the system require manual data input from the operators 

Indicate approximate number of input signals (if 
relevant) 

7 



7. Development Process - 8 0 -

Were formal design methods applied 
(Y/N) 

Specify 
methods and 
tools vised for 
the formal 
design 

40 

Length of development process 
(months) 

Involvement of end user in 

_ Specification 
_ Design 
_ Implementation 
_ Validation 
_ Testing 

Other Specify 40 

Were pre-existing software modules utilized 
(Y/N) 
lerne of development process 
Once through 
Iterative 

Other Specify 

Sc 



8. Testing 
- f î î -

Methodology and tools applied 
Module test 

__ White block test 
__ Black block test 

Other Specify 

Test criteria and requirements (standard defined) by 
User 
Authority 

Other Specify 

Was a simulator involved in testing 
Full scope simulator 
Part task simulator 
No simulator based tests 

Length of initial testing period (days) 

Periodic testing requirements 
Periodically Length 

of period 
Occasionally Reason 

for test 
None 

"tere objective, quantifiable tests to evaluate usefulness of the system 
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User's manual 
Design 
document 

Functional 
specification 

QA 
v&v 
Test results 

Training 
document 
Maintenance 
document 
Developers 
document 
Reference to 
standards 
References 

Exist Language 
ing 
(Y/ 
N) 

Inte Exte 
mal mal 
usa Avai 
ge lable 

20 

10. Training 

_ Does a user training program exist If yes, how long is the program (days) 
_ Is user training performed on a full scope training simulator 
_ Is user training performed on a special part task simulator 
_ Does a training program exist for maintenance of the system 
_ Is technical support available by telephone 

11. Cost 

Estimated man-years of efforts used for 
development 

Estimated man-years of efforts used for 
implementation 

Estimated total utility cost of the 
operator support system including own 
work, hardware and software 

3 

3 

40 
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Specify 
type of 
required 
hardwar 
e 

40 Specify 
type of 
required 
hardwar 
e 

Specify 
type of 
required 
hardwar 
e 

Specify 
type of 
third 
party 
software 
required 

40 Specify 
type of 
third 
party 
software 
required 

Specify 
type of 
third 
party 
software 
required 

12. Benefits 

Fill in where relevant: Give qualitative statements if quantitative data are not available. 

Expe pro 
cted ven 

Reduced operation and 
maintenance costs 
Increased plant availability 
Reduced number of scrams 
Optimization of plant 
operational cycle 
Improved operational or 
maintenance procedures 

Other (specify)40 

Quantity 

20 
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Experience and additional information which you would like to supply 



14.'References of related literature 
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120 

15. Sites where the system has been installed 

60 



SESSION II 

HUMAN ASPECTS OF INTRODUCING IT IN THE 
CONTROL ROOM 
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ABSTRACT 

Nt'ir methods of information presentation and interface design are changing the conditions for 
work in the modem NPP control room. One area receiving considerable attention is that of 
Emergency Operating Procedures (EOP). Conventionally such procedures are presented using 
hard- copy manuals; however, developments in IT means that there are new opportunities for the 
computerisation of such procedures. This paper reports on the development of human factors 
guidelines for the computerised presentation of EOPs. After identifying the principle stages in the 
transition from procedures as documents to fully automated procedures, computerised procedure 
presentation is briefly discussed. Guidelines for the presentation of such, procedures are outlined 
starting with the high level goals for guidelines themselves. Such goals also constitute the criteria 
against which the computerised procedures are measured during implementation. Six dimensions 
describing computerised procedure presentation are presented and tivo are explored in more detail 
by ident ifying points along each dimension that characterise different levels of IT sophistica tion. 

1. INTRODUCTION 

In process control environments operators are often required to work with complex tasks. When 
manual intervention is required the operator needs to identify system states and respond with 
appropriate remedial or preventative actions. In many cases this may take place under serious 
t ime constraints. Complexity in the sj'stem interface and the degree of control automation can 
compound the operator's difficulty by increasing the cognitive demands in the problem solving 
situation [1], [2]. 

Conventionally, support for manual control (intervention) is available in the form of hard-copy 
compendiums of standard and emergency operating procedures, put together before the 
commissioning of each individual plant. Such manuals assist by detailing the pre-conditions, 
conditions, and means for effecting specific changes in the process state. The two main variants 
are event based procedures and symptom based procedures [3]. Operators have resort to 
operations manuals as guidance on "proper" responses to anticipated plant states. Although 
valuable and widely used, such assistance is limited by a number of factors: 
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• Procedure manuals are traditionally provided in a h a r d - c o p y form. This clearly l imits the 
convenience with which operators can access the required information. The need physically 
to manoeuvre large tomes within close proximity to control desks may generate its own 
problems. In many cases the more frequently used procedures have therefore been provided 
on separate cards or in booklets, which make them easier to use. A classical example i s the 
check-list used in aviation [4], 

• Procedures are fixed a n d i n f l e x i b l e in the degree and form of information they provide. 
This is mainly due to the dependence on the hard-copy form. A major step forward in 
operator convenience lies in making procedural information readily available (on-line) in a 
manner which is both flexible in mode of expression and sensitive to the context of the 
current process state. This requires the use of information processing systems (computers), 
and major improvements have been made over the last decade, particularly in areas where 
other considerations forbade the use of voluminous hard-copy procedures [5]. 

• Procedures address "standard" s i t u a t i o n s and r e s p o n s e s . This limitation is not removed 
by simply changing the format or the mode of presentation, but l-equires a completely 
different approach to procedure specification. A facility that is able to address procedural 
needs in less familiar contexts will clearly provide substantial benefits for operators. 

The paper only discusses the problems related to the first and the second of the above points. The 
issue of extending the scope of emergency procedures either requires that the underlying analysis 
is improved, or that advanced on-line support is provided (cf. below). 

2. VARIETIES O F O P E R A T I N G P R O C E D U R E S 

Operating procedures have traditionally been provided in the form of documents. The transition 
to fully computerised procedures can be made in a number of steps, outlined below. In practice 
the question is not so much w h e t h e r procedures should be computerised, but rather h o w far 
they should be computerised - or in other words, what the exact meaning of "computerised" will 
be." 

• P r o c e d u r e s a s d o c u m e n t s . On this level procedures exist as printed procedures or check-
lists. This is the traditional form, which is generally being used. 

• P r o c e d u r e s a s c o m p u t e r i s e d d o c u m e n t s . On this level procedures are transferred to 
electronic format and presented on VDUs, with manual scrolling. The transfer does not 
involve any change of the format of the procedures. The only advantage is that moving 
through the procedures may be done by scrolling forwards or backwards on the display. 

• P r o c e d u r e s a s c o m p u t e r d i s p l a y s . On this level there is a change in the formatting of 
the procedures, to make use of the facilities provided by computer controlled displays and 
computer graphics. From this step on it is warranted to talk about computerised 
procedures. 

• C o m p u t e r i s e d p r o c e d u r e s w i t h p r o g r e s s m o n i t o r i n g . The difference from the 
previous level is that there is limited monitoring of progress through the procedure, which 
is used to implement functions such as automatic scrolling, thereby reducing the operator's 
tasks. 

• A u t o m a t e d p r o c e d u r e s : M a n a g e m e n t by de l ega t ion . On this level well-defined subsets 
or parts of the procedure may be performed automatically when so ordered by the 
operators. The computerisation is thereby extended from the formatting and display of the 
procedure to the execution of it, i.e., it includes various levels of automation. 
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• Automated procedures: Management by consent. The next logical step is that it is the 
procedure system rather than the operators that monitor the process, identifies an 
appropriate procedure, and executes it. The execution must, however, have tlie previous 
consent by the operators. 

• Automated procedures: Management by exception. Going further, the procedure 
system now identifies problems in the process and follows this by automatic execution 
without need for action or approval by operators. 

• Autonomous execution when required. This level may entail two different conditions. 
In one the results of executing the procedure are announced to operators; in the other the 
results of executing the procedure are not announced to the operator. The latter basically 
corresponds to the level of full automation, and in a sense the procedure - in its 
conventional form - is no longer necessary at all. The procedure and the execution of it is 
fully computerised. 

The developments outlined above go beyond computerised procedure presentation, but are in the 
logical extensions of that. The various stages towards full automation and the changing role and 
responsibilities of the human operator have been conceptualised by authors such as Billings [6] 
and Sheridan [7]. 

3. P U R P O S E O F G U I D E - L I N E S F O R C O M P U T E R I S E D P R O C E D U R E P R E S E N T A T I O N 

The various aspects of computer support for procedure presentation presented above have 
provided a sound basis to develop guide-lines for computerised procedure presentation. As a 
precursor to this is it useful to consider briefly the purpose of such guide-lines. This amounts to 
defining the requirements for guide-lines for computerised procedure presentation, and will 
therefore be valuable in the later development of the guide-lines themselves. Based on the issues 
discussed so far, it. is possible to identify the following purposes of guide-lines for computerised 
procedure presentation. 

• To define a consistent and comprehensible iayout 

• To ensure that each operator clearly knows what he is going to do, how he is going to do it. and how it 
relates to what other operators do. 

• T o specify how multiple levels o f resolution (aggregation or decomposition o f procedures) can be achieved. 

• To facilitate the comprehension o f the relations between actions and conditions 

• To improve operators" understanding o f the links / dependencies between procedures steps 

• T o specify the principles for on-iine assistance (help facilities and explanations). 

• To define a consistent and comprehensible method for navigation, 

• T o enhance collaboration between the operators in a team. 

The list of purposes given here will form the basis for the further work and serve as a se t of 
evaluation criteria when a specific implementation is to be assessed. 
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4. COMPUTER S U P P O R T FOR P R O C E D U R E P R E S E N T A T I O N 

The reasons for considering computerised procedure presentation usually have to do with 
concerns for safety and efficiency. The issue may be whether, 

• operators are able to use the current procedures in a sufficiently reliable way 

• the use o f procedures creates additional tasks that deflect effort from the main task. 

• procedures in their present forrr .-:.• to damaging increases in workload. 

• the specific format o f the p r o w constitute a source o f risk. etc. 

The steps toward computerisation must therefore consider the various aspects which can have an 
impact on one or more of these issues. The aspects considered in this study were: 

1. Navigation through procedures. 

2 . Formatting and presentation o f procedures. 

3 . Progress monitoring. 

4. Help and explanation facilities, 

5. Process linking, 

6. The issue o f procedure adaptation or tailoring. 

These six aspects all refer to the use of the procedure, i.e., the way in which the interaction 
between the operators and the computerised procedure presentation system takes place. Each of 
the six aspects are briefly described further in the following section. Two aspects, formatting and 
progress monitoring are discussed at more length and provide a characterisation of the steps 
leading from no implementation of the aspect to full implementation. 

4.1 Navigation 

The navigation aspect addresses the problems of (1) how the operator can find the right 
procedure and (2) how he can find the right step in the procedure. Experience shows that 
navigation can be a problem even if the procedure is a series of steps on a single page or sheet. 
This is because the progress through the steps is combined with the execution of the steps. 
Attention therefore cannot be exclusively on how to navigate through the procedure but must also 
be focused on executing the procedure. This means that it is possible to get lost in the procedure 
or forget which step is next. 

4.2 Formatting 

The formatting aspect is concerned with how to format and present the procedure, i.e., how to 
organise or structure the visually presented information in a procedure or a procedure step. The 
options for formatting can be characterised as follows: 

The first level is a simple (photographic) reproduction of the procedure in its existing document 
format, i.e., without making use of any computerised formatting. This corresponds to the first 
level of navigation with the simple page-by-page reproduction of the procedure. Although this 
option does not make the use of the procedure any more difficult (in terms of formatting 
problems) it does not bring any improvements either. 

One natural way of using formatting is to produce a better separation of the various elements of a 
procedure step, e.g. actions, conditions, comments, advice, etc. Formatting can also allow the 
simultaneous use of several levels of detail in a procedure. This can be done in many ways using 
different fonts, colours, spatial arrangements (indentations), graphical enhancements (borders, 
backgrounds), by including symbols and icons, windows, panes, sub-panes, etc. Even more 
advanced solutions could use such techniques as animation, 3-D presentations, or multi-media 
information. Modern computers offer a rich set of information presentation options, and display 
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designers may easily get carried awny. The means of formatting should he compared with the 
limitations of the document format, and basically used to overcome obvious disadvantages 
stemming from those limitations. 

In addition to changing the physical format of the emergency procedure, the procedure may also 
be given different formats for different operator functions or roles. An emergency procedure 
contains the instructions for the different operators (reactor operator, turbine operator, shift 
supervisor) in a single sequence. Formatting may be used to differentiate between the various 
operator roles, e.g. by using different colouring schemes, by highlighting the steps that are 
relevant for one operator and disabling the other steps (e.g. by reduced contrast or "greying"), etc. 
The choice of a formatting option depends on the details of the technological implementation, for 
instance whether each operator has a separate display station or whether they share one. The use 
of formatting in this way may reduce the possibilities for mistakes in carrying out the steps of the 
procedure. 

A particularly interesting use of formatting is to facilitate the understanding of difficult parts of 
the procedure, in particular the logical conditions. It is a well-established fact that humans have 
great difficulties in understanding descriptions involving logical conditions, as e.g. the pre-
conditions of a procedure step (a classical work in this field is by Wason & Johnson-Laird [8]). If 
the procedure contains a combination of disjunctive and conjunctive clauses, formatting can be 
used to make the relations easier to comprehend. In other words, the logical relations are partly 
amplified by making use of spatial and/or graphical techniques. 

A preliminary conclusion of this section is that simple reproduction of document format to VDU 
presentation is not efficient. This does not use the computer's potential for information processing 
and may in actual fact create an additional task for the operator, i.e., to use the computer to find 
and read the procedure. Computerised procedure presentation should make use of the capabilities 
of the computer to improve the format of the procedure, as illustrated by the examples mentioned 
above. Graphical formatting can in particular improve the understanding of procedure structure, 
hence complement various ways of improving the navigation. The designer should, however, 
carefully consider the many options that modern computer systems can provide, and in particular 
be careful with the use of overlapping windows and panes. 

4.3 P r o g r e s s Moni tor ing 

The essence of progress monitoring is that a trace is kept of how far the operators have come in 
the procedure, i.e., which steps they have carried out and which still remain. (Progress 
monitoring is thus different from process linking, which is described in the following.) Progress 
monitoring is essential if computerised procedure presentation should be able to adjust itself to 
the situation, e.g. by providing automatic paging or sequencing. Progress monitoring is also 
important as a way of ensuring that the procedure has been executed as it should, without any 
errors. It is possible to consider the following different steps in progress monitoring. 

On the initial level there are no monitoring facilities implemented. This option is not really 
interesting, but provides an end point. 

Monitoring by manual check boxes. The technique of using check boxes is often found in paper 
based procedures, and is an integral part of check-lists. The idea is simply that the operator puts 
a (check) mark in a box or a frame, whenever he has completed a step of the procedure. The use of 
check boxes has many advantages: 

• Check boxes give the operator a simple but valuable feedback on own progress. 
• Check boxes provide a possibility to check for oversights (omission) - both manually (by 

the operator) and automatically (by the computer). 
• Check boxes provide the necessary basis for automated sequencing of procedures 

(automated scrolling). Problems may possibly occur in cases where the procedure 
reaches a branch point, but there are techniques to solve that. 
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• Chock boxes provide ;i basis for pimple tailoring of procedures, e.g. by removing 
superfluous conjunctive conditions. 

In terms of implementation techniques, check boxes are simple to implement. The 
acknowledgement of having executed a step can be given in various ways - using either special 
functions keys or a combination of symbols and a pointer (mouse) - and can be shown clearly on 
the screen, using either a check box symbol or various forms of formatting (e.g. colours). In the 
simple form, check boxes are manually filled out by the operator, hence do not require the use of 
more sophisticated techniques, such as plan recognition. An added advantage is that check boxes 
can provide essential information for accident / incident analyses, particularly if they are 
combined with an automatic time stamp. 

While manually marked check boxes are easy to implement, their efficiency does depend on the 
operators filling them out as required. This may be a problem, particularly in the case of 
emergency operation procedures, because the check boxes introduce an additional task in a 
situation where demands may already be high. An alternative is therefore to automate progress 
monitoring, e.g. by means of monitoring by using process status and feedback. This is possible for 
all procedure steps where the result of the step is a specific change in the process, e.g. a new value 
for a specific parameter. It may be more difficult to do for procedure steps that involve checks and 
tests, but in many cases mdirect measures can be defined. It is probably best to use a mixture of 
manual and automatic progress monitoring, e.g. a semi-automated solution which reduces the 
demands to the operator without introducing a possible new source of inaccuracy or error. The 
semi-automated progress monitoring may, of course, be used to automatically fill out check boxes 
of procedure steps that have been executed. 

A further step towards automation of progress monitoring is to use advanced techniques such as 
plan recognition or intent recognition and dynamic cognitive modelling. This introduces some of 
the features that were mentioned under procedure monitoring above. If a system is able to 
recognise the operator's plans it can, of course, use that information to adapt the presentation of 
the procedure to the current situation and needs. Practical solutions on this level are, however, 
far from being a reality. 

4.4 Help And E x p l a n a t i o n Fac i l i t i es 

Help and explanation facilities refer to the extent to which supplementary information can be 
given during the execution. This is an important part of procedure presentation, because the 
procedure obviously cannot be complete, in the sense that it contains all the information needed 
by the operator. A procedure is always written with certain assumptions of what the operator 
knows and is capable of doing. Since these assumptions may not always be fulfilled - partly 
because the situation can be unusual, partly because there are individual differences between 
operators both in terms of knowledge and of working style - it is generally necessary that 
supplementary information can be provided, either as explanations or as help. An explanation 
refers to information about the background or rationale for a procedure step; help refers to 
additional details about the procedure step, e.g. how a control action should be carried out or how 
a check should be performed. 

4.5 P r o c e s s L i n k i n g 

Another way of improving the presentation of the procedure and facilitating the work of the 
operators is to embed values of important parameters in the procedure. A step in a procedure will 
very often refer to a specific value of a parameter, either as a limit value for a check or as a set-
point or target. In all cases it will be an advantage if it is easy to compare the actual value of the 
parameter with the value defined in the procedure. In computerised procedure presentation it is 
possible to include values read from the process, i.e., to link the procedure to the process. The 
effect of process linking will be that the procedure is automatically updated with relevant process 
measurements. 
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4.G Procedure A d a p t a t i o n 

The final aspect of computerised procedure presentation is the use of adaptation or tailoring of 
the procedure. This refers primarily to whether the procedure is fixed or adapted to the current 
situation: a second aspect of this is whether two or more procedures can be automatically 
combined when so needed. Procedure adaptation is complementary to the most advanced step in 
procedure formatting, where the procedure was changed to accommodate the needs of the 
individual operator roles. Procedure adaptation overlaps with several of the previous aspects of 
computerisation, in the sense that adaptation may use some of the same techniques for 
implementation. Adaptation nevertheless represents a separate perspective on computerised 
procedure presentation. 

In order to facilitate an overview of what has been presented so far, each of the six aspects is 
briefly summarised in Table 1. 

Table 1: Summary Of The Six Aspects Of Computerised Procedure Presentation 

Navigation Electronic 
reproduction of 
document. 

Hierarchical 
organisation of 
procedure. 

Hypertext 
organisation of 
procedure. 

Intelligent 
access to 
procedure. 

Formatting Simple 
reproduction. 

Enhancing 
composition of 
procedure. 

Differentiating 
between 
operator roles. 

Enhancing 
logical structure 
of procedure. 

Progress 
Monitoring 

No progress 
monitoring. 

Manual 
marking of 
check boxes. 

Semi-automatic 
progress 
monitoring. 

Automatic 
progress 
monitoring. 

Help and 
explanation 
facilities 

No help or 
explanations. 

Context 
independent 
help (passive). 

Context 
dependent help 
(passive). 

Context / user 
sensitive (model 
based) help. 

Process Linking No link to the 
process. All 
values read 
manually. 

Variable limit 
values ("bugs"). 

Reading process 
parameter 
values. 

Variable limit 
values plus 
parameter 
values. 

Procedure 
Adaptation 

No adaptation Procedure 
adapted to 
specific 
situation. 

Multiple 
procedures 
combined 
according to 
conditions. 

Fully adapted 
procedure 
(process and 
operator 
conditions ). 

5 CONCLUSIONS 

The study has analysed the basic aspects of computer support for procedure presentation and has 
identified the following six: (1) navigation, (2) formatting, (3) progress monitoring, (4) help & 
explanations, (5) process linking, and (6) adaptation. Among these detailed analyses were made of 
formatting and progress monitoring. A proposal for computerisation of a part of an 
emergency procedure has been developed and presented. The proposal presented for the 
computerisation of procedures has the following advantages: 

• It improves the understanding o f the structure o f the procedure. In particular it improves the way in which 
conditions and logical relations are presented. 

• It reduces the complexi ty o f the presentation by using a well-defined layout. 

• It allows for multiple levels of resolution of information. 

• It enhances navigation in the procedure. 

• And finally, it includes a facility for progress monitoring. This is achieved by means o f check boxes which 
are used by the procedure presentation system. 
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ABSTRACT 

Human factors application to nuclear power plant(NPP) design, especially, to man-machine 
interface system(MMIS) design becomes an important issue among the licensing requirements. 
Recently, the nuclear regulatory bodies require the evidence of systematic human factors 
application to the MMIS design. Human Factors Engineering Program PlanfHFEPP), as a basis 
and central one among the human factors-related documents, has been required to show 
approaches and activities on human factors application by the MMIS designers. 
This paper describes the framework ofHFEPP for the MMIS design of next generation NPP(NG-
NPP) in Korea. This framework provides an integral plan and some bases of the systematic 
application of human factors to the MMIS design, and consists ofpurpose and scope, codes and 
standards, human factors organization, human factors tasks, engineering control 
methodology, human factors documentations, and milestones. The proposed HFEPP is a top 
level document to define and describe human factors tasks, based on each step of MMIS design 
process, in view point of how, what, when, and by whom to be performed. 

1. INTRODUCTION 

In the past, there were not much efforts of human factors engineering in the design of nuclear power 
plant, except in the design of man-machine intcrface(MMI) of control rooms. TMI-2 accident 
provided a motivation to nuclear industry to increase interests to human factors, and to enhancc 
regulatory and licensing requirements. United States Nuclear Regulatoiy Commission (NRC) has 
published various requirements and guidelines related to human factors engineering design review 
and operator supporting, system for emergency conditions, such as NUREG-0800, NUREG-0700, 
NUREG-0801, NUREG-0660, NUREG-0737, etc. 

Recently, Electric Power Research Institute(EPRI) in United States developedthe requirements of 
MMIS, Utility Requirement Document(URD) chapter 10, to meet NRC's regulatory requirements 
on human factors in new NPP designs, and NRC also revealed their position on how to review and 
evaluate human factors application to issue design certification approval in evolutionary nuclear 
power reactors design by Human Factors Engineering Program Review Model(HFERM), This 
has an evaluation process and methods different from the previous ones addressed mainly in 
Standard Review PIan(SRP Chapter 18) and NUREG-0700. 

There have not been a formal position of the regulatory body in Korea on human factors application 
to NPP designs to date. However Korea Institute of Nuclear Safety(KINS) requires to submit a 
human factors engineering programs plan(HFEPP) as a part of the certification of process for 
design of control rooms, and instrument and control system, from the recent NPP designs. 
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To meet this regulatory requirement and to comply with increasing importance of systematic 
application of human factors, HFEPP shall be developed to demonstrate the evident basis and 
methods of human factors application to the MMIS design of Next Generation NPP development. 

The framework of HFEPP for Next Generation MMIS design is established and proposed to 
manage Human Factors design issues on safety and operation availability sufficiently. This HFEPP 
addresses how to consider and implement human factors principles in the analysis, design, and 
evaluation of MMIS. 

2. ESTABLISHMENT OF HFEPP FRAMEWORK 

HFEPP is to be newly developed for our next generation NPP development. Its purpose is to define 
the scope and level of depth of the required human factors program. There is not a broadly accepted 
and formally established plan for NG-NPP in Korea, but only trends to follow international 
licensing and design certification philosophy, such as keeping with NRC's position and referring to 
the satisfaction of EPRI URD. The HFEPP should be developed to include all the activities, 
knowledge, and integrated approach related to human factors, to comply with the current regulatory 
position. 

An efficient plan should be responsive to MMIS development requirements and constraints. It 
should reflect how safety and availability of the Next Generation NPP can be increased by 
applying human characteristics to designer's decisions during the development, which will affect 
human performance in real plant operations. Also it should ensure an integrated application of 
human factors to MMIS design. 

Human performance acts an integral part in the performance of NPP or MMI, wherever human 
involvement is required. Human Factors Engineering (HFE) concerns the tasks of those 
engineering and management in a NPP design, especially MMIS, required to provide for 
effective human performance including operation and maintenance tasks. Accordingly, HFE 
should be acknowledged equivalently to other design factors of NPP system in aspects of HFE 
program priorities and development process. 

HFE is a part of the mainstream engineering effort throughout the system life cycle. It needs a 
systematic approach which seeks to optimize the system by integrating the human performance 
ncccssary to operate, maintain, support, and control the systems in its intended operational 
environment. Therefore, the programmatic approach should be presented to assure the integration 
of HFE into the system development and the achievement of the goals. 

In the past, NRC staff has reviewed detailed plant design prior to making a safety determination. 
However, because of the development of new digital technology and the application of advanced 
MMI components, the most parts of MMI design will not be completed prior to the issuance 
of design certification for the evolutionary or revolutionary reactor under review. NRC has found 
that the detailed MMI design information was not available for staff reviews in initial design, 
hence, the NRC has the position that the evaluation for design certification shall be performed 
based on a design process plan addressing HFE program elements, required to develop an 
acceptable detailed design specification. 

MMIS requirement of EPRI-URD volume II chapter 10 has presented a new design approach to 
meet licensing requirements more enhanced in human factors aspects. It contains any requirements 
to enhance performance of operator and system. However, there is no precedent cases of design 
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and evaluation in accordance with MM1S concept. It is meaningful to present milestones of how 
and what to do for thee volutionaiy MMIS design. 

The framework of HFEPP for the MMIS design of Next Generation NPP in Korea is developed 
based on the systematic approach philosophy, the MMIS requirement of EPRI-URD volume II 
chapter 10, NR.C's intention in the HFE review model, Korean standard requirements 
documents(K-SRED),and the current Korea human factors practices. 

3. SCOPE OF HUMAN FACTORS ENGINEERING 

The system development process can be partitioned into several phases. Generally, the process can 
have the phases of partitioned conceptual design, preliminary design, detailed design, production, 
and operation. The results from the phases also can be variable with licensing requirements. 

Human factors activities should be identified as early as possible in the conceptual design phase, 
and should be performed in accordance with the design process suitable for the development of 
systems to assure that the functions of whole system are allocated to accomplish system design 
goals. There are many cases that are not necessary to perform every activity in detailed and accurate 
manner. Human factors engineering acts more important roles during the specific analysis, design 
and evaluation phases. Furthermore, the level of human factors engineering involvement depends on 
the level of automation(or human involvement), technical risk, cost, schedules, etc. In our 
MMIS design, the human engineering analysis should be complete as far as posrble to ensure 
that the concept is compatible with the human's characteristics, capabilities, and limitation;, and 
also with the licensing requirements. 

The appreciation of HFE can be described in terms of the products of its application and the 
process of applying it. HFE contributes to the well integration of human with other system elements. 
The way to achieve this integration leads to the design of interface between human and other 
system elements. There are a number of different types of human-system interface; managerial 
interface, functional interface, informational interface, environmental interface, organizational 
interface, operational interface, physical interface, mental interface, etc. Integrating HFE into 
MMIS design can be implemented through the application of systematic design process. Fig. 1 
illustrates a design process for the MMIS design of NG-NPP. HFE related activities in this design 
process are as follows; 

- HFE Program Planning 
- Function Analysis 
- Function Allocation 
- Preliminary Design 
- Task Analysis 
- MMI Design Guideline Development 
- Detailed Design 
- Manning/Training requirement Development 
- Test and Evaluation Planning 

HFEPP for the MMIS design covers all the above mentioned activities and human system 
interface. 
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4. FRAMEWORK OF HFEPP 

HFEPP needs to ensure that HFE will be systematically applied to the MMIS design. This section 
introduces the framework of HFEPP details of which will be developed further as a formal HFEPP 
for the MMIS design. The contents of proposed HFEPP consists of the fbllowings; 

1. Introduction 
2. Codes and Standards 
3. Human Factors Organization 
4. Human Factors Tasks 
5. Design Control Methodology 
6. Human Factors Documentations and Milestones. 

4.1 Introduction 

This is a general statement on the purpose and scope of HFE tasks in the MMIS design process. 
This identifies that the usage of HFEPP, die coverage of HFE, the position of HFEPP relative to 
other various HF related documents. 

4.2 Codes and Standards 

This section mentions the regulatory documents, other documents and standaids applicable to 
performing human factors engineering tasks including analysis methods (for functional analysis, 
task analysis, link analysis, etc.), design guidelines, and design criteria. 

4.3 Human Factors Organization 

Tliis section identifies the composition of members responsible for HF engineering, their 
responsibilities and technical knowledge required, the position and functional relationship of HF 
team in the overall organization for NG-NPP development, expecting that human factors 
engineering maintains a position to make appropriate effects on the entire MMIS development. 

4.4 Human Factors Tasks 

A design approach for the MMIS development is mentioned here. Through this design approach, the 
description of human factors tasks should provide dieir validity for execution by presenting 
technical bases according to the MMIS design process shown in Fig. 1. For effective execution of 
human factors tasks, the methods and goals of tasks at each step of design process shall be 
identified and also list reference documents. These tasks include the follovvings: 

• Operating Experience Review(OER) : 

Utilization of operator interviews, questionnaires, reviews of event reports in Korea, and the 
results from detailed control room design review(DCRDR) performed on Korean NPPs. Human 
factors specialists, I&C specialists, and operators participate in this task. 

• Design Concept Definition : 

A preliminary design concept including a conceptual control room layout and information 
presentation strategy is established in this task by the application of staffing concepts, OER, HF 
guidelines, and design philosophy. 
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• Functional Analysis : 

This task is performed using the functional breakdown results obtained previously for a Korean 
standard nuclear power plant. The functions of MMIS are determined for control rooms and local 
control areas with MMI and I&C through this functional analysis. Preliminary function allocation, 
function assignment in the control rooms, and a hierarchical configuration of I&C system will be 
done using the results of this task. 

• Function Allocation : 

Function allocation is a process iterative throughout the conceptual and detailed design phases. 
Therefore, iterative reviews of human machine function allocation take place. In the detail design 
phase, tradp off analyses will be performed to determine the optimized allocation of MMIS 
functions, for examples, between hardware, software, and operators, in view of reliability, safety, 
and cost.; {n this task, the involvement of human factors specialists and I&C specialists is more 
required tl^m in any other taski 

• Task Analysis : 
1 

This task ist performed to determine the operator task performance requirements in 
consideration of the established MMIS configuration. Control and information requirements for 
operator tasks are defined, and detail functions are reallocated, by using of reference operating 
procedures. Afterwards, the results from this task will provide the bases for procedure 
development, personnel qualification and training requirements. 

• Man Machine Interface Design : 

Through the application of HF guidelines and criteria, the detailed design is performed including 
information display formats, man-computer interaction dialogue, command modes, intcr-frame 
relationship, data coding, etc. 

• Link Analysis : 

This is performed to examine the organization of operator tasks in terms of logical grouping and 
sequencing of activities, at the levels of both overall workplace and control interface by using of 
mockups. 

• Environmental Design : 

In this task, human factors guidelines and requirements are applied to the design of environment 
such as HVAC and lighting system together with the consideration on noise and vibration limit 
for operations and maintenance habitability and safety. 

• Operating Procedure Development: 

Based on the task analysis, the modification of operating procedures is performed in this task. 

• Human Factors Verification and Validation : 

Test and evaluation plan is also incorporated in HFEPP. Human engineering evaluation at each 
stage of analysis and design actually tests the adequacy of human factors engineering efforts. 
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Human factors evaluation is performed by using prototypes, dynamic mockups, and a site-specific 
training simulator with the application of HFE analytical techniques, experimental methods, walk-
through and talk-through techniques, according to various design phases. 

4.5 Engineering Control Methodology 

This section describes the methods on how HFE activities are integrated with the engineering 
control methods in the MMIS development. The engineering control methods in this section include 
the followings; 

- work methods to support the process of developing, design requirements, design 
guidelines and guidance for V&V at each design stage, 

- methods for the HFE issues tracking system to manage and feedback HF issues in aspects 
of NG-NPP development management, and 

- methods for the configuration control to effectively control the communications between 
design teams for the modification and adjustment of the plan and tasks in NG-NPP development. 

4.6 Human Factors Milestones and Documentation 

This section describes the schedule for HF engineering activities in relation with the schedule of 
whole NG-NPP development. This section also mentions about what types of documents to be made 
and how to make. 

5. DISCUSSION 

Although the HFEPP proposed in this paper is under development, it presents the importance of 
HFE in the MMIS design, and identifies systematic ways of the application of HFE to the MMIS 
design in relation with the whole NG-NPP development, considering current and future trend of 
nuclear regulatory requirements. 
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ABSTRACT 
The operator's mental activity i s the most important part 

of his work. A processing of a large amount of the information 
by the operator is possible only i f he/she possesses 
appropriate cognitive s k i l l s . To f a c i l i t a t e the novice's 
acquisition of the experienced operator's cognitive s k i l l s of 
the decision-making process a special type of the expert 
system vas developed. The cognitive engineering's models and 
problem-solving methodology constitutes the basis of this 
expert system. The article gives an account of the prototype 
of the mentioned expert system developed to aid the whole 
mental a c t i v i t y of the nuclear power plant operator during his 
decision-making process. 

INTRODUCTION 
Failures and disorders of complicated technological 

machineries are out of automatic control. They can be mastered 
only by a quick and exact thinking, good understanding and 
correct decisions of human operator. To fulfill this task, the 
operator is obliged to acquire a large amount of cognitive 
skills which are necessary for the problem solving and 
decision making respectively. A model of an optimal 
consequence of the mental activities for a good decision 
accomplishment is offered by the cognitive engineering. This 
one should be accepted as a general pattern of the operator s 
performance during an accident coupling. On the other hand 
pedagogics knows how to guide the human being to discover 
solutions for himself rather than to provide a ready-made 
answer (problem-solving approach). One of the expert system s 
definitions according to which expert system is capable to 
help even a novice to achieve result on the level of an 
experienced expert in the given problem domain, enconraged us 
to design and develop an expert system (ES), which would be 
especially aimed to the operator s cognitive activity 
training. The model of cognitive engineering and 
problem-solving approach to be mentioned earlier constitute 
the basis for this expert system. A main idea of this system 
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is to emulate "thinking aloud" of an experienced operator 
during the accident situation. By means of that type of expert 
system a stressful accident situation is converted into the 
situation where the learning by problem solving usually 
occures. Under those conditions the novice reaches effectively 
very remarkable approach to the performance of an experienced 
operator. 

Shell of the ES to be used, has a transparent 
architecture and offers all of the usual functions. It was 
developed at the Institute of Computer Science of the Comenius 
University, Bratislava, Slovakia. 

At present an application of the expert system for the 
operator s cognitive activity support is developed and used 
for the NPP V-l operator training. 

Two years training experience approved a high degree of 
motivation as well as a real improvement of the analytical 
abilities and cognitive skills of attendees. It has been 
appeared too, that using the expert system as a training tool 
is very important for its next adaption to the control room. 
2 UNDER WHAT KIND OF THE CONDITIONS 
DOES THE OPERATOR START WITH THE 
PROBLEM-SOLVING ? 

Highly coordinated operator's activity, based on the 
presence of a valid conceptual model changes dramatically in 
the case the operator appears suddenly in a completely new and 
at least in its initial development unknown situation. Among 
such situations we can include serious failures and accidents 
and when he hardly knows what is matter and what he has to do. 
The information announcers stimulating the operator's activity 
before the failure appeared suddenly act as the sources of 
stress. 

Hard paid experience from the most serious accidents of 
nuclear power plants (TMI, Chernobyl) show that the potential 
presence of all data was for operators practically 
unprofitable. 

In our opinion, in such situation for an operator it is 
crucial point a struggle for correct understanding what has 
happened. This struggle is performed at the "knowledge-based" 
level i.e. when the operator's activity become to be 
determined by his own knowledge and judgments only. A repeated 
contact with the devices is highly dependent on his cognitive 
activity effectiveness. 
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3 LEARNING ACTIVITY AS A BRIDGE THROUGH THE STRESS 
We have shown that unexpected occurence of a serious 

failure or accident is a stressing situation for the operator. 
Therefore the first-rate task of an efficient operator's 
behavior must be a successive overcoming of the stress load. 
It seems to us something what is very problematically 
manageable as a working situation (using data or commands for 
the operator), turns to be well manageable after the 
transformation into learning by problem solving. This 
transformation we consider to be the key moment of our whole 
solution. Everyone could agree that from the operator's 
behaviourpoint of view of an accident or a serious failure 
seems to be a situation of solving new problems. But the 
stress of an operator could cause chaos in his behaviour and 
therefore rapidly decrease or even disable the success of 
a solution. It seems to us that in order to overcome the 
chaotic behaviour of an operator it can be very useful to make 
use of operator's ability of learning. That is, to introduce 
the state of high psychical activity when learning usually 
occurs. Particularly we mean the learning by problem solving 
/l/. Above mentioned transformation into the learning by 
problem solving that is performed by changing (transforming) 
the stress-causing signals into the conditions of learning 
Note that the conditions for such learning situation are in 
the learning theory precisely defined /l/. 

For our inventions the first-rate importance of them are 
the instructions to manage learning activity. They are as 
follows : 

- point out clearly tio individual, already known 
principles and relations, necessary for resulting 
solution, 

- direct cognitive procedure towards the ultimate goal 
(result) namely when a mistake could be identified 
precisely, to which a currently chosen alternative 
leads, 

- reduce the collection of possible hypotheses, and they 
could not tell the result directly. 

We do believe that these are obligatory directions also 
for the advices which should be given by the expert system 
designed as a replacement for the instructor. 

4 INSTRUCTIONS FOR DECISION-MAKING PROCESS SUPPORT SYSTEM 

From that what we said about instructions suitable in 
problem solving it could be obvious that they were equally 
dependent both on the contents and the time of their 
presentation. The answer on the question "when and what" 
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information it is necessary to render to an operator we have 
to look for in cognitive activity models of problem solving 
and decising. We introduce a figure (Fig. 1) where an operator 
decising model according Rasmussen /2/ is depicted. 

F i g . l , The Interpretation of Problem Solution's 
Proccss vit h Rasmusson's 

Model of operator's Decision Making 

There are the phases of a problem solving (.•-•-•cess denoted in 
its background so that cognitive psychology distinguishes them 
/3/. The model could be considered to be a very condensed 
expression of the theoretical basis of a solution of the 
contents and time side of instructions. The Fig.l tells 
briefly: 

- in the first phase it is necessary to perceive all the 
important signs of the situation occured. Here a higher 
attention as well as a fast recognition is inevitable. 

- after verification of the occured failure it is 
necessary to take into account all possible 
alternatives of the failure's origin and hence also the 
possible solutions (the second phase). 

- after the creation of a sufficiently large collection 
of the alternatives it is possible to reason which one 
could be the most likely and to decise for the proper 
solution (the third phase). 

- the inevitable condition of the correct solution 
finding it is the creation of a verifiable hypothesis 
for the chosen solution (the fourth phase). 

- in the ultimate fifth phase it is necessary to perform 
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a correct verification of the hypothesis and on its 
base to judge whether the solution choice was correct. 

The successive fulfilment of these activities gives 
a good chance for success in problem solving. It is quite 
clear that the solution of a problem requires the assembly of 
a standardized sequence of information items which, for the 
given type of an accident or failure, correspond by their 
contents and rouse an operator's cognitive activities. 

We note that such sequence of instructions leads an 
operator towards the understanding of the global situation in 
a controlled process, and did not ensure only vanishing of 
mistakes in manipulation procedures, as it is usual in recent 
operating procedures. 

We have designed the items of such standardized sequence 
and ordered them (according to their denotation) in the 
following way: VERIFICATION, CONSEQUENCES, WAY-OUT, DECISION, 
CLAIMS, PLAN, PROCEDURE, CONFIRMATION, RESULT. The contents of 
these items is as follows: 
VERIFICATION: usually questions aiming to investigate all the 

necessary data and facts, which confirm or reject the 
correctness of a signalized failure. 

CONSEQUENCES: inform about the most serious damages and 
threatenings of the accident. 

WAY-OUT: point out to all possibilities of the failure 
recovery and mittigating of the failure consequences. 

DECISION: the operator is given important criteria for his 
decising. 

CLAIMS: information about all the conditions as well as 
requirements which must be kept by the chosen solution. 

PLAN: the design of a framed schedule of main tasks in 
performing the accepted solution. 

PROCEDURE: the detailed procedures of individual tasks. 
CONFIRMATION: questions concerning the changes which would 

necessarily appear if the accepted solution was correct. 
RESULT: determination of the resulting device status after the 

parameters stabilization. 
5 TINA - TRANSPARENT INFERENCE ARCHITECTURE 

The prototype of NPPO-TINA (Nuclear Power Plant Operation 
- Transparent Inference Architecture) has been developed in 
the environment for building expert systems TINA /4/. 
It is characterized by: 

- a free structure of cooperating knowledge bases (KB) 
integrated by the same inference principle, the 
knowledge representation is based on mixed frame-rule 
structure 

- a kit architecture, the central part of this system 
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consists of the inference engine only, all other 
partial functions and activities of the system are 
expressed as a knowledge (e.g. knowledge about 
communication, editing, explanation, etc.) or 
functions, as shown on Fig.2. 

- a hierarchical schedule structure, which enables to 
solve problems as a dynamically modified hierarchical 
net of metaproblems, problems and subproblems on 
a different level of a generalization.. importance and 
interconnections, it allows dynamical changes of 
strategies during a problem solving. 

F ig.2. A kit architecture of TINA 

6 AN EXAMPLE 
For the sake of an experimental debugging and 

verification of the NPPO-TINA type advisory, the advisory for 
the failure caused by a fall out of all Primary Circuit Supply 
Pumps and Boron Regulation Pumps for nuclear power plants of 
W E R type with the reactor V-213 has been developed as first 
(/5/, /6/). The prepared advisory is working off-line. In what 
follows, we shall try to introduce the usage and function of 
the NPPO-TINA by a brief description of some successively 
chosen information items for the failure jast mentioned. 

The user can choose the required advisory using a menu 
from a stack of advisories prepared for particular failure 
types separately. The initially depicted information after 
choosing an advisory, is an imitation of that failure 
signalization on pumps fall out, which an operator sees at the 
control room's alarm window (Fig.3). 
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Fig.3. Failure presentation 

The denotations of those information items which are of 
most importance for the operator at this stage, are depicted 
as labels (from left to right) in a horizontal menu. 
Generally, the choice of whatever information item could be 
realized, but it has no practical value. 

From the left, the first offered item is VERIFICATION. It 
is of help in evaluating the validity of the failure 
signalization, whether the failure appeared really, or the 
signalization has failed (Fig.4.). The confirmed signalization 
becomes to be facts for a further processing by the expert 
system. 
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Fig.4. Verification of the failure's symptoms 
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After confirming the validity of the signalization and 
after finishing the global identification of the status (using 
the items CONSEQUENCES + WAY-OUT), the operator is prepared 
for decising about further operations of the machinery. 
Choosing the item DECISION, all criteria and circumstances are 
depicted on the screen, important in considerations on 
reaching correct solution. After evaluating all of the 
criteria the proposal of a most suitable solution (Fig.5) 
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Fig.5. Proposition of the most suitable solution 

The further items (PROCEDURE, CONFIRMATION) then 
following their defined contents only precise the procedure of 
solution and ensure its correct realization. 

The final item RESULT gives the basic definitions of the 
machinery status, which has to be reached by the correct 
solution after stabilizing the parameters (Fig.6). 
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Fig.6. Prediction of the target state 
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7 CONCLUSIONS 
Multiple experimental verifications of the developed 

advisories of the NPPO-TINA type in operator's training using 
the full-scope as well as the special function simulator at 
the Nuclear Power Plants Research Institute in Trnava have 
confirmed the essential aspects of intended support of 
cognitive activities training its global functionality. The 
staff has accepted its +usage in their training. Providing 
solutions of some stylization and terminology questions there 
is a very real possibility of its using at control rooms as 
well. 

When using this advisory in training and practicing of 
the staff, the most valuable experience appeared to be 
a possibility of very effective transition of cognitive skills 
of experienced operators into beginners training. Previously 
used means have enabled that only in a restricted manner. 
Fixing of the habit of a systematic information processing to 
which such advisory usage leads operators, could be very 
useful as well. 

The exploitation of expert systems technology as well as 
its implementation in the PC environment has demonstrated its 
high value due to very fast processing and transmitting 
required information. This factor could be very interesting 
from the aspect of its exploitation at a control room. 
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HUMAN FACTOR IN DEVELOPMENT AND IMPLEMENTATION OF A COMPUTERIZED 
OPERATOR SUPPORT SYSTEM (COSS) AT AN OPERATING POWER UNIT OP THE 
NOVOVORONEZH NPP 

Scorodoumov V.A., Head of Computer Engineering Department; 
Smoutnev V.l., Leading Specialist, Computer Engineering Department 
Novovoronezh. Nuclear Power Plant 
Novovoronezh, Russia 

ABSTRACT 

In the course of stage-by-stage deuelopment, introduction and 
pilot operation of a prototype COSS, followed by development and 
implementation of a full-scope COSS at Novovoronezh Unit 5, 
including creation of a local computer network and filling it with 
data, cirtain experience has been gained in the human factor 
effect at all stages of COSS development - from the COSS idea to 
its introduction and performance at an operating Power Plant Unit. 

Basing on an actually existing standard procedure of 
implementation of any technical idea, a concept of an associated 
"human factor" chain is introduced in this paper. Each element of 
the chain is discussed in detail, in terms of problems encountered 
and practical ways of their elimination. 

Necessary and sufficient prerequisites are c sed for successful 
achievement of goals, established at each staga of COSS creation. 

Specific examples are given of problems arising and methods 
adopted for their solution, one of them being establishing working 
groups, consisting of experts from mutually complementing areas 
(e.g. programmers and process engineers), development of a common 
acceptable "communication language" for the working group, 
application of a "deep feedback" method between software designers 
and users-process engineers over the entire process of COSS 
development and stage-by-stage introduction. 

In the analysis of problems arising in the "User" element of the 
"human factor" chain, a special attention is paid to ways of 
overcoming "computer incompetency" of operating personnel, effect 
of personnel adaptation to the old means of data presentation,, 
upon their response to the new information facilities, as well as 
upon technical and organisational measures for establishment of 
users discipline, following the installation of computer hardware 
in the operator work stations. 

In this respect, the experience is considered as rather 
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interesting, of COSS development and stage-by-stage introduction 
at an operar t.ng Nuclear Power Plant Unit, without any negative 
effect on th& Unit technological process. 

The Technical Task development for the prototype of a Computerized 
Operator Support System (COSS) at Novovoronezh Unit 5 was started 
in October 1992. In December 1992 a group of 2 process engineers 
was established by order of the Novovoronezh NPP Plant Manager, 
with the aim of their participation in the development and 
implementation of the COSS prototype, jointly with personnel of 
the Central Scientific Research Institute of Cybernetics and 
Automatics (UHMMKA) - group headed by A.A.Bashlykov. 

The development of the COSS prototype for Unit 5 was completed in 
the middle of May 1993, and the COSS prototype was demonstrated on 
a computer at an IAEA meeting held in Moscow. 

After the 2 required computers had been purchased, the COSS 
prototype was installed at Novovoronezh Unit 5 for pilot 
operation. Basing on the results of the COSS prototype pilot 
operation, a decision was made of development and implementation 
at Novovoronezh Unit 5 of a full-scope COSS, based on the local 
network (the agreement with LJHHHKA was signed in September 1993). 

The development and implementation of the full-scope COSS were 
divided in 3 stages: 

- development and implementation of a local computer network at 
the Unit; 

- development and implementation of the data part of the 
full-scope COSS; 

- development and implementation of advice programs for operator 
(analytical part of COSS). 

The first two stages of the full-scope COSS implementation program 
were completed successfully by May 1994. Further works were 
considerably delayed due to suspended financing (related to the 
deep "non-payments" crisis in the Russian Federation) and 
procurement for the program. Nevertheless, at the stages of COSS 
prototype pilot operation, development and implementation of the 
local network and data part of the full-scope COSS, the authors 
have gained certain experience in terms of "human factor", which 
is described in the present paper. 

First of all, the authors would like to -remind the standard 
sequence of implementation of any technical idea: proposal of the 
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idea — > compréhension and. examination of the idea — > adoption of 
the idea by a wide range of specialists — > availability of 
required and sufficient means (financial and material) for 
implementation of the idea — > availability of experts capable of 
development and implementation of the idea — > availability of 
trained users — > availability of required and sufficient 
prerequzites for practical application of new technologies (see 
Figure 1). 

Even from consideration of this standard sequence, its direct 
connection becomes evident to the "human factor" - the presence of 
the second chain, rigidly connected to the first one: "idea 
generator" — > "idea distributor" — > availability of "critical 
mass" of certain experts — > "idea designers" — > "idea promoters" 
— > "sponsors" — > users. Of course, the proposed division of the 
second chain elements is quite arbitrary: actually, the "idea 
generator" is most commonly its distributor as well (but not 
necessarily), the idea designers in most cases have to promote its 
implementation. Regardless of the actual distribution and 
combinations of "human factor" chain elements, there is one 
objective condition for successful progress of the idea 
implementation - the availability of required and sufficient 
prerequisites for idea arisal and implementation. 

In case of COSS, such prerequisites are complication of the Unit 
technological process due to increase of their unit power, more 
severe safety requirements for nuclear power plants - on the one 
side, and appearance and development of computer engineering up to 
the level of personal use (required speed of response, large 
memory, operational reliability, small size of hardware, advanced 
software, etc.) - on the other. 

The first of them is the prerequisite of necessity, the second 
one - prerequisite of sufficiency. It is evident, that in the 
presence of these two prerequisites the condition is automatically 
met of availability of "critical mass" of experts, capable to 
comprehend, examine, develop the idea, promote it and eventually 
to establish efficient creative groups of specialists, capable of 
implementation of the developed idea in practice. This concept was 
used as a basis for setting-up a creative group of specialists, 
mentioned above, for development and implementation at 
Novovoronezh Unit 5 of first a prototype, and later - a full-scope 
COSS: group of programmers from 1JHHHKA, headed by A.A.Bashlykov, 
and two process engineers from the Novovoronezh NPP. 

The first task of the creative group was the development of a 
language of communication between the process engineers and the 
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programmers which could be used by the process engineers to 
transfer tho i.r knowledge to the programmers. Such a "communication 
language" wa.-.s developed in the form of an algorythm, using the 
method of successive approximation (see Figure 2). The development 
of such an algorythmic language allowed the groups of the process 
engineers and the programmers to work independently, and check the 
results of their work in the course of periodic meetings, making 
necessary corrections both in the programs, and in the algorythms. 
We called this working method a "deep feedback". Using the method 
of "deep feedback" between the software designers and the users -
process engineers during the whole process of development and 
step-by-step COSS implementation, allows to achieve an optimal 
result in terms of neccessity and sufficiency: feasible for the 
prograsmmist, and sufficient for the process engineer. Although 
one can imagine, not only theoretically but also practically, a 
specialist, having a sufficient, knowledge of both a programmer and 
a process engineer. For instance, a Novovoronezh specialist 
V.V.Kirillov managed to develop and to program the mathematical 
model of the Novovoronezh Unit 5 at the Training Department of NV 
NPP. But in the general case, the idea of creation of operator 
support systems by programmers only can not be accepted as 
productive, since in the course of the task implementation the 
appropriate flexibility can not be achieved in selection of 
efficient decisions, and difficulties would arise in formalization 
of professional knowledge of the operators. 

Putting the COSS prototype in pilot operation at Novovoronezh Unit 
5 should be considered as a critical moment in the program of 
step-by-step COSS implementation. Several major problems were 
encountered, some of which were anticipated, and others arose at 
the stage of the COSS prototype development. For instance, 
availability of accustomed information and management means, 
meeting the criteria of necessity and sufficiency in terms of 
technological process management, to which the operators are 
adapted. 

In order to overcome the "computer incompetency" as soon as 
possible, a task was set up at the stage of the COSS prototype 
development to create the most "user-friendly" interface. The task 
was fulfilled successfully by the designers (as a reactor operator 
said, after he started working with the COSS prototype for the 
first time, "It took you several months to make it, and we learned 
to use it in five minutes!"). Of course, prior to such learning, 
they studied the simple procedures, written for the COSS users, 
and listened to the oral explanations given to the shift crews. 



Figure 2. Algorythm of process conditions for spent fuel pond 
cool i n sub-system 



Figure 2 (continued). Algorythm of process conditions for 
spent fuel pond coolii sub-system 
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A task was given to the software designers to protect COSS against 
unauthorized access to the files by means of programming. Besides, 
measures ar>: being considered for COSS hardware physical 
protection and its optimal location. 
Even in the process of the COSS prototype development it was 
revealed, that a certain number of primary and secondary circuit 
parameters, which should be entered in the computer according to 
the design, actually remain not required, because the operating 
personnel do not use them in their work and do not require 
entering them. It's interesting, that in this case the operators 
use indirect information, e.g. replacing the make-up-blow-down 
flow balance with levels balance in case of primary leaks 
detection. Nevertheless, the lack of complete set of measurements 
of make-up-blow-down in the primary circuit limits considerably 
the COSS possibilities in leak analysis and generation of specific 
recommendation for the operator. 

It was found out, that during the COSS prototype operation and 
partially during the full-scope COSS operation, sufficient time 
period is required for introduction of the new system to operating 
practices, since the main reason why the operators did not use 
actively enough the information possibilities (despite of the much 
better quality of data presentation on the COSS displays), was 
that the personnel were adapted to those forms of the information 
support, which they were used to working with during long periods 
of time. This can be demonstrated by the fact, that in the process 
of creating a local network for the full-scope COSS, one of the 
computers was installed in the Plant Shift Superviser*s office, 
but nevertheless, every time when a warning alarm was actuated, 
one of the authors of this paper, who works as a Plant Shift 
Superviser, went to the main control room to find out the cause. 
On the other hand, the COSS information was used willingly by 
engineers of various operations support services, having COSS 
computers. Therefore, at that stage of COSS implementation the 
Operator Support System was actually used as Operations Support 
System. 
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Basing on tho experience gained, the authors came to the following 
conclusions : 

1- Due to the professional psycological orientation at 
conservatism of actions, in his actual activities the operator 
prefers to use the information system, he is adapted to. 

2. In order to overcome such conservatism, the information 
function of the newly created system should provide the user with 
a qualitatively new information, which could not be acquired by 
the operator from the standard system. 

3. Introduction of new information systems 'at operating Power 
Units in the process of their backfitting and modification is the 
most practicable possibility to achieve the goal. 
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An approach to evaluate task allocation between operator and automation with 
respect to safety of Nuclear Power Hants 

A. Macwan. Z.G. Wei and P.A. Wicringa 

Laboratory for Measurement and Control. Dept. of Mechanical Engineering and Marine Technology, 
Delft University of Technology, Mekchveg 2, 2628 CD Delft, The Netherlands 

ABSTRACT 

Even though the use of automation is increasing in complex systems, its effect on safety cannot 
be systematically analyzed using current techniques. Of particular interest is task allocation between 
operators and automation. In evaluating its effect on safety, a quantitative definition of degree of 
automation (doA ) is used The definition of do A accounts for the effect of task on safety, irrespective 
of whether the task is carried out by operator or automation. A lso included is the indirect effect due 
to the change in workload perceived by the operator. This workload is translated into stress which 
affects operator performance, expressed as human error probability, and subsequently, safety. The 
approach can be useful for evaluation of existing task allocation schemes as well as in making 
decisions about task allocation between operators and automation. 

I. INTRODUCTION 

Rcccnt trends in design and operation of large, complex, man-machinc systems is one of increasing 
automation. Negative cffects of automation have been discussed by Bainbridgc [1], These cffccts, 
though, haA-e not received too much attention from industries such as nuclear power plants. 
Specifically, "the effect of allocating more and more tasks to automation remains unclear in terms of 
risk" (or safely), as noted by Heslinga [2], Operating history' of nuclear power plants and other 
industries show effects of the automated environment and the operator's role in it. For example, 
accidents involving operators overriding the automatic system, such as Three Mile Island [3], as well 
as aircraft crew being unaware of the autopilot being shut off [4], show that automation can contribute 
to the overall risk. Despite increasing automation, operators continue to play an important role in 
operation of complex systems, albeit in the altered role of a supervisor. 

Thus, it is important to study task allocation between operators and automation with respect to safety. 
Tasks are often allocated using guidelines which include safe operating criteria, as well as strengths 
and limitations of humans and automation. However, methods to evaluate the system safety as a 
function task allocation between operators and automation are scarce or absent. 

The approach presented in this paper is based on a quantitative definition of degree of automation [3]. 
Even though the scale or level of automation has been mentioned in literature, efforts towards 
quantitatively assessing a degree of automation have been scarce or absent to the knowledge of the 
authors. In this paper, degree of automation is considered from two interrelated viewpoints. While one 
perspective looks at how the task influences plant safety, the other perspective looks at how the task 
is perceived by the operator [5,61; mental workload. Automation directly affects safety, namely 
through the tasks that are automated. On the other hand, it indirectly affects safety through how it 
affects operator performance. The approach presented in this paper is based on these two effects. 
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Thc remainder oT the paper is divided into 4 sections. The next section briefly reviews the two 
viewpoints to define the degree of automation. The proposed approach is described in the third section. 
Issues related to safety, task allocation, and possible applications arc discusscd next. Conclusions, 
currant and future implications of the approach arc presented in the last section. 

DEFINING DEGREE OF AUTOMATION 

According to Sheridan [7], degree of automation is related to how many tasks are allocated to humans 
and automation. Wc have proposed a quantitative definition of degree of automation (doA) as a 
function of the ratio of automated tasks and all tasks [5], This definition includes only those tasks that 
can be performed by either the operator or by an automatic system, and excludes tasks that can be 
performed only by operator or only by automation. A simple form of the function is a weighted sum, 
where the weight accounts for the different influences of different tasks. Currently, we are 
investigating other functions, especially to account for dependencies among tasks. 

While describing automation and the difference in tasks, two different but related perspectives became 
apparent. This is shown in Fig. 1. One is what wc have termed an objective viewpoint, which 
considers the effect of task on system performance (referred to as output in Fig. 1). The other 
viewpoint, termed subjective, considers the task as it is perceived by the operator. These arc described 
below. 

Subjective Objective 

Fig. 1 Two viewpoints for degree of automation 

2.1 Effect of task on system perfoimancc 

In general, each task has a distinct effect on the performance of the system. Since not cach task is the 
same with respect to this influence, the definition mentioned above is an attempt to include the 
magnitude of effect on system performance of a given task. It should be noted that this effect is 
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indcpondcnt of whether the task is performed by the operator or by automation. Thus, such a 
viewpoint is termed as an objective viewpoint sincc it is independent of the workload perceived by 
the operator which is discusscd next. This objective cffcct can be assessed from the outputs of the 
system which can be dircctly measured. The question "how important is this task (quantitatively) with 
rcspccl to system performance?" applies to both the operator and to automation. 

According to this viewpoint, the degree of automation is an indication of the fraction of system 
performance that is controlled (or achieved) by automation. 

2.2 Workload perceived by the operator 

The second viewpoint with respect to a task is the workload that is perceived by the operator when 
the task is allocated to the operator. Each task imposes a workload on the operator, and in turn causes 
the operator to perceive a workload; the mental workload. A number of factors such as task 
complexity, task difficulty, etc. influence the perceived workload. While the tasks allocated to the 
operator impose a dircct workload, tasks that are automated impose a monitoring and intervention 
workload on the operator. This is because in tasks that are automated, the operator still acts as a 
supervisor who monitors the automation and intervenes in ease it fails to perform its function. 

According to this viewpoint, the degree of automation refers to the fractional réduction of workload 
due to automation. This includes the small increase in workload associated with the monitoring and 
intervention tasks left after automation. When a task is automated, there is a réduction of mental 
workload for the operator. But, there is a small increase due to the introduction of a new 
monitoring/intervention task. Assessing workload associated with each task, the monitoring workload 
associated with automated tasks would represent this phenomena. The quantitative definition of degree 
of automation is aimed at comprehensively analyzing this effect. 

3. APPROACH TO EVALUATE TASK ALLOCATION 

Using the two viewpoints of degree of automation presented in section 2, the proposed approach to 
evaluate task allocation between operator and automation with respect to safety consists of the 
following steps: 

Evaluate effect of task on system safety; objective measure. 
Assess operator perception of mental workload for each task assigned to the operator; 
subjective measure. 
Estimate human error probability as a function of the mental workload. 
Evaluate effect on safety using results from the previous steps. 

3.1 Evaluate effect of task on safety 

Tasks are designed to operate the system within operating safety boundary, and when anticipated 
incidents happen, to keep it or bring it within limits of safe operation. At this level of analyzing tasks, 
tasks that can be performed either by the operator or by automation are of interest. In other words, 
tasks that can only be performed by operator or by automation are excluded. For the tasks analyzed, 
the question of interest is how important each task is with respect to the safety of the system. 



- 1 2 4 — 

Rclativc cffcct of cach task on safety can be studied using a number of techniques. System analysis 
can be done to evaluate how cach task affccls the parameter which is affected by the task. This is 
done by linking the task to a model of the physical behavior of system. For example, when a task 
deals with safety injection (verifying or starting safety injection pump), the effcct of the task is 
identified in terms of safety injection flow. Subsequently, the cffect of safety injection flow on safety 
(in terms of peak clad temperature or saturation conditions) is evaluated. 

One technique wc are considering is the use of a task network for performing such analysis. The tasks 
analyzed arc arranged as a network of series or parallel tasks. Parallel tasks refer to the tasks that are 
independent of each other, while tasks in series typically refer to an automated task where automation 
performs the control task and the operator performs the task of monitoring the automation. Safety is 
thus influenced by the automated and monitoring tasks. 

Associated with each task is a measure, which indicates how strongly the task influences system 
safety. Wc are considering the use of such a network to systematically analyze the effect of one or 
more tasks on system safety. 

The result consists of relative ranking of the tasks as they affect safety as well as a quantitative index 
indicating how critical the task is with respect to safety. 

3.2 Evaluate operator woridoad 

Operator workload related to the tasks that arc to be performed by the operator can be evaluated using 
a number of means. The so-called mental load assessment techniques can be used to achieve this. On 
the one hand, physiological measurements such as heart rate, heart rate variability, etc. are used to 
correlate to mental load. Others employ subjective judgements from the operators. Examples of such 
techniques are Cooper-Harper scale [8],NASA-TLX [9], RMSE [10], The first two have been applied 
to study mental load for pilots, while the last has been applied to bus drivers. While physiological 
measurements have been used in other applications such as pilot workload estimation, they are 
typically not found in task analysis of nuclear power plants. 

An interesting question that arises when evaluating operator workload pertains to the correlation 
between individual workload and total workload. We suspect that when workload for individual tasks 
are evaluated, the total workload when the operator is asked to perform all the tasks is more than the 
sum of workloads associated with individual tasks. 

In computing the total workload, the automated tasks that the operator has to monitor and/or intervene 
are included to portray a realistic picture of the situation in the control room. This helps us to 
systematically investigate the effect of automation on total workload perceived by the operator. Using 
different measures for monitoring and total workload, the increase in monitoring workload can be 
compared with decrease in total workload. 

3.3 Estimate human error probability 

Human error probabilities are estimated as follows. In the first step, for the tasks that are assigned to 
the human operators, basic human error probability (HHP) values can be obtained from one of the 
standard techniques such as THERP [11], SLIM-MAUD [12], HCR [131. Secondly, the workload that 
was obtained in the previous step is translated into a stress value for the associated task. The stress 
is subsequently used to adjust the basic HEP. The methods mentioned above include mechanisms to 
adjust the basic HEP to reflect an increase or decrease due to stress being non-optimal or optimal. 
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3.4 Evaluate effect on safety 

Safety is evaluated by combining the results of tlic First 3 steps. This is done as follow s. From the first 
step, cffcct of each task on system safety is used to list the tasks in terms of importance with rcspcct 
to safety. Subsequently, for the tasks allocated to the operators. HEP values are used to computc the 
compounded probability that affects safety. For automated tasks, the failure probability of automation 
is combined with HEP values of monitoring tasks to compute effect of the automated tasks on safety. 
Lastly, the effect of all tasks on safety is combined. 

4. ISSUES RELATED TO APPLICATION 

Tl\e approach presented in this paper has helped us identify different areas of further investigation and 
application. From the analysis to assess workload for tasks, a correlation of individual task load and 
total task load could be found. This would help us in arriving at an understanding of interactions and 
dependencies among tasks. From assessing the workload related to tasks related to automation, effects 
of automation on operators can be systematically evaluated. 

As one of the outcomes of the method that will result from the approach presented here, a correlation 
of automation and safety will be developed. This would lead into insights into how the level of safety 
is affccted by automation (through objective or subjective measures). With automation continually 
increasing, such a corrélation would provide a structured way to perform retrospective analyses such 
as evaluation of task allocation, as well as to pcrfomi prospective analyses such as making décisions 
about how many and which tasks to automate. 

5. CONCLUSIONS AND APPLICATIONS 

As large, complcx systems show trends of increasing automation, effccts of automation on system 
perfonnance becomes important. Specifically for nuclear power plants, methods to evaluate effect of 
automation on levels of risk are non-existent. The approach presented in this paper aims at 
development of a method to achieve this objective. Direct effect of automation on safety as well as 
indirect effect due to operator workload perception form die basis for developing a quantitative 
definition of degree of automation. The approach combining two related analyses to evaluate the 
overall effect of automation on safety. One part of the analysis focusses on how a task influences 
safety, irrespective of whether it is performed by operator or automation. The other part of the analysis 
considers the workload associated with tasks that are fully or partly carried out by the operator. 

Currently, we are using a simple laboratory system to implement and test the principles mentioned in 
this paper. Experiments using this system are being conductcd to develop some of the correlations 
mentioned in this paper. Using these correlations, the approach will be extended for application to 
power plants. 
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ABSTRACT 

New computer technology is very effective tool for developing a new design of nuclear power plant 
control room. It allows designer possibility to create a toolfor managing with large database of power 
plant parameters and displaying them in different graphicforms and possibility of automated execution 
of well known task. The structure of Emergency Operating Procedures (EOF) is very suitable for 
programming and for creating expert system. The Computerized Emergency Operating Procedures 
(CEOP) described in this paper can be considered as an upgrading of standard EOP approach. 

EmDiSy (Emergency Display System - computer code name for CEOP) main purpose is to supply the 
operator with necessary information, to document all operator actions and to execute well known 
tasks. It is a function oriented CEOP that gives operator guidance on how to verify the critical safety 
functions and how to restore and maintain these functions when they are degraded. All knowledge is 
coded and stored in database files. The knowledge base consists from stepping order for verifying 
plant parameters, desired values of parameters, conditions for comparatione and links between 
procedures and actions. Graphical shell allows users to read database, to follow instruction and to 
find out correct task. The desired information is concentrated in one screen and allows users to focus 
on a task. User is supported in two ways; desired parameter values are displayed on the process 
picture and automated monitoring critical safety function status trees are all time in progress and 
available to the user. 

I. INTRODUCTION 

Modern computer technology used in nuclear power plants can improve the emergency response 
during accidents. The operator can get the information that he needs during an emergency much 
faster. The idea of Safety Parameter Display System (SPDS) was proposed in the past to help the 
operator during accidents. The purpose of the SPDS is to help control room personnel in evaluating 
the safety status of the plant by rapid detection of abnormal operating conditions. 

Emergency Operating Procedures (EOP) were introduced direct to operator actions necessary to 
mitigate the consequences of transients and accidents. EOP can be efficiently used to bring the nuclear 
power plant under control. EOP provides a network of predefined and prioritized response strategies 
that guide the operator in management of emergency transient. These strategies derive from the 
Optimal Recovery and Critical Safety Function Restoration concepts. Using the safety function 
concept, the individual procedures of operator actions during an event can be standardized [1] with 
separate operator diagnostic and control elements. 

The EOP's structure is very suitable for programming and for creating expert system, but first we 
must find out the answers on two question: "Is it possible to create expert system from EOP 
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knowledge with standard expert system technique? Is that expert system adequate replacement for 
standard EOP written in paper form?" The most popular solution of introducing expert system in new 
NPP control room is the expert system assisted display 12]. This paper presents our view of CEOP's 
concept 

Figure 1: First design ofEmDiSy computer code 

2. EmDiSy (CEOPcode) CODE 

Conventionally EOPs are written in the paper form. EmDiSy (Emergency Display System), which 
is being developed to support the operator during a transient or an accident in a nuclear power plant, 
is more than an electronic EOP book. It uses all recommendations for writing EOPs and makes use 
of advanced computer technology. It allows operator management of large database of power plant 
parameters and monitoring of them in different graphic form. Last year it has been updated 
(CEOPcode) with code for automated execution of well known tasks (CSFcode). Automated tasks 
enable faster diagnostic of the event and recovery procedure. 

2.1 EmDiSy background 

References [3][4] describe our first design of CEOP (Figure 1). The basis of the EmDiSy computer 
code are two groups of database files. Knowledge database files are examples of the first group, while 
the second group contains files needed for graphical support. Components of procedure rules are 
questions, instructions and pointers to the subsequent step in the procedure or to the next procedure. 
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This graphically designed computer code allows on-line presentation of data anywhere on the screen 
in any visible form. The main goal of EmDiSy code is to concentrate all main information that is 
needed during emergency. 

2.2 EmDiSy new approach (CEOPcode) 

The last release of EmDiSy code was CEOP code with the new graphical design, new concept of 
managing database and automatic execution of well known tasks. For graphical design (Figure 2) we 
used the same concept as Process Information System (PIS). That system is in the last phase of 
installation in Nuclear Power Plant KrSko (NEK). PIS is based on the AFORA PMS™ software 
platform (commercial product of Asea Brown Boveri - ABB). That platform can serve CEOPcode as 
data acquisition system. 

Figure 2: New concept of EmDiSy is resulted in CEOPcode 

The concept of managing database allows operator to compare two values and answer to question with 
yes or no. In the main loop the code compares asked value with measured value but doesn't take any 
action by itself. It points to the first step which must be executed or compared manually. It is then 
waiting for the operator instructions. Only well defined tasks are executed automatically for 
monitoring critical safety functions (subcriticality, core cooling, heat sink, integrity, containment and 
inventory). 
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2.3 CSF status trees in CEOP code 

A serious threat to the health and safety of the public could result If the radioactive materials in the 
reactor core of nuclear power plant were to be released to the environment. The fundamental goal of 
nuclear safety is the prevention of uncontrolled release of radioactive materials from nuclear power 
plant and ensuring that physical barriers remain intact always and under all conditions that may exist 
Critical Safety Functions (CSF) are set of safety function for diagnostic the plant safety state. 

Figure 3: First level of CSFcode (physical barriers and final results of CSF) 

CSFcode is part of CEOPcode and contains six automated tasks, each for every critical safety 
function. Purpose of this code is monitoring and diagnostic the plant safety state and (if it is 
necessary) selection of the adequate recovery procedure. Operator can choose different level of 
automated execution: fully automated, half automated and manual. 

Result of fully automated execution CSF is CSF status tree's final status (colour code), selected ways 
trough trees and information about the possibility of the physical barrier degradation (Figure 3). The 
CSF status trees final results are presented in first level of CSFcode. Fully automated execution is 
always in progress (first and second level) and is part of SPDS. The user can select suggested action 
(leave CSFcode and jump to selected procedure) or calls selected CSF status tree. The selected tree 
is displayed in second level of CSFcode. 
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Figure 4: At the beginning in the second level of CSFcode 

At the beginning in the second level (Figure 4) operator gets information how fully automated 
execution is performed (answers to the questions in the tree) and when has result been calculated 
(scanned and elapsed time). The user can now clear all answers and manually chose his way trough 
tree (manually execution). The second possibility is to clear just few last answers and initiates his 
choices (half automated execution). In this level fully automated execution is still in progress and code 
points on-line to the operator its final solution with marker AUTO. From this level the user can jump 
to selected new procedure or return to the first level. 

3. RESULTS AND DISCUSSION 

Computer code CEOPcode that is under final stages of development is believed to be an efficient tool 
to assist the operator in emergency conditions. Its main purpose is to supply the operator with 
necessary information and to document all operator actions. The described code has many advantages 
comparing with EOP written in standard format. Some of these advantages are: 

• code allows selection and concentration of important plant parameters 
• searching and comparing parameters is more simple 
• code can do automated execution of some tasks 
• partofSPDS is integrated in CEOP 
• code allows double checking of all decision 
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• code can explain all decision 
• code can store all decision for future analysis 

Future upgrading calls for expert system, which will be able to analyze incoming data, recognize 
incoming event, point to errors in the system and execute precise defined tasks. 
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ABSTRACT 

Annunciation is used to ensure that control room staff are promptly alerted to important changes in 
plant conditions that may impact on safety arid production goals. We are carrying out research and 
development to improve CANDU annunciation, in partnership with Canadian CANDU utility and 
design organizations. The main goal is to solve the "information overload" problem that occurs 
during major plant upsets, while providing operators with annunciation information needed to 
prevent, mitigate, and accommodate plant disturbances. To date, a set of annunciation concepts 
has been developed based on operational needs in a complex supervisory control environment. A 
prototype annunciùtion system has been developed and demonstrated with Point Lepreau 
Generating Station operations staff. Preliminary evaluations show that the system has the potential 
to solve many of the current problems associated with upset management. Further evaluation of 
this system is planned for 1994/95. This paper summarizes the project, including the current 
status, lessons learned to date, future directions of the research, and implementation by plants. 

1 . INTRODUCTION 

Feedback from operations staff at all CANDU stations continues to indicate that existing alarm 
annunciation systems need further improvement, especially during plant upsets when "alarm 
flooding" occurs [1]. During major upsets (e.g., reactor or turbine trip), hundreds of process and 
equipment changes are annunciated, many of which are irrelevant and unimportant for the plant 
situation. In some instances, this large number of annunciation messages may overload the 
capacity of annunciation presentation media and the ability of the operating staff to assimilate the 
messages. Managing the flood of alarms can limit the effectiveness of the operations staff to 
stabilize the plant and diagnose the cause of the upset. 

We are carrying out research and development to improve CANDU annunciation, in partnership 
with Canadian CANDU utility and design organizations. This research has a clear user-oriented 
focus: we have made a conscious effort to identify the information needs of all the users of the 
plant annunciation system and to then develop concepts that ensure the system better meets their 
needs. The Point Lepreau Generating Station (PLGS) has been used as the reference plant; Input 
and comments have been received from other Canadian CANDU stations. This paper summarizes 
the project, including the current status, lessons learned to date, future directions of the research, 
and implementation by plants. 
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2 . BACKGROUND 

2 . 1 Current CANDU Annunciation 

CANDU control rooms consist of an open room with instrumentation panels occupying two or 
more walls of the room. One wall contains instrumentation for the special safety, reactor, heat 
transport, boiler, feedwater, turbine and generator systems. Most of the routine plant operations 
and upset management can be performed from these panels and a central control desk. The other 
wall(s) contains instrumentation for on-power refuelling, instrument air, process water, access 
control, and the electrical support and distribution systems. 

The instrumentation panels are organized on a system basis and each panel contains annunciation 
indicators at the top, and conventional indicators (e.g., edgemeters, status lamps), computer 
displays and equipment controls (e.g., handswitches and analog controllers) throughout the rest of 
the panel area. 

Annunciated information is displayed to operations staff by two centrally located computer displays 
and a limited number of window annunciators at the top of each panel. The computer displays 
enable changes in the status of more than 6000 analog, contact inputs and calculated variables to be 
individually annunciated. However, these displays have a limited presentation capacity of only 20 
messages each. If more annunciation messages are available for display at one time, the most 
recent messages overwrite the oldest ones. 

The annunciation system supports operations staff well during normal operating conditions, and 
minor equipment failures or process upsets. During major plant upsets, process and equipment 
state changes can result in the annunciation of hundreds of messages. In some instances, this large 
number of annunciation messages may lead to "alarm flooding". In such instances, operations 
staff use the panel window annunciators to track changes in the plant safety and production state, 
until the annunciation message presentation on the computer displays re-stabilizes. 

2 . 2 Understanding the Current System 

Several analyses have been performed to characterize existing CANDU annunciation systems and 
to identify user requirements for an improved system. Activities performed include: 

• Definition of CANDU Annunciation - The functions, tasks and users associated with 
CANDU annunciation were identified through extensive discussions with Control Room 
Operators, Shift Supervisors, Computer System and Process System Engineers, and Design 
Engineers. This led to initial definitions of the functional role of annunciation and system 
users [2], Limited scope function and task analyses were performed for several scenarios to 
provide detailed information on operator information needs [3]. 

• Development of System Performance Assessment Tools - Methods and tools for assessing 
annunciation system performance (subjective and objective) were selected. These included the 
innovative use of video to supplement time on a training simulator, and situational awareness, 
workload assessment, and message comprehension measures [4]. 

• Benchmarking the Current Design - An existing annunciation system was analyzed based on 
international guidelines, combined with a usability evaluation using the tools noted previously 
[4]. 

The usability study of the existing CANDU annunciation systems identified information overload 
during plant upsets as a significant issue in existing system designs. The key source of the 
problem is that a large number of messages that are presented are irrelevant to the plant's situation. 
Based on the above activities, plus other internal studies performed by Canadian CANDU utility 
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and CANDU design organizations, work has proceeded to the generation of concepts to address 
many of the areas for improvement (described in Section 3). The work scope is focussed initially 
on understanding the use of and identifying improvements to the computer-based control room 
annunciation system. 

2 . 3 Definition of Annunciation 

Based on the above analyses, we have defined annunciation as a plant function that: 

• detects and may predict the occurrence of plant changes, 
• alerts users to changes important to the current operating situation, and 
• points users to additional plant information, to help them understand and respond to the 

changes. 
To detect means to identify all changes in plant conditions that are relevant to current or future 
operational goals. In many instances, detection thresholds can be established such that there is 
adequate time for operations staff to take decisions and action following a change in plant 
conditions. In some instances, the time available to respond to the change is too short or the 
consequence of the change is severe enough that the operations crew must be provided with 
advance warning of the impending occurrence. Such a warning can ensure that sufficient time is 
available for staff to attempt to prevent the change from occurring. 

To alert means to redirect an operator's attention from whatever task is being engaged to a pertinent 
change in plant state. This redirection can be physical or visual. A physical redirection means that 
the operator must physically move to attend to the stimuli. Visual redirection requires only that the 
operator adjust his or her focus of vision to the stimuli. 

To point means to direct attention to the relevant supporting information. Annunciation should 
offer the operator the pertinent information in an understandable, concise, and context-sensitive 
manner. 

2 . 4 Human Operator Behaviour Model 

CANDU operational practice assigns the control room crew full responsibility and authority to 
control all aspects of plant operation. To achieve specific safety and production goals, a number of 
high-level, and most middle- and lower-level, plant functions are automated. The operations staff 
are mostly in a supervisory role. Even so, many functions are carried out on a shared basis. 
Thus, there is a need for annunciation to help plant operators monitor the success of automated 
functions and take over their performance if they fail. 

Swain and Weston [5] have proposed a human operator behaviour model (see Figure 1). This 
model is consistent with other decision-making models, such as those of Rasmussen [6] and 
Rouse et al. [7]. Our concept development has used each of these blocks of behaviour to some 
extent. 

2 . 5 CANDU Operational States 

CANDU plants operate in several operational states that have different requirements and strategies. 
The principal states include: commissioning, start-up, shut-down, normal power operation, 
outages, and upsets. The work performed to date has focussed on the use of annunciation during 
upset conditions. Although we have not explicitly dealt with the other states, we believe that the 
concepts developed and documented in this paper are applicable to all phases of operation. Future 
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work will identify the functional requirements and information needs for these other areas of plant 
operation, and will then test, evaluate, modify and add to the concepts presented in this paper. 

Canadian CANDU utilities are formalizing the strategies to be used by operations personnel in 
responding to plant upsets. The development of these strategies has resulted from work on 
Emergency Operating Procedures and the need to operationally integrate them and the annunciation 
response procedures within plant operating manuals to support control room response to specific 
upset scenarios. For our work, we have used an enhanced version of the upset response strategy 
developed at PLGS (see Figure 2). The post-trip goals in Figure 2 represent upset response 
strategies as developed for and accepted by CANDU plants, including PLGS; we have added the 
pre-trip goals based on our understanding of the normal operation of the plants. 
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Figure 1: A Model of Human Decision-making. 
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Figure 2: Model of a CANDU Upset Response Strategy. 

3 . CONCEPT GENERATION 

In developing the concepts, the project team considered the successful aspects of current CANDU 
annunciation design and operations experience, plus the experience and lessons learned from 
international annunciation projects [8]. The design features proposed will reduce alarm flooding 
during upsets and make the annunciation system more usable and effective during all aspects of 
plant operation. This is achieved by: 

• an appropriate choice of annunciation media and improved presentation of annunciation 
information to better support all aspects of upset response tasks, and 

• automated information processing by the system to improve the context and relevance of 
alarms. 

A rapid prototyping approach was used to demonstrate and evaluate the new concepts. The 
following sub-sections summarize key components of the prototype annunciation system. 
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Figure 3: Proposed Annunciation System Interface. 

3 .1 Media for and Presentation of Computerized Annunciation 

Operators require information quickly and efficiently for the pre-trip, safety system check, plant 
stabilization, and restoration of power production of die upset response strategy. Workload during 
these phases can be high; time is of the essence and reliance on memory should be avoided. To 
meet Üiis challenge, a dedicated, centrally located display of the faults and status alarm messages is 
required (see Figure 3). These displays would replace the existing centrally located annunciation 
message screens. Specific presentation techniques adopted in the prototypes are summarized 
below: 

• Fault Message List - This display provides a single representation of the alarm state of the 
plant, for updating the operator's model of the state of the plant, and for identifying challenged 
operational goals and objectives based on the priority of various alarm conditions. The fault 
messages are ordered by priority, to ensure that the most important alarms are continuously 
available to the operators. Because the priority is context-dependent, it will aid in response 
planning. Further, because the order on the screen is by priority, it alleviates any concerns 
about colour-blind operators or the failure of a colour gun. 
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• Status Message List - This display provides cues for required operational activities, and helps 
maintain awareness of significant automatic activities, so that operators can be prepared to 
diagnose problems in the context of the state of the whole plant. The messages are ordered by 
time sequence, to help operators identify and maintain the temporal order of changes in the 
state of the plant, and to maintain situational awareness of the plant's state and its direction. 

• Expanded Text Messages Without Codes - This improves the readability and comprehension 
of the messages. The current message text in all CANDU stations is somewhat ciyptic and 
full of reference codes, acronyms, and abbreviations. For the prototype system, many of the 
codes were removed and the text was expanded to eliminate abbreviations and obscure 
acronyms where possible. Work in this area continues. 

• Colour Coding of Fault Messages for Priority - Colour coding provides a clear indication of 
the priority of a fault and provides a means of dual coding to indicate message importance. 

During the other two phases of the upset response (fault diagnosis and correction), the operators 
require less time-limited access to annunciation information. However, greater detail and flexibility 
in the form of presentation of the information is required. For this a facility dedicated to the 
interrogation and reorganization of annunciation information is required. The primary purpose of 
the facility is to provide support for specific operational tasks, and for diagnosis and decision-
making. A secondary purpose for the facility is to reduce the time and effort required to access 
annunciation support information (alarm response procedures, alarm reference information, and 
possibly trends, flowsheets and source signal information). 

3 . 2 Annunciation Information Processing 

A set of alarm processing techniques has been developed to reduce alarm flooding during upsets, 
and to make the annunciation system more usable and effective in supporting operational tasks. 
The annunciation processing techniques are organized into the following groups: 

• Signal Validation - to increase system tolerance to individual sensor errors and thus increase 
system reliability. 

• Plant Mode Determination - to categorize plant operating situations into a limited set of 
contiguous regions that provide a context in which to determine a message's relevance and 
importance. 

• Irrelevant Message Conditioning - extensive conditioning to eliminate irrelevant and nuisance 
alarms. 

• New Message Generation - to provide new, informative messages, including predictive 
warnings for the prevention of plant trips, safety margin reduction, or equipment protection, 
and indications of expected-but-failed-to-occur actions. 

• Improved Prioritization - based on the consequence to the plant and the urgency of operator 
response, and applied based on the current plant mode. 

3 .2 .1 Signal Validation 

Signal validation is essential to the success of the annunciation system: 

• The plant mode and events, which are used for alarm prioritization and conditioning, are 
determined based on the on-line signal values; the entire annunciation processing could be 
corrupted by erroneous data acquired from malfunctioning sensors. 
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• False alarming due to faulty signals, or so-called "crying wolf' phenomena, has been a 
problem in existing annunciation systems. It affects the operators' confidence and trust in an 
annunciation system. 

In addition to the conventional signal-validation techniques currently used in CANDU plants (such 
as a comparison of redundant sensors, irrationality checking, and periodic calibration tests), we 
have added analytical redundancy. This technique uses functional relationships between variables 
to provide a redundant source of information. For example, valve position and the differential 
pressure across the valve can be used to calculate the flow through the valve. This calculated value 
is a redundant indication of the flow, and can be used to validate the flow sensor. 

3 .2 .2 Plant Mode Determination 

The key to annunciation improvement is to process annunciation information so that only messages 
relevant to a particular plant situation are displayed to operators. To achieve this, the concept of 
plant mode is used to provide a context in which to determine the relevance and importance of 
annunciation messages. 

Plant modes categorize plant operating situations into a limited set of contiguous plant operating 
regions. In the prototype system, a goal-based approach is used to define plant modes. The 
primary operational objectives of a CANDU plant are to maintain safety and optimize economical 
electrical generation. These objectives can be achieved by maintaining the following four major 
operating goals: 

• control (control reactor power), 
• cool (transport heat to the heatsink), 
• contain (contain radioactivity), and 
• convert (convert thermal energy to electrical energy). 
Each of the above goals may have several possible states, called submodes, of the operating goal 
(see Table 1). A submode of an operating goal is characterized by a combination of the system 
configuration and/or the status of specific plant parameters associated with the goal. Submodes are 
defined such that, in any given plant situation, each operating goal has one and only one "active" 
submode. Note that the plant modes defined in Table 1 are preliminary; a utility should modify or 
extend the definitions to meet its specific needs. 

The plant mode, then, comprises the four submodes that pertain to each of the major operating 
goals for the current plant situation. For example, during normal plant operation, the four 
submodes are power, boilers, barriers intact, and generating. Not all of the combinations are 
practically possible, and therefore the number of plant modes is quite manageable. 

3 .2 .3 Irrelevant Message Conditioning 

One of the objectives of the alarm processing activities is to suppress annunciation messages that 
are irrelevant or of little importance to the current plant mode. The word "suppress" means merely 
that the message is not presented on the main annunciation presentation media; it is still available 
from the interrogation workstation on the operator's desk. The following three techniques have 
been incorporated into the prototype to identify irrelevant messages [9]: 

• Causal-State Conditioning: This technique identifies messages that are of little operational 
importance, and that are the direct consequence of some process or equipment state already 
annunciated. 
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• Transient Messages Conditioning: When an event such as a Shutdown System 1 trip occurs, 
a number of annunciation messages become active, and then automatically return to normal 
within a short period of time. These messages reflect the normal transient of the plant, not any 
real 'problems' with the underlying processes. Operationally, no loss of information occurs if 
these messages are suppressed. However, should any of these transient annunciation 
messages not return to normal within the time period, the prototype system will annunciate the 
condition to operators. 

• Coalescing: Many channelized messages can be coalesced to form a single summary message 
if they all occur within a short time period. 

Table 1: Definition of plant mode. 

Operating 
goal 

Goa l ' s 
submode 

Description of the submode 

Control 

Power Reactor power > 65% 

Control 
Low Power 5% < reactor power < 65% 

Control Zero power 10-1% < reactor power < 5% Control 
Shutdown Reactor power < 10"!% and stable 

Cool 

Boilers Boiler pressure maintained above 3.6 MPa and nominally at 4.6 
MPa 
Boiler level maintained as a function of reactor power 
Steam flow to turbines, condenser, or atmosphere 
Primary Heat Transport system (PHT) pressurized Cool 

Shutdown 
cooling 

PHT depressurized 
Cool 

LOCA-ECC PHT breached and emergency coolant injection to maintain heat 
transfer from fuel 

Contain 

Barriers intact All three barriers intact 

Contain 

Fuel failure Fuel sheath breached, PHT and containment intact 

Contain 
PHT breach 
failure 

Fuel sheath and PHT breached and containment intact 
Contain 

Reactor service Containment intentionally breached and fuel and PHT intact 
Contain 

PHT/boiler 
service 

Containment, PHT and boilers intentionally breached and fuel 
sheath intact 

Convert 

Generating Generating electricity 

Convert 
Motoring Absorbing power from grid to maintain speed and synchronization 

Convert Warmup Turbine speed < 1800 rpm and generator unsynchronized Convert 
Rundown Turbine speed decreasing and < 1800 rpm and > turning gear 

speed 

Convert 

Turning gear Turbine speed being maintained by turning gear motor 

Convert 

At rest Turbine-generator at rest 

3.2.4 New Message Generation 

Two types of new messages that currently do not exist in CANDU stations have been identified for 
operators and are incorporated into the prototype: 

• Expected-but-failed-to-occur action messages: Following an upset, current CANDU 
annunciation systems generate many messages that merely provide feedback on the actuation 
of automatic actions, contributing to the problem of annunciation overload. Such expected 
messages indicate changes in equipment status, and are viewed by operators as being less 
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important than any fault condition. However, if an expected automatic action does not occur 
within its expected time period, this information becomes very important and should be 
annunciated as a fault, because operator intervention may be needed. 

• Early -warning of approach-to-limits messages: One important operating goal is to maintain 
plant parameters within acceptable limits, so that the protective functions, such as reactor 
stepback and shutdown systems, are not actuated. Operators have indicated a need to be 
warned about the impending actuation of protective functions. Warnings are generated in the 
prototype by estimating when a given protective function trip parameter will reach its trip limit. 
The estimated time is based on the rate of change of the parameter and the current operating 
margin. 

3 .2 .5 Improved Prioritization 

A new prioritization scheme has been developed and uses two factors to determine the priority of 
an annunciation message: the consequence to the plant and the urgency of operator response. The 
priority determination is dynamic, because the assessments of the two factors are based on 
individual plant modes. As a result, a message may have different priority values for different 
plant modes. 

The consequence factor is defined by the impact that an annunciation condition has on plant safety 
and production goals over time. The consequence factor of a given message is based on the level 
of severity and the time to realize the consequence, should the alarm information not be received 
and acted upon by operators. Typical plant conditions that can be used to determine the 
consequence factor of a message's priority include: danger to people or the environment, Critical 
Safety Parameters/Functions endangered, danger to the plant or major component, satisfaction of 
an Emergency Operating Procedure's entry conditions, a less-economic operating configuration, 
loss or damage to a safety component, and loss or damage to a production component. The plant 
conditions and their order can be changed to meet an individual station's needs. 

The urgency factor is a combination of the required urgency of response (i.e., the time required for 
the operator to perform the corrective task) and the type of action to be performed (i.e., the level of 
cognitive and physical resources demanded for completing the task). 

4 . CONCEPT TESTING AND RESULTS 

Over 500 hours of station input has been obtained on the concepts over the past two years. 
Preliminary subjective evaluations of this system show that known annunciation problems, such as 
message overload during two selected upsets, have been addressed. Some of the specific features 
and their impact are: 

• The separation of fault and status messages into two lists enhanced the operators' ability to get 
quickly up-to-date and track the changes in the plant associated with upsets. 

• The capability to search and sort either the fault, status or historical message lists, and to 
access additional message details, such as response procedures on-line from the interrogation 
workstation, was considered to be a most beneficial concept. 

• The use of plant modes to establish contexts, coupled with a prioritization approach based on 
plant consequence and operator response criteria, resulted in: 

reduced operator effort to determine individual message relevance and importance and 
maintaining an awareness of which alarms were most important to address, 
a realistic prioritization of fault messages for operating contexts away from 100% full 
power, and 
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a consistent re-ordering of fault conditions by importance as operating conditions 
changed. 

• Cause-consequence conditioning and coalescing reduced the message volume to 60% of the 
original volume without the loss of any relevant information. 

• For the two upset scenarios studied, the total number of fault messages displayed at any one 
time exceeded the screen capacity of the fault screen only once for a very short period of time 
(<20 seconds). The messages that were not visible on the central annunciation screen were 
the lowest priority messages and were always available on the annunciation interrogation 
workstation. 

• Plant modes and coalescing resulted in a clear indication of calibration problems for multi-
channel safety system parameter messages. 

The use of plant modes, situation prioritization and cause-consequence conditioning provided the 
biggest impact in improving how annunciation messages could be better presented to control room 
staff during upsets. Station staff believe that an on-line annunciation interrogation workstation 
would offer immediate operational benefits and could be introduced with many of these new 
concepts into the control room environment within the next two years. 

Validation of the processing and presentation techniques with a more diverse range of scenarios is 
planned for 1994/95. A combination of subjective and objective assessment measures is planned, 
and will be performed at the full-scope training simulators at PLGS and the Gentilly-2 Generating 
Station. The scope of each evaluation will be tailored by the fundamental importance of the 
concept in the overall design. 

At the conclusion of the validation trials, it is anticipated that one or more of the CANDU stations 
will upgrade their annunciation systems. 

5 . CONCLUSION 

A comprehensive research and development program to improve CANDU alarm annunciation has 
been established. The project has reached the stage where improvements to alarm processing, 
presentation and human-system interaction are being evaluated by station staff. Based on initial 
evaluations, the staff feel that the implementation of the concepts could result in potential savings 
of over $2 million a year per unit in reduced trips, and improved equipment protection. 
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ABSTRACT 

An Integrated Test Facility(ITF) is a human factors experimental environment comprised ofa nuclear 
power plant junction simulator, man-machine interfacesfMMI), human performance recording 
systems, and signal control and data analysis systems. In this study, we are going to describe how the 
functional requirements are developed by identification of both the characteristics of generic 
advanced control rooms and the research topics ofworld-wide research interest in human factors 
community. The functional requirements of user interface developed in this paper together with those 
of the other elements will be usedfor the design and implementation of the ITF which will serve as 
the basis for experimental research on a line of human factors topics. 

1. INTRODUCTION 

The application of digital technology on the design of a man-machine interface system(MMIS) of a 
nuclear power plant raises many technical problems due to the change from the hardware oriented 
design attitude to the software oriented one. Also, the emphasis on the human factors evaluation during 
the various design stage of an MMIS requires a test facility through which we can confirm the man-in-
the-loop design concept, and the effectiveness and safety of the proposed MMIS. 

Although we will confront many problems on the transition from the conventional control room to an 
advanced control room, the fbllowings are the main issues from the point of view of human factors 
research fields; 

- Information Navigation 
As the information exchanges between operator and MMI are accomplished by sequential 

means compared to the parallel one of the conventional control room, the information navigation 
becomes the important issue for the proper operation of a nuclear power plant during normal and at 
accident conditions. Thus the information structure of the top level of MMIS must be determined by 
thorough functional analysis and be evaluated its effectiveness by experiments. 

- Information Presentation and Control 
By the application of software engineering it is possible to flexibly represent the plant status. 

The plant control can also be accomplished by soft control instead of the traditional push-buttons or 
knobs. The graphical representation of the plant status may vary from the high level of plant status 
abstraction to the lower level of element signals. Thus the design of an advanced control room must 
focus on how to structurize the information to be compatible with operators and how to navigate to get 
the proper information during plant transient and at accident conditions. 

- Operator Guidance 
Many operator support systems are currently developed to assist operator for grasping the 

plant status or for diagnosing the occurred event. Also the correctness of the operator actions may be 
identified by the comparison with the operation procedure. The knowledge-based expert system may be 
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used for relieving the operator s workload. Although they are not mature enough for the application to a 
nuclear field, they show the promising feature for the decision aid or fault diagnosis fields. 

- Alarm Processing 
Alarm avalanche associated with accidents makes the diagnosis work difficult to identify the 

initiating events or delay the detection of an induced failures. To overcome this difficulty alarm 
suppression on prioritization techniques are under study at various countries[12]. How to present and 
process the alarm including the formats and structures aie the open issues to be solved for the design of 
an advanced control room. 

To solve the raised issues from the human factors point of view, it is necessary to operate the integrated 
test facility(ITF) -which has a capability to simulate the proposed MMIS as real as possible. Also it 
must be flexible enough to accommodate the design options for a comparative experimental study. Thus 
ITF should be based on the generic control room concept together with supporting hardware and 
software. In order to keep the flexibility, we do need to develop tools or libraries to accommodate the 
various types of information presentation, structures, formats and so on. 

In this paper we will describe the functional requirements of an ITF which has been developed by 
KAERI and HRA. The requirements for user interface is only presented because they are the most 
important area of human factors research. The requirements of the other systems can be found in 
KAERI report[9]. From the functional requirements we are going to construct/operate the ITF by mid-
1997. The overview of the ITF system is briefly described in section 2 showing the interactions used for 
real experiment and for the analysis of data. In section 3 we will classify the types of interface and 
describe the general consideration what the requirements for ITF should be by review of the research 
topics. In section 4 we will describe the functional requirements for each sub-systems of user interface. 

2. FUNCTIONAL DESCRIPTION OF ITF 

The overall structure of the ITF(refer to figure 1) basically consists of the following main elements: 
- The function simulator which includes nuclear power plant neutronics, thermal-hydraulics 

model with various malfunctions, supervisory control functions and scenario construction function. In 
order to evaluate the effectiveness of the function allocation, the simulator must have a capability to 
absorb the change in the control mode between automatic and manual. 

- The supervisory control and data acquisition(SCADA) system which is the master controller 
for a specific experiment. It also synchronizes the various sequential data gathering/storing devices. 

- The ITF-MCR(main control room) which includes all sorts of interface with experimental 
subjects such as display panels, VDU monitors, operator guidance system, and communication 
facilities between subjects. 

- The ITF-SCR(supporting control room) for pre- and post-experiment facilities. 
- The performance measurement equipment which gathers the physiological data from subjects. 
- The data base and storage of experimental data 

The function simulator and ITF-MCR are heavily used for data capturing during the experimental 
phase, but the analysis of the data can be done with close link between stored data base and analysis 
tools at the ITF-SCR. If necessary, the analyst can reproduce specific sequences or investigate details 
of scenario by the function simulator. The links in figure 1 are explained as follows; 

- Link a : shows that calibrations of the performance measurement equipment are carried out 
prior to the start of the main experiment in the MCR by the experimenters. 

-1,ink c : shows that control of the function simulator is achieved through the SCADA system 
for selecting and running various testing scenarios. 

- Link d: shows that SCADA gives the appropriate commands to the function simulator. 
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- Link e : show that SCADA would drive the control panels in the MCR. 
- Links y : show that the experimenters may have to control experiments that have previously 

allocated to the MCR or SCR- They also indicate that the experimenters will have to collect verbal 
protocols from the subjects and observe aspects of team communications. 

- Link h: shows that SCADA will log all system data (e.g. state of process parameters, 
violations of critical parameters, operator interactions, etc.) which will be automatically synchronized 
and registered in the experiment data base. 

- Links k,l ; show that physiological measurements may be needed to be taken form the subjects 
during experiments 

- Link x: shows that recordings of physiological data and audio-visual data are synchronized 
through a synchronization signal from SCADA. 

- Link y: shows that physiological data are stored in a data storage. 

Figure 1: Functional 1TF diagram for the experimentation phase 

3. RESEARCH TOPICS FOR USER INTERFACE REQUIREMENTS 

In order to develop the functional requirements of user interface, we have classified the user interface 
into 3 broad categories and identified the research topics. It becomes apparent that an essential 
component of an ITF would be its capability to simulate the various information interface available to 
the operators so that experimental tests could be performed on all aspects of operator interaction with 
advanced control room technology. 

Direct Interfaces With The Process 
This corresponds to the more classical use of man-machine interfaces, that is, interfaces through which 
the operators interact directly with the process. These interfaces refer to elements such as switches, 
push-buttons, hard-wired instruments, and alarms. In the context of more recent technologies, they 
include screen touch-buttons, visual and audio alarms, VDU pages of information, and so forth. 

Interfaces With Computerized Control Elements 
In modern control rooms, operators have to collaborate with an increasing number of computerized 
elements which can control the process on their own or from instructions received by the operators. 
Examples include: safeguards, computerized procedures, decision support, and expert systems. The 
interfaces with these systems - i.e., dialogue boxes, transparency of automation etc. - should be 
specified and incorporated within an ITF. 

Interfaces Between Human Elements 
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This is an aspect of user interface which has not received adequate attention in many human factors 
studies. The human interface includes communication links between fellow operators and supervisors in 
the control room as well as site operators and maintenance workers. In the context of a major 
emergency, communication links with other personnel from the Technical Support Center can be 
another form of human interfaces. 

It is conceivable that each interface category can be further broken down into more specific items in 
order to develop appropriate requirements for the ITF user interface. 

3.1 Direct Interfaces With The Process 

The most commonly studied operator interface has been the control panels through which operators 
interact with the process. Displays and controls on the operator panels or on VDU-based workstations 
have been the focus of many experimental studies in the past. In general, three characteristics of these 
direct interfaces are of particular importance in the context of an experimental facility: 

Process Intervention 
Process intervention refers to the controls available to the operators in order to adjust the process. 
These can take various formats ranging from switches, push-buttons, and knobs to more advanced 
formats such as screen touch-buttons, menu-driven commands, and window-based dialogues. 
An interesting line of research, which is still pursued, concerns the issue of compatibility between older 
generation and more advanced technologies. Various experimental designs for examining stimulus-
response compatibility have been specified in the literature[l4]. This is still an important issue in 
human reliability because of the high likelihood of execution errors due to display-controls 
incompatibilities, particularly when managing stressful emergencies. 

Another research issue, which will continue to attract experimental studies, is the comparison between 
menu and fiuiction-key driven systems. Menu driven systems offer relatively greater flexibility in 
adjusting the number and format of menu commands, however, the depth of menu hierarchies can 
significantly slow the response time in controlling the interface. Function-key driven systems aim to 
overcome some of these problems by assigning specific commands to certain keys on the operator's 
keyboard. Of course, a combination of both systems can be developed as an optimum solution but more 
studies are needed to develop such guidelines. It is likely that this issue will continue to be the focus of 
research in many user interface studies. 

Finally, the integration of monitoring and control functions of advanced display are likely to encourage 
more studies of the design of screen touch-buttons and their layout in a VDU page containing various 
types of process information. 

Process Information And Alarms on Workstation 
With the introduction of computer-controlled systems, the presentation of process information and 
alarms on the VDU monitors becomes a key issue in the design of operator-process interfaces. An 
experimental facility, such as an ITF, should be equipped with a flexible operator interface in order to 
enable experimenters to test various formats of presenting and structuring process information. 

Sophisticated interface systems are likely to encourage system designers to develop systems for 
presenting information as signs or symbols. It is conceivable that similar types of experiments would be 
needed to test new ideas about navigating in a complex information system. The ITF should be able to 
model these operator interfaces and provide the basis for running such experiments. 

Although considerable research effort has been put into comparing conventional hard-wired panels with 
computerized VDU systems[l], the issue of parallel versus serial presentation of information will 
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probably continue to be among the research topics of many human factors studies. ACR developments 
by various organizations are likely to use conventional control rooms as a reference for comparing their 
design ideas. To this extent, an ITF should be able to provide a basis for such reference comparisons. If 
a complete conventional control panel is difficult to include in an experimental facility, at least a static 
mock up of the panel should be available as part of an ITF. Static panels are still useful for testing 
fault-diagnostic strategies along the research lines proposed by Shepherd et al.[13] and Marshall et al. 
[11]. 

Research into the presentation of alarms[8] suggests that the interface of an ITF should be able to 
model integrated alarms which correspond to a whole sub-system as opposed to one signal one alarm 
older designs. 

Navigation through the vast number of VDU pages has posed researchers with a dilemma, that is, 
density of information versus number of VDU pages required to control the plant. The implications for 
running experiments along these research lines would be for an ITF to have a flexible interface which 
could adjust the density of information. One way to achieve this, for instance, would be the application 
of object oriented software languages in order to compile different types of VDU pages. 

The problem of information navigation has been made easier by the development of operator interfaces 
which use the concept of safety critical parameters (e.g. CFMS, SPDS). Again the implications are that 
the ITF should be able to model these types of parameters and provide a basis for experimenting with 
different display formats - e.g. bar-graphs, star formats, polygons, meters[5]. 

Direct manipulation interfaces[2] is another form of operator interfaces which represent plant 
conditions as process icons - e.g. the Rankine cycle for the heat engine cycle of a PWR plant. Finally, 
the operator interface of an ITF should have the capability to represent the process in terms of concepts 
of mass and energy flows as well as in terms of process symbols along the lines of the Multi-level Flow 
Modeling approach[10]. Therefore, the use of process icons should be possible in the ITF. 

Process Information And Alarms On Large scale Display Panels 
A feature of many Advanced Control Rooms is the design of Large Scale Display Panels (LSDP) which 
present an overview of the status of the process which is updated dynamically. The LSDP provides a 
basis for collective decision making since the overview process information is shared by the whole 
operating team. Different organizations have proposed or designed different types of LSDP and it 
becomes increasingly difficult to incorporate them all in an experimental facility. There are, however, a 
few interesting design features of the LSDP which are worth considering in an ITF. 

The general plant mimic diagram is a common feature of most LSDP and should be represented as part 
of the ITF interface. Some ACRs have assigned a separate area of the LSDP to the representation of 
safety critical parameters in the form of bar-graphs and trend-diagrams. These configurations of the 
LSDP may pose interesting research issues about the optimal structure of information on the LSDP. 

Another interesting feature of LSDP is their ability to present hierarchies of safety and productivity 
goals as well as warnings about deviations in the state of these goals. It is conceivable that future 
research will focus on experimental tests of these hierarchies because of their importance in structuring 
the problem space for the operating teams. It is attractive, therefore, if the ITF interface is able to 
model this type of information at least on separate VDU monitors, if it is difficult to include them in a 
LSDP. 

3.2 Interfaces With Computerized Control Elements 
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With the introduction of information technology, operators were supplied with a variety of 
computerized control elements which are able to control the process on their own or on instructions 
given by the operators. A research problem posed to many designers of such systems is the design of 
the interface between operators and such control systems. The following are some of the research issues 
involved in the design of operator-control elements interfaces: 

- The way that operators may issue instructions to the control elements (e.g. dialogue boxes, 
clicking the pointer onto a decision tree etc.) 

- The way of handling operator instructions which are not in" agreement with the logic of 
control elements 

- The way that feedback about the performance of safety systems and other control elements is 
presented to the operators 

- The location of dialogue windows with control elements within the VDU pages 
- The way that the various control elements are integrated with each other 

These interface issues are examined below in relation to three major central elements, namely: safety , 
systems, computerized procedures, and decision support and expert systems. 

Safety Systems 
A key issue in the introduction of automated safety systems is how to design the operator-safety system 
interface so that automated logic becomes transparent to operators. Human-centered automation has 
become an important research topic both in the aviation industry[4][15] and in the process and nuclear 
industries[7]. It is advisable, therefore, that an ITF system should have the ability to manipulate these 
interface types. A description follows of some features of operator-safeguards interfaces which have 
been developed in the context of ACRs and have implications for the design of flexible ITF user 
interfaces. 

An important aspect of the automation transparency issue is the design of operator feedback about the 
performance of safety systems. When the ECCS actuation signal occurs, for instance, operators may be 
provided with appropriate text or tables which describe the status of equipment actuated by the safety 
injection sequence so that they inspect how well an automatic sequence has been executed. Another 
feature of transparency includes the presentation of the pre-conditions required in order to operate 
equipment. For instance, information about pump seal flow rate and oil pressure may be presented to 
the operator as pre-conditions for starting the reactor coolant pumps. This facilitates verification 
necessary before and after control actions, thereby reducing the chances of overlooking important 
symptoms. 

The format of dialogue and feedback between operators and safety systems can include: text windows, 
tables, dialogue boxes and so forth. It is very likely that research issues in this area will be concerned 
with the types of automation transparency that becomes available to the operators as well as the format 
of communication channels between operators and safety systems. The interface of an ITF, therefore, 
should be able to model these types of interfaces with the safety systems. 

Computerized Procedures 
The application of information technology to the development of computerized procedures has been 
recognized by many research institutes. The pioneering applied research of EdF in this area is likely to 
prompt further research in the interaction of operators with computer-based operating procedures. 
Drawing upon this work, it is possible to specify a number of requirements for the ITF interface in 
order to enable experimenters to test alternative types and formats of presenting operating procedures 
on VDU displays. 

There is a tendency to move towards the development of symptom-based procedures now that computer 
systems are capable of monitoring the process and selecting appropriate procedures for recovering 
various initiating events. However, the ITF interface should be able to present VDU-based information 
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in terms of both symptoms-based procedures and event-based procedures which are likely to be used as 
a reference standard of performance. 

The format of computerized procedures is another issue for research. For instance, procedural guidance 
can take the format of a flow-chart, hierarchical task diagram or event tree. On the other hand, 
procedural action steps may have to be integrated with displays of plant mimics which present the state 
of the plant at different stages in the course of a transient It follows, therefore, that the ITF interface 
should be able to model these different ways of presenting procedural guidance and provide the basis 
for various types of experimentation. 

The issues of system transparency can also be applied in the context of computerized procedures. The 
logic of procedures must be accessible to the operators in the form of explanations about the 
recommended actions. Also the pre-conditions for entering various branches in the procedures and the 
post-conditions of the application of safeguards (e.g. interlocks, inoperable equipment by the 
safeguards) should be transparent to operators. On-line window messages, help menus, and matrices of 
key process parameters are possible formats of presenting this type of information. Consequently, 
another aspect of the ITF user interface will be concerned with the way that operators are presented 
with this form of assistance. 

Handling points of disagreement between operator strategies and the logic of computerized procedures 
has been a very important issue in the development of such procedures. Disagreement points are logged 
by the computer for later discussions and analysis of operational problems. Other organizations may 
have different preferences for handling these conflicts and these need to be modeled by the ITF 
interface. 

A final issue in the interface design of computerized procedures concerns the linkages between daughter 
and mother procedures and the level of detail in procedural steps for less complex tasks. An elaborate 
ITF interface should allow these research issues to be put into experimental tests. There is a need 
therefore to model these alternative interface features in an ITF system. 

Decision Support And Expert Systems 
Another application of information technology and artificial intelligence in the area of operator support 
systems concerns the development of intelligent decision support and expert systems in fault diagnosis 
and synthesis of procedures for novel initiating events. 
In the past many research studies have proposed various paper versions of decision support tools which 
take the form of fault-symptom matrices, decision flow charts, lists of heuristics or rules of thumb and 
so forth [6] [13]. It is conceivable that these decision support can be presented in a computerized version 
with the increasing application of information technology to operator control rooms. Different types of 
decision support imply different types of interfaces with the control room operators. This makes the 
specification of possible interfaces rather difficult. However, we can select a particular type of decision 
aid and draw some conclusions about the required interfaces. 

Expert systems is another form of operator guidance which is based on sophisticated rule-based and 
other artificial intelligence languages. The ISACS system at Halden are examples of such systems 
which have incorporated expert systems in the operator workstations. Most of the previous comments 
on the issues of computerized procedures and decision support can be applied in this case for expert 
system support as well. 

However, there is an additional problem in this case for the integration of multiple expert systems 
which enable various functions, such as state identification, fault diagnosis, and procedures synthesis. 
Studies of the ISACS system at Halden have tried to cope precisely with this type of interfacing the 
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multiple support systems. The implications for the ITF interface, therefore, are that different ways of 
combining these support systems must be explored. 

3.3 Interfaces Between Human Elements 

It has been widely recognized that collective decision making is an important element in managing 
complex process transients. The communication links between fellow operators, maintenance workers, 
their supervisors, and personnel from the Technical Support Center is a key issue in this respect. 
Another type of human interface concerns the communications links between control room personnel 
and emergency services(e.g. fire brigade, ambulances, etc.). A comprehensive ITF interface should be 
able to model these various communication links and allow experimentation of different coping 
strategies. 

4. REQUIREMENTS OF ITF 

4.1 Large Scale Control Panel (LSDP) 

(1) The LSDP shall be able to present the following types and formats of process information: 
- Plant mimic diagrams 
- Safety Critical Parameters embedded in plant mimic diagrams or displayed as trends in a 

separate area of he LSDP. 
- Different textual and graphical forms of process information, e.g. hierarchies or trends of 

safety and production goals. 
(2) The LSDP shall present information in four simultaneous colors. This will be in addition to black 
and white colors. 
(3) The visibility characteristics of the LSDP shall be adjusted as follows: 

- The size of LSDP must be so big that, if a typical plant mimic is displayed, the subjects shall 
be able to distinguish or recognize the smallest symbols or values at a distance of 50 feet. (This is 
assumed to be the maximum distance of a subject from the LSDP in the control room) 

- The LSDP horizontal viewing angle shall be large enough to enable subjects seated or 
standing-up at the side of the control room to identify reliably display elements. 

- The LSDP resolution shall be not less than 2048 X 2048 pixels. This will allow the 
experimental subjects to reliably identify display elements such as symbols, values etc. 
(4) Glare at the LSDP shall be avoided by adjusting the ambient lighting of the control room. 
(5) The scan rate or refresh rate of the LSDP shall be so high that it does not cause flicker under the 
ambient lighting in the control room. 

4.2 Conventional Panels 

(1) The ITF shall enable the use of conventional panels either as the only means of information 
presentation or as an additional means to other process information sources - e.g. VDU monitors, 
LSDP etc. 
(2) The conventional panels shall be linked to the simulator to provide dynamic presentation of 
information 

4.3 Operator Workplaces 

(1) The ITF shall include the following workplaces: 
i. The reactor operator workplace, 
ii. The turbine operator workplace, 
iii. The shift supervisor workplace, and 
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iv. A redundant workplace to be used by additional personnel at the control room during 
severe accident scenarios. 

4.4 VDU Monitors 

(1) The ITF shall be able to support an unlimited number of VDU monitors to the operator and shift 
supervisor workplaces. 
(2) The software for the VDU monitors shall be able to configure process information in the following 
types and formats: 

i. Plant mimic diagrams, 
ii. Safety Critical Parameters embedded in plant mimic diagrams or displayed as trends, 
iii. Different textual and graphical forms of process information. 

(3) The software for the display presentation shall provide a library of symbols, control functions for 
symbols, and connection links between symbols and parameters. It shall also provide a number of 
possible ways in navigating through the VDU pages. 
(4) The VDU monitors shall present information in 16 simultaneous colors. 
(5) The VDU resolution shall be not less than 1024 X 1024 pixels to allow the experimental subjects to 
see clearly display symbols from a distance of 2 feet without forcing them to adopt awkward postures. 
(6) The size of the VDU monitors shall be at least 24 inches to enable subjects to identify display 
elements reliably. 
(7) Glare at the VDU monitors shall be avoided by adjusting the ambient lighting of the control room. 
(S) The scan rate or refresh rate of the VDUs shall be so high that it does not cause flicker under the 
ambient lighting in the control room. 

4.5 Annunciators 

(1) The ITF shall be able to present annunciators in the following forms: 
i. Conventional alarm tiles 
ii. Alarms presented in the LSDP 
iii. Alarms presented in the VDU monitors 

(2) The ITF shall be able to provide alarms both embedded within plant mimic diagrams and as 
dedicated textual alarm pages on VDU monitors. 
(3) The ITF shall be able to provide alarms in the forms of both visual and audible warnings. The latter 
shall include both simple sound warnings (e.g. horns, klaxons, etc.) and synthesized voice alarms 
(verbal messages about process deviations) 

4.6 Operator Command Facilities 

(1) The ITF shall enable the subjects to control the information on the VDU monitors and LSDP 
through a variety of command devices which include: keyboards, mice and thumb-wheels, and touch-
screen sensitive buttons. 
(2) The ITF shall enable the subjects to control the information on the VDU monitors both through 
specialized functional keyboards (e.g. command functions assigned to keys) and through menu-driven 
displays (e.g. pointers to select and change process values) 

5. CONCLUSION 

The work in this paper was concerned with the development of requirements for the ITF user interface. 
From the systems perspective, we have classified the sources of information on an ITF interface into 
three groups, namely: (1) direct interfaces with the process, (2) interfaces with computerized control 
elements, and (3) human interfaces. However, in order to become more concrete in the spécification of 
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the ITF user interfaces, we have described a number of important research issues which can be 
explored in the context of the ITF interface. The functional requirements of user interface developed in 
this paper together with those of the other elements will be used for the design and implementation of 
the ITF which will serve as the basis for experimental research on a line of human factors topics. 
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ABSTRACT 

The components and functioning of the GPCS information system applicable for intelligent 
process monitoring and alarm generation in a WER-440 type nuclear power plant are 
described. The prototype system has been developed by using the G2 expert system, plant 
measurements were simulated by a WER-440 compact simulator and by archive replay sessions 
performed by the VERONA-u core monitoring system. The GPCS contains an object oriented 
description of the basic subsystems of the plant and concentrates on the fast 
evaluation/displaying of measurements and alarms. The high-level information reflecting actual 
plant safety status is synthesized from primary measured data, by forming global alarms and by 
evaluating logical diagrams. 

1. INTRODUCTION 

This paper outlines the results of a joint development performed by the KFKI AERI and MTA 
SZTAKI in the period between 1991 and 1993. The project has been supported by the Hungarian 
Government Fund OMFB (National Commission for Technical Development) under contract No. 
91-97-42-0344. The basic aim of our efforts was to utilize a modern, powerful expert system 
shell for the construction of an information system, which meets the following specifications: 

- collects a large number (at least 1000) of technological input signals on-line, and 
processes them with a short cycle time (1-2 sec); 

- maintains on-line, bidirectional communication links with several external data 
collection systems simultaneously; 

- consistently integrates the information originating from the different data sources 
and displays it to the operator in an easy-to-comprehend manner; 

- utilizes procedural and rule-based knowledge concurrently; 
- performs intelligent process monitoring, event handling and state identification; 
- uses convenient MMI for information retrieval and system control. 

Based on international experiences and on our preliminary studies the G2 expert system shell by 
Gensym [1] has been chosen as the framework of the system, and the correctness of our choice 
has been justified by the performance of the final product. 

The development work resulted a prototype information system, which contains an object 
oriented representation of the technological components belonging to the main subsystems of a 
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VVER-440 type NPP. The abbreviated name of the system is GPCS (G2 Based Plant Computer 
Subsystem), referring to the fact, that in a real NPP installation the majority of the input signals 
handled by the system originates from the plant computer. 

During development and tests, measurements from the technology were substituted by simulated 
input signals produced by the ELVIS VVER-440 compact simulator [2] and by the archive replay 
of the VERONA-u core-monitorig system [3]. 

2. APPLICATIBILITY OF G2 IN NPP INFORMATION SYSTEMS 

The rapid development we have witnessed in computer hardware and software technology during 
the last ten years has opened new perspectives in the development of on-line information 
systems, as well. Powerful hardware platforms and novel software ideas (e.g. the evolution of 
object oriented programming, OOP) gradually made the application of expert systems for on-line, 
real-time process monitoring feasible. Early, LISP based expert systems were too slow to be 
applied in on-line process monitoring and they could handle only rule-based knowledge. The 
release of the G2 expert system shell in 1988 has changed this situation, since G2 emphasized 
object oriented knowledge representation, real-time response, simultaneous application of 
procedural and rule-based knowledge. In addition, G2 offered a flexible and reliable network data 
interface and a user-friendly application development environment. 

The applicability of G2 to build non-conventional on-line information systems was realized soon, 
its first nuclear related application is probably connected to the OECD Halden Reactor Project 
(HRP). Their largest G2 application is the ISACS [4] system, which is the prototype of an 
integrated NPP control room. The SAS-II [5], [6] system in the Swedish Forsmark NPP is 
intended to present information to the operators after reactor scrams about scram initiating events 
and about the actual safety status of the plant. 

Another promising field for expert system's applications in NPPs is the area of on-line procedure 
selection, presentation and guidance, the so-called procedure-management systems. An example 
is the system outlined in [7], which presents the symptom-based emergency operation procedures 
within the G2 for a Westinghouse PWR. 

Considering the above listed developments we concluded, that expert systems (and especially 
G2) are mature enough to be applied in an NPP environment, where the reliability of the 
presented information, its fast access and intelligent presentation is a must, since the quality of 
the displayed information may have direct or indirect influence on the safe operation of the plant. 

When designing and creating Computerized Operator Support Systems (COSS) one of the most 
important tasks is to define clearly and unambiguously the scope and functions of the system 
during different plant operation conditions. Generally, the tasks to be performed by the plant 
operators during different plant operation circumstances can be summarized as follows (see [4 ] 
for details): 

- determination of the actual plant status (status identification); 
- selection of appropriate actions, if required (procedure selection); 
- performing selected actions (active intervention); 
- checking the results of the actions ( a new status identification). 

All these operator actions can be effectively supported by an appropriate COSS, but plant status 
identification and procedure selection are such activities, where appropriate expert systems can 
particularly contribute to the safe operation of the plant by supplying fast and realiable diagnosis 
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and advice. The correct status identification requires the execution of a certain amount of 
algorithms and calculations (e.g. evaluation of measurements, core neutronic and 
thermohydraulic analysis, etc.), but the appropriate synthesis of the information requires mainly 
rule-based (declarative) programming. Rule-based diagnosis can be best performed by expert 
systems, provided, that the system is able to receive on-line measured data and results from the 
procedural calculations. 

During the development of GPCS we concentrated on intelligent process monitoring, plant and 
subsystem status identification with intelligent alarm presentation, the procedure management 
and guidance was not considered at the present stage. 

Recently most of the on-line COSSs are designed and programmed to function as the sources of 
consistently integrated and hierarchically arranged plant information. This tendency can be 
explained by the following main reasons: 

- increasing user need to synthesize information originating from various plant 
subsystems, in order to assess global plant safety status more accurately; 

- the need for constructing hierarchical data presentation and retrieval systems, 
which monitor global plant status and give convenient access to subsystem data; 

- the rapid development in graphic workstation technology, which made it 
possible, that robust, expensive mainframe computers were replaced by 
networked, task-oriented workstations or PCs; 

- the increasing need to standardize man-machine interfaces. 

The GPCS system has been designed to function as an integrated information system, at present it 
integrates information from two subsystems: the compact simulator (which corresponds to the 
plant computer) and the VERONA-u core monitoring system. The GPCS can be modified easily 
to incorporate on-line information from four plant units (i.e. 8 subsystems), thus acting as an 
integrated on-line plant information center. 

3. DESCRIPTION OF THE GPCS SYSTEM 

The prototype integrated information system has been built up from computers connected to each 
other via an Ethernet based network, the standard communication protocol was DECnet. The G2 
computer is a VAXstation-3100 SPX with 24 MByte RAM, running G2 On-line Version V3.0 
Rev. 1, GFI, GSI and Telewindows under the VAX/VMS operation system. IBM-PC/AT 486 
compatible personal computers are used as Telewindows terminals, the compact simulator is 
running oil a MicroVAX-II, while the VERONA-u system runs on a MicroVAX-3500. 

3.1 Simulating measurements for test purposes 

In order to provide realistic plant data for the GPCS we utilized the ELVIS [2], which is a 
VVER-440 compact simulator and uses only a simplified control pult for operator actions. Some 
of the plant subsystems are not in the scope of simulation (e.g. containment), some use very 
simplified models, but generally the ELVIS can reproduce plant transients in a realistic manner. 
Predefined malfunctions can be activated by the instructor, this feature has been utilized 
frequently in order to test the GPCS response times and the consistency of the presented 
information during large transients. All main simulated plant subsystems were constructed in the 
framework of GPCS, except automatics and controllers (e.g. automatic power controller and 
turbine controller). Simulated data corresponding to the different plant measurements were 
transferred to the GPCS through the network by the ELVGSI GSI data interface (bridge) 



- 1 5 8 -

program. The simulator runs with 1 second cycle time, but the ELVGSI sends data to G2 in a 
change sensitive manner, in order to reduce network traffic. 

The other system which has been connected to GPCS was the VERONA-u WER-440 core 
monitoring system [3], The VERONA-u processes the fuel assembly outlet TC measurements and 
the in-core SPND signals in order to provide on-line information about the important reactor and 
core parameters (e.g. 2D and 3D power distributions, location and parameters of the most-loaded 
fuel assemblies, etc.). The VERONA-u system was run in archive replay mode, which means that 
data previously recorded at the NPP were cyclically loaded into the database and then the 
detailed core analysis was performed. Data were transferred to the GPCS by the VERGSI GSI 
data interface (bridge) program, which sends data to the G2 in change sensitive way. 

Integrating information from the core monitoring system and from the plant computer facilitates 
fast and reliable plant status identification and diagnosis since on the screen of a single GPCS 
workstation all the necessary information can be presented consistently: core maps showing 
actual core safety status, mnemoschemes showing plant subsystem and component 
characteristics, logic diagrams corresponding to the different Reactor Protection System (RPS) 
channels, combined with annunciators, event lists and alarms. 

3.2 Object oriented representation of the NPP technology 

3.2.1 The EQUIPMENT class 

The EQUIPMENT class contains all the components and equipments (valves, tanks, pumps, etc.) 
which are placed on the mnemoschemes describing plant subsystems. Objects belonging to the 
EQUIPMENT class have a DSTAT attribute , referring to the actual disturbance status of the 
specific component. The abnormal DSTAT status may indicate the component malfunction or the 
fact, that a measurement connected to the equipment is invalid or violates its safety/warning limit 
The equipment DSTAT attributes receive values by using logical expressions or alarms.The most 
important items in the EQUIPMENT class are the valves and pumps, for these objects the status 
is indicated by dynamic color-coding, as well. The VSTAT valve attribute indicates the valve-
opening, the icon of a valve changes color according to the value and status of VSTAT. 
Similarly, the PSTAT pump attribute indicates the run status of a pump. These attributes receive 
values through GSISENS sensors from the simulator. 

3.2.2 The GSISENS (sensor) class 

One of the most important and attractive service of the G2 shell is the flexible and reliable GSI 
network data interface, which maintains bidirectional data links with external data collection 
systems. The actual values corresponding to the measurement points in the ELVIS and 
VERONA-u systems are represented in the GPCS by objects belonging to the GSISENS class, 
which is a class below the standard G2 "sensor" class. Objects belonging to the GSISENS class 
receive value through the GSI data server, the status of the corresponding external measurement 
is used to change the color of the icon belonging to the particular GSISENS object. 

3.2.3 The ALARM class 

The GPCS uses two different objects for alarm/event handling: the ALARM and the annunciator 
window. The function of an ANNUN-WIN is similar to the annunciator tiles in the plant control 
room, which indicate the abnormal status of a component with text, blinking light and sound 
signals. The two most important attributes of an ALARM object is the priority ( which can be 
urgent, warning or notice) and the alarm status, which indicates the acknowledge status of the 
specific alarm. The alarm acknowledgement can be performed by using the ACKNOWLEDGE 
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pushbuttons placed on the G2 workspaces containing plant subsystem mnemoschemes. The 
ALARM class contains two subclasses: S1MALARM (simple, primary alarms) and SUPALARM 
("super", compound alarms). A simalarm corresponds to a measurement or component status, and 
it is directly connected to a measurement through its AVALUE attribute, receiving value from a 
sensor. A supalarm may correspond to a plant subsystem or reflect the global plant status, it can 
be determined from logical expressions over simalarms and/or other supalarms. Their typical 
applications in the GPCS are as follows: 

- forming variables, which are suitable to give values to the disturbance status 
attributes of the equipment objects; 

- forming group-alarms, which reflect the global disturbance status of a plant 
subsystem or the plant itself; 

- forming filtered alarms from simalarms. 

Here alarm filtering means, that for certain important alarms instead of displaying the primary 
simalarm to the operator directly, the GPCS displays a supalarm, which is formed by the 
evaluation of a logical diagram containing appropriate alarm-suppression logic. Activated alarms 
are stored in ALARM-LIST type lists according to their priority. Lists containing selected alarms 
can be displayed in the form of scrollable windows, the contents of a list can be written to disk 
upon request. Normally the operator follows the scenario of a reactor transient on the GPCS 
display by observing annunciator, simalarm and supalarm icon color changes, alarm lists are 
meant to support detailed off-line event sequence analysis. 

3.2.4 The LOGOBJ class 

On-line evaluation of plant logic and interlock diagrams is essential in such a system, which 
intends to supply information to the operator about the actual reactor and plant status in a fast and 
easy-to-comprehend manner. In order to create and evaluate logical diagrams in the GPCS a class 
named LOGOBJ was created below the standard G2 "object" class. The LOGOBJ class contains 
all the necessary gates and other logical elements, which were required in the construction and 
evaluation of GPCS logic: 

- loginp = forms a logical variable from an input gsisens or G2-variable; 
- timedel = time-delay unit; 
- setreset = S/R bistable unit; 
- comparator = comparator unit; 
- gate = logical gates (e.g. inverter, or_gate, and_gate, xor_gate, etc.). 

In the construction and evaluation of logic diagrams the logcon object is essential. The logcon is 
applied to connect the different gates and other logical elements to each other. The color of a 
logcon connection changes to red, if the status of the logcon is TRUE. The input/output 
connections belonging to the logic objects are defined by using such logeons. These connections 
define the topology of the diagram in the G2, therefore generic, connection-based rules can be 
applied for the evaluation of the gates. Working with rules based on logcon connections makes it 
possible, that arbitrary logical diagrams can be constructed and evaluated without changing the 
generic rules. The firing of the rules is change sensitive in most cases, whenever type forward-
trace rules are applied in the GPCS extensively. The resulting system response is event-driven: if 
no change is detected in the input signals, no action will be performed by the software. 

Testing and validation of the logic evaluation has been performed by using selected diagrams 
from the simulator [2] and from Ref. [8]. Mainly RPS logic charts were prepared, these diagrams 
are not fully conform to the actual plant logic, some modifications and simplifications had to be 
carried out, in order to comply with the simulation scope. 



- 1 6 0 -

3.3 On-line functioning of GPCS 

At present the GPCS receives cca. 800 input signals from the simulator and cca. 100 signals from 
the VERONA-u system. The system contains 3200 G2 objects, the total KB is about 25000 lines. 
Altogether 60 G2 workspaces and 25 plant subsystems are available, the evaluation is performed 
by 275 rules and by 200 procedures. 

The operator may use the GPCS overview panel (see Figure 1.) to select different plant 
subsystems, dedicated supalarms show the actual disturbance status of all subsystems and the 
global status of the plant. In case an abnormal situation arises in the technology, the operator will 
receive a warning indication about the event immediately, the color-code of the alarm indicates 
the severity of the disturbance. The ANNUNCIATORS button activates a workspace containing 
annunciator windows, while the LOGICS pushbutton helps the navigation between different 
logic diagrams. Different types of alarm lists can be initiated by the ALARM LISTS button, 
Figure 2. shows the MM1 objects and an urgent/warning plant alarms example list. 

The composition of the G2 workspaces containing subsystem mnemoschemes is uniform: the 
pictures show the piping network, technological components (valves, pumps, tanks), 
measurements and on the top of the workspace a supalarm, indicating the global alarm state of 
the subsystem (see Figure 3. for the feedwater system's picture). 

The ALARMS pushbutton displays an associated G2 workspace, where subsystem simalarms are 
shown together with their alarm texts. Simalarms indicate their activated status and priority by 
changing icon color. The TRENDS pushbutton displays another workspace, where predefined 
trend curves are placed, showing the most important measurements of the subsystem. 

Information presentation and retrieval in the GPCS is hierarchical: important global events can be 
best observed on the overview panel, special details are available on the subsystem 
mnemoschemes and on the associated alarm and trend workspaces. In some cases important 
components have activatable subworkspaces, which show further details. 

The VERONA-u core and loop parameters are displayed in the form of trends and supalarms. 
With the help of a pushbutton on the VERONA workspace the operator can display on the screen 
of the GPCS workstation the standard VERONA-u operator display. The VERONA-u display is 
updated on-line, the MMI works in the same way as in the control room, i.e. printed logs, event 
lists can be requested, core maps can be selected, and cca. 2000 VERONA-u parameters can be 
monitored on-line. 

4. TESTING AND VALIDATION OF GPCS 

The GPCS has been extensively tested by initiating different malfunctions (transients) in the 
simulator (see Ref. [9]). During these transients GPCS stability, response times and the 
accuracy/consistency of the presented information has been checked thoroughly. Time sequences 
of selected alarms and events recorded by the GPCS were compared with the sequences recorded 
by the simulator and the VERONA-u. The tests confirmed that the GPCS supplies correct 
information about the status of the reactor and plant subsystems on the primary/secondary sides, 
the alarm-scenarios are registered properly, even during large transienst. Using the displayed 
information (i.e. the annunciator picture and the different logic diagrams) the user can 
unambiguously determine scram initiating events (see Figure 4.) and the scope and characteristics 
of a specific emergency. Subsystem alarm states and parameter trends can be continuously 
observed by referring to the appropriate display formats and mnemoschemes. 
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5. SUMMARY 

The principles and functioning of the GPCS prototype information system have been outlined in 
this document. The system contains an object oriented description of the basic subsystems of a 
WER-440 NPP, emphasizes fast evaluation/displaying of measurements and alarms. The high-
level information reflecting die actual plant safety status is constructed from primary measured 
data, by forming global alarms and by the evaluation of logical expressions and diagrams. 

Plans for further developments consider the on-line plant application of GPCS and the 
modification of the system to function as a Safety Parameter Display System (SPDS, see [10]). In 
the planned SPD system the occurrence of specific process symptoms will be diagnosed by the 
G2, using rule-based and procedural knowledge simultaneously. Selection of the possible success 
paths, procedure presentation and guidance, checking ths correctness of the operator's actions 
during procedure execution, etc. will also be implemented tv u«ngG2. 
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SACRI: A MEASURE OF SITUATION AWARENESS FOR USE IN THE EVALUATION OF 
NUCLEAR POWER PLANT CONTROL ROOM SYSTEMS PROVIDING INFORMATION 
ABOUT THE CURRENT PROCESS STATE 

David N. Hogg, Knut Folles0, Frode S. Volden, and Belén Torralba. 
Man - Machine Interaction Research, 
OECD Halden Reactor Project, Halden, Norway. 

ABSTRACT 

Control room operator support systems and their interface designs have as one goal the enhancement 
of the operators' situation awareness of the dynamically changing process state. This paper describes 
a technique for measuring situation awareness within the Human Factors evaluation of control room 
operator-system interfaces. The technique, referred to as SACRI, has been evaluated in four simulator 
studies and the main findings from these studies are summarised in this paper. It is concluded that 
SACRI can be a useful supplement to operator performance measures currently existing for use within 
control room interface evaluations. 

1. INTRODUCTION 

In monitoring and controlling the process, the operating crew within the central control room must 
maintain an awareness of what is happening within the dynamically changing process state; ie to 
maintain situation awareness. This task involves knowing the recent process history, the current state, 
and deriving from these a prediction of the future state which will affect decisions concerning the 
planning of control actions [1,2,3,4]. In maintaining situation awareness, the operator integrates 
his/her overall knowledge of the process and process dynamics with information received from the 
control room displays. Since the accuracy of the operator's situation awareness can affect his/her 
overall task performance, it follows that the design of displays should consider how best to support 
situation awareness [5,6]. 

Control room operator support systems and their displays can be evaluated in a simulator facility to 
assess their effectiveness in supporting the operator in his/her tasks. Traditionally used operator 
performance measures within simulator evaluations have included, for example, detection time of a 
process fault indication and diagnostic accuracy. However, these measures by themselves can not 
directly assess the system's ability to enhance situation awareness: respectively, they tap the initial 
and final stages of information processing with respect to a disturbance, as opposed to a constituent 
intermediate stage of maintaining situation awareness [7,8,9]. 

Unfortunately, a successful measure of situation awareness had not previously been developed for use 
within process control research. A research project was thus initiated at the OECD Halden Reactor 
Project to develop such a measure to supplement others in system design evaluations [8]. The aim 
was to produce a measure that was objective, able to assess situation awareness as it develops over 
time, and could be applied generically across a variety of different process states and interface 
configurations. This paper provides a summary of the work so far conducted. 
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2. THE SITUATION AWARENESS CONTROL ROOM INVENTORY (SACRI) 

The measure, referred to as the Situation Awareness Control Room Inventory (SACRI), has been 
developed within the HAlden Man-Machine LABoratory (HAMMLAB). HAMMLAB contains a full-
scale simulation of a nuclear power plant, based on the Loviisa pressurised water reactor in Finland, 
and computerised displays which are used by test operators to monitor and control this simulated 
process in its entirety. When required, the various operator support systems developed at Halden can 
be coupled to the process for both Human Factors research and system evaluation purposes. A wide 
range of disturbance scenarios can be simulated and facilities are available to log process parameter 
trends, alarms, and operator actions as part of a range of investigative techniques used for assessing 
operator behaviour. 

SACRI takes its basic framework from the Situation Awareness Global Assessment Technique 
(SAGAT) [10], developed within the aviation domain, although the specific content and procedural 
details of SACRI have received considerable adaptation due to differences between the aviation and 
process control task environments (eg greater process lag and inter-dependency of parameters within 
process control). When using SACRI, disturbances are simulated which must be monitored by the test 
operators. Typically, a scenario will last for a couple of hours of simulator run-time in which several 
disturbances of varied severity are introduced. At various points during the scenarios, unbeknown to 
the test subjects, the simulator is frozen, the test subjects turned away from the displays, and a series 
of questions is asked which relate to the current plant state. When and how often the simulator is 
frozen is determined by the content of the scenario; during a study in April 1993, for example, one 
scenario used one and a half hours of run time, during which the simulator was frozen on thirteen 
occasions. 

The questions asked relate to key process parameters that the operator must monitor to maintain 
situation awareness, and have been structured in accordance with the conceptual basis of how this 
monitoring task is performed [1,11,12]. The parameters, currently totalling thirty-five, are applicable 
over a wide range of disturbance situations, and have been selected in co-operation with operators and 
other process experts of the Loviisa plant. The status of each process parameter can be asked about in 
one of three time frames which, when combined, represent a snapshot of the operator's situation 
awareness at the current point in time. For example: 

Past: In comparison with the recent past, how has the level in the pressuriser developed ? 
Present: In comparison with the normal status, how would you describe the current level in the 

pressuriser ? 
Future: In comparison with now, predict how the level in the pressuriser will develop over the 

next few minutes. 

One intention of this question structure, which is homogenous across all questions, is for the test 
subjects to report process trends and how they relate to the present situation as opposed to reporting 
absolute parameter values. This aim is also realized by the use of qualitative and restricted response 
categories: in the above example, the choice of possible responses is 'increase / same / decrease'. 

A computer program generates a set of twelve questions each time the simulator is frozen. The 
selection is structured so as to ensure an even distribution across the plant process and across the 
different time-frames. The test subjects are unaware what questions will be asked and the randomised 
selection is independent of the scenario being simulated. Combining this attribute with the operator 
not knowing what disturbances will be simulated or when the simulator will be frozen, the overall 
SACRI procedure prevents the test operators from preparing their responses in advance which would 
otherwise degenerate the measure into one of memory recall. 
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The operator's responses to each question are scored through comparison with time-tagged trend logs 
of the respective parameter. Each response is classified in one of four ways: hit (significant parameter 
drift, detected by operator); miss (significant parameter drift, not detected by operator); correct 
acceptance (no significant parameter drift, none reported by operator); false alarm (no significant 
parameter drift, but one is nevertheless reported by the operator as being present). This classification 
is then used to calculate the Signal Detection Theory (SDT) measures of A' and the R:S ratio [12,13], 
usually on the basis of each individual administration of SACRI. These measures, which are 
traditionally used in areas such as industrial inspection, are directly applicable to assessment of the 
operator's situation awareness. In this context. A' is taken as indicating the accuracy with which the 
current situation was assessed, whereas the R:S ratio can assist in indicating the operator's strategy in 
assessing the extent of a disturbance's consequences. 

Finally, questions concerning how the operator perceives the current situation in direct relation to 
his/her current task goals are now to be added into SACRI. The same few questions will be asked on 
each occasion the simulator is frozen, following those described above, and elicit free responses from 
the operator that are not included in the SDT measures calculation but serve instead as supplementary 
information when later interpreting the data. 

3. THE SACRI EVALUATION STUDIES 

3.1 Background 

Due to this research having no direct predecessor, a series of methodological studies were required to 
develop and evaluate SACRI. Four simulator studies have been conducted for this purpose. The first 
two studies in HAMMLAB both used two licensed operators from the Halden Boiling Water Reactor, 
who had been specifically trained on the simulated pressurised water reactor process for purposes of 
the research project. The third study, also in HAMMLAB, used internal Halden research staff who 
had varying degrees of knowledge of the simulated process; this serving a goal of establishing the 
level of process competence required for the use of SACRI to be effective. The fourth study was 
conducted in the Loviisa plant training simulator in Finland, using a licensed Loviisa operating crew 
as test operators. An additional aim of this study was to discuss the overall content and structure of 
SACRI with the licensed operating crew. 

These studies served to develop SACRI in an iterative manner, in which improvements derived from 
one study were implemented and re-evaluated in the next. SACRI was evaluated against a set of 
criteria for the use of situation awareness measures [14] and those adapted from the measurement of 
workload in a system test and evaluation environment [15]. A deliberate strategy was adopted 
concerning the shaping of each study to the evaluation of SACRI against a select few criteria: had it 
been attempted to assess all criteria at one time and SACRI had not been effective, it would have been 
difficult to decide whether this was an effect, for example, of the test operators used, the contents of 
the question inventory, the manner in which disturbances were simulated, the manner in which 
interface configurations were manipulated, or the general procedure for deriving the measure. A 
summary of some main findings from these studies is given in the following sections. 

3.2 Sensitivity 

3.2.1 Avoidance of ceiling and floor effects. 

A main issue of the evaluation studies has been whether or not meaningful variation can be obtained 
within the response data; what is referred to as the sensitivity of the measure. Without such variation 
it is not possible to compare different operators, different system interfaces, or use of the same system 
interface in different situations. 
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A general means of evaluating sensitivity is to ensure that the response data do not show floor effects 
(responses being consistently incorrect) or ceiling effects (responses being consistently correct). No 
such effects were observed in any of the studies, leading to the conclusion that the inventory of 
questions is set at an appropriate level of difficulty for the test subjects used and the situations 
simulated. More specific aspects of the measure's sensitivity will now be discussed. 

3.2.2 Sensitivity to differences in operator competence. 

Considerable evidence has shown SACRI to be sensitive to differences in operator competence. In the 
first two studies, one operator consistently achieved better scores than the other, with this difference 
corresponding to results of a pre-test of process knowledge and the subsequent accuracy of their 
diagnoses. In the third study, differences between the six test subjects predicted before the study were 
confirmed by the response data. Of particular importance is that a clear distinction was seen between 
two groups of test subjects, one group being predicted as process experts relative to the others; this 
distinction proved important in later analyses, as will be seen in section 3.2.4. Finally, the fourth 
study at Loviisa re-ran one scenario from the third study in HAMMLAB, with the Loviisa crew 
performing significantly better than the non-licenced Halden test subjects. 

3.2.3 Sensitivity to changes in the process state 

The characteristics of process situations will create varying requirements on the maintenance of 
situation awareness, and a measure of situation awareness must be sensitive to such variation. Results 
of the studies have shown indication that SACRI meets this criteria. 

For example, in the second study two scenarios were constructed, each having an easy, an 
intermediate, and a difficult disturbance to monitor within them. Factors influencing the level of 
difficulty included the number of independent process faults within the disturbance and the degree to 
which the disturbance had consequential effects throughout the process; it is acknowledged that 
subjective responses to each disturbance will complicate this general distinction. Operator scores for 
each of these disturbances, which reflected the expected differences between operators and 
disturbances, are shown in Figure 1. 

• Operator A E3 Operator B 

Easy A Intermediate A Difficult A EasyB Intermediate B Difficult B 

Figure 1. Second study, operators'situation awareness scores for each of the 
three disturbances in each of the two scenarios. 
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3.2.4 Sensitivity to changes in a control room system-operator interface 

Being that the principal use of SACRI will be within the evaluation of control room system interfaces, 
a fundamental requirement is that it should be shown to be sensitive to interface differences; these 
differences being another factor affecting overall task complexity. In the third study, this requirement 
was investigated through the manipulation of an alarm system interface. The system has two displays: 
one, a VDU based chronological alarm text list, the other a VDU based alarm and process overview 
graphic display. During the scenarios, for some of the time the alarm text list was available whereas at 
other times it was not; the overview display was available throughout. Changes to the interface were 
done in a way that ensured, as far as possible, we were testing the effects of interface design per se as 
opposed to the actual act of changing the interface. 

At an overall level of analysis, little difference was seen between the two interface configurations' 
affect on situation awareness, although one test subject proved significantly better without the alarm 
text list display. However, it was found that individual differences in response to the disturbances 
occluded findings of interface effects at an overall level of analysis, and that analysing trends in 
situation awareness scores was a more sensitive and relevant approach. An example of the data 
viewed in this way is shown in Figure 2. 

! 2 3 4 5 6 7 8 9 10 II 12 13 

ADMINISTRATION OF SACRI 

Figure 2. A' trends for subject 1, scenario A, in the third study. The term 'with' 
refers to administrations of SACRI when the alarm text list was displayed, 

whereas 'without' refers to when it was not displayed. 

Data analysis proceeded by examining directional trends in the A1 score when a change to the 
interface was introduced (did situation awareness improve or decline ?). It was this analysis that 
showed an important distinction between the upper and lower scoring test subjects. Sensitivity to 
interface differences was seen in the data of the upper three scoring subjects, with situation awareness 
consistently declining when the alarm text list was re-displayed after a period of being hidden, but 
with no specific directional effect when the list was taken away after a period of being available; see 
Table 1. No such difference between the interfaces was observed in the data from the lower three 
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scoring subjects; see Table 2. Results of Chi-square tests, used in evaluating the statistical 
significance of the data, are also given. 

Table /. Directional trends in A ' scores of the upper three scoring subjects when the interface is 
changed; third study. 

Increase in A* score Decrease in A' score 
Interface change from without 

alarm text list to with. 0 7 
Interface change from with alarm 

text list to without. 3 4 
(X2 = 3.82, df = 1, critical value for X2 at p=0.05 is 3.84) 

Table 2. Directional trends in A ' scores of the lower three scoring subjects when the interface is 

Increase in A' score Decrease in A' score 
Interface change from without 

alarm text list to with. 3 4 
Interface change from with alarm 

text list to without. 4 4 
(X2 = 0.08, df = 1, Not significant) 

These findings are confirmed by analysis of the absolute A' values when the interface is changed, 
grouping the data in the same way as for the above analyses; see table 3. 

Table 3. Quantitative analysis of trends in the A' scores at points in the scenarios when the alarm 

Mean A" Mean A' Value of t df significance 
level 

Upper three scoring 
subjects: interface change 
from without text to with. 

Without 
text: 0.814 

With text: 
0.616 

2.92 6 p < 0.05 

Upper three scoring 
subjects: interface change 
from with text to without. 

With text: 
0.700 

Without 
text: 0.704 

-0.03 6 NS 

Lower three scoring 
subjects: interface change 
from without text to with. 

Without 
text: 0.565 

With text: 
0.698 

-0.80 7 NS 

Lower three scoring 
subjects: interface change 
from with text to without. 

With text: 
0.582 

Without 
text: 0.325 

1.44 6 NS 

The finding that, for the upper three scoring subjects, the removal of the chronological alarm text list 
led to an increase in situation awareness, whereas its introduction generally led to a decrease, was 
unexpected: it had been thought that the additional information from the text list would benefit the 
test subjects. One possible explanation for this finding is that the availability of both the 
chronological alarm text list display and the alarm / process overview display actually provided too 
much or too detailed information for the operator to focus on, particularly in the initial stages of a 
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disturbance. By definition, the overview display was more effective in providing the operator with a 
rapid update of the changed process situation, whereas the text display provided detailed information 
relating only to the specific alarms. Whilst the detailed text information may become more important 
than that of the overview display in diagnosing the disturbance, during the initial phase of the 
disturbance the text may focus the operator into too narrow a scope of interpreting the alarm message 
at the expense of assessing the disturbance's global effects. 

This explanation is at present speculative, and there is a need to replicate the finding using a larger 
pool of process experts (preferably licensed PWR operators). In addition, since this was a 
methodological study for SACRI, a detailed observation of how the alarm system interfaces were 
used by the test subjects, which would have investigated correlates between the proposed explanation 
and behavioural data, was not conducted. The main implication of the finding for the purpose of this 
study is that the A' measure has shown the potential of being sensitive to changes in the alarm system 
interface, which suggests it would be of value in assessing alternative alarm system and other process 
state information system designs in terms of their effectiveness in enhancing the operator's situation 
awareness. 

So why was this effect not also seen with the lower scoring subjects ? It was concluded from 
inspection of the trend data that the over-riding effect on these subjects was the situational change 
brought about by the introduction of a new disturbance, and they were thus insensitive to the more 
subtle effect of an interface change. Derived from this is the methodological conclusion that 
considerable process competence will be required when using SACRI in control room system-
operator interface evaluations. 

3.3 Reliability 

To be a reliable measure, SACRI's findings must be replicable. This criteria has received less 
attention in the evaluation studies, due to the time scales and other practical considerations required to 
re-run a group of operators on a set of test scenarios they had previously encountered. However, 
initial indication of SACRI's reliability has been seen from a less stringent stand-point; for example, 
the consistent score differences between the two operators in the first two studies, and the predicted 
rank ordering of test subjects in the third study being bourne out by the response data generated. 

3.4 Content validity 

Fundamentally important to the question based method of measuring situation awareness is the 
identification of those parameters central within the operators' monitoring of the process for inclusion 
in the question inventory. Much effort has been placed in compiling SACRI, culminating in a detailed 
review with the Loviisa licensed operating crew. They conclude that the current version of the 
question inventory contains those parameters which are key indicators of process changes over a 
range of difference disturbance situations. 

3.5 Construct validity 

Construct validity refers to SACRI's effectiveness in measuring the unobservable psychological 
construct of situation awareness. Although work is still required in fully defining situation awareness, 
enough is known for practical purposes of attempting to measure it. It is argued that the SACRI 
measure reflects well the current thinking about situation awareness. 

The inventory of questions captures the temporal nature of situation awareness by asking about the 
current process state, how it has developed, and how it is likely to develop. In addition, these 
questions relate to qualitative trends in process parameters as opposed to absolute parameter values; 
this being consistent with how the operator is envisaged to monitor the process. 
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Ariother aspect of construct validity is that the tasks performed by the operator in the test environment 
are representative of the tasks in the actual plant environment, thus allowing transferability of the 
system evaluation results to that plant environment It is argued that the use of full-scale simulation 
and the introduction of disturbance scenarios over a period of several hours gives a close 
approximation to the development of situation awareness on plant. For example, the Loviisa operating 
crew commented that the scenario used was similar to that they might encounter in a training session, 
that the act of asking for intermediate process state reports emulates one task of the shift supervisor 
during disturbance situations, and that in training sessions the simulator is frozen to discuss the 
current situation so they did not view the simulator freezes within SACRI as intrusive. 

Finally, data analysis has shown that the three question groups (past, present, future) each make a 
separate contribution to the overall score; as opposed to being repetitions of one another. Prediction of 
the future plays a particularly significant role in determining the SACRI score. This finding is 
important to SACRI's construct validity in that it illustrates how the measure of situation awareness is 
based on more than what the operator could have already seen happening in the proccss situation (ie, 
it is not merely a test of memory recall). Such an argument is further supported by examination of the 
experimental procedure used in deriving the measure of situation awareness: as discussed previously, 
the operator cannot prepare his answers in advance, since he/she does not know what disturbance 
scenarios will be introduced, when the simulator will be frozen, or what questions will be asked. In 
addition, there are too many process parameters for the operator to constantly monitor all of them: 
he/she must scan the process interface and deduce from this the status of non-observed parameters. 

4. CONCLUSION AND FUTURE WORK 

The findings from the four studies have shown SACRI to be a feasible measure of situation awareness 
for use in the Human Factors evaluation of process state information system interfaces. SACRI will 
supplement existing measures that have been unable to focus specifically on how the system interface 
affects the operators' developing awareness of the dynamic process state. 

Whilst further evaluation of SACRI is required, such as replicating the results obtained so far with a 
larger pool of licensed PWR crews, its development is considered to have reached the stage where it 
can be directly applied to a system evaluation. A first application will concern the Computerised 
Alarm System for HAMMLAB (CASH) [16], which is currently under development within Halden. 
This system will present alarm information to the operator in two separate displays: 1) a fixed 
overview display containing high-level alarm and process state information; 2) a selective alarm 
display in which the operator can request additional information such as alarm sequence lists, 
classified for example by priority, and alarm related process parameter trend diagrams. The 
development of this system has reached a stage in which two alternative designs for the overview 
display have been proposed. A simulator study will now be used as part of the process of choosing 
between these alternative design proposals. SACRI will be applied along with other performance 
indicators to provide a more complete evaluation of the effectiveness of each design proposal. 

5. REFERENCES 

[1] Bainbridge, L. (1978) The process controller. In Singleton, W.T., Ed., The study of real skills, 
Vol 1. London: Medical and Technical Publications 

[2] Bainbridge, L. (1983). Ironies of Automation. Automatica, 79(6), 775-779 
[3] Endsley, M.R. (1993) Situation Awareness in Dynamic Human Decision Making: Theory. 

Proceedings of the 1st International Conference on Situational Awareness in Complex Systems, 
Orlando, February 1993. 



- 1 7 4 -

[4] Wîrstad, J. (1988) On Knowledge Structures for Process Operators. In Goodsteln, L.P., 
Andersen, H.B. & Olsen S.E. (eds.) Tasks, Errors and Mental Models. London: Taylor & 
Francis. 

[5] O'Hara, J.M. (1993) The effects of advanced technology systems on human performance and 
reliability. In Proceedings of the Topical Meeting on Nuclear Plant Instrumentation, Control and 
Man-Machine Interface Technologies (pp. 253-259). La Grange Park, IL: American Nuclear 
Society. 

[6] Roth, E M , Randall, J.M., Stubler, W.F. (1993) Human factors evaluation issues for advanced 
control rooms: A research agenda. In Proceedings of the IEEE Fifth Conference on Human 
Factors and Power plants. New York: IEEE. 

[7] Blackman, H., Nelson, W., & Hahn, H. (1992). Measurement of human performance in complex 
task environments. Human Performance, 5(4), 329-351 

[8] Hogg, D.N., Folles0, K., Yolden, F.S., & Torralba, B. (1994): Measurement of the operator's 
situation awareness for use within process control research. HWR-377. OECD Halden Reactor 
Project, Norway. 

[9] Kantowitz, B., (1992). Selecting measures for human factors research. Human Factors, 54(4)., 
387-398. 

[10] Endsley, M.R. (1993) Situation Awareness in Dynamic Human Decision Making: Measurement. 
Proceedings of the 1st International Conference on Situational Awareness in Complex Systems, 
Orlando, February 1993. 

[11] Moray, N., Jones, B.J., Rasmussen, J. Lee, J.D., Vincente, K.J., Brock, R., & Djemil, T (1993) A 
Performance Indicator of the Effectiveness of Human-Machine Interfaces for Nuclear Power 
Plants. (Report No. NUREG/CR-5977). Washington D.C.: U.S. Nuclear Regulatory Commision. 

[12] Wickens, C.D. (1992) Engineering Psychology and Human Performance, Second edition. New 
York: Harper Collins 

[13] Craig, A., (1979) Non-parametric Measures of Sensory Efficiency for Sustained Monitoring 
Tasks Human Factors 27(1) 69-78 

[14] Fracker, M.L. (1991) Measures of situation awareness: Review and future directions. (Report 
No. AL-TR-1991-0128). WPAFB, OH: USAF Armstrong Laboratory. (DTIC Report No. AD-
A262 732). 

[15] Wierwille, W., & Eggemeire, F. (1993). Recommendations for mental workload measurement in 
a test and evaluation environment. Human Factors, 35(2), 263-282. 

[16] Miazza, P., Torrabla, B., Kârstad, T., Mourn, B., & Folles0, K. (1993). CASH: Computerised 
Alarm System for HAMMLAB. An outline of required functions. OECD Halden Reactor Project, 
HWR-362, Halden, Norway. 



- 1 7 5 -

NEW GENERATION MAIN CONTROL ROOM 

OF ENHANCED SAFETY NPP 

WITH MKER REACTOR 

V.E-Golovanev, A.I.Gorelov, V.A.Proshin 

RDIPE, Moscow, Russian Federation 

ABSTRACT 

Russia is planning to begin the gradual substitution RBMK NPP units, whose 

resources were worked out itself, to NPP units ivith a 800 MW multiloop boiling water 

power reactor (MKER-800) enhanced safety at next ten-year period. Main draivbacks of 

RBMK Reactor were completely removed in design of MKER-800 reactor. Moreover some 

special decisions were made to give MKER-800 self-safety properties. The proposed design 

of the MKER-800 enhanced safety reactor is not only fully free from the drawbacks of the 

RBMK reactors, but also show a number of advantages of channel-type reactors. 

This Paper presents some preliminary proposals of MCR Design, that developed 

Research and Development Institute of Power Energy (RDIPE). 

INTRODUCTION 

The high safety of NPP unit is possible by means to decide a series of tasks including the 

reactor problems; automation and human factors. 

The high safety of the MKER reactor is ensured by the use of (5, 6): 

- self-protection features inherent in the design, which keep the reactor in a safe state or 

drive it into this state, following the natural laws; 

- passive safety systems actuated in emergencies without switch-on operations or additional 

power supply; 

- active safety systems which in contrast to the passive ones require additional power for 

their operation and whose number, relative to the passive systems, is minimised; 

- accident localisation means, including the containment housing all the reactor equipment. 

1 In compliance with these requirements according to [1,2], the MKER Project employs 
engineering means to ensure the probability of an accident with fuel damage beyond the 
design limit, of not more than 10 — ^ per reactor—year and the probability of radioactivity 
going beyond the last safety barrier and, hence, of the personnel, population and 
environment exposure to impermissible radiation levels, under 10—^ per reactor—year (6). 
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Project of MCR to provide NPPs unit whose levels of nuclear, radiation and 

engineering safety would fully comply with the corresponding requirements of the advanced 

foreign developments (APWR, ABWR) and would surpass the current safety levels of the 

Russia vessel-type reactors. 

Using of Advanced Information Methods and Artificial Intelligence in Nuclear Plant 

Control Rooms should provide advantage, such as: 

Substantial reduction in panel complexity; 

Increasing resources and possibilities for control room staff in Accident and Transient: 

• Increasing time resources for operators to think and plan. Increasing time for the taking 

decision is conscience the early diagnostic dangerous deviation of parameters and also 

simplification of the information, which care out operator. 

• Increasing information resources for operators. The increasing accessible information 

according to safety goal decreases probabilities of the decision's errors. 

• Increasing psychological resources for operators. It means stress reduction in Accident. 

In this respect a variety of favourable conditions can be found in the MKER-800 

design: 

improved safety of the MKER-800 reactor plant is attained on retention of a variety of 

engineering and design decisions that have been justified by the experience of the RBMK-

type reactor plant operation. It should be noted that when organising the MKER-800 

control; the positive experience of organisation of the RBMK reactor control will be used to 

a great extent. 

It is special attention International experience in the development of a MCR of 

enhanced safety NPPs unit. Development of MCR must be realised with accordance 

international documents of IAEA and IEC [3, 4]. 

The whole understanding of the human factors problems during development process 

and exploitation is the divisible part of safety culture of the new generation NPPs unit. 

MAIN CONTROL ROOM DEVELOPMENT 

Design criteria 

The mine design criteria of Main Control Room MKER-800 NPPs unit is: 

• Providing optimal conditions for operator on base of man-machine interface 

improvements; 
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• Providing insurance information presents for operators and insurance control possibilities 

to Safety functions. 

• Increase degree of automation safety functions and effectiveness functions; 

Allocation of functions 

For aiming effectiveness and NPP's safety necessary increasing Automation of it's 

function. 

Main Control Room staff of NPP unit MKER-800 consist of shift supervisor, reactor 

operator and turbine operator. The quantity of MCR staff reduces up to three persons. 

Allocation function between staff of MCR is to single operator doing interconnecting tasks. 

MCR staff control the technological process on functional level (As We call Soft 

Control). Controlling operators use not only detailed instrumentation, but use technological 

process as it self, organising the automatic regulators and subsystem's work. 

The unique human capabilities as pattern recognition, extrapolation, abstraction, 

planning activities are use the most effectiveness. 

Optional demands for MCR staff and training programme as results that allocation 

of function mast be take in consideration. 

Ergonomie design of main control room 

The main control room integrated system consists of the MCR operating staff, man-

machine interaction systems, the operating procedures for power unit under the normal and 

emergency conditions, the program for the personnel training and qualification. This 

approach corresponds to the IAEA recommendations and IEC standards [3, 4]. The MCR is 

intended for safe and effective power unit control from its compartments under all operating 

conditions and should provide the personnel with the devices for man-machine interaction as 

well as with the appropriate information and equipment that are required to attain the 

objectives concerning the power unit operation. 

The view of MKER-800 NPP unit see fig.l. 

On the information panel where are wide screen display, annunciator, mimic diagram of 

unit. 

In site of MCR where are control board of reactor operator, turbine operator and 

shift supervisor. 
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The Control board consist of colour graphical working stations, means of "soft" control and 

conventional means for control safety systems. 

The rapid improvement of the hardware and software enables to improve to a large extent 

the MCR characteristics in which three operator boards and large common-use displays have 

a dominant role. 

Removal of fixed means man-machine interface can reach ergonomie characteristic of 

working plaices. 

The information process in the context of the objectives and tasks that are meant for the 

operators in every particular case, is output to the above-mentioned displays. 

To optimise man-machine interface, it is required to employ the experience of 

operation and upgrade RBMK power units. The analysis of advantages and shortcomings of 

the implemented design solutions makes it possible to unload operating personnel, reduce the 

probability of errors and diminish stress. This concept of the main control room provides 

the sufficient flexibility of the design and makes it possible to introduce the new functions 

and operations into the system. Thus, whenever possible, the information representation and 

control actions can be implemented by means of such interfaces as the CRT displays that can 

be optimised as they are designed and operated. 

Safety Critical Control Room Functions 

It should be noted that at present beyond any doubt is the need to preserve the 

conventional (non-computerised) keyboard panel as the process controls and manual 

switching on the protective systems, alongside with the preservation of the conventional 

devices for the information displaying and recording within the certain volume. It is the 

demands of Russian normative documents (2). 

Operator support system 

It is clear that OSS functions vary as operational regime changes. Subsequently, 

requirements to their implementation also vary, therefore, it is reasonable to break down 

three main subsystems such as: 

1. OSS for normal operation 

This system shall supply the operators with the required information, first of all, 

under the most complicated transients, reloading and different standard equipment switching 
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(for example, during reactor start-up when complicated procedures have to be executed and 

future reactor state is predicted). 

A lot of design tasks of power unit state control under normal operation are already 

implemented at NPP's with RBMK reactor. 

2. OSS for emergency situations and accidents 

This subsystem goal is an early detection of the deviations, identification of their 

possible causes and support of operators counter-measures depending on the actual situation 

(in case of tested or untested equipment failures, as well as under the hazardous situations 

due to operator's erroneous actions). 

This subsystem of OSS is primarily meant for implementation of the following 

functions: 

- monitoring and continuous representation of the key safety functions; at the operator's 

demand, data display on equipment state, current and pre-set values of process parameters, 

trends of their changing; 

- support of equipment failure diagnostics, including safety control systems and I&C; 

- support of control room staff to perform the instructions on emergency situation 

eliminating, including symptom-oriented procedures. 

3. Maintenance OSS 

The objective of this subsystem is to evaluate how maintenance activities influence 

overall reliability and records of NPP operation as well as to generate instruction on system 

separation and, sequentially, to support the operators during recovery after failure of any 

function or subsystem. 

System architecture shall be based on "client-server" technology and open system 

concept. 

OSS stations are operators workstations and specialised servers responsible for data 

calculation, recording and print-outs, as well as microprocessors for communication with the 

object. 

The operators should not regard OSS as an additional load. To this end, OSS 

information is to be readily accessed due to its high efficiency and quality of operator-

computer interface. 

Unified operator-computer interface provides good level of skills for OSS application 

under all operational modes. 
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Operator training 

The development of the personnel training program and facilities should take place 

with forestalling relative to commissioning the NPP with new power units has been 

recognised in the world practice generalised in the IAEA documents. According to the 

present-day ideas, by the time of commissioning the operating personnel of a new power unit 

should pass the complete compulsory training course including the full-scale simulator 

training for a new unit-prototype. 

The fact that the construction of the MKER power unit is planned at the Leningrad 

NPP site, makes it possible to form the staff of the operating shifts for the new power unit 

from the Leningrad NPP personnel who is highly experienced in the RBMK reactor 

operation. The operating staff training system available at Leningrad NPP can also be of 

great help. The implementation of the program concerning the provision of the Leningrad 

NPP educational and training centre (ETC) with the present-day full-scale RBMK-1000 

simulator and mastering of this facility in the practice of the staff training at the Leningrad 

NPP will to a great extent have an influence on all the Leningrad NPP structures, i.e. their 

proper and timely preparation for the MKER-800 power unit commissioning with the 

participation of the experienced staff; 

DEVELOPMENT PLANS 

Ensuring the NPP operation safety and efficiency is impossible without taking into 

account the role of the operating personnel in control, in-depth analysis of the mechanisms 

of information perception and the processes of decision-making. 

In the practice of the design and development of the present -day control systems 

meant for operating and planned plants, RDIPE is intensively developing the approach based 

on the construction of the testing ground where the full-scale equipment complex available 

for the I&C (SAR, SACS, process blocking and protection systems, mock-ups of the working 

operator places) is combined with a high-quality dynamic model of the control object 

operating in real time. Mock-up of the working operator places see on fig.2. 

This approach provides the possibility of studying the problems of the man-machine 

interaction, ergonomie designing the operator activities and studying the present-day high-

reliable facilities for man-machine interaction for MCR and other working places for the 

staff to control the plants under design. The result of these activities when developing ihe 

I&C for the MKER-800 plant will be the valuable grounds to construct the full-scale 
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simulator with the appropriate forestalling by the time of the Start-up and adjustment works 

at the real power unit. 
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ABSTRACT 

The construction of fault indicators is the foundation of model-based fault diagnosis. The 
development of precise mathematical models for complex facilities is generally difficult and 
expensive; new and less constraining techniques, notably seeking to account for behaviour, open new 
perspectives for fault detection and diagnosis. The authors propose a combined approach based on 
quantitative processing with qualitative assessment of the results. A veritable numerical-symbolic 
interface then ensures a more satisfactory balance between the two levels of knowledge - analytic 
and heuristic - necessary to optimize the performance of a diagnostic procedure. 
Our supervision support system DIAPASON provides operators of industrial continuous processes 
with an aid to watch and diagnosis. The reasoning is based on a causal graph and on a knowledge 
base. After an overview of qualitative simulation, defect diagnosis and fault diagnosis, the way in 
which these three cooperate in DIAPASON is amplified. 

KEYWORDS: Supervision, Qualitative Reasoning, Fuzzy Sets, Decisional Analysis, Fault 
Diagnosis 

PART I : QUANTITATIVE - QUALITATIVE COMBINED APPROACH FOR 
SUPERVISION 

1. INTRODUCTION 

For many years, improving the productivity of an industrial facility has involved enhanced 
automation of the means of production. The development of control theory, together with the 
incessant progress of computer systems and digital processing methods, have made it possible 
to increase the quality of products while reducing production costs. In normal operation, the 
operators' task is now reduced to simple supervision of the facility and its control and monitoring 
system. Conversely, in the event of an incident, an overall analysis of the situation allows the 
operators to make decisions quickly and effectively, for example in choosing among corrective 
actions or crippled-mode operation. 

In order to improve the productivity of a facility today, it also appears necessary to be concerned 
with monitoring its availability. This has led to the development of operator aids, notably in the 
area of fault diagnosis. Their purpose is to ensure early detection of abnormal situations and to 
interpret them so the operator may control the process more efficiently. 

1 The Applied Computer Science Laboratory, headed by J.M. PENALVA, has been working on the 
research programme DIAPASON since 1987. 
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2. MODEL-BASED DIAGNOSTIC APPROACHES 

2.1. Numerical Fault Diagnosis Models 

The current trend i n fault diagnosis i s to estimate process behaviour by the use of a model. 
Conventional approaches based on numeric models are capable of detecting fault conditions 
(affecting components, sensors or control devices) at a n early stage - well before the alarm 
system is activated. 

The various approaches to formalizing diagnostic reasoning differ by the type of process 
knowledge they use. In some cases, the structure and normal operation of the components are 
known, but nothing is known about the reasons or the occurrence mechanisms of fault 
conditions; consequently, the procedure is to detect deviations from normal behaviour. In other 
cases, information i s available only on fault conditions and their symptoms, and the task i s to 
account for abnormal observations. Two major tendencies are in competition i n designing fault 
indicator models. 

One i s based on process state variables: relations among measured variables are used to 
compare measurement results wi th calculated predictions, and thus to reveal residual 
differences between the observed and modeled behaviour, and allow detection [1]. 

The second trend i s based on process structural parameters. If the cause-to-effect relation 
between two variables i s modeled mathematically, i t is characterized by one or more parameters 
that must be identified. The type of fault can be diagnosed by any significant change in the 
parameter values; the objective is to determine an incident situation corresponding to each type 
[2]. 

While an unmeasurable perturbation or a fault must be detected and identified by the 
diagnostic system, modeling errors (due to nonlinearities, poorly identified or unactualized 
parameters) and measurement system noise classically result in false alarms, making i t 
necessary to include tolerance thresholds. This delays early detection, however, and implies the 
highly restrictive hypothesis that the effects of a fault condition can be distinguished from a 
modeling error simply by their amplitude. 

Moreover, the use of identification or estimation methods is not always easy in an industrial 
context. Positive identification requires an adequate stimulus, and represents a significant 
constraint in em industrial process. Nonlinearities limit the model validity to a specific operating 
range, and thus tend to promote a multiple-model approach. The problem of available 
knowledge is accompanied by that of robustness. The difference between a n ideal analytical 
model and the actual knowledge of an industrial facility is such that the extent and precision of 
the knowledge required may necessitate time and expenditure that jeopardize the feasibility of 
this type of fault diagnosis: the applications remain of limited size and restricted scope. 

A process is compatible with fault diagnosis if i t includes sensors and a system for analyzing the 
resulting data. It i s unfortunate that diagnostic feasibility is not taken into account at the 
design stage like any other performance criterion. The number and location of the sensors could 
be defined in diagnostic terms, rather than using sensors initially provided for other purposes as 
is all too often the case [3]. 

2.2. Qualitative Fault Diagnosis Models 

Faced with the increasing complexity of industrial facilities and the l imits of conventional 
approaches, it appears reasonable to develop systems capable of manipulating incomplete data, 
vague or uncertain information, to ensure robust fault diagnosis despite multiple sources of false 
alarms. Qualitative approaches require less knowledge of the process itself; variables are 
quantified into discrete ranges such as (low, normal, high), making it possible to describe simple 
relations among variables in a way that may prove sufficient for diagnostic reasoning. 
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The major drawback of these approaches is incompleteness. A single event may give rise to 
several interpretations, partly because of the conversion of numerical input data into discrete 
qualitative value ranges, and partly because of ambiguous qualitative processing (what is the 
result of an excessively high influence combined with an excessively low influence?) [4] [5]-

2.3. A Combined Approach 

We adopted a combined approach in which the process i s represented by causal graph relating 
process variables and where the arcs are parameterized by simple qualitative notions, notably 
to account for the dynamics of the phenomena [6]. To represent process behaviour using this 
model, we replaced the numerical simulation notions of precision and calculation steps "with an 
event-driven simulation that i s better suited to the supervisor s level of abstraction: the 
simulation is activated only when significant events are detected at process inputs; the events 
are propagated in the graph using the data assigned to the arcs to determine the behaviour of 
the other variables; the evolution of a variable in time is then described as a succession of 
pertinent modifications [7], 

This approach represents a tradeoff between quantitative and qualitative methods. The data 
are processed numerically, but the simulation results are curves that express the overall process 
behaviour better than exact numerical variables. The results therefore require a qualitative 
interpretation for fault diagnosis: this involves manipulating vague or uncertain information, 
ranging from erroneous measurements to purely symbolic data to modeling imprecision, i n order 
to make the system less sensitive to noise. 

Generally, in an incident situation when the operator must diagnose a fault before deciding on 
the most suitable corrective action, numerical data (alarm thresholds, measurements, etc.) are 
available, but the operator s knowledge of the process is essentially symbolic (procedures, etc.). 
The data flow must be interpreted and filtered before applying heuristics. We propose a 
numerical-symbolic interface to provide a better balance between the two levels o f knowledge 
required to optimize the performance of a diagnostic procedure. 

The operating principle of the diagnostic system based on the causal graph is the following: fault 
detection by comparison of the actual and simulated evolution of the variables, then filtering of 
the faults by testing possible correlations between the detected faults and the relations assigned 
to the causal graph. These two algorithms consist of purely numerical basic procedures to assess 
various surveillance criteria (mean square deviation, etc.), together with a qualitative 
interpretation layer representing the heuristics that manipulate them. Fault detection and 
filtering are modeled as decision-making processes in an imprecise context: the problem is to 
aggregate the pertinence of the elemental performance or preference criteria (e.g. curves of similar 
shape) to obtain the overall assessment of an action (e.g. initiate a diagnostic routine); the 
criteria are described by fuzzy sets to account for the vague decision-making environment. 

3. FUZZY SETS FOR INTERPRETATION AND DECISION-MAKING 

3.1. The Numerical-Symbolic Interface and Discontinuities in Decision Aid Systems 

Any classification system based on comparison with threshold values i s subject to unstable 
conclusions and involves a risk of error. This drawback can also affect a qualitative approach, in 
which instability is introduced when selecting the conversion threshold. The decision will be very 
different depending on whether the criterion investigated (e.g. a simulation error) i s equal to a 
specified threshold plus or minus epsilon regardless of the amplitude of epsilon. This problem of 
decision-making discontinuities led us to use fuzzy sets. 

Fuzzy sets provide a simple tool for interfacing low-level numerical data with high-level symbolic 
knowledge, since they allow for the continuous nature of the variables manipulated within a 
symbolic representation [8]. 

In this regard, Dubois indicated that the idea of using fuzzy se ts arose from the need to 
represent loose specifications such as nonbinding constraints (for which minor violations are 
permissible), flexible criteria (concerning acceptable or desirable values), 'elastic* classes (often 
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used for rough reasoning and to provide a continuous transition from one class to another), vague 
predicates or quantifiers (frequently used in natural languages), adjustable instructions or 
procedures (capable of adapting to distinct but similar situations). In each case, the objective i s 
to enhance robustness by refusing the sharp discontinuities that would arise from the use of 
precise limits for the sets included in the specification: sudden transitions from acceptable to 
unacceptable values, from values for which a procedure is applicable to very similar values for 
which the same procedure is not applicable [9]. 

3.2. Modeling the Decision-Making Process 

Fuzzy sets can also allow the development of mathematical models of imprecise or uncertain 
phenomena for application to decision aids. The goal is to help the decision-maker select an 
action that will produce the desired consequences from the standpoint of the imposed criteria 
and constraints [10], 

The state of the environment is assumed to be known, so that each action a has a known 
consequence described by a series of values tmi(a), m2(a), , mp(a)]. Each measurement mj(a) 
i s a measurement in the sense of criterion i (cost, size, consumption, etc.). mi defines an 
application of the set of possible actions A on an objective scale Xi, and the set X of 
consequences is identified with the Cartesian product XixX2X xXp. The measurement scale Xi 
i s either a continuous or a possibly finite discrete scale. The problem is therefore to aggregate 
the criteria in compliance with the decision-maker s overall assessment of the potential actions 
[10]. 

Fuzzy sets appear to be a natural means of modeling a decision-maker s wishes concerning the 
consequences of a choice. Clearly, the decision-maker will express a choice in linguistic terms, 
especially where continuous scales are involved. The overall objective may be characterized by a 
complex criterion (i.e. with more than one scale) that must be broken down into elemental 
criteria. The set of acceptable decisions D is a fuzzy set of the set of possible actions, obtained 
by aggregating the sets of best actions Gi derived from partial objectives G i = i ) P . The 
membership function h d is such that: 

Va,|iD(a)=[nC[ (m,(a)),..., ^i0p(mp(a))] 

where h is a fuzzy set operator to be determined (associative disjunctions and conjunctions, 
associative means, symmetric sums, etc.). 

4. APPLICATION TO FAULT DETECTION AND FILTERING 

4.1. Fault Detection Principle 

In order to allow for the approximations of causal graph modeling and the imprecision of the 
measurement systems, a variable is considered faulty not only on the basis of the simulation 
error, as in the conventional procedure, but also by the resemblance between the shape of the 
actual and simulated curves and the distance between them (these criteria are our own, as they 
clearly depend on the model). 

The fault detection decision-making environment may be compared to a situation in which three 
experts continuously monitor a process, each with their own criteria. The problem is to benefit 
from their advice and combine their suggestions to reach the optimum final decision2. The 
decision-making process may then be described in the following way. The action to be evaluated 
is to compare the simulated and actual evolutions. The measurements mi(compare) are the 

2 For KONING, the cooperation of different heuristic knowledge in order to make the best decision 
may be reduced to aggregating individual opinions. Indeed, this choice is similar in many respects to 
individuals voting to elect the best candidate [11]. 
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numerical criteria associated with the value, shape and distance of the curves (p=3). The partial 
consequences of each of these objectives are their respective scales subdivided into previously 
determined symbolic ranges (e.g. major_positive error) modeled by fuzzy sets. The decision-
makers objectives can be expressed, for example, as a small simulation error (objective Gl) , 
similarly shaped curves (G2) and closely spaced curves (G3). To aggregate these criteria, the 

fuzzy set operators were chosen for their algebraic properties and semantic interpretation in 
order to conform to the experts' points of view [12]. 

4.2. Fault Filtering 

The decision to consider a newly observed fault as a simple consequence of the faults observed 
on the preceding variables in the causal graph i s made after qualitative analysis of the orders of 
magnitude of the contribution due to each predecessor, interpreted according to fuzzy rules. It 
can be shown that this algorithm may be described as a recursive procedure of the following 
elementary decision-making process: decide whether an antecedent i s responsible for the fault 
observed on a detection variable (a variable for which a significant fault was detected in the 
sense of the preceding algorithm). The process is then applied recursively from the relevant 
antecedents, which are in turn considered as detection variables. The result of this procedure i s 
the trace or signature of the fault condition in time and in the process, i.e. the subgraph 
excerpted from the causal graph in which the initial fault propagated from the source variable 
(the variable actually affected by the initial fault condition) to the detection variable [12]. This 
strategy is therefore capable of handling multiple fault conditions, i.e. of diagnosing several 
source variables responsible for a single detected fault. 

5. CONCLUSION 

In this approach, the simulation and error calculation tools are purely numerical, but the results 
are interpreted in a qualitative manner. Aggregating fuzzy sets provides for multicriteria 
decision-making analysis that is robust not only for fault detection but for fault filtering as well. 
The use of families of criterion aggregation operators and the introduction of fuzzy sets make i t 
possible to deal with the imprecision of the decision-making environment; in particular, they 
allow significantly greater flexibility in choosing parameters for the algorithms. It should be 
noted that fault detection and diagnosis based on qualitative interpretation of the simulation 
may in some cases delay the detection of a process fault condition: this is the price of the tradeoff 
between early detection and robust control of false alarms. 

The interpretation of several criteria may be considered as a decision-making process and 
reduced to a problem of aggregation. Criterion aggregation models described by fuzzy sets as 
decision-making aids are a promising tool for supervisory functions: supervision corresponds to 
the level at which an operator must make decisions in an imprecise and uncertain context, 
taking into account large amounts of data of various types. The decision-maker must be capable 
of analyzing and then interpreting the numerical and graphical data, generally in terms of orders 
of magnitude or qualitative values in order to relate them to the appropriate knowledge mode 
and evaluate the state of the process, and if necessary decide to modify the process control 
parameters. 

PART II3 : THE SUPERVISION SUPPORT SYSTEM DIAPASON 

1. INTRODUCTION 
DIAPASON is a system designed to help in the supervision of continuous processes which evolve 
with slow dynamics, such as those used in nuclear engineering for the retreatment of nuclear 
fuels. It results from the ideas exhibited in part I of the paper. 

3 This part is extracted from " A Supervision Support System for Industrial Processes", by J.M. 
PENALVA, L. COUDOUNEAU, L. LEYVAL and J. MONTMAIN, published in IEEE Expert, vol. 
8, ni "5, October 1993. 
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DIAPASON provides the operator with a synthetic image of the process thanks to modelling 
inspired by qualitative physics and process control theory. 

DIAPASON can predict the evolution of the process thus allowing management by anticipation : 
i t provides the evolutions of relevant variables in the process, whether measurable or not, and 
gives associated explanations. 

DIAPASON can promptly detect and analyse inddental situations for preventive maintenance or 
for effective management i n degraded conditions : the results of a defect diagnosis module, based 
on model/process comparison, are fed into a fault diagnosis module using structural knowledge 
of the process. 

The process chosen as an application consists of a pulse column with its associated systems for 
feed, transfer and control. In fact, the validation of the prototype DIAPASON could have been 
easily made, because w e have at our disposal a classical numerical simulator of the process ; the 
results presented in this paper have been realized when connected on line to the numerical 
simulator. 

2 - PREDICTION 

2.1 - The causal graph 
The modelling is issued from works achieved by Gentil et al [6] : the model is based on a causal 
graph whose nodes represent the process variables and whose arcs represent causal l inks 
between those variables. Since the purpose of the model is supervision, only those variables that 
are useful in process management are shown, whether or not they are measurable. Figure 1 
shows the causal gruph of the pulse column in its emulsion stage, including its feed systems. 

2.2 - Behaviour modelling 
Variable s behaviours are described by their temporal evolutions. The evolution of a variable can 
be represented by a piecewise linear time function obtained through a segmentation algorithm 
[12] (see Figure 2). An event is a portion of an evolution where the function s slope changes 
significantly ; it is approximated in a linear way. An evolution can thus be regarded as a 
chronological sequence of events. 

o variable of pulsed column 

Figure 1 : The causal graph for the pulse column 
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Figure 2 : Qualitative evolution of variable A 
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Figure 3 : First Order 

Qualitative Response to a step 

Each arc on the graph represents the influence of one variable on another, using notions of 
process control theory such as static gain, pure delay, and settling time. It makes an evolution 
fit an event, so as to obtain a consistent signal for the next variable. The function of an arc is 
called a Qualitative Transfer Function (QTF), by analogy with classical process control theory. 
These functions enable us to obtain a system s qualitative response to the input types (the step 
and the ramp, which are the elements that constitute an event). Figure 3 shows the qualitative 
response of a first order system to a step. 

More complex QTFs have been created to represent the phenomena in a control loop : for 
examole, to model the behaviour of the regulated x I the control variables in the loop, following 
a disturbance or a change in the set point. The library of QTFs is growing as needs arise. It 
includes quite diverse functions corresponding fcr example to an amplifier system, a first order 
system, a derivative system, and even systems of ldgher order tha.i 1. However, we would like to 
model only simple systems, in view of the objective. Indeed, it is unlikely that the operator in 
charge of a plant would describe the relationship between two variables linked by a single arc as 
a complicated system. 

2.3 - Dynamic simulation 
The model receives as inputs one or more significant events related to one or more input 
variables (which fit with the graph s roots), as well as the initial values of all the variables. The 
simulation consists of propagating each evolution through the graph in chronological order, event 
by event. Propagation stops when there are no more events left or when the simulation has 
reached its horizon. 

Since event modelling takes into account the dynamics of phenomena, it is better adapted to 
process supervision than are classical qualitative physics models based only on signs. The 
events method also differs from the classical numerical simulation, for it represents only the 
relevant modifications of evolutions ; the notion of the calculus step has disappeared. 

2.4 - Explanations 
At present, all the nodes of the graph are seen as sums of contributions. A contribution is the 
response to the evolution of the initial node of an arc, calculated by the arc s QTF. For example, 
the evolution of the level NIRE is obtained by adding the contributions of the disturbances on 
the control loop - the aqueous inlet flow rate Q0500 and the column weight BE030 -, and the 
contribution of the set variable CNIRE ( see figure 4 ). All the contributions are retained in 
memory. The explanations associated with an evolution are contributions, as shown in figure 4. 
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Figure 4 : Evolution of NIKE explained by the contributions 
of variables upstream Q0500 and BE030 

3 - DEFECT DIAGNOSIS 

Defect diagnosis involves both defect detection and isolation. 

3.1 - Defect detection 
The detection of abnormal modes involves a local operation with each variable, in which the 
difference between modeled data and process measurements over a given temporal window (the 
simulation error) is individually analyzed. We say we have detected a defect when we ve found a 
process malfunction, without searching more precisely for the actual cause of the discrepancy 
between the process and the model. 

Starting a dia5nosis with a simple comparison of simulation error and a threshold makes a 
system generally efficient at detecting defects, but too sensitive to various disturbances and 
imprécisions ( that is, i t leads to bad detections ). To avoid this problem, we introduced 
qualitative notions that are more consistent with the modelling principles. Simulations results 
correspond to an approximated representation of process behaviour adapted to the level of 
abstraction relevant to supervision ; consequently, shapes or tendencies of evolutions can be as 
significant as precise values. This implies the use of temporal windowt, so we have introduced 
the notion of qualitative equality between two evolutions, which makes the defect detection 
module more robust. 

This idea relies on the qualitative interpretation of several criteria. A signed error is the first 
criterion for measuring the mean difference between two evolutions over a temporal window (the 
duration of which is at least the minimum time that can be considered significant for an event ; 
it is fixed by an expert after an elementary analysis of the signal). Subsequently, two evolutions 
have the same form if it i s possible to significantly reduce the quadratic difference between the 
two evolutions ( the second criterion ). After a time and amplitude translation in the plane, the 
norm of the translation vector associated with this optimal readjustment constitutes the third 
criterion, meaning the cost of the operation. 

Proceeding via the theory of fuzzy sets [15], we have designed the model to handle vague and 
imprecise readings. Each criterion needs a symbolic interpretation that leads to a decision. For 
example, the first criterion, the signed error, can be expressed as STRONGLY POSITIVE, 
STRONGLY NEGATIVE or ZERO. The sense of a symbolic value is characterized by its function of 
compatibility or its degree of relevance ( p. : R —> [0, 1] ), which associates the compatibility of 
each numerical value of a criterion with a designated symbolic value. A function of compatibility 
is associated with each criterion. 

Finally, the laws of composition between these functions allow a continuous decision to be taken 
for all combinations of the three criteria. In fact, the decision about whether or not there is a 
defect depends on three criteria that could correspond to the point of view of three different 
experts. The aim is to combine these three minds in order to make the right choice and provide 
a robust decision. Thus for real breakdowns, the model/process difference is normally too great 
for a translation in the authorized field to be able to sufficiently reduce the quadratic deviation 
with a low cost of readjustment. With degradations or drift failures, we generally manage to 
reduce the quadratic differences significantly but the cost of the operation increases with time. 
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Other sources of errors and noise do not result i n high, costs or can. be readjusted so t h a t 
quadratic differences are virtually negligible. This approach tends to make the comparison 
module more robust, rather than favouring its detection precocity. 

3.2 - Defect diagnosis 
The second phase of the defect detection i s a global analysis of all the simulation errors of the 
graph [16]. A defect proposed by detection i s not necessarily a primary defect : i t might not 
correspond to the genuine source of the malfunction, especially i f the thresholds of the variables 
related by cause-and-effect relationships are poorly balanced. 

3.2.1 - Use of the causal graph 
W h e n a mal funct ion or a n o n measurable disturbance occurs, i t entai ls a defect of t h e 
corresponding variable. Meanwhile, inappropriate thresholds or imprecise measurements might 
prevent immediate detection of this variable. Nevertheless, i t can detect the consequences of the 
primary defect on one of i ts successors in the graph. This often happens in the case of gradual 
failures, when, t h e model can still be considered valid although a slight drift h a s been detected. 

Our purpose is to find the root variable ( the one that i s directly affected by the fault and whose 
evolution can explain all the observed defects ) starting from the detection variable ( the one in 
which the discrepancy between the real and the expected behaviours exceeds t h e authorized 
l imits ). This produces the sub-graph of defects propagation, which is called the suspected sub-
graph. 

3.2.2 - Causal analysis of the defects 

Causal analysis rests on local simulations using a causal graph. The aim is to give the reason 
for the detection variable s error : there might be a fault on i t or on one or more of i t s 
predecessors, or one or more of its entering arcs are no more valid. The defect on each antecedent 
is not significant enough to be detected in the sense of our criteria, but can be responsible for the 
detection variable's defect owing to nonlinked thresholds. 

The system begins a local simulation, where the real evolution of each antecedent is substituted 
for i ts s imulated evolution over a selected temporal window. The evolution of the detection 
variable is calculated again, as if i t s predecessors were roots of the graph. It g ives a new 
model/process error, which is compared with the initially noticed discrepancy. The substitution is 
said to be successful w h e n the new error i s considered to be significantly reduced. The 
contribution of each predecessor to this improvement has to be qualitatively interpreted, based 
on order-of-magnitude reasoning [17]. 

Once the above substitution has removed the simulation error from the detection variable, the 
defects between upstream and downstream variables are said to be linked. Us ing the selected 
predecessors as detection variables, continuing the testing enables u s to construct the suspected 
subgraph until the simulation error is no longer causally linked with any predecessor s errors. A 
root variable has thus been found ; Its input arcs are also suspected. The explanation may be 
either that an input arc of the root variable is physically damaged, or there is a real fault on the 
root variable ( due to a component failure or a non measurable disturbance ). In fact, the error on 
the root variable w a s not significant enough to have started the causality analysis , but was 
relevant enough to explain all the discrepancies on the successors. 
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Figure 5 : Sub-graph of error propagation 

Finally, the causality analysis allows us to the focus on a suspected sub-graph, whose roots are 
consistent candidates for the origin of the malfunctions. Figure 5 shows a suspected subgraph 
after DIAPASON found a significant discrepancy in the detection variable BE030. This 
discrepancy is seen to be linked to the discrepancy in BETAE itself linked to the discrepancy in 
Q1010 ; since the test failed upstream, Q1010 must be the root variable we re looking for. 

The consistency test is also useful in sorting alarm signals. Before signaling a new defect, causal 
analysis tries to relate it to the suspected subgraph already proposed. This is a solution to 
alarm cascades, in that it proposes causal chains linking all the various defects present in the 
graph s variables. 

4. FAULT DIAGNOSIS 
A fault is a malfunction of a physical component, indicated by the presence of a defect. The 
defect diagnosis carried out thanks to the behavioural model is not sufficient to identify the 
malfunctioning physical components which caused the faults. This requires knowledge about 
structures and functions that is not present in the causal model ; heuristic reasoning is more 
suitable for this purpose. The fault diagnosis module uses knowledge of the process structure to 
identify faulty components. 

On the other hand, a knowledge-based system is poorly adapted to time management : the 
addition of temporal logic, using Allen s predicates for example, complicates the writing of rules 
and particularly the validation of the base, which is a crucial phase in the case of sensitive 
plants. We have thus chosen to have the diagnose faults using an expert system, but to report 
temporal aspects us ing the defect diagnosis module. Temporal aspects do not raise special 
problems for the dynamic simulator, which rests on classical notions of control theory. 
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The defect diagnosis module thus activates the expert system only after observing a defect. The 
expert system receives a n image of the process consisting of the real and predicted values of the 
root variables at the t ime of the defect, as well as the values of other variables at previous 
consistent dates ( taking into account delays i n the causal relationships ). This approach reduces 
the diagnostic system s tasks and thus improves its performances. 

4.1 - Why hypothetical reasoning ? 

A n experimental study of plant operators reasoning during am incident identified three types of 
behaviour, each one including a phase relying on hypothesis. 

Hypothetical reasoning i s interesting for two rêvions. First, from the operator s point of view, 
th is i s the natural w a y to solve problems. Also, in abductive diagnosis, the possible hypothesis 
are the possible causes (faults) that, wi th the background knowledge, imply the observations 
[18] [19]. The hypothetical-reasoning approach links up with that of reasoning by abduction, for 
which we have proposed an implementation [20], 

4.2 - A solution : stratified reasoning 

The solution to hypothetical reasoning, called stratified hypothetical reasoning, depends on two 
mechanisms : 

- From a given hypothesis, we deduce logically isolated consequences ( facts and predicates ) 
in a reasoning stratum. Succeeding hypotheses are represented in successive overlapping 
strata, each stratum coherent up to that point. The appearance of a logical contradiction in 
the last opened stratum results in the destruction of this stratum (all conclusions isolated in 
th is stratum are forgotten) and, according to the principle of reasoning ad absurdum, the 
negat ion of the hypothesis in the incoherent stratum i s propagated into the surrounding 
stratum ; 

- Concurrent hypotheses (simultaneous possibilities) are handled us ing classical notions of 
choice points and backtracking. 

Various solut ions h a v e been proposed for managing work spaces t h a t m i g h t contain 
contradictions. Rather than integrating hypothesis handling into its inference mechanism, one 
approach establishes a parallel network of all possible worlds. In some expert systems, the 
notion of hypothesis is artificially approached by the notion of points of view, which implies a 
specific handling of contexts or contradictions. Contrary to these approaches, our solution 
depends on axiomatic theory. The opening of a reasoning stratum can be l inked up wi th the 
definition of a specific theory whose supplementary axioms are the hypothesis : at each step, all 
the nested specific theories form the current work space. Closing a stratum corresponds to the 
proof that the set of axioms is incomplete. The problem of completeness of the set of axioms 
(corresponding to the rule base) comes down to the static validation of the knowledge base. 

4.3 - The rules 

A rule is an elementary diagnosis (associated with one component of the installation) similar to 
the schemes of the Knowledge-Oriented Design method. Rules permit the rapid understanding of 
context, and correspond to an expert s stereotyped mode of reasoning. The interpretation scheme 
is a collection of inferences ; recognizing a typical situation, it provides an interpretation of the 
phenomena observed in the objects. 

A diagnostic strategy i s formulated, for example, as follows : 
IF Defect ASSUME 

Failure WITH Effects THEN Consequences ELSE 
Other Failure WITH ELSE 

OTHERWISE The sensor showing the defect is malfunctioning. 

The main part of the rule consists of a suite of exclusive hypotheses examined sequentially in 
the event of rebuttal ( there is a mechanism to dynamically organize the l ist of hypotheses ). 
Refuting all the hypotheses results in the conclusion at the end of the rule. 
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5 - CONCLUSION 

The three modules of DIAPASON - prediction, defects diagnosis and faults diagnosis - have been 
developed on a SUN workstation in Ada language, except for the rules compiler written i n 
StarLET, a predicative language based on affix grammars. All three modules are integrated in a 
demonstration package connected on line with a simulator of an extraction/washing process for 
nuclear fuels. 
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ABSTRACT 

There has always been significant concern with the introduction of software in industry and 
the nuclear industry is no different from any other sector save its safety demands are some 
of the most onerous. The problems associated with software have led to the well documented 
difficulties in the introduction of computer based systems. An important area of concern with 
software in systems is the processes of Verification and Validation. One of the many activities 
the IAEA is currently engaged in is the preparation of a document on the process of 
verification and validation of software. The document follows the safety classification oflEC 
1226 but includes software important to plant operation to establish three levels of assurance. 
The software that might be deployed on a plant was then identified as one of four types: new 
software, existing software for which full access to the code and documentation is possible, 
existing software of a proprietary nature and finally configuable software. The document 
attempts to identify the appropriate methods and tools for the conducting the verification and 
validation processes. 

1. INTRODUCTION 

The material below has been taken from the February 1994 draft of the Verification and 
Validation guidelines currently under development by an IAEA working group. The material 
shows the thinking that has gone into identifying the different types of software and the 
different requirements each might have for verification and validation according to the 
importance of that software. The material is currently being revised with significant effort 
going into the completion of the tables and rendering the use of terms consistent through the 
document to distinguish between the use of assessor and V&V team. However, even when 
the revision is complete it must be recognized that the document including the tables, the 
definition of documents, identification of techniques along with the rest of the material is 
only guidance. The verification and validation activities for each development will have to 
be specified and agreed by those involved so as to take into account the special features and 
requirements present in all projects. 

The development of computer and information processing technology has been seized upon 
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by Instrumentation and Control equipment engineers as a means of improving and ensuring 
plant performance. The computers and related technology were initially installed in systems 
essential to plant operation but not necessarily important to safety. The systems in which 
computers are widely and often easily accepted included ones for: data collection, 
information display, data logging and indeed ones containing important elements of control. 

Nuclear systems followed this trend, they were very deliberately restricted to use in non-
safety applications. This restriction was steadily eroded and the use of computers started to 
appear in vital systems, eg the core calculator on some BWRs in the USA. This position has 
changed still further in the last few years with computer based systems being introduced as 
part of the primary plant protection system. 

There are pressures for further change arising from the need to replace old analogue systems 
as they become obsolete and the desire of plant owners to improve the economic performance 
of their plant. A significant number of system are currently being developed and installation 
of these and further examples of the existing systems, is expected in new plants and as back 
fits in old reactors. 

One important area of concern associated with software in systems are the processes of 
Verification, Validation and Licensing. The IAEA technical document are being preparing 
as a consequence of the IAEA International Working Group on Nuclear Power Plant Control 
and Instrumentation (IWG-NPPCI) recommendation to produce a technical document 
providing practical guidance on the application of the methods available for Verification, 
Validation and Licensing of software related to NPP control and instrumentation. The advice 
was that the document should be of value to all those involved in software activities but 
should concentrate on practical guidance and be of value to those facing the issues of 
software for the first time. 

1.1 Objectives of the Document 

The objective of the document is to provide guidance for the verification and validation of 
computer based systems which are important to the safety and operation of nuclear power 
plants. The document will focus on the software elements of the system but will include 
consideration of those hardware elements necessary to validate the system specification. The 
verification and validation of the actual hardware should be dealt with by reference to 
established standards, documents and practices. 

The guidance is intended to be consistent with, and to supplement, the requirements and 
recommendations of 'Quality Assurance for Safety in Nuclear Power Plants: A code of 
practice, 50-C-QA' and IAEA Technical Report 282 'Manual on Quality Assurance for 
Computer Software Related to the Safety of Nuclear Power Plants'. The guidance is also 
consistent with the requirements of key standards including IEC 880 and IEEE 1012. 

The document is intended for all those who are in any way involved with the development 
and maintenance of software and computer based systems important to safety in nuclear 
power plants. This document is also intended to be of use to reviewers, including assessors 
and licensor, of such systems. 

The information and guidance given is not in the prescriptive form of a standard. It is 
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expected that the users of the document will use the information in the document to produce 
an approach to the verification and the validation processes that are consistent with the 
production methods being used and which make the best use of staff and tools available 
taking due account of the prevailing regulatory conditions. 

1.2 Need for Validation and Verification 

Software is playing an ever increasing role in systems important to safety in nuclear power 
plants. There is a perception that software is error prone and while there are many anecdotal 
stories about software the potential for introduction of systems containing errors and faults 
is real. The safety and hardware problems that can result from these errors make it 
necessary to apply active measures to find and correct these errors. Current practice places 
a heavy dependence on verification and validation (V&V) to ensure that the high reliability 
requirements and specified functionality of safety system software and software important to 
plant operation are met. However to be effective the V&V processes ought to be carried out 
in conjunction with a structured software development process and must consider the context 
of the safety system application. This document recognises that this may not be possible as 
in practice existing software is frequently used to implement systems. Indeed software reuse 
is expected to become a feature of new systems. 

When developing new software errors can potentially be introduced at every stage of the 
development process including software hardware integration. The first role of verification 
is to expend effort in finding and correcting software errors as early as possible in the life 
cycle once the development team consider they have successfully completed the phase. 
Validation provides the check on system functionality such that all errors are removed prior 
to the operating phase of the system. The second role of verification is to provide assurance 
all software errors have been removed with validation providing the assurance that the 
software and system meet the specified requirements. To be successful the V&V processes 
must fulfil both these roles. This requires both an orderly planned approach to V&V and 
that particular attention must be given to the starting point and do the output products of the 
processes to ensure that they can be used by others, such as a reviewer, third party assessor 
or a licensor. 

1.3 Scope of the Document 

The document is applicable to all computer based systems and subsystems in nuclear power 
plant that are important to safety and operation. The document assumes the existence of a 
system requirement specification that is complete, consistent, and unambiguous. The system 
requirements should provide sufficient detail to allow the development process to take place 
without any fear of misinterpretation. This implies that the requirement specification has been 
verified against the requirements of the safety case etc. and can serve as the initial input to 
the V&V processes discussed here. It is recognized that in practice, this not often the case, 
consequently there is a need for a procedure to ensure the resolution of any problems 
identified with the system requirement specification. 

1.4 V&V in the context of the Document 

It is perhaps useful to remind oneself of the place of the V&V processes in the development 
process and contrast it with the purposes of Quality Assurance and Quality Control. V&V 
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îs one of the means by which the product is checked to be a correct interpretation of the 
requirements. V&V is a continuous process, that must be actively applied throughout the 
software development cycle. In a complementary fashion, Quality Assurance (QA) ensures 
that a correct process has been specified, and that the development process conforms to the 
requirements of such basic standards such as ISO 9000-3 and IEEE 730. Quality Control 
(QC) is performed in order to check that the specified software development process has 
been correctly followed. 

A correct form of the systems requirements specification is needed to start the development 
and V&V. Should this requirement be incorrect, subsequent parts of the development may 
contain errors that the verification and validation processes may not identify. It would be 
hoped that the system acceptance tests are such that errors of this type are found. The 
position with regard to inconsistencies or omissions from the system requirements 
specification is quite different. The development and particularly the verification processes 
should if correctly established and followed identify these problems. 

Although the document was developed to assist suppliers, users and regulators in the 
development, installation and acceptance/licensing of computer based systems important to 
safety, the techniques can also be applied to plant control and other computer based systems. 
It is up to the user of the document to select and apply those parts of the document that are 
applicable to the development route chosen for the project. Justification of the approach 
adopted will be a requirement of the quality plan of the development process. 

For new software the document specifically references and refers to the verification and 
validation of the development process phases identified to include: 

system design verification 
software specification verification 
software design verification 
code verification 
integration verification 
system validation. 

These phases are those of the traditional waterfall model, this model has been used to provide 
a framework for the descriptions generated in this document. The use of the waterfall model 
and these phases should not be interpreted in any way as implying a limit on the use of the 
information and techniques described here. Where a different software life cycle is used, the 
appropriate information can be identified by establishing the equivalent translation in the 
phases of the development model and applying the information relating to that phase. 

The Validation and Verification items listed above are product based. The information is 
also directed at the preparation of the: 

verification and validation plan 
test plan 

These plans are part of the process and they are primarily a QA activity. However these 
items are vital components of the Validation process and unless performed correctly and 
completely will reduce the effectiveness of the Validation activities. 
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The framework developed for new software has been used as a basis for describing how, 
existing software of both an accessible or proprietary nature and configurable software could 
be verified and validated. 

The input to, subject of and product of V&V is documentation. The importance of the 
completeness and correctness of documentation to effective V&V processes cannot be over 
stressed. However, completeness does not mean sheer volume, volume can in itself be a 
barrier to having an effective V&V process. The information elements identified in this 
document for the V&V of the various documents must be present, and the user must 
determine when setting up the V&V programme, the presentation form of this information 
so it aids the development and V&V activities. 

V&V planning must begin at the same time as the project conceptualization begins. The 
procedures to be used for each phase must be adapted to the software development model 
being used, and must consider the working environment of the development facility. Many 
issues must be addressed in the planning effort and include such items as: 

organization of V&V team 
the interfaces between the V&V team, the development team and the QA. team 
forms of communications between the two teams 
preservation of independence 
schedule. 

1.5 Definitions 

The following set of definitions are included to establish a common reference framework for 
discussions in this document. It is recognized that the definitions may be different to those 
used in standards and other documents referenced in this document. A full glossary of terms 
will be included as appendix of the document. This glossary will contain a number of 
definitions that have been found for verification and validation. 

Quality Assurance 

Quality Assurance QA is a programme that identifies to all concerned a basis for the 
control of all activities affecting quality, monitors the performance of these activities 
in accordance with the defined and documented procedures, and ensures that the 
specified quality is achieved. 

Validation 

The test and evaluation of the integrated computer system (hardware and software) 
to ensure compliance with the functional, performance and interface requirements. 
From I EC 880. 

Verification 

The process of determining whether or not the product of each phase of the digital 
computer system development process fulfills all the requirements imposed by the 
previous phase. From IEC 880 and in IEEE 1012. 
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1.6 Structure of the document 

The following structure of the document has been suggested by the members of the working 
group: 

introduction, 

safety classification and types of software, 

software related activities and documentation, 

verification of software by phase, 

validation of software by phase, 

appendix: verification and validation methods. 

2. SAFETY CLASSIFICATION AND TYPES OF SOFTWARE 

2.1 Classification of systems 

IAEA Safety Guide 50-SG-D establishes the idea of classification of NPP systems according 
to their importance to safety, and gives examples of the classification of the major systems 
of several types of NPP. Safety Guides 50-SG-D3 and 50-SG-D8 establish the distinction 
between the safety systems, which are the systems provided to ensure the safe shutdown of 
the reactor and heat removal from the core or to limit the consequences of anticipated 
operational occurences or accident conditions, and safety related I&C systems important for 
safety that are not part of the safety systems. 

Principles of IAEA classification has been interpreted into different standards defining safety 
categorization. 

In the standard IEC 1226, three categories (A, B, C) for I&C systems important for safety 
have been defined. In principle, this categorization is as follows: 

Category A denotes functions which have a principal role in achievement or 
maintenance of NPP safety; 

Categoty B denotes functions that have a complementary role to the category A 
functions ; 

Category C denotes functions that have an auxiliary or indirect role in the 
achievement or maintenance of the NPP safety . 

Depending on which category the computer system is classified to belong to, the approach 
for V&V is more or less extensive: see figure 1 (provided by O. Andersson). 

Utilities may decide to categorize a computer system to a higher category due to the 
importance to operation. For example, due to the availability requirement of the power plant, 
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Figure 1. Classification of systems and approaches for V&V. 
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th e requirement for reliability of the computer system would be the reason for going from 
a lower category to a higher. 

Going from a higher category to a lower would imply deviation from safety standards and 
is therefore not recommended. 

2.2 Types of software 

There are two basic approaches to design computer systems: 

1). to design the system from scratch, a tailored system; 
2) to design the system using existing software products which could be either 

commercial products or products which are already in use elsewhere. 

The software in a tailored system is new and unique for each application (basic software as 
editors, compilers and the kernel of the operating system are usually standard products). 
Existing software system is defined as a system equiped with all necessary basic software and 
all necessary application software required to realize the intended functions. 

Both approaches have advantages and disadvantages. Existing software systems are easy to 
implememt, their cost are defined when they are chosen and and they are supported by the 
manufacturer. Tailored systems, with new software, can be designed from scratch with 
compliance to nuclear standards. Development is more complex and requires more qualified 
resources. Tailored systems demand more V&V activity. 

Existing software can be devided into: 
software where the source code and the whole (or most of the) development 
documentation is available: accessible software; 
software where only part of the documentation is available: proprietary software. 

The software in systems which are programmed using functional languages or graphical 
functions (for configuration and programming) is defined as configurable software. 

The basic software and the tools for configuration and programming is normally existing 
software. It is only the the configured part which is application dependant. 

New software 

The development of a new software requires all the activities described in chapter 3 of the 
document and all the defined documentation is normally produced. Programmimg of new 
software is performed using languages such as ADA, C, Pascal, FORTRAN or Assembler 
languages. 

New software can be developped for all kind of applications. Existing software is normally 
used in the case when microprocessors are used in e.g. sensors, actuators. 

Existing accessible software 

Existing software is also normally used for operating systems and in PLC applications. When 
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systems are designed using existing software, it implies that the software has been 
developped, verified, validated (and licensed) as well as operated for the same, or a similar 
application elsewhere. No modification of the software is supposed. 

The source code and all necessary documents produced during the development are available 
for evaluation and validation of the software. Operating experience of the existing software 
can be used for software validation purpose. 

Existing accessible software can be used for all kind of applications. In most of the cases, 
the existing software is proprietary software, for sensors, actuators, etc. This is also the case 
for PLCs. 

Existing proprietary software 

The difference between existing proprietary software and accessible software is that the 
source code and the development documentation is not available for the validation purpose. 
Operating experience is used in order to compensate for the lack of formal documentation. 

It is important to define how and in which way the operating experience can be applied: 

how many systems exist on the market? 

how similar are the systems? 

which parts of the software are used? 

time of operation: continuous operation, number of years,? number of hours per day? 
etc. 

At least so many systems must have been in operation that a meaningful evaluation is 
possible to do. 

Beside this, it is befeficial to have methods and tools for the evaluation of reference 
installation and for methodical evaluation of faults and errors that have occurred. In order 
to establish such methods and tools, it is important that the evaluator and the vendor are able 
to cooperate and that the vendor have a good QA-system for handling problem reports. 

Typical examples of application for this type of software are dedicated equipments e.g. 
actuators, sensors. Operating systems are also examples of proprietary software. 

Configurable software 

Configurable software consists of a set of basic functional elements and a set of rules 
describing how these elements can be combined (basic software). The user is provided with 
a functional language as a means to configure the given basic functional elements into the 
specified system. Examples of basic functional elements are: logic functions (e.g. AND, OR 
functions), integrators, timers. Configuration can in some systems be performed by the use 
of graphic functions. 
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3. SOFTWARE RELATED ACTIVITIES AND DOCUMENTS 

The system life cycles for the four different types of software described below, are based 
upon the life cycles described in the standard IEC 880 and the IAEA Quality assurance guide 
Technical Report Series 282 and illustrated in figures 2 and 3 [4]. Each identified activity 
or phase in the life cycle is cross referenced to either IEC 880 or IAEA TRS 282. In order 
to gain a full understanding of the different activities or phases the reader is advised to study 
the complete text in the referenced documents. 

The chapter 3 of the document proposes a definition of activities and documentation related 
to the development of any software. The documents (IEC 880 and IAEA TRS 282) which 
are the basis for this chapter apply respectively to safety systems and to systems important 
to safety (classes A, B f C). For systems not important to safety, activities and 
documentation used for V&V can be appropriately selected among die life cycle activities. 
The purpose is therefore to offer a basis to define V&V activities, not to make mandatory 
all the defined documentation. 

Before any system development begins, a feasibility study is initiated by a feasibility study 
request and is carried out in order to: 

prove that it exists at least one solution which is cost acceptable; 
find appropriate available technologies to realize the system. 

The feasibility study will contain: 

A set of ranked possible solutions. 
For each solution, necessary planning and allocation of resources should be 
given in order to make it possible to choose the most cost effective and 
technically best solution. 

The chapter 3 of the document considers activities related to the development of all types of 
software defined as: new software, existing accessible software, existing propreitary software 
and configurable software (see section 2.2). For exaple, the life cycle for new software is 
presented as follows: 

System Requirements Specification 

Computer System Specification 

Design 

Coding 

System Integration and Tests 

Integrated Computer System Tests 

Commissioning Tests 



- 2 0 7 -



REQUIREMENTS 
SPECIFICATION 

V 
\ i n 

- user requirements 

• facilities to be 
provided 

V 

FUNCTIONAL 
SPECIFICATION 

V 
\ 

system 
«tension, 
replacement 

V 
ARCHITECTURAL 
DESIGN 

\ 
Œ = f 

- subsystems structure 
programs. dita organization 

• program and 
database design 

DETAILED DESIGN 

\ ZI 
S 

PROJECT MANAGEHENT 
W I CODING AND 

\ IMPLEMENTATION 

-programme of work/progress/resources 
-standards/methods 
-development facilities 
-configuration and document control 
-user acceptance/format handover 

\ 
\ 

\ 

- validation test 
requirements 

system verification 
test specification 

source programs, 
system building, 
ebject programs 

INTEGRATION 
TESTING AND 
COMMISS 

N 
\ 

ONING 

- test results, 
fault/mod. record 

OPERATION, 
MAINTENANCE AND 
ENHANCEMENT 

• fault reports, 
mod. requests, 
release notices 

• dispose of 
obsolete 
programs 

Figure 3. Software life-cycle diagram showing project activities. 



- 2 0 9 -

Hand Over 

Use and Maintenance 

The output documentation of the activities related to the development of software is also 
considered. 

4. VERIFICATION BY PHASE 

Verification is applied to the development of software from system design through system 
integration. The verification process also establishes the basis for computer-system validation 
and post- certification changes. The management of the development agency defines the 
policy and commitment to quality and the procedures for ensuring that the policy is carried 
out according to the stated commitment. 

Effective V&V requires much coordination between the V&V team and the development 
organization and therefore the management of the V&V effort is an essential part of the 
development of reliable software. Some elements of V&V management that have to be 
considered include: 

Establish a V&V team, which must be independent and preferably totally separated 
from development team. 

V&V team prepares a formal Software Verification and Validation Plan (SVVP), 
which guides the application of V&V to the software products to achieve the highest 
quality standards. This plan will be written to conform the standards that are in effect 
in the developer's and end-users country. It is necessary for the plan to conform to 
a standard so there is agreement between the developer and user what the contents 
and format of the SVVP are to be, because this is basis for further work in V&V. 

The SVVP shall clearly define the responsibility, authority and interrelation of all 
persons who manage, and perform V&V activities. 

The SVVP shall identify the input documents that are expected from the development 
organization for verifying each phase of the development process. These 
documentation requirements will reflect good V&V practice and the software 
development plan that is being followed. 

The independence of the V&V team is ensured by having a reporting management 
that is independent of and separate from the reporting management of the 
development team. 

The V&V team should be able to select those methods, singly and in combination, 
which are most appropriate for each individual project. 

The V&V administrative procedures have to clearly delineated so that problems can 
be dealt with in a coherent and consistent manner. In particular, the procedures used 
for anomaly reporting and resolution must be clearly identified. These can be based 
on existing QA/QC standards, conventions and practices being used in the 
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development organization. Policy statements with regard to control, deviation and 
arbitration of disputes between the V&V team and the development team must be 
spelled out. 

The output of the management planning is the S W P and updates. Part of the management 
planning would be to list and collect any applicable standards, procedures, and conventions 
that are to be applied to verification. 

4.1 New Software 

The verification process for new software is based on the phased development of the system 
which contains the software. The development plan shall clearly identify the development 
phases that will be used. Each phase shall be defined with respect to required inputs to the 
phase, expected outputs for die phase, identification of potential problems with the phase, and 
the manner in which the verification team will be provided access to the development 
products. Although traditionally verification has begun with the software requirements 
specification, actual experience has demonstrated that failures in the software of critical 
system can be traced to errors in the software specification. The software developer was 
inadvertently put in the position of making systems design decisions because either something 
was misinterpreted, or left unsaid. For this reason, the guideline recommends that the 
vérification of software- based systems begin with the system requirements and verify the 
system design against these requirements. 

The document will not prescribe the phases of the development cycle to be used. However, 
guidance in applying verification will be illustrated within the context of development phases 
described below. 

1. System Requirements Verification The elements of this phase are summarized in 
Table 1. 

2. System Design Verification (Table 2). 

3. Software Specification Verificatio (Table 3). 

4. Software Design Verification (Table 4). 

5. Software Code Verification (Table 5). 

6. System HW/SW Integration Verification (Table 6). 

The application of verification within these software development phases is shown in Figure 
4 (provided by A. Ets). The documents needed to support the V&V process and their 
interdependencies are shown in Figure 5 (provided by A. Ets). The application of 
verification to each phase must determine whether the development outputs from that phase 
correctly reflect the requirements inputs to that phase. This process consists of reveiwing 
input documents, applying various tools and techniques to the data in those documents, and 
producing verification output documents that reflect the results of the verification. For each 
phase, these elements are summarized in a table which lists the input documents, the 
verification output documents, and the tools and techniques to be applied. 
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4.2 Existing Software (Accessible) 

Verification of this type, of software will entail the same steps as for new software to the 
extent that the documentaiton is accessible, and the phases that would require a change. For 
example, if there is change in the basic requirements, the whole cycle would entail the 
re-verification of all phases, whereas a change in the data describing the configuration would 
only entail verification of the integration phase. 

The elements of Software Change Verification are summarized in Table 7. To determine 
whether the modified software executes accurately the changed software functions in the 
modified system design, and to avoid "secondary errors" from being introduced into the SW. 
This entails a reiteration of the V&V for the phases that were affected by the change. In any 
case, however, there must be integration testing of the affected source code modules and 
components, to determine that the integrated software elements as modified behave correctly, 
consistently, accurately and are functionally complete. Selective system integration testing 
is applied to determine that the integrated hardware/software elements behave correctly, 
consistently, accurately and are functionally complete. It is during this verification phase that 
the module interfaces with the hardware, human users, and other modules are re-evaluated 
with respect to correctness, consistency, completeness, and accuracy. Verification must 
assess whether key performance parameters, critical functions and other system requirements 
continue to be satisfied to the same level of confidence that was achieved during the original 
pre-certification test program. 

4.3 Existing Software (Proprietary) 

When the producer considers the software proprietary, there is no access to the 
documentation which describes the development and past application of the software. 
Verification of this type of software will have to be modified so that focus is on validating 
the application elements of the software, be they code or data, rather than the base software. 

4.4 Configurable Software 

Configurables software, which is seeing greater application in nuclear power plants, is a 
combination of some base software and an application specific extension. The base software 
can be treated as existing software, with either accessible or propreitary documentation. In 
this case, the verification process of either section 4.2 or 4.3 are applied. In many cases, 
the base software has already been verified for some other application or utility. It is then 
necessart to review the verification that was done and to decide whether it was of acceptable 
rigor to be acceptable for the nuclear application. 

The application specific extension can be treated more like new software. It should be noted 
that the application specific extension can consist of either data or code, and both should be 
validated. If the modules of the base software have been modified specifically for the 
nuclear application, they should be verified as new software to best extent possible. 

5. VALIDATION 

Validation is applied to the system after the system integration phase and prior to system 
acceptance, at the intended integrity level. Validation must also be apply to any post-
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certification changes to existing software. 

5.1 New Software 

The validation process is based on the phased development of the system which contains the 
software. The development phases will have been verified as described in section 4. 
Although traditionally validation has begun with the Software Requirements Specification, 
actual experience has demonstrated that failures in software of critical system can be traced 
back to errors in the software specification. System Validation needs the requirements as 
input, otherwise it cannot fulfill its function to any degree of confidence. 

INPUT DOCUMENTS: 

System Requirements Specification 
Acceptance Test Plan 
Acceptance Test Design 
Acceptance Test Cases 
Acceptance Test Procedures 

PURPOSE: 

To determine whether the integrated system of hardware and software execute accurately the 
functions in the system design. This entails the validation or acceptance testing of the 
integrated system to determine that the system functions perform with correctness, 
consistency, completeness and accuracy. It is also during this validation phase that the 
interfaces with the other systems and human users are evaluated with respect to correctness, 
consistency, completeness, and accuracy. Validation testing must assess whether the key 
performance parameters, critical functions and other system requirements have been satisfied, 
and must demonstrate that the system is able to fulfill its assigned mission over the 
environmental ranges, as described in SRS. 

RECOMMENDED VALIDATION TASKS: 

The computer system shall be exercized by static and dynamic simulations of input signals 
present normal operation, anticipated operational occurences and accident conditions 
requiring system action. In cases of reactor trip or protection systems each reactor function 
chould be confirm by reprezentative test of each trip or protection parameter singly or in 
combination. 

To ensure this, the Acceptance Test Design should contain the required input signals with 
their sequences and their values. The Acceptance Test Cases have to describe the 
anticipated output signals with their sequences and their values and the signal level 
acceptance criteria. 
The computer system Acceptance Test Plan shall include tests to evaluate the self-test 
features of the system. 
Time period must be established to carry out periodical functional testing to reveal 
undetected errors. 

OUTPUT DOCUMENTS: 
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System Validation Report 
Anomaly Report 

The System Validation Report shall summurize the results of the computer system validation 
and shall identify all: 

- hardware and software used 
- the equipment used 
- the equipment calibration 
- the simulation model used 
- the discrepance found 
- the corrective actions performed. 

The System Validation Report shall state either that the SW has passed the validation or 
the reasons for it's failure. 

The Anomaly Report documents each anomaly detected by the verification and validation 
effort. Contains the following: 

- description and location 
- impact 
- cause 
- critical ity 
- recommendations 

Each critical anomaly shall be resolved satisfactorily before the effort can formaly proceed 
to the next life cycle phase. 

5.2 Existing Software (Accessible) 

Verification of this type of software will entail the same steps as for new software to the 
extent that the documentaiton is accessible, and the phases that would require a change. For 
example, if there is change in the basic requirements, the whole cycle would entail the 
re-verification of all phases, whereas a change in the data describing the configuration would 
only entail verification of the integration phase. 

Existing software for use in safety system (class A) and safety related system (classes B and 
C) shall meet the following requirement: 

- existing SW shall have developed according to good SW engineering practices and 
quality assurance plane according to IEEE 830, 1012, IEC 880 and supplement or 
equivalent set of standards and recommendations. 

- it shall have a documented history of reliable operation 
- an accurate user manual should exist 
- when the function is safety related (classes B and C) and when the design and QA 

process information are not available, evidence of reliable operation shall be 
available. 

Source and object code is accessible and for the evaluation process the next set of documents 
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should be available 

- functional specification of the component 
- interface specification 
- design document when large and/or complex component 
- test files 

Before the assessment the assessor shall go through the documentation and the source code 
to determine the component is well designed and coded or not. The assessor have to check 
the use of interrupts, memory allocation, and recursions. (The usage of recursions is not 
really recommended in safety categories ) Checking the error handling resources, like 
memory stacks and routines are needed. 
It is necessary to determine, if the component may be used as supplied or needs 
modifications. In case of modification the associated validation test is also affected ! 
Run the tests are delivered with the component (if any), or design and run specific tests 
according to IEC 880. 

5.3 Existing Software (Proprietary) 

Validation of this type of software will have to be modified so that focus is on validating the 
application elements of the software, be they code or data, rather than the base software. 

The evaluation needs the next things to be available: 

- the specification of the software product 
- complete user documentation 
- distribution media 
- customer support 

Should exist and to be available for the assessor: 

- design, test and validation documents and records 
- imformation on the history of releases, the number of licences and the 

status of known problems 

The assessor should go through the documentation to determine the degree of conformity to 
the technical guidelines of IEC 880, and audit the design documents if they are available. 
The assessor have to run the tests delivered (if any) with the software or/and have to design 
and run tests according to IEC 880. 

5.4 Configurable Software 

Configurables software, which is seeing greater application in nuclear power plants, is a 
combination of base software and an application specific extension. The base software can 
be treated as existing software, either accessible or propreitary, while the application specific 
extension can be treated more like new software. It should be noted that the application 
specific extension can consist of either data or code, and both should be validated. 

5.5 Embedded Software 



- 2 1 7 -

Software that is part of a larger system, whih is not necessarily software system, but can 
be machinery or electrical system, etc. The embedded computer system performs some of 
the requirements of that system. 
The embedded software can be hidden inside a pre-existing equipment used in the safety or 
related systems, or the programable equipment to be used with user defined application 
software. If it is a hidden software, it can be cathegorized as accessible or proprietary. 
There should be available the specification of the product and the complete user 
documentation. Tracebility of the software releases should be provided in the product 
identification. The assessor needs the design, test and validation documents and records, 
and have to know the history and number of releases, and the status of known problems. 
Before the assessment process make sure that the whole product is suitable as a part of a 
safety or related system. Walking through the ducumentation the assessor can determine the 
comformity to the guidelines of IEC 880. If available, audit the design documents. 
The assessor tests the product with runing the delivered tests (if any) and shall achieve 
additional verification and verification if it is necessary. Tests for checking the operational 
behavior of the product are strongly recommended. 

6. METHODS AND TOOLS FOR VERIFICATION AND VALIDATION 

An attempt has been made in the document to categorize the methods of verification and 
validation. The choice of the method and the way it is applied is clearly case dependent as 
is the importance attached to the outcome of the process. 

The Appendix of the document will give an overview on verification and validation activities 
according to the state of the art. Statements made there will be made enclosing description 
of advantages and disadvantages of some V&V techniques. 

Verification and validation methods described will be classified according to the following 
titles: 

- Analysis techniques 

- Testing techniques 

- Reliability assessment 

Test methods are described with respect to the following attributes: 

Goal: 

A statement of the aim of using a method. 

Description: 

A short description of the method. If available an example is given in the 
annex referring to the section. 

Advantages: 
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The major advantages to be gained by using the method, such as ease of 
application, automated v&v-procedures, completeness of results etc. 

Conditions: 

The conditions, if any, which are required in order to apply the test method. 

Disadvantages: 

List of disadvantages connected with the use of the method 

Tools: 

The type of tools, if any, which may be used to apply the method. 

Reference: 

References to descriptions of the method in text books, journals as open 
literature or projects where the methods have been used, but one has to 
guarantee that those documents from projects may be available. 

7. CONCLUSIONS 

The description of the V&V document and its contents given above has been taken directly 
from the present February 1994 draft of the document which is currently being revised. The 
content of the document is considered to be quite comprehensive as it covers the four types 
of software that might be encountered when installing a computer based system on a nuclear 
power plant. 

The waterfall model has been found to be of sound basis to define the inputs and outputs of 
the steps in the verification and the validation processes and as these are basic documents 
they lend themselves to most models of the development process consequently it should be 
possible to apply the information and guidance to most life cycles. 

The identification of the documentation is seen as being significant in this exercise as it is 
the scope and content of the documentation that forms the basis on which the verification and 
validation is built. It is therefore necessary to have an early agreement between developers 
and the verification and validation teams of the minimum content of these documents to 
ensure that the information required is available. In developing the document there has been 
some concern as to presentation both of the information in the document and of the 
information in the documents it refers to. Thus it is advised that this is agreed along with the 
content by the various interested parties. 

In order for the verification and validation processes to be effective they will rely on the use 
of a number of techniques and it is the combination of these techniques that will provide the 
ultimate strength of the processes. It is thus apparent that the planning holds the key to 
having a successful outcome. For the plan to be successful it is necessary to understand the 
strengths and weaknesses of the development and the verification and validation techniques 
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arid ensure that the processes complement one another. The appendix to the document whose 
content is outlined in session 6 is thus seen as being an important element of assisting 
establishing effective processes for V&V. 
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Table 1 - System Requirements Verification 

INPUT DOCUMENTS OUTPUT DOCUMENTS 

Concept Documentation System Requirements phase task 
System Requirements Specification reporting 
Development schedules System requirements inspection 
Safety Analysis Report checklist 

Anomaly report 
User documentation 

TECHNIQUE Ref. in App. CATEGORY 
A B C 

Concept Documentation evaluation 

Requirements traceability analysis 

Requirements evaluation 
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Table 2 - System Design Verification 

INPUT DOCUMENTS OUTPUT DOCUMENTS 

System Design Specification System Design Phase task 
- software requirements reporting 
- hardware requirements System design inspection checklist 
- s/w & h/w integration Anomaly report 

requirements User documentation 
Development schedules 

TECHNIQUE Ref. in App. CATEGORY 
A B C 

Assess allocation of functions to h/w s/w items 

Design traceability analysis 

Design evaluation 

Design interface analysis 
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Table 3 - Software Specification Verification 

INPUT DOCUMENTS 

Software Requirements 
Specification 
Software Functional Requirements 
Software reliability requirements 
Interface requirements 
User documentation 
Minutes of formal requirements 

OUTPUT DOCUMENTS 

Concept Phase task reporting 
Software requirements inspection 

checklist 
Anomaly report 
System Test Plan 
Acceptance Test Plan 

TECHNIQUE Ref. in App. CATEGORY 
A B C 

Requirements traceability analysis 

Requirements evaluation 

Software requirements interface analysis 

System Test Plan generation 

Acceptance Test Plan generation 
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Table 4 - Software Design Verification 

INPUT DOCUMENTS 

Software System Design Specification 
(SDS) 
Software Requirements Specification 
(SRS) 
Software Functional Requirements (SFR) 
Detailed Module Specification 

(PDL recommended) 
Module Design Specification 

(PDL recommended) 
Minutes of formal design reviews 

OUTPUT DOCUMENTS 

Design Verification Report 
Anomaly Report 
Component Test Plan 
Integration Test Plan 
Software Test Specification 

component test design 
integration test design 

System Test Design 
- test procedure specification 
- test tree 

Acceptance Test Design 

TECHNIQUE Ref. in App. 
CATEGORY 
A B C 

Design traceability analysis 

Software design description inspection checklist 

Design evaluation 

Interface analysis 

Test plan and design generation 

Upper level fault tree analysis 

Compare PDL with SDS and SRS 

Formal methods verification of the design 
(optional) 
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Table 5 - Software Code Verification 

INPUT DOCUMENTS 

Software Test Specification 
( based on: SDS and SFR) 
Source code 
Executable code 
User documentation 
Minutes of formal design reviews 
PDL from SDS 
Call graph of module specification 
PDL from actual source code 

OUTPUT DOCUMENTS 

Acceptance Test Plan 
Anomaly Report 
Source code inspection checklist 
Test case inspection checklist 
Test Cases 

component 
integration 
system 
acceptance 

- FTA based 
Test paths 

TECHNIQUE Ref. in App. CATEGORY 
A B C 

Source code traceability analysis 

Source code evaluation 

Software interface analysis 

Source code document evaluation 

Lower level fault tree analysis (FTA) 

Compare source code PDL with SDS PDL 

Compare source code call graph with SDS call 
graph 

Formal method verification of the code 

Test case generation 
component 
integration 
system 
acceptance 

Test procedure generation 
component 
integration 
system 

Component test execution 
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Table 6 - System Hardware/Software Integration 

INPUT DOCUMENTS 

Hardware Requirements 
Specification 

Integration Requirements 
Specification 

Interface Requirements Specification 
Integration Test Plan 
System Test Plan 

OUTPUT DOCUMENTS 

Integration Verification Report 
Anomaly Report 
Software Integration Test Report 
HW/SW Integration Test Report 

TECHNIQUE Ref. in App. CATEGORY 

A B 
C 

Software integration testing 

Hardware/Software integration testing 

System integration testing 
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Table 7 - Software Change Verification Process 

INPUT DOCUMENTS OUTPUT DOCUMENTS 

Changes m System Requirements and Integration Verification Report 
Specifications Anomaly Report 

Hardware Requirements Specification Software Integration Test Report 
Integration Requirements Specification HW/SW Integration Test Report 
Interface Requirements Specification 
Integration Test Plan 
System Test Plan 
System Test Design 
System Test Cases 
System Test Procedures 

TECHNIQUE Ref. in App. CATEGORY 
A B C 

Software integration testing 

System integration testing 

Anomaly Evaluation 

Proposed Change Assessment 

Phase Task Iteration 
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ENARLING TECHNOLOGIES AND METHODS FOR THE RETRO-FITTING 
OF AI SOFTWARE INTO NPPS 

Philip Pymm, Group Head Computers, Engineering Division, 
Scottish Nuclear 
East Kilbride 
Scotland 

ABSTRACT 

Scottish Nuclear have a number of plant monitoring and training applications at their 
operational nuclear power plant which could benefit from the introduction of artificial 
intelligence (AI) software. 

An outline of early work on two current AI developments in the areas of advanced operator aids 
and intelligent training is given. A generic workstation based engineering simulator (WES) 
which provides a prototyping environment for AI product application development and 
evaluation and development of human-computer interface (HCl) designs for plant installation is 
described. 

It is concluded that the WES architecture facilitates both migration of the prototype AI 
application to the plant and collaboration in the AI field between Scottish Nuclear and other 
organisations. 

1. INTRODUCTION 

Scottish Nuclear have successfully installed rule based diagnostic systems on the complex and 
extensive AGR fuel route plant at their Torness power station to assist the plant operators and 
maintainers to quickly diagnose the cause of control sequence suspensions due to protection 
logic operation. However the acquisition of the knowledge base for these applications was 
straightforward and a text based stand-alone HCl to monitor sequence progression and suggest 
sequence suspension causes was used. 

Two further potential AI applications have emerged. Hie first is to assess whether a 
computerised operating procedures manual software tool (COPMA1) can be used to improve 
central control room presentation of plant, operating rules, restrictions and detailed plant 
operating instructions at Hunterston power station. The second potential AI application is in the 
field of intelligent training systems (ITSs). Scottish Nuclear have full scope plant simulators in 
dedicated training simulator buildings to provide training in nuclear safety matters to meet 
licence requirements at their Hunterston and Torness power plants. ITSs may allow the 
extension of training into plant areas where expenditure on training can be justified on 
economic grounds only, and allow training modules to be readily available in the trainees' 
normal workplace. Scottish Nuclear are participating in a Department of Trade and Industry 
(DTI) funded research project MOBIT (MOdel Based Industrial/Intelligent Trainers) to progress 
ITS development and are developing a MOBIT demonstrator application for their Hunterston 
water treatment plant. It is hoped to integrate COPMA into the MOBIT demonstrator project. 

COPMA and MOBIT present major challenges compared to the fuel route diagnostic and 
monitoring application in terms of knowledge base acquisition, AI architecture and HCl 
methodologies. This paper reviews the approach being taking on these two applications which is 
based upon the use of a workstation based engineering simulator (WES) to provide an 
environment for AI development and evaluation. 
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2. COPMAAND MOBIT APPLICATIONS AND INITIAL CHALLENGES 

COPMA is provided by the Halden Project as a fully developed product. An interactive 
demonstrator is supplied for a PWR incident "when, due to a flow valve sticking, a boiler has to 
be removed from service and then reinstated when the valve is repaired. This demonstrator was 
valuable in that it allowed Hunterston plant operators to appreciate that COPMA had the 
potential to provide a solution to their problem of upgrading the structure and presentation of 
their plant operating rules, restrictions and detailed plant operating instructions in the central 
control room. As a first step it was decided to develop an equivalent AGR demonstrator to the 
PWR demonstrator provided by the Halden Project and the reactor pressure vessel cooling 
system (PVCS) was chosen as a candidate. The PVCS demonstrator would allow methodologies, 
risks and benefits to be identified and the cost of a full scale implementation to be estimated. 

The MOBIT project is a collaborative venture, part funded by the DTI and involving Heriot-
Watt University (TTS researchers), Scomagg (software developer), Digital Scotland 
(manufacturing demonstrator) and Scottish Nuclear (process plant demonstrator). The MOBIT 
architecture is shown in Figure 1. 

The primary system modules of MOBIT are: 

• the domain simulation , this represents the training domain in a way which supports the 
demonstration and validation of expertise by the trainee; 

• the domain expert, this explicitly represents in an executable form the expertise which is to 
be conveyed to the trainee; 

• the tutor, which is the module in overall control of the training process 

Hunterston training and operations staff have selected the Water Treatment Plant (WTP) as the 
candidate for the MOBIT demonstrator. The COPMA methodology will be used to develop 
training units for operating procedures and it is thus expected that COPMA will form an 
integral part of the WTP demonstrator. 

tutor 

Figure 1 MOBIT Syrtem Architecture 
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For both COPMA and MOBIT Scottish Nuclear have developed a prototyping approach to allow 
end user involvement in potential AI based solutions as early as possible in the development 
lifecycle. 

3. THE PROTOTYPING APPROACH 

The prototyping approach is in 2 phases and is shown is shown diagrammatically in Figure 2. 

Phase I -
prototype 

the AI 

Phase II -
prototype the 
interfaces to the 
plant computers 
and the HCl 

prototype AI for 
subset of plant 

application 

evaluation by 
potential users 

OK to proceed? 

prototype plant implementation -
interfaces to plant computers and HCl 

evaluation by 
potential users 

OK to proceed? 

management paper 
for full 

implementation 

Figure 2 Prototyping Approach 



- 2 3 0 -

In Phase I the AI product application methodology is applied to a subset of the candidate plant 
processes. In order for the prototype to provide the end user with a high fidelity simulation of 
how the AI product would work in practice, the following developments are necessary: 

• knowledge capture for the plant processes under consideration 
• implementation of this knowledge in the AI product 
• a plant simulation to model the plant processes 
• a fault injection facility 
• simulation of the plant-human interfaces, both conventional and computer 
• supporting animated plant schematics 

To achieve this simulation will require an AI product expert, a plant expert and a plant • 
simulation expert. 

In Phase II the AI prototype needs to be interfaced to a replica of the plant computer systems to 
allow interfaces to the plant Teal time database and alarm and display systems to be established. 
System performance can be evaluated and most important the HCl of the operational AI product 
application be established. For Phase II the human resources working on Phase I need to be 
expanded to include plant computer system and HCl experts. 

The enabling technology adopted by Scottish Nuclear for Phase I is to use WES as an AI support 
environment. Phase II is facilitated if the plant computer systems have open systems display 
and file transfer facilities. These allow flexible integration of the AI product into the plant 
computer network for the purposes of access to the plant data and the control room HCl. 

4. ENABLING TECHNOLOGIES FOR PROTOTYPING 

4.1 Workstation Based Engineering Simulator (WES) 

WES was initially developed for the automatic testing of modified plant software before 
installation on the plant. The core components of WES provide a manual and automatic test 
facility to allow test scripts to be executed, the ability to run plant models asynchronously and in 
real time, a replica of the conventional desks and panels associated with the plant application 
under tests, and a data recording and display facility. The WES software is client server and 
runs under Solaris 2.x to provide real-time facilities. 

The WES extensions to implement interfaces to the COPMA and MOBIT are achieved by LISP 
messages and remote procedure calls respectively. 

4.2 Retrofitting Open Interfaces to Flan". Computer Systems 

Figure 3 shows the plant computer system architecture Scottish Nuclear are adopting at 
Hunterston B. The open system interfaces TCP-IP and X Windows are being retrofitted and 
integrated with existing and new proprietary systems. 
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Hewlett Packard's Real Time Applications Platform (RTAP) is being used on the first open 
systems project to be installed, the replacement contact alarm system (CAS), which includes 
Station and Reactor based plant data and display LANs. The second project will be a reactor 
based database and display computer (DBD), again RTAP based. Further workstations and 
existing or new proprietary DCS, PLC and SCADA systems can be connected to the appropriate 
LAN. These latter systems can then either send or receive plant data to and from DBD and 
initiate X Clients for the Unit and Supervisor X Terminals. Additional Workstations can then be 
added to the network as required. Currently reactor management calculations and models which 
run on off Site mainframes are being ported to a UNIX environment to allow interface to the 
reactor LAN. If the COPMA development programme is successful, then this would run on a 
further -workstation to be added to the reactor LAN. COPMA could then receive alarm and plant 
data from CAS and DBD for integration in the operating procedures being displayed and send 
requests to DBD to display appropriate plant data formats. 

Prior to the installation of new systems or software on the plant extensive development and 
testing using WES in its automatic test facility role (ATF) will be carried out. Figure 4 shows the 
test facility as it will be configured to develop the COPMA HCl and test the final version of 
COPMA and its interfaces to CAS and DBD before its installation on plant. In such a test 
configuration as this all the Teplica plant computer systems can be comprehensively tested in 
their final software and hardware state (less data acquisition equipment), and high confidence 
levels can be established in the integrity and reliability of new or modified systems. These 
systems can then be installed on the plant with the minimum of plant based testing. 
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5. CURRENT PROGRESS 

5.1 COPMA 

At present the initial phase of the COPMA prototyping development has been completed. This 
phase has centred on producing both a demonstrator system based on the PVCS plant at 
Hunterston power station and a report reviewing key aspects of the COPMA product and its 
interface with external processes. Figure 5 is a screen dump of the "WES based PVCS 
prototyping system being used to evaluate COPMA. 
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This demonstrator system comprises the following components and facilities: 

• physics-based model of FVCS plant simulating water flow and pressure, valve positions, 
circuit temperatures, pump status and speed etc.; 
• full WES capability with individual windows for the Main Control Panel, Manual Test 
Facility and Front End Controller with associated set-up files; 
• interface of key variables to COPMA kernel; 
• fully representative embodiment of PVCS PIOI in COPMA-H available interactively via 
window display; 
• graphical representation of FVCS schematic to provide operator feedback; 
• soft desk replication of FVCS alarm facia; 
• facility for fault injection with several common fault conditions. 

Development to date has been undertaken exclusively in-house by Scottish Nuclear but external 
collaboration based on releasing demonstrator software and the results of studies is being 
actively sought. 

The initial COPMA Teport addresses the following key issues: 

• COPMA architecture with respect to integration with external processes; 
• evaluation of ease of development of external processes; 
• consideration of HCl issues for COPMA product; 
• structuring and implementation of existing plant operating procedures in PED-II, the 

COPMA procedure language editor. 

Provisional findings from these studies are as follows: 

• the prototyping approach adopted for the initial phase is an effective and efficient way of 
developing such novel systems; 

• both the existence of an environment to developed external simulations and a simulation 
capability aTe essential, and the effort required to develop such an environment and 
simulations is generally underestimated; 

• pre-structured operating procedures aid the implementation process but effort from 
experienced plant operators is essential for the effective embodiment of these procedures in 
the COPMA environment; 

Likely benefits to plant operations perceived in the early stages of development have been 
reinforced, namely: 

• improved operator awareness of plant state; 
• improved operator understanding of plant processes; 
• improved consistency of plant operations, both inter- and intra- shift. 
• operators prefer fixed window displays. 

On completion of the first phase further development of the system will focus on two key areas: 

•a thorough evaluation of the COPMA product from a user's perspective with particular 
cognisance to its use on-line in the control room environment and including a review of the HCl. 
•development of an extensive COPMA demonstrator based on physics-based modules of WTP in 
the WES environment interfacing with COPMA and integrated with the MOBIT architecture. 
This is likely to include the use of a rule-base language to automatically provide operators with 
relevant PIOIs given plant conditions. 
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5.2 M O B I T 

MOBIT started in November 1993 and is a 3 year project. The strategy of design by prototyping 
bas been adopted and the first prototype is substantially operational and initial reviews of 
available software development tools and specification methodology, identification of the key 
research areas for MOBIT, and development strategies for the industrial demonstrators bave 
been established. The prototype model is of a boiler system which supports load change 
operations and a circuit board which performs the trip logic functions required by the boiler 
model. The simulation models and associated graphical front ends have been developed by 
Scottish Nuclear within the WES simulation environment. The software for the boiler model 
and front end have been converted to run under OSF/1 and Motif on the Digital Alpha platforms 
which have been adopted for MOBIT. Tbe embedding of the simulation models into a training 
unit environment has been achieved by developing an action generator. Figure 6 shows the 'soft 
desk'control panel the trainee uses to control the model. 

FigureC 

A paper has been submitted to the Expert Systems *94 Conference due to held in Cambridge 
between December 12 and 14. The paper, entitled "MOBIT: A Generic Training System for 
Industrial Environments", provides a description of achievements to date and the concepts 
which have been adopted as well as describing the strategy for the remainder of the project and 
potential industrial applicability. 
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6. CONCLUSIONS 

6.1 The AI prototypes Scottish Nuclear have developed have generated enthusiasm from 
Hunterston stafFfor the adoption of COPMA and MOBIT. 

6.2 The 2 phase WES and open systems based prototyping approach described in this paper 
provides: 

(a) The earliest user involvement in the AI product application development 

(b) An environment in which to prototype and finalise the HCl for the AI application and its 
integration in the plant computer networks 

6.3 Collaboration on AI product application development with parties outside Scottish Nuclear 
can be facilitated by adopting the WES based AI product support environment. 
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DIAGNOSTIC KNOWLEDGE GENERATION OF NUCLEAR POWER PLANTS USING 
KNOWLEDGE COMPILERS 

ABSTRACT 

This paper discusses a method to generate diagnostic knowledge of nuclear power plants, 
from commonly accepted physical knowledge and design information about plant 
configuration. This method is based on qualitative reasoning, which is advantageous to 
numerical information processing in the sense that system can explain why and how directly 
applicable knowledge is correctly generated, and that knowledge base is highly reusable and 
expandable because it is independent on detailed numerical design specifications. However, 
reasoning ambiguity has been found as the largest problem in applying the technique to 
nuclear power plants. The proposed approach mainly consists of a knowledge representation 
scheme, reasoning algorithm, and qualitative model construction method. 

1. INTRODUCTION 

Several expert systems have been developed to support decision making in diagnosing 
nuclear power plants. However, conventional rule-based expert systems show serious 
problems in knowledge acquisition, inability against unexpected situations, inconsistencies 
among rules, and so on. To overcome these problems, a new approach, named Knowledge 
Compiler has been proposed to generate applicable rules for individual situations(called 
shallow knowledge hereafter) from general and proven knowledge such as physical laws, 
component behaviors well accepted as common sense, and from design information about the 
device under consideration such as component configuration(called deep knowledge 
hereafter). 

2. A PROBLEM OF QR FOR DIAGNOSIS OF NUCLEAR PLANTS 

QR is processed mainly based on associated local deviation propagations among the 
parameters. However, nuclear plants have feedback loop(s), to bring some requirements to QR 
technique, because QR based only on local deviation propagation can not avoid reasoning 
ambiguities about such devices which have feedback loop(s), as shown below in Figure 1: 

Shinji YOSHIKÄWA*, AkiraENDOU, 
Power Reactor and Nuclear Fuel 
Development Corporation 
4002 Narita-cho, O-arai-machi, 311-13, Japan 

Mitsum IKEDA, and Riichiro MIZOGUCHI 
The Institute of Science and Industrial Research 

Osaka University 
8-1, Mihogaoka, Ibaraki, 567 Japan 
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Figure 1A Heat-Source & Heat-Sink System Model 
This figure shows an assumed plant consisting of a heating vessel and a heat exchanger, 
coupled with a circulation loop. Here are three knowledges of deviation propagations: 

Air Outlet 
Temperature To Temperature To 

Within the heating vessel, 
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1) "The outlet temperature<Th> increases if the inlet temperaturecTo or the internal heat 
generation<Q> increases, or if the circulation flow rate<Wo decreases". (Rnowledge-1) 
And within the heat exchanger, 
2) "The primary outlet temperature<Tc> increases if the circulation flow rate<Wc>, heat 
transfer resistance<R>, or the air inlet temperature<Ti> increases, or the air flow rate<Wa> 
decreases." (Knowledge-2) 
3) "The air outlet temperature<To> increases if the circulation flow rate<Wo, or the air inlet 
temperature<Ti> increases, or the heat transfer resistance<R> or the air flow rate<Wa> 
decreases." (Khowledge-3) 

Let **P=t+r,"P=[0]",and *T=[-]" denote that parameter P is greater than the normal value, 
equal to the normal value, and smaller than the normal value, respectively, hereafter. 

We can not determine the deviation of the hot leg temperature<Th> in case of decreased 
circulation flow rate<Wc>, because Knowledge-2 derives the deviation of the cold leg 
temperaturecTo to be [-], then deviation of the bot leg temperature<Th> can not be determined 
by Knowledge-1. 

Seasoning ambiguities as shown above is the largest obstacle in applying KC to nuclear power 
plants. 

3. KNOWLEDGE REPRESENTATION AND REASONING ALGORITHM 

For this reason, additional qualitative constraints have been introduced into the knowledge 
compilation process, such as energy conservation among the components, to suppress 
reasoning ambiguity. 

3.1 Reasoning with additional qualitative knowledge 

Within the plant shc*.yn in Figure 1, there are other qualitative knowledges as follows: 
4)"Transferred heat through the heat exchanger is equal to the heat generation of the 
vessel<Q>, and proportional to the difference between the average temperature of the sodium 
side<ßTh+(l-ß)Tc> and the air side<ßTo+(l-ß)Ti>, and inversely proportional t j the heat 
transfer resistanoe<R>". (Knowledgê ) 
5)"Transferred heat through the heat exchanger is equal to the heat generation of the 
vessel<Q>, and proportional to the product of the temperature rise of the air flow<To-Ti> and 
the airflow rate<Wa>". (Knowledge-5) 

With these additional knowledges(called non-causal proportionality hereafter), reasoning 
about decreased circulation flow rate<Wc> succeeds, because only ([+],[-]) can be the solution 
of (<Th>,<Tc>). 

32 Knowledge Representation by Qualitative Equations 

Knowledge-1 in the Section II can be transformed as: 
a)(Th=[0]or[-])A(Tc=[+]or[0])A(Q=[+]or[0])A(Wc=[-]or[0])A(not(Th=Tc=Q=Wc=[0])) IS FALSE 
b)(Th=[0]or[+])A(Tc=[-]or[0])A(Q=[-]or[0])and(Wc=[+]or[0])A(not(Th=Tc=Q=Wc=[0])) IS FALSE 

In this paper, this set of propositions is represented as a qualitative equation as shown below: 
[-ÏIh+t+]Te+{+]Q+{-]Wc=0 (Eqq-1) 
In case that the right-hand side is [0], then meaning of an qualitative equation is:"there is at 
least one pair of terms having opposite signs, or all the terms are zero", and if the right-hand 
side is [+], this equation means that:"At least one term is plus". 

Knowledges-2 through 5 are also transformed as: 
MTb+OTc +[+Hï +[+]Wc+MR+[-]Wa=0 (Eqq-2) 
[+JTh +t-JTo+MIÏ +[+]Wc+[- ]R+[- ]Wa=0 (Eqq-3) 
t+mi+t+irc+t-iroK-IK+t-lQ -K-1R =0 (Eqq-4) 
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MTotDJK+HQ +[+]Wa=0 (Eqq-5) 

Above t r a n s f o r m a t i o n of a qua l i ta t ive k n o w l e d g e ( K n o w l e d g e - l ) in to a q u a l i t a t i v e 
equation (Eqq-1) i s called transposition hereafter. 

3.3 Reasoning Algorithm 

The authors developed two qualitative reasoning algorithms to handle both local deviation 
propagations and non-causal proportionalitiesW>t2]0ne of which is based on s imultaneous 
qualitative equationsCSQE), a s shown below: 

After a set of SQEs i s prepared, qualitative reasoning is a problem of constraint satisfaction. 
The most straightforward approach to solve th is problem i s to generate all solution candidates 
and to check t h e m one by one, which the authors would like to call 'contrary method'. However, 
a s easi ly expected, th i s approach required very long CPU t ime, proportional to 3 number of 
variables. Since matrices of SQEs for practical problems are expected to be moderately sparse, 
the fol lowing algorithm has been invented. 

<0: start> 

<1: Substitution of the given qualitative variables> 
Given assumption or some current solution guess i s input to the correspondent variables and 
the right-hand side of each equation is revised. In case that a couple of terms to have opposite 
signs exists, or that there i s a term to have the same sign to the previous right-hand side, the 
equation is disposed because it is already satisfied independent of the remaining variables. 

<2: A QE group extraction for local application of contrary method> 
Among current SQEs, QEs to have the l eas t number of variables are selected, and, these 

selected QEs are grouped by variable combinations. The largest group to have same variable 
combination i s extracted for contrary method. 

<3: Local solution derivation by contrary method» 
All the qualitative value combinations of the variables in the QE group extracted in step<2> are 
genera ted a s candidate solutions. Then any candidate solut ion i s d i sposed if i t is 
contradictory against some QE. Survival candidates are the local solutions of this QE group. 

<4: Repetition from s t e p c l » 
Local solutions derived by the step<3> are used for further substitution of the remaining SQEs, 
until all the variables are given qualitative values. 

Because more than one solution are derived in general by the step<3>, the overall procedure of 
the proposed algorithm i s branched recursive iteration. It can be said from the authors' 
experiences that this algorithm needs drastically reduced (less than 1/10) CPU t ime compared 
to simple contrary method. 

4. SUGGESTION OF ADDITIONAL QUALITATIVE EQUATIONS 

In case that the model to be reasoned i s much more complicated than the model shown in 
Figure 1, it i s anticipated to be much more difficult to remember or find effective knowledge to 
add to a knowledge set of local deviation propagations, than remembering Knowledges-4 and 
5. In order to cope with large and complicated models, effectiveness of additional knowledges 
must be explained in some kind of mathematical manner, to support humans in remembering 
effective additional knowledge, i.e. qualitative constraints, in rather than ad hoc manner. 

4.1 Characteristics of qualitative calculus 
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In order to construct a qualitative model, there are a number of necessary considerations 
specific of qualitative calculations, which can seem unfamiliar or even unnatural to the 
numeric computation community: 

Excessive number of constraints required for disambiguation: The number of the qualitative 
equations representing local deviation propagations are equal to the number of the endogenous 
parameters, and insufficient for disambiguation. This means that the number of SQE capable 
of disambiguation i s larger than the number of endogenous parameters. 

Potential endogenous deviation neainst no exogenous deviation: It is possible that no 
explanation can be generated that any endogenous parameter can not deviate in case of no 
exogenous deviation. Prohibition of endogenous deviation against no exogenous deviation 
can be used as a criterion to examine ambiguity of the simultaneous qualitative equations. It i s 
proven that if some endogenous parameter is allowed to have qualitative value other than [0], 
this parameter's value i s the common spurious solution against all the exogenous deviations. 

Redundancy ofCExtra) state parameters:Some kind of components need to be represented by a 
set of parameters which seem redundant from numeric point of view. For example, heat 
transfer rate is necessary to represent the state of heat exchangers in addition to primary and 
secondary inlet/outlet temperatures and flow rates, even though the heat transfer rate can be 
calculated from these parameters. 

Dependency amone qualitative eo»afions:Within a set of simultaneous qualitative equations, 
i t i s possible that some equations are satisfied whenever some other equations are 
satisfied,even if each equation contains different combination of endogenous parameters. In 
other words, it is possible that some equations become inactive against some exogenous 
deviations within a set of SQEs looking like independent of each other from a numerical point 
of view. 

4.2 A method to suggest additional qualitative equations 

These considerations have been taken into account in developing the suggestion method for 
additional qualitative equations^]. The outline of this method can be separated into the 
following two steps: 

Step-1) Exclusion of 'dependent' QEs :In case there is some QE which i s satisfied whenever 
another QE is satisfied against particular exogenous deviations, this 'dependent' QE i s 
excluded from the SQE in ambiguity estimation and suggesting additional QEs(step-2).(Note 
that this QE is included into the SQE in knowledge compilation.) 

Step-2) Derivation of required terms for additional QE:As can be imagined from Eqq-1 to 5 in 
the section 3 . 2 , SQE can be represented in a form l ike [matrix of qual i tat ive 
coefficients]*[qualitative vector of parameters]=[zero vector]. After transforming the 
endogenous part of the SQE to a block triangular matrix, each diagonal submatrix is solved 
against no exogenous deviation, in order to derive spécifications of additional QE, to exclude 
the common spurious solution among all the exogenous deviations. For example, i f a diagonal 
submatrix is: 
[+]A+[-]B+[+]C 
[+]A+[+]B+[+]C 
MA+MB+HC, 
solutions of this submatrix against no exogenous deviation are: 
(A=[0],B=[0],C=[0]),(A=[-],B[+],C=[+]) and (A=[+],B=[-],C=[-J). 
In this case, desirable additional QE is to inhibit the second and third solution, which are 
spurious solutions. Therefore the following suggestion can be generated: 
"Is there any knowledge to match one of the following QEs? 
l)[-]A+[+]B+[+]C+ =[0], 

HA =[0], 
W B *=[0], 
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[+]C+ =[0], 
[-]A+[+]B =[0], 
[-1A +[+]C+ =[0], or 

MB+MC+ • • • • • • • • • • • «=[0]" 
Where,"*•• denotes the other parameters' part of QEs. 

What human has to do at this point is to inspect the candidate QE specifications one by one, 
carefully suspecting whether he/she has a qualitative knowledge to match the specifications. 
In this sense, this 'suggestion' method can not guarantee an acquisition of effective knowledge 
to add. But, this method is helpful quite often in authors' experience. 

5. OUTLINE OF THE QUALITATIVE MODEL CONSTRUCTION METHOD 

The supporting algorithm in expanding deep knowledge bases shown above is still 
insufficient to build complicated nuclear power plant model directly from local knowledge 
about deviation propagations. Therefore, the authors developed an overall model building 
procedure based on step-by-step upgrading of model complexity. A sample procedure is 
developed into each step below: 

5.1 Preparation of qualitative component models: 

Qualitatively represented knowledges about local deviation propagations within each 
component are easy to list up and describe. The first step in deep knowledge construction is to 
prepare these knowledges. In the sample case, qualitative models of heating vessel and heat 
exchangers are prepared. At this stage, qualitative knowledges representing only local 
deviation propagation are expected to be provided. 

heating vessel: A heating vessel is represented by; inlet temperature(s)<Tin>, inlet flow 
rate(s)<W>, heat generation<Q>, and outlet temperature<Tout>. Deviation propagation 
among these parameters is equivalent to Knowledge-1, and can be described as: 
[-7Tout+[+jrin+[-]W+[+]Q=0 (Eqq-6) 

Heat Exchanger: A set of parameters to represent states of a heat exchanger consists of; 
primary inlet temperature<Tlin>, primary outlet temperature<Tlout>, secondary inlet 
temperature<T2in>, secondary outlet temperature<T2out>, primary flow rate<Wl>, 
secondary flow rate<W2>, and heat transfer resistance<R>. Deviation propagations in a heat 
exchanger are equivalent to Knowledges-2 and 3, and can be written as follows: 

t-]Tlout+[+]Tlin+[+ir2in+[+]Wl+[-]W2+[+]R=0,and 
[-]T2out+[+]Tlin+[+]T2in+[+]Wl+[-]W2+[-]R=0 

(Eqq-7) 
(Eqq-8) rHeatinjN 
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Figure 2 Heating Vessel Model Figure 3 Heat Exchanger Model 

5.2 Assemblage of the qualitative component models : 
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Qualitative component models(i.e., intra-component knowledges) are assembled to 
represent the entire plant. Âs the first construction of a plant model, a simplified one loop heat 
transport system model of a nuclear plant having a dump heat exchanger as the heat 
sink(Figure 4) i s built. All the combined parameters are given new names as plant 
parameters, for example, <'outlet temperature' of the reactor vessel> and c'primary inlet 
temperature' of the intermediate heat p.xchanger> are combined and defined as c'primary hot 
leg temperature':». And exogenous component parameters connected to no another component 
endogenous parameter are defined as exogenous plant parameters . 
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Figure 4 Assembled Component Models to Represent a Plant 
These knowledges are assembled to represent a simultaneous qualitative equations(SQE). 

5.3 Examination and expansion of the qualitative model 

The SQE representing the entire plant model is examined by the method described in 4.2, to 
suggest necessary QE addition. In this sample case, the followings are the generated 
suggestions and new qualitative equations: 

Heat removal bv the air flow:"Heat removal by air flow in DHX is equal to the fission power of 
the reactor and is proportional to: 
(air outlet temperature - atmosphere temperature)*(air flow rate)". (Knowledge-9) 

Energy transport rate through DHX:"Energv transport rate through DHX is equal to the fission 
power and is proportional to: 
(secondary average temperature - air side average temperature) and inversely proportional 
to:(heat transfer resistance of DHX)". (Knowledge-10) 

Energy transport rate through 7HY:"Energv transport rate through IHX is equal to the fission 
power, and is proportional to: 
(primary average temperature - secondary average temperature), and inversely proportional 

to (heat transfer resistance of IHX)". (Knowledge-11) 

And the transposed QEs are: 
[+]Taoufc+[-]Tatm+[-]Q+[+]Rdhx=0 
[+JT2h+[+JT2c+[-]Taout+[-jratm+t-]Q+[-]Rdhx=0 
[+jrih+[+ITlc+[-]T2h+[-]T2c+[-]Q+[-]Rihx=0 

(Eqq-9) 
(Eqq-10) 

(Eqq-11) 
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5.4 Categorization of newly added knowledge: 

The newly added knowledges are divided into two categories: inter-component knowledge 
and intra-component knowledge. In case that the newly added qualitative equation belongs to 
MÎS intTa-coTnpGTient knowledge category, the corresponding qualitative component model i s 
revised. Current criteria for this categorization is quite simple:whether all the parameters can 
be included in one component or not. 

Knowledges-9 to 11 are written with plant parameter, but can be easily corresponded to the most 
likely relevant component. However, heat removal by air flow, energy transport through DHX 
and through IHX are not included in the initially prepared component parameters. At this 
point, humans have to determine whether each of these parameters can be thought to be a 
common parameter of components 'heat exchangers'. 

After this decision, it i s enough realistic to expect humans to remember one more qualitative 
knowledge that energy transfer Tate of a heat exchanger i s proportional to:(primary inlet 
temperature - primary outlet temperature) * (prim ary flow rate), by analogy with Knowledge-9. 
Thus the heat exchanger model is revised as shown in Figure 5. 
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[-]Tlout+[+]Tlin+[+]T2in+[+]Wl+[-JW2+[+]R=0 (Eqq-7) 
[-]T2out+[+]Tlin+[+]T2in+[+]Wl+[-]W2+[-]R=0 (Eqq-8) 
[+]T2out+[-]T2in+[+]W2+[-]Q=0 (Eqq-12) 
[+]Tlin+[-]Tlout+[+]Wl+[-]Q=0 (Eqq-13) 
[+]Tlin+[+]Tlout+[-]T2in+[-]T2out+[-]R+[-]Q=0 (Eqq-14) 

Figure 5 Revised Heat Exchanger Model 
5.5 Iteration of the steps from 52 to 5 4 

It has been experienced that a big leap from a initial simplest model to the target level of 
model complexity in one-through procedures is not practical. In this sample case, the heat sink 
model is expanded first to a combination of in evaporator and a superheater, then the whole 
plant model is expanded to have three loop heat transport system. 

<First iteration-expansion of the heat sink model> 

Revised component models are associated to represent a more complicated plant model having 
an evaporator and a super heater as the heat sink, as shown in Figure 6. An assumption i s 
introduced that qualitative values of water/steam enthalpies are the same as the temperatures, 
if deviations are small. In this case, there are too many ways to transform the endogenous part 
of the SQE, and it is not realistic to expect a human to remember any additional qualitative 
knowledge, until whole matrix is solved to derive the qualitative solutions to inhibit(refer to 
Section IV-B), as shown in Table 1: 

Table 1 Qualitative Solutions to Inhibit 
Parameter Tlhot Tlcold T2hot Essh Qsh T2m Esev Qev T2co! 
Qualitative 
Value 

0 + - - -

(0 0 0 0 0 0 0 0 0 ) + + + - - + + + + 
+ + + 0 - + + + + + + + + - + + + + 
+ + + + 0 + + + + + + + + + + + + + 
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It is now realistic to expect a human to think that constraining <Essh> or <Qsh> i s 
advantageous, and to remember two qualitative knowledges: 
1) (Heat Generation of the VesseI<Q>) is equal to: (Steam Outlet Enthalpy<Essh>-Feedwater 
Inlet Enthalpy<Ewf>)*(Feedwater Flow rate<Wwf>). (Knowledge-12) 
2) (Heat Generation of the Vessel<Q>) is equal to:(Heat Transfer Rate Through 
Evaporator<Qev>)+(Heat Transfer Rate through Superneaier<;Qsh>). (Knowledge-lS) 

And Knowledge-12 and 13 are represented as: 
HQ+[+]Essh+[-]Ewf+[+]Ww=0, and 
[-]Q+[+]Qsh+[+]Qev=0 

(Eqq-15) 
(Eqq-16) 

Eqqs-15 and 16 are categorized as inter-component knowledge, because both have parameters of 
the evaporator and of the superheater. It is worth noticing that Knowledge-12 seems 
unnecessary due to the existence of Knowledge-13 and of two Eqqs-12 of the evaporator and of 
the superheater, from numerical point of view, but that this i s necessaiy i n qualitative 
calculus. 
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Figure 6 Heat Transport System Model with a Evaporator and a Super 
Heater 

<Second iteration-three loop model> 
Revised heat transport model i s duplicated to describe a more complicated nuclear plant model 
with three loop heat transport models. In order to describe multi-loop heat transport systems, the 
reactor vessel model needs to be modified to have multiple inlets. Particularly in this case, the 
heating vessel model has to be revised as shown in Figure 7. 

Ç Heating Heating "X 
Vessel I 

1 

W Q 
[-]Tout+[+]Tin(a)+[+]Tin(b)+[+]Tin(c)+[-]W+[+]Q=0 (Eqq-17) 

[-JW+[+]W(a)+[+]W(b)+[+]W(c)=0 (Eqq-18) 

Figure 7 Revised Heating Vessel Model with Three Inlets 
An inter-component knowledge must be added: "Summation of transferred heat through Loops-
A, B, and C is equal to generated heat in the reactor vessel", to be represented as: 
HQ+MQ(aM+]Q(bM+]Q(c)=0 (Eqq-19) 
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Thus a plant model with three loop heat transport system is completed as shown in Figure 8, 
attaining satisfactory disambiguation, in the sense that every deviation of single exogenous 
parameter results in different endogenous deviation, with a exception that increased reactor heat 
generation and increased feedwater enthalpy have the same result. 
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Figure 8 Three Loop Heat Transport System Model 
with Evaporators and Super Heaters 

DISCUSSION 

There are some rooms of improvements in the knowledge compilation method explained so far 
in this paper. Authors would like to discuss two main possible improvements. The first one is 
further disambiguation of qualitative reasoning within equilibrium states, The second one is to 
introduce explicit treatment of dynamic behavior of nuclear power plants 

7.1 Further disambiguation about equilibrium states 

Let us think about a sample qualitative knowledge :"the outlet temperature rises when the 
internal heat generation increases". Provided that the object device is specified, the quantitative 
absolute value of (<Aoutlet temperature>/<Aheat generation:») is determined, although it is not 
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known. The defFerence of "being not determined" and "being not known" is very significant 
and sometimes effective for disambiguation, but seldom discussed in the related research papers. 

Simplified plantCFieure 1) revisited Suppose that all of Eqq-1 to 5 are re-written to oridinary 
quantitative linear equations. Then it can be said that any square submatrix larger than 3x3 of 
the entire coefficient matrix has zero determinant, because this model "has only three endogenous 
parameters . Now i t i s derived from development of a submatrix determinant for: 
<Th>,<To,<To>, and <Q> in Eqq-1,2,3, and 5 that: 
(<ATh/ATo in Eqq-1) x (<ATc/ATh> in Eqq-2) < 1 (INEQ-1) 
This inequality plays a key role in reasoning about decreased circulation flow rate < W o , to 
uniquely determine deviation direction of <Th> and < T o to b e <+> and <->, respectively, 
without Eqq-4. However, with the algorithm described in 3.3, IEQ- 1 can not be used in 
reasoning. This means that the algorithm allows the hidden quantitative va lues each 
qualitative coefficient to va iy according to reasoning cases. 

7.2 Reasoning of dynamical behaviors 

The proposed method is able to provide knowledges only about equilibrium states of assumed 
plants. There are some researches about dynamical qualitative reasonings, most of those are 
about electronic circuits[4]. Let us consider dynamical qualitative reasoning of nuclear plants. 

•Atf^gntages.-Dvnamical qualitative reasoning is apparently much more desirable for diagnostic 
knowledge generation. Description of symptoms would be richer, for example, "the sodium inlet 
temperature increased, followed by an increase of the air outlet temperature", to make cause 
fai lure identif ication easier and more reliable. Increased reactor h e a t generation and 
increased feedwater enthalpy of the plant model shown in Figure 8 result in different transient 
behaviors . 

Difficulties:What need to be reasoned in nuclear plants are thermal hydraulic phenomena, 
which are obviously different from electronics in that dead t imes play a significant role. 
Dynamic behaviors of a fluid circuit coupling plural heat exchangers vary according to 
quantitative relationships among volumes of each piping parts, even if qualitatively described. 
Therefore criteria are needed to judge how long the behaviors should be reasoned and how 
detailed quantitaive design specification should be introduced. This seems to be a very difficult 
work. 

& CONCLUSION 

The proposed method of diagnostic knowledge generationl has been verified to be capable of 
providing plant operators in cotroll room with directly applicable diagnostic rules, excluding 
excessive ambiguity from which qualitative reasoning systems often suffer. The proposed 
method can be enhanced if the hidden quantitative relationships among qualitative 
coefficients are introduced in the proposed algorithm. And in the future, treatment of dynamic 
plant behaviors is desired, with generalized criteria for introducing quantitative information 
to maintain the advantages of qualitative reasoning. 
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APPLICATIONS OF AUTOASSOCIATIVE NEURAL NETWORKS 
FOR SIGNAL VALIDATION IN ACCIDENT MANAGEMENT 
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ABSTRACT 

The OECD Halden Reactor Project has been working for several years with computer based systems 
for determination of plant status including early fault detection and signal validation. The method here 
presented explores the possibility to use a neural network approach to validate importent process sig-
nals during normal and abnormal plant conditions. In BWR plants, signal validation has two important 
applications: reliable thermal limits calculation and reliable inputs to other computerized systems that 
support the operator during accident scenarios. This work shows how a properly trained autoassocia-
tive neural network can promptly detect faulty process signal measurements and produce a best esti-
mate of the actual process value. Noise has been artificially added to the input to evaluate the network 
ability to respond in a very low signal to noise ratio environment. Training and test datasets have been 
simulated by the real time transient simulator code APROS. Future development addresses the valida-
tion of the model through the use of real data from the plant. 

1. INTRODUCTION 

The main purpose of signal validation is the real time identification of faulty process signals and the 
generation of the best estimate of the process variables. 
An operator support system cannot give reliable and useful informations if the signals it takes from the 
process are not validated. Past operating experience shows that lack of plant status understanding that 
follows instrumentation malfunctions is one of the most important factors that initiate potential acci-
dent scenarios. 
A widely used technique to avoid human errors induced by instrumentation malfunctions is hardware 
redundancy: four independent channels in critical process variable are quite common in nuclear power 
plants, but the reactor operators could be confused in a possible scenario where two out of four instru-
ments readings give wrong values. 
Redundant instruments are always needed for those signals that trigger the safety systems activation. 
Examples are reactor water level (high and low level scram, activation of emergency cooling sys-
tems), APRM neutron flux (high flux scram), core pressure (high core pressure scram and recirculation 
pumps trip), and others. 

An alternative approach for signal validation is to calculate process variables through independent 
methods and compare the calculated value with the measured one. These include analytical redundancy 
methods and Kaiman filters. Current research addresses the use of neural networks for early single fail-
ure detection1"2. This paper explores the possibility to develop an autoassociative network to detect sin-
gle and multiple signal failures as well, in a boiling water reactor. 

This work is part of a wider project in progress at Halden Reactor Project for an operator support sys-
tem in accident situation (CAMS) 
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2. GENERAL ABOUT CAMS 

The CAMS project is heading towards a prototype of a software package to support operators and 
Technical Support Centres during severe accidents in nuclear power plants. This tool will help opera-
tors in choosing the right control actions or mitigation strategies. 
The CAMS system consists of a ùalabasc and a knowledge bass, two simulators (traçWng-mode and 
predictive simulator), a strategy generator and a Man Machine Interface system. The tracking-mode 
simulator will be used for signal validation and for state estimation. The predictive simulator takes 
inputs from that and should be able to anticipate future plant behaviour. The strategy generator will 
give control proposals and accident mitigation strategies for the operators or operating technical staff. 
This study is presently investigating the real possibility and reliability to develop the signal validation 
part of the tracking simulator model using neural models. 

3. MODEL DEVELOPMENT AND TRAINING PHASE 

An autoassociative multilayer Perceptron network with abackpropagation learning algorithm has been 

used1"5. Autoassociative networks have the same information in the input and output layer and are spe-
cially recommended in signal validation processes, where the main problem is to encode a possible cor-
relation among many process variables. 
In the recall phase of an autoassociative network, the information used for signal validation purposes is 
the difference between values in each node in the output layer and the corresponding values in the input 
layer: 

Asj = Oj - Ij j=l,2...p 

where Oj is jth network estimated parameter, Ij is the jth measured parameter and p is the number of 

process variables. Asj may be considered as the sum of the network estimation error and the instrument 

error for the jth process variable: 

ASj = E^^networ)c + ^^measurement 

Now, if we can minimize E^n c t w o r l c for all the j=l. . .p process monitored variables (and this is the pur-

pose of the training phase), we can consider Asj a parameter representing the measurement error and 

use that for signal validation. Oj is the best estimate of the true signal value. 

Eight correlated process variable have been used for the test, as follows: 

• Average neutron flux (APRM) 

• Control rods pattern (rod line value) 

• Feedwater flow 

• Feedwater temperature 

• Core flow 

• Inlet core temperature 

• Steam flow 

• Average exit core void fraction 

For each signal in the time domain, 6 consecutive samples are supplied to the input layer so that one 
input pattern is actually composed by 48 values. This architecture has been designed to act as a low 
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pass filter in order to get good output estimates also in a veiy noisy environment 

Preliminary tests have demonstrated that the most stable results with multiple signal failure can be 
reached using 3 hidden layers with a node structure 8-4-8. The output layer has 8 nodes, one for each 
Vvuiublw ^owcî/jgfftfl 

Figure 1. Network layers architecture 

For the training phase, 2400 patterns (48 values each) have been derived by running the real time tran-
sient simulator code APROS. The simulated plant was the swedish BWR reactor Forsmark H. Fig 2 to 
4 show how the ANN matches the input training dataset after 300000 iterations. The actual input pat-
terns in the training dataset have been altered by superimposing a 8% gaussian random noise, well rec-
ognizable in the diagrams. 

pattern 

Figure 2. Core power ANN input (noisy) and output after training phase 
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pattern 

Figure 3. Core flow ANN input (noisy) and output after training phase 
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Figure 4. Core void fraction ANN input (noisy) and output after training phase 

4. RESULTS 

After the learning process described in the previous section, the network has been tested with the aim to 
verify its ability both in noise filtering and in unknown situations forecasting; for this purpose a typical 
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power rise transient has been chosen. The plant has been led from 30% of the nominal power to 50% by 
withdrawing control rods at minimum core flow; after a steady state condition, a further control rods 
withdrawal up to 100% rod line at minimum core flow lead the plant up to 60% of the nominal power. 
Then the core flow has been increased so as to reach the 100% full power. APROS has been used to 
generate the test dataset. 
Since real plant signals are affected by noise, the data generated by APROS have been modified with 
the addition of a random noise with gaussian distribution. To test the network response to the noise, an 
8% peak to peak value has been assumed; this can be considered a bounding value in real plants meas-
urements. 
The network matches very closely the input signals; it shows a very satisfactory learning and a good 
noise filtering capability has been achieved. In figure 5 through 8, the ANN response for feedwater 
flow, feedwater temperature, power and void fraction is shown. Note the test case is not included in the 
training dataset and that it is composed of pattern unknown to the network. 
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Figure 5. Feedwater flow ANN response to the test case (noisy) 
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Figure 6. Feedwater temperature ANN response to the test (noisy) 
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Figure 7. Power ANN response to the test case 
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Figure 8. Core void fraction ANN response to the test case 

Instrument failure detection has been investigated next; instrument failure has been simulated by pre-
processing APROS generated input data Two different types of faults have been considered: 

• progressive sensor drift; 

• sudden instrument failure, after that the signal remains stuck to a constant value. 

In figure 9 through 12 the network response to a degradation of the feed water flow sensor is shown 
together with the degraded signal and with the true value (expected); the imposed drift rate is 0.075%/ 
pattern and the gaussian random noise has a 8% peak value. 
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Figure 9. Feedwaterflow signal fault 

The network has an excellent reaction to the fault The ANN signal follows very well the expected 
value thus detecting the instrument failure: the signal failure can be detected promptly and a best esti-
mate of the signal actual value is produced. After a degradation of more than 30% the network can fore-
cast accurately the true value, thus demonstrating its validity also for large faults. 
The responses to the others signals are not affected at all from the fault (figure 10 through 12); because 
of the fault-tolerance characteristic of the network, the input error does not propagate through the net-
work to other nodes. 
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Figure 10. Feedwater temperature (feedwater flow sensor failure) 
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Figure 11. Steam flow (feedwaterflow sensor failure) 
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Figure 12. Core power (feedwater flow sensor failure) 

Another example of sensor degradation is reported in figure 13, where a feedwater temperature signal 
drift has been simulated; a degradation rate of 0.075%/pattern is imposed and a gaussian random noise 
with a 5% peak value is added. The network was able to detect the failure and produce an almost exact 
estimation of the actual temperature value. Others signals were unaffected. 
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Figure 13. Feedwater temperature sensor failure 

Figure 14 shows a step failure mode example. A 50% step change in the steam flow sensor has been 
simulated. The difference between the estimated and the actual value is below the noise level, and the 
failure does not affect the validation of the other signals (not shown in the picture). 
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Figure 14. Steam flow sensor failure 

Figure 15 shows the error between the true and the network estimated signal values (ANN output error) 
as a function of the input measurement error. With readings faults up to 90%, the network estimate is 
always within a 8% error, that is the assumed random noise in the signal. 
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Figure 15. Network error as a function of the instrument error 

In normal operating conditions, without any instrument failure, the network can give a better estimation 
of the real process value than any direct measurement (0.2% error with 8% noise). 

Figure 16 and 17 summarizes the current optimization status in developing a network capable to detect 
a double failure in the input process signals. A feedwater flow and temperature sensor fault has been 
simulated at different time frames. Although a recognizable estimation error has been observed in the 
feedwater signal, the network was still able to produce a reasonable alternative value for the missing 
variable, detecting the fault. The temperature estimate value seems not to be influenced at all by the two 
faults. 
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Figure 16. Feedwater temperature sensor fault (double failure) 
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Figure 17. Feedwater flow sensor fault (double failure) 

5. CONCLUDING REMARKS 

The feasibility of using autoassociative neural networks for signal validation purposes in nuclear power 
plants has been investigated. The network has been trained to monitor eight plant signals, which are 
processed by the network together with the five previous values. A total of 48 input nodes are con-
nected to the 8 output nodes by 3 internal layers. The training dataset has been generated with the 
APROS plant simulator. The results show that the network is capable to promptly detect sensor failures, 
validating at the same time the unfaulty signals. 
Even in the case of double fault the network seems to be able to identify the two wrong signals, 
although with a larger error in the estimate of the correct values. The work is still underdevelopment in 
this direction. 

6. REFERENCES 

[1] Neural networks for sensor validation and plant monitoring. B.R. Upadhyaya,E.Eryurek and 
G.Mathai. Int. Fast Reactor Safety Meting, Aug. 12-16 1990 Snowbird,Utah 
[2] Nuclear power plant diagnostics using artificial neural networks. Eric B. Bartlett and Robert E. 
Uhrig, AI-91 Sept. 15-18 1991 Jackson Hole, Wyoming 
[3] Accelerating learning of neural networks with conjugate gradients for nuclear power plants applica-
tions J.Reifman,J.E.Vitela, Nuclear Technology Vol. 106 May 1994 
[4] Adaptive Pattern Recognition and Neural Networks. Yoh-Han Pao, Addison-Wesley Publishing 
Company, 1989 
[5] Neural Networks and Fuzzy Systems. Bart Kosko, Prentice-Hall International Editions, 1992 



PAPERS ACCEPTED BUT NOT PRESENTED 



- 2 6 0 -

TH E ROLE OF THE ARTIFICIAL INTELLIGENCE WITHIN THE CONTEXT OF THE 
HUMAN FACTORS IN THE NUCLEAR SAFETY 

Marco Antonio Bayout Alvarenga. ANGRA-I1 Licensing Coordinator 
Comissào National de Energia NucIcar. Rio dc Janeiro. Brasil 

E-mail: Bayout rt.brlncc.bimet 

ABSTRACT 

The effective evaluation of a human-machine system depends heavily on a cognitive model of the 
human behavior. The basic question is: how can wc model the human cognition? The response should be 
found in the five disciplines that form the Cognitive Sciences: Artificial Intelligence. Cognitive Psycholog}'. 
Neurophysiology. Linguistics, and Philosophy. Among them, the Artificial Intelligence appears as the 
catalyser of the contributions and discoveries in the other four. Hying to realize that cognitive model with 
the tools of the Computer Science. Sometimes, it seems as if these disciplines spoke different languages to 
describe the same ideas. It is necessary a holistic treatment of such questions that include the human 
cognition and its modeling. This becomes more dear when tic obse/rc that there are nowadays different 
methodologies that must be integrated in some way. This is the case of the symbolic approach (artificial 
intelligence), conneaionist approach (neural netw orks) and the fitzzv logic. This paper makes a review of 
the available methodologies, showing the problems and the current solutions to answer the following 
question. How is possible to develop a human-machine system and an intelligent interface based on the 
Artificial Intelligence that fulfills the following characteristics: human-centered design, cognitive 
simulation of the human behavior, and dynamic function allocation. This paper concludes with proposals 
of national projects to he applied to the Brazilian situation. 

1. HUMAN-MACHINE INTERACTION: HUMAN FACTORS AND THEIR IMPORTANCE 
FOR THE UNDERSTANDING AND MODELING OF HUMAN ERRORS 

Wc have availably to us much technological sophistication in our days as well as increasingly 
automated safct> systems. Despite this, wc continue to observe serious accidents some of them catastrophic 
such as TMI. Chernobyl. Challenger. Bhopal. and others in the aviation industry. In most cases, wc arc 
dealing with machinc-ccnlcrcd designs instead of human-ccntcrcd designs. This can be explained with an 
example mentioned by Rouse 111: "Is the objective of a pilot the transportation of the airplane from the city 
A to a city B. or inverting the positions, the airplane is a mean by which the pilot will transport human beings 
w ith safety and efficiency from the city A to the city B? ". In tlie same way. the objective of the nuclcar power 
plant operators is not the simple operation of the nuclear reactor, but the nuclear power plant is the mean by 
which the operators will generate electricity for the society with safety and cfficicncy. Beside this, the 
processing of infonnation in the computer does not match the processing of the infonnation in the human 
brains. Some operation support sy stems fail because the designers do not consider this critical difference. 
This does not mean necessarily that the computers must emulate the characteristics of the human brain, 
although there arc researchers that seek this Utopia. Nevertheless, the computerized systems should 
communicate with human beings, considering how they acquire and process the knowledge (cognitive 
characteristics). Wc can conclude from the above that it is important two aspects: human-ccntered designs, 
and a cognitive model to simulate the human behavior for the design and evaluation of the human-machine 
sy stems. The Rasnuisscn's framework |2] is the best way to examine the processing of infonnation occurred 
during the execution of the tasks executed by the operators in the control rooms of the nuclcar power plants. 
This model has three levels of behavior: skill-based level, rule-based level and knowledge-based level. This 
third level is based on the creativ ity and free association of ideas to solve a problem that extrapolates the 
limits of the design. The operators have to analyze the situation, to determine a new state for the system, to 
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dcfinc new tasks ncccssaiv to achicvc it and to follow procedures that could or not be anticipated in the 
operation management. The majority of the operation support systems fails in the non-considcration of this 
cognitive level. 

The main reason to keep the operator in the control room controlled by intelligent computers is that they are 
ncccssaiy to deal with non-anticipatcd cmcrgencics in the designs. The designers could not imagine all the 
scénarios of the nuclear accidents to develop the safety systems for cach contingency. Consequently, the 
operators arc trained in simulators, but the scenarios again do not guarantee that all the operational events 
will be covered. This forces us to think about an alternative to the classic supervisory control mode; the 
collaborative control mode, an idea that has been investigated by Rouse 11]. The collaborative control mode 
requires a dynamic function allocation. Both machine and humans must supervise cach other, one of them 
assuming the control of the situation if a non-recoverable error from the other occurs. This is important in 
non-fàmiliar and non-anticipatcd events. The functions allocator must allow that every possible operation 
function be allocated to the operators. This is coherent with a human-ccntcrcd design, reserving to itself those 
functions and systems that must bo always automated, as in case of the protection systems. To accomplish 
this task, the functions allocator needs adequate information coming from an operator cognitive model. It 
needs also an error monitor to evaluate the operators cognitive state and to detcct. classify, and rccommcnd 
corrcctivc action of possible human errors. It is possible the ocurrcncc of an insufficiency conccming to 
operators cognitive resources or the necessity of very fast actions due the catastrophic deterioration of the 
system. In this ease, the functions allocator will take over the actions from the operators to be executed 
through the automated sy stems. However, this has to be done after informing the operators about the situation 
and giving him/her the chances to recover. Now . let's examine in the next item the possibility of developing 
the human cognition and human errors models. 

2. COGNITIVE MODELS FOR THE HUMAN BEHAVIOR: SYMBOLIC MODELS 
VERSUS CONNECTIOMST MODELS 

The cognitive operator model requires a human intelligence simulation. The specific field of the 
computer science that investigates this matter is called Artificial Intelligence (AI). The Al deals with the 
following basic questions in this simulation: the knowledge representation, the knowledge manipulation or 
control, and the capacity of learning new knowledge. These three items must be integrated into a cognitive 
architecture that reflects the human characteristics. To do this, the AI should work together with other five 
disciplines: cognitive psychology, neurophysiology, linguistics, philosophy, and anthropology. 

Nowadays, we hav e availably three basic ty pes of cognitiv e architectures |3|. The first one. Model Human 
Processor (MHP) models the humans as communication channels. The information flows across the 
perceptual, cognitive, and motor subparts, which are subject to certain restrictions represented by several time 
delay constants. Many concepts in this model such as long-term memory and short-term memory were 
conceived along the researches clone in the cognitive sciences after the second world war |4.5], In the second 
one. the humans are seen as a svmbolic processor of logic inferences. Examples of this type arc the States. 
Operators, and Results (SOAR) and the PUPS, together with their predecessors. General Solver Problem 
(GSP) and the Adaptive Control of Thought (ACT) |6-8|. These architectures arc based on content-
dependent mles also called production inles. represented by the general form: IF conditions THEN actions. 

The AI has produced much 'expert sy stems" based on such rules that capture the know ledge of experts in 
différent fields. They are contrary to the formal logic (propositional or predicative) working with syllogisms. 
Many investigators have tried to reduce all human knowledge to the syllogistic inference rules: Aristotle (384-
322 B.C.). Gottfried-Wilhelm von Leibniz (1661). George Boole (1854). Friedrich-Ludwig Gottlob Frcgc 
(1879. 1893. 1903). and Bertrand Russell (1910-1913). Alonzo Church and Alan Mathison Turing proved 
in 1936 that there is no formal procedure reliable enough to determine the status of an inference in the 
predicative logic. The solution only came in 1965. when J. Alan Robinson proposed a resolution principle of 
inferences. This led to the PROLOG (Programmation en Logique) in 1971-1972. which have been adopted in 
the Japanese project of the fifth generation of computers. As mentioned by Philip N. Johnson-Laird |5|: 
"Resolution is intelligent, but artificial. It prov ides cognitiv e scientists only w ith a standard of comparisons 
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bccause people arc liardly likely to translate all premises into a standard disjunctive form and to use only a 
single rule of inference". 

A different approach of cognitive architecture based on production nilcs is the Theory of Induction (TI) 
developed by Holland et al. |9|. Holland criticizcs the architectures above in several aspects. Concerning the 
SOAR/GPS. the critics arc conccntratcd in the fact that the basic components of the architecture (initial state, 
goal state, allowable operators, and applicable constraints) may be only partially known at die moment of the 
problem solution. A critic driven to both PUPS/ACT and SOÀR/GPS is that their production systems allow-
only one nilc to fire (with conflict resolution or chunking processes). Holland's Theory o f Induction (TI) 19} 
consists in the firing of multiple mlcs through the strengths associated to the nilcs. exploring die possibilities 
of parallel compétition and collaboration between the rules. To get the same, ACT provides a partial 
matching of the nilcs. but this can generate non-valid conclusions. Although ACT uses strength in die rules as 
in TI. the activation spreading is automatic and independent of the nilcs cxccution. In TI. the architecture is 
based on the coupling of the inles and on the support of one to another. A final critic to both ACT and SOAR 
is tliat they use a quasi-linguistic representation of processes associated with the conscious thinking. They 
ignore the subcognitive level where wo find unconscious processes that help the other level in solving 
problems. In the level of conscious thinking. TI simulates the human cognition through higher order 
operations, such as planning, within a system entitled Proccss of Induction (PI). The level of unconscious and 
subcognitive thinking is simulated by the classifier systems exposed later in this paper. The interface between 
these two levels is not fixed, leaving as a research how learning at the subcognitive level is integrated with 
learning at the cognitive level. Induction involves two classes of mechanisms. The first one are the 
mechanisms for rev ising the strength of existing rules through the quantification of their uses with the 
parameters like bid and payoff They change during the temporal sequence of the nilcs. which are coupled by 
matching of their conditions and actions. The second one arc the mechanisms for generating new rules 
through genetic algorithms (GA) and PI of higher order. GAs allow operation of generalization and 
specialization of rules, applying genetic operators to the nilcs (e.g. crossover). PI deals with abduction, 
generalization, specialization, concepts formation, and analog). The latter is so important in the assessment of 
scientific discovery processes that Marvin Minskv constructed Iiis particular cognitive architecture callcd 
Societies of Mind (SOM) to make easier the reasoning by analogy. SOM is based fundamentally on the 
know ledge frames concept 110.111. 

In SOAR, preferential operators reduce the distance to the goal. In PI. the operators are found through the 
recategorization of the objects instantiated by synchronic in los to start relevant diaclironic Riles. PI works 
with frnmclikc declarative data stiuctures stored in the long-term memory (classifier systems use only mlcs 
and their couplings). These stnictures are linked through concepts. As in ACT. messages sent from the active 
concepts in the declarative memory produce the clusters of the facts or conditions to fire niles in the 
production memory, initially, active concepts arc the initial conditions and goals to be achieved. The nilc 
actions generate new concepts to be active or cffcciors in the environment. The concepts activation spreading 
is not automated as in ACT. but obevs a processing c_\cle that uses the subgoaling concept of SOAR. As in 
ACT. rules change their strengths through the use. but in this case the strength is incremented by the support 
of the active concept. 

'Mental models" are an organized sot of simultaneously active or activable rules. They have expectations 
about future situations through.diaclironic rules and associations to other relevant events through synchronic 
rules. To construct 'mental models', the human beings use pragmatic reasoning schemes consisting of a set of 
highly abstract and generalized inferential rules useful to infer new empirical rules relevant to the problem 
solving. 'Mental models" are bridge models between two extreme positions: human reasoning using syntactic 
niles of the formal logic and human reasoning using domain dependent content-specific rules. Holland ct al. 
|9| use a different way from the Johnson-Laird's mental models 112|. The main difference relies on the ways 
to cj^.ain errors. The latter focuses on the working-memory capacity to process several nilcs at the same 
time (what explains some skill-based level errors such as forgetting and slips). The other focuscs the capacity 
of mapping concrctc situations into pragmatic schemes, generating infcrcnccs according to the focused nilcs 
(what explains errors in the know lodge-and rule-based level) |4|. 
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Human beings can reason by using any of these three schemes mentioned above; formal logic rules, expert 
systems rules and mental models |5|. In any ease, the Al poses the point of view of a dualism. This dualism is 
characterized by the existence of a strong algorithm. It is independent of how it is embodied in the physical 
brain or how could it be simulated on the electronic computer. It docs not take into account a particular 
culture (anthropology) cither. This dualism (mind and body completely disconnected) emphasizes that the 
physical embodiment of an algorithm is totally irrelevant. It is to be supposed consequently that the algorithm 
has some rather disembodied 'existence* 113|. Another question concerns the problem of the non-algorithm 
nature of the human mind. Wc have to face the following mathcmaricaJ discoveries: the Bertrand Russell's 
Paradox (1902). the Kurt Gödel's Incompleteness Theorem (1931), and the Alonzo Church and Alan 
Mathison Turing's Thesis (1936) for the David Hilbcrt's 33rd problem. This carries us to two opposing 
schools of thinking 113], One is the Platonic view (which is the Gödel's point of view): the absolute existence 
of mathematical entities and the acceptabilities of infinite sets. The other school is that from the intuitionism 
(or finitism) initiated by Luitzen Egbertus Brouwcr in 1924. He refused the existence of any infinite set 
(which is the reason for the arising of such statements like the Russell's Paradox). This reminds die Aristotle's 
thinking. However. Brouwcr rejected "The Law of the Excluded Middle' of the classical logic. The dualist 
conception is due to René Dcscartcs who was dualist-idealist, contrary to Plato who was monist-idealist. the 
same view of Immanuel Kant. Georg Wilhelm Friedrich Hegel looked for a synthesis between the two 
directions. Kant and Descartes. The internal contradictions in the Hegelian idealism were explored by Arthur 
Schopenhauer. Friedrich Nictschc. and Martin Heidegger. The Philosophy could not give us yet a consistent 
view of the body-mind dichotomy problem. Plato was a metaphysical idealist. Kant was an epistcmological 
idealist and Hegel was an absolutist idealist whose ideas were materialized in the state power. 

The problem of how the algorithm is embodied is treated w ithin the cognitive architecture type callcd 
conncctionist models or neural networks. In this approach, the syntactic rules of the symbolic models arc not 
explicit. They arc encoded in a parallel and distributed network consisting of nodes and connections between 
them, in analogy with the nets in the physical brain. The neural cells and their connections (synapses) arc 
modeled as if they were capacitive-resistive elements of an electrical net. The importance of neural networks 
lies on the fact that thev can embody unconscious behavior. There arc dissociations between conscious and 
unconscious mind. This implies that unconscious mind may depend on some fonn of distributed 
representation similar to the conncctionist method. This is contraiy to the symbolic representation with ailes 
that arc used by the conscious mind to accommodate those dissociations |5|. However, conscious mind 
contains also non-symbolic thinking: feelings and sensations. Some critics arc done conccming the neural 
network approach 114|: the lack of hierarchical structures appearing in the human brain and the lack of 
sclcctional learning mechanisms instead of an instructional one. The first deficiency can be surpassed by a 
deeper knowledge of neurophysiology, the second one. through the use of genetic algorithms (see in the fourth 
item). 

3. FUZZY LOGIC: THE LINK BETWEEN THE RULE-BASED LEVEL AND THE 
KNOWLEDGE-BASED LEVEL OF THE RASMUSSEN'S FRAMEWORK 

Despite the critics of Johnson-Laird 112| and Holland et al. |9| claiming that Fuzzy Sets Theoiy is not 
totally adequate for the concepts combination in the generation of the new rules in the symbolic conscious 
processes. Fuzzy Logic (FL) can be used in the non-symbolic unconscious processes to answer the question 
posed by Holland et al. |9|: 

"Perhaps the most basic issue to be addressed in future computational work on induction conccrns 
mcchanisms that might account for the emergence of high-level cognitive processes from more elementary 
subcognitivc ones. Giv en an initial set of feature detectors, hard-w ired response patterns, inductive operating 
principles, and other innate system components, how do abstract concepts and inferential rules eventually 
arise from experience? Current work oil classifier systems and neural networks may help in addressing this 
complex question". 
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In feet. Fuzzy Sets Theory lias been used by Hunt and Rouse [2.4] to show how is possible for an expert like 
a nuclear operator to change from a familiar situation when he/she uses rule-based (RB) symptomatic 
diagnostic search to the unfamiliar situation -when know ledge-based (KB) topographic diagnostic search has 
to be used in a topological way. If there arc no more fiizzy rules to apply in the KB level, then a process of 
induction is triggered (in the Rouse/Hunt approach, fuzzy rules arc used in the knowledge-based level). Fuzzy-

Logic violates the Law of Noncontradiction (AnAc?t0). the Law of the Excluded Middle (AuAc = universe 
of events), and the Law of Identity (A=A). the Aristotle's Three Laws of the Thought f 15]. Fuzziness is a son 
of the ambiguity or vagueness. So. we could have 

A o Ac * (Ä ; A o Ac * win vise: A* A 

With this assumption. FL can represent uncertainties better than probabilistic theories that use the 
randomicity concept. This arises from the fact tliat FL can represent intermediate events between the mutually 
exclusive events A and Ac j 16). Probabilities Theory works with the Principle of Bipolarity (A and not-A) 
and there is no permission for ev ents between A and not-A A great number of our concepts are fiizzy and 
can admit intemicdiate states. For example, the adulthood concept is not a bipolar set: adult (> 18 years old) 
and non-adult (<18 years old). It has a fiizzy degree according to the age and this fuzziness is maximum at 
the age of 18 116|. In the Probabilities Theory, we reason about the probability of the event be an element of 
the set A. P(x is an element of A), and P(x is an element of A) + P(x is not an clement of A)=l. In the Fuzzy-
Logic. we use the membership function mA(x) of the clement x in the set A: mA(x) maps x-values into the 
degrees of membership in the closed set |0T1|. So. we can div ide this set into any number of fiizzy regions, 
associating with them the correspondent fiizzy concept. Empirical rule as those in the theory of induction will 
have in their conditions/actions parts several fuzzy concepts that can be classified according to their 
membership functions. Rules can be seen therefore as a mapping of a fiizzy set into another fuzzy set. 

4. GENETIC ALGORITHMS: THE NECESSITY OF SELECTIVE AND EVOLUTIONIST 
STRUCTURES 

As Edelman exposed in his book 114|. the modem synthesis of the biology or neodarwinism is based 
on two basic principles. They are: Principle of the Heredity of Gregor Mendel ( 1822-1884) and the Principle 
of Natural Selection of Charles Darwin (1809-1882). This sy nthesis started in the 1940s with Oswald 
Theodore Avery, who discovered that the DNA was the heredity material. The biological systems differ from 
other physical systems because they are selection sy stems that work with the notions of evolution and 
heredity. Edelman proposed therefore a neural Darwinism within a Tlicoiy of the Neuronal Group Selection 
(TNGS). It is based in three tenets. The first one says that the neuroanatomy (neural topology) of a given 
specimen is found by developmental selection. The second one does not change the anatomical pattern but die 
synaptic connections arc selectively strengthen or weakened. The third tenet says that perceptual 
categorization is formed by reentrant mapping of paralleled selection of inputs between neuronal groups. 
Primary consciousness (found in animals) arises when reentrant loop in the memory triggers a conceptual 
categorization of concurrent perceptions. The high-order consciousness is linked to the language symbolic 
capacity and arises with the specific area of mcmoiy reserved to the semantic structures leading to a 
conceptual explosion, due the linguistic experience. 

Study ing the problem of language acquisition by children who can deal with complexities of language even in 
low ages. Noam Chomsky postulated a view of a generative grammar in which the rules of syntax are 
independent of semantics. Language can be understood therefore as a fomial system or an algorithm. 
How ever, some researchers hav e pointed that children make sense of situations and of human intentions and 
then of what is said. According to the cognitive grammar of G. Lakoff. conceptual embodiment occurs before 
the language. Meanings arise because concepts arc embodied, and the syntax rules arise from the linguistic 
experience. In anv wav. therefore, a cognitive architecture must demonstrate a linguistic cognitive competence 
|I7|. 
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lt is a great challenge to construct neural networks according to the first tenet. However, we have an option to 
construct selection mechanisms according to the second and third tenets to strength or weaken some synaptic 
constnictions in the neural architecture. This mechanism is the genetic algorithm [9]. The Theory of Induction 
is modeled in the subconscious level by three algorithms: the classificr sy stems, the bucket brigade (rale 
supports, bids, and payoff), and the genetic algorithm. The classificr systems are a set of rules consisting of 
conditions and actions. The conditions are fixed by a set of detectors and the actions by a set of cffectors. For 
example. lF]prcssurizcr level is low. rapidly decreasing! THEN Jstarts the second charging pump] has two 
dctcctors and one cffcctor. The detcctors and cffectors arc represented by a combination of {l-0.#} notation, 
where 1 and 0 arc binary representations. The symbol # represents a "don't care' effector or detector. In die 
rale above, the dctcctors and effectors not included would be represented by Us. These rules compcte each 
other according to their strengths to pass messages forward. The changes of the strengths are done by the 
brigade algorithm. The strength increases through the continuous uses of the rale: new strcngth=old strcngth-
bid+paj off. where bid is paid for the predecessor niles and payoff is gained by the next nile. If there is no 
rale to be applied to the conditions, new m les could be generated by the gcnctic operators. The main operator 
is the crossover operator. It selects a random position /' of the string from two classifiers and exchanges the 
segments to the left. Then, it replaces the two lowest strength strings with the two new strings. The strings to 
be combined arc choscn according to a probability distribution proportional to their average strength. Instead 
of recompiling (chunking) the existing rules as in SOAR. T1 hypothesize new rales. 

5. COGNITIVE MODELS OF NUCLEAR OPERATORS : THE STATE OF THE ART 

In the nuclear industry, we can detect the following cognitive models |18|. They arc: Cognitive 
Simulation Model (COSIMO). Cognitive and Action Model of an Erring Operator (CAMEO), Integrated 
Reactor/Operator Sy stem (INTEROPS). Cognitiv e Env ironment Simulation (CES). MIT model f 19-23], 

All these models are similar concerning the processing of information in the operators' mind and the scqucnce 
of diagnosis executed by them. They follow basically the Rasmusscn's framew ork, divided in skill, rale, and 
knowledge levels of processing and using the symptomatic, topographic and hypothesis-and-test diagnostic 
searches. Some models have more details about the steps done by the operator, while others make a macro-
division. All of them agree that the operator reason with familiar situations represented by frames that arc 
triggered by adequate symptoms, formulate hy pothesis, confirm them, and choosc those used frequently in the 
past (those having more strength). Known procedures are followed according to the final decision making. 
The knowledge representation in this rule-based level is the same as in the ACT and SOAR. However, 
instead of production sy stems w ith conflict resolution or chunking, a procedural attachment embodied into 
frames of production rules is used w ith small variations. Sometimes, utilizing Blackboard Architectures 
(BBAs) and agenda of tasks (COSIMO). or programming the basic sequence of the operator tasks (as in the 
Rasmusscn's framework) as general production rules. The models differ just in the aspects of unfamiliar 
situations in the knowledge-based level (KBL) and in the formation of human errors. In the case of KBL. 
there are several alternatives: induction processes (to be implemented in COSIMO). topographic rales (T-
rales) hierarchically constnicted (CAMEO), and qualitative reasoning using means-ends analysis 
(INTEROPS and CES). 

In my point of view, the questions coming from the causal ordering discussion in the qualitative reasoning put 
an cnonnous obstacle in the generation of a reliable set of rules to be used in the KBL [24,21], On the other 
hand. T-rules arc yet an option to S-nilcs in the RBL(Rulc-bascd Level). What we need are some kind of 
NEW nilcs generated during the diagnosis process. This kind of rules only can be achieved through an 
induction process that is different from a deduction process used in the RBL. Concerning the human errors, 
the follow ing methods arc adopted: formation of slips and lapses through stress functions proportional to a 
time-pressure stress function, the number of rales processed at the same time (the limited capacity of the 
working memory), and the exponential decay of facts in the working memory (COSIMO, INTEROPS. 
HUANG/SIU): computation of the capacity of div iding attention among the infomiation channels: visual, 
auditive, cognitive, motor (CAMEO). While it is necessary a combination of these two tendencies, nothing 
has be done concerning the errors formation in the KBL (mistakes), for example, misapplication of good and 
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strong rules and application of bad rules. Nevertheless, the induction processes to be used in COSIMO will 
force necessarily the use of such errors treatment to represent the KBL errors [19]. 

6. THE NECESSITY OF HYBRID COGNITIVE MODELS: FUZZY NEURAL NETWORKS 
COUPLED WITH GENETIC ALGORITHMS AND INDUCTION THEORY 

Using the Kirchhoff s clectric current laws, we have (Pcrkcl. 1981) the equations of the neural 
networks 115]: 

' dt Ii, £ r„ 

( • ̂  " i s / x j ) » } « + /, 

where r,j=cytoplasmatic resistance between neurons i and j. 

is the lumped resistance. 

I 
>»ij — 

i'o 

and S,(.\|)=xl. a linear signal function. The Hopfield Circuit (19X4) arises when the svnaptic connection 
matrix is symmetric (M=iVl1 ). 

It is usual to define two field of memories Fx and Fy and the associated equations (continuous additive 
Bidirectional Associative Meniories-BAM): 

A, x, Y,Sj (yj)i>h + h 
) 

The Cohen-Grossberg acti\ation dynamics (1983) |15| is a multiplicative model of the Hopfield circuit to 
avoid saturation problems: 

o, fx,)/h, fx,J - X Sj (*j)'»«] 

Adaptive Bidirectional Associative Memory (ABAM) is a generalization of the Cohen-Grossberg model [15], 
If Brovvnian diffusions or 'noise' processes perturb the ABAM models, we get stochastic differential 
equations, with random processes as solutions (RABAM) 115|. If wc scalc the independent Gaussian white-
noise processes with the square-root of annealing schedules or "temperatures", we have the simulated 
annealing of a RABAM. Neural Network can be considered therefore dynamic systems represented by 
stochastic differential equations. 

The neural network architectures can be classified in feedforward or fccdback (BAM, ABAM, RABAM) 
models and they need to be trained with external data representing our knowledge about a specific subject. 
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Thcrc arc two types of learning: unsupervised (like the Pavlovian training) and supervised (renewal-
punishment system). Then; arc four types of unsupervised learning: 1 ) Signal Hebbian Learning law-SHL 
(Hebbs. 1949): 2) Competitive Learning Law-CL (Grossberg- 1969): 3) Differential Hebbian Learning Law-
DHL (Kosko. 1988): 4) Differential Competitiv e Learning Lavv-DCL (Kosko. 1990). 

d m,i 
SHL — /,?„ - St (x,)Sj O'j) 

dm,, CL — ^ - S, Cy'jJJ S, (s,) -m„ J 

nT,, J'»*, ) V , . ds.fxjtis/y,) 
DHL — , n h j . S , ( X i ) S j ( y j ) . — 

„ dm,, dSJy,) 
D C L I T — j J - t M * ) - » . / 

In particular. CL means that Fy neurons compctc for the activation induccd by the signal pattern S(x) 
generated by the field Fx. Tlie synapses Icam only if the their postsynaptic neurons win (Sj(yj(t))=l). DCL 
means "learn only if change". 

These laws have also random versions. RABAM and ABAM theorems, and they guarantee adaptive global 
stability 115], Competitive ABAM (CABAMs) are equivalent to the Adaptive Resonance Theory (ART) of 
Grossbcrg (1982). ART means 'lcam only if resonate". The Boltzmann machine is a particular case of 
simulated annealing with periods of Hebbian and anti-Hebbian learning (negative signal). 
The Adaptive Vector Quantization (AVQ) Ccntroid Theorem establishes that 

E|iii,|=avcragc{xj! | I 5 | 

for linear CLs and DCLs with S(x,)=x, and indicator functions S,(yl)=I|J,(x). 

The Supervised Competitive Learning (SCL) uses the reinforcement function r, defined by known dccision-
class indicator function: 

r.i I p, "ZL̂ M 

Other supervised learning models arc the LMS and the BBA. The Lcast-Mcan-Square (LMS) Algorithm uses 
the gradient-descent algorithm 

im-.r nh-ctV„I-.if el/ 

with E|ck~]=ctr- the LMS assumption for the mean-squared error, which simplifies to mk-i=mt+2ceuXu. Tlie 
backpropagation algorithm (BBA) propagates the instantaneous squared error backward from Fy through the 
hidden fields to Fs at cach iteration (which biologically was not continued v et). 

Models of the competitive Cohen-Grossberg equations have been applied for the pattern recognition 
problems. The BBAs and the ARTs have been applied to the problems of coding and categorization. Tlie 
competitive Cohcn-Grossbcrg equations and the BBAs models have also been used for speech recognition 
and synthesis. Robotics control uses cither BBAs or DHL. In the knowledge representation, ART (words and 
letters) and Boltzmann Machines (to represent schémas like frames) arc used. For the causal inferences, we 
have the Fuzzy Cognitive Maps (FCMs) using the DHL 115|. 

Tlie Adaptive Vector Quantization (AVQ) theorem f 151 allow us to capture all the rules that someone needs 
to control a nuclear reactor. These nilcs arc embodied in matrices calicd Adaptive Fuzzy Associative 
Memory (AFAM) |15| that map a set of input fiizzy variables read in the control room to a fuzzy set 
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consisting in variables that should be changed to put the rcnctor in n safe and steady-state condition. If we 
train a neural network with some competitiv e learning using the data of simulation of a transient in a nuclear 
power plant wc can extract cluster of rules in regions defined by our fuzzy variables that have membership 
functions fixed according to our fuzzy sets. They arc fixed with our know ledge of the physical phenomena. 
Regions that enclose a great number of associated niles w ill have more strength than others. These are 
preferential rules used frequently by the operators. Empty regions can be fulfilled with new rules that are 
discovered by genetic algorithms when there arc no more applicable rules to the unfamiliar situatioa 
Preferential rules arc responsible for the errors committed when someone applies good rules to the wrong 
situation. Bad rules could arise if there is no time to induce new rules with the GA. The algorithm stops 
without achieving an optimal recombination of the niles with the crossover operator. Time pressure can be 
simulated through the forgetting of the rules with less strength in the fuzzy regions and of some input 
variables when the Aisual-auditive channels enter into conflict with the cognitive processings pushing the 
cognitive workload index above a fixed limit. 

7. CONCLUSION: THE HUMAN FACTORS PROGRAM AT CNEN, INCLUDING THE 
COGNITIVE MODELS FOR THE EVALUATION OF HUMAN-MACHINE SYSTEMS 

At CNEN. wc intend to develop a Human Factors Program for the ANGRA-II Licensing that includes 
a revision of the chapter 18 of the USNRC Standard Review Plan. A cognitiv e model will be used to simulate 
the human-machine interface as well as to simulate the human errors to be used in a Probabilistic Safety 
Assessment (PSA). Wc have a system to collect data |25.26| from the ANGRA-I operational incidents that 
can be attributed to human failures, but we have neither a protocol to investigate the root-causes nor an error 
classification based in cognitive models. We think that the following initiatives will be useful: an 
improvement of our data collecting system, a dev elopment of a protocol, and. the most important a cognitive 
model based in the previous discussion to evaluate the ANGRA-I/1I NPPs human-machine interface and the 
operators training systems, to choose a method of human reliability f 271- and to diagnose the NPP operation 
during emergencies |28| . We know that, above all. the IAEA is giving increasing attention to these questions 
and wc would like to follow the developments in this area through the international cooperation with countries 
that hav e more experience in this area. 
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ABSTRACT 

According to the results of root causes analyses in the complex highly automatised systems almost S0% 
of reported events and scrams are due to the human error or malfunction. Nowadays scrams are mostly 
consequences of human mistakes. Human mistakes are according to the results of root cause analyses 
consequences of unfitness or inability to perform demanded task. Most of the workers in the system 
have adequate psychophysiological abilities and basic knowledge. So their performance in a real working 
situation depends on their fitness for duty or actual availability. 

Actual availability and consequently human performance depends on: • human abilities (basic hu-
man traits) 
• human knowledge (knowledge received in educational process and in special training) 
• human motivation (willingness to take part in the activity) 

Actual availability is the interference of abilities, knowledge and motivation in the real situation 
and it shapes human performance. 

Workers are able to self estimate their fitness for duty. On these estimations modelling of human 
performance in a real situation is possible. 

By the level of human performance system's performance should be predicted. 
We have developed questionnaire VTP for self estimations of well- being, mood, fatigue, arousal 

level, stress and motivation. At the same time data indicating human performance have been collected. 
Indicators of human performance have been the results on dual task and effectiveness in primary task. 

Connections between human fitness for duty and human performance have been modelled. Developed 
model explain the impacts of particular factors of fitness for duty on systems performance. 

1 INTRODUCTION 
In t h e beg inn ing of indus t r i a l i sa t ion machines have been very rigid and less efficient a n d pe r fec t t h a n 
m a n had been. Because of t h a t engineers have paid all the i r a t t en t ion to the technological p a r t of the 
s y s t e m - t o machines . S ince then machines have been more and m o r e improved to t o d a y ' s level - to the 
level of complex a u t o m a t e d sys tems - very reliable and s tab le . Man h a s n ' t changed very m u c h since the 
b e g i n n i n g of indus t r i a l i sa t ion - his abili t ies are a lmost the s a m e as they were a h u n d r e d yea r s ago. Bu t 
s o m e t h i n g has changed: m a n ' s knowledge and mot iva t ion hew been changed . 

Accord ing to t h e resul ts of roo t causes analyses [1] in complex high a u t o m a t e d s y s t e m s a lmos t 
80% of r e p o r t e d events a n d s c r ams are due to h u m a n errors or ma l func t ions . N o w a d a y s technological 
p a r t s of t h e s y s t e m s are m o r e s t ab le and s c r ams as the consequence of technological m a l f u n c t i o n are less 
f r equen t . 

Nowadays repor ted events are most ly consequences of h u m a n mis takes . H u m a n m i s t a k e s are , ac-
cording t o the resul ts of r oo t cause analyses , consequences of [2]: 
• h u m a n unf i tness - 22%, 
• neglect ing of p rocedures - 25%, 
• i n a d e q u a t e t r a in ing - 20%, 
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• o r g a n i s a t i o n a l f a c t o r s - 33%. 

W o r k e r s in a good work ing condi t ion who a re fit fo r d u t y a r e a b l e t o c o m p e n s a t e i n a d e q u a t e 
t r a i n i n g , b a d p r o c e d u r e s o r i n a d e q u a t e o rgan i sa t ion . If the i r f i tness fo r d u t y is low, t l iey will n o t b e a b l e 
t o r eac t a n d b e h a v e in acco rdance wi th expec ta t ions . 

I n a d e q u a t e level o f fitness for d u t y d i d n ' t inf luence only 2 2 % of r epo r t ed e v e n t s . I nd i r ec t l y i t 
i n f luenced m o r e t h a n 6 0 % of r epo r t ed even t s . 

D u e t o these f a c t s Tesearchers have t r ied t o m e a s u r e or e v a l u a t e h u m a n f i tness f o r d u t y in a r ea l 
working situation. 

Soon a f t e r t h e b e g i n n i n g of indus t r i a l i s a t ion t h e y were ab le t o m e a s u r e h u m a n p o t e n t i a l avai l-
ab i l i t y . Resea rche r s h a v e been ab l e t o m e a s u r e o r to e s t i m a t e h u m a n a n t h r o p o l o g i c a l , phys io log ica l a n d 
psycho log ica l t r a i t s a n d abi l i t ies . Since t he new age of a u t o m a t i o n t h e s e d a t a h a v e b e e n suf f ic ien t f o r 
t h e p r ed i c t i on of h u m a n genera l p e r f o r m a n c e . O n t h i s d a t a se lect ion of workers a n d t h e i r t r a i n i n g h a v e 
b e e n o r g a n i s e d . In a u t o m a t e d s y s t e m s y s t e m ' s p e r f o r m a n c e is m o r e sens i t ive on p a r t i c u l a r in f luences of 
t e chno log ica l a n d h u m a n part, of t h e sy s t em and b e c a u s e of t h a t d a t a desc r ib ing h u m a n bas i c t r a i t s a r e 
n o t suf f ic ien t a n y m o r e . In produc. t ional s i t u a t i o n s in m o d e r n s y s t e m s the p e r f o r m a n c e d e p e n d s even 
m o r e on h u m a n a c t u a l avai labi l i ty or fitness for d u t y t h a n i t d id in less c o m p l e x s y s t e m s . 

F i t ne s s f o r d u t y h a s n ' t been measu red since now, because it h a s n ' t been fa ta l ly i m p o r t a n t for t h e 
p e r f o r m a n c e of a m a c h i n e or s y s t e m . T o d a y it i s obvious t h a t s y s t e m ' s p e r f o r m a n c e d e p e n d s on h u m a n 
pos ib i l i t y t o real ise p o t e n t i a l abi l i t ies in real s i t u a t i o n . In t h e real s i t u a t i o n each o p e r a t o r h a s to real ise 
h i s : 
• basic, t r a i t s l ike inte l l igence, personal i ty , 
• k n o w l e d g e received in e d u c a t i o n a l process and in special t r a in ings , 
• m o t i v a t i o n - wi l l ingness to take p a r t in s o m e ac t iv i ty . 

P o t e n t i a l avai labi l i ty is the in te r fe rence of abil i t ies , knowledge and m o t i v a t i o n in r ea l s i t u a t i o n a n d 
i t s h a p e s h u m a n a n d s y s t e m ' s p e r f o r m a n c e . Perceived po ten t i a l avai labi l i ty is fitness fo r d u t y . 

W o r k e r s a re ab l e t o self e s t i m a t e the i r p o t e n t i a l avai labi l i ty - t h e y a re ab le t o sel f e s t i m a t e t he i r 
fitness for d u t y . Self e s t i m a t i o n s a r e sub j ec t i ve eva lua t ions of f a t i g u e , wel l -being, m o o d a n d a r o u s a l s p a n 
e s t i m a t e d by worke r s t hemse lves in a real s i t u a t i o n . 

W o r k e r s a r e n ' t ab l e t o self e s t i m a t e the i r levels of cogni t ive a n d s e n s o r i m o t o r ava i l ab i l i ty - b u t 
t h e y are ab l e t o self e s t i m a t e the i r f a t igue a n d well-being. 

Fa t igue , s t r e s s a n d exhaus t ion effect h u m a n cogni t ive and s e n s o r i m o t o r efficiency in a rea l s i t u a t i o n . 
Decrease in t h e h u m a n p e r f o r m a n c e is the consequence of f a t igue ' s inf luence on h u m a n ava i lab i l i ty [3]. 

C o n t r o l of a complex a u t o m a t i s e d s y s t e m is a very complex work , d e m a n d i n g e f fec t ive cogni t ive 
e v a l u a t i o n of d i f fe ren t , o f t en u n k n o w n p roduc t iona l s i t ua t ions . It d e p e n d s on t h e cogn i t i ve eva lua t i on 
o f a n o p e r a t i o n a l s i t u a t i o n w h e t h e r a n unexpec ted event e n d s in a s c r a m , inc iden t , a c c i d e n t or only a 
t r a n s i e n t . 

D u r i n g t h e t r a i n i n g process the ope ra to r s a r e t r a ined for cogni t ive e v a l u a t i o n of d i f f e r en t s i t u a t i o n s 
o n t h e bas i s of skill ru les a n d knowledge . 

M a i n t a i n i n g t h e s y s t e m wi th in safe ty l imi t s d e m a n d s o p e r a t o r s ' b e h a v i o u r b a s e d on ski l ls . S i t u a -
t i o n s t h a t m i g h t e n d a n g e r t h e e n v i r o n m e n t call for a n i m m e d i a t e r e sponse a n d e f fec t ive c o n d u c t based 
o n skills. 

Behav iou ra l p a t t e r n s based on skills m u s t be very f ami l i a r t o the o p e r a t o r s . 
Ef fec t ive skill based b e h a v i o u r d e m a n d s a d e q u a t e level of s e n s o r i m o t o r c a p a c i t y - i t d e m a n d s 

effect ive p e r c e p t i o n a n d m o t o r i c reac t ions . 
Because of high level of complex i ty of ope ra t i on of an a u t o m a t e d sys tem i t is i m p o s s i b l e t o t r a i n 

t h e o p e r a t o r s t o govern all o p e r a t i o n a l s i t u a t i o n s on the basis of skills. 
G r e a t n u m b e r of s i t u a t i o n s are managed on t h e ru le a n d knowledge based b e h a v i o u r . R u l e based 

b e h a v i o u r d e m a n d s ident i f ica t ion of s i t ua t ions and the choice of b e h a v i o u r a l p a t t e r n a d e q u a t e to t h e 
s i t u a t i o n in a c c o r d a n c e wi th p rocedures . Efficiency of rule a n d k n o w l e d g e based b e h a v i o u r is s h a p e d by 
t h e level of cogn i t ive avai labi l i ty . 

A d e q u a t e level of s e n s o r i m o t o r avai labi l i ty assure efficient skill based b e h a v i o u r . A d e q u a t e level 
of cognitive, a n d s e n s o r i m o t o r avai labi l i ty a s su re safe ancl efficient o p e r a t i o n of t h e n u c l e a r p o w e r p l a n t 



- 2 7 2 -

or a n y o t h e r a u t o m a t i s e d s y s t e m in each ope ra t i ona l s i t u a t i o n . 
E s t i m a t i o n s of each p a r a m e t e r ref lect ing levels of cogn i t ive a n d s e n s o r i m o t o r ava i l ab i l i ty s h o u l d b e 

a usefu l too l f o r p r e d i c t i o n h u m a n behav iour a n d c o n s e q u e n t l y of s y s t e m ' s p e r f o r m a n c e . P r e d i c t i o n of 
l i u m a n ava i l ab i l i t y s h o u l d b e necessary to avoid h u m a n e r ro r s a n d consequen t ly s c r a m s a n d u n d e s i r a b l e 
events . 

2 METHODS 
Levels of worke r s ' cogni t ive a n d s e n s o r i m o t o r availabi l i ty were m e a s u r e d d u r i n g n o r m a l s y s t e m ' s ope ra -
t i on . M e a s u r e m e n t s of h u m a n avai labi l i ty a re based on t h e theory o f dua l t a sk . 

D u a l t a s k m e t h o d is b a s e d on Brown ' s t h e o r y of l im i t ed h u m a n capac i ty : o n e p a r t of capac i ty 
is o c c u p i e d w i t h h u m a n m a i n t a sk ; t h e r ema in ing capac i ty could be occup ied w i t h d u a l t a s k . More 
capac i t i e s a r e occupied w i t h m a i n t a sk less capac i t ies are ava i lab le fo r d u a l t a s k . Eff ic iency on d u a l t a sk 
s h o u l d b e a n ind i r ec t i n d i c a t o r of h u m a n capac i ty i n a real s i t u a t i o n . 

S e n s o r i m o t o r ava i lab i l i ty was m e a s u r e d wi th m e a s u r e m e n t s o f r eac t ion t i m e s o n a d d i t i o n a l visual 
s igna l . 

C o g n i t i v e capac i t y was m e a s u r e d by resu l t s on Decod ing tes t . T h e m e a s u r e of c o g n i t i v e avai labi l i ty 
is t h e n u m b e r of d e c o d e d le t t e r s in l imited t ime . 

S e n s o r i m o t o r avai labi l i ty was measu red for p red ic t ion of skill based b e h a v i o u r . 
C o g n i t i v e avai lab i l i ty was m e a s u r e d for p red ic t ion of ru l e a n d knowledge b a s e d b e h a v i o u r a l p a t -

t e rns . 
I n d i c a t o r s of s y s t e m ' s p e r f o r m a n c e were t i m e d i s t r i b u t i o n s of s c r ams a n d t r a n s i e n t s . 
I n d i c a t o r s of fitness fo r d u t y were self e s t i m a t i o n s on V T P . F i tness for d u t y w a s m e a s u r e d w i t h 

self e s t i m a t i o n s of: 
• phys ica l f a t i gue , 
• p sych ica l f a t i g u e , 
• gene ra l wel l -be ing , 
• v ig i l ance - a t t e n t i o n s p a n , 
• m o o d , 
• s t ress , 
• m o t i v a t i o n . 

For self e s t i m a t i o n s of f i tness for du ty " Q u e s t i o n n a i r e of m o m e n t a r y feeling - V T P w i t h 47 a m o u n t s 
wi th five p o i n t scale for each i t e m (1 m e a n s very good cond i t i on , 5 m e a n s very b a d c o n d i t i o n ) w a s used . 

S u b j e c t i v e e s t i m a t i o n s of fitness for d u t y d a t a were collected in t h e m o r n i n g a n d in t h e n i g h t s h i f t 
four t i m e s p e r day ( n = 4 ) . W e have N = 153 m e a s u r e d " m e n - d a y s " 

I n d i c a t o r s of h u m a n avai labi l i ty are: 1. s e n s o r i m o t o r avai labi l i ty - reac t ion t i m e s - def ines as " b " 
2. cogn i t ive avai labi l i ty - n u m b e r of decoded le t ters - def ined a s " b 2 " 3. S y s t e m ' s p e r f o r m a n c e i n d i c a t o r s 
are : 
• t r i p s - def ines as C I 
• t r a n s i e n t s - defines as G2 

For deepe r q u a l i t a t i v e ana lyses roo t cause ana lyses for '23 r e p o r t e d even t s were p e r f o r m e d . T h e s e 
d a t a were used for q u a l i t a t i v e ana lyses of connec t ions be tween fitness for du ty , h u m a n ava i lab i l i ty a n d 
s y s t e m ' s p e r f o r m a n c e . 

T h e m a i n p u r p o s e s of t h e research were: 
• m o d e l l i n g of s y s t e m ' s p e r f o r m a n c e wi th h u m a n avai labi l i ty d a t a B —>• C 
• m o d e l l i n g of h u m a n ava i lab i l i ty wi th fitness for d u t y d a t a A —»• B 
• m o d e l l i n g of s y s t e m ' s p e r f o r m a n c e wi th fitness for d u t y d a t a A —> C 
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2.1 Mathemat i ca l part of the model 

• F r o m n m e a s u r e m e n t s t ime d i s t r ibu t ions of each p a r t i c u l a r f i tness for du ty i nd i ca to r a re e s t i m a t e d 
b y po lynomia l i n t e rpo la t ion . W e define PiT( i) as po lynomia l a p p r o x i m a t i o n of a,-T. 

• W e define h\(t) as e s t ima ted probabi l i ty of t r ips in t i m e i and /io(<) as e s t i m a t e d p robab i l i ty of 
t r a n s i e n t s i n t i m e t. 

• Accord ing t o t h e n a t u r e of analyzed d a t a ( peacks a r en ' t i m p o r t a n t ) we choosed | | • | | i n o r m . 

• S u p p o s e fixed r . Let it be Ä' = C[0, S], SijT = L(piT,pjT, 1) Ç X. For hm £ A' we find bes t 
p o l y n o m i a l a p p r o x i m a t i o n h m i j r £ S i j T in (A", | | • | | i ) , where is 

hmijr{i) •= «mir • p , 'T(0 + O'mjr • Pjr(t) + ßmijr • 1 ; m = 1, 2 

ll^mlll = IJ/imiir 111 + rmijT 

• F rom a se t Ami = {«m,i , i i f*m,i,2> •••,r*m,»,/v} w e S e t p robabi l i ty t h a t ex is t r , so t h a t is 
x = cvml> £ v4m£. Define index set 

I mi •= > P} 

• If 
jP.. .= JP. n JP . jL M 'mij • 'mi ' ' 'mj r ij 

t h e n there is p robab i l i ty P, t h a t we can app rox ima te b m wi th a ^ ancl a j . Qual i ty of t h i s approx i -
m a t i o n is 

' mi] := max {rmijT} 

3 RESULTS 

3.1 Sensorimotor availability 

Level of s enso r imo to r availabil i ty was on average higher in the n ight sh i f t . T h e lowest ievel of s e n s o r i m o t o r 

avai labi l i ty was a b o u t 11 o'clock in the morn ing - at t he t ime when according to t h e effects of biological 

r h y t h m s i t should b e the highest . 

s e n s o m o t o r 
avai labi l i ty 

129 -

122-
1 1 7 -

9 5 -

—i— 
1st 2nd 3rd 4th 

m e a s u r m e n t s 
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3.2 Cognit ive availability 
A v e r a g e level of cogni t ive avai lab i l i ty was also h igher in t h e n i g h t sh i f t . C o g n i t i v e ava i l ab i l i ty was a t 
t h e t i m e of t h e lowest level of v igi lance h ighe r t h a n in t he m o r n i n g sh i f t a t t h e t i m e of t h e h ighes t 
a r o u s a l level , acco rd ing to t h e ef fec ts of biological r h y t h m s . Dif ferences in t h e a v e r a g e levels of cogn i t ive 
ava i lab i l i ty b e t w e e n m o r n i n g a n d n i g h t sh i f t we re sma l l e r t h a n in t h e level of s e n s o r i m o t o r avai labi l i ty . 

cogn i t ive 
avai lab i l i ty 

1 0 5 - • • • • 
1 0 4 - . ; . ; . - . ; . ; . , 

100- • 

91 - . • . • . • . - . • . • . • . • . • . • . • . • . • . • . • . - . - . • . • • 

j I • • , • • < • • < • • • , 
1st 2nd 3 r d 4 t h 

m e a s u r m e n t s 

3.3 Sys tem's performance 
T h e h ighes t n u m b e r of s c r a m s was in t he m o r n i n g sh i f t be tween 9 a n d 11 o 'c lock , a t t h e t i m e of h ighes t 
level of h y p o t h e t i c psychophys io log ica l availabil i ty. T h e lowest n u m b e r of s c r a m s was in t h e second p a r t 
of t h e n i g h t s h i f t when psychophysio logica l avai labi l i ty s h o u l d be t h e lowest . 

Day s l i f t N i g h t s h i f t 
m e a s u r e f % f % X" 

1st 6 17.7 5 14.7 0.8 
2nd S 23.5 4 11.8 1 
3 rd 5 14.7 1 2.9 .6 
4 t h 4 11.8 1 2.9 1 

S = 23 E = 11 

T a b l e 1: Level of s y s t e m ' s p e r f o r m a n c e : d i s t r i b u t i o n of s c r a m s 

In t h e m o r n i n g sh i f t t h e r e were m o r e t r ans i en t s t h a n in t h e n igh t s h i f t . T h e h i g h e s t n u m b e r of 
t r a n s i e n t s were a t t h e second p a r t of the m o r n i n g sh i f t . 

3.4 R o o t cause analyses 
For q u a l i t a t i v e add i t i ona l a n a l y s e s collected d a t a were c o m p a r e d w i t h t h e r e su l t s of r o o t c a u s e ana lyses . 

A c c o r d i n g t o t h j r e su l t s of r o o t cause ana lyses : 
• 7 3 . 9 % of a l l s c r a m s occu red d u r i n g n o r m a l o p e r a t i o n o n power 
• 4 7 . 8 % of s c r a m s occured as t h e consequence of mi s t akes d o n e d u r i n g m a i n t e n a n c e work 
• 4 3 . 5 % of s c r a m s were consequence of mi s t akes in p l a n n e d , r o u t i n e t ask 
• 52 .2% of s c r a m s were d u e t o i n a d e q u a t e knowledge a n d t r a i n i n g 
• 4 3 . 5 % of s c r a m s were t h e r e su l t s of neglect ing to a cer ta in t a sk . 
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3.5 Analyses of behavioural patterns 
For d e t a i l e d ana lys i s of h u m a n role in tlie sys t em b e h a v i o u r a l p a t t e r n s i n e v e n t ' s o p e r a t i o n a l s i t u a t i o n 
were f o c u s e d . 

3.5.1 Morning sliift 

T h e m o s t f r e q u e n t i n t h e day s h i f t were knowledge based b e h a v i o u r a l p a t t e r n s . T h e m o s t f r e q u e n t were 
m i s t a k e s in decis ion m a k i n g - n o t talcing i n t o t h e a c c o u n t a l l t h e cond i t ion a n d s ide e f fec ts . A b i t h ighe r 
n u m b e r o f t h e s e m i s t a k e s was a t t h e t i m e of the " b e s t biological ava i lab i l i ty" a t t h e m i d d l e of t h e m o r n i n g 
s h i f t . I t w a s a t t h e t i m e of quite, low level of cogni t ive abi l i ty . 

T h e o t h e r m o r e f r e q u e n t behav iou ra l p a t t e r n in t h e m o r n i n g s h i f t was m o t o r i c a l var iab i l i ty -
i n a d e q u a t e m o t o r i c reac t ion based on skills. T h e s e were p u r e skill based e r ro r s a t t h e t i m e of lower level 
of s e n s o r i m o t o r avai labi l i ty . 

3.5.2 Night shift 

In t h e n i g h t s h i f t t h e s a m e b e h a v i o u r a l p a t t e r n s were t h e m o s t f r e q u e n t a s t h e y were i n t h e m o r n i n g 
s h i f t . T h e m o s t f r e q u e n t were m i s t a k e s " n o t t a k i n g in to t h e a c c o u n t all t h e cond i t i on a n d s ide e f fec t s" . 
Less f r e q u e n t were m i s t a k e s on skill based level - as t h e consequence of i n a d e q u a t e level of s e n s o r i m o t o r 
ava i lab i l i ty . 

Lower efficiency in t h e n igh t s h i f t was a t the beg inn ing of t h e s h i f t a t t h e t i m e of t h e lowest level 
of cogn i t i ve a n d s e n s o r i m o t o r availabil i ty. 

C o m p a r i n g t h e resu l t s of roo t cause analyses wi th resu l t s of m e a s u r e m e n t of cogn i t i ve a n d senso-
r i m o t o r ava i lab i l i ty i t is obv ious t h a t the re are some connec t ions . 

3.6 Model ing of connections 
F u r t h e r o n we tr ied to def ine these connec t ions be tween h u m a n availabil i ty, h u m a n efficiency a n d sys t em ' s , 
p e r f o r m a n c e . For th i s p u r p o s e m o d e l descr ib ing connec t ions be tween th ree k i n d s of d a t a w a s deve loped . 

M a t h e m a t i c a l m o d e l descr ibe connec t ions between fitness for du ty , h u m a n ava i lab i l i ty a n d s y s t e m ' s 
p e r f o r m a n c e h a s been deve loped . It exp la ins connec t ions a n d it s h o u l d be a usefu l too l f o r p red i c t i on 
p e r f o r m a n c e avai lab i l i ty f r o m h u m a n d a t a . 

3.6.1 Morning shift 

p e r f o r m a n c e - P 
s e n s o r i m o t o r avai labi l i ty - S 
cogni t ive avai lab i l i ty - C 

P+ 14.09 = - 0 . 0 1 4 7 x S - 0 .0235 x C 

3.6.2 Night sliift 

p e r f o r m a n c e - P 
s e n s o r i m o t o r avai labi l i ty - S 
cogni t ive avai labi l i ty - G 

P + 1.293 = - 0 . 0 0 0 9 7 x S + 0 .03944 x C 
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3.7 Self est imations of fitness for duty 
In real o p e r a t i n g s i t u a t i o n col lect ion of d a t a wi th dua l task is d i f f icul t . F r o m t h i s i ssue m e t h o d fo r self 
e s t i m a t i o n of f i tness f o r d u t y h a s been developed. T h e bas i s i ssues for th i s d e v e l o p m e n t were : 

o n t h e b a s i s of f i tness for d u t y p r e d i c t h u m a n avai labi l i ty a n d p e r f o r m a n c e 
a n d 

a r e p e o p l e a b l e t o self e s t i m a t e t he i r fitness f o r d u t y objec t ive ly 
a n d 

a r e t h e r e a n y c o n n e c t i o n s be tween h u m a n fit? A I-W d u t y a n d h u m a n p e r f o r m a n c e . 

F i t n e s s fo r d u t y h a d been self e s t i m a t e d in d i f ferent p r o d u c t i o n a l s i t u a t i o n s a m o n g d i f fe ren t k i n d 
of workers . O n t h e bas i s of these r e su l t s scales f o r self e s t i m a t i o n of o p e r a t o r s ' fitness for d u t y were 
d e v e l o p e d . 

S c a l e for phys ica l f a t i g u e con ta ins d a t a a b o u t pa ins in dif ferent p a r t s of t h e b o d y a n d e x h a u s t e d -
ness . 

Sca l e f o r psych ica l f a t i g u e con ta ins feelings of depress ion, confus ion a n d c o n c e n t r a t i o n p r o b l e m s . 
Sca l e of gene ra l f a t i g u e c o n t a i n s feel ings of t i redness , f a t i g u e a n d u n c o n f o r t n e s s . 
Sca l e of m o t i v a t i o n c o n t a i n s feel ings of g e t t i n g sick, be ing bo red , be ing lazy a n d wishes t o finish 

t h e t a s k . 
Sca l e of v ig i lance c o n t a i n s feel ing o f s leepiness . 
Sca l e of m o o d c o n t a i n s fee l ings of sadness , s ickness, anx ie ty a n d t i r edness . 
Sca l e of s t r e s s c o n t a i n s fee l ings of i r r i t a t i on , f ea r , ange r a n d s t o m a c p a i n s . 
All seven scales cover t h e whole space of wel l -being. A bi t closer t o g e t h e r a r e scales of psychica l 

f a t i g u e a n d g e n e r a l f a t i g u e . 
F i t n e s s fo r d u t y d a t a were collected a m o n g g u a r d s a n d o p e r a t o r s . G u a r d s were t h e cont ro l g r o u p 

f o r t h e o p e r a t o r s ( t h e s a m e sh i f t schedule bu t less complex t a s k ) . 

3 . 7 . 1 M o r n i n g s h i f t 

In t he m o r n i n g s h i f t g e n e r a l wel l -being of g u a r d s was b e t t e r t h a n o p e r a t o r s ' one . Di f fe rences were sma l l 
b u t t h e y were o b v i o u s . 

3 . 7 . 2 N i g h t s h i f t 

In t h e n i g h t s h i f t t he genera l wel l -being of o p e r a t o r s WEIS much b e t t e r t h a n the g u a r d s ' one . Dif ferences 
were q u i t e g r e a t . G e n e r a l wel l -being of o p e r a t o r was in t h e in te rva l of a d e q u a t e wel l -be ing ; gene ra l 
wel l -be ing of g u a r d s w a s in t he in terva l of bad feel ing a n d t i r edness . 

In t h e genera l wel l -be ing of o p e r a t o r s the re were sma l l d i f ferences be tween m o r n i n g a n d n i g h t s h i f t . 
A d e q u a t e wel l -be ing in t h e n i g h t sh i f t is a consequence of lower work c o m p l e x i t y a n d a b i t of s l r e s s fo r 
all t h e t i m e - a l so d u r i n g n o r m a l o p e r a t i o n . T h i s m o d e r a t e s t r e s s keep vig i lance a n d wel l -being on t h e 
a d e q u a t e level a l so a t t he t i m e of lower biological avai labi l i ty . 

O p e r a t o r s ' fitness fo r d u t y in t he n igh t sh i f t was h ighe r z h a n it s h o u l d be a c c o r d i n g t o t h e resu l t s 
of classic, s h i f t work ' s s t u d i e s [4], 

In t h e genera l wel l -be ing of g u a r d s t he re were g r e a t d i f ferences a m o n g t h e s h i f t s . Dif ferences in 
t h e e s t i m a t e d wel l -be ing were in accordance wi th resu l t s of o t h e r sh i f t work ' s r esea rches . 

3.8 Mode l of connection 
A c c o r d i n g t o o u r r e su l t s in t he m o r n i n g sh i f t s y s t e m ' s p e r f o r m a n c e depends on t h e v ig i lance a n d gene ra l 
f a t i g u e level. 

In t h e n i g h t s h i f t s y s t e m ' s p e r f o r m a n c e d e p e n d s on t h e psychical f a t i gue a n d s t r e s s level. 
H u m a n p e r f o r m a n c e a n d var iabi l i ty a lso d e p e n d s on h u m a n fitness f o r d u t y . 
In t h e m o r n i n g sh i f t h u m a n p e r f o r m a n c e d e p e n d s on t h e level of m o t i v a t i o n a n d v ig i lance . In t h e 

n i g h t s h i f t h u m a n a n d s y s t e m ' s p e r f o r m a n c e d e p e n d s on the m o o d a n d m o t i v a t i o n . 
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F r o m o u r resu l t s m o t i v a t i o n , vigi lance, s t ress , m o o d a n d f a t i gue s h a p e h u m a n a n d c a u s e g u e n t l y 
a lso s y s t e m ' s p e r f o r m a n c e . 

Pe r ce ived s t ress , m o o d a n d fa t igue a r e sub jec t ive ly e s t i m a t e d h u m a n fitness fo r d u t y i n d i c a t o r s . 
W e a re a b l e t o pe r ce ive s t ress a n d fa t igue , e v e r y b o d y a r o u n d u s perceive ou r m o o d . F r o m eve ryday 

l i fe i t i s o b v i o u s t h a t o u r m o o d a n d f a t i g u e s h a p e o u r p e r f o r m a n c e level. In o u r r e sea rches we t r ied t o 
q u a l i t a t e t h i s c o n n e c t i o n s a n d t o develop a m e t h o d fo r self e s t i m a t i o n s of fitness fo r d u t y in a rea l 
o p e r a t i o n a l s i t u a t i o n . 

4 CONCLUSIONS 
T h e m a i n p u r p o s e of o u r work h a d been : t o develop a too l f o r p red ic t ion of s y s t e m ' s p e r f o r m a n c e f r o m 
h u m a n fitness fo r d u t y d a t a . Fo r th i s p u r p o s e scales for self e s t i m a t i o n s of fitness for d u t y a n d m o d e l of 
c o n n e c t i o n s were deve loped . R igh t now we are in t he p h a s e of m e t h o d ' s v a l i d a t i o n in a r ea l w o r k s i t u a t i o n 
- also outside, n u c l e a r p o w e r p l a n t . W e collected s o m e d a t a for c a r p e n t e r s and o t h e r c o n s t r u c t i o n workers 
w h o h a v e t o p e r f o r m the i r work h igh ly a b o u t t h e e a r t h . 

C o l e c t i n g d a t a f o r nurses in t h e in tens ive hea l th ca r e u n i t 
V a l i d a t i o n of m o d e l i s so now in progress . O n t h e bas i s of our resu l t s we i n t e n d t o i m p l e m e n t 

f i t ne s s fo r d u t y self e s t i m a t i o n s in every day ope ra t i ona l and work prac t i se in nuc lea r o b j e c t a n d in t h e 
work p laces w i t h h igh ly s t ress work . 

S u b j e c t i v e d a t a a r e less val id t h a n ob jec t ive ly m e a s u r e d d a t a f r o m 
techno log ica l p a r t of the s y s t e m . B u t they a r e t h e on ly avai lable d a t a a b o u t h u m a n p a r t of t h e 

s y s t e m - a b o u t t h e p a r t caused 8 0 % of all the events . 
F r o m t h i s issue u s e of self e s t ima t ion for measure level of h u m a n fitness for d u t y nnd m o d e l i n g of 

inf luence on h u m a n a n d s y s t e m ' s p e r f o r m a n c e is r easonab le a n d a wise p a t h t o ach ieve b e t t e r p red ic t ion 
of s y s t e m ' s p e r f o r m a n c e . 
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