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Abstract

The safety assessment of programmable automation systems can not
totally be based on conventional probabilistic methods because of the
difficulties in quantification of the reliability of the software as well as the
hardware. Additional means shall therefore be used to gain more confi-
dence on the system dependability.

One central confidence building measure is the independent dynamic
testing of the completed system. An automated test harness is needed to
run the required large amount of test cases in a restricted time span. Paper
describes a prototype dynamic testing harness for programmable digital
systems developed at VTT.

1 INTRODUCTION

The safety assessment of programmable digital systems can in large not

be based on conventional probabilistic methods because of the difficulties

in quantification of the reliability of the software as well as the hardware.

Additional means shall therefore be used to gain more confidence on the

system dependability. Surveys of safety assessment methods used for real-

time systems show that none of the existing methods alone is sufficient

for the estimation of the safety and reliability. Every one of the methods

have more or less serious drawbacks in applicability, coverage or in some

other area. The problem concerns both techniques intended for safety

increasing and methods for safety assessing. For these reasons the princi-
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pie to be applied should be diversity in methods and techniques used for

the assessment of the system dependability. The basic rule can be ex-

pressed as follows: confidence in the dependability increases as the

number of different assessing methods increases (McDermid 1991).

Parnas etal. (1990) suggests that the safety of the system should rest on

a tripod made up of testing, mathematical reviews and a certification of

the personnel and the production process.

The qualification process of programmable digital protection systems for

nuclear plants corresponds to the approach these authors propose. It

includes assessment of the development process, assessment of the prod-

uct itself and testing of the system that is based on statistically selected

test cases. In any case, several assessment methods give different points

of view to the safety of the system, and therefore they produce a more

credible safety estimate than one assessment method alone.

This document deals with one part of the licensing problem: demonstrat-

ing the correct behaviour of the target system by using dynamic testing.

An automatic test harness has been specified at VTT in a project support-

ed by the Finnish Centre for Radiation and Nuclear Safety (Haapanen &

Korhonen 1994). The test harness will be applied in a trial testing of two

pilot systems provided by ABB Atom and Siemens AG later in 1994. The

harness includes the generating and management principles for the test

cases and the means for the verification of the test results. The most

tedious task is the building of a logical model of the target system which

can be used to verify the correctness of the test results.

2 DYNAMIC TESTING

Traditionally the development process of each system will incorporate

testing in well defined phases. Unit testing, integration testing, works

acceptance testing and customer or site acceptance testing will form the

core of the testing activities. For safety critical systems the ability to

demonstrate a degree of independence in works acceptance testing and

site acceptance testing is important.
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The dynamic testing at the end of the development process is aimed at

demonstrating that the delivered system performs to its specification and

meets customer requirements, that there are no functional errors in the

software or the hardware and that the system interacts effectively. The

operation of the system is addressed in realistic situations, with realistic

operating conditions, with respect to the required reliability. Testing is

intended to demonstrate that in a realistic situation, with real inputs, the

system will behave as required over a prolonged period of time. Although

the testing can not prove the system to be safe, each successfiil test case

can increase the confidence about safety.

In general the finding of errors at the final dynamic testing phase will

jeopardize the whole acceptance of the system. The mere removing or

correction of errors is not enough but the causes of their birth and going

through the earlier testing and verification phases must be cleared and

removed from the system production process.

3 TEST HARNESS

3.1 SYSTEM STRUCTURE

The structure of the test harness is

sketched in figure 1. The test generator

feeds the test sequences to the automa-

tion system to produce the target system

responses. The same test sequences are

used as inputs in the logical model of Fi^re L Basic structure °fthe

test harness
the target system ("test oracle") which

produces expected test results. The results are then compared in the test

result comparator and if the results are not equal, the system and the

logical model have to be checked for the difference.

The test oracle contains a logical model of the tested system. It omits

some important features of the real system. The most crucial of these

features are real-time properties that cannot be studied using the logical

Test generator
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SIMULATORS, TRANSIENT ANALYSES. ETC

model. Usually most programmable automation system have real-time

requirements, meaning that the system has to respond to a stimulus in a

certain time limit. In addition, the implementation of the system is ignored

in the logical model. This means that even if the implementation contains

several redundant units, voters etc., these are not significant regarding to

the logical (or real) behaviour of the system, and they are therefore not

included in the logical model. In the construction of the logical model,

more important than the implementation details are the requirements

specifications which form the basis of the system design. Thus the logical

model reflects only the logical behaviour of the system, ignoring many

features that are important in the real world system, like real-time charac-

teristics and system design and implementation issues.

Though figure 1 seems to suggest

that test cases are fed into the

target system and its logical model

in parallel, this has not to be the

case in the real life. The same test

sequences have to be driven

through the target system and the

model, but not necessary in paral-

lel or not even in the same test

environment. The tests can be

done at different times and if the

results are recorded, they may

afterwards be compared and

checked for cases that gave dis-

similar results. Recording of the

results makes it also possible to

run the cases in totally separate

environments, physical connection Figure 2. Off-line and on-line parts of
the harness.

between the environments is not

needed. The recorded results can be moved from one environment to

another using for instance floppy disks. The actual realization specified is

presented in figure 2.
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3.2 TEST DATA GENERATION

The ultimate goai is to define such a set of test cases that would reveal all

faults and errors. If the knowledge about the system internal structure

together with some continuity, majority etc. principle does not allow the

extension of one single test to cover a wider range of test cases, a "com-

plete" testing is required. This requires all possible input and internal state

combinations to be covered. This is in practice not possible, since even in

systems with a limited number of inputs and internal states the combi-

nation explosion would raise the required number of test cases far beyond

any practical limits.

Another important goal is to define a statistically significant set of test

cases for the estimation of the system reliability. When the requirements

are very high, as is the case eg. for the reactor protection system, even

this significance usually is hard if not impossible to fulfil.

In a real project only a limited time period is available for the testing

before plant start-up, and this time together with the performance of the

testing system set the upper limit for the number of test cases. Thus the

practical goal would be to define as many different test cases as can be

run during the limited time period available for testing.

The generation of the test cases will start from a rather limited set of

basic cases drawn from different sources available, eg. plant transient

analyses, measurements from existing plants, models and simulators etc.,

and then multiplying these to a larger set by proper randomizing tech-

niques in order the reach some statistical significance. Main methods for

the randomizing are adding noise to the signals and pointing random

sensor failures to various signals.

3.3 TEST ORACLE

For creating a model of the target system a high abstraction level lan-

guage is needed to describe its behaviour. The language shall be execut-

able, which presupposes formal semantics. Usually formal languages have
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two different notations: one for describing the reactive part (i.e. the

behaviour ) of systems, and one for describing the data transformations.

The reactive part is in general described using state machines and the

lowest level activities using some high level language like C.

The model of the target system should be based on the requirements

description of the system instead system specification as they may already

include some shortcomings or misinterpretations.

There are several alternatives for creating the logical model of a typical

target system. Perhaps the most generally used are the RTSA-method and

Statecharts for embedded systems. Five methods were originally consid-

ered as candidates and ReaGeniX RT/SA-model (ReageniX a, b, 1993)

and Statecharts-methods (Statecharts 1992) finally selected for further

inspection:

These methods were applied for modelling of one target system and their

weighted superiority determined using AHP-method (Saaty 1992).
ReQueX

VTT/ЖО

Criten

A

ia

10.00

Complex systems

Tool support

Easy to apply

Simple models

brorfree

Fast execution

Low cost computer

В

Compl.

1

0.S0

0.33

0.50

0.50

0.50

0.33

Tool

2.00

1

0.50

0.50

2.00

0.50

0.50

Easy

3.00

2.00

1

1.00

3.00

2.00

2.00

Simple

2.00

2.00

1.00

1

3.00

1.00

1.00

Error

2.00

0.50

0.33

0.33

1

0.25

0.33

Fast

2.00

2.00

0.50

1.00

4.00

1

0.50

Low

3.00

2.00

0.50

1.00

3.00

2.00

1

Local

%

25.65

15.37

6.84

8.84

24.61

10.34

8.34

Global

%

2.6

1.5

0.7

0.9

2.6

1.0

0.8

Compare each A criteria to В criteria

If A is equally important than B. set

If A is weakly more important than B, set

If A is strongly more important than B. set

If A is very strongly more important than B. set

If A is absolutely more important than B. set

If В is more important than A. use corresponding reciprocals

e.g. if В is weakly more important than A, set 3 to (BA) and 1/3 to (A.B)

Table 1. The AHP-method for determining weight factors.

100.00 10.00

Element

(A.B) (B.A)

1 1.00

2 0.50

3 0.33

4 0 2 5

5 0.20
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The following table contains the selection criteria, their weights and the
points for both methods.

Criteria

1. Applicable for complex systems.

Weight 2,6

2. Tool support

Weight 1,5

3. Applying is easy.

Weight 0,7

4. Resulting model is simple and easy to understand.
Weight 0,9

5. The same test cases for target system and model.

Weight -

6. Resulting model is error free.

Weight 2,5

7. Fast execution of test cases.

Weight 1.0

8. Common, low cost environment

Weight 0,8

^Weight-Points

ReaGeniX

4 (10,4)

2 (3,0)

3 (2.1)

3 (2.7)

Not applicable

2 (5,0)

3 (3,0)

5 (4.0)

30,2

Statecharts

3(7.8)

4 (6.0)

2 (1,4)

2 (1.8)

3(7,5)

2 (2.0)

2 (1.6)

28,1

Table 2. Method comparison.

As the method comparison table shows, the applicability of the methods

is rather close to one another using the criteria presented above. The

drawbacks and advantages of the methods are partly compensative: while

ReaGeniX has a stronger methodological background and it is thus easier

to apply, Statecharts has the better tool support which gets the scores even

again. No serious weaknesses were found that would reject either of the

methods. Without any doubt both methods can be used for modelling real-

time safety critical automation systems. This has successfully been

demonstrated in this project.

However, some minor differences between the methods finally decided

the selection for the ReaGenix.
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3.4 THE ON-LINE SYSTEM

The on-line system is a common industry standard PC-computer equipped

with proper I/O-cards for the connection to the test object. These include

commercially available D/A-, AID- and binary I/O-cards. Standard

features also include a large hard disk and a DAT-recorder able to contain

the large test data bases.

The input driver is a simple program loop timed by an external clock

signal. At each time step it reads the precalculated integer and binary test

signal values from the data tables and loads them to the input registers of

the D/A-channels and binary output cards. Inside the same execution loop

the output driver reads the momentary output signal values from the

binary I/O-cars and stores them to output signal data tables for compari-

son with the expected response by the result comparator.

The result comparator compares at each time step the measured binary

output signals from the test object with the corresponding expected

response signal values in the test data base. As long only binary signals

must be compared the task is quite straightforward. In case also analogue

signals shall be compared to the expected response, the comparator

algorithm becomes much more complicated, since also some amplitude

deviations besides small differences on time behaviour must be allowed

without an actual error is concluded to have taken place. This case,

however, is not handled in the prototype test harness.

4 SUMMARY

A prototype dynamic test harness has been specified and implemented at

VTT. This system will later in the year 1994 be used for experimental

testing of two representative pilot systems developed by ABB Atom and

Siemens AG. The purpose of testing is not to validate the pilot systems

but to get experience on the testing procedure and identity further devel-

opment needs of the harness. Based on experience gathered the system

can later be expanded and completed to a rail-scope testing environment
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and used for testing real safety critical nuclear power plant applications

when they arise either in existing or new nuclear power plants in Finland.
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