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FOREWORD

Various operator support systems (OSSs) for nuclear power plants are already operational
or under development in the Member States. OSSs are based on intelligent data
processing and in addition to plant operation, they are becoming more important also for
safety. A key feature of OSSs is their availability to structure data to increase its
relevance to a given situation. This can improve the user's ability to identify plant
function, systems and component state and to identify and diagnose faults. OSSs can also
assist the user to plan and implement corrective actions to improve NPP availability and
safety.

In September 1991, the IAEA Committee for Contractual Scientific Services approved the
Co-ordinated Research Programme (CRP) on "Operator Support Systems in Nuclear
Power Plants" in the framework of the Project "Man-Machine Interface Studies". The
main objective of the programme is to provide guidance and technology transfer in the
development and implementation of OSSs, including the experience with man-machine
interface and closely related issues such as instrumentation and control, the use of
computers, and operator qualification.

The third meeting of the CRP participants was held in Rome/Italy, from 10 to 14 October 1994
and was sponsored by the ANPA The meeting reviewed the progress of the CRP tasks,
considered the reports of national activities in the subject area and agreed on the time schedule
for the preparation of the final report.

The present volume contains: (1) materials prepared by the CRP meeting, (2) list of the CRP
participants, and (3) reports presented by the national delegates.
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Summary of Task Working Group Meeting: Task 4.2.2
Y. Fujita

SECTION 2.2 AREAS OF CSS UTILISATION

It is often difficult to know where CSS can be most beneficial. The purpose of
this section is to discuss some factors (or views) that one should take into
account when attempting to identify a CSS which would be most beneficial. The
following points will be made:

1) General areas where one may consider the utilisation of CSS include:

- user management
- maintenance
- operation
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SUMMARY REPORT

During October 10-14,1994 the members of the Co-ordinated Research Programme (CRP)
on Operator Support Systems in Nuclear Power Plants met in Rome, Italy. This third
meeting of the CRP participants was hosted by ANPA. The countries represented at this
meeting were Argentina, the Czech Republic, Finland, Hungary, Italy, Japan, Norway,
Romania, the Russian Federation, The Netherlands, and the United States of America.
China has just recently joined the CRP but was unable to attend this meeting.

Following the opening remarks by the Scientific Secretary and the CRP Chairman, the
group discussed the final products of the CRP. The first product will be a technical report
on computerized support systems. The proposed title for this report is "Computerized
Support Systems for Nuclear Power Plant Applications". This title reflects the discussion
held by the group to change from the term "operator support systems" to the term
"computerized support systems". This was done because the term "operator support
systems" implies to many people support systems for operations staff only. The group, in
defining the programme, had identified that the programme related to all support systems
including operations, maintenance, engineering, and management applications. To remove
the perceived limitation caused by the term "operator support systems", the term
"computerized support systems" was adopted. A major activity for this meeting was to
develop the structure of this technical document, to develop the detailed outlines for each
section, and to identify the process each task group would use to create its section.

The second product of the CRP will be a computerized support system database. This point
will be discussed later in this report.

After this discussion, the Scientific Secretary identified future IAEA meetings and training
courses. The Scientific Secretary also described a number of IAEA technical documents
which wnl be published in 1994 through 1996.

The CRP members then presented their national reports, which will be published as working
material After the national report, each member presented the task report for which the
member was the task leader. These reports generated discussions on both the national
activities and the task activities.

More detailed discussions were then held on the technical document that would represent
the final product of the CRP. It was agreed that each task group would finalize its section
of the report before the next meeting. The report would then be put together and
distributed to the entire group for review and modifications. The final meeting would then
be devoted to national summary reports and the finalizing of the technical document.

The scope of the final report is divided into the following five main areas:

Identification and clarification of OSS - Section 2
Operator support systems' current status and experience - Section 3
Human aspects of introducing OSS - Section 4
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Technology for implementation - Section 5
Cost/benefit and evaluation - Section 6

Significant aspects of the technology related to OSS that were pointed out by individuals
which should be presented in the final report were:

Consequences of the use of expert systems
Consequences of soft automation on operator behaviour
Effectiveness of the current methods to guarantee software reliability
Effectiveness of the OSS in regard to usefulness and cost/benefits.

The remainder of the meeting was devoted to task group meetings. In these meetings, the
task group members developed detailed outlines for their sections. The task group members
identified how they would work together to develop each section, responsibilities for each
member, and a schedule for deliverables. After the group meetings, a summary of each task
was presented to the entire group.

Future Responsibilities

Task groups will actively work together during the year to develop information
on the task and to prepare the final task report, in the format for the CRP
technical document, and submit it to the Agency in an electronic form by 1 Jury
1995.

Task leaders win take the responsibility to ensure that communications amongst
group members is maintained. They wOl work with the other members of the
task group to develop the final task report. They will put the report into an
electronic form and submit it to the Agency.

AH CRP members will prepare national reports that summarize activities for the
entire three years of the CRP. These reports will be brought to the next
meeting in an electronic form, as well as a paper form, to be attached to the
final CRP technical report.

Next Meeting

It is anticipated that the next CRP meeting will be hosted by KEMA in the Netherlands.
The tentative date for the meeting is 16-20 October 1995. This meeting wui include national
reports by all participants and task reports for all of the tasks by the task leaders. Since this
wffl be the end of the three year CRP, the national reports wffl be a summary of the activities
for the entire duration of the CRP. The task reports will also represent the completed
results of each of the tasks.

Before this meeting is held, each task group will complete a final draft of their task report.
These task reports wffl be submitted to the Agency in an electronic form by 1 Jury 1995.
Figures will be acceptable in a hard copy form, if necessary. The final report wfll be put into
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a working material format and sent to all of the CRP members by 1 September 1995. This
will allow the members to review and put their comments into the report before the October
CRP meeting. At this meeting, the group will develop the final version of the technical
document which describes the CRP and the results of all of the tasks.

Computerized Support System Database

During the first CRP meeting, the members identified the need for a questionnaire on
computerized support systems in nuclear power plants. The results from the questionnaire
would be put into a database to create a source of information on computerized support
systems. The areas of interest for the questionnaire were also identified during that meeting.

In the months after this first meeting the questionnaire was created, modified, and sent out
to organizations. After the second CRP meeting four members of the CRP met to develop
the structure of the database. A subgroup of the CRP members volunteered at this third
CRP meeting to work with the IAEA to implement and populate this database. So far there
have been between sixty and seventy responses to the questionnaire. This database is to be
a 'living" product of this CRP.

A subgroup of the CRP members (Hungary, Russian Fed., Netherlands) volunteered at the
meeting to work with the IAEA in implementing the data base on operator support system
in NPPs. The result of this task will be presented in Sections 2 and 3 of the final technical
report.

The IAEA will start in 1995 the project on development of a data base on operator support
systems in NPPs with support from the CRP participants.
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TASK LEADER REPORTS

Task leaders report
E.F. Loriaux, J.N.T. Jehee

Section 3.1 'Experience with existing CSS' will contain the results of task 4.1.2.:
'Survey of existing Operator Support Systems and the experience with them'.

In the working group on task 4.1.2 the main points of the discussion are listed below.

1. Section 3.1 will be divided into 13 subsections according to the general
classification in the database.

2. In order to effectively communicate in the forthcoming year it was agreed to
produce two drafts on section 3.1. The following milestones were established.

Nov. '94
The participants will be asked by fax to send their experience with CSS to be included
in a first draft.

March '95
The task leaders distribute a first draft section 3.1. Information from the data base will
not be included in this first draft since it is expected that the data base will be available
at about the same time.

March - June '95
The participants can send their comments on the first draft with supplementary
information for inclusion in the second draft.

July '95
The task leaders will distribute a second draft for which comments on the first draft
have been considered. To the extent possible, information of a preliminary assessment
of the data base will be included in this draft section.

Section 3.2 "Documentation' will contain the results of task 4.1.1.: 'Survey of existing
documentation relevant to this programme's goals'

In the working group on task 4.1.1 the main points of the discussion are listed below.

1. Section 3.2 will be divided into 9 subsections according to the document
classification as was discussed in the Budapest meeting in '93, viz.:
1. Regulatory requirements
2. Utility requirements
3. Validation
4. Surveys and guides on operational procedures
5. Plant specific application
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6. Human Machine Interaction
7. Operational experience
8. Methods and techniques
9. Plant management

2. In each paragraph an introductory description on the field wül be given, most
preferably based on one to three state-of-the-art reports. The participants will be
requested to identify state-of-the-art documents relating to the document
classification. In a first draft a description of the topics will be given. Comment and
supplementary information will be sought for producing a second draft before the
concluding meeting in 1995.

3. In the working group it was found useful to produce an abstracts-report on the
relevant documentation on CSS. This abstracts-report is to be based on the INIS data
base and could be included in an annex to the final report. It was emphasised that a
more restrictive selection of documents would enhance the usefulness of the report.
(The previous abstracts report also mcluded documents on accident management)

4. Mr. Kossilov will send material to the task leaders on the relevant documentation.
Mr. Haugset will find out whether the abstracts of Halden are mcluded in the INIS or
could be made available by email or on disk.

5. The following milestones were established.

March '95
The task leaders distribute a first draft section 3.2 and a first draft abstracts report.

March - June '95
The participants can send their comments on the first drafts with supplementary
information for inclusion in the second draft.

Sept. '95
The task leaders will distribute a second draft of section 3.2 and of the abstracts-
report. Comments on the first drafts will have been considered.

Task leader report
V. Silvani

Section 3.3 'Anticipated functional requirements' and section 3.4 'Qualification
requirements and experience' that contain the results of task 4.1.3 and task 4.1.4
'Development of appropriate terminology for identification and classification'.

ш the working group on task 4.1.3 and 4.1.4 the main points of the discussion are
listed below.



1. Section 2.3 and 3.4 will be combined with the title 'Anticipated functional and
qualification requirements' and will be subdivided into 19 subsections as can be seen in
the table of content.

2. It was established that was prepared for this task, is in a good shape. Little
additional work is required to prepare the final draft report.

3. Concerning the qualification requirements it was established that the regular
industry standards and V&V requirements apply. It was noticed that for the SPDS
special instrumentation requirements had been defined. Mr. Loriaux and Mr. Jehee will
provide the task leader with those SPDS requirements.

Task leader report
V. Golovanov

Section 2.1 'Terminology for identification and classification' will contain the results of
task 4.2.1 and task 4.2.4 'Development of appropriate terminology for identification
and classification'.

In the working group on task 4.2.1 and 4.2.4 the main points of the discussion are
listed below.

1. Section 2.1 will be divided into 3 subsections with the following titles: 2.1.1
Terminology, 2.1.2 List of classes, 2.1.3 Short description of classes.

2. The UNIPEDE classification for CSS is appropriate. The classification is consistent
with the questionnaire.

3. The current task report is a good basis for the final report on this task.

4. It was stressed that the user of CSS is to be more clearly defined Le.: Users are
every person who is related to the production and operation of nuclear power plants
during its lifetime. The document should focus on operators, maintenance personnel,
and management.

5. Improved safety and reduced human error is to be mentioned in the introduction as
a major benefit of applying CSS.

6. It was established that a cross-reference table relating the classified CSS with e.g.
functionality could not be defined in a general way. For existing CSSs as included in
the data base, such reference tables could provide a clear overview of the various
fields of application.

7. Other fields of the data base that are to be shortly addressed in section 2.1 include
the functionality of CSS as far as it is not included in section 2.2.



Summary of Task Working Group Meeting: Task 4.2.2
Y. Fujita

SECTION 2.2 AREAS OF CSS UTILISATION

It is often difficult to know where CSS can be most beneficial. The purpose of
this section is to discuss some factors (or views) that one should take into

account when attempting to identify a CSS which would be most beneficial. The
following points will be made:

1) General areas where one may consider the utilisation of CSS include:

- user management
- maintenance
- operation

Interfaces among these areas are also important areas of CSS utilisation.

2) Depending on two factors listed below, CSS that one finds beneficial under
a given condition on the limitations of funding may vary:

- the policy of user management
- the possible level of technical sophistication

3) The policy of user management seems to depend on the following factors:

- critically of potential consequences (safety, availability, and components
damage)

- immediate needs of end users
- management's will of providing workers with better environments

4) Although there is not a unique fixed order of prioritisation, there are some
views that experts share:

- management » maintenance » operation
- safety » availability/components damage

Examples include:

. preventive measures during early phases of unplanned
transients

. decision-making relevant to the maintenance of critical
safety functions

5) It 7*3 believed to be necessary to conduct task analysis in order to identify
functional requirements and/or functional specifications for a CSS of one's



interest.

6) The following factors should be looked at in the task analysis:

- workload (anticipated types of cognitive behaviour, task multiplicity, types
of information processing, load, complexity of motor control, etc.)
- frequency
- importance (the criticalhy of potential consequences)
- availability, clarity and reliability of information
- types of interactions between users and CSS

7) It is expected that task analysis gives an opportunity to find needs for
support in relevant areas. For instance, detailed analysis of a certain maintenance
job may reveal that potential causes of problems are rooted in a relevant
management system which underlies the job.

Task Leader Report
K. Justin

2 Identification and classification of CSS's

2.3 Consequence of CSS utilisation (Finland. Japan, Netherlands, previously task 4.2.3
and 4.3.4)

2.3.1 Classification of interactions between CSS and users

Define various forms of interactions between CSS and users such as:
- on-line vs off-line
- real-time vs non real-time
- Instuctive vs informational Instructive type of interactions are those where the CSS

instructs the operator what to do. Examples are COPMA (?)

- factual (e.g. direct sensor readings) vs inferential (derived information)

2.3.2 Task identification

Discuss task characteristics associated with a specific type of interaction, defined
previously. Also anticipated human factors concerns and possible remedial means

Task leader report
Ivàn Lux

Section 4.1 "Involving the end user in the development of CSS's " containg the results
of Task 4.3.3.

The members of the working group have overviewed the "Reflections" presented by
the task leader during the meeting and have commented on it. The following
conclusions have been reached:



1. The structure and the main Unes of the Section shall be according to the
"Reflections". The terms and classifications should be in accordance with the
respective terms and classifications in the Data Base, as presented in the latest
Working Material.

2. The revised draft of the Section will be completed by the task leader by the end of
October 1994 and will be sent to every member of the co-ordinated research
programme.

3. The participants are expected to reflect upon the material and send their comments
and additions to the task leader by the end of November 1994. A specific request is
to fill in Table I independently form the previous suggestions.

4. The task leader sends the final draft of the Section to the task members by the end
of March 1995.

5. The task members are expected to make their final comments by the end of June
1995.

6. The revised final draft is sent to Mr.Kossilov, IAEA by July 1, 1995.

TASK 4.2 and 4.3

J. Kurka

The participants discussed the draft presented by leader. It was considered to be a
good basis for final edition. Some restructualisation of subjects within the different
paragraphs was proposed as well as possible subdivision of tasks paragraphs.

4.2.
4.2.1 Introduction

4.2.2 Short overview of currently used techniques used ш the domain of
operator training. Indication of potentially applicable techniques in CSS use
training.

1. Classical methods.

2. New (automated) techniques of training (ICAI).

4.2.3 Training in the use of CSSs

1. Individually introduced CSSs

2. Integrated system of CSSs.

3. Planning.

6



4.2.4 Conclusion.

4.3 Basic education.

Schedule:

I. First round of group members contributions (December 94)

П. Task leader draft based on contributions (Feb. - March 95).

Ш. Further comments to draft (April 95)

IV. Final edition.

Summary of Task 4.5.2

Participants in the Task Group Meeting:

J. Kurka Czech Republic

V. Golovanov Russia
K. Haugset Norway (TL)

The following CRP members are participating in the task, but were not able to attend
the group meeting.

K. Juslin Finland
I. Lux Hungary
Y. Fujka Japan

Content of Task

The content of the task will be as specified in the working material from the 1993
meeting. Main subjects are:

Evaluation of human factors aspects
Evaluation of system HW/SW performance

Structure of Report

1. Introduction
2. Human factors aspects

Existing practice in industry.
Available methods, characterization.



Evaluation through design phase, what results are to be obtained at
various stages.
Which guidelines exist, what is missing.
Separate or integrated teams for development and evaluation.
Evaluation of control rooms
Evaluation as a means of identifying need for CSSs.

3. System HW/SW performance

Hardware measurement
Network utilization
Effectiveness of software

4. Conclusion
References

Proposed Time Schedule

January 1 1995: Contributions from participants
March 1 1995: 1st draft from task leader
April 1 1995: Feedback on 1st draft
May 1 1995: 2nd draft from task leader
June 1 1995: Feedback on 2nd draft
July 1 1995: Formal draft ready
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The proposed classification was slightly modified:
1. Regulatory requirements
2. utility requirements
3. Validation
4. Surveys and guides on operational procedures
5. Plant specific application
6. Human Machine Interaction (Human factor, Ergonomics,

Control-room design)
7. Operational experience
8. Methods & (Design) Technique(s)
9. Plant management: PSA, Plant performance, Environmental
10. Miscellaneous

The following procedure is suggested:
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NORMAL
OPERATION

DISTURBANCE

ACCIDENT

STATUS
IDENTIFICATION
Compare plant state
with operational limits
and optimal state
Interpret alarms and
process status;
Localize disturbance;
Find cause
Detect , d iagnose
accident stale;
Observe automatics

ACTION

Define new goal;
Plan manoeuvre

Find e f f i c i en t
strategy

Predict consequences;
Define goal;
Find strategy

ACTION IMPLE-
MENTATION
Implement action;
Check goal

Implement action or
procedure;
Check goal

Implement planned
strategy;
Check goal

ations (OECD/Halden Project)
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Evaluation of COPMA II by
Dutch NPP's

• Background

• System configuration

• Evaluation setup

КЕМЛ frocess Control uid Iiifomutio» Tccluotogy

Сорта is a product of the OECD Halden Reactor Program (HRP). It is a Computerized Procedures MAnual. The
product is in an evaluation phase.

Through KEMA's associated membership this product was evaluated by representatives of the two Dutch Nuclear
Power Plants, EPZ PWR plant in Borssele and GKN BWR plant Dodewaard. This presentation is a summary of
the report (in Dutch).

The COPMA system is available in a Standalone demonstration configuration. It was installed on a HP700

workstation. The Demo comprises of a procedure which is driven by the status of a simulated process.

This makes it easy to handle and to transport to the demonstration sites.

The evaluation session consisted of a general introduction of the purpose and concepts, followed by a two part
demonstration. First the general functions, look and feel were showed in a structured way. Based on this general
overview the operators were involved in a more interactive way. The sessions were concluded with discussion.

Due to limited budgets it was not yet possible to gain experience in creating procedures.
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Summary of COPMA

• Purpose of the system
• Concept

• Main functions

KEMA Process Control and Information Technology

The quality of Emergency Operating Procedures (EOP's) is an important safety factor in NPP's.

COPMA aims to support the improvements of the EOP's, however it is a tool, the final quality depends on the
design of procedures itself. Using COPMA may improve the procedure verification, reduce errors in execution,
simplify procedure maintenance, reduce stress of the operator.

The concept is based on procedures which are stored in a 'book-case' (library). The procedures are written
PROLA and can be edited by the PED-editor. A procedure consists of steps which are executed sequentially until
a branch occurs. A step is a set of connected actions which should be executed by the operator. The flow of steps
and actions may be conditional and dependant on a predefined status of a set of process variables. The procedure
and the progress is represented in a graphical user interface.

Main functions are: Creating and maintaining procedures, monitor process status, open parallel active procedures,
flowchart overview.
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Evaluation findings 1

• Integration to plant environment

• Man-Machine Interaction

КЕМЛ Process Contrat and Informilion Tectnology

Quite a few comments were related to the particular environment of the plants.

However, the following categories could be identified:

Integration in plant environment

- COPMA's concept is most effective if all necessary process information is instrumented and can be fed into the
system.

- Integration with the plant computer is desired, but not trivial. This concerns integration on all levels.

- Confusing overlap, or inconsistent use of definitions and term with the process computer must be avoided.

MMI

- Use of flowcharts good method

- Fonts and use of color could be improved upon

- Avoid use of AND-OR-ports and IF-THEN-ELSE

- Windowing structure was found to be complex.

- Overview of hardcopy flowcharts of procedures is not always matched.
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Evaluation findings 2

• Team procedures

• System integrity, V&V

• Miscellaneous

КЕМЛ Process Control and Information Technology

Team-procedures

There were questions for support of team procedures. The present system assumes one operator.

Verification and Validation of COPMA

For COPMA to be used in the control room, it needs to be certified. It is not clear how this can be done or which
requirements should be formulated.

Miscellaneous

- Logging of operator actions could be added

- Process variables are presented in a separate window, sometimes ' far' from the procedure step information. This
may be improved upon.

- The use of RETURN, GOTO or GOSUB in PROLA should be avoided.
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Conclusions/Suggestions

• Concept was well received

• Not quite operational

• Wider application area

KEMA Proce» Conl/ol их] inTomutio

In general the concept of COPMA was very well received. The particular properties of automation can be applied
successfully. In summary the following properties were evaluated positively: Interactive proceduring, on-line
process information, maintainability of procedures, presentation of procedure en progress in the procedure.

However there are few steps to be taken before COPMA will be used in the control room. The most important
issues are

- the integration or relation with the existing process computer,

- and qualification/certification of the program by the regulatory body.

It was recognized that the concept has a wider application space than just EOP's. E.g... in a startup phase it could
be helpful going through the non safety critical procedures and checklists.
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1 . REPORT ON CRP-OSS TASK 4 . 1 . 1 . :

Survey of existing documentation
relevant to this programme's goals

-Working group: Rumania, Finland and Netherlands.

-Modified classification:

1. Regulatory requirements
2. Utility requirements
3. Validation
4. Surveys and guides on operational procedures
5. Plant specific application
6. Human Machine Interaction (Human factor, Ergonomics,

Control-room design)
7. Operational experience
8. Methods & (Design) Technique(s)
9. Plant management: PSA, Plant performance, Environ-

mental
10. Miscellaneous

Literature classified and master copy of literature given
to IAEA for further distribution

Key questions:
What is the product of this task?
Is a Database practical?
If yes, can IAEA maintain that?
How to proceed more efficiently?

Proposal to be discussed in the working group

This meeting
Agree on proposed procedure
Identify survey articles for each class

Participants
Send relevant material to task leaders
Email or on disk
Format according to INIS format
Indicate availability and relevant class

Task leaders
Update INIS overview
Collect additional information from participants to
include in survey
Present short discussion on each topic for main
report based on survey articles
Mail draft reports for comment with annex early next
year



2. REPORT ON CRP-OSS TASK 4.I.2.
Survey of existing Operator Support Systems

and the experience with them

Adopt classification
Use the Halden format as a basis
Supplement it with Severe Accident Management Support

Proposal to be discussed in the working group
Task leaders draft an overview of the received OSS
with major characteristics only-
Overview distributed to participants
Participants identify which significant OSS are
missing
Participants / task leaders try to obtain supplemen-
tary information
Overview will be completed for next meeting
Co-operation with database development
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REPORT ON CRP-OSS TASK 4.1.1.: "Survey of existing docu-
mentation relevant to this programme's goals"

1.1 Introduct ion/Backaround

Various OSS are already operational or under development in
different countries. In order to determine the current status,
the existing documentation is surveyed. The goals of the CRP-
tasks are further detailed in [1].

All participants of the CRP were invited to submit references
of literature relevant to OSS. To achieve some structure, a
preliminary classification scheme was suggested (ref [2]).

1.2 Material provided bv CRP

During 1993 several participating countries contributed to the
survey by submitting references, summaries and articles.

Many articles cover more than one class. These were classified
according to their most prominent class. So in this first
survey each article is associated with only one class. This may
be improved upon.

At the CRP meeting in October 1993 in Budapest the following
status was presented:

t. h
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CLASSIFICATION INDICES:
1 = Regulatory or Utility requirements
2 = Surveys and Guides of generic nature
3 = Plant specific Applications
4 = Operator Training & Simulators

5 = Experiences with OSS
6 = MMI & Ergonomics
7 = Computerization & Automat юг.
8 = General Plant Management
9 = Miscellaneous

* = no contribuí ion

PARTICIPANT / CLASS

Czech Rep. ; EGL'

Fir.land; TRC •

Hungary; KFKI

Italy; ENEA DISP *

Japan; MAPI

Norway; OECD-HRP

Russia; C0NSYS7

USA; EPRI -

Netherlands; KEMA/ECN

1

3

1

2

3

2

5

3

18

3

4

10

3

1

S

6

5

2

6

6

i

3

3

7 8 9

3

31

13 1

5

2 1

The contributions were bundled into a master-copy, which was
handed over to IAEA for further distribution.

1.3 Analysis

At the '93 CRP-meeting in Budapest the task was discussed and
evaluated by delegates from Rumania, Finland and Netherlands.

It did not seem feasible to evaluate the contents of all
articles and to summarize them in a comprehensive way. Not in
the least because new documentation is being publicized con-
tinuously.
Therefore it was agreed that the main goal of this task is to
control the input flow of new information and to make it
accessible in a flexible way. In order to do this it is
suggested that a database system is to be used. The activities
of the task group will focus on "how" to organise the data
(data-model) and to suggest the main functional requirements of
the DB, and procedures.
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The proposed classification was slightly modified:
1. Regulatory requirements
2. Utility requirements
3. Validation
4. Surveys and guides on operational procedures
5. Plant specific application
6. Human Machine Interaction (Human factor, Ergonomics,

Control-room design)
7. Operational experience
8. Methods & (Design) Technique(s)
9. Plant management: PSA, Plant performance, Environmental
10. Miscellaneous

The following procedure is suggested:

References of documentation to be entered need to be
classified first according to these 10 suggested classes.

One reference can be classified to more classes.

The dbms should be flexible enough to allow new
definitions of classes and/or subclasses.

The actual development and maintenance of the DB should be
the responsibility of the agency.

Each reference-record should contain a field for an
abstract. These abstracts can be entered either in
alphanumerical format or by using a scanner.

Those documents which do not have an abstract may be
entered, leaving the abstract field open. Users/readers of
these abstracts are requested to produce an abstract which
can be entered at a later stage.

1.4 References

[1] Report of CRP-OSS meeting in Vienna, October 1992; IAEA-
IWG-NPPCI-92/5

[2] Telefax from Mr Jehee August 4, 19S3 to participants of
CRP; ref 14 60 /JJ/VSR- 63 9.
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2 REPORT ON CRP-OSS TASK 4.1.2.: "Survey of existing Opera-
tor Support Systems and the experience with them"

2.1 Summary

Results from discussion during ' 93-CRP-meeting in Budapest:

It was agreed that the basis of this information is the
result of the questionnaire.
The structure was found to be suitable, and complete.
The form can be used for future entries.
The suggested DB is found to be a suitable way for
accessing the information.

2.2 Introduction/Background

The development and implementation of computerized operator
support systems is receiving an increased amount of attention
in the nuclear community.

In the Halden Reactor Project Operator Support Systems are
developed with the aim of assisting the operator in nearly all
operational situations met in the control room. Operator tasks
in various plant states (normal, disturbance, accident! and in
various phases of task handling have been identified in the
Halden Project [.], see table 1. The plant states concern:

1 ) During normal operation the COSS couid provide useful functions such as an
efficient control of power distribution in the reactor core for improving plant
efficiency (i.e. example of general function of status identification), faster than real
time core simulation to develop short term control strategies (i.e. example of action
planning), control sequence computerization (i.e. example of action
implementation).

2) During disturbances, the same general function could be considered in assisting the
operator to identify the plant status, to plan the action to be performed and to
operate the systems involved in the disturbance. Several tools exist and are under
development in this field.

3) During accident conditions, COSS's may help operators detect when a safety
function is triggered. An extension of this detection system is alarming the operator
before the triggering limit is reached, by using trend diagrams for critical function
parameters. On the basis of these kind of principles, a limited prototype of an
Integrated Surveillance and Control System (ISACS) has been developed at Halden
laboratories, that will be tested in the PWR simulator at Halden Man-Machine
Laboratories (HAMMLAB).
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NORMAL
OPERATION

DISTURBANCE

ACCIDENT

STATUS
IDENTIFICATION

Compare plant state
with operational limits
and optimal state

Interpret alarms and
process status;
Localize disturbance;
Find cause

D e t e c t , d i a g n o s e
accident state;
Observe automatics

ACTION

Define new goal;
Plan manoeuvre

F i n d e f f ic i e n t
strategy

Predict consequences;
Define goal;
Find strategy

ACTION IMPLE-
MENTATION

Implement action;
Check goal

Implement action or
procedure;
Check goal

Implement planned
strategy;
Check goal

Table 1 Operator Tasks in Various Situations (OECD/Halden Project)

For each situation in the table the operator may benefit from a support system as described in table 2.

NORMAL
OPERATION

DISTURBANCE

ACCIDENT

STATUS
IDENTIFICATION

SCORPIO: Core
Surveillance

HALO: Alarm Handling
EFD: Early Fault
Detection
DISKET: Diagnosis
D D P : D e t a i l e d
Diagnosis and Prognosis

CFMS (C-E): Critical
Function Monitoring
System

ACTION
PLANNING

SCORPIO

P S : P r o c e d u r e
Selector

SPMS (C-E): Success
Path Monitoring
System

ACTION IMPLE-
MENTATION

С 0 P M A :
C o m p u t e r i z e d
Procedure Manual

COPMA

COPMA

Table 2 Operator Support Systems Developed at the (OECD/Halden Project)
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1. SUMMARY OF ACTIVITIES AND OBJECTIVES

The only activity in Norway that is directly relevant for the present CRP is performed by Institutt for
energiteknikk, the Norwegian Energy Research Institute. This institute is responsible for conducting
the OECD Halden Reactor Project. This research project has as one of its main items a programme on
"Man-Machine System Research (MMSR)". This main objective with this programme is to improve
operational safety and efficiency of nuclear plants through introduction of new technology in the
control room. This activity is divided into four main chapters:

• Development of computerised operator support systems
• Development of advanced control rooms
• Human factors activities related to introduction of new technology in the control room
• Software verification and validation

All these activities are relevant to the present CRP. A short description of each item is therefore
given in the following:

Development of computerised operator support system (COSSs)

COSS development constitutes a major part of the MMSR research at Halden. Ideas about which
systems to develop come either from the Halden research staff itself, or from the participating
organisations which consist of licensing organisations, vendors, utilities and research laboratories.
The systems are developed up to a prototype level, demonstrated in the HAMMLAB experimental
control room which is coupled up to a large scale training simulator. Often, the prototypes are further
developed and taken into use by utilities in the participating countries.

Development of advanced control rooms

By advanced control room is meant a control room which is fully computerised, and where a large
number of COSSs are integrated. Much emphasis is put on efficient coordination and prioritisation of
information. A first prototype of an advanced control room was completed in 1991. The objective of
the control room studies is to demonstrate concepts for use in realisation of future control rooms, and
not to develop a complete system that can be taken into real use.

Human factors activities related to introduction of new technology in the control room

The main objective of this work is to ensure that systems that are developed fulfil the requirements
put to them in practice. COSSs are therefore evaluated in HAMMLAB, often by use of real operators
faced with complex plant transients. Through experiments performed over more than ten years,
generic knowledge is accumulated on selection of efficient evaluation techniques, what are
characteristics of good interfaces etc. Human factors experts also enter into an early phase of system
design.

Software verification and validation

The activity on software verification and validation has mainly been addressing methods for
improving reliability of safety critical software. This means that safety and protection systems are
studied, while more complex software as typically found in COSSs has not been addressed in much
detail. Studies have, however, been made of knowledge based systems, and V&V of COSSs will
become increasingly important in the future.



2. ACTIVITIES RELATED TO THE INDIVIDUAL CRP TASKS

2.1 Introduction

The research programme conducted at the Halden Project concentrates on issues that typically last for
a number of years. This means that the contributions to the CRP tasks for this meeting will generally
be on the same items as at the Budapest meeting. In the following, updating as compared to one year
ago is given on those items where important new development has been made.

2.2 Contribution on specific CRP tasks

Task4.1.1 "Survey of existing documentation relevantto this programme's goals".

A list of "Halden Project External Papers" produced during the last year is enclosed in Appendix 1.

Task 4.1.2 "Survey of existing operator support systems and the experience with them".

Those reports listed under task 4.1.1 which bring forward new material relevant for this task are
described below.

1. "Development of a Computerised Alarm System for HAMMLAB (CASH)"

CASH is an alarm system where much emphasis is put on alarm generation, alarm
structuring and alarm generation. The system will be implemented and evaluated in the
Halden Man-Machine Laboratory in 1995.

2. "COAST - Computerised Alarm System Toolbox"

COAST is a toolbox that has been developed to simplify generation of advanced alarm
handling systems. The CASH system described above is based on the COAST tool.

3. "Core surveillance in WWERs"

The core surveillance system SCORPIO is presently being implemented at a number of
nuclear plants. This paper discusses how the system could be adapted to WWERs.

More extensive descriptions of the three reports is given in appendix 2.

Task 4.3.3 "Develop guidance on how the end user should be involved in the development of OSS"

First, who should participate in the development of an OSS. Here it is important to stress that a
combination of expertise is required when developing an operator support system. Normally, the
process and control expert is represented together with the computer expert (in the case of a
computerised OSS). Then, one has gradually realised the need for bringing in the user, the operator,
in the development phase. But, based on experience from Halden, there is a need to bring in a fourth
expert cathegory, the human factors expert. This is seldom done today, resulting in weaknesses in the
OSS design.

Why should the operator be involved? His main task is to point out what is the weakness in the
present system. He must be involved at an early stage to define the function of the OSS.

When it comes to how the user interface of the OSS should be designed, user input is useful, but
should be handled with caution. To ensure an efficient interface, it is essential that a person with



human factors background is involved. In this way, available human factors guidelines are followed,
and elementary design errors are avoided.

Task 4.5.2 "Determine to what extent any by which methods should the OSS be evaluated before final
implementation to demonstrate their quality and also how to effectively evaluate them after
implementation ".

The task is suggested to cover two main items:

• Human factors system evaluation
• Technical system evaluation of HW/SW

The items are both considered important to ensure a good product, and they are partly overlapping.
(Speed of system to respond on operator request must satisfy certain requirements to be acceptable).
The two aspects of the task are, however, treated separately in this report.

Human factors system evaluation

A number of methods are available for evaluation of OSSs. Which method to use in a specific
situation depends on the purpose of the evaluation. Important is the development stage at which the
OSS has reached at the time of evaluation.

Importance of early evaluation

Evaluation should go ahead in hand with development of the OSS. The earlier system weaknesses are
detected, the lower the cost and time required to improve the system will be. This is one reason why
human factors expertise should take part in the iterative development/evaluation work from the start
of the design process. One open question is if design and evaluation should be made by the same
team or different groups.

Evaluation methods

At the Halden Project, two broad classes of methods have been used in the evaluation of OSSs: static
and dynamic system evaluations. Static methods involve evaluating a system without necessarily
observing user performance and can be conducted at during defferent stages of system design (e.g.
from conceptual to detailed design stages). They entail determining the types of user-system
interactions possible and evaluating these in terms of standards and guidelines or models of human
performance. Dynamic system evaluations invovle collecting observations of user performance with
the OSS under conditions similar to, or during actual usage. Examples of some of the techniques
which have been applied in evalution of OSSs at Halden are provided below:

Static Evaluation methods

Guideline evaluation

Existing guidelines for design of man-machine interfaces (MMI) should be used to ensure that
fundamental requirements to the MMI are fulfilled. Guidelines typically give recommendation on
basic design issues like use of colours, symbols, density of information, navigation between different
displays. Guidelines should be used at an earliest possible stage. A weakness is that todays guidelines
answer only a limited number of the issues influencing the quality of an OSS.
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Model-based evaluation

A number of systems have been developed to model how the operator interacts with the interface. If
the representation of the operator in the model was perfect, a true description of operator
performance when faced with dynamic information on a specific MMI would be available. Effect of
OSS functionality or interface changes on operator behaviour could then be studied.

Presently, the validity of human performance models is limited. The consequence is that high
uncertainty is associated with conclusions to be drawn from model-based evaluation. But even if they
are not generally applicable, the may be efficiently used in specific cases.

At Halden, one model-based method, called GOMS, has been applied in evaluation of two different
systems. The experience is that weaknesses in the MMI were identified, and proposals for MMI
improvements were given.

An advantage with model-based evaluation is that it may take place at an early stage in system
development. It is sufficient to have a detailed design of the OSS MMI.

In the coming year, IFE, Halden, is going to apply another model balled MicroS AINT in one of the
evaluation projects.

Dynamic Experimental evaluation

Experimental Evaluation

A number of experimental evaluations of OSSs have been conducted at Halden. These tests and
evaluations of user-system performance are conducted for the purpose of collecting measures of
human performance while using candidate OSSs to determine the adequacy of the system design and
implementation. Measures of user performance include objective measures (e.g., speed, accuracy,
errors, etc.), workload, situation awareness, as well as interview techniques.

In the 1994 national report, a discussion of evaluation experiences was given, mainly based on use of
experimental evaluation methods. Reference is therefore made to that report for general conclusions
on experimental evaluation.

Compared to status one year ago, a major development has taken plase in the area of evaluation
methodologies. The measurement of "situation awareness", which has been used within the aviation
industr, has through the experiments performed in Halden demonstrated a potential for use also at
nuclear control rooms. The method aism at measuring the operators overview of the process at the
moment. Having such an overview of the plant state is especially important in case of disturbances,
where diagnosis of plant state is needed ot handle the situation in the best possible way.

Appendix 3 contains a paper discussing the first experiments on situation awareness.



Computer-technical evaluation of systems

In case of computerised OSSs (COSSs), an important part of the evaluation covers the performance
of the software and hardware. At Halden, a detailed performance analysis of a large, distributed real-
time system (ISACS, the integrated surveillance and control system) has been performed. The
purpose was to detect bottlenecks in the system as a basis for performance improvements. ISACS is a
complex system, consisting of an MMI on 12 screens, several keyboards and tracker balls. A large
number of computers of different types are communicating via the local area network (LAN) to
perform the wide spectrum of tasks in ISACS. Totally, 7 COSSs are integrated in ISACS.

Measurement of computer system

Here, measurement of hardware utilisation, network utilisation and effectiveness of software is
included. The hardware measurements are focussed on the utilisation of the CPU, number of disk
accesses during an operation, and memory load. Network utilisation is measured either in percentage
of maximum network bandwidth or in packets per second. Packet collisions are also measured. The
most comprehensive task is the measurement of effectiveness of software. Some measurement data
can be obtained by using measurement tools which measures standard counters in hardware or in
basic software as the operating system. An example is to detect memory errors and memory leaks.
Another possibility is to use profiler code inserted by the compiler. A profiler can pinpoint
bottlenecks in applications including calls to the operating system and functions in shared and third-
party libraries. But very often extra program code must be inserted into the software in order to be
analysed. This is called software instrumentation. The extra program code is very often time stamps
and identification marks which makes it possible to follow data related to a specific operation
through the distributed system. In many cases this is the only way to get measurement data in
distributed systems yet it requires very good knowledge of the system software.

To get relevant measurement data, workload has to be added to the system. It can be either artificial
workload or natural workload. Typical data to be measured include CPU usage during the operation,
disk accesses, memory demand, network load, buffer statistics.

A number of measurement tools are available. These include tools provided by Unix computer
vendors as well as stand-alone performance tools. The SpiderAnalyzer is an example of a network
analyser.

Results

The analysis was successful in that respect that key performance data were registered that pointed
towards ways of removing bottlenecks. Interactions between measurements and system
improvements were performed. In general, all major bottlenecks were removed and the response
times of ISACS was strongly reduced. This was the case for all the COSSs integrated in ISACS, as
well as for the coordination function, databases and individual displays Further, the lessons learned
from these studies will be useful when a new system, ISACS-2, is to be built.

Task 4.5.3 "Determine what requirements should be established for verification and validation of
OSS software, and which techniques are available for improve V&V"

Results from the Halden work in this field has been handed over to the task leader of 4.5.3, and will
not be further described here.
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3. OVERVIEW OF NATIONAL ACTIVITIES

Chapter 3.1 - 3.4 cover the research programme of the Halden Reactor Project. Finally, ch. 3.5
discusses industry projects that are relevant for this CRP.

3.1 Development of Computerised Operator Support Systems

On alarm systems, one is now completing the development of the Computerised Alarm System
Toolbox COAST which is a tool to build alarm systems for many types of processes. This tool is
applied when the alarm system CASH is being implemented in the simulatorbased experimental
laboratory in Halden. Another alarm system, early fault detection (EFD) is based on running models
of parts of the process in parallel with the process. Useful feedback from installation at the Loviisa
WWER in Finland has been gained.

The computerised procedure system COPMA-II has been delivered to a number of organisations for
evaluation. It has not yet been taken into use in the control room of a nuclar plant.

The core surveillance system SCORPIO will be installed at the Sizewelll plant in the UK, at four
Duke Power (McGuire and Catawba) units in the US and at the Ringhals 2 PWR in Sweden.

Towards the end of 1994, a first simple prototype of a computerised accident management system
will be completed. Important modules are: strategy generator, predictive simulator, the tracking mode
simulator, man-machine interface and a data base.

3.2 Development of Advanced Control Rooms

Based on experiences withthe first prototype of an advanced control rom concept, ISACS-1, one is
today discussing development of a new version with extended capabilities. The issues of information
coordination, prioritisation and presentation will be in focus. Extensions are foreseen in the direction
of handling more severe accidents and coupling of operational and maintenance aspects.

3.3 Human Factors Activities related to Introduction of new Technology in the
Control Room

This is an important activity within the Halden Project, where a group of industrial psychologists
look at the human aspects of taking modem technology into use.

On evaluation methodologies, the situation awareness control room inventory methodology has been
developed and evaluated (see Appendix 3).

A major project has started up on analysis of human errors, especially cognitive errors. The goal is to
improve the understanding of why and how operators are making errors. Based on this knowledge,
input can be given to OSS and control room designers as well a developers of human error models for
use in PSA. Several pilot studies have been performed using operators as test subjects in the
simulator-based experimental control room.

A "lessons learned" report describing experiences from design and evaluation of COSSs in Halden
has been prepared. In this report, evaluation of effectiveness of systems supporting fault detection,
diagnosis, evaluation, action and feedback tasks are discussed.



3.4 Software Verification and Validation

In the field of V&V, emphasis has been put on evaluating formal methods on a realistic test example.
The example used is based on the power range monitoring (PRM) system installed at Barsebãck in
Sweden. Preliminary results look promising. Application of formal methods in connection with
specification and development of COSSs may be taken up in the future.

Software reliability of proprietary software, where often limited information is available from the
development phase, is an important issue in development of COSSs. Requirements to such systems
for use in safetyrelevant applications is being looked into.

3.5 Some selected industry projects

Here, two bilateral projects will be mentioned that have a relevance in the present CRP.

Evaluation of an operator support system in a fuel production factory in the UK has been performed.
The study included task analysis, guideline evaluation and dynamic, experimental evaluation of the
system. It was concluded that evaluation methods used within the research programme may
efficiently be applied in "real-life" evaluations.

A project for the U.S.NRC has been initiated with the goal to analyse staffing requirements in control
rooms of advanced reactors (AP600, SBWR). One item here is to look at how introduction of
operator support systems influence the operator tasks. Experiments with operating crews will be
made at the Loviisa plant simulator ("conventional plant") and at the experimental control room in
Halden ("advanced plant"). Task network simulation will be applied to evaluate how changes and
eliminated tasks due to advanced control and passive systems influence the number of operators
required to carry out needed monitoring and control tasks.
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Another aspect of construct validity is that lhe tasks perfoimed by the opcratoi in [lie test environment
are représentative of the lasks in the actual plant environment, thus allowing transferability of the
system evaluation results (o lh.il plant environment. It is argued that the use of full-scale simulation
and the introduction of disturbance scenarios over a period of several hours gives a close
approximation to the development of situation awareness on plant. For example, the Loviisa operating
crew commented that the scenario used was similar to that they might encounter in a training session,
that the act of asking for intermediate process stale reports emulates one task of the shift supervisor
during disturbance situations, and that in (raining sessions the simulator is frozen to discuss the
current situation so they did not view the simulator freezes within SACRI as intrusive.

Finally, data analysis has shown that the three question groups (past, present, future) each make a
separate contribution to the overall score; as opposed to being repetitions of one another. Prediction of
the future plays a particularly significant role in determining the SACRI score. This finding is
important to SACRI's construct validity in that it illustrates how the measure of situation awareness is
based on more than what the operator could have already seen happening in the process situation de.
it is not merely a test of memory recall). Such an argument is further supported by examination of the
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Abstract:
This paper describes a computerised alarm system (CASH) under development
at the OECD Halden Reactor Project. The alarm system will be coupled to a
PWR NORS simulator and will replace the existing alarm system (HALO) in
the experimental control room (called HAMMLAB). The overall system
layout is: process data will be sent from the NORS simulator to CASH. The
system will be organized in three different modules: alarm generation, alarm
structuring and alarm presentation. The alarm generation module will generate
different types of alarms, both basic alarms and high-level alarms. No alarm
reduction will take place at this stage and all the generated alarms shall be sent
over to the structuring module. In the structuring module, different default
structuring mechanisms should allow to filter and relate alarms between each
others. Alarms will be sent to the alarm presentation module. This module
presents these on the man-machine interface (MMI) either automatically on
overview displays or on operator requests on selective displays and NORS
format displays.
The main characteristics of each module will be described.



COAST - COMPUTERISED ALARM SYSTEM TOOLBOX

A.BYE, S. NILSEN, F. HANDELSBY and T. WINSNES
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Abstract. The OECD Halden Reactor Project has for several years been working with computer-based systems for
détermination of plant status including alarm filtering, early fault detection, and function-oriented plant
surveillance. The methods explored complement each other in different plant operating regimes and provide
diversity in plant monitoring systems. A new toolbox, COAST, has been made to enable integration of these
different methods into an alarm system. Coast will be easy to couple to different processes. It will be an integral
part of the final alarm system and not only act as a tool for building dedicated systems.

Key words. Alarm systems: failure detection; guidance systems; man-machine systems; on-line operation; operator
support; software tools

1. INTRODUCTION

One of the main tasks for operators in nuclear power
plants is to identify the status of the process when
unexpected or unplanned situations occur. The alarm
system is the main information source to detect dis-
turbances in the process, and alarm handling has
received much attention after the Three Mile Island
accident in 1979 (Kemeny, 1979). It was realized
that conventional alarm systems created cognitive
overload for the operators during heavy transients.

The Halden Project developed an alarm filtering sys-
tem called HALO (Handling Alarms using LOgic)
using logic filtering to reduce the number of active
alarms during process transients (0wre and Marshall,
1986). HALO has been subject to a number of vali-
dation experiments with different presentation tech-
niques, as described by Marshall et al. (1987).

Another approach is taken in the EFD (Early Fault
Detection) system. The method used is to run small,
decoupled models which calculate the state of the
process assuming no faults, in parallel with the proc-
ess. The behaviour of these models is then compared
with the behaviour of the real process, and if there is
a deviation, an alarm is issued. In this way false
alarms are avoided, and one will only get one alarm
for one fault. Prototypes developed for simulators
and installations in real power plants e.g. the Imatran
Voima owned plant in Loviisa, Finland, have demon-
strated the feasibility of mis methodology, provided
that enough measurements are available for the proc-
ess area considered (S0renssen, 1990).

In case of major disturbances in a plant with a large
number of alarms issued, a function-oriented
approach is in many cases recommended. Instead of
looking at single systems or variables and alarms
within a system, one monitors critical safety func-
tions in terms of whether these functions are chal-
lenged. The Halden Project has explored this concept
through several systems, like CFMS (Critical Func-
tion Monitoring System) and SPMS (Success Path
Monitoring System), and the post trip guidance sys-
tem SAS-П (0wre et al., 1991).

Effectively handling and integrating different types
of alarms into one system would improve the opera-
tor's overview and thereby the overall safety of any
industrial plant. This was a major motivation for ini-
tiating the development of the Computerised Alarm
System Toolbox, COAST. The experience gained
from the work with various alarm systems was uti-
lised when designing the basic functionality of Coast.
It should thus be possible to utilize Coast to make
most kinds of alarm systems. The goal is to reach
solutions that can minimize the cognitive overload of
the operating crew, but still fulfil the basic philoso-
phy of alerting, informing and guiding the operator,
as well as confirming whether his/her actions have
the desired result.

An alarm system toolbox which can be used on dif-
ferent processes, applying different alarm handling
methods, has to be generic. The toolbox must be easy
to use to tailor-make alarm systems for many differ-
ent processes, e.g. nuclear power plants or oil pro-
duction platforms, and it must possess a flexible
development environment, to improve and simplify
the task of the alarm system designer.
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ABSTRACT

The Halden Project has developed the core surveillance system SCORPIO which lias two parallel modes
of operation: the Core Follow Mode and the Predictive Mode. The main motivation behind the develop-
ment of SCORPIO is to make a practical tool for reactor operators which can increase the quality and
quantity of information presented on core status and dynamic behaviour. This can first of all improve plant
safety as undesired core conditions are detected and prevented. Secondly, more flexible and efficient plant
operation is made possible. These improvements are obtained by better surveillance of core instrumenta-
tion and through detailed calculations of core behaviour using on-line simulators. The system lias been in
operation at the Ringhals PWR unit 2 in Sweden since the end of 1987. In addition to Ringhals the system
has this year been installed at Nuclear Electric's Sizewell В PWR in UK and Duke Power's Catawba Unit
1,2 and McGuire Unit 1,2, USA. So far the system has only been implemented on western PWRs, but the
basic concept is applicable to a wide range of reactors including WWERs. The development of a WWER
version of SCORPIO has been initiated in cooperation with the Nuclear Research Institute Rez, Czech
Republic. The goal is to adapt the functionality of SCORPIO to address the particular needs in WWERs
The main differences between WWERs and typical western PWRs with respect to core surveillance
requirements are outlined.

1. INTRODUCTION

At the OECD Halden Reactor Project, the development of the on-line core surveillance system SCORPIO
was initiated more than 10 years ago. At that time core simulators were mainly a tool for off-line analysis
to verify core design, fuel shuffling and calculation of core operational margins. It was usually not availa-
ble for operators on-site. The input to the simulators was cumbersome and requirements for computer
resources were considered too high for on-line use. One major design goal was to make a system which
could be handled by reactor operators as a computerised operator support system.

The first prototype of the predictive system was ready in October 1982, Ref. [1]. The MMI was designed in
order to facilitate preparation of simulator input, to follow and survey the execution of the simulation, and
to present core simulation results in a suitable manner for the operator. The 3D-core simulator CYGNUS
was developed emphasizing accurate and fast execution on minicomputers. Further, the prototype con-
tained the strategy generator STRATOS, and the data base system CODALI to handle the large amount of
data generated.

This prototype was adapted to the Swedish Nuclear Power Plant in Ringhals (PWR Units 2,3 and 4) and
installed in June 1984. A complete system including the core follow mode of operation, monitoring 72 in-
core gamma thermometers, was delivered to Ringhals NPP Unit 2 at the end of 1987, Réf. (2J.

For an eight month period in 1987/88 a stand-alone version of the predictive pan of the system was
installed in Duke Power's general offices, Charlotte, USA. The system was evaluated against data for the
Catawba Unit 2 PWR and a postive conclusion was reported in Ref. [3]. Duke's primary concern with
installing SCORPIO was the reliance on the Norsk Data computer systems.

In response to this statement we realised that SCORPIO should be ported to a commonly used HW/SW
platform and this paper describes how the system appears on the HP 700 series Unix Workstations. The
system has also been ported to Sun and IBM workstations.

The new Unix version of SCORPIO is currently being delivered to Sizewell B, UK, the Duke Power
PWRs McGuire and Catawba, USA, and the PWRs in Ringhals, Sweden.
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2. Activities related to the Individual CKP Tasks

2.1 Introduction

Ibis chapter contains lhe summaiy report for task 4.4.2, where Romania is task leader and some
contributed information on task 4.4.3, where Romania is task participant

2.2
Task 4.4,2. Develop guidance for co-ordination of systems and document existing

ехрегк&ее with respect to system functionality and human factors
concerns

Stsnmaiy report

Task group members: D. Bengulescu (Romania), task leader
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ABSTRACT

Control room operator support systems and their interface designs have as one goal the enhancement
of the operators' situation awareness of the dynamically changing process state. This paper describes
a technique for measuring situation awareness within the Human Factors evaluation of control room
operator-system interfaces. The technique, referred to as SACRI, has been evaluated in four simulator
studies and the main findings from these studies are summarised in this paper. It is concluded that
SACRI can be a useful supplement to operator performance measures currently existing for use within
control room interface evaluations.

1. INTRODUCTION

In monitoring and controlling the process, the operating crew within the central control room must
maintain an awareness of what is happening within the dynamically changing process state; ie to
maintain situation awareness. This task involves knowing the recent process history, the current state,
and deriving from these a prediction of the future state which will affect decisions concerning the
planning of control actions [1,2,3,4]. In maintaining situation awareness, the operator integrates
his/her overall knowledge of the process and process dynamics with information received from the
control room displays. Since the accuracy of the operator's situation awareness can affect his/her
overall task performance, it follows that the design of displays should consider how best to support
situation awareness [5,6].

Control room operator support systems and their displays can be evaluated in a simulator facility to
assess their effectiveness in supporting the operator in his/her tasks. Traditionally used operator
performance measures within simulator evaluations have included, for example, detection time of a
process fault indication and diagnostic accuracy. However, these measures by themselves can not
directly assess the system's ability to enhance situation awareness: respectively, they tap the initial
and final stages of information processing with respect to a disturbance, as opposed to a constituent
intermediate stage of maintaining situation awareness [7,8,9].

Unfortunately, a successful measure of situation awareness had not previously been developed for use
within process control research. A research project was thus initiated at the OECD Halden Reactor
Project to develop such a measure to supplement others in system design evaluations [8]. The aim
was to produce a measure lhat was objective, able to assess situation awareness as it develops over
time, and could be applied genetically across a variety of different process states and interface
configurations. This paper provides a summary of the work so far conducted.

Paper presented at the IAEA Specialists' Meeting on "Advanced Information
Methods and Artificial Intelligence in NPP Control Rooms", Halden, Norway,
13-15 Sept., 1994



2. THE SITUATION AWARENESS CONTROL ROOM INVENTORY (.SACRH

The measure, referred to as (lie Situation Awareness Control Room Inventory (SACRI), has been
developed within the HAIden Man-Machine LABoratory (HAMMLAB). HAMMLAB contains a full-
scale simulation of a nuclear power plant, based on the Lovnsa pressurised water reactor in Finland,
and computerised displays which are used by test operators to monitor and control this simulated
process in its entirety. When required, the various operator support systems developed at Halden can
be coupled to the process for both Human Factors research and system evaluation purposes. A wide
range of disturbance scenarios can be simulated and facilities are available to log process parameter
trends, alarms, and operator actions as pan of a range of investigative techniques used for assessing
operator behaviour.

SACRI takes its basic framework from the Situation Awareness Global Assessment Technique
(SAGAT) [10], developed within the aviation domain, although the specific content and procedural
details of SACRI have received considerable adaptation due to differences between the aviation and
process control task environments (eg greater process lag and inter-dependency of parameters within
process control). When using SACRI, disturbances are simulated which must be monitored by the test
operators. Typically, a scenario will last for a couple of hours of simulator run-time in which several
disturbances of varied severity are introduced. At various points during the scenarios, unbeknown to
the test subjects, the simulator is frozen, the test subjects turned away from the displays, and a series
of questions is asked which relate to the current plant state. When and how often the simulator is
frozen is determined by the content of the scenario; during a study in April 1993. for example, one
scenario used one and a half hours of run time, during which the simulator was frozen on thirteen
occasions.

The questions asked relate to key process parameters that the operator must monitor to maintain
situation awareness, and have been structured in accordance with the conceptual basis of how this
monitoring task is performed [1,11,12]. The parameters, currently totalling thirty-five, are applicable
over a wide range of disturbance situations, and have been selected in co-operation with operators and
other process experts of the Loviisa plant. The status of each process parameter can be asked about in
one of three time frames which, when combined, represent a snapshot of the operator's situation
awareness at the current point in time. For example:

Past: In comparison with the recent past, how has the level in the pressuriser developed ?
Present: In comparison with the normal status, how would you describe the current level in the

pressuriser ?
Future: In comparison with now, predict how the level in the pressuriser will develop over the

next few minutes.

One intention of this question structure, which is homogenous across all questions, is for the test
subjects to report process trends and how they relate to the present situation as opposed to reporting
absolute parameter values. This aim is also realized by the use of qualitative and restricted response
categories: in the above example, the choice of possible responses is 'increase / same / decrease'.

A computer program generates a set of twelve questions each time the simulator is frozen. The
selection is structured so as to ensure an even distribution across the plant process and across the
different time-frames. The test subjects are unaware what questions will be asked and the randomised
selection is independent of the scenario being simulated. Combining this attribute with the operator
not knowing what disturbances will be simulated or when the simulator will be frozen, the overall
SACRI procedure prevents the test operators from preparing their responses in advance which would
otherwise degenerate ihc measure into one of memory recall.



The operator's responses u> e;n.h qucsiiim arc sniicd ihiouüh companion with ume-lagccd trend IOÜS
of the respective parameter, hach response is classil ied in one of lour ways: hit (significam parameter
drift, detected by opeialor); miss (significam pjiameiei drift, not detected by operator); correct
acceptance (no significant paiameier drift, none íeponed by operator); false alarm (no significam
parameter drift, but one is iieveuheless reported by lhe operator as being present). This classification
is then used to calculate the Signal Detection Theory (SDT) measures of A' and the R:S ratio 112,13].
usually on the basis of each individual administration of SACRI. These measures, which are
traditionally used in areas such as industrial inspection, are directly applicable to assessment of the
operator's situation awareness. In this context. A' is taken as indicating the accuracy with which the
current situation was assessed, whereas the R:S ratio can assist in indicating the operator's strategy in
assessing the extent of a disturbance's consequences.

Finally, questions concerning how the operator perceives the current situation in direct relation to
his/her current task goals are now to be added into SACRI. The same few questions will be asked on
each occasion the simulator is frozen, following those described above, and elicit free responses from
the operator that are not included in the SDT measures calculation but serve instead as supplementary
information when later interpreting the data.

3. THE SACRI EVALUATION STUDIES

3.1 Background

Due to this research having no direct predecessor, a series of methodological studies were required to
develop and evaluate SACRI. Four simulator studies have been conducted for this purpose. The first
two studies in HAMMLAB both used two licensed operators from the Halden Boiling Water Reactor,
who had been specifically trained on the simulated pressurised water reactor process for purposes of
the research project. The third study, also in HAMMLAB, used internal Halden research staff who
had varying degrees of knowledge of the simulated process; this serving a goal of establishing the
level of process competence required for the use of SACRI to be effective. The fourth study was
conducted in the Loviisa plant training simulator in Finland, using a licensed Loviisa operating crew
as test operators. An additional aim of this study was to discuss the overall content and structure of
SACRI with the licensed operating crew.

These studies served to develop SACRI in an iterative manner, in which improvements derived from
one study were implemented and re-evaluated in the next. SACRI was evaluated against a set of
criteria for the use of situation awareness measures [ I4j and those adapted from the measurement of
workload in a system test and evaluation environment f!5]. A deliberate strategy was adopted
concerning the shaping ot each study to the evaluation of SACRI against a select few criteria: had it
been attempted to assess all criteria at one time and SACRI had not been effective, it would have been
difficult to decide whether this was an effect, for example, of the test operators used, the contents of
the question inventory, the manner in which disturbances were simulated, the manner in which
interface configurations were manipulated, or the general procedure for deriving the measure. A
summary of some main findings from these studies is given in the following sections.

3.2 Sensitivity

3.2.1 Avoidance of ceiling and floor effects.

A main issue of the evaluation studies has been whether or not meaningful variation can be obtained
within the response data; what is referred to as the sensitivity of the measure. Without such variation
it is not possible to compare different operators, different system interfaces, or use of the same system
interface in different sn nations.
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A general means of evaluating sensitivity is to ensure that the response data do not show floor effects
(responses being consistently incorrect) or ceiling effects (responses being consistently correct). No
such effects were observed in any of the studies, leading to the conclusion that the inventory of
questions is set at an appropriate level of difficulty for the test subjects used and the situations
simulated. More specific aspects of the measure's sensitivity will now be discussed.

3.2.2 Sensitivity to differences in operator competence.

Considerable evidence has shown SACRI to be sensitive to differences in operator competence. In the
first two studies, one operator consistently achieved better scores than the other, with this difference
corresponding to results of a pre-test of process knowledge and the subsequent accuracy of their
diagnoses. In the third study, differences between the six test subjects predicted before the study were
confirmed by the response data. Of particular importance is that a clear distinction was seen between
two groups of test subjects, one group being predicted as process experts relative to the others; this
distinction proved important in later analyses, as will be seen in section 3.2.4. Finally, the fourth
study at Loviisa re-ran one scenario from the third study in HAMMLAB. with the Loviisa crew
performing significantly belter than the non-licenced Halden test subjects.

3.2.3 Sensitivity to changes in the process state

The characteristics of process situations will create varying requirements on the maintenance ot
situation awareness, and a measure of situation awareness must be sensitive to such variation. Results
of the studies have shown indication that SACRI meets this criteria.

For example, in the second study two scenarios were constructed, each having an easy, an
intermediate, and a difficult disturbance to monitor within them. Factors influencing the level of
difficulty included the number of independent process faults within the disturbance and the degree to
which the disturbance had consequential effects throughout the process; it is acknowledged that
subjective responses to each disturbance will complicate this general distinction. Operator scores for
each of these disturbances, which reflected the expected differences between operators and
disturbances, are shown in Figure 1.
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3.2.4 Sensitivity to changes in ;i control гошм S}slom-oper;ilc>r interface

Being that the principal use of SACRI will be within the evaluation of control room system interlaces,
a fundamental requirement is that it should be shown to be sensitive to interface differences: these
differences being another factor affecting overall task complexity. In the third study, this requirement
was investigated through the manipulation of an alarm system interface. The system has two displays
one, a VDU based chronological alarm text list, the other a VDLJ based alaim and process overview
graphic display. During the scenarios, for some of the time the alarm text list was available whereas at
other times it was not; the overview display was available throughout. Changes to the interface were
done in a way that ensured, as far as possible, we were testing the effects of interface design per se as
opposed to the actual act of changing the interface.

At an overall level of analysis, little difference was seen between the two interface configurations'
affect on situation awareness, although one test subject proved significantly better without the alarm
text list display. However, it was found that individual differences in response to the disturbances
occluded findings of interface effects at an overall level of analysis, and that analysing trends in
situation awareness scores was a more sensitive and relevant approach. An example of the dat^
viewed in this way is shown in Figure 2.

Wnhout

•i ft 7 .\

ADMINISTRATION OF SACRI

Figure 2. A' I rends for subject I, scenario A, in lhe third study. The term 'with'
refers to administrations of SACRI when the alarm text list was displaved.

whereas 'without' refers ю when it was not displayed.

Data analysis proceeded by examining directional trends in the A' score when a change to the
interface was introduced (did situation awareness improve or decline ?). It was this analysis that
showed an important distinction between the upper and lower scoring test subjects. Sensitivity to
interface differences was seen in the data of the upper three scoring subjects, with situation awareness
consistently declining when the alarm text list was re-displayed after a period of being hidden, bin
with no specific directional effect when [he list was taken away after a period of being available: see
Table I. No such difference between the interlaces was observed in the data from the lower three

X
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scoring sub]ccis; see Table 2. Results ol Chi-squarc lest.s. used in evaluating the statistical
significance of the data, are also given.

Table 1. Directional trends in A ' scores of the upper three scoring subjects when the interface is
changed; third study.

Interface change from without
alarm text list to with.

Interface change from with alarm
text list to without.

Increase in A' score

0

3

Decrease in A' score

7

4

(X2 = 3.82, df = 1, critical value for X 2 at p=0.05 is 3.84)

Table 2. Directional trends in A' scores of f''e lower three scoring subjects when the interface is
changed; third study.

Interface change from without
alarm text list to with.

Interface change from with alarm
text list to without.

Increase in A' score

3

4

Decrease in A' score

4

4

(X2 = 0.08, df = I, Not significant)

These findings are confirmed by analysis of the absolute A' values when the interface is changed,
grouping the data in the same way as for the above analyses; see table 3.

Table 3. Quantitative analysis of trends in the A ' scores at points in the scenarios when the alarm
interface was changed.

Upper three scoring
subjects: interface change
from without text to with.

Upper three scoring
subjects: interface change
from with text to without.

Lower three scoring
subjects: interface change
from without text to with.

Lower three scoring
subjects: interface change
from with text to without.

Mean A'

Without
text: 0.814

With text:
0.700

Without
text: 0.565

With text:
0.582

Mean A'

With text:
0.616

Without
text: 0.704

With text:
0.698

Without
text: 0.325

Value of t

2.92

-0.03

-0.80

1.44

df

6

6

7

6

significance
level

p < 0.05

NS

NS

NS

The finding that, for the upper three scoring subjects, the removal of the chronological alarm text list
led to an increase in situation awareness, whereas its introduction generally led to a decrease, was
unexpected: it had been thought that the additional information from the text list would benefit the
test subjects. One possible explanation for this finding is that the availability of both the
chronological alarm text list display and the alarm / process overview display actually provided too
much or too detailed information for lhe operator to locus on, particularly in the initial stages of a



disturbance. By definition, the overview displav was moie effecuve in providing the operator with a
rapid update of the changed process situation, whereas the text display provided detailed information
relating only ю the specific alarms. Whilst the detailed text information may become more important
than that of the overview display in diagnosing the disturbance, during the initial phase of the
disturbance the text may focus the operator into too narrow a scope of interpreting the alarm message
at the expense of assessing the disturbance's global effects.

This explanation is at present speculative, and there is a need to replicate the finding using a larger
pool of process experts (preferably licensed PWR operators). In addition, since this was a
methodological study for SACRI, a detailed observation of how the alarm system interfaces were
used by the test subjects, which would have investigated correlates between the proposed explanation
and behavioural data, was not conducted. The main implication of the finding for the purpose of this
study is that the A' measure has shown the potential of being sensitive to changes in the alarm system
interface, which suggests it would be of value in assessing alternative alarm system and other process
state information system designs in terms of their effectiveness in enhancing the operator's situation
awareness.

So why was this effect not also seen with the lower scoring subjects ? It was concluded from
inspection of the trend data that the over-riding effect on these subjects was the situational change
brought about by the introduction of a new disturbance, and they were thus insensitive to the more
subtle effect of an interface change. Derived from this is the methodological conclusion that
considerable process competence will be required when using SACRI in control room system-
operator interface evaluations.

3.3 Reliability

To be a reliable measure, SACRI's findings must be replicable. This criteria has received less
attention in the evaluation studies, due to the time scales and other practical considerations required to
re-run a group of operators on a set of test scenarios they had previously encountered. However,
initial indication of SACRI's reliability has been seen from a less stringent stand-point; for example,
the consistent score differences between the two operators in the first two studies, and the predicted
rank ordering of test subjects in the third study being bourne out by the response data generated.

3.4 Content validity

Fundamentally important to the question based method of measuring situation awareness is the
identification of those parameters central within the operators' monitoring of the process for inclusion
in the question inventory. Much effort has been placed in compiling SACRI. culminating in a detailed
review with the Loviisa licensed operating crew. They conclude that the current version of the
question inventory contains those parameters which are key indicators of process changes over a
ranse of difference disturbance situations.

3.5 Construct validity

Construct validity refers to SACRI's effectiveness in measuring the unobservable psychological
construct of situation awareness. Although work is still required in fully defining situation awareness,
enough is known for practical purposes of attempting to measure it. It is argued that the SACRI
measure reflects well the current thinking about situation awareness.

The inventory of questions captures the temporal nature of situation awareness by asking about the
current process state, how it has developed, and how it is likely to develop. In addition, these
questions relate to qualitative trends in process parameters as opposed to absolute parameter values:
this being consistent with how the operator is envisaged to monitor the process.
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Another aspect oi" construct validity is that the tasks perfomied by the operator in the test environment
are représentative of the tasks in the actual plant environment, thus allowing transferability of the
system evaluation results to that plant environment. It is argued that the use of full-scale simulation
and the introduction of disturbance scenarios over a period of several hours gives a close
approximation to the development of situation awaieness on plant. For example, the Lovnsa operatin;
crew commented that the scenario used was similar to that they might encounter in a training session,
that the act of asking for intermediate process state reports emulates one task of the shift supervisor
during disturbance situations, and that in training sessions the simulator is frozen to discuss the
current situation so they did not view the simulator freezes within SACRI as intrusive.

Finally, data analysis has shown thai the three question groups (past, present, future) each make a
separate contribution to the overall score; as opposed to being repetitions of one another. Prediction of
the future plays a particularly significant role in determining the SACRI score. This finding is
important to SACRI's construct validity in that it illustrates how the measure of situation awareness is
based on more than what the operator could have already seen happening in the process situation de.
it is not merely a test of memory recall). Such an argument is further supported by examination of the
experimental procedure used in deriving the measure of situation awareness: as discussed previously,
the operator cannot prepare his answers in advance, since he/she does not know what disturbance
scenarios will be introduced, when the simulator will be frozen, or what questions will be asked. In
addition, there are too many process parameters for the operator to constantly monitor all of them:
he/she must scan the process interface and deduce from this the status of non-observed parameters.

4. CONCLUSION AND FUTURE WORK

The findings from the four studies have shown SACRi to be a feasible measure of situation awareness
for use in the Human Factors evaluation of process state information system interfaces. SACRI will
supplement existing measures that have been unable to focus specifically on how the system interface
affects the operators' developing awareness of the dynamic process state.

Whilst further evaluation of SACRI is required, such as replicating the results obtained so far with a
larger pool of licensed PWR crews, its development is considered to have reached the stage where it
can be directly applied to a system evaluation. A first application will concern the Computerised
Alarm System for HAMMLAB (CASH) [16), which is currently under development within Halden.
This system will present alarm information to the operator in two separate displays: 1) a fixed
overview display containing high-level alarm and process state information; 2) a selective alarm
display in which the operator can request additional information such as alarm sequence lists,
classified for example by priority, and alarm related process parameter trend diagrams. The
development of this system has reached a stage in which two alternative designs for the overview
display have been proposed. A simulator study will now be used as part of the process of choosing
between these alternative design proposals. SACRI will be applied along with other performance
indicators to provide a more complete evaluation of the effectiveness of each design proposal.
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A control process model on the above considerations is used in CANDU NPP operating [7J.
- A performance analysis should be laid down; particularly, three main conceptual approaches are
considered in CANDU NPPs [8]:
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1. Summary of Activities and Objectives

The only activities in Romania that are directly relevant for the present CRP are performed fay lhe
following institutes: Institute of Atomic Physics - Bucharest, Center of Technology and Engineering for
Nuclear Projects - Bucharest, Institute for Nuclear Research - Phesti, the last two units being
associated to the Romanian Electricity Authority.
The Institute of Atomic Physics (IFA) is a network of institutes and companies dealing with research
and development (R&D), manufacturing and services in several fields of high technology: nuclear
engineering, plasma techniques, lasers, vacuum techniques, optoelectronics. IF A is guided by the
Ministry of Research and Technology.
The Center of Technology and Engineering for Nuclear Projects (CITON) deals with engineering
activities in the field of nuclear projects.
The Institute for Nuclear Research (ICN)'s activity is centered around the development of the
applicable research programmes for nuclear energy.

There are two IFA's research projects whose main topics are relevant for the present CRP:
• Development of a nuclear emergency Decision Support System;
• Development of computerised operator support systems for CANDU NPP;
There is one project under development at the ICN:
• Cemavoda probabilistic safety evaluation project

A short description of each item is given in me following.

Development of a nuclear emegenty Decision Support System
Code - named ACAIFA, the project is covered by a contract within Programme Area I - Nuclear
Accident Consequence Assessment Expert Software of IFA's Programme on Nuclear Accidents. АСА
- IFA is meant as an open - ended modular structure to be inductively built and refined, assimilating in
some creative fashion elements of knowledge - models, methodology, procedures, etc. - as these
emerge and are made publicly available by excellence centers and international organizations.

Development of computerised operator support systems for CANDU NPP
COSS development constitutes the subject of a research collaboration between IFA and CITON.
COSS are presently under development and are intended to be implemented in me Cemavoda Nuclear
Training Center, for me final tests and validation on me Full - Scope Simulator replica Unit 1 of
Cemavoda NPP. Current Status is the development of the pilots for the "Moderator System" and the
"Spent - Fuel Bay System".

Cemavoda probabilistic safety evaluation project (CPSE)
This evaluation is the first phase of a full scope Level I PSA study for me Cernavoda CANDU - 600
plant, having as its main objectives the training of a PSA team and the development of a limited scope
probabilistic model for such applications as: plant design evaluation and early safety improvements,
defining specifications for a living PSA, identifying training scenarios for plant operators, evaluating
technical specifications and developing emergency procedures.

A±



2. Activities related to the Individual CRP Tasks

2.1 Introduction

This chapter contains nie summary report for task 4.4.2, where Romania is task leader and some
contributed information on task 4.4.3, where Romania is task participant

2.2
Task 4.4.2. Develop guidance for co-ordination of systems and document existing

experience with respect to system functionality and human factors
concerns

Summary report

Task group members: D. Bengulescu (Romania), task leader
J.Naser(USA)
К Haugset (Norway)

1. Summary

An advanced Control Room needs that the individual OSS be integrated both with respect to man-
machine interface and to aie process complying to assure the link among all systems like surveillance
system, disturbance analysis system and /fiagnnew system.
Even though new plant designs are being developed where OSS-based Control Room concepts are
present, OSS will mainly be utilized through a gradual upgrading of existing plante; the existing
Control Room should be upgraded by integrating the new OSSs into their environment
The integrated system should allow lhe operator's access to all the individual OSSs; as introduction of
new OSSs normally means 1hat more and new types of information are available, guidance should be
given on what information to display and how to display it, so that is useful and does not add a burden
to the operator.

2. Introduction

As tasks become more complex and involving large numbers of subsystem

interrelationships, mere are more risks and chances for human errors. Therefore, reliable, integrated

information presented in a useful manner is a critical element for protecting the nuclear utüit/s capital

investment and increasing availability, reliability and productivity. Integrated systems with integrated

information access can perform more effectively to increase productrvify and enhance safety. These are

being done through bom upgraded functionality, which is possible with the introduction of digital

technology, and improved human actors design.

<л i



Methods and Artificial Intelligence in NPP Control Rooms", Halden, Norway,
13-15 Sept., 1994

3. Contributed Materials provided by CRP

Thanks to the kindness of Mr. J. Naser, Mr. К Haugsef and Mr. Y. Fujita, lhe task leader was sent,
after CRP meeting in Budapest, several reports, already opened to public, dealing with a series of
aspects relevant for the present task.
The mentioned reports are listed in section б (References) together with published AECL information
on CANDU and other reports of interest for the discussed task

4. Analysis Results, Methodologies

Plant Communications and Computing Architecture - PCCA - (EPRFs concept) provides the
mechanism for integrating systems, for providing access to all of the plant's information sources and
for facilitating common interfaces between the human and the machine:

Each OSS will be able to communicate with other internal and external systems;
The human-machine interface of each OSS will be consistent in look and feel with other OSSs;
Future migration to a new hardware or technology will be completed without excessive down time
or a major conversion effort;
Each OSS will be maintained at a more reasonable cost;
Information and functianaiiiy will not be unnecessarily duplicated

EPRI ISC Upgrade Initiative is designed to help utilities upgrade the I&C systems in their
plants. Integration is a key word in the I&C Upgrade Initiative. There is the integrated life
cycle management plan which looks at the entire plant and evaluates and plans all of the
upgrades in an integrated manner. The PCCA supplies the infrastructure which allows ate
integration of systems and information. A generic methodology for the creation of PCCA plan
is under development at ЕРШ.

To obtain maximum benefit from a distributed process control scheme, CANDU designers have

put distributed control field stations throughout the plant and connected them by dual-

redundant data highways. Att process control logic is performed by individual nodes on this

network and âie closed loop control is completed over ike data highways. The Distributed

Control System (DCS) represents a set of control and sensing nodes, geographical distributed

overate buildings oftheplanLThe DCSconsistof a number ofsignal scanning andprocessing

stations linked by high performance data highways The LAN is available throughout the plant

to connect to additional nodes with plant data for computation, monitoring or technical

support The combined plant display systems form a digital communications network which

transforms the data available to the distributed control systems into a centralized operator

interface and data retrieval system. This approach wiU be successful in providing the operator

a coherent and co-ordinated interface in the centralized control areas, so that the benefits of

centralized and co-ordinated interface in the centralized control areas and those of centralized

supervisory control will not be lost m the era of distributed controllers.



The unified man-machiae interface allows the human to interface with the integrated plant systems
by:
• presenting more complete, integrated and reliable information to plant staff to better cope with

operating and emergency conditions;
• eliminating routine manpower-intensive efforts (recording, integrating and evaluating data);
• developing took to assist m performing monitoring and control;
• improving information availability (readily obtainable and in the proper form for all groups

requiring it).
The unified man-machine interface serves as a common interface to plant instrumentation and control
(t&C) systems and data networks and provides needed functional applications and software services to
support the activities of operations, maintenance and engineering personnel It promotes a standardized
computing environment which meets the special needs of aie nuclear power industry: reliability,
security, time-critical operation, configuration control and effective human-machine interaction.

ЕРШ has under development ate EMU Plant-Window System ( Plant-Wide Integrated
ENvironment Distributed On Workstation) - PWS, which plays the role of aie window that ate
human has into (he plant, allowing the human to interface with all of the plant systems,
software, and databases and to perform any desired activity. The system resides on workstation
platforms distributed throughout aplani and facilitates the access and functional integration of
data and applications:
- access integration - the user accesses as plant systems and data needed to accomplish
control, monitoring and analysis activities;
-functional integration - applications and computer systems cooperate in performing tasks for
the user.
The PWS allows a wide variety ofOSSs to be accessible in a totally transparent manner as far
as to where the system actually resides. It will communicate with other computers and OSSs
throughout the plant It will be designed in a modular and easily expandable form.
Л PWS console consists of a conventional workstation supporting standard operating system
services but it also provides an integrated application environment that supplies functional
module libraries, distributed system and data access services and resource management

The AECL Operator Companion is conceived as a family of expert systems and outer advanced

computing systems that will address the key plant functions of plant information access and

display, on-line advice and diagnosis, alarm annunciation and interactive operating

procedures. A prototype Operator Companion has been implemented using workstations linked

on a heal area network (LAN). Three types of modules have been develope:

- aplani database - a central data repository for such data as measured values, component

information, historical trends and shift logs;

- an operator console - serves as a high-level interface to selected data from ÓK plant

database, and alerts the operator to parameter changes. It also serves as an interface to the

subsystem advisor modules;

- subsystem advisor.



The network can contain any number of operator consoles and advisor stations. Each

workstation can be dedicated either to monitoring specific parts of aie plant or to meeting the

needs of a specific operations group (e.g., operators, mamtamers, etc.)

The concept of an Integrated Surveillance Air. Control System (ISACS) has been developed

into a prototype, which presently is in operation at the simulator-based experimental control

room HAMMLAB of the OECD Halden Reactor Project ISACS is designed to be an integrated

interface for the operators of a nuclear power plant The prototype version of ISACS performs

mis assistance through ate integration of a number of single-purpose Computerized Operator

Support Systems. Because it would be impossible to use such a large number of COSSs

individually, ISACS provides an integrated interface through ate use of an Intelligent

Coordinator that monitors the operation of all the COSSs and presents a prioritized summary

of ate situation to the operating crew through the man-machine interface.

The ISACS system assesses plant status continuously, identifies events and safety function

challenges and formulates a recommended course of action for restoring ate plant to normal

conditions. In addition, the computerized procedure system built into ISACS coordinates the

implementation of ate recommended actions. Finally, aie ISACS intelligent coordinator actively

monitors operator actions and warns ate operator if he should switch his attention to higher-

priority concerns.

Human factors view of new technology

In consonance with growing awareness that the human operator is an integral part of t ie overall

human-machine system, with special strengths and weaknesses, human actors engineering is receiving

significant attention in the design of the human-machine interface. Ideally, human engineering methods

should be applied throughout the design process, from concept development to system implementation.

Human factors concerns

• The present form of MMIs development is technology driven. This is a naH al

process of technical evolution, but mis sometimes causes problems when technical

limitations and the consistency with user characteristics and work rules are not

considered carefully. A better form of the control room technologies implies me

need for shifting me technical emphasis from technology-oriented approach to truly

user-oriented ap;- oaah.

• In the long term, mere will be an increasing transfer of certain operator tasks to

OSSs. Problems will arise with guidance given by computers if me tasks which are

assigned to human and machine are not clearly defined. The important decision of

who has responsibility if incorrect guidance is provided must be taken and stressed



Current ibinlring is mat me operations staff has final responsibility for all actions

and therefore must verity me guidance given by the OSS. It is necessary to design

OSS in such a way mat it functions more like a consultant man an instructor. It is

crucially important to decide function allocation between the human and OSS, and

also me form of OSS such mat OSS remains as a subordinate to the human ( Le.

tool).

While automation has a number of desirable attributes, for a number of reasons,

both functional and social, it will never replace human involvement in plant

operation or maintenance. There are some functions (Le. very fast decision time)

ttiat require machine implementation. Other functions are best implemented by

humans (Le. where there is a requirement to apply judgement, rtantmmg and

experience). The basic goal is to free me operator from me tasks he is not suitable

for, and assign him those tasks that benefit from the unique human capabilities as

pattern recognition, extrapolation, abstraction, planning activities.
It is clear mat a full intégration of me OSSs into me general plant monitoring
function will increase the operator's ability to combine information sources and to
identify more effectively the early symptoms of an abnormality, the integration of
the OSSs must not allow operators to receive conflicting advice from the different
systems. It is essentially to adopt, whenever possible, the same standards used for
the existing systems to ensure full consistency and compatibility.

Human factors issues <bat need to be considered in the future control room design are:

- information selection and generation;

It seems to be an internationally accepted idea that diagnostic and operational guidance

infbnnationismeltimiofinfonnatxnü^besteimancesopeistor ability. However, it is not -

proven idea. At mis time mere is an unsolved problem with respect to the possibility mat control

room operators may have difficulty trusting their own judgement when in conflict with

recommendations provided by an OSS-particulariy when artificial intelligence techniques are

being used. If not solved, mis problem may result in regulatory restrictions on the use af such

• error prone situations.

Ibere are two categories of errors: systematic errors and variability. Variability is stochastic and

hard to predict It can be reduced, but cannot be removed completely. On the other hand,

systematic errors are easier to predict, and therefore believed to be easier to remove, ш many

cases, persons who committed systematic errors have good reasons to behave mat way. These

are called error- prone situations (EPSs). Understanding of EPSs is very important for removing

systematic errors.
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Examples of Human Factors Issues to be Addressed

• Large overview displays for group viewing

Ibère is experimentai evidence which indicates that teams of people problem-solve best when

they work from a common display. To counteract the tendency for operators to over focus on the

narrow view given by any one CRT display, an Overview Mimic seems to be a valuable facility

in the control room. The Overview Mimic must be designed so mat it is an integral part of the

rest of the control room.

The EPRIALWR requirements document establishes some valuable requirements and

guidelines for integrating Control Room Displays with plant mimic diagrams.

• Console CRT displays and touchpanel devices

The integration of display and control is believed to facilitate control tasks which are highly

dynamic and done under time pressure. Placing information relevant to control tasks in the vicinity

of control device displays may reduce the workload associated with verification activities and the

occurrence of human errors. It also contributes to the design of a compact control board which is

believed to have its own merits of reducing workload. For this reasons, integrated displays and

controls using touch sensitive CRT screens is becoming a general trend. It is especially true for

non-safety related control tasks.

The Advanced BWR andPWR control rooms developed in Japan illustrate Ótis trend

The CANDU 3 control area utilizes a soft human interface concept where au of the

operator interface is through computer generated displays. A fully computerized compact

console enables one operator to control the whole plant with soft-control technology.

Sucfi a compact console is expected to benefit operators with its ability to present controls

and relevant information in integrated forms, and also to incorporate supportive

information such as diagnosis.

• A^nTinciflfpr System TitwTftflflfi

Recent developments in microprocessors now permit flexibility of alarm presentation, including

arrangements of alarms by sequential or prioritised order and the handling of multiple input

alarms. Some systems also offer alarm suppression or filtering. Many of these capabilities are

software based. Examples of available features include:

- rearrangement of alarm windows;

- ability to provide additional field contacts with less effort;

- «wagnmatif of different acknowledgement sequences;

- logging of alarms on printers;
- enable/disable alarme m groups;



- display of alarm events cm CRTs at various locations and in desired formats.

• User Interface Design

Having an appropriate user interface design is of vital concern to advanced control room systems.

Ibis covers display and control design, console layout, communications, anthropometry and most

importantly the way that the software system is to be addressed by and made to help users.

5. Conclusion

In cases where a large number of operator support systems are to be implemented in lhe control room,
special attention must be paid to integration of the operator support systems with respect to other
systems and to design a unified human - machine interface for all of the systems. As introduction of a
new operator support system normally means that more and new types of information are available,
guidance should be given on what information to display and how to display it so mat it is useful and
does not add a burden to me operator.
Two major aspects which support this intégration are:
- the pliant communications and computing archHectare which provides the infrastructure mat
allows the integration to exist in an easy to implement тяпияг Open systems concepts are utilized to
guarantee interoperability of systems and mterchangeabiiity of equipment
- the unified interface between the humas and the plant systems which supports the
implementation of diagnostic and decision aids. Success in developing a better interface inquires the
utilization of human engineering skills.
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23
Task 4.43. Develop requirements for techniques and tools for developing OSS

and document existing ones

Contributed information

Abstract
The overall scope of OSSs is to improve operational safety and efficiency of nuclear plants through the
consideration of computerized operator support systems, development of advanced control rooms and
human factor consideration.
However, the decision to use an OSS for a given application must be based on clearly defined criteria
For Computerized Operator Support Systems, of particular concern are the questions an system
software (language/shell, etc) and application software (knowledge base -KB-) quality control.
However, external requirements analysis should take into account mat the OSSs operate in a certain
environment Consequently, end-user characteristics, operational interfacing and performance
requirements, verification and maintenance aspects must be considered.
The feasibility of the proposed OSSs has to be assessed through preliminary studies, cost-benefit
analysis should be made.
The newcomers in the field of OSS techniques are recommended to start with modest and isolatable
problems in order to build up the necessary hand-on experience.

Introduction
There is sufficient information in the literature to lay down mat the application of OSS's techniques is
appropriate to me enhancement of NPP operational safety and efficiency. [1,2,3,4]
Generally, for FHWR-CANDU NPPs the following support systems have been indicated [5,6]

- on-power refuelling (FUELEM);
- fuelt defect detective (FDD);
- fault diagnosis for programmable digital comparators (FDC);
• condenser sea water leak advisor;
- shutdown system diagnostic advisor (SADAU);
- Plant Emergency Operating Procedures (EOPs);
- Shell -and Tube Heat Exchanger Design Advisor.

With five PHWR-CANDU 660 units under construction - the first due into commission by 1995 -
Romania is concerned on supplementation of me Canadian experience with specific OSS fitted to
actual Cemavoda NPP, considering the idiosyncrasies of particular equipment, omissions during
engineering and construction, and Romanian operators psychological features.
Thus we have under development
- CORA Expert System for Cemavoda NPP- area of application: safety;
- ACA-Dss, for a projected Control Centre - area of application: diagnosis;
- COSS, for PHWR-CANDU Spent Fuel Bay System -alarm analysis and diagnosis oriented;
- SS3d for PHWR - CANDU Moderator System - fault detection and diagnosis oriented.

Requirements for developing OSS
- The modelling of the plant process control is needed in order to hy down functions assigned to
Operator and to Machine and the responsibility for actions:
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Fonctions assigned to:

Operator

Creative
situation

Soft
Control System

Hard
Control

Machine

Operator Support
System

Operator Support

Hard Control

Responsibility for action:

Operator

Designer/Operator

Designer (Machine)

Ã control process model on the above considerations is used in CANDU NPP operating [7].
- A performance analysis should be laid down; particularly, three main conceptual approaches are
considered in CANDU NPPs [8]:
* maximum allocation (MA), the goal is to automate everything tf»«t can be reasonably automated and
to allocate the rest of the tasks to the operator,
* dynamic task allocation (DTA), a module in the system tries to optimize the overall human - machine
performance by dynamically allocating the tasks between the human and machine;
* joint cognitive problem solving (JCPS), paradigm: operators develop a series of'mental models' with
various degrees of granularity and use me model that has me appropriate granularity for the task at
hand.
- Tne OSSs should not create supplementary tasks for the operator; complex OSSs may increase work
load on me operator.
- For Computerised Operator Support Systems (COSSs) mere is a need to develop comprehensive
knowledge basis (KB). Tne source of KB will include:

* plant documentation,
* plant operating procedures,
* plant design drawings,

* plant simulation models and safety analysis,
* plant simulators.

For Romanian OSSs me sources are plant documentation, plant operating procedures, plant design
drawings, plant simulator -full-scope microsimulator.
- Level of abstraction has to be suitable for expressing knowledge on processes. ТЪе knowledge should
be organized about of plant hierarchically. It will be necessary to consider the use of COSS with an
intelligent filter of information.
- ТЪеге is a need for OSSs to leam from the novel situations: neural networks could be suitable: some
codes are designed at Institute of Atomic Physics for ACA-DSS.
- Human operators could not be able to handle large amounts of information. Large scale integrated

- ТЪеге is a need for the development of methodologies for verification and validation of OSSs; no
experience at mis stage.
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Requirements for techniques used in OSS
ТЪе feasibility of the proposed OSSs have to be assessed through preliminary studies, a preliminary
cost-benefit analysis should be performed After this, for computerised OSSs (Rule - based OSSs and
Knowledge - based OSSs) two distinct activities have to be carried out

- a knowledge analysis
- an external requirements analysis.

ТЪе knowledge analysis is concerned with the question of whether the specific expertise is suited for
being represented in a knowledge - based system.
ТЪе external requirements analysis is concerned with the fact mat OSS operates in a certain
environment; end - user characteristics, operational interfacing and performance requirements,
verification and maintenance aspects should be considered.
These two activities will be briefly presented below in me light of Romanian OSSs.
As concerns the development of advanced control rooms, the new technologies will play a major role
in the development of innovative methods for information processing and presentation. A
comprehensive methodology is developed for CANDU control rooms by considering the following
issues:
- the balance between power and safety goals,
- me balance between manual and automatic control,
- the inclusion of human factors (psychology, anthropométrie and task analysis) including human
reliability;
Related documentation [4].
a) Software Used

* ACA-DSS capabilities [9]:
- programming languages: C, Vectoriel FORTRAN, QBasic
- operating system: UNIX, MS-DOS
- graphical user interface: X-WINDOWS, DORE
- graphical system: GKS

* COSS capabilities [10]:
- programming languages: C++, Vectorial FORTRAN, QBasic
- operating system: MS-DOS

* CORA capabilities [I I]:
- programming languages: C++
- operating system: MS-DOS, UNIX

Other paradigms are intended to be used in АСА and COSS support systems.
b) Knowledge representation:
Rule - based is me «frimmflnf formalism for OSS.

* ACA-DSS - Synthetic Diagnosis Module is built from domestic IF-THEN-ELSE rules and
pertinence matrices [8,12]

* CORA - uses tree formalism in order to faeffitaie PSA [11]
* COSS uses three shell diagnostic rules.

So, on the lowest level we have the sensor inputs and me diagnostic rule is as below:
(1)IFCI224 "high high" THEN Fault is TRUE;

ELSE
CI 224 "high high" THEN Fault is FALSE;
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Hie tail of the clauses from the above rules, ...IS TRUE or ...IS FALSE, indicate the possibility that CI
224 ( temperature sensor) itself could be in an abnormal mode of operation.
On an upper level we have rules on lhe sub-system or equipment behaviour.

(2) IF "A " THEN Class IVsystem foiled,
where A is an integrated value which denotes a global alarm status.
At the top level we have the purposes of the system expressed in terms of modal logic.

(3) IF "B" THEN A Gap Release Occurrence is Possible To Be TRUE
...B denotes sub-system or equipment status.
c) Knowledge Elidtation:
* ACA-DSS uses two segments [12]:
First: ТЪе Machine's Basic Lexic Bank is compared to Operator's statement given in natural language;
finally the machine provide its diagnosis by identifying the keywords.
Second: An anamnesis of the operator is performed by the machine till an automated diagnostic is
reached.
Rules are employed conforming to a plant forward event chain. The two segments are inputs for a
cross-examination module conducted by the Machine to consolidate the diagnosis. Conflicting
diagnostics, originating in either Operator's answers - second thoughts, inconsistencies, fuzziness etc,
should be resolved by the human опту, the Decision support system always advise - never
decide,[9,12].
* COSS - uses an anamnesis of the operator by the machine on me basis of system structure and
operation [10], the anamnesis is conducted on three levels of abstraction, at the top level the general
objectives of a peculiar process are provided in modal logic rules, at the lowest level are the alarm
status. Rules are employed conforming to system's forward and backward chaining which is designed
on an engineering description of the system,[10].
* CORA - uses an engineering representation of the systems conforming to PSA (event trees and fault
tree) [II].
d) Operational Interfacing
At mis stage only the developers are involved in the use of Romanian support systems.
e) Performance Evaluation
There is an urgent need to formalize aspects or guidelines on how to evaluate a given support system.
The performance evaluation should lay down guidelines on knowledge base capacity, response times
and sensitivity of OSS.
f) Verification and Validation
ACA-DSS and COSS - are developed at a research - grade; no experience in verification and
validation.
CORA - is designed under a QA control [11].
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3. Overview of National Activities

3.1 Introduction

CERNAVODA nuclear power plant consists of five units of 700 MWe installed capacity each. The
technology is based on CANDU - 6 nuclear reactor, of Canadian design, using natural uranium as fuel,
heavy water as coolant and moderator and a "General Electric" turbogenerator. The construction work
for unit 1 started in 1980. According to me initial programme, during 1980 - 198S the civil works for
all the S units of the station commenced. By the end of March this year, me percentage of unit 1
completion was 92%. The commercial operation of the unit is scheduled for 1995. With a load factor
of 0.8 or more, a 4.5 TWh power generation per year and unit is expected. In 1992 RENEL, and
through it, Cernavoda NPP, became a Member of World Association of Nuclear Operators (WANO),
affiliated to the Atlanta Centre and also of CANDU Owners Group.
The updated Level 1 AAC Target Schedule show Criticality on 95.Feb.15. and 1st Synchronization
with the grid on 95.Mar.31. These dates will be reassessed pending die impact of funding difficulties.

Ccrnavoda NPP - Summary concerning Operators

16 Senior Operators (group A) are receiving on-the-job training through rotation of assignments every
4 months. Present assignment includes 10 on Shift, 3 in Commissioning and 3 in Operating support
group. Also a comprehensive plan is in progress to obtain lhe required electrical operator qualifications
for senior nuclear operators, 24 nuclear operators as well as 5 expatriate staff on shift These
qualifications are necessary to meet the Romanian legal requirements for operating electric?!
equipment as well as preparing, issuing and holding work permits / work protection. 12 separate
training courses were conducted for a total of 479 man-days. Work is in progress to revise and adapt
14 training courses for Cernavoda NPP. Also 29 lesson plans (out of 45) have been completed for
Nuclear Systems and 18 (out of 53) completed for BOP systems.

3.2 Overview of national activities relevant to the present CRP

The first of me five PHWR-CANDU 660 units, which are under construction in Romania, is due into
commission by March 1995. The operators for the first unit are under training at similar nuclear power
plants in Canada At the same time, the Training Center for the operation personnel is under
implementation at Cemavoda, using bom a full - scope simulator and subsystems microsimulators.
Taking into consideration the above mentioned conditions and also the fact that Romania has no
operation experience with nuclear power plants, the research program developed by the Romanian
research institutes has me following main topics:
1. Getting acquainted with, and understanding OSSs which have been developed in the AECL and
Ontario • Hydro research institutes;
2. Approaching some research objectives which are less dependent on the CANDU command concept,
e.g. the implementation of OSSs for emergency situations (risk evaluation and human errors) or other
systems which can be developed using our own experience;
3. Getting acquainted with me conditions and developing modem implementation technologies which
could be applied in the future when OSSs would be introduced in the Romanian NPP.
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3.2.1 Getting acquainted with AECL and Ontario - Hydro experience in OSSs implementation

Canada has under development a family of expert systems, code-named "Operator Companion", to
support the operators, with the following main objectives [1]:
- Improved CANDU Alarm Annunciation Strategy,
- On-line Fault Detection and Diagnosis;
- Plant Configuration and Equipment Status Monitoring;
- Vital Operating Parameters;
- Plant Operating Procedures;
- Specialized Operational Tasks.
A special attention was dedicated to the study to improve the actual CANDU annunciation system for
lhe next nuclear power units which will be installed in Cemavoda site baring in mind the Canadian
preoccupation in this field [2].
The main objective is to find a new prioritization scheme and factors to determine the priority of
annunciation messages, baring in mind the consequences to the plant and the urgence of operator
response.
The main goal is to solve the "information overload" problem that occurs during major plant upsets.
Preliminary evaluations by AECL [2] show mat the system has the potential to solve many of current
problems associated with upset management
Another area of interest for us was the specialised operational advisors, with special emphasis on:
- On - Power Refuelling Application (FUELEM)
- Fuel Defect Detective;
- Plant Emergency Operating Procedures (EOFs).
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3.2.2. Approaching of some research objectives which are less dependent on the CANDU
command concept or other systems which can be developed using oer own experience

A. DECISION SUPPORT SYSTEMS IN NUCLEAR EMERGENCY PLANNING,
PREPAREDNESS AND MANAGEMENT (EPPM)

lhe year 1994 has marked good progress with the development and testing of the Prototype
Version 1 of me software package ACA-IFA, dealing in Nuclear Emergency Planning,
Preparedness and Management
The favourable reaction of a series of users testing the productin respect to the notion of
incorporating in such systems synthetic diagnosis modules, i.e. rule-based procedures drawing
upon legally accepted/enforced response technical matmafc or similar documents has resulted in
an effort to expand such capabilities within ACA-IFA ш particular, a sequence drawing upon
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current Swiss procedures [1] was developed by appointment of the Swiss Federal Institute of
Technology ETH-Zurich. Working on only a few inputs, such as the location of the targeted NPP
and the wind direction, the respective modules (i) identity the administrative divisions (cantons)
that would make potential targets for radioactive contamination andconsecutivecountermeasures,
(ii) identify and map the zones into the territory where different somatic health effects are to
be expected following the population exposure/contamination, and (iii) map zones of committed
doses taking into account various assumed degrees of sheltering The module is fully integrated with
the framework-software.In the same line, the source term module drawing upon the US NRC
procedures [2] was integrated with all the other pre-existing components of the
Higpffrsirm/remt»mrô»tirin/r.niTntortTit»nmm» A C A - I F A modules.

A full-fledged application in the near-range of the Swiss NPPs at Beznau, Leibstadt, Goesgen, and
Muehleberg has evolved in the same cooperative context A comprehensive GIS capability based
on digitizing a series of topographical Swiss maps (1:50,000) was developed, including clipping,
re-scaling, zooming, and 3D-handIing at user's will on 31 digitized maps. Appropriate maps were
also provided for applying ail the other ACA-IFA modules to the Swiss environment In the process,
substantive refmementswere obtained with the trajectories, puffs, and multiple blow gmtssian
models, which were properly implemented into the codes. A considerable upgrading was also
achieved by complementing the pre-existing DIL (derived intervention level-based) procedures
employed to determine zones of recommended intervention, with dose assessment, and health effects
assessment models and software components. The central environmental quantities generated by met
codes - the time integrated airborne activity concentration and the time integrated ground deposition -
were translated into doses using US NRC- recommended Dose Conversion Factors (DCFs).
Tbe customized Swiss version of the package, known as ETH-RISK is now documented [3], and
has gained favourable, preliminary appraisals at ETH-Zurich, the Swiss Nuclear Safety Inspectorate
- HSK, me Swiss National Alert Headquarters - NAZ ete.(v.e.g. [4]). An interesting spin-off has
resulted from tentatively answering a challenge presented by selective representatives of the Swiss
chemical industry in December 1993, inquestmg on chances mat an approach similar to ETH-RISK's
be tried in the case of chemical accidents. A concept and prototype software named ETH-
CHEMRISK was originated, documented [5] and presented It features, inter alia, a complex
source term model including sub-models dealing in the physical state of contained and
compressed chemicals, outflow models, and models describing how released chemicals become
airborne, specific dispersion facilities for heavy gases ("ground-hugging" chemical clouds), and
specific manners to evaluate risks, based on CPQRA (Chemical Process Quantitative Risk Analysis
[6]) notions and accepted procedures. The performance of IFA's team in the field has contributed in
the Institute's gaining an official status as the Romanian Contractor in the CEC-sponsored, Kf
Karlsruhe-coordinated Project RODOS (Development of an On-line, Comprehensive Decision
Support System for Nuclear Emergencies in Europe) [Appendix 2].
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B. EVALUATION OF HUMAN FACTORS AND THEIR IMPORTANCE FOR THE
UNDERSTANDING AND MODELING OF HUMAN ERRORS

The human response should be found in five disciplines that form the Cognitive Science: Artificial
Intelligence, Cognitive Psychology, Neuropsychology, Linguistics and Philosophy. In most cases in our
days we are dealing with machine - centered design instead of human - centered design. Our studies
was dedicated to two aspects:
• human centered concept;
- human behavior simulation
using Rasmussen's model [1] with three levels of behavior: skill - based, rule - based and knowledge -
based level.
One of the main goals is to evaluate the man • machine interface system requirements [2].
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С SYSTEMS WHICH CAN BE DEVELOPED USING OUR OWN EXPERIENCE

C.1 Development of computerised operator support systems for CAI4DU NPP

Additionally to lhe effort to put in operation âie Unit 1 of Nuclear Power Plant, Romanian companies
involved in research and development of nuclear objectives ( Center of Technology and Engineering
for Nuclear Projects-CITON, Institute of Atomic Phisics - IFA and Institute for Nuclear Reserch -
ICN) work to develope expert systems and interactive media tools to assist operations staff in
Romanian Nuclear Power Plant

AN OPERATOR SUPPORT SYSTEM FOR PHWR - CANDU SPENT FUEL BAY

Efforts are focused on implementing an OSS for Emergency Operating Procedures for Spent Fuel Bay
•which could be performed on the Romanian behalf Spent fuel system is worth attention because:
- after 10 years of operation the global activity stored in the spent fuel bay is nearly equal to lhe
activity of the reactor core at nominal power;
- the long-time aspects of the radioactive waste stored at me plant area are unsolved at this stage, no
permanent repository being at hand;
- the spent fuel bay is located outside the containment, so one safety barrier is eluded.
The Operator could be faced to non-standard situations; e.g. emergency situations at reactor which
require the urgent discharge of the spent fuel - most of this could be failed - to me bays. The hazardous
conditions are favoured by placing the spent fuel bays outside of the containment - this is the PHWR
concept at Cemavoda NPP - and by manipulation of large quantities of irradiated fuel in short times.
At mis stage OSS is under development [Appendix 3].

AN OPERATOR SUPPORT SYSTEM FOR PHWR - CANDU MODERATOR SYSTEM

Starting from the status of Nuclear Power Plant const action and the needs for the initial operation
phase of me plant, Romanian specialists develop the "Fault Detection and Diagnosis Support
System" -SS3D - (Sistem Suport pentru Detxtarea Defectiunilor si Diagnoza), which is designed to
assist the operator durring the normal and abnormal ( incidents and accidents) operation of the plant
CITON and IFA developed for this phase of program :
- all me simulation programs (object code) for the subsystems of the "Moderator System". The
language used is FORTRAN 77 for PC;
- The emulation software (object code) for Control Program of lhe "Moderator System". This software
is used for me testing and validation of the simulation programs;
- PSA (Probabilistic Safely Assessment) model used mainly in the Knowledge Base of me SS3D.
The SS3D will be used by the Control Room personnel and the maintenence personnel. The human-
machine interface is me CRT display and function keyboard.
For the testing of the SS3D, the Full • Scope Simulator replica Unit 1 of Nuclear Power Plant
Cemavoda, suplied by CAE Electronics CANADA, will be used. This Simulator will be in operation
in the Cemavoda Nuclear Traming Center before me end of 1994 [Appendix 4].
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C.2 Cernavoda probabilistic safety evaluation project

Starting from 1989, in me Institute for Nuclear Research, a PSA level 1 was performed using me
licensing documentation. In 1990 an IPERS mission organized by IAEA took place in Romania, to
review this PSA model. Now me INC PSA team is working to implement the IPERS
recommendations and to transfer me PSA model into a complex tool which will include, as a major
item, plant operation. These are the reasons for a "Living PSA" computerized system. Because of the
high complexify of me PSA level 1 model, a specific code package for PSA models development was
produced. Using this successful experience, a more flexible and user friendly applications-oriented
PSA, is under development Finally, mis code will be a powerful tool, "living PSA" type, which will
incorporate some of the most important PSA applications, based an two approaches :

1. Minimal cut-sets generation and manipulation;
2. Path-sets generation and manipulation.

ТЪе code is written in C++ language, under strict QA control. A special attention is paid to me user
interfaces development, due to the difficulties in presentation of the results [Appendix 5].
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RULE-BASED AND NEURAL NETWORK-BASED EXPERT SYSTEMS IN THE
ROMANIAN SAFETY RESEARCH*

D. Bengulescu, D. Vamanu, P.Sandru, A Jianu, С Frujinoiu
Institute of Atomic Physics

Submitted for Presentation at the 4th Symposium on Automatic Control and Computer Science
Polytechnic Institute of Iasi, IASL ROMANIA, October 29-30,1993

ABSTRACT
Code-named ACA.IFA, a research-grade intervention-oriented Decision Support System is under
elaboration at the Institute of Atomic Physics, Bucharest Meant as an open-ended modular structure, it
is intended to work as a methodological framework, a focal point and a communication interface.
1. INTRODUCTION
Post-Chernobyl experience with (nuclear) Accident Consequence Assessment (АСА) has emphasized
the importance of the пеяг-real time quality of the intervention oriented Probabilistic Consequence
Assessment (PSA) Level 3 software and, in particular, of Decisions Support Systems (DSS) [I]. On
me other hand, outstanding is also the need ft^t DSSs accommodate higher than customarily
postulated complexities as far as, inter alia, source term patterns, and the environmental dispersion of
accidentally released contaminants under a variable in time and space meteorology and the constraints
of complex terrains. Recent analyses [2] have confirmed that the conflict apparent in the demands
above "...cannot be fully resolved, but the approach chosen should be an acceptable compromise
between the requirements for scientific rigor, flexibility and easy adaptation to user's needs".
Based on an incipient experience with evolving a research-grade, intervention-oriented АСА software
package at the Institute of Atomic Physics (IF A) Bucharest, one submits mat possible ingredients in an
approach aiming to such a compromise are (i) a synthetic diagnosis of the abnormal event, and (ii) a
heuristic treatment of some segments of the complex phenomenology associated to the environmental
contamination and human exposure. Codes under development at IFA's to test the concept would
emulate (i) for the synthetic diagnosis - the US NRC's RTM-91 Response Technical Manual [3] and
(ii) for a heuristic description of airborne particle flows in a complex terrain - some appropriate scaling
and parametrization of the Navier-Stokes equations recalling - if perhaps distantly at mis stage - the
MLP technique in neural networks [4].
2. АСАША

Most of me belief expressed in the preceding section originate in the process elaborating a research-
grade intervention-oriented DSS at IFA's. Code-named ACAIFA the project is covered by a contract
within Program Area 1 - Nuclear Accident Conséquence Assessment Expert Software of IFA's
Program on Nuclear Accidents.
ш its final intent, the АСА project would generate a pflot-and- demo DSS mat should be able to cope
with tasks such as:
> Prompt piinminning of relevant casuistry and postulated accident scenarios, accident pattern
recognition;
> Synthetic and heuristic diagnoses in the very eariy phases of (simulated) accidents, statements of
recommended/legally-enforced action;
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> Automation of otherwise time-taxing analysis of complex phenomena across accident sequences;
> Field data acquisition and processing, integration of predictions with field measurements;
> Potential accident consequences on public health - short term and long term, the mitigative actions
considered;
> Assessment of countenneasures effectiveness, economic losses and costs, including cost-benefit

> Event history monitoring and recording;
> Communications, including appropriate conversion of expert information into intelligible briefings
for laymen dicidents, operative agents, the media etc.
Given appropriate time and resources, the project would evolve in, mainly, the following directions:
- Acquisition and structuring of knowledge and data bases - physical including nuclear, geographical,
environmental, demographical, sociological, economical etc.;
• Critical updating and selective acquisition of reference operational models and comporter codes to
АСА tasks, the customizing of these according to the intrinsic site/region specificity of the applications
sought, their promotion to the potentially interested parties in the country;
- Generation of research-grade models and dedicated software drawing upon me continually
updated guidelines by international authorities, and also on reference models philosophy and approach.
- Training of crisis executive managers and operational personnel, knowledge and technology
transfer on the domestic scene, promotion of a sound safety/risk culture through demo projects;
- Investigations on possible adaptations of the nuclear crises assessment instruments to other sectors
of the environmental industrial risk, including me power, chemical and metallurgical industries (siting,
risk margins, environmental impact etc.);
In consideration of the typology of both accidents and human behavior under crisis as described,
ACA.IFA would endeavor to be:
> Intervention-oriented, targeting on a first priority basis the diagnosis of events and the prescription
of me appropriate conntermeasacrs in the Early and Intermediate phases of accidents;
> Expert, i.e. capable of managing knowledge and data bases, in intelligent (AT) manners, perform
multi-variant analyses, and issue - through adéquats inference mechanisms/machines, documented
recommendations for action; also - ideally - me system should be able to "learn and recall" from an off-
duty accumulated casuistry;
> Near-real time, mus keeping pace with event as closely as feasible;
> Interactive, providing for easy and permanent man-machine dialogue flexible and versatile in both
inputs and outputs;
> Transparent (expressive) in outputs, capable of conveying convincing messages to bom experts
and Iaymen-decidents;
> Portable, in the sense that versions of the software should eventually cover a variety of hardware,
from lap-top computers (handled by e.g. field operators) to super-mainframes (based in major crisis
centers);
> Custom-tailored, or easily adaptable to respond to the essential site-and-circumstance specificity of
most accidents.
ACA.IFA's software is written for IBM PCs in the AT 386-486 class. Given the "discursive" nature of
the work sessions as designed (ananmesys, reinterations for "what i f problems, extensive
interactivity), and the need of permanently mixing these with graphics in non-standard, customized
formats, it was found mat Microsoft's Quick BASIC 4.S is a handy and particularly convenient
readiness and ease of use numerical and logical calculation, file and staring manipulation, and screen
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handling in both graphic and text modes. ACA.IFA is meant as an open-ended modular structure to be
inductively built and refined, assimilating in some creative fashion elements of knowledge, as these
emerge and are made publicly available by excellence centers and international organizations. A long
way from being acceptable as an operational instrument, the research-grade system is intended to
work as a methodological framework, a focal point and a communication interface, having in
mind the goals, objectives and self-imposed limitations as described.
3. NEURAL NETWORK-BASED INTELLIGENT ALARM PROCESSOR (IAP)
LAP is a project in an incipient stage, part of a contract within IFA's Program on Nuclear Safety &
Nuclear Accidents.
The purpose of alarm processing is to give the system operator the correct information (rather tf^n a
flood of alarm data) and perception of lhe problems present in the power system. It can be viewed as a
pattern recognition problem.
The concept of a nenral-network-based intelligent alarm processor is based on the following
observations [5]: (i) For a power system in a given state, a particular problem will set off a particular
pattern of alarms. Therefore, by correctly recognizing a pattern of alarms, lhe system problem
causing these alarms can be identified, (ii) Most multiple-alarm situations involve large numbers of
relay actions; and the relay protection scheme, once set, will not change day to day. Therefore, the
expected alarms resulting from relay actions can be viewed as the basic characteristics, or
recognizable "signatures" of a system problem, (iii) The pattern of alarms may appear with "noise",
possibly due to equipment problems, incorrect relay settings, miscalibrated metering devices, or scan-
time delays. Some of me characteristics of neural networks which make mem potentially useful for the
above described tasks are: (i) NNs have the ability to learn and build unique structures for a
particular problem, without requiring explicit rules; (ii) NNs are less susceptible to noise in me input
data man are statistical pattern recognition systems and have much faster response; (iii) NNs are
highly fault tolerant.

The basic approach in building the IAP can be summarized as follows [5]: (i) create the training set
for the neural network; (ii) train the neural network using software simulation on an AT class IBM-PC
and a segment of the training set; (iii) use the second segment to test the interpolating abilities of the
network.
Most of the work in NN applications to me nuclear power plant operation is reported by researchers in
academic and national research institutes, which means that the NN techniques are considered to be in
the experimental stage. The feasibility of applying this concept in designing an operator support system
for one of the CANDU nuclear power plant's subsystems is being studied.
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Appendix 3

AN OPERATOR SUPPORT SYSTEM FOR PHWR - CANDU SPENT FUEL BAY

R. Ion*, С Frujmoiu**

* Center of Technology and Engineering for Nuclear Projects, Bucharest
** Institute of Atomic Physics, Bucharest

1 Introduction
Generally, lhe following support systems are under consideration by AECL, for PHWR-CANDU
NPPs:

- on-power refuelling (FUELEM);
- fault defect detective (TOD);
- fault diagnosis for programmable digital

comparators (FDC);
- condenser sea water leak advisor,
- shutdown diagnostic advisor (SADAV);
• plant emergency operating procedures (EOPs);
- shell - and tube heat exchanger design advisor.

With five PHWR-CANDU 660 units under construction - the first due into commission by December
1994 • Romania is concerned on the supplementation of me Canadian experience with specific OSSs
fitted to actual plant - different because of idiosyncrasies of particular equipment, omission during
engineering and construction, and Romanian operators psychological features.
In this connection, we are focusing our efforts on spent fuel system, insufficiently treated by the actual
safety assessments.
Thus we are confident that this system worm more attention because:
- after 10 years of operation the global activity stored in me spent fuel bay is nearly equal to aie
activity of the reactor core at nominal power,
- the long-time aspects of the radioactive waste stored at the plant area are unsolved at mis stage, no
pgpnqppnt repository hpfng at bantf

-the spent fuel bay is located outside me containment, so one safety barrier is eluded.
The possible hazards at me spent fuel bay are:

- increase of y-dose rate from the spent fuel discharge bay during foe! discharge into me bay;
- increase of y-dose rate from the failed fuel;
- increase of y-dose rate from the filters;
- increase of y-dose rate from the area during the removal of contaminated or irradiated

equipment from the bay;
* off-site hazards:

-zircalloyfire.
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2. A Brief Overview of the Spent Fuel System Operation
2.1 Main Subsystems/Equipments Involved

* Spent fuel bay cooling and purification:
- Bays: - Spent Fuel Storage Bay,

- Reception Bay;
-Failed Fuel Bay;

- Pumps: Poi^*O2 " 4 > 4 0 0 l/min;
Роз -1,000 l/min;

- Heat Exchangers: HX] З Х 2 - 4,4001/min:
HX3 -1,0001/min;

- Ian Exchangers: Щ JX2 • l>°°01/min;
* Resin Transfer;
* Service Building Active Drainage;
* Raw Service Water System;
* Demineralized Water Distribution;
* Liquid Waste Management

2.2. Use of Equipments
Normally PQI is used to service âie Spent Fuel Bay via HXi, HX2 and JX\. Pump Роз is used to
service oie Reception Bay and Failed Fuel Bay via HX3 and DÍ2-
Pump P02 is a standby for either loop.
For abnormal situations seven operating schemes are possible.
2.3. Alarm Statutes:
The operator surveys 12 Analogical Inputs (AIs) and 11 Contact Inputs (CIs) - a total of 33 messages
which represent the status of the following parameters: level, pressure, temperature and flow. Besides,
there are radiological, control and working restrictions.

3. Reason
The Operator could be faced to non-standard situations; e.g. emergency situations at reactor which
require die urgent discharge of the spent fuel - most of this could be failed - to the bays.
The hazardous conditions are favoured by placing the spent fuel bays outside of the containment - this
is lhe PHWR concept at Cernavoda NPP - and by manipulation of large quantities of irradiated fuel in
short times.
Recent advances in computer technology provide opportunities for implementing an OSS for
Emergency Operating Procedures for Spent Fuel Bay which could be performed on the Romanian
behalf
At mis stage OSS is under development
4. The Concept
The complex interrelations between file operator and the equipment were considered on four
hierarchical levels:
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The hard control (functional link between (1) and (2)) corresponds to an automatic response of the
syste On aie contrary, soft control (functional link between (2) and (3)) corresponds to a
predetermined response in accordance with the Rule Operator Support System's (ROSS) advises.
The creative control require the operator to be a situation manager and me OSS to be a Knowledge
Operator Support Systems, KOSSs.
5. The Knowledge Representation of OSS- SPENT FUEL BAY
The OSS uses three shell diagnostics rules, which correspond to fite hierarchical levels (1),(2),(3) as
mentioned in the above section.
So, on me lowest level, (1), we have sensor inputs, and me diagnostic rule is as below:
Ш CI 224 "high high" THEN Fault is True
ELSE CI 224 "high high" THEN Fault is False.
The tail clauses from me above statement... is True or... is False, indicate me possibility mat d 224 (
Contact Input 224, temperature sensor ) itself is in an abnormal mode of operating.
On an upper level we have rules on the system status (2): IF "A" THEN Class IV system is failed....,
where "A" is a integrated value which denotes the global alarm status.
At the top level we have fbe purpose of me system and me related operator actions:
(3) IF "B" THEN A GAP RELEASE OCCURRENCE IS POSSIBLE TO BE TRUE...,
where "B" denotes system status.
6. Knowledge ЕБсйайоп
OSS uses an anamnesis of the system by the machine on the basis of system structure and operation.
The anamnesis is conducted on three levels of abstraction, at the top level the general objectives of a
specific process are provided in modal logic rules, at the lowest level are the alarm status. Rules are
employed in accordance with the system's foreword and backward chaining which is designed on an
engmeering description of me system. The design and operating manuals for me Storage Bay Cooling
and Purification System are the sources of the knowledge base.
7. OSS Software Capabilities
- programming languages: C++, Vectorial FORTRAN, Quick Basic / operating system: MS-DOS.
8. ArekHectare
OSS will have two independent modules:

-on-site module;
-off-she module.

9. Verification and VaNdatiw
Presently, OSS is under development, only on-stte module being completely performed at mis stage.
No experience in verification and validation.
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Appendix 4

STUDIES ON AN OPERATOR SUPPORT SYSTEM IN CANDU-6
NUCLEAR POWER PLANT

D. Bengulescu*, A. Jianu*, D. Nechifor***. С Frujmoiu*

* Institute of Atomic Physics, Bucharest
*Center of Technology and Engineering for Nuclear Projects, Bucharest

Submitted for Presentation at me 2-nd Symposium on Radiation Protection and the 3-rd Symposium
on Radiobiology " Nuclear Accident - Management and Impact on Environment and Public Health",
May 2S-27,1994, Bucharest, Romania

ABSTRACT

Although СANDU reactor and plant control is relatively highly automated, the operator has been and
remains very much in overall charge of the plant There is general agreement mat plant safety and
power production can be enhanced if more operational support can be provided without overloading
the operator with unnecessary information. The continuous advancement of computer technologies
offers new opportunities for providing assistance to the operator at a time when human error is being
increasingly recognized as a key component in industrial accidents.
Plant operations staff have identified the monitoring of plant configuration and equipment status and
on-line detection and diagnosis of system faults, as applications mat can yield the most immediate
benefits.
The requirements for on-line fault detection and diagnosis led to me need for subsystem advisors
dedicated to specific subsystems of the plant The present paper examines the moderatort as a specific
subsystem of the plant for which such an advisor is intended to be designed The support system is
intended to advise operators on root causes of alarms and give them a capability to predict potential
failures.
The study is based on me Safety Design Matrix which contains systematic event sequence analyses of
accident scenarios, supported by fault tree analyses of the associated mitigating system actions; the
event sequence studies include consideration of me existence of signals to me operator indicating a
need for tnannai mitigating action and thereby provide a gross check of the completeness of me
interface for accident conditions. The study also uses the data provided by a microsimulator, which is
under implementation at the Center of Technology and Engineering for Nuclear Projects, Bucharest
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OPERATOR SUPPORT SYSTEM ( OSS )
for Romanian Nuclear Power Plant

D. Nechifòr*, T. Ionescu*, D. Bengulescu**, A Jianu**

* Center of Technology and Engineering for Nuclear Projects, Bucharest
** Institute of Atomic Physics, Bucharest

1. Introduction

The size and the complexity of nuclear power plants has increased significantiy in me last period.
There is a general agreement mat bom safety and availability can be enhanced by providing the
operator with more operational support if mat can be done without overloading him with unnecessary
information. Recent advances in computer tehnology provides opportunities for implementing operator
support systems that are significantiy different from the ones based on the more convetional technology
used in plant control room. In particular, artificial intelligence (AI) and the related technologies will
play a major role in the development of the innovative methods for information processing and
presentation.

Romania develops an important program in the field of nuclear energy, having under construction five
CANDU nuclear power plant units. The first unit will be in operation at the begining of 1995.
Additionally to the effort to put in operation me Unit I of Nuclear Power Plant, Romanian companies
involved in research and development of nuclear objectives ( Center of Technology and Engineering
for Nuclear Projects-CITON, Institute of Atomic Phisics - IFA and Institute for Nuclear Reserch -
ICN) work to develope expert systems and interactive media tools to assist operations staff in
Romanian Nuclear Power Plant
Starting from the experience and needs of Canadian CANDU plant owners, Romanian specialists
have identified the following technical activities for OSS project
- Improved CANDU Alarm Aonuanciation Strategy;
- On-line Fault Detection and Diagnosis;
-Plant Configuration and equipment Status Monitoring;
- Main Operating Parameters;
- Plant Operating Procedures;
-Specialized Operational Task ( fuel managementjnterpretation of plant chemistry and identification of
fuel defects).

2. Ronunun Operator Support System

2.1вевеп1
Starting from the status of Nuclear Power Plant construction and me needs for me initial operation
phase of the plant; romanian specialists develop me "Fault Detection and Diagnosis Support System"
-SS3D - (Sistem Suport pentru Detectarea Defectiunilor si Diagnoza.) This OSS will have the follow
main features:
- act as an "mteligent operator assistant;
- monitor plant parameters during normal operation to alert me operator of incorrect operation of
components and systems and to detect changes in data profiles mat indicate incipient component
failure or deterioration of economic performances;
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- diagnose the abnormal plant transients causes and suggest the appropiaie human response to correct
the situation.
The developers of the system are:
- Center of Technology and Engineering for Nuclear Projects - CITON
- Institute of Atomic Phisics - IFA
SS3D is under development and is intended to be implemented in the Cemavoda Nuclear Training
Center, for the final tests and validation on the Full-Scope Simulator.
Current status is the development of the pilot for the "Moderator System".
CITON and IFA developed for this phase of program :
- all the simulation programs (object code ) for all (he subsystems of the "Moderator System". The
language used is FORTRAN 77 for PC;
- The emulation software (object code) for Control Program of the "Moderator System". This software
is used for the testing and validation of the simulation programs;
- PSA (Probabilistic Safety Assessment) model used mainly in the Knowledge Base of the SS3D.

2ã Motivation
The main motivation which was the support for the SS3D development program could be divided in
two topics:
- The User / Owner and the Regulatory Organisation have the interest to increase the safety and the
productivity of me Nuclear Power Plant;
- The Nuclear Training Center equiped with a replica Full-Scope Simulator offers very good facilities
for the testing and validation of SS3D.

23 Functionality
The SS3D is designed to assist the operator durring the normal and abnormal ( incidents and
accidents) operation of me plant

2.4 Usage
The SS3D will be used by the Control Room personnel and the maintenence persomeLThis system
consists of a PC-LAN located in Control Room and Maintenance area. The human-machine interface
is the CRT display and function keyboard. The SS3D is designed to use the plant data for real time
response.

2.5 Development process
The development process is based on the activities already done by the Romanian specialists in the last
years and me facilities offered by the companies involved in this program . The development process
follows the procedures and QA method implemented in these companies acordmg to international
guides and standards. During the development process, the pre-existing software modules developed
in the last two years will be used (see appendix ).

2.6 Testing
For me testing of the SS3D, the Full - Scope Simulator replica Unitl of Nuclear Power Plant
Cemavoda, supliedby CAE Electronics CANADA, will be used. This Simulator will be in operation
in me Cemavoda Nuclear Training Center before the end of 1994.
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Appendix

1. Software modules already developed
NBP HANDLER REPORT
PUMP HANDLER REPORT
MOTOR HANDLER. REPORT
HEAT EXCHANGER. HANDLER REPORT
TANK HANDLER REPORT
VALVE HANDLER REPORT
PROTECTION RELAY HANDLERS REPORT
ELECTRIC PROLESS HANDLERS REPORT
DRIVER HANDLER REPORT
BREAKER HANDLERREPORT
TRANSMITTER HANDLER REPORT
CONTROLLER HANDLERS REPORT
INSTRUMENT АЖ
PIJMPHOUSE/FRESHWATER PROCESS
RAW SERVICE WATER PROCESS
MSRHP/LP TURBINES HYDRAULICS
GENERATOR SEAL OIL PROCESS
SUPERVISORY
PHT SYSTEM REPORT
PHT HYDRAULIC HH
PHT THERMODYNAMIC PROPERTIES (HS)
REACTOR THERMAL CALCULATIONS (HS)
THERMAL CALCULATIONS OUTSIDE REACTOR (HQ)
PHT ANALOG CONTROL H3
PHT PANEL LOGIC (Ш)
PHT MOTORS HU
PHT MOTORIZED VALVES MODEL REPORT HV
РНГ CONTROL AND REUEV VALVES (HW)
SHUTDOWN COOLING PROCESS (HA)
SHUTDOWN COOLING SYSTEM CX. (Ш)
DEGASER CONDENSER <HB)
FEED AND BLEED (HF)
GLAND SEAL SUPPLY
ANNULUSGAS(HM)
PRESSUREER(HP)
DCC EMULATOR HE
MODERATOR SYSTEM REPORT
MODERATOR HYD PROCESS MH
MODERATOR THERMAL EFFECTS MT
MODERATOR VALVES* MOTORS MV
MODERATORC.LMl
DCCEMULATORMX
MCCERATOR PURIFICATION MP
UODERATOR COVER GAS PROCESS MC
COVER GAS C i M2
REACTOR
REACTORLIQUID ZONES PROCESS RL
LIQUID ZONES VALVES * MOTORS RW
LIQUID ZONES CONT LOGIC R6
REACTWITY DEVICE Л M. С. L (R3)
DEVICE MOTION
REACTOR FLUX INSTRUMENTATION (SJ)
REACTORFLUXINSTRCONTLOGÎC
LIQUID DOECnON SHUTDOWN
SHUTDOWN SYSTEM» LOGIC
SHUTDOWN SYSTEW2 LOGIC
REACTOR
CONDENSING SYSTEM REPORT
MAIN CONDENSER
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AIR EXTRACTION PROCESS
AIR EXTRACTION V<fc M
AIR EXTRACTION C L
IMPURE CONDENSATE
FEEDWATER HEATING SYS RPRT
HPHEAIER(DH)
LP HEATER (DL)
DEAERATOR(DD)
F/M HTR VENTS POCESS (DN)
LPF/WHIR DRAINS PRCS<DR)
LP F/W HTR DRAINS С L. (D2)
EXTRACTION STEAM PRCS (DS)
EXTRACTION STEAM V & M (DV)
EXTRACTION STEAM С. L. (Dl)
MRS SYSTEM REPORT
MRS HP/LP TURBINES TERMODYNAMICS
REHEATER DRAINS PROCESS
REHEATER DRAINS V A M
REHEATERS DRAINS С L.
TURBINE Л AUXILIARIES SYSTEM REPORT
TURBINE GOVERNING С. L. (U6)
TURBINE TRIP 4 MONITORING <U7)
LUBE ОП. PROCESS
LUBE ОН. V * M
LUBE ОП, C L .
HYDROGEN COOLING PROCESS (UC)
HYDROGEN COOLING V * M <UX)
HYDROGEN COOLING С L. (U4)
FRF PROCESS (UF)
FRFV&M
TSF C.t. (OS)
GENERATOR. SEAL ОП. V éb M (UZ)
GENERATOR SEAL ОП. С L. (US)
STATOR WATER COOLING PROCESS
STATOR WATER COOLING V St. M
STATOR WATER COOLINGC. L.
GLAND STEAM (US)

2. PSA (Probabilistic Safety Assessment)
CITON developed the PSA for all aie systems of Cemavoda NPP. These PSA's could be used for the
developing of aie Knovdege Base.
ТЪе PSA were developed using the Operating Manual of the Ceraavoda NPP Ul .

References
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2. Nechifor, D. " BAsic Principle SIMulator for CANDU 600. BAPSLM - CANDU 600", Proc. of
SLEN '93, bat Symp. on Nuclear Energy, Bucharest, 3-4 Dec. 1993.
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Appendix 5

CERNAVODA PROBABILISTIC SAFETY EVALUATION AND UTILIZATION OF
RESULTS TO IMPROVE NUCLEAR POWER PLANT SAFETY

L Turcu, G. Georgescu, R Gbeorghe
Institute for Nuclear Power Reactors,

Pitesti, Romania

The Cernavoda probabilistic safety evaluation (CPSE) project was initiated at lhe Institute for Nuclear
Power Reactors in 1987 on file recommendation of me IAEA and was developed with significant
assistance fran me IAEA as part of a technical assistance programme. Ibis evaluation is the first phase
of a full scope Level 1 PSA study for the Cernavoda CANDU - 600 plant, having as its main
objectives the training of a PSA team and me development of a limited scope probabilistic model for
such applications as: plant design evaluation and early safety improvements; defining specifications for
a living PSA; identifying training scenarios for plant operators; evaluating technical specifications; and
developing emergency procedures.
In the present phase ( corresponding to about 50 % full scope Level 1 PSA ), CPSE includes nine
internal initiating events ( loss of off-site power, partial loss of feedwater, total loss of service water,
loss of end shield cooling, turbine trip, very small LOCA, small break LOCA, medium LOCA, large
LOCA) and 17 system feult trees have been developed.
Component unavailabilities are based mainly an Ontario Hydro data, which form a generic CANDU
type reliability database.
For data processing (cut set generation and quantification), a computer code PSAB has been
developed, designed to be used on a PC 386 computer.
During me period 15-24 October 1990, a peer review mission organized by me IAEA performed an
extensive review of mis phase of CPSE.
Taking into account the status of the Ceraavoda plant, which is planned for startup of commercial
operation in 199S, and despite certain deficiencies regarding me communications between me PSA
team and plant designers, a number of valuable results have been obtained. These results are
concerned mainly wife design aspects, CPSE providing some insignts which could be used as an input
for decisions concerning improvements in me design.
In the same time me results are being used in the identification of accident sequences to be included in
the full scope training simulator for plant operators.
The potential use of CPSE results lies in technical specification evaluation, emergency procedures
development and the development of a living PSA which is intended to be used for the evaluation of
nuclear safety during plant operation.
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THE CURRENT STATUS OF THE OPERATOR SUPPORT SYSTEMS

V. Golovanov
The Russian Federation

To be presented at the IAEA CRT Meeting on "Operator

Support Systems in Nuclear Power Plants"

10-14 October, 1994, Roma, Italy
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REGULATORY FOUNDATION FOR THE OSS DEVELOPMENT

IN THE RUSSIAN FEDERATION:

- The concept of infonnation support system of the main control room operators

at the operating NPP power unit. "ROSENERGOATOM" concern, 1993.

- Technical requirements for the SPDS ( at the stage of approval ).

CONSYST



THE SPDS CREATION IS THE TOP-PRIORITY STEP OF THE

OSS DEVELOPMENT IN RUSSIA

This statement is explained by the following reasons:

- the necessity for the MCR operator to have generalized information on

conditions of the safety barriers;

- the SPDS is the primary component of uie crisis centre information

system;

- the need for introducing symptom-oriented emergency actions.

CONSYST



A STANARD SET OF FUNCTIONS OF THE POWER UNIT SPDS

( consistent with IEC-960 standard )

- monitoring safety critical functions (representation of trees of CSF conditions);

- monitoring safety systems operation;

- representing generalized information on the condition of the power unit main

systems;

- representing more detailed information on separate systems;

- keeping records;

- keeping an archive.

CONSYST
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PRINCIPAL CRITICAL FUNCTIONS

( ForWER ):

1. Reactivity control

2. Core cooling

3. Primary circuit heat removal

4. Primary circuit integrity

5. Containment integrity

6. Coolant storage

CONSYST



THE SPDS OPERATING CONDITIONS

During power unit normal operation:

- Providing the MCR operator with a possibility to reveal arising transient
and to eliminate it prior to safety systems connection.

During upset conditions:

- to assist the MCR operator in estimating the power unit safe state using
CSF and making a decision on application of emergency action manuals.

Under any operating conditions the SPDS delivers eneralized
information characterizing the power unit safe state to the information
system for preventing and eliminating crisis situations (crisis centre).

•c CONSVST



THE STRUCTURE OF THE CRISIS CENTRE
INFORMATION SYSTEM

1 Level

Unit

2 Level

Á plant

3 Level

Л utility

UNIT 2

UNIT 1

«M
. í:

Control room:

local crisis centre:
- information system;
- radiation monitoring;

Communication links

Crisis centre:
- administration section;
- engineering section:
- information system;
- modelling complexes;
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THREE LEVELS OF THE NPP SAFETY CONTROL
Power unit inspection and control system

Utility
Level

Unit

Unified on-line generalized information characterizing the power unit safety cntct1?
all three levels of safety control: a power unit, a plant, a utility.
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THE CURRENT STATUS OF SYMPTOM-ORIENTED EMERGENCY MANUALS

AND THE SPDS ROLE

( Having VVER as an example)

Methodological background - INPO concept

WER-440 - a package of manuals for NV NPP, units 3 and 4, has been

produced, manuals are being validated.

WER-1000 - manuals are under development /Balakovo NPP, Kalinin NPP/.

In line with the accepted OSS concept when operators work by the

symptom-oriented manual, the most important task of the OSS is presentation o/

the safety critical functions and parameters (SPDS).
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THE CURRENT STATUS OF THE SPDS DEVELOPMENT

The mock-up of the SPDS has been produced using 2 PCs of 486 type,

formats, trees of events have been elaborated.

The SPDS mock-up has been tested using an analytical simulator.

On the analytical simulator there have been simulated operating

conditions of the WER power unit and the SPDS corresponding responses.

The conformity of SPDS functioning to the technical assignment

requirements has been tested.

Diverse architectures of the SPDS have been proposed depending on the

power unit specific conditions.

CONSYST



THE SPDS FORMAT HIERARCKY

JLl
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ORGANIZATIONAL BACKGROUND FOR THE SPDS DEVELOPMENT

- schedules of SPDS development at NPPs;

- plans for developing a crisis centre;

- plans for development and bringing into practice of symptom-oriented

manuals;

- the coordinated financing of activity within the frames of "Rosenergoatom"

concern programmes and programmes of technical assistance;

- the appointment of the SPDS General Designer - A/O "CONSYST".

j CONSYST



COORDINATION OF TECHNICAL ASSISTANCE PROGRAMMES

WHILE ELABORATING THE SPDS AT NV NPP WITH WER

NPP

Kola, 1& 2

N-Voronezh

Kalinin

Balakovo

Russian
Designer

Consyst

Consyst

Consyst

Consyst

Technical assistance

programme, company
Holden project,Norway

Lisbon initiative

TACIS-91,93.

Proposal Westinghouse + Consyst
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CONCLUSIONS

The concept of the MCR operator information support system has

been approved. The most important function of the OSS is representation

of safety critical functions and parameters, i.e SPDS.

It has been stated that the SPDS

~ is the primary instrument for the MCR operator that timely

characterizes the state of the power unit safety ;

CONSYST



CONCLUSIONS

/ continuation /

- should be provided on every level of the system for crisis situation

control; i.e. the level of a unit, a plant, a utility;

- makes easy application of the emergency manuals.

The mock-up of the SPDS has been produced and tested being

connected to the analytical simulator.

The organizational background for the SPDS development at NPP and in

the crisis centre has been established.

•C CONSYST



EPRI/NPD

Plant Communications and
Computing Architecture

Importance of network architecture planning -
Interconnected, interoperable systems
Flexible and easily expandable framework
Cost-effective implementation of future systems

EPRI report TR-102306 "Plant Communications
and Computinn Architecture Plan Methodology"
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INSTRUMENTATION AND CONTROL ACTIVITIES AT THE ELECTRIC POWER
RESEARCH INSTITUTE TO SUPPORT OPERATOR SUPPORT SYSTEMS

Joseph Naser

Electric Power Research Institute
3412 Hillview Ave

P.O. Box 10412
Palo Alto, California 94303

U.S.A.

Abstract

Most nuclear power plants in the United States continue to operate with analog
instrumentation and control (I&C) technology designed 20 to 40 years ago. This
equipment is approaching or exceeding its life expectancy, resulting in increasing
maintenance efforts to sustain system performance. Decreasing- availability of
replacement parts and the accelerating deterioration of the infrastructure of
manufacturers that support analog technology exacerbate obsolescence problems and
resultant operation and maintenance (O&M) cost increases. Modern digital technology
holds a significant potential to improve the safety, cost-effectiveness, productivity, and,
therefore, competitiveness of nuclear power plants. Operator support systems provide
the tools to help achieve this potential.

Reliable, integrated information is a critical element for protecting the utility's capital
investment and increasing availability, reliability, and productivity. Integrated operator
support systems with integrated information can perform more effectively to increase
productivity, to enhance safety, and to reduce O&M costs. The plant communications
and computing architecture is the infrastructure needed to allow the implementation of
I&C systems and associated operator support systems in an integrated manner. Current
technology for distributed digital systems, plant process computers, and plant
communications and computing networks support the integration of systems and
information.



Introduction

Instrumentation and control (I&C) systems in nuclear power plants need to be
upgraded in a reliable and cost-effective manner to replace obsolete equipment, to
reduce operation and maintenance costs, to improve plant performance, and to enhance
safety. The primary impetus, however, for the replacement of the safety, control, and
information systems in nuclear power plants is the obsolescence of the existing
hardware and the need for more cost-effective power production. The majority of
nuclear plants in the United States are operating with hardware that was designed 20 to
40 years ago and is no longer fully supported by the original equipment manufacturer.
Thus the procurement of replacement modules and spares under current requirements
is costly, time consuming and, in some cases, not even possible. Competition between
power producers is dictating more cost-effective power production.

Modern digital technology holds a significant potential to improve the safety, cost-
effectiveness (competitiveness), and productivity of nuclear power plants. Digital
systems and associated operator support systems have the potential for solving the
utilities' current problems of increasing equipment obsolescence, rapidly escalating
operation and maintenance costs, lost generation due to system unavailability, spurious
operation, and human error, and the inability to increase plant capacity due to
equipment limitations. However, frequently utilities use digital equipment for like-for-
like replacement of analog systems. This does not allow the utilities to take full
advantage of the digital technology to support the production of electricity in the most
cost-effective manner. Operator support systems are one of the most effective ways to
fully utilize digital technology for reducing the costs of producing electricity.

EPRI Instrumentation and Control Upgrade Initiative

Nuclear utilities are confronted by a growing equipment obsolescence problem which is
a significant contributing factor to increasing costs for plant operation and maintenance.
Plant age combined with the rapid pace of evolution of electronic technology is a
significant factor in equipment obsolescence. Technological improvements, particularly
the availability of digital systems, offer improved functionality, performance, and
reliability; solutions to obsolescence of equipment; and reduction in operation and
maintenance costs. The flexibility and performance of modern digital technology could
be used as the basis for replacing obsolete modules or systems in a cost-effective
manner in nuclear power plants. The realization of the benefits of digital technology is
currently restrained by the relatively high cost of initial applications of new technology
in a highly regulated environment. Work is needed to establish reliable and cost-
effective methodologies for designing, qualifying, and implementing digital systems in
nuclear power plants. This should utilize, as much as possible, relevant information
and experience from other process industries. Commercial-grade hardware and
software have proven reliable in other process industries for applications including
safety systems. Cost-effective approaches are needed to implement and qualify
commercial-grade hardware and software for nuclear power plant applications. To
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address these issues and facilitate the upgrading of nuclear plants, EPRI has put
together an industry-wide Integrated Instrumentation and Control Upgrade Initiative.

The EPRI Instrumentation and Control Upgrade Initiative (1) is designed to help
utilities upgrade the I&C systems in their plants. This I&C initiative consists of research
and development activities, demonstration plant activities, and licensing stabilization
activities. The research and development activities support the development and
implementation of digital systems as well as providing a technical basis for qualification
and licensing responses. It also provides part of the technical bases for lhe requirements
and methodologies needed to design, develop, test, qualify, implement, operate, and
maintain digital systems. These activities also support the cost-effective
implementation and qualification of commercial-grade hardware and software. An
example of this is the work that has been done on commercially available
programmable logic controllers (2-4). The demonstration plant activities identify
utility's needs, provide part of the bases for requirements and methodologies, provide a
testbed for and feedback on requirements and methodologies for upgrade systems, and
capture experience from implementing new digital systems. The licensing stabilization
activities provide technical support, as requested, for the industry licensing positions on
digital systems which are being developed by utility working groups.

Integrated Plant Systems

While analog equipment is becoming obsolete and more costly to maintain, the
requirements on nuclear power plant personnel to improve availability, reliability, and
productivity and to reduce safety challenges to the plant have increased. These
personnel are working with more complex systems, and responding to increasing
operational, regulatory and productivity demands. As tasks become more complex,
involving large numbers of subsystem interrelationships, the potential for human errors
increases. Therefore, reliable, integrated information is a critical element for protecting
the utility's capital investment and increasing availability, reliability, and productivity.
Integrated operator support systems with integrated information access can perform
more effectively in supporting operations, maintenance, and engineering personnel to
increase productivity and enhance safety.

Traditionally systems have been implemented in a stand-alone manner which has
resulted in increased operation and maintenance costs. Increased competition in the
utility industry in the United States makes it essential that these operating and
maintenance costs are minimized. Technology can be used to assist plant personnel and
reduce the potential for human errors. At the same time, it can support improved
productivity and the reduction of overall operating and maintenance costs. The
modern technology available for distributed digital s)'stems, plant process computers,
and plant communications and computing networks is fully capable of supporting
integration of systems and information. In fact, this capability has been proven in other
process industries including fossil power plants.



Integration of the plant systems and information are essential to cost-effectively
enhance cooperation between systems and to reduce unnecessary duplication of
functions and information. The objectives of integrating plant systems, including
operator support systems, and information are to improve plant availability and
reliability, to reduce operations and maintenance costs, to reduce safety challenges, and
to improve performance with existing and new equipment systems. The plant
communications and computing architecture of the plant supplies the infrastructure
which allows the integration of systems and information. This infrastructure supports
integrated upgrades, provides access to all of the plant's information sources, and
facilitates common interfaces between the human and the machine. This architecture
will support the interoperability of systems and the interchangeability of equipment. It
will also be designed to be easily expandable. This architecture is defined by a plan that
includes a migration strategy to get from the current plant architecture to the final,
desired architecture.

Plant Communications and Computing Architecture Plan

Many nuclear power plants have become automated and computerized through
evolution rather than overall system planning. That is, each I&C system was looked on
as a separate problem, without analyzing the interactions of adjacent and interrelated
I&C or other plant systems. Problems resulting from the evolution of non-integrated
I&C systems are having a serious effect on the performance, connectivity, and
maintainability of these systems as well as causing duplication of effort.

In order to minimize these problems and maximize the return on investments in their
I&C systems, utilities need to carefully plan the upgrading of these systems by
developing their own plant communications and computing architecture plan. Once
this plan has been completed, the utility will be able to implement fully-integrated I&C
systems which will help to extend plant life, improve efficiency, availability and
reliability, reduce maintenance costs, and enhance safety. In addition, the plant
communications and computing architecture plan will provide an overview of what the
plant architecture is like today, what it is envisioned to look like in the future, and a
migration plan for getting there.

The Plant Communications and Computing Architecture Plan Methodology (5)
provides thd utilities with a detailed set of instructions for preparing a plant
communications and computing architecture plan based on open systems that will
allow them to upgrade their I&C systems in a logical, cost-effective, and non-disruptive
fashion. The plant communications and computing architecture plan methodology
provides all of the information necessary to allow utilities to develop their strategic
plant communications and computing architecture plans in the most cost-effective
manner possible. The Browns Ferry Nuclear Plant has developed its plant-specific
strategic plant communications and computing architecture plan (6). The plant
communications and computing architecture will play an integral role in the
implementation of effective operator support systems.



Productivity Enhancement Systems

Digital technology can support improved power output from nuclear power plants.
The improved accuracy of digital systems and the associated reductions in uncertainties
can allow the utility to increase its plant's power rating. Digital operator support
systems also have the potential to support faster startups for increased power output.
They can also support the faster determination of the root causes of an unanticipated
trip. At the same time, they can support the faster evaluation of the performance of the
equipment and systems during the unanticipated trip. Both of these will allow a faster
return to power after the unanticipated trip and; therefore, allow more power to be
produced by the plant.

The abilities of digital operator support systems offer many ways to reduce O&M costs.
Besides improved reliability and availability, two examples of ways to reduce O&M
costs are derived from the continuous monitoring, trending and reporting capabilities,
as well as the archival capabilities, of digital systems. The first is the instrumentation
calibration reduction program which can reduce the number of instruments to be
calibrated and increase the interval between calibrations. The second is a condition-
based maintenance program which would allow maintenance to be performed when
needed rather than on some predetermined interval.

The technological advances of the last few years have made it possible to develop
sophisticated operator support systems, which can not only process and present
information, but can also give advice to the human. With appropriately implemented
operator support systems, humans can be augmented substantially in their capacity to
monitor, process, interpret, and apply information; thus reducing errors and increasing
reliability and availability. These operator support systems can increase productivity
by eliminating routine human-power-intensive efforts such as recording, collecting,
integrating, and evaluating data; and by assisting in monitoring and control activities.
They can improve the consistency and completeness of decision-making activities by
performing the role of diagnostic and decision-support advisors. Operator support
systems can assist in reducing safety challenges to the plant by presenting more
complete, integrated, and reliable information to plant staff to better cope with
operating and emergency conditions. Reducing safety challenges leads directly to
improved reliability and availability and hence productivity.

Advances in technological and human engineering offer the promise of helping nuclear
power plaiit staff to reduce errors, improve productivity, and reduce the risk to the
plant and plant personnel. A plant-wide infrastructure for coordinated operator
support systems should be created to enhance these systems and to reduce their
implementation costs. This infrastructure will include information communication
capabilities, database and knowledge base managers, and a unified human-machine
interface. This infrastructure, which is the plant communications and computing
architecture, will permit incremental additions of operator support systems in all
domains.



Digital System Concerns

Examples of the areas of concern for digital systems, including operator support
systems, in nuclear power plants are licensing, software verification and validation
(V&V), hardware qualification including electromagnetic interference/radio frequency
interference (EMI/RFI) and seismic, reliability, performance, separation, redundancy,
fault-tolerance, common-mode failures, diversity, man-machine interfaces and
integration through communications networks. Approaches to address many of these
concerns are given in recent EFRI reports (7-14).

The test for future digital system upgrades will be whether they are cost beneficial to
the plant. Digital systems with their inherent advantages will be implemented in
nuclear power plants only if reliable and cost-effective implementation and licensing
acceptance is achieved and if the upgraded system supports reduced power production
costs. This will also require good, reliable techniques for evaluating the cost/benefits of
proposed systems (15).

Many other industries have taken advantage of the cost and performance
improvements provided by digital I&C technology. However, cost issues, including the
cost of licensing, have inhibited this transition in nuclear power plants. Maintaining
digital technology as a viable Í&C option for nuclear power plant applications requires
the achievement of cost-sííective system upgrade implementation processes.

Besides the development of cost-effective processes, the current financial environment
for utilities and utility industry organizations requires new approaches for developing
new systems. It is getting harder for a single organization to support the entire cost of
developing many large complex systems. This is true for both utilities and suppliers.
Therefore, the approach of strategic alliances needs to be considered. These
partnerships amongst organizations would share resources and benefits. This will
allow more systems to be developed and made available to the utilities.

Conclusions

The implementation and integration of digital I&C systems enhances the ability to
achieve the goals of improved availability and reliability, enhanced safety, reduced
operations and maintenance costs, and improved productivity in nuclear power plants.
The plant communications and computing architecture provides the infrastructure
which allows the integration. The modern technology of distributed digital systems,
plant process computers (both monolithic and distributed), and plant communications
and computing networks have proven their ability to achieve these goals in other
industries and in foreign nuclear power plants. The use of this modern, proven
technology is a key contributor to improved competitiveness in nuclear power plants.

To reduce the implementation costs of digital systems, many utilities perform only like-
for-like replacements in the vast majority of their upgrades. This does not look at the
entire life cycle cost of the systems and the system's effects on the plant overall. To



achieve the full benefit of digital technology to reduce the cost of producing electricity,
increased functionality for existing systems and the implementation of new operator
support systems is essential. An example of this is the CRT-based Reactor Water
Cleanup System that contains both automatic control and soft manual control
capabilities (16).
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Operator Support Systems

Part of overall instrumentation and control program
For efficient operation
- digital systems
- integration of systems and information
- communications and computing infrastructure
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Instrumentation and Control
System Concerns

Analog equipment obsolescence
Lack of spare parts and support
Increased O&M costs to maintain systems
Increased O&M costs to maintain acceptable
safety levels

=> Makes it more difficult to compete with other
power suppliers

•• Control Diagnostics & Information
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I&C Digital Upgrades
Address analog equipment obsolescence concerns
Utilize technology proven successful in other process
industries
Potential for
- Increasing reliability and availability
- Increasing productivity
- Reducing O&M costs
- Reducing anticipated and unanticipated outage

duration

- Reducing human errors
- Enhancing safety

= > Supports improved competitiveness
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Increased Productivity

• Increased plant reliability and availability

• Increased functionality

- Increased plant output

- Increased personnel productivity

===> Reduced cost of producing electricity
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Integrated Instrumentation and
Control Upgrade Initiative

Research and Development activities

Demonstration plant activities

Licensing stabilization activities

EPRI report NP-7343 revision 3 "Integrated
Instrumentation and Control Upgrade Plan" (Dec. 1992)
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Research and Development
Activities

Development and implementation of digital
systems

Functional requirements specifications

Methodologies

- Planning

- Implementation

Technical support for licensing responses
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Integrated I&C Systems

Enhance cooperation between systems

Reduce unnecessary duplication of functionality
and information

Improve information availability and accessibility

Potential for even more

- productivity increases

- reduction of human errors

- reduction of unplanned outages
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Digital Upgrades

Three main issues

- Licensing

- Life-cycle costs

- Benefits

1 Control Diagnostics & Information

EPRI/NPD

Examples of EPRI Activities To
Address Upgrade Issues

• I&C planning methodologies

- Plant communications and computing
architecture

• Digital upgrade implementation guidelines

- Licensing stabilization

- Electromagnetic compatibility

- Software verification and validation

• Plant demonstrations

• Control Diagnostics & Information - ^ ю
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Plant Communications and
Computing Architecture

Importance of network architecture planning
Interconnected, interoperable systems
Flexible and easily expandable framework
Cost-effective implementation of future systems

EPRI report TR-102306 "Plant Communications
and Computing Architecture Plan Methodology"
(Nov. 1993)

•• Control Diagnostics & Information
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Licensing Stabilization

EPRI report TR-102348 "Guideline on Licensing
Digital Upgrades" (Dec. 1993)

Licensing workshop held in June 1994

- 160 participants

- USNRC presentation encouraging use of
TR-102348

Expectation

- USNRC endorsement of TR-102348
- No major USNRC qualifiers
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' Control Diagnostics & Information

Page 6



EPRl/NPD

Electromagnetic Compatibility

EPRI report TR-102323 "Guide to Electromagnetic
Interference Susceptibility Testing for Digital Safety
Equipment in Power Plants" (to be published in 1994)

EPRI report TR-102400 "Handbook for
Electromagnetic Compatibility of Digital Equipment in
Power Plants"

- Vol. 1 : Fundamentals of EMI Control (June 1994)

- Vol. 2: Implementation Guide for EMI Control (to
be published in 1994)

•• Control Diagnostics & Information -^ 1 3

EPRl/NPD

Software Verification And
Validation

EPRI report TR-102106 "Survey and Assessment of
Conventional Software Verification and Validation
Technologies" (Feb. 1993)

EPRI report TR-103291 "Handbook of Verification and
Validation for Digital Systems" (draft available)

EPRI report TR-103331 "Guidelines for Verification and
Validation of Expert System Software and Convention
Software" joint EPRI/NRC activity (draft available)

EPRI report TR-103916 "Verification and Validation
Guidelines for High Integrity Systems" joint EPRI/NRC
activity (draft available)
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Cost-Effective Systems

Methodologies for design, implementation, and
qualification

Commercial-grade hardware and software

EPRI report TR-101984 "Application of a Cost-
Benefit Analysis Methodology to Nuclear I&C
System Upgrades (Dec. 1992)

• Control Diagnostics & Information -"^ 15

EPRI/NPD

Programmable Logic
Controllers

EPRI report TR-103699 "Programmable Logic
Controller Qualification Guidelines for Nuclear
Applications" (to be published in 1994)

EPRI report TR-103734 "Programmable Logic
Controller Requirements and Evaluation
Guidelines for BWRs" (to be published in 1994)

EPRI report TR-104159 "Experience with the
Use of Programmable Logic Controllers in
Nuclear Safety Applications" (to be published in
1994)

•• Control Diagnostics & Information

Page 8



EPHI/NPD

Demonstration Plant Activities

Identify Utility's needs

Provide part of technical basis for requirements
and methodologies

Provide test bed and feed back

Capture experience from implementing new
systems

: Central Diagnostics & Information "^ 17
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Example of Demonstration
Plant Implementation

• EPRI report TR-103445 "Process Data
Network Architecture Plan for the Browns
Ferry Nuclear Plants" (Dec. 1993)

> Control Diagnostics & Information

Page 9



I

EPRl/NPD

Reactor Water Cleanup System
for BWRs

CRT-based control

Manual and automatic control

Schematic representation of system, controllers
and data

Check lists

EPRI report TR-104378 "Development of
Process Control capability Through the Browns
Ferry Integrated Computer System" (to be
published in 1994)
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EPRI/NPD

Resources For Developing
Systems

Tighter budgets, <ewer available resources

Need for faster payback on investments

Need to use resources more wisely

- Standard solutions and processes

- Do not reinvent solutions

- Cocoerate to leverage resources

' Control Diagnostics & Information **̂  го
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Strategic Alliances

Mutually beneficial partnership
- Utility
- Group of utilities
- Suppliers)
- EPRI
Conduct a key project
Develop and commercialize
- Components
- Systems
Shared risks and shared benefits
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EPRI/NPD

Partnership Benefits

Leveraged resources
- Financial
- Information
Reduced costs for each participant
- General interest projects
- Developing upgrades
- Implementing upgrades
Better use of resources to produce available
cost-effective products

! Control Diagnostic* & Information * ^ 22
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Conclusions

Integrated digital I&C systems can support the
reduction of the cost of producing electricity.

Benefits of digital systems have been proven in
other process industries.

Operator support systems are a contributor to
improved competitiveness.

Digital technology should be taken advantage of
rather than implementing just like-for-like
replacements.
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TASK 4.5.3

Determine What Requirements Should Be Established for Verification and
Validation of OSS Software, and Which Techniques Are Available to

Improve V&V

Participants: Finland, Italy, Norway, United States

Task Leaden Joseph Naser
Electric Power Research Institute (United States)

L Summary

Verification and validation (V&V) is the process to ensure that a system is designed
according to its requirements and to confirm that the system actually performs the
required functions completely and reliably. V&V methodology and guidelines are
fundamental to all digital implementations in nuclear plants. The objectives of
R&D projects in the area of V&V are to:

• Evaluate V&V standards and methods for applicability in enhancing
operator support systems at nuclear power plants.

• Develop new V&V standards and methods when those existing do not
entirely meet the needs of these new applications.

• Ensure that V&V of operator support systems is sufficient to meet design
requirements and fully demonstrate that operator support systems
function as intended.

• Provide communication of V&V methods and requirements so that they
are properly utilized.

• Provide V&V methods and tools which will allow the process to be
performed consistently and efficiently, and which enhance acceptance
from users, management, vendors, and regulators.

EL Introduction/Background

The increased use of digital technology in nuclear power plants brings with it
concerns about the reliability of the associated software, which will add new and
enhanced capabilities and perform many functions previously fixed in hardware
logic. Methodologies and tools are needed to help assure the quality of software for
digital systems. Difficulties arising from software problems can affect plant safety,
reliability and availability. Accepted verification and validation methodologies and
tools would enhance the acceptance of digital systems by users, management,
vendors, and regulators through increased confidence in the software. Software
design and development standards need to be developed to improve software
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consistency, to support commercial-grade dedication, to allow the reuse of software
modules in other applications, and to facilitate the development of tools to support
automated software development, verification and validation. Assuring software
reliability is a major challenge that must be met, if the promise of digital technology
for operator support systems is to be realized in nuclear power plants.

Improved technology offers the opportunity to satisfy the need for improved
reliability and capability in operator support systems. However, deficiencies and
unintended functionality in software design and implementation have caused
difficulties in many industrial applications. These errors cause undesirable and
unexpected results and hinder the acceptance of digital applications. They could
also have a detrimental effect on plant safety in certain situations.

An example of the importance of V&V issues was the delay in licensing the
Darlington digital protection system. Because this was one of the first fully digital
protection systems, many of the important issues for licensing digital systems
surfaced. One important issue is the intensive effort of reviewing and licensing
software. The Atomic Energy Control Board (AECB) of Canada did not have
confidence that the software could be changed without error. Subsequently, it was
determined that some set points in the system needed to be changed. The set point
changes required substantial resources.

Recent experiences with large-scale software development efforts in the nuclear
industry have shown that the V&V effort can be very labor-intensive and time-
consuming. The most promising approach for streamlining V&V is to have well-
established cost-effective methodologies, to reuse application software modules, to
employ established commercial programs, and to develop software development
and V&V tools. However, very few commercial programs have been formally
qualified for general use in nuclear applications, and application software modules
are typically validated only for the immediate use. There is a tendency for each new
application system design to start over, not to use the most efficient design
architectures, and, therefore, to incur excessive V&V costs. This tendency is
exacerbated because established software development methodologies do not focus
on the issue of available software for reuse and how its general capabilities can be
validated once, rather than repeatedly for each application.

Because of the crucial role that V&V and software reliability play in digital operator
support systems, there is a need to emphasize five themes:

development of a method for classifying systems,
development of a set of metrics,
development of V&V methodologies,
extension and acceptance of appropriate standards, and
development of supporting software development and V&V tools.

The development of methodologies consists of a number of steps. These include a
survey of existing methods, techniques, standards, and lessons learned before
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starting to develop a new methodology. It is important to take advantage of
existing, proven capabilities. Judgment criteria for software V&V need to be
explored such as level of required reliability and cost/benefit measures. Another
important step is the technique to create validation test cases that are adequate for a
given application. The V&V tests should be able to search for unintended
functionality as well as obvious bugs. Finally, the developed methodology must be
thoroughly tested.

The developed methodologies need to be flexible; i.e., they must be able to
accommodate the level of V&V required for a specific application and its required
reliability. The methods need to allow for new requirements to be implemented
since frequently, software is not completely defined at the beginning of the project.
Prototyping can be useful in developing the complete set of requirements.

Verification refers to the confirmation at each stage of the life cycle that the design is
ready to proceed to the next stage. For example, software modules are individually
verified against their design specifications before any integration of the modules is
allowed to proceed. Validation involves confirming that the software system fulfills
all of its requirements. For conventional systems having a once-through, or
waterfall life cycle, validation activities are performed at the conclusion of the
development cycle. However, for iterative life cycles, such as those relying on
prototyping and evaluation, validation activities must be performed throughout
the development cycle if costly fixes are to be avoided.

Verification and validation should be an integral part of the software development
life cycle. The methods for V&V will vary depending on the phase of the software
development.

Although a methodology should define a variety of techniques for V&V, it should
leave the software engineer with enough flexibility to emphasize those techniques
that are most relevant and feasible for the desired system. A broad-based
methodology should include enough techniques to cover the software classes of
interest and should provide some guidance for selecting and emphasizing the
appropriate techniques from those available. In addition, the methodology must be
flexible enough to allow for a varying depth of V&V to be applied, depending upon
the importance of the software to plant operation or safety.

Appropriate acceptance criteria must be defined in advance. Acceptance criteria
should consider the type of software, the context of the application, and
consequences of the various failure modes. For example, the acceptance criteria for
an expert advisory system, which is expected to behave as well as a qualified person,
may be quite different from that of an analysis code that is expected to precisely
reproduce some numerical value. Definition of appropriate acceptance criteria will
be an important input to any standards activity.
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Ш. Contributed Materials

Electric Power Research Institute (United States)

The following are descriptions of verification and validation activities and products
at the Electric Power Research Institute.

1) Verification and Validation Guidelines for Expert System Software and
Conventional Software

As computer-based systems have become more prevalent in nuclear plants,
growing concern has been expressed by the USNRC for the potential for software
defects to cause safety problems. The development of software with proven quality
is necessary to overcome this concern. During software development, a systematic
approach to verifying that the software is designed to its specifications and
validating that it works as designed is important to achieving high reliability.
Guidelines for performing verification and validation on all software including
expert systems is needed. Expert systems have some unique V&V requirements in
addition to those needed for other software.

The objectives of the work are to develop a comprehensive identification and
evaluation of verification and validation techniques which apply to all types of
software. The objectives also include a comprehensive set of guidelines for
performing verification and validation for expert systems. These guidelines help
select the appropriate verification and validation techniques based on the
complexity and required integrity of the expert system. These guidelines describe
the steps which are needed to perform the appropriate verification and validation
activities. This includes appropriate acceptance criteria for each step.

The benefits of this work is that it identifies and evaluates the different types of
verification and validation techniques for software. It develops guidelines, that are
dependent on system complexity and required system integrity, for performing
verification and validation for expert systems. Reliable software is required for
nuclear power plant applications. Verification and validation techniques applied
during software development can help eliminate errors that could inhibit the
proper operation of digital systems and cause safety problems. Proper verification
and validation techniques applied at the appropriate places in the software life cycle
can reduce the cost of software development.

The methods, that have been identified in the project to be the most useful, have
been tested on two expert systems so far. Guideline information is usable
immediately by the utility for developing the verification and validation plan. If
utility personnel intend to perform the verification and validation activities
themselves and they do not know how to do some of the techniques selected, they
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will have to learn how to use these techniques. The time to do that is dependent on
the techniques selected.

This work is described in the publication EPRI TR-103331, "Guidelines for
Verification and Validation of Expert Systems in the Nuclear Industry," Volumes 1-
8,1994.

2) Handbook of Verification and Validation for Digital Systems

In the nuclear power industry, the conversion to digital instrumentation and
control systems has gained momentum during the late 1980's and early 1990's. The
nuclear power industry and its regulatory authorities have tested the digital waters
cautiously, in recognition of the high visibility of nuclear power plants and their
potential impact on public safety. To support digital systems, many techniques and
tools for V&V have developed. Industry standards governing the quality of critical
systems are rapidly being established by consensus.

The approach of the Handbook of Verification and Validation for Digital Systems is
to draw on existing standards, EPRI guidelines, utility project experience and
licensing histories as input. The aim is to provide a road map that helps utilities to
understand how V&V requirements apply to the software life cycle for a specific
project, develop a V&V plan, and select the most appropriate techniques for testing,
inspection, and analysis.

The V&V handbook will be gradually and evolved to encompass the emerging
results of EPRI research and guidelines as well as to include new utility experiences.
To accommodate this shifting base of information, a "loose-leaf' approach will be
used, so that updated information can be added as it becomes available.

An important component is the inclusion of real-world, utility case histories. Such
project-specific information is valuable for clarifying how the standards and
guidelines are applied in practice.

The initial scope of the handbook includes only digital systems for instrumentation
ands control in nuclear power plants, with emphasis on high integrity systems
having significant influence on the safety and/or operation of the plant. This
initial scope still encompasses a rather broad coverage of real-time monitoring,
feedback and feed forward control, protection, on-line diagnostics and similar
systems. Within these applications, the recently approved revision of IEEE Std 7-
4.3.2, "Standard Criteria for Digital Computers in Safety Systems of Nuclear Power
Generating Stations", defines requirements for design and quality-related activities
at the level of the digital system. This broad guidance has been supplemented by
more detailed information from other U. S. and international standards and
technical literature.
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Despite the focus on digital instrumentation and control systems, the handbook is
organized to permit a subsequent expansion in other areas (e.g., off-line diagnostics
or engineering analysis) of interest to utilities. The scheme for classifying
applications provides the flexibility to accommodate a broader treatment in the
future.

This work is described in the publication EPRITR-103291, "Handbook of
Verification and Validation for Digital Systems," Volumes 1-3, 1994.

3) Verification and Validation Guidelines for High Integrity Systems

As analog hardware for safety systems in nuclear power plants becomes 20 to 40
years old, component failure and maintenance costs increase. The obsolete safety-
grade components are difficult to replace with similar analog components. This
motivates the process where analog based safety systems are being replaced with
digital safety systems in some nuclear power plants. This replacement with digital
systems also results in functional improvements, such as reduction in system
calibration drift due to continuous on-line calibration.

A major difference between hard-wired systems and digital systems, is the logic
stored in the digital computer's memory. The design, development, and test of this
logic is error-prone process. One logic error common to all redundant channels
may result in the loss of the safety function. The use of design verification and
validation methods enhances the quality of the software through independent
reviews of the development process and the product. While the United States
Nuclear Regulatory Commission has some guidelines for the verification and
validation of safety-grade software, they are not complete regarding advancing
technology. This research is to upgrade existing guidelines and improve on them to
reflect current technology.

This work concerns itself with high integrity systems which are defined in this
work to include all protective (safety and mitigation) systems in nuclear power
plants. Since it is impossible to guarantee fault-free operation, and since there are
divergent approaches in existing guidance documents, this work focuses on
establishing how the probability of failure in an unsafe manner could be verified to
be sufficiently low to be acceptable in specific situations. The following defense-in-
depth scenarios are postulated:

• A safety function backed up by another (safety or non safety) function.
• A very simple safety function (e.g., one having a single input and a single

output), providing a service the failure of which can be mitigated by other
plant functions.

• A safety function that is neither very simple (as in the above example) nor
is backed up by another function.
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For the first two scenarios V&V methodologies are described to distinguish between
products that do and do not have an acceptably low failure probability. For the third
scenario, this capability does not exist yet. However, by using two functionally
diverse implementations this scenario can be converted into the first one.

This work develops a multi-level safety classification system for nuclear power
plant instrumentation and control systems. This classification is adopted from
classifications applied in other industries and in military applications. Multi-level
classifications provide a systematic approach to reducing the verification
requirements where diverse software or functional diversity are employed. They
can also reduce the requirements for well isolated non mainline components in
critical programs.

This work is described in the publication EPRI TR-103916, "Verification and
Validation Guidelines for High Integrity Systems," 1994.

4) Survey and Assessment of Conventional Software Verification and
Validation Techniques

As computer-based systems have become more prevalent in nuclear plants,
growing concern has been expressed by the USNRC for the potential for software
defects to cause safety problems. The development of software with proven quality
is necessary to overcome this concern. During software development, a systematic
approach to verifying that the software is designed to its specifications and
validating that it works as designed is important to achieving high reliability.

The objectives of the work are to identify, evaluate, and rank the existing methods
used for verification and validation of software and to establish to what extent
existing V&V methods apply to expert systems.

The project team classified, characterized, and assessed 134 software V&V
techniques for software used in systems of varying levels of complexity and
required integrity. They used eight separate effectiveness factors to judge V&V
method effectiveness in detecting 52 types of software defects. For expert systems,
the methods were rated on whether conventional programming languages were
used in their implementation, whether the components were highly reusable across
applications, and whether the expert system component's potential defects could be
identified by formal means.

The primary result of this project was the discover}' that software V&V methods
used for conventional software are fully applicable to expert system software in all
aspects except the knowledge base. The four basic components of an expert system
are the inference engine, the knowledge base, the external interfaces, and tools and
utilities. The knowledge base is the name given to the set of questions and 4if/then'
responses that an expert system applies to solving a problem. The knowledge base
requires special tools for V&V. For the most part, however, all the conventional
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practices and principles of software engineering apply to expert systems. The report
also presents a classification and evaluation of the 134 conventional V&V methods
that can be applied to all software. No single method can find every type of software
defect. However, a set of V&V methods can be established with the aid of this
report to perform the opt imum V&V on software relative to the degree of
complexity of the software and the criticality of the systems it drives.

Software reliability has been cited as a primary concern of the USNRC in the
acceptance of software-driven computer-based systems in the control and operation
of nuclear power plants. EPRI and the USNRC Research Division have
cosponsored this investigation to help the industry overcome its concern. Both
organizations consider the report describing this work to be a milestone in the
acceptance of increased use of digital-based systems for nuclear plant applications. It
is part of a large project for developing V&V methodologies for expert systems and
testing them on given scenarios. Another EPRI/USNRC cosponsored effort
addresses software V&V for safety-grade control systems.

This work is described in the publication EPRI TR-102106, "Survey and Assessment
of Conventional Software Verification and Validation Techniques," February, 1993.

5) Workshop on Methodologies, Tools, and Standards for Cost-Effective,
Reliable Software Verification and Validation

Digital computer technology applications, both critical and non critical, raise
concerns about software reliability. Software errors can significantly reduce safety,
reliability, availability, and productivity of large complex systems. Software quality
must be built into the design and ensured by adequate verification and validation.
Cost-effective methodologies and tools can aid in developing high-reliability
software for power plant applications while enhancing software acceptance by users,
managers, and regulators. A major consequence of instrumentation and control
upgrades in power plants will be increased use of digital technology requiring high
reliability.

The objectives of the workshop are to transfer information on the state of the art of
software verification and validation; and to recommend actions for future
development of methodologies, tools, and standards for software verification and
validation.

The EPRI-sponsored software verification and validation workshop was held
August 7-9,1991, in Chicago. Hosted by the Commonwealth Edison Company, the
workshop was attended by nearly 100 representatives of electric utilities, equipment
manufacturers, engineering consulting organizations, universities, national
laboratories, and government agencies. Overall, the workshop was concerned with
the quality of a wide range of software applications, including conventional safety
and non safety software, digital control systems, digital protection systems, and
expert systems. The workshop included a keynote address, 21 technical papers, and

JAN 8



five working groups that formed recommendations and plans for development of
future methodologies, tools, and standards to support cost-effective high-reliability
software.

Implementation of upgraded equipment, as indicated by EPRI's Integrated
Instrumentation and Control Initiative (report ЕРЫ NP-7343), is dictated by
considerations such as obsolescence of existing analog equipment, lack of spare
parts, and loss of analog support infrastructures. The need for enhanced capability
and flexibility as well as increased reliability and availability have also driven the
increasing use of digital technology. Difficulties arising from problems with digital
equipment software can affect plant safety, reliability, and availability. Software
design and development guidelines are needed to improve software consistency,
allow reuse of software modules, and facilitate the formation of tools to support
automated software development, verification, and validation.

The key points from the workshop are:

• Verification and validation should be an integral part of the whole
software life cycle—from requirement, specification, and codification
phases to testing, implementation, and maintenance.

• Software verification and validation is a major safety and reliability factor
in user confidence and regulatory acceptance.

• Rigorous and good practice methodologies as well as easy-to-use
guidelines are needed for all aspects of the software life cycle.

• Certification methods are needed for commercial software.
• Computer-automated software engineering tools for software

development, verification, and validation will increase cost-effectiveness.
• Methods, manuals, and tools are needed to bridge the gap between

standards and implementation.

This work is described in the publication EPRITR-100294, "Proceedings:
Methodologies, Tools, and Standards for Cost-Effective, Reliable Software
Verification and Validation," January 1992.

6) Verification and Validation of Expert Systems for Nuclear Power Plant
Applications

Verification and validation of knowledge-based expert systems enhances software
quality assurance and furthers acceptance of expert-system technologies. An earlier
report (EPRI NSAC-39) presented guidelines for verifying and validating
conventional software for nuclear power plants, such as the safety parameter
display system code. The increasing importance and use of expert systems in
nuclear power plants prompted a research effort to develop similar guidelines for
verifying and validating expert systems. Previous research under this project (report
EPRI NP-5236) classified expert-system types and examined the applicability of

JAN



conventional V&V techniques to expert systems. The present report continues that
work.

The objectives of the work are to develop a methodology for verifying and
validating expert systems for nuclear power plant applications; and to describe
concepts and techniques that could help utilities perform such activities.

The project team reviewed nuclear industry experience with verifying and
validating conventional software for nuclear plants and explored the differences
between V&V for conventional software and expert systems. They classified expert
systems into the six types initially described in the report EPRINP-5236, each with
different capabilities and requiring different V&V techniques. After identifying
limitations in applying V&V techniques for conventional software to expert
systems, the team formulated ways to overcome these limitations and developed a
V&V methodology for expert systems.

Most expert systems can be categorized as one of six types, each with different V&V
requirements. The expert-system types use either codified or elicited knowledge
and may take into account uncertainty about the applicability of a rule or antecedent
condition or uncertainty about the appropriateness of the conclusions. This study
provides corresponding expert system V&V methodologies in a format similar to
that described in report EPRI NSAC-39 for conventional software systems. Using
these methodologies, utilities can validate and verify most expert systems currently
used in nuclear power applications, as well as perform limited testing of more-
complex systems.

The electric power industry has developed expert systems for an increasing number
of applications. V&V of these systems, used primarily in advisory rather than
decision-making capacities, provides important information on system quality. As
utilities apply expert systems to more critical applications in the future, V&V will
become essential. It remains an important research topic to the artificial
intelligence community, which can expect continuing V&V improvements.

This work is described in the publication EPRI NP-5978, "Verification and
Validation of Expert Systems for Nuclear Power Plant Applications", August 1988.

7) Approaches to the Verification and Validation of Expert Systems for Nuclear
Power Plants

In this project, EPRI undertook an independent evaluation of the Reactor
Emergency Action Level Monitor (REALM) expert system. REALM is described in
the report EPRI NP-5719. The results of this independent evaluation is documented
in volume 3 of the REALM report, EPRI NP-5719. Expert systems differ from
conventional software in using logical rather than procedural processing. As the
importance of verification and validation for expert systems became increasingly
apparent in the REALM evaluation, EPRI extended this study to explore approaches
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to performing these activities. Guidelines for the verification and validation of
conventional software used in nuclear power plant safety parameter display systems
appeared in report EPRI NSAC-39, but none were available for expert systems.

The objectives of the work are to develop general guidelines for the verification and
validation of expert systems for nuclear power plant applications and to describe
concepts and techniques that could help utilities perform such activities.

The project team drew on their own experience and on report EPRI NSAC-39 in
assessing the applicability of conventional software verification and validation
techniques to expert systems. At the same time, they were exploring the significant
differences between conventional and expert systems. Additional analysis of the
range of expert systems identified six categories requiring different levels of
difficulty in verification and validation techniques. Using the guidelines for
conventional software as a pattern, the team prepared guidelines for the
verification and validation of expert systems.

The acceptance of expert systems requires the verification and validation of the
knowledge base, as well as of the methods of reasoning about that knowledge.
Because of the way expert systems represent knowledge, the verification and
validation of the knowledge base are easier than for a conventional.system.
However, the methods of reasoning about the knowledge in expert systems are
more difficult to verify and validate. Nevertheless, many of the conventional
techniques apply. After summarizing the procedures used to verify and validate
conventional systems, the report sorts expert systems into the six categories and
discusses techniques for evaluating the systems in each category. In introducing the
guidelines, the report discusses success criteria, evaluation methodologies, and
system configuration control. It then presents guidelines for each phase:
requirements definition and analysis, design and prototype, programming and
testing, installation, and operations and maintenance.

Although utilities today use expert systems in primarily advisory rather than active
functions, the verification and validation of these systems are important. As
utilities begin to use expert systems for more-critical applications in future,
verification and validation will become essential. The increasing use of these
systems in other industries will also contribute to the development of verification
and validation techniques specific to expert systems.

This work is described in the publication EPRI NP-5236, "Approaches to the
Verification and Validation of Expert Systems for Nuclear Power Plants", July 1987.

8) The EPRI Knowledge Acquisition Workshop Handbook

Expert systems can improve personnel productivity and performance in the electric
power industry. The technology is proven, but how can the industry extract
knowledge from experts and represent it in a form useful to utilities? EPRI
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prepared this handbook to teach utility personnel the techniques needed to program
their own expert systems.

The EPRI Seminar on Expert Systems, held in Boston in May 1987, demonstrated
the many expert systems developed by the electric power industry and illustrated
their capability to improve human productivity and performance. Utility
personnel possess the expertise required by most of these systems. However,
extracting this knowledge presents a major bottleneck in expert-system
development. Tools to extract knowledge and represent it in a form useful to
utilities could help the industry develop its own expert systems.

The objectives of the work are to prepare a handbook of knowledge acquisition and
representation processes; and to use the handbook in knowledge acquisition
workshops for utility personnel.

The project team surveyed relevant literature to gather information on manual and
automated techniques for acquiring knowledge from experts and text. They then
evaluated the usefulness and applicability of the techniques in all stages of the
knowledge acquisition process. The team assessed available representation
methods and related the methods to the types of information required by utility
expert systems. In addition, they reviewed techniques for verifying.and validating
the systems. The team compiled this information into a handbook for distribution
at knowledge acquisition and representation workshops. The project team hosted
two workshops for utility personnel — the first held in Palo Alto in November 1987,
and the second held in McLean, Virginia, in October 1988.

In general, the complete knowledge acquisition effort for an expert system requires a
collection of methods:

• Techniques for eliciting knowledge from experts include observing how
utility personnel perform familiar or difficult tasks and conducting
interviews with personnel to determine what information they use to
complete the task.

• Methods for extracting knowledge from reference material-include pattern
recognition techniques to analyze sentences and identify key concepts.

• Information representation techniques include rule, object, and frame
representations.

This handbook describes and evaluates techniques for extracting knowledge and
representing this knowledge in expert systems. Other course materials include
view graphs.

Expert systems under development have wide application in the electric power
industry, particularly at nuclear power plants. For a large percentage of these
applications, the expertise resides in the minds of electric utility personnel. To
glean this knowledge for use in expert systems, utility personnel require precise and
efficient knowledge extraction and representation methods. The handbook
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enhanced the effectiveness of the two EPRI workshops; the handbook, view graphs,
and videotape will help utilities conduct their own training programs. In addition,
engineers and programmers interested in preserving their corporate expertise and
harnessing the power of knowledge will find the handbook useful.

This work is described in the publication EPRI NP-6240, 'The EPRI Knowledge
Acquisition Workshop Handbook", February 1989.

9) Verification of EPRI's Nuclear Power Plant Emergency Operating Procedure
Tracking System (EOPTS)

EPRI's Emergency Operating Procedure Tracking System (EOPTS) for BWRs was
created to reduce reactor operator load and human error under nuclear power plant
emergency conditions. This report describes a method for systematically verifying
EOPTS. This method can help other utilities in verifying their EOPTS.

The man-machine interface is important to nuclear power plant operations. The
LWR Owners Groups have developed emergency procedure guidelines (EPGs) to
give guidance in preparing plant-specific emergency operating procedures (EOPs).
EPRI subsequently developed an expert system known as EOPTS (report EPRI NP-
5250) to reduce reactor operator load and human error when using" EOPs. EOPTS
validation was completed in February 1989; however, verification of its accuracy
was limited to a few scenarios and did not cover the overall knowledge base.

The objective of the work is to perform a complete verification of EOPTS functions.

The author first established the verification framework through a document survey
that identified the internal structure of EOPTS, various verification methods, and
key characteristics in testing the knowledge base. He then designed and developed
testing tools and associated methods for using them. Finally, he applied and
illustrated detailed verification methods.

Ninety-nine percent of the EOPTS rules were dynamically tested. The remaining
rules could not be tested dynamically because of simulator limitations. A static test
method provided verification of these remaining rules. This report describes
verification findings in the rule-base and the kernel program, along with their
resolutions. Overall, the EOPTS uses 380 on-line data points, which are updated
every 8 seconds; it also contains 601 rules in the rule base. The verification effort
indicated that:

• Modularization should be considered during the development of an
expert system.

• The "NOT" or "OR" function should be verified carefully in an on-line
real-time expert system because the data points are updated every cycle.
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• The on-line data input module should be separated from other parts of
the kernel inference program to increase maintainability of the kernel
program.

• The combination of input data points should have as much variation as
possible in testing an expert system. It is recommended that expert systems
such as EOPTS be tested using a simulator.

EOPTS has the capability to reduce reactor operator load and human error under
nuclear power plant emergency conditions. It is particularly well suited as a
simulator enhancement in the training of reactor operators. EOPTS helps operators
take correct emergency actions. It is important that EOPTS be validated and verified
over a wide variety of emergency scenarios and operator actions. This document
shows utilities how to conduct their own verification efforts when implementing a
plant-specific version of EOPTS.

This work is described in the publication EPRITR-100648, "Verification of EPRI's
Nuclear Power Plant Emergency Operating Procedure Tracking System", September
1992.
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OECD Halden Reactor Project Institut for Energiteknitt (Norway)

A Lessons Learned Report on Software Dependability (Partial draft of Part I)

Introduction

Since 1977 the OECD Halden Reactor Project (HRP) has been actively working in the
field of software reliability and verification and validation. The activities in this
area have to a large degree consisted of a set of projects, most of them conducted as
joint projects with other signatory institutions.

The objective of this report is to make a review of all these projects. The report
contains descriptions of the actual work which has been made. The main emphasis
is, however, put on the observations and conclusions made on these activities, in
particular how they can be utilized by different types of organizations, as e.g.
licensing authorities, to assure adequate assessors, power companies and software
developers.

The report is divided into two main parts. Each of the parts are self consistent, and
may be read independent of each other. Part I is intended to be a guide through the
Halden activities and corresponding reports. It contains the following chapters:

• Short description of each project on software dependability, with
subsections on
- relevant reports
- a short abstract
- main results

• A glossary of terms
• A subject index with reference to the reports
• A summary of conclusions and recommendations

Part П describes the different projects in more detail. For each project there is a
separate chapter with sections containing:

• A fairly short description of the project.
• Reference to written material. Both main reports and shorter papers

(external papers) are included, but not intermediate reports which are
replaced by later ones.

• Observations. This includes observations made during the project, both
based on the results from the project as well as on the experience gained
by working on the project. As these observations are based on single
projects, they are not necessarily of general nature. They can, however,
support more general conclusions and recommendations.

• General conclusions and recommendations which areas supported by the
observations from the project. These general conclusions are based on the
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HRP V&V work in general, as well as on general views of the software
V&V community.

1-1 HRP Projects on Software Dependability

1-1.1 VTT - HRP diversity project.

Halden Internal Report HIR-95. 1978.
G. Dahll and J. Lahti: "Investigation of Methods for Production and Verification of
Safety Related Computer Programs"

Abstract

This project was carried to as a joint project between the Technical Research Centre
(VTT) of Finland and the Halden Project (HRP). The objective was to investigate
methods for developing and testing computer programs with high requirements to
reliability. The project consisted of five phases:

• a common specification of a DNBR trip program
• diverse development of two diverse programs at HRP and VTT
• mutual analysis of the other team's program

• reliability assessment based on the faults found in the test

Results

Investigation of

• the impact diverse programming have on software reliability
• different software development methods
• methods for static program analysis and their ability to reveal software

faults.
• the effect of back-to-back testing of diverse programs with different testing

strategies
Classification of faults produced in two diversify produced programs.
Application of different software reliability growth models
Application and evaluation of two methods for formal verification

1-1.2 The X-SPEX specification system

Reports

Halden Report HWR-98,1983.
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G. Dahll and J. Lahti: "The Requirement Specification System X-SPEX. Status and
Experiences."

Halden Report HWR-118, April 1984.
G. Dahll and J. Lahti: 'The specification Language X - Version 3.0."

Halden Report HWR-138, Feb. 1985.
J. Lahti: "SPEX - A Tool to Support the Specification with the X-Language."

Halden Report HWR-144, May 1985.
G. Dahll and J. Lahti: "Guidelines for the Specification in the X-Language."

Abstract

X-SPEX is a computer supported specification system which was developed as joint
effort between VTT and HRP. It was a follow up activity of the VTT - HRP diversity
project, where it was demonstrated that a good specification is essential for the
development of a reliable software system. The X-SPEX system consists of a
specification language, the X-Ianguage, and an associated tool, the SPEX program.

• The specification language X
• The associated specification tool SPEX
• A guideline on how to use the X-SPEX system

1-1.3 The PODS/STEM projects

Reports

Halden Project Report HPR 323, June 1985.
M. Barnes et. al., 'TODS (The Project on Diverse Software)"

Halden Project Report HPR 334, May 1988.
M. Barnes et. al., "Software Testing and Evaluation Methods"

Abstract

The PODS (Project On Diverse Software) project was a joint project between the
Safety and Reliability Directorate (SRD), Central Electricity Research Laboratory
(CERL), VTT, HRP. The main objective of the project was to provide a measure of
the relative merits of using diverse programs, as compared with any one of the
programs replicated in all channels, in a 2-out-of-3 majority voting protection
system. Three different programs based on the same specification and a test harness
were developed. This set-up was utilized in the STEM (Software Testing and
Evaluation Methods) project, with the same participants. The objective of this
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project was to further investigate software diversity as well as various software
validation methods and the possibility for software reliability assessment.

PODS and STEM were two separate projects, but they were so inter-linked that they
in this report are considered as one project, the PODS/STEM project.

Three diversity produced trip programs
A test harness
Assessment of:

the benefit of software diversity
specification methods
methods for static program analysis
different testing strategies
the use of seeded faults
software reliability models
software complexity measures

Studies of failure distributions
A fault classification scheme
Classification of faults in diverse programs

A record of effort used in the different programming phases

1-1.4 The SOSAT project

Reports

Halden Work Report HWR-211, May 1987.
G. Dahll e t al. "Tools for the Standardized Software Safety Assessment (The SOSAT
Project)".
Halden Work Report HWR-268, Jan. 1990.
G. Dahll and J. E. Sjõberg: "Software Safety Tools - the SOSAT 2 Project".

Halden Work Report HWR-343, Feb. 1993.
G. Dahll and J. E. Sjõberg: "SOSAT 3 - A Progress Report".

Abstract

The SOSAT (Software SAfety Tools) project has the objective to improve practical
analysis in the assessment of safety related software. This improvement shall be
reached by application of tools which can assist in the program analysis by
automating part of the necessary manual routine work.
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Within the SOSAT project a variety of tools has been developed which can analyze
programs implemented on a variety of micro-processors. A dissembler extracts the
program from a hexadecimal memory dump of the processor and translates it into
the common assembly language CAL. The CAL code forms the basis for the further
analysis. Various types of analysis may be performed by the SOSAT tools, including
basic program measurements and checks, static program analysis, and dynamic
program analysis. Programs are also being developed for symbolic execution and
worst case timing analysis.

The SOSAT project is a joint project between HRP, Technische
Überwachungsverein Norddeutschland (TiiV) and Gesellschaft fur
Reaktorsicherheit (GRS), and is sponsored by the Bundesministerium fur
Forschung und Technologie in Germany.

Results

The SOSAT tools set, which is a set of tools which can be used to analyze safety
critical software.
Experience in the use of the SOSAT tools on real cases and test examples.

1-1.5 The SAP-1 project

The SAP (Safety Assessment of Programs) project was a joint activity between SRD,
National Power-TEC and HRP on research into methods for development and
validation of safety critical software. The project consisted of four sub projects.
However, the last one. Software Fault Tree Analysis, was not properly concluded, so
only the three first are considered in this report.

Reports

Halden Work Report HWR-293, Jan. 1991.
Barnes, Bishop, Brewer, Bradley, Dahll and Siversten: "The SAP (Safety Assessment
of Programs) Project final Report on Phase 1".

Halden Work Report HWR-274- Oct. 1990.
T. Siversten, "Formal Development and Verification of Software - A Case
Example".

1-1.5.1 Software safety checks using stored tested paths.

Abstract

The objective of this activity is to investigate the applicability of an idea first put
forward by Ehrenberger and Bologna. The essence of this idea is to store all program
paths executed during the testing of a safety critical computer program. During on-
line execution of this program a check can be mad«! on whether the actually
executed path is found in the file of tested paths. If an untested path is followed, л
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special action can be taken, as e.g. shut down or another safety action, a message to
the operator or just a logging of the event.

Various aspects of this methods were investigated: How to store the tested paths;
how to check executed paths against the paths in the database of the tested paths;
which techniques are the best for generating the path base as well as for checking
against tested paths during execution. Another problem which was investigated is
how sensitive the method is to the selection of data used in the generation of the
basis of tested paths.

Results

Investigation of a method for test measurement and on-line checking.

1-1.5.2 - Worst case timing analysis

Abstract

The aim of this part of the project was to design a technique which could be use din
a systems safety (or reliability) analysis, where the estimate of timing is a critical
issue. This will for example be of assistance in safety studies, whereby time
response of a reactor protection system is critical in determining whether or not
protection will be afforded within the target time scale presented in the safety
studies commensurate with the rate of increase of a transient.

Three methods to estimate the worse case time were investigated:

• High Level Language Analysis: FORTRAN code was analyzed and broken
down into small units. The execution time of these units were measured,
and the worst case time was estimated on the basis of this.

• Analysis of disassembled code: A status analysis was made on the
disassembled code producing a worse case time initially in terms of clock
cycles and conversion to a time in seconds.

• Statistical analysis: The execution time of a program module was
measured with a large number of test executions and a statistical analysis
on the measured times.

Developed techniques and tools to estimate the maximum time to compute a
program module.

Comparison and evaluation of the technique based on application to a test case.

1-1.5.3 - Formal development

Abstract
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The formal methods subtask of the SAP project addressed techniques and methods
to ensure that safety critical software is developed and assessed in a safe manner.

A complete development of a simple example program was performed. The formal
notation Z was used to top-level specification. The example system was designed
using a process called 'data refinement'. This design was them implemented in
SPADE-Pascal, a "safe subset" of Pascal for which analysis tools exist.

Results

Evaluation of formal software development according to Def-Stan-0055.
Application of the Z notation and data refinement in performing a complete
development according to Def-Stan-0055.

1-1.6 SAP-2 formal methods

Reports

Halden Work Report HWR-320, March 1992.

T. Sivertsen, "Methods and Tools for Formal Software Development".

Halden Work Report HWR-364, Nov. 1993.
А. К Groven, T. Sivertsen, P. Bradley, M. Mistry, P. Jackson and A. Boothroyd, "The
SAP Project Final Report on Phase 2".

Abstract

A second phase of the SAP project (SAP-П) was concentrated on the evaluation of
different approaches to formal development with respect to applicability and
implications on safety and reliability. HWR-320 makes an overview over, and
comparison of, a variety of formal methods, classified into three main types:
Model-based methods (Z, B. Raise, and VDM), property based methods (Larch, Act
One, Affirm, Anna, OBJ, Pluss/Asspegique, Prospectra and CIP-L), and
communication and concurrence based methods (CSP, CCS, Unity and Petri Nets).

One representative method of each type, Z, Larch, and CSP were chosen for further
investigations. The different methods were evaluated using a suitable small but
realistic case example. HWR-364 gives an overview of this evaluation, provide
advice on the advantages and drawbacks of the different methods and approaches.

Results

Investigation of problems associated with developing a software system which is in
accordance to the customer's requirements, and how these problems can be
approached using formal methods.
Classification of Methods and tools for formal software development.
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Evaluation and comparison of Three approaches to formal software development
with respect to applicability and implications on safety and reliability.

1-1.7 Algebraic specification

Reports and publications

Halden Work Report HWR-260, Dec. 1989.
T. Sivertsen and H. Válisuo, "Algebraic specification and Theorem Proving Used in
Formal Verification of Discrete-Event Control Systems".

Halden Work Report HWR-276, Dec. 1990.
T. Sivertsen, "Automated Theorem Proving for Algebraic Specifications - Tool,
Theory and Applications".

Halden Work Report HWR-294, Jan. 1992.
T. Sivertsen, "Algebraic Specification Used in Qualitative Physics".

Halden Work Report HWR-331, Nov. 1992.
T. Sivertsen, "Algebraic Specification Used in Formal Software Development - Part
1: Specification".

Halden Work Report HWR-363, Nov. 1992.
T. Sivertsen, "Algebraic Specification Used in Formal Software Development - Part
2: Design and Implementation".

Abstract

The Halden Project has been developing a formal method for specification,
development and verification of software, based on algebraic specification. An
associated tool for theorem proving, the HRP Prover (HWR-276), has been
developed. It is based on a principle where equational axioms are considered as
rewrite rules.

HWR-331 and HWR-363 discuss in detail how a framework based on algebraic
specification and the HRP Prover can be used as a basis for formal development of
general software systems. HWR-331 concentrates on the specification phase,
whereas HWR-363 demonstrates how the specifications can be transformed into
efficient and implement able design, and implemented in a conventional
programming language. The result is a complete methodology for the practical
application of algebraic specification in formal software development.

The concern in HWR-260 is whether formal verification methods based on
algebraic specifications can be used to verify the correctness of discrete-event control
systems in a process environment. The report emphasizes the importance of
adequate, logic based, system, modeling. HWR-294 addresses this problem by
demonstrating how algebraic specification and the HRP Prover can be used as a
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common basis for three different approaches to qualitative reasoning about physical
systems. This supports the hypothesis that both representation of knowledge and
automation of reasoning of a physical system can be put into a more general
framework based on algebraic specification.

Results

• An Algebraic specification language
• The HRP Prover
• Application of algebraic specification and the HRP Prover on

- verification of process control systems;
- verification of data security;
- qualitative reasoning about physical systems;
- formal development of programs.

• The development of a complete methodology for the practical application
of algebraic specification in formal software development.

• A basis for the development of integrated tools for cost-effective design
and implementation of reliable software.

1-1.8 Validation of knowledge based systems

Reports

Halden Project Report HPR-341, Sept. 1992.
S. Bologna, T. Sivertsen and H. Vâlisuo, "Qualitative Modeling and Dependability
of Knowledge-Based Systems".

Halden Work Report HWR-323, Sept. 1992.
S. Nilsen, "Aspects of KBS Verification and Validation", HWR-323, OECD Halden
Reactor Project, Norway 1992.

Abstract

The problem on how to develop dependable knowledge based systems has been
addressed by the Project. HPR-341 discusses how ideas coming from software
engineering, control engineering and artificial intelligence can be combined to
develop dependable knowledge based control systems for industrial processes.
Instead of focusing on representational and implementation issues, knowledge
engineering has been treated as an explicit model building activity. These
investigations have also advocated the use of formal mathematical methods, and
demonstrated how these concepts serve as an appropriate foundation and
framework for the development of dependable knowledge based systems.

Certain aspects of KBS behavior can be verified using first order logic. A concept
developed at the Project, applies first order logic in the definition of so called rule
firing, completion, abortion sequences (HWR-323). Through examples, it has been
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demonstrated how it may be possible to verify aspects of a particular KBS
application by putting restrictions on such sequences.

Investigations on applicability of concepts from software engineering, control
engineering and artificial intelligence in the development of dependable knowledge
based control systems for industrial processes.

Investigation of the applicability of first order logic to verify aspects of KBS
behavior.

1-2 General Conclusions and Recommendations

This chapter constitutes a synthesis of the conclusions and recommendations made
on the different projects. It has been attempted to classify them into a framework
which is basically software life cycle oriented. Some aspects do not, however, belong
to any particular life cycle phase, either because they are relevant in all phases or
because they are special.

The classification scheme is adapted to contain classes where the actual conclusions
obtained from our research activities naturally belong. This chapter shall be
considered a complimentary contribution to more general guidelines on safe
software development.

Wherever a conclusion is clearly identified in one or more reports, a reference to
these reports is given. However, many of the conclusions and recommendations
are based on the general experiences obtained through the work, and therefore not
connected to any particular report.

1-2.1 Project management

This includes aspects which should be considered by the overall management of the
development and implementation of a system. It should contain aspects of project
organization, quality assurance, development principles, documentation principles
etc.

Good project planning together with project control documentation is essential for
a successful implementation of a project.

A computer based project support system, accessible via e.g. electronic mail by all
users, will greatly simplify the exchange of information and the management of the
project as well as the configuration control.

Quality Assurance (QA) activities should be precisely defined and made mandatory,
and a common level of QA should be enforced on all persons involved in the
development.
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The QA auditor should carry out spot audits to ensure that fault reports and change
notices are being applied and maintained correctly.

Inspections (reviews, walk throughs etc.) in all phases of the program development
are very cost effective in detecting, and removing, faults at early stages.

A computerized tools system which can be used as an aid throughout the whole
system development, from specification via design and coding to verification and
validation, is advantageous for the cost effective developments well as for the
reliability of the system.

All project documentation should be put into a computer-readable format,
including error reports and change notices, such that V&V activities can be carried
out by computer.

1-2.2 Specification

Specification is the phase in the software life cycle where the identification of a
need, and an idea to satisfy that need by a computer system is transferred into a
document which can form the basis for the further development and verification of
such a systems.

The specification is the basis for the future development and verification of a
software system. Deficiencies in the specification are often a source of faults in the
final system. These are also the faults which are most difficult to detect during the
V&V process.

A prerequisite for the development of a safe and reliable software system is
therefore a good specification, which should be correct, unambiguous, complete,
consistent, verifiable, modifiable, and traceable. A good specification system (i.e. a
specification language and associated tools) should support these attributes.

The specification phase can conceptually be divided into two subphases, viz.
requirement specification and manufacturer's specification.

1-2.2.1 The requirement specification

The requirement specification is the set of all requirements for a system, including
the functional requirements, as perceived by the customer, or user, of the system.
This is also in some reports referred to as the customer requirement.

Much time and effort should be devoted by the customer before he produces the
requirement specification. He should take into consideration all possible modes of
use, not only normal or proper use of the system.
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Information on the application of the system and the system seen in the context of
its surrounding will help to check that the requirement is reasonable. It may be
useful for the further development to form a mental model of the required system.
A hazard analysis of the system in its environment will aid in identifying safety
critical parts.

Redundant information (i.e. the same information expressed in different ways may
be useful to clear up ambiguities and thereby decrease the number of faults in early
phases.

Many shortcomings of customers specifications may be avoided if the customer uses
more formal methods from the beginning.

1-2.2.2 The design specifications

The design specification is the transformation of the requirement specification into
a precise and complete document which the developer, or manufacturer, can use as
the sole basis for the programming and verification of the system. This is also, in
some reports, referred to as the manufacture's specification.

The design specification should be made in a language which is easy to use by the
specifier and follow by the programmer, and prevent misunderstandings between
them.

A walk through of the design specification between the customer and the developer
should be made to resolve any misunderstandings.

The use of a strict specification language may require more effort by the specifier
than a specification in natural language would have done, but that is compensated
by the fact that it promotes discipline in the specification process, and enforces the
specifier to think through all problems and thus avoid faults from entering the
system. This is better than fault removal in later development phases.

The specification language should contain concepts which also comprises non-
functional requirements, in particular those which are meant to enhance safety and
reliability. (HWR-98)

The specification language structure should be suited for an automatic internal
checking of completeness and consistency. It should also support the final
verification of the software system.

Specification with state diagrams is useful to reveal potential faults in the customer
specification. (HPR-334)

The associated specification tool should be a guide through the specification process.
Such a tool is helpful to ensure that the software specification is internally complete
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and consistent. It should be easy to use by the specifier, therefore a good user
interface is essential. (HWR-98)

1-2.3 Design and coding

The software system should be designed according to the principles of structured
design, independent of which designed language is used. This simplifies the
further coding, in particular assembly coding. (НШ-95, HPR-323)

It is preferable to avoid faults in the first place by using better development
methods, languages and automated means of transferring information such as
system constants into the program code.

A design tool will ease the design phase and facilitate the design verification. Direct
code generation could be useful, but that has not been investigated in any of the
HRP projects.

Design and code inspection is very effective at discovering typical design and coding
errors, such as logical errors, counting errors, assembly code errors, clerical errors
etc.. (НШ-95, HPR-323)

1-2.3.1 Program languages

Although high-level languages are easier to understand, and hence intuitively
should lead to fewer errors being made, one cannot generally conclude that the
reliability of assembly code is lower than that of high level languages. If the
assembly code is based on structured design, and a thorough code review is
performed, it may be of high quality and sufficiently reliable. (HPR-323)

Standard compilers for high level languages used for safety critical programs should
only be accepted if long experience with the compiler has shown, to an acceptable
confidence level, that it produces correct code.

An alternative is to use a compiler specially designed for safety critical programs
Such a compiler should be based on simplified subset of high level language, be
proven correct to a high confidence level, and produce machine code which is
simple to analyze.

1-2.4 Verification and validation

A well structured specification is a necessary basis for the verification of the
program. All single requirements, functional as well as others, should be traceable
to the final program system

The seeding of artificial faults into the programs is an efficient way to measure the
efficiency of the program analysis and testing. The seeded faults should reflect the
spectrum of typical real faults. One should put emphasize on making at least some
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of the artificial faults very well hidden to increase the confidence that the
verification method is so extensive that it also finds the most concealed real faults
(HER-95, HPR-323, HPR-334)

1-2.4.1 Static analysis

Static analysis means to verify a program by inspection of relevant documentation,
either manually or by the help of tools.

Different status analysis methods has been investigated with respect to their ability
to detect faults. (HIR-95, HPR-334). None of them, neither separately nor
collectively, detected all the faults which were later found by back-to- back testing.
The applied status analysis methods does thus not seem not to be sufficient to detect
all faults, in particular not the most hidden ones.

The scope for thorough verification is determined by the quality of the design
documentation; documentation defects become especially apparent when
verification is attempted. Well structured programs are clearly more easy to analyze
than badly structured ones.

The machine code generated by a standard compilers is in general more complicated
and difficult to analyze with the SOSAT tools than assembler generated code.

Analysis and verification tools are helpful, through their reliability and
thoroughness. However, they are designed to assist, not replace, a human to
validate software. Manual inspection can still reveal errors (such as errors in
specification and efforts of transcription of system constants) which current tools
cannot detect.

Manual inspection coupled with simple control and data analysis was able to detect
a high proportion of faults with less effort than the more advanced verification
tools. It might well be more efficient to apply mudi simpler but less through
verification checks to detect and repair the most obvious faults before attempting a
more rigorous verification. (HIR-95, HPR-334)

Program modules in processor based equipment where the source code is not
available could be analyzed on the basis of a memory dump, e.g. with the SOSAT
tools.

1-2.4.2 Testing

Testing means to execute the program with a number of test data to get a confidence
that it performs correctly.

A major problem with testing is to produce an 'oracle', i.e. a procedure to state
whether the result of a program execution is correct.
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Since a balanced data set should check legal and illegal conditions, it is an enormous
and completely impractical task to make an exhaustive set of acceptance test data
with manually precalculated results.

An error in the precalculation may also induce a fault in the program, if it is
adjusted to fit to the acceptance test. (HPR-324)

A diversely produced program based on the same specification as the real program
is a sensible choice as an 'oracle' which can be used to check the correctness of the
output from the program execution. One should, however, in this case consider the
possibility of common mode errors. (НШ-95, HPR-323, HPR-334)

Back-to-back testing of diverse program is a very effective method to reveal
program faults. All known real and seeded faults were found in this way in our
experimental investigations. (HIR-95, HPR-323, HPR-334)

Back-to-back testing with computer generated random input data is also a very
inexpensive testing method, and can therefore be applied to a large amount of test
data. This is a way to obtain high confidence in a program. (HIR-95, HPR-323, HPR-
334)

A combination of sequences of random data and frequent restarts with random
start conditions is very effective to reveal program faults. Uniform random data
selection is simple and efficient. (HIR-95, HPR-323, HPR-334)

Process simulation data is less effective at revealing programming errors. However,
process simulation tests can be good for a validation of the specification. (HIR-95,
HPR-323, HPR-334)

The method of 'Stored Tested Paths' could be useful during testing, to measure the
effectiveness of the set of tests data. (HWR-293, ch. 4)

Path coverage is not sufficient measure for complete testing. (HWR-293, ch. 4)

1-24.3 Timing analysis

Timing analysis means to verify that a system performs its tasks within the required
time limits.

Three methods were used to estimate a worst case execution time of a program
module (HWR-293 ch.3). All gave similar estimates of worst case time when
applied to a test case.

Statistical analysis based on testing with a large amount random data was the
simplest method and required clearly the least amount of human effort. (HWR-293
ch.3)
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It is difficult to guarantee that there does not exist any particular set of input data
which requires substantially longer execution time that the estimated one. A more
analytical approach would then probably be necessary.

The possibility of interrupts external to the analyzed program would make the
timing analysis non-deterministic.

1-2.5 Failure modeling and reliability estimation

This contains the conclusions from various failure studies made.

1-2.5.1 Fault persistence

With good quality control and independent inspections, the large bulk of errors are
detected in the same or next phase to the phase they are made. (HPR-323)

The most persistent faults are the ones caused by discrepancies in the customers
specification. (HIR-95, HPR-323) A good specification is therefore essential to a safe
and reliable final program!

1-2.5.2 Reliability estimation

Our experiments did not show any correlation between complexity metrics and
reliability, except for the correlation between the number of faults and the program
size. (HPR-334) Complexity measures do not seem to be a good estimator on
software reliability.

Various software reliability growth models were applied to the failure data obtained
from the two software diversity experiments (HIR-95, HWR-334). None of them
represented an entirely adequate fir to any of the data set they were applied to. It is
difficult to apply reliability growth models to the programs with a low number of
faults, as is usually the case for high integrity software developed according to
software engineering recommendations and with good quality control.

Realistic data will probably result in lower failure rates than estimation based upon
uniform random data. (HPR-334)

A model for estimation of remaining faults based on the number of detected real
faults and seeded artificial faults seems quite applicable to safety critical software,
assuming that the artificial faults are as well hidden and as difficult to reveal as the
real ones. The estimation seems to fit well after the first, most easily revealed,
faults are found. (HIR-95, HWR-334)

1-2.5.3 Failure distribution

The main part of the failures in the PODS diverse programs were relatively
independent. There were also some strongly positively correlated failures, mainly
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due to common faults, and some strongly negatively correlated failures. (HWR-334
ch. 7.5.3)

Some fault combinations had an intermediate degree of dependency (HWR-334 ch.
7.5.4). A potential cause it error masking due to many-to-one mapping between
input and output. Error masking will occur to some degree in any program. It
should be possible to predict such dependency effects from a knowledge of the level
of error masking and the program specification.

The failure rates of the different faults appear to be exponentially distributed (HWR-
334 ch. 7.5.2). Growth models that assume constant failure rates for all bugs will be
unduly optimistic.

The commonly held assumption that the probability of failure per unit time is
constant does not generally hold when there is a correlation between subsequent
data, which is probably the most realistic assumption (HWR-334 ch. 7.5.5). This
makes it difficult to estimate a lower bound for a mean time between failures to a
given confidence level.

1-2.6 Safety defenses

In order to prevent serious consequences from failures or abnormal behavior of the
system, one can design certain safety measures into the system. These measures can
roughly be classified in two main types:

Fault tolerance which is to provide correct functional operation (or at least the
essential part of it), even in the presence of one or more faults in the target system.
This is particularly addressed in our research on software diversity.

Safety checks and actions which can be designed into the target system to detect
failures or abnormal behavior which may threaten safety, and initiate safety
defenses.

1-2.6.1 Software diversity

Software diversity (N-version programming) means an independent development
by separate teams of programs based on the same specification.

Diverse programs can be used in redundant channels with a voting mechanism as a
way of enhancing reliability and safety. Software diversity can also be used as a
means to extensive testing of a program for single channel use.

Diverse channels should be well tested, in order to avoid run-time discrepancies
which can be inconvenient, even if they are fault tolerant.

From the results of the PODS/STEM project one can conclude that software
diversity (HPR-323, HPR-334):
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• gives very good protection against non-common mode faults in the
program

• detects program discrepancies in all known cases
• provides no significant correction for common faults
• most common mode faults come from the specification, not the

programming technique.

The use of software diversity can clearly reduce the number of failures, and is
thereby an effective way to obtain high reliability. The methods more expensive
than a single development, but this should be weighed against the possibility of
finding obscure residual faults. A very high confidence in a computer program is
necessary before it can be used in safety critical applications.

The use of diverse programming teams is useful to detect, and resolve, ambiguities
in the specifications.

The quantification of the reliability enhancement achievable by diversity remains
an open question.

Acceptance tests can introduce common mode faults in diverse programs if they are
adjusted to fit an acceptance test which contains faults. Therefore careful checking
of discrepancies are advised. (HPR-334)

1-2.6.2 On-line checks

The 'Stored Tested Paths' method was investigated in the SAP project (HWR-293,
ch. 4). This method is technically simple to implement and use. The selection of
test data to generate a base of tested paths, as well as the modulation of the program,
but be made with great care if the method shall be useful for on-line checking. The
main problem is that correctly executed paths may not be in the tested path base,
and that a spurious action will be made.

The method is not able to trap all types of faults during on-line checking, only the
"path dependent" ones. But it is, anyhow, useful to be able to trap this type of faults
as an additional safety check.

1-2.7 Tools

Tools can be used throughout the development, from specification to verification.
This section contains conclusions from the use of tools and recommendation on
which requirements one should put on the tools.

Generally available (on commercial basis or free of cost) tools were used and
investigated in several of the projects. (HIR-95 ch. 6.4.2, HPR-334 ch. 5,6.1.1, 7.3,
Formal methods ref???) A general experience with many of these tools is that they
do not do what one expect them to do, what they do not solve the problems one
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have. One should take into account, however, that many of our observations were
made some time ago, and there is a fast development, and probably improvement,
of supporting tools. We have therefore not, in this report (???), made conclusions
on any particular tool, but rather on where we think tools should be used, and
which properties the tools should have.

To obtain the maximum benefit from advanced tools, they should be applied
during software development (when verification problems can be detected and
corrected) rather than retrospectively.

Computer assisted specification is helpful to ensure that the software specification is
internally complete and consistent. Extension of the tools into programming and
verification tools is also desirable. (HWR-98, F-M???)

A specification tool should be a guide through the specification process. It should be
easy to use by the specifier, and a good user interface is therefore essential. Graphic
displays, windows systems, easy text editing etc. are properties which will improve a
user interface. (HIR-98)

A tool should perform internal checking, like syntax-, completeness- and
consistency checks. The tool should also detect typographical errors in system
constants, for example by reporting outlines to patterns. (HIR-98)

The tool should produce good, and currently updated documentation. Later
modifications of the documents for any phases in the software development should
be facilitated with an automatic checking and updating of all other relevant
documents.

Analysis and verification tools are helpful, through their reliability and
thoroughness. However, they are designed to assist, not replace, a human in
validation of software. Manual inspection can still reveal errors (such as errors in
specification and errors of transcription of system constants) which current tools
cannot detect.

1-2.8 General recommendations

On the basis of the PODS/STEM results, the "ideal" development procedure for
safety related software would seem to be (HPR-334):

• Spend a lot of time on the specification, checking that both the system
constants and the function definitions are well-specified (preferably in
some formal notation).

• Apply static analysis tools during the design procedure to reduce
complexity and ensure that both the data flow structure and control
structures are easy to analyze and maintain.
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• Develop at least two diverse systems. Apply back-to-back testing to them
with a large uniform random data set. A high degree of coverage should
be achieved.

• For high-integrity applications, use three or more diverse programs on-
line together with voting logic and discrepancy recording, so that residual
faults can be detected and corrected.

• For low-integrity applications, use one version, but keep the other as a
testing aid when modifications and enhancements are implemented

Comment: This scheme of conclusions is based on the projects described until now
in the report. The chapters on formal methods, algebraic specification and
validation of KBS will be written later this fall. In addition to adding more
conclusions and recommendations to the scheme, it may also change its structure,
e.g. by adding a separate topic on formal methods.

1-3 Glossary of Terms

Accident: An unintended event with severe unfortunate consequences.

Hazard: A condition which can lead to an accident.

Safety: The probability that no accident will occur during system operation, over a
specified period of time.

Safety critical system: A system for which a failure may cause a hazard.

Safety relevant system: A system for which a failure may reduce safety, although it
will not necessarily immediately cause a hazard.

Target system: The system which shall be licensed. For simplicity it is referred to as
the system when no misunderstanding can occur.

Plant: The part of the real world to be controlled or monitored by the target system.

Environment: The parts of the external world, or persons associated with the plant,
which are affected with the plant, and which may be harmed by an accident caused
by the plant.

Quality Assurance: (ISO) All those planned and systematic actions necessary to
provide adequate confidence that a product, process, or service will satisfy given
quality requirements.

Validation: (EWICS) The process of determining the level of conformance between
an operational system and the system's requirements, under operational
conditions.
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Verification: (EWICS) The comparison at each stage of a system's life cycle to
determine that there is a faithful translation of one stage into the next.

Redundancy: (EWICS, IEC) Provision of alternative (identical or diverse) elements
or sys .ems so that any one can perform the required function regardless of the state
of operation or failure of another.

Configuration Management: A process for controlling releases and changing of
identified and defined software units during the software life cycle.

Software: (IEC) The programs, procedures and any associated documentation
pertaining to the operation of a data processing system.

Pre-existing software: Software modules which are made as standard components
for use in a broad application area, and not for a particular safety relevant purpose.

Reversed engineering: An analysis of the final program, where one goes backwards
(in the opposite direction of the program development) to find out what the
program does, and if this is in accordance with the requirements.

Symbolic execution: (IEEE) A software analysis technique in which, program
execution is simulated using symbols, such as variable names, rather than actual
values for input data, and program outputs are expressed as logical or mathematical
expressions involving these symbols.

Acceptance testing: (ШЕЕ) Formal testing conducted to determine whether or not a
system satisfies its acceptance criteria and to enable the customer to determine
whether or not to accept the system.

Artificial fault: A "typical" software fault which has been conceived by a human for
inserting into a program for testing purposes.

Back-to-back testing: (IEEE) Testing in which two or more variants of a program are
executed with the same inputs, the outputs are compared, and errors are analyzed
in case of discrepancies.

Control flow analysis: A method of static analysis which examines the flow control
of the software, i.e. (IEEE) the sequence in which operations are performed during
the —scutum of a computer program.

Specification: (IEEE) A document that specifies, in a complete, precise, verifiable
manner, the requirements, design, behavior, or other characteristics of a system or
component, and, often, the procedures for determining whether these provisions
have been satisfied.

Customer's specification: A functional specification defining the customer's
requirements on what the software has to provide.
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Data flow analysis: A method of static analysis which examines the data flow of the
software, i.e. (IEEE) the sequence in which data transfer, use, and transformation are
performed during the execution of a computer program.

Diversity: (EWICS, IEC) The existence of different means of performing a required
function.

Effort: The amount of man-days or man-hours required to perform a given task.

Error: The human action that results in a creation of a fault.

Failure: An instance of incorrect behavior of a program on a particular execution,
i.e. where one or more output values are incorrect, as discerned by the user or
customer.

Fault: A defect in the program design which will result in program failure under
certain input combinations.

Manufacturer's specification: The technical specification which is interpreted from
the customer's functional specification, and which forms the basis for the software
technical design.

Static analysis: (IEEE) The process of evaluating a system or component based on its
form, structure, content, or documentation.

Testing: (EWICS) The exercising of an item in a controlled and systematic way to
demonstrate the presence of the required function and the absence of unwanted
effects.

Project management: All aspects which should be considered by the overall
management of the development and implementation of the system. It should
contain aspects of project organization, quality assurance, development principles,
documentation principles etc.

Safety defenses: Safety measures design into a system in order to prevent serious
consequences from failures or abnormal behavior of the system.
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VTT - Automation Technical Research Centre of Finland (Finland)

Development of Verification and Validation Methods for Programmable
Automation Systems on a Pilot System

Background

STUK, IVO, and TVO have agreed with VTT on an experimental verification and
validation of programmable automation systems for safety critical applications (e.g.
reactor protection systems) in nuclear power plants. For this purpose they have
established a project, where methods and tools for the verification and validation
will be defined and experimented. Suitable experimental pilot systems from the
potential system vendors are needed for this purpose.

The purpose of the experiments is not the evaluation of the pilot systems
themselves, but to develop, test, and evaluate some essential methods and tools
needed for the safety evaluation of programmable systems.

Goals and Benefits

The ultimate goal of the project is to establish the necessary prerequisites for the
licensing of programmable systems important to safety in the new Finnish nuclear
power plants as well as in replacing old systems in existing plants.

The benefits of the project lie in that one learns to know and utilize the necessary
methods needed for the acceptance of programmable systems in applications
important to the safety of the nuclear plants.

Tasks

System evaluation

Methods needed to evaluate the correspondence of the system realization with the
requirement specifications.

Failure and reliability models

The failure mechanisms of the programmable systems will be recognized and their
influence on the system operation are evaluated. Preliminary safety analysis will be
done and central aspects of the system will be chosen for the more thorough
investigation, e.g. with Failure Mode and Effects Analysis (FMEA) and Sneak
Circuit Analysis (SCA). Based on FMEA, the fault trees for the system and
embedded programs can be made, and the most important failure mechanisms of
the system could be revealed. Probability for the errors left in the programs will be
estimated based on different reliability models and measurement data from the
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system testing. Test results will also be used for the quantification of the probability
estimates for PSA studies.

Static analysis of programs

Static analysis tools will be experimented and use of recompilers tested for the
finding of discrepancies between source and object codes. Methods for the optimal
selection of test data and for the evaluation of the test coverage will be tried.

Test environment

For the dynamic tests of the pilot system a suitable test environment will be defined
and constructed. The goal is to establish an experimental test harness that could
easily be extended for the needs of a true validation case should such arise. The test
harness has the following parts:

test data generator
input driver
expect output driver
missing parts simulator
expected and measured output comparator.

Dynamic testing

The dynamic testing of the pilot system will be experimented on the test
environment.

Pilot System Requirements

The pilot system should be representative for a system important to safety and wide
enough to make possible to demonstrate all effects necessary for the evaluation of
the efficiency of the experimented verification and validation methods. It should
include the whole signal chain from analog and binary inputs to binary outputs and
have at least two parallel redundant channels so that the data transmission can also
be included as a test object. The system should be extensive enough so that
confirmation of the diversity principles applied against common mode failures can
be verified.

Besides the pilot system, also a terminal of ihe development system should be
available so that the system configuration can be studied and changed if necessary.
Further, the system specification documents and program codes are needed. All
specification documents and codes should be available as early as possible before the
actual dynamic test so that the reliability and failure mode analyses can be done
beforehand.
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Agenzia Nazionale per la Protezione dell' Ambiente (Italy)

Software Reliability

Presently software quality is assessed by controlling that the software development
is performed following a disciplined design process to ensure that:

• the software product is conform to specified standards,
• the software is developed following a top down design scheme ( system

requirement specification, module requirement specification, module
implementation, testing, system integration),

• documentation referring to each design phases is reviewed for
consistency, testability and complete auditability of the software product,

• baselines and an appropriate configuration control are established to
preclude unauthorized changes,

• verification is performed by an independent team to reduce the
probability of inconsistencies and undetected errors,

• verification can be based on a wide variety of techniques (static and
dynamic analysis, risk analysis, testing).

Although the above mentioned principles are generally applied in software
development, software reliability still remain one of major concerns in the .
application of computer in critical NPP's because of:

• exhaustive testing is not feasible for software systems,
• current standards provide general principles to assess software quality, but

few practical guidance on how to handle V&V is provided,
• current verification and validation process is essentially a qualitative

methodology mainly oriented to ensures that the software product is
auditable,

• no or few effective methods are presently available to measure software
quality,

• complex applications in critical contexts ( i.e. disturbance analysis; accident
monitoring) can require the implementation of complex calculation. The
V&V methodology in such a case is difficult to be applied and could
significantly affect costs and schedule constraints of the project.

Expert Systems

Expert systems (ES) potentially are a powerful tool to assist the operator in handling
the large amount of information that are characteristic of a NPP.

Typical applications of ES can be:

• to monitor plant key parameters and plant-component status,
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• to alarm and support the operator in the implementation of the needed
corrective actions.

Advantages of ES can be summarized in the followings:
• improved reliability being, at least the present generation of ES, systems

principally deterministic.
• elevate level of attention in respect to the operator.
• ES can effectively help operators to early detect a risk; the time gained may

be valuable in avoiding a further development of the malfunction.
• ES reduce the apparent complexity of the system by improving the way in

which information is presented (i.e. filtering alarms to mask irrelevant
alarms; prioritization of alarms based upon process state, etc.).

• ES enhance the interface between the user and the system, both during
design and operation (e.g. intelligent data retrieval and presentation,
graphical representation, hypermedia, etc.).

• ES design is based upon a prototyping process; this can facilitate the
communication between the designer and the end user, and make easier
the acceptance of the system.

Problems related to ES design are essentially in:

• the validation of the knowledge base and the validation of the inference
engine,

• the system and software reliability,
• the design process based upon a prototyping approach that make difficult

to apply the current V&V methodologies.
• the case of systems performing complex tasks ES could be required to

handle uncertain knowledge, imprecision and ignorance. In this case the
resulting systems could have a less deterministic behavior.

1) Validation of the knowledge base & validation of the inference engine

The validation of the knowledge base refers to methods and techniques to be used
to collect and transfer the knowledge of the experts in the conceptual model of the
ES. Typical topics to be considered in the validation are:

• the organization of the knowledge,
• the completeness and the appropriateness of the knowledge in respect to

the types of problems to be solved.
• the level of details needed to represent the application domain,
• the adopted reasoning models,
• the capability of the system to discriminate between important and less

important facts and rules.
• the capability of the system to handle uncertain knowledge,
• the correctness of the reasoning.

2) ES reliability
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Apart from reliability problems which are common to any automation system, ES
can present some types of failure which are typical of the ES systems These can be
summarized /hoi / as follows:

a) erroneous conclusion due to:

• inadequate reasoning (i.e. the inference engine is too simple in respect to
the types of problems to be analyzed).

• incompleteness cf the knowledge base (i.e. symptom set, conclusion set or
rules)

• incorrect priority of the rules

b) poor man-machine interface (i.e. ES poses ambiguous questions to the user)

3) Software reliability in ES

Software reliability problems in case of ES are quite similar to those discussed for
procedural software; principles are similar, however, their application need to be
adapted to some peculiarity of the ES

For example, the ES development environments presently in use are mainly
oriented to allow the fast prototyping of system; this poses considerable problems
for the validation of the system and the validation of the knowledge base being:

• a set of rules correct until new rules are added,
• the current design process and the related V&V process, based upon a

classic waterfall model ( requirements specification, design,
implementation, testing ), difficult to be applied.

• the resulting software less auditable in respect to the conventional
procedural software,

• the correctness of the reasoning difficult to be demonstrated as the
complexity of the system increase.

Standards

Appendix 1 reports a list of major standards currently in use for digital application
in nuclear field.

With reference to the above a study was performed in ref. / S w l / to compare
standards and to evaluate if they are providing sufficient guidance to developer,
users and regulatory authorities .

The result of the study can be summarized as it follows:

Hardware:
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Standards addressing hardware design seem to provide sufficient guidance to the
developer. A list of major standards currently in use follows:

ШС643
ШЕЕ603
ШС671
ШЕЕ348
ШС780
ŒEE344
ШЕЕ323
IEEE325

Software:

HW design ( single failure )

periodic testing
isolation
qualification
seismic qualification
environmental qualification
reliability

(1) Standards addressing software design emphasize the role of the V&V in assuring
software quality.

(2) Although significant progress are made in the development of formal methods
the V&V process remain essentially a qualitative engineering practice to assure
internal consistency of the design.

(3) Software standards especially focus on V&V to application programs; while few
or no guidance is provided in standards to V&V of pre-developed software (i.e.
commercial operating systems; tools supporting application software design ).

In case of the OSS most of the applications will use commercial operating systems
and, in some cases the development is assisted by tools. Although commercial
software is generally certified and supported by valuable operating experience,
guidelines should be developed to support testing in those cases.

(4) OSS can make use of AI techniques: current standards seems to be difficult to be
applied to AI technique. In particular there is a need to develop guidelines to:

• support the system development process based on fast prototyping;

• support the validation of the knowledge base and the validation of the
reasoning

• ensure the auditability of the resulting software

A surveillance activity should be initiated on standards to identify needs for new
standards ( if any ) and to identify needs for practical guidance to V&V.
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APPENDIX 1 - List of Software Standards & Guidelines

AECB draft - Proposed standard for software for computers in the Safety Systems of
Nuclear Power stations (based on IEC 880 ) - Draft 91

AECL/OH draft - Standards for Software Engineering of Safety Critical Software -
Draft 91

ANSI/IEEE-ANS-7-4.3.2 - Application Criteria for Programmable Digital Control
Systems in Safety Systems of Nuclear Power Generating Stations - Draft 92

ANSI/IEEE-ANS-7-4.3.2 - Application Criteria for Programmable Digital Control
Systems in Safety Systems of Nuclear Power Generating Stations - 1982

ASME-NQA-2a-1990 Part 2.7 - Quality Assurance Requirements of Computer
Software for Nuclear Facility Applications

CAN-CSA Q3961.1-89 - Quality Assurance Program for Development of Critical
Software

DOD 2167 A - Military Standards Defense Systems Software Development

IAEA - TRS - 282 - Manual on Quality Assurance for Computer Software related to
the Safety of Nuclear Power Plants

IEC 643 - Application of Digital Computers to Nuclear Reactors Instrumentation

ШС 880 - Software for Computers in Safety Systems of Nuclear Power Stations

IEC 987 - Programmed Digital Computers Important to Safety for Nuclear Power
Stations

IEEE 730 - Standard Software Quality Assurance Plans

IEEE 830 - Guide for Software Requirements Specifications

ANSI - ШЕЕ 828 - Standard for Software Configuration Management Plans

IEEiE 1008 - Standard Software Unit Testing

ШЕЕ 1012 - Standard Software Verification and Validation Plans

ШЕЕ 1042 - Guide to Software Configuration Management

JEAG-4609-1989 - Application Guidelines for Programmable Digital Computer
Systems in Safety Protection Systems of Nuclear Power Plants
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MoD-Std-0055 - The procurement of safety critical software in defense equipment -
(part 1: Requirements; Part 2: Guidance) -1992

MoD-Std-0056 - Hazard analysis and safety classification of the computer and
programmable electronic system elements of defense equipment - 1991

USNRC RG1.152 - Criteria for programmable digital computer system software in
safety related systems of NPFs -1985

NUREG/CR-4640 - Handbook of software quality assurance techniques applicable to
Nuclear Industry - 1987

IEC-SC45A-122 - Software for Computers In the Application of Industrial Safety
Related Systems

ESA-PSS-05-0 - ESA Software Engineering Standard

EWICS - TC7-1981 - Development of safety related software

EWICS - TC7-1983 - Guidelines for verification and validation of safety related
software

EWICS - TC7-1984 - Guidelines for documentation of safety related computer
systems

EWICS - TC7-1985 - Techniques for verification and validation of safety related
software

EWICS - TC7-1985 - System requirements specification for safety related systems

ISO 9000 - Quality Management and quality assurance standards; Guidelines for
selection and use - 1987

ISO 9000 - 3 - Quality Management and quality assurance standards - Part 3:
Guidelines for the application of ISO 9001 to the development, supply and
maintenance of software. - 1991

ISO 9126 - Information Technology - Software product evaluation - Quality
Characteristics and guidelines for their use

ISO/EEC JTC1/SC7 WG6 - Developers Guide to the evaluation of Software -
Working Draft, 1992

Activities presently in progress in ENEA related to Software Verification &
Validation are the described here.
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1) SQUID (Software QUality In Development process)

The purpose of the project is:

• define and develop models, methods and tools to assist the designer in
the development of software products. Reference is made to standards
ISO9001 (development process) and ISO9126 (final product).

• identify measurable indices to predict during the development phase as
well the quality of the design process as well the quality of the final
software.

• help the management to early identify potential quality problems in the
design process and to monitor and analyze the results of the changes.

The project sponsored by the European Communities (EEC) will make use as far as
possible of methods and tools developed in previous EEC programs (ESPRIT,
EUREKA). The project started at the end of 1993 with the participation of several
European partners; in particular, ENEA is involved in the testing and in the
evaluation of final product. The duration of the project will be about 2-3 years.

2) IPTES (Incremental Prototyping Technology for Embedded real time Systems)

The objective of IPTES project is to develop methodologies, tools and theoretical
results to support software development of real time systems. The IPTES
methodology and tools implement the Boehm's spiral principles by allowing the
development of embedded software as a series of prototypes being incrementally
refined; from the high level logical description to code in the implementation
language. The IPTES tool supports:

• the specification of prototypes at different level of abstractions
• the execution of prototypes where different parts are specified at different

level of abstraction
• the cooperation, in large software development, between different design

teams by enabling the execution of system models where different parts of
the model are located on different workstations.

Major components in IPTES are:

• a design models to express the structure of a future software system;
• an executable formal models to simulate the behavior of the system;
• an analysis models (like Petri nets) to support analysis of specific

proprieties of the system.

Expected benefits of the tool will be a better visibility of the development process, an
early detection of design errors and a reduced management risk in large software
development.
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The IPTES tool has been tested in ENEA to verify the effectiveness of the
incremental prototyping technique on a subsystem of the FTU (Frascati Tokamak
Upgrade) Plant Supervisory & Control System.

The study pointed out that the potential benefits of the method can be affected by
shortage of previous experience in implementing such approach, by customer's
difficulty in understanding the formalism and by educational costs needed to make
the analysts able to benefit of the technique. The program is sponsored by European
Communities under the ESPRIT program and ENEA is involved in the evaluation
and testing of the methodology.
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IV. Analysis, Results, Methodologies

V. Conclusions

This task is scheduled for completion by the end of the third year of this Co-
ordinated Research Programme. However, there are already many activities
underway which will contribute to this activity. In the United States,
methodologies are being developed for the V&V of expert systems and high
integrity software. A V&V handbook is being put together to help users with all
types of software. In Norway a large number of activities are underway to improve
the reliability of safety critical software. Included in these activities are the study
and testing of formal methods, the safety assessment of proprietary software tools,
the evaluation of commercial-grade software, and the V&V of knowledge-based
systems. In Italy work is being done on the V&V of expert systems. Work is also
being performed with others in the European Community on the status and future
requirements of standards and on the development of metrics for software V&V.
In Finland work is being done on the V&V of operator support systems. All of
these countries are developing classifications of software and are relating these
classifications to the level of V&V required to ensure reliable software.
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APPENDIX I. DEVELOPMENT OF AN OPERATOR SUPPORT SYSTEM.
FUNCTIONAL REQUIREMENTS, TECHNICAL
SPECIFICATIONS AND THEIR DOCUMENTATION.
(Sketch)

I. GENERAL DESCRIPTION :
A first specification document should

give the basis for the discussion of the proposal and
preliminary approval of an OSS. Main requirements and
specifications to be given are :

a) Object of OSS : Main motivation.
States of the plant where
applicable.
Operation functions and tasks
which are supported.
Main user.
Change or influence in human-
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Norway

Many activities underway to improve reliability of
safety critical software
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Safety assessment of propnetary software tools
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V&V of knowledge-based systems
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1) Plant simulation model upgrading.

An analyse of plant model capabilities necessary for its use in the system under

development has revealed that the current model has to be completed for the

moment, at least by the following:

a) Number of modelled primary circuit loops

Before adaptation, the primary circuit was modelled in such a way that primary

loops were divided to two groups, one represented the weight of x loops and the

other represented the weight of (n-x) loops (where n is a total of the unit primary

circuit loops, i.e.,
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Design of Operator Support Systems for
Argentine Nuclear Power Plante

Manuel Goldstein, Hugo A. Palamidessi

Comieión Nacional de Energia Atômica
ARGENTINA

1. Introduction

The commitment of the group working on the OSS
development in CNEA (Argentine Atomic Energy Commission) is
centred in the following items of the Coordinated Research
Program: 1) Item 4.1.2: Survey of existing operator
support systems and the experience with them.

2) Item 4.1.3: Survey of anticipated functional
requirements and experience.

3) Item 4.2.2): Evaluation of functions and
identification of where OSS can support those functions in a
productive way.

4) Item 4.3.3): Develop guidance on how the end
user should be involved in the development of OSS.

The survey includes a summary of the national
activities related with the area, beyond the responsibilities
of the CRP group.

2. Review of status of operator-support systems and related
equipment

First, a brief summary for each installation
and the OSS related work being done is given. Further on, the
OSS under development are dealt with in detail.

CNA I :
Atucha I NPP has been undergoing several

modifications to update the display of information available
for operation. The original low-rate asynchronic line, linking
the data-logging computer with VDUs, has been replaced by a
parallel, high-rate communication channel (PC-DAP). This
consists in a PC, receiving data in a 24 bit parallel format,
providing consietency check of data batches, and sending them
to a local network (LAN). The LAN is served by a computer



running in an Unix environment, and providing the reception,
processing and serving of data (TCP-IP and NFS). Several PC
are linked to ;the net, running the Displayer visualization
system [1]. The Displayer is being updated continuously with
the addition of new data (all binary signals logs from the
station computer, signals originally from panel
instrumentation now wired to the computer, new calculated
parameters, etc)

CNE :
At Embalse NPP work is being done to

link the control computers to a double-way, local network in
the control room, through redundant, special interface cards
and dedicated PCs. Changes and improvements of parameter logs
and announciation displays in the computer video display units
and other peripherals are frequently made.

CNA II :
The Atucha II NPP is being built, and

most of the I&C equipment, including the computer system, is
being delivered, or at least is already designed.

The supervision system is a data-
logging, information-processing computer set, that helps in
the operation, maintenance and management of the NPP. Several
computers fulfil different functions : * The Supervisory
and Data Logging computer is formed by two units, one in
operation and the other in hot stand-by; a fiber optic bus
links each other for real-time information transfer, and an
automatic unit switches the command of peripherals in case of
a failure of the computer in control. * The Reactor Data
Processing unit is a high-performance PC, linked to the
supervisory computer through an Ethernet, and calculating Xe,
reactivity, power distribution, history of fuel performance.

* The Reactor
Protection and Announciation unit watches the activation
commands and feedback signals of the reactor protection
system. * The Reactor
Regulating Computer logs, calculates and displays signals of
neutron flux, flux mapping, rod position, etc.

Different logs ( signal lists, alarm
grouping, status summaries) graphs and mimics can be displayed

by the operator at different VDUs; different levels of raw or
elaborated data can be printed and long-term disk storage is
available.

INVAP :
Invap (Investigación Aplicada) is a

province-owned company, technically related with CNEA, which
is engaged in the development of research and advanced -type
reactors. The MPR (Multi-purpose reactor) is a research and
radioisotope-production reactor designed and built for Egypt.
The Carem 25 is a 25 Mw power reactor with intrinsic safety
features. Both these are being designed and constructed by
INVAP and include approaches that , with slight differences
between them, are new for an Argentine control room in
their I&C conception, mainly in the Supervision & Control
System architecture. This is divided in several functional
levels: * Supervisory Level, where all real-time interface
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with the operator takes place.
* Information Level, with general management data,

historical data bases, operational;logs.
* Control level where control, locking and limitation

signals are processed and checked.
* Acquisition and Actuation Level, where parameter

measurement, signal conditioning and physical actuation on
plant are processed.

In the Supervisory Level CAREM will include
operator support systems like a safety parameter display
system, alarm reduction and computerized operation manuals.

OSS under development :

a) Shutdown Systems Monitor:
The Shutdown

System monitor is a two-set OSS system designed mainly 1)
to make the monitoring of the trip signals of both shutdown
systems easier 2)to improve plant availability when operating
within narrow margins, as during repetitive tests and
refuelling operations. 3) to make diagnosis after a reactor
trip faster. The main features have already been described in
the literature [2]. Each set consists basically in an
acquisition node and a monitoring node linked by an Arcnet
network. The selection of the data acquisition node arose
special problems . due to the acquisition speed requested
(samples each 100 ms) and the isolation requirements on the
safety systems signals. Extensive exchange with the operators
has permitted to fit the details of the graphics, the menu
selection and the contents of historical trends. The
application program for the monitoring node has been
developped by CNEA. The system is under test in the control
room and is not still approved for standard use.

b) Diesel Start Up Monitor:
This OSS monitors

the start-up sequence of emergency Diesel, indicating if
there are missing signals, displaying logic diagrams and
storing past sequences. This increases availability factors,
reduces workload and makes fault diagnosis easier during
incidental loss of electrical supply and in repetitive tests.
Special care has to be taken with the wiring of the
acquisition system, according to isolation requirements;
installation of the system is being completed. The monitor
will be placed in the Diesel room to be watched by electrical
shift and maintenance personnel.

c) Abnormal Events Procedure OSS:
This system

will help in the recognition of an anticipated abnormal event
through alarm-check diagnosis, display the abnormal event
procedure diagram, guide the operator through the execution
of the procedure - checking the fullfilment of the conditions
-, monitor the critical parameters and store the history
of the execution [3]. The architecture of the software
has been defined and a dedicated procedural language is being
devised. Due to the large quantity of signals involved,
implementation of signal acquisition has to wait until a local



data network be operative.

3. Functional requirements

It has been acknowledged that many topics must
be taken into account for anticipating the functional
requirements of an OSS. According to the CRP report an
analysis of those requirements could follow these lines :
a) the application-related requirements b) the technology-
related requirements, c) the design-related requirements C4].

It is considered that the experience gained
through the answers to the questionnaire on the existing OSS,
the advance in licensing requirements and progressive
standardization of MMI and software qualification, will
progressively help in the specification of OSS in the near
future. Our main concern has been how to set a proper sequence
of steps for defining the system specifications. We have
designed a tentative sketch for the definition of OSS
functional requirements, the distinction of technology-related
items and the corresponding technical specifications, and
the issue of documents during the development process. (See
App.l). Though reference to some items may seem obvious and
repetitive the aim is the timely record of changes in
specifications, to set a clear base for discussion and
feedback from users and the definition of responsibilities of
different working groups or "suppliers" of the system.

4. Operation functions and where OSS can be beneficial

Last year task reports [6] indicated the
general trends in the evaluation of operation functions and
the usefulness of OSS in their support. We questioned the
power plants operators about the functions that they knew or
felt could be advantageously supported. From those data many
possible candidates for future implementation of an OSS
resulted. A systematic classification of the merits and
benefits will not be done, and perhaps would not help us much
in deciding which system is most beneficial. We also propose
to look OSS from the point of view of readiness for facing
the development : a) systems that mainly improve the display
of information, without significant change in man-machine
allocation; most are rather easily implemented b) systems that
can be more easily developped because in current or previous
work applicable software tools have been devised. This
could be the case of monitors for sequencing operation,similar
to the diesel start-up monitor, or computerized manual systems
after the experience that will be drawn from the abnormal
event procedure OSS. c) systems that could be complementary,
like a critical safety function monitor, that could be
somewhat Integrated with the safety parameter display of the
shutdown monitor or the abnormal event procedure system.

5. Participation of the end user

The plant personnel should be envolved in the
definition of the system requirements and consequently in the
actual OSS specifications from the very beginning. The
operation staff and the engineering department must



participate in the analysis of the general specification and
the functional requirements (Appendix I- 1./2.) together with
the utility departments and the développer. Also those
departments of the NPP which will have to participate in
the installation and maintenance of the OSS ( electrical,
instrumentation, software ) should collaborate in the
definition of the system characteristics, of the installation
and maintenance features and of the commissioning and
maintenance manuals in each area.

The impact of OSS in the operator basic
education and training is not be considered within this
research task, but here we can say that the specification of
the training requirements to be fulfilled by the OSS system
supplier must be discussed also with the plant schooling
department.
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APPENDIX I.

I.

DEVELOPMENT OF AN OPERATOR SUPPORT SYSTEM.
FUNCTIONAL REQUIREMENTS, TECHNICAL
SPECIFICATIONS AND THEIR DOCUMENTATION.
(Sketch)

GENERAL DESCRIPTION :
A first specification document should

give the basis for the discussion of the proposal and
preliminary approval of an OSS. Main requirements and
specifications to be given are :

a) Object of OSS : Main motivation.
States of the plant where
applicable.
Operation functions and tasks
which are supported.
Main user.
Change or influence in human-

machine allocation.

b) Classification of OSS : Safety critical/Safety
related/not safety-
related

c) Licensing requirements
(applicable standards)

The description of the operation tasks indicated in a)
should include a comparison, as complete as possible, between
the current operational status and the one that is foreseen
with the OSS support. (The importance of the experience
with the same system or very similar systems in other plante
should be considered but not overemphasized).

2. FUNCTIONAL FEATURES SPECIFICATION

As a second-step specification several definitions should
be adopted after the development team has made consulte and,
if possible, a more detailed task analysis. These should
include:
1) detailed scope of the OSS

(current and * Limits of use according to status
foreseen) of the p.'ant,events, tasks, users.

Superposition/complementation with/
priority over/ other systems,
(possible influence on operating
instructions). Availability.

* Expansibility, reconfigurability.

2) the software functional requirements and general MMI
requirements.

3) data and knowledge
infrastructure * Sources.Completitude and Coherence

with related systems'data. Need of
rat ionality/validat ion checks.
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Robustness and failsafe features.

3. SOFTWARE
According to the classification (see 1. b)

there will be different requirements for the quality assurance
of the software and the V&V techniques. A first document by
the développer should be issued, giving: * The ouality
assurance and standards requirements. * The architectural
design of the system software, specifying the functional
structure [5] and making possible to divide the work
among different software suppliers -setting the limits of
supply-and to specify the test requirements. The documentation
to be provided by the code suppliers is also fixed. Any
requisite or preference in the use of commercial-grade or
special pre-existing software modules should also be
indicated.

4. HARDWARE
In case a data network is not available in

the control room, data acquisition requires a substantial
part of the implementation work of an OSS. New data to be
collected and/or new wired signals needed should be documented
as soon as possible as they could require plant-outage time
and/or the direct work of plant personnel; this is important
to settle the schedule.

5. TESTING
No general specifications for testing are meant

besides those arising from I.c) or 3); data acquisition work
may also need dedicated testing. On-line testing of the system
is mandatory since there is no full NPP simulator available.



training).

Efficient use of OSSs with relatively complex fiinction(s) for which training

is largely supported by model-based instructions can be trained only in connection

with powerful functional or full-scope simulator. (Note: In-site off-line training

using ICAI systems would probably be possible in all cases ).

Incorporation of an individual OSS, at least that with relatively complex

function(s), into the control room of a full-scope plant simulator and its connection

with plant simulator is a good way how to test the OSS integration into an

. .similar or the same as in the real control room and how to validate
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I. INTRODUCTION

In Czech republic, at present, the attention is focused mainly at the project of the

TEMELIN NPP I&C and the reactor core fuel replacement. This project represents

a very important investment which should ensure substantial upgrading of

technical and safety level of this russian designed PWR nuclear unit. The supplier

isWEC.

Within a framework of the supply, there is also Temelin Monitoring and

Diagnostic System (TMDS). The system involves the following modules:

DMIMS Digital Metal Impact Monitoring System

RVMS Reactor Vibration Monitoring System -

- XNN Ex-core neutron Noise

- INN In-core neutron Noise

- TC Thermocouple

LEMOP Pipe Leak Monitoring System

VMS Valve Monitoring System

CRMDS Control Rod Drive Monitoring System

MAFES-DMS Displacement Monitoring system

MAFES-TSF Transient Stress and Fatigue

In the original offer the number of systems was higher but because of financial

aspects it had to be reduced to a minimum Therefore, the power utility opened a

project intended for local companies for the completion of the system.

The project assumes the hardware and software integration of

independently operating subsystems in TMDS network where higher class tasks

with expert system function are to be solved on network workstations. Diagnostic



network is linked with I&C data highway and with individual diagnostic

subsystems.

The project is aimed at finishing and refinement of supply in the following

items

full automation of diagnostics

verification and validation of diagnostic conclusions

appropriate results presentation to the diagnostic system operator, to the

unit operator, to the shift engineer and to the diagnostic system supervisor

(system engineer)

enlightenment of events, explaining of diagnostic conclusions

creation of database for failure analysis (for post-mortem examination by

failure commission or other authority)

creation of links with plant information system

creation of database for maintenance

creation of models of failure development prediction

The final product shall ensure diagnostics of:

the reactor and its internal parties (including control clusters drives)

main coolant pumps

steam generators

pressurizer

high energy piping

auxiliary systems

Development of modules for monitoring of correct functioning of

technological systems during operation is under the consideration. These systems

will be based on monitoring of deviations of selected parameters from their

expected values. They would cover:

diagnostics of important function of unit under steady state and during

transients,

post-mortem diagnostics of operational systems,

diagnostics and support for the power unit control on the basic of prediction



of unit status evolution,

diagnostics of influence of the operation in primary and secondary frequency

control mode and influence of this operation on technological units lifetime.

Presented project goals and activities are focused on the Temelin NPP. But

it is supposed that within the framework of upgrading of I&C system in the

Dukovany NPP the similar equipment will be implemented there, too.

In the Dukovany NPP, the specification of requirements for I&C upgrading

is under preparation. It is expected that tender to offers will be opened next year.

II. CURRENT STATUS IN DEVELOPMENT OF OSS

Regarding the situation when the attention as well as resources are concentrated

on important and difficult tasks (completion of the Temelin NPP, replacement of

the Temelin I&C system and the reactor core fuel, preparation of the I&C system

and the technological information system replacement in the Dukovany NPP) the

development of the OSS is at present a little bit in background.

Development of the OSS systems has continued in NRI Rez.

NRI takes part in the Halden Reactor Project (HRP) programme in three ares.

One of them is the area of development of man-machine interface software where

it is engaged in the examination of the possibility of transfer and use of HRP

software in our NPPs. Under this activity RPC3 software product was developed

enabling the cooperation of systems RECON (expert system developed in NRI),

PICASSO 3 and COPMA-II (both software products developed within the HRP.)

Another important activity of NRI is focused at software development for

technical support centers of NPPs. At present methodical, diagnosticai and

prediction software is being developed for ensuring the activity of crisis centers on



the NPP and possible management of NPP during irregular situations. Two

systems are envisaged:

- Accident information system (AIS)

The system will be formed by a set of hardware and software ensuring the

acquisition, processing and transmission of technological, radiation and other

important parameters. Accident information provided by the system will be formed

by:

a) Display system of critical safety function parameters (SPDS)

b) Summary of methodical, evaluation, diagnostic, and prediction software for

ensuring the activity of technical crisis centers

c) Post-accident monitoring system (PAMS)

d) Post-accident sample acquisition system (PASS)

e) Telemetric system (TDS)

f) Accident classification system

g) Service documentation

- System for monitoring the state of NPP based on the evaluation of critical safety

functions - KBF

KBF is a software product developed in the scope of NPP technical support center

project. (Information on it was presented in the last year report.)

III. ACTIVITIES Ш EGU PRAGUE, PLC. UNDER CRP CONTRACT

In EGU Prague, pic., under the contract No.7101/RB a model-based system for the

operator support in abnormal modes of operation is being developed. During the

past period attention was mainly paid to our real-time plant simulation model

enlargement. The model was originally developed for use in engineering off-line

studies of dynamic behaviour of the power unit under different conditions. Its

application in model-based support system demands, therefore, some adaptation.



1) Plant simulation model upgrading.

An analyse of plant model capabilities necessary for its use in the system under

development has revealed that the current model has to be completed for the

moment, at least by the following:

a) Number of modelled primary circuit loops

Before adaptation, the primary circuit was modelled in such a way that primary

loops were divided to two groups, one represented the weight of x loops and the

other represented the weight of (n-x) loops (where n is a total of the unit primary

circuit loops, i.e.,

n=6 Dukovany NPP

n=4 Temelin NPP)

The division to only two groups has revealed to be insufficient for some

technological component failures, as for example loss of main coolant pump. The

primary circuit model has therefore been enlarged so that now all loops are

modelled.

b) Protection and limitation system additional signals introduction

Before adaptation, only selected protection and limitation signals were modelled.

Now all of them are modelled and the signal set has been completed with local

technology protection signals, as for example steam generator local technology

protection signals. Protection and limitation signal processing had to be adapted

in order to input protection and limitation signals directly from real protection

system.

2) Simulation environment MODYSEN upgrading.

In addition to the simulation model adaptation further qualitative improvements

have been introduced into simulation environment MODYSEN.

a) The simulation language MODYS has been supplemented with a number of

structural and organisational blocks making the modelling easier. The most

important is a creation of functional blocks (modules), i.e., software configuration

items representing for example a tank, a pump, a piping or more complex circuit.



This step enables the editor to use modules without restrictions imposed on them

in past.

b) In addition to the executive code MODEX which is working under the

operation system MS-DOS, the powerful executive code WINMODEX which is

working under the operation system MS WINDOWS has been developed. The

reason for this step was the possibility of application of DDD protocols for a real-

time data transfer between individual codes. This protocol is implemented also

under the OS WINDOWS. This protocol virtue consists in possibility of simple

data real-time transfer between codes which can run not only on different

computers but also under different OS (UNIX, MS, MS WINDOWS).

All above presented softvrare adaptations are very important and useful

upgrading of our simulation tools and models.

3) Operator support in power unit operation in primary frequency control.

In 1992, it was decided to engage the DUKOVANY NPP power units in the

primary frequency control. After series of successful functional tests on NPP units

carried out and evaluated by EGU PRAGUE the automated control system was

adapted and the implementation of the new mode was approved this year by

Czech State Office For Nuclear Safety. The licence was issued on condition that

the existing information system be supplemented with a supporting computer code

enabling the operator to easily evaluate the cause of changes in unit's state and

to quickly diagnose possible failure conditions of the unit.

The DUKOVANY NPP sent to EGU Prague an order to develop in cooperation

with plant personnel support for frequency control. The objective is to develop a

software for tïie control room personnel support in case of fluctuations of some

important parameters caused by NPP engagement in the primary frequency

control. Information to the control room personnel shall be processed and



state of the process) and procedures. On the basis of the arguments men-

tioned above we supposed that coherence of operators' comprehension can

be inferred on the basis of type of their utilization of process information

and procedures. The aim of the above mentioned study (Hukki & Norros

1993) was to find out possible differences in utilization of process informa-

tion in diagnostic decision making. On grounds of the results the model

seemed to work. Utilization of process information differed between the

crews. There was two types of utilization. Part of the crews made diagnos-

tic inferences directly on the basis of process dynamically informative

as evidenœ of the fiine-" ^ o " î •> i«fiw ari/Mi whirh fan



1994 REPORT ON TASKS 4.3.1 AND 4,3.2

Task 4.3.1 Investigate how training should be planned to ensure efficient
utilisation or OSS

Task 4.3.2 Evaluate how the introduction of OSS influences
requirements to the basic education of the operator

Task group members: J. KURKA (CZ), task leader
J. NASER (USA)
V. DUNAEV (Russia)



I. Introduction

Operator support systems are devices, in majority computerized, designated

to support nuclear power plant operational personnel responsible for efficient,

reliable find safe power plant operation. The vast majority of them is designed for

the use in the power plant control room where they represent a new element

providing the control room operators with a higher level information and thus

enabling them to understand the process better and to make more appropriate and

efficient decisions about how to handle it in different plant situation.

According to the experience coming from countries where new concepts of

nuclear power plants control rooms equipped with integrated system of OSSs have

recently been largely tested in experimental centres equipped with powerful real-

time plant simulators (e.g. NORWAY - Halden project; Japan) [2, 3, 1] a training

in use of the OSS is important, so that the operator can use it in the right

situation and in right manner.

Experiments, in which mostly experienced active control room operators

from operating NPPs took part showed as well, that both the requirements for

additional basic education of operators and the planning of training is influenced

by a number of different factors like complexity of system structure and interface,

system function, capabilities of training centres, operators background, experience

and age and others.

П. Planing of training

The goal of training is to learn operators skills necessary to perfect

communication with the OSS and good command of it as well as sufficient

knowledge about system functions and give them opportunity to gain experience

with both the support system responses in different plant conditions and the



application of system information to diagnostic conclusions and decision making.

Process of the operator training is generally a succession of lessons in

which, step by step, he/she is

given instructions (in different forms: textual, graphical, model-based or

their combination)

tested (whether he/she has learned and understood all given instructions

and is capable to apply them correctly)

evaluated (test results)

and

given a new explanation of the problem (if tests revealed lacks of knowledge

or ability to apply it)

In lessons of the first phase of the training the operator is usually working with

more textual information supported by graphical and simple model-based

information. During this phase he/she should learn:

basic concept of system function (completed, if necessary, with the technical

knowledge necessary to understand it)

system structure and interface used conventions, symbols and new displays

display formats for normal power plant operation, abnormal and emergency

plant conditions

This phase can be performed as classroom training supported with use of

aids like slides, over-heads, video, etc. with graphical and pictorial information.

Model-based instructions will necessitate the use of a simulator or the OSS itself



rationality/validation cnecits.

either in real environment of the control room (only in case of relatively simple

OSS) or the system's duplicate coupled with convenient data-base or with real-

time model of a training simulator. Transition to higher level lessons can be done

only when the operator has proved in tests perfect knowledge of the current

problem.

In the second phase the model-based instruction will dominate. Training

should

reinforce skills learned in the previous phase

familiarize with OSS functions and system boundaries (i.e. limits of validity

of the information provided by the OSS, if relevant)

build and gradually enlarge operators knowledge of the OSS behaviour as

well as his experience in handling different situations the OSS is designed

for

demonstrate the differences in handling process states under normal,

abnormal and accident conditions with support of the OSS and without it

This phase of training (and probably regular retraining) can be performed

either on the OSS itself or with help of different simulators (or successively on

both of them):

functional simulator with qualitative simulation models of specific systems

of the plant

full-scope simulator with real-time plant model

In the field of the nuclear power plant operator training simulators have

been used almost from the beginning as a main tool for training operators



necessary skills. During the last several years, owing to the progress in computer

technology and software development, simulation techniques have undergone

tremendous evolution. At present, powerful real-time plant simulation codes are

available. It is possible to simulate also long-term post-accident processes. Modern

training simulators supported with such codes are used for detailed post-accident

training. Some of them are equipped with tutorial stations making possible the

detailed visualisation of thermohydraulic processes taking place in plant vital

components (reactor, SG, primary piping etc.) (e.g., french SIPA simulator) [4].

In the field of the industrial operators training technology, interesting

achievements in development of intelligent tutorial systems, i.e. systems which are

taking advantage largely from the progress in AI (Artificial Intelligence) software

development, have recently been presented [5, 6]. ICAI (Intelligent Computer

Aided Instruction) system is model-based and it is usually composed from student

model, tutor model and knowledge base. ICAI is capable automatically to evaluate

trainees' input knowledge of the problem and systematically, lesson by lesson,

instruct them by means of text-based and/or model-based instructions, to test

them to evaluate them on tho basis of test results analyze and to reinstruct them.

According to student's achievements and progress the system can also change the

strategy of tutoring process. A great advantage of this systems is that the process

of education can be performed individually (without instructor) on autonomous

hardware (usually two working stations, one for a tutoring system and the other

for a model). Between published applications there is an ICAI system for BWR

operators education of EPGs (Emergency Procedures Guidelines) [5].

Actual technique of training, particularly model-based training, for a specific

OSS and NPP will depend upon the OSS function complexity and NPP or utility

training centre possibilities.

OSSs with a simple system function for which text-based instruction is

dominant on-site and in-line training is thinkable if it is ensured that the training

shall not anyhow endanger unit reliable and safe operation.

On-site and off-line training is possible for those OSS which, for training,

need not be connected to plant simulator (convenient data base is sufficient for



training).

Efficient use of OSSs with relatively complex function(s) for which training

is largely supported by model-based instructions can be trained only in connection

with powerful functional or full-scope simulator. (Note: In-site off-line training

using 1С AI systems would probably be possible in all cases ).

Incorporation of an individual OSS, at least that with relatively complex

ftmction(s), into the control room of a full-scope plant simulator and its connection

with plant simulator is a good way how to test the OSS integration into an

environment similar or the same as in the real control room and how to validate

the OSS. Further, the advantage of a training simulator is that the simulator

enables the instructor to manipulate the plant, select and activate a wide range

of process disturbances and component failures and that it is equipped such that

operator's performance can be monitored, recorded, checked and evaluated.

Training centre is, as well, a place where almost all experience with all kinds of

current training is concentrated.

Ш. Requirements for basic education

Both the contents and the development of training is affected by operators'

personal qualities, their background, experience and age. The college and the

university education completed with basic education and training for professional

qualification provides the operator with profound knowledge of physical principles

underlying the power generation process in NPP, in-depth familiarization with all

plant systems, design characteristic and operating and emergency procedures and

adequate experience necessary to supervise and control the plant under normal,

abnormal and emergency conditions. Nevertheless, since the introduction of the

OSS is conceptual stepwise change which interferes with operator's way of

thinking and behaviour it may necessitate to provide the operator with additional

specific information, technical knowledge and necessary skills related to the use



of the OSS such as:

general knowledge and skills for work in computerized environment

(relevant to operators not used to work with this technology, very

often this in the case of older operators)

familiarization with the system interface, conventions, displays

instruction about OSS function(s) completed with necessary

theoretical background

instruction on techniques applied in the OSS (data processing,

evaluation, inferring of output information)

It can be expected that the training of experienced operators will be easier and

quicker than that of novices but, nevertheless, it is probable that the necessity to

'unlearn' some previously acquired habits and skills may emerge.
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Abstract

An analysis method has been developed for analysis of nuclear power plant
operators' decision making in simulated disturbance situations. The aim of
the analysis is to investigate operators' orientation which is expected to
manifest itself as collective strategies in utilization of resources of decision
making. Resources analysed here are different information sources and, in
addition, collaborative resources like communication and participation. The
cognitive approach on the basis of the method considers decision making as
collective construction of common interpretation of available information.
Utilization of information is evaluated with respect to operative context.
This is made with help of conceptualization of the disturbance situation
from the decision making point of view and by construction of operative
reference for activity. The latter means conceptualization of the situation
from the safety point of view and also consideration of other boundary
constraints of decision making, i.e. economical and technical aspects.

The analysis method is intended to be used in routine simulator training in
nuclear power plants. By virtue of it's contextual and dynamical approach
it makes the developing nature of activity visible. Cumulation and distribu-
tion of knowledge of decision making as developing activity, controlled by
orientation and boundary constraints of process control, is expected to
improve operational culture of a plant organization.
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1 INTRODUCTION

Decision making in highly automated work like process control in a nuclear

power plant requires intellective skills because the production process is

represented in informated form, i.e. as converted into information (cf.

Zuboff 1988). The function of these skills is to give meaning to the me-

diated information automation produces.

Our research group, composed of man-machine psychologists, has a

contextual and dynamic approach to analysis of these skills in process

control (Norros, in press). This approach has been developed in our

research program concerning decision making in informated work, especial-

ly on safety critical areas.

According to our view, activity is dependent on it's context and therefore

activities are dynamically constructed in concrete performance situations.

Consequently, process control operators' decision making should be

analysed by taking it's operative and social context as reference of analysis.

It is important to clarify how operators take these contexts into account in

their collective decision making. We have used the concept of orientation

to describe this subjective relationship to the object of activity.

Our approach is also historical in the sense that developmental aspects of

activity have been taken into account. Decision making is viewed as

developing according to personal development of operators and changes in

operational culture.

On the basis of these concepts we have developed a method for analysis of

nuclear power plant operators' decision making in simulated disturbance

situations. The method has been developed in collaboration with nuclear

2Ш



power plant operators, trainers and other nuclear power plant experts.

Chapter 2 introduces the current phase of our theoretical approach. The

method itself will be presented in chapter 3. In the last chapter some

aspects concerning it's development and it's usefulness with respect to

simulator training will be discussed.

2 CONCEPTUAL MODELLING OF DECISION MAKING

IN PROCESS CONTROL

2.1 The model

Our research program was based on need of conceptual tools for analysis

and evaluation of process control operators' decision making in a nuclear

power plant. A model was developed for decision making in a disturbance

situation. It was used as a conceptual tool and developed further in a study

concerning nuclear power plant operates' diagnostic decision making in a

simulated disturbance situation (Hukki & Norros 1993). Evaluation of

decision making with help of the model was made in collaboration with a

nuclear power plant expert.

The model is a conceptual description of operators' collective diagnostic

and operative decision making in a particular disturbance situation. In the

next paragraphs the basic concepts of the model will be described.

According to our view, diagnosis in the traditional sense means recogniti-

on and localization of a disturbance. In this sense it has often been compre-

hended as fault finding. Diagnosis can, however, be considered in a wider

sense, as interpretation of a whole situation. That means recognition of a

disturbance with respect to the plant process, i.e. recognition of the degree

of disturbedness of the whole process. This wider diagnosis requires



coherent conceptual representation of process dynamics.

The coherence of representation of process dynamics is supposed to depend

on a subject's orientation. This concept which we consider as central in

evaluation of operators' expertise can be defined, in general, as subjective

relationship to the object of activity. Our view is that in a disturbance

situation it is a process of framing the situation and therefore it controls the

dynamic construction of decision making. Individual orientations of the

members of the crew control the dynamics of the construction.This dyna-

mics, i.e. cooperation, can be considered as manifesting something like

collective orientation. It's dynamics is dependent on crews' utilization of

cooperative abilities of it's members, i.e. of communication and participati-

on.

In evaluation of operators' comprehension of process dynamics

a more extensive operative reference is needed than description of ideal

task performance. For evaluation of adequacy and dynamics of disturbance

handling the disturbance situation must be conceptualized in order to define

relevant criteria for evaluation. Safety is the ultimate criteria for decision

making in process control in nuclear power plants. Therefore criteria of

decision making have to be defined primarily with respect to safety aspects.

A feasible reference for evaluation can be created by utilizing the concept

of critical safety functions (see e.g. Corcoran et al. 1981). These global

functions of the plant process, e.g. mass inventory of the coolant and heat

transfer from the reactor core are essential from the safety point of view.

Recognition of those functions which have been threatened during the

disturbance situation and maintenance of them with help of adequate

operative methods can be used as operative reference.

Diagnostic and operative interpretations are constructed on the basis of

available process information (on-line information indicating the physical

20.;



state of the process) and procedures. On the basis of the arguments men-

tioned above we supposed that coherence of operators' comprehension can

be inferred on the basis of type of their utilization of process information

and procedures. The aim of the above mentioned study (Hukki & Norros

1993) was to find out possible differences in utilization of process informa-

tion in diagnostic decision making. On grounds of the results the model

seemed to work. Utilization of process information differed between the

crews. There was two types of utilization. Part of the crews made diagnos-

tic inferences directly on the basis of process dynamically informative

information, i.e. information which can be used as evidence of the func-

tional state of the whole process or of a functionally essential part of it.

Part of them proceeded by using information locationally, by excluding

alternative locations of a disturbance. In conclusion, there seemed to be

two types of orientation controlling the crews' decision making.

Moreover, orientation seemed to be related to adequacy of diagnostic and

operative task performance. Those crews which proceeded by excluding

diagnostic alternatives underestimated size of the disturbance which lead to

unoptimal operations.

Cooperative aspects of utilization could not be analysed in the study due to

deficiencies of the data.

2.2 The extended model

After the before mentioned study our conceptual model for analysis has

been constantly developing. The concepts concerning contextual and

dynamical aspects of decision making have been elaborated further. More-

over, the historical aspect of decision making has been considered.
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The concepts of operative and social context have developed. As to the

operative context, it has been widened. According to our current view, in

addition to understanding of process dynamics also comprehension of action

of technical systems and components with respect to process is essential in

disturbance handling. Therefore it is not sufficient to analyse utilization of

only on-line process information and procedures. Information sources are

also considered more comprehensively, by taking into account also infor-

mation in the form of administrative directions and technical plant docu-

ments. This information concerns aspects like safety restrictions, technical

and economical constraints etc. that the operators should take into account

in their diagnostic and operative decision making. These aspects affect

usability of different operative methods in process control. Considering of

this other type of information makes necessary to define respectively it's

informativeness with respect.

Consideration of social context of operators' decision making has been

widened from a crew to other individuals and groups in the work organiza-

tion. Decision making will be comprehended, on a more global level, as

network of interactions between control room, maintenance, management

etc. Requirements and decisions on other organizational levels create

constraints for the crew's control room activities.

Evaluation of orientation has been under elaboration, too. On the basis of

the results of the before mentioned study it was supposed that there are two

different aspects of orientation controlling construction of decision making.

They are tendencies to coherence and reflectivity. By coherence we mean

coherence of comprehension of the object of decision making activity which

in the case of process control is the plant process. Reflectivity is defined as

taking into account the context of activity. In the current phase oc our

approach evaluations of these (and possibly other) aspects of orientation are

made in two independent ways, by evaluating operators' activity in decision
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making and by evaluating, through interviews, their comprehensions of

their activity.

These tendencies are supposed to manifest themselves in operators' action

strategies in their decision making. Analysis of these strategies can be made

with respect to different types of utilization of resources of decision ma-

king. These resources are information sources and collaborative resources.

In the case of the information sources evaluation is based on operators'

action strategies in setting their operative goals. The aim is to consider two

dimensions of these strategies, constructiveness and situativity. Utilization

of information is constructive if activity is directed towards making cohe-

rent conception of the state of the plant process on the basis of process

dynamically informative high level indicators, i.e. with respect to mass and

energy balance. Utilization of information is situative if e.g. diagnostic

counter evidence and if usability aspects (e.g. technical or economical

constraints) are taken into account in their choice of alternative operative

methods.

In the case of collaborative resources tendency to coherence is evaluated as

tendency to a common interpretation in construction of decision making and

reflectivity as tendency to utilize situatively communicative and participa-

tional abilities of one's own and of the other members of the crew.

Taking the historical aspect into analysis of decision making combines the

contextual and dynamic aspects of our approach. Decision making is

viewed as dynamic construction also on more global level, with respect to

orientational changes of operators', training department and other levels of

the work organization.

On the basis of this elaborated version of our conceptual model we have
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developed an analysis method. The method which will be introduced in the

next chapter has been developing during it's preliminary use. Some aspects

with respect to this development will be discussed in chapter 4.

3 AN ANALYSIS METHOD FOR DECISION MAKING

The analysis method makes possible to test our theoretical concepts in

concrete disturbance situations during simulator training. The aim of the

analysis is to have support to our concept of orientation as controller of

construction of activity in decision making.

The method offers a tool for systematical conceptualization of crews' task

performance as collective construction of diagnostic and operative interpre-

tations on the basis of available information in this specific situation. The

crews' task is to stabilize the disturbed plant process during the simulator

run.

The method consists of two main parts. The first is creation of operative

reference for analysis of decision making and the second is analysis of

decision making with respect to this reference.

3.1 Creation of operative reference

In this preparatory phase the operative context of operators' decision

making will be conceptualized. An essential feature of the method is that

operative reference will be constructed for a specific disturbance situation.

Therefore, when applied to a new disturbance situation a new reference

must be made.

Creation of reference includes two phases. The first is design and conceptu-
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alization of the disturbance situation on a general level and the second is

creation of operative criteria for decision making. It is necessary to carry

out these phases in collaboration with trainers and other nuclear power

plant experts.

3.1.1 Design and conceptualization of the disturbance situation

In the design of the disturbance situation some aspects in addition to normal

educational demands should be taken into account. In order to make the

degree of operators' professional competence visible disturbedness of the

plant process should be serious enough and adequate decision making

should require operative choices.

An example of conceptualization of a disturbance situation from the decisi-

on making point of view is depicted as a flow model in figure 1. The

course of decision making is roughly as follows. In the beginning of the

simulator run the trainer gives the crew the necessary information concer-

ning the baseline state of the plant. The disturbance situation begins when

the first plant alarms indicate of some kind of a disturbance. The crew

makes a diagnosis on the basis of available information. This information

includes, on one hand, on-line process information an, on the other,

documents like procedures, administrative directions and technical restric-

tions. On the basis of their diagnosis operators set operative goals in order

to stabilize the plant process. These goals can be reached by alternative

operative methods. If no method has been chosen the automatic plant

protection systems will be activated during a predefined time. The amount

of operative goals and therefore of operative choices depends on the

situation. A new goal is again based on utilization of current available

information.
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It is important to note that this kind of conceptualization of a disturbance

situation is an oversimplification because in reality a diagnosis can change

and there can be parallel diagnoses and operative goals.

The general flow model will be used as a conceptual tool for evaluation of

crews' task performance.

3.1.2 Creation of reference tables

Two reference tables are created and used as operative criteria

of decision making.

The first one is conceptualization of the disturbance situation from the

safety point of view. The situation is conceptualized with respect to the

physical state of the plant process according to the concept of critical safety

functions. The table is a description of those critical safety functions which

will be threatened during the situation and of adequate maintenance of

them. It includes those critical symptoms on the basis of which the threa-

tened critical safety functions can be recognized. These symptoms are high

level indicators of the functional state of the process. They can be process

parameters or indicators of (in)activation of technical systems. Stabilization

of the process means maintenance of the threatened critical functions.

Maintenance of a critical function can be considered as a high level goal.

In the table the adequate operative methods for reaching each goal are

presented. These goals and methods are respective to the ones in the flow

model in figure 1.

Because the disturbance situation can be handled in different operative way

the second table is designed for comparison of alternative operative met-

hods from the usability point of view. This table includes all alternative
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operative methods. The comparison will be made with respect to different

aspects of usability. From the safety point of view the methods can differ

by e.g. their capacity with respect to the critical functions to be maintained

and possible risks. Other aspects affect the mutual priority of the alternati-

ves, too. These can be general constraints like economical aspects and

technical constraints (complexity of use, dependences on other systems or

components etc.). They can also be constraints set by the specific situation,

e.g. availability of technical components and systems.

The two reference tables are used as conceptual tools in evaluation of

crews' task performance.

3.2 Analysis of crews' decision making

In this phase operators' strategies in decision making are evaluated in order

to find out their orientational tendencies. Inferences are made on the basis

of their comprehensions of decision making in process control and their

strategies in utilization of informational and collaborative resources of

decision making.

The method offers different mutually supportive means for clarification of

the role of orientation in operators' decision making. One way is evaluation

with help of interviews, on the basis of operators' verbalized comprehen-

sions concerning process control. Another is evaluation on the basis of

differences in their utilization of resources of decision making. This type of

evaluation is made during the simulator run and after it, during a de-

briefing session. It is necessary to make it in collaboration with a trainer.



3.2.1 Operators' comprehensions of activity

The developed interview is diagnostic with respect to supposed manifesta-

tions of types of orientation. It is composed of questions concerning

operators' comprehensions of the object of their work (the piant process),

of process control activity in general and of their own ways of action.

These themes include questions of the plant process as a technical system

and as an object of decision making, of available resources of decision

making, of professional requirements etc.

Evaluations of operators' comprehensions are made by categorization of

them with respect to coherence and reflectivity tendencies and to operative

reference tables and by comparing these evaluations with each other.

The operators are interviewed one at a time. The interviews are made

before observation of the task performance because they enable getting

acquainted with the operators and facilitate the observation. During oberva-

tion they make possible to understand better the operators' ways of action

and to make comparisons between the verbalized comprehensions and the

real process control activities in a (simulated) disturbance situation.

3.2.2 Operators' action strategies during decision making

The object of observation is operators' decision making as construction of

interpretation of the disturbance situation and at the same time, as collecti-

ve construction of common interpretation. Use of different information

sources and collaborative resources are in construction of diagnostic

hypotheses and operative goals and in choice of operative methods are

observed.
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Besides during the simulator run observation can be made also afterwards,

on the basis of registrations of the operators' activities and of the physical

state of the plant process. These include on-line registrations of operators'

verbalizations and movements (in form of video tapes) and operative

activities, plant alarms and other indicators of the process state (in form of

computer registrations).

Evaluation of decision making is made preliminarily during the simulator

run and it is possible to deepen it during a de-briefing session which is

carried out collectively with operators. The session is arranged as imme-

diately after the simulator run as possible in order to make sure that they

remember details of their decision making. Operators explain their motives

and arguments for their diagnostic and operative inferences. The general

flow model and the two reference tables are used as conceptual tools. The

operators consider their decision making as a route composed of diagnostic

phases and setting of operative goals. Their choices of operative methods

are considered as alternatives among other possibilities. Handling of these

alternatives with respect to safety and other boundary constraints of process

control possibly deepen evaluation of their orientation.

Evaluation of utilization of resources of decision making is made with

respect to evaluation of adequacy of their process control activities.

Adequacy of disturbance handling, i.e. adequacy of operators' diagnostic

and operative inferences is made on the basis of the operative reference

tables. Operative goals and diagnostic interpretations as the basis of these

goals are considered with respect to reference table 1 from the mass and

energy balance point of view.

The crew's choices of operative methods are evaluated with respect to

reference table 2 from the view point of consideration of usability aspects.
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Chosen methods are marked on the general flow model as a route of

decisions.

Utilization of information resources is evaluated with respect to the same

operative reference tables. Constructiveness of operators' strategy is

inferred by utilization of process dynamically informative informativeness

for making coherent conception of the state of the plant process. Situativity

of strategy is inferred by consideration of diagnostic counter evidence and

usability aspects of alternative operative methods. Inferences from aspects

of operators' orientation in decision making are made on grounds of these

evaluations.

In evaluation of utilization of collaborative resources operators' tendency to

coherence is inferred by considering how individual members of the crew

contribute to construction of a common interpretation of the situation. Their

tendency to reflectivity is evaluated by analysing how situatively they

utilize their own and others' communicational and participational possibili-

ties in use of common information resources.

By comparing different ways of analysis it is possible to clarify the role of

orientation as controller of construction of activity in decision making.

Investigation of operators' strategies in utilization of information increases

knowledge of qualitative differences in operators' disturbance handling. It

also enables consideration of possible relationships between these differen-

ces and deficiencies in disturbance handling.

4 DISCUSSION

The analysis method described in this paper offers a conceptual tool for

systematical evaluation of nuclear power plant operators' decision making
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in simulated disturbance situations.

The expected strength of the method lies in it's contextual and developmen-

tal nature. It makes possible to design a disturbance situation according to

educational needs and to evaluate decision making with respect to it's

operative context. In addition to this, it enables consideration of decision

making as collective contruction of interpretations controlled by orientation.

The method is aimed to be used in simulator training in nuclear power

plants. Collective creation of the operative reference tables during a de-

briefing session is expected to enhance feedback to the trainees. Due to

conceptualization of the disturbance situation with help of operative referen-

ce they become more conscious of their strategies in decision making and

in cooperation.

Feedback to trainers is expected to increase, too. They become more

conscious of their criteria and strategies in their training activity and this

will be reflected later in the quality of training.

Along to the development of simulator training, due to the accumulation

and distribution of knowledge of decision making considered with respect

to it's boundary constraints, the operational culture is supposed to develop.

Accumulation of knowledge of qualitative differences in operators' decision

making and also comprehension of importance of orientation in decision

making will become more clear. Orientation expectedly influences learning.

Tendency to coherence and reflectivity towards own and others' activity

enhances professional competence. Learning can be improved also by

deliberately developing operators' orientation during simulator training.

Next some aspects concerning lhe development of our analysis method
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dunng it's preliminary use. It, too, seems to reflect our concept of contex-

tual and developing nature of activity. The conceptual integration of the

method increased all the time through mutual interaction between it's

submethods and phases.

E.g. the interview became more concentrated and the importance of the de-

briefing increased. Creation of the operative reference became more

elaborated and the structure of the de-briefing session better organized by

mutual interaction between the developers of the method (researchers,

trainees, trainers and other experts). These experiences will be utilized in

our future studies.

Analysis of the preliminary use of our method is under investigation. The

method will be applied to other process control areas, too. The operative

context will be extended to comprise not only decision making in disturban-

ce situations but also normal routine work in process control. According to

our current expectations, differences in operators' orientation are reflected

in their action strategies during normal work.
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FORMAL METHODS IN DESIGN AND VERIFICA-
TION OF FUNCTIONAL SPECIFICATIONS

Heikki Vâlisuo
VTT Automation
Finland

Abstract

It is claimed that formal methods should be applied already when specifying the
functioning of the control/monitoring system, i.e. when planning how to implement
the desired operation of the plant Formal methods are seen as a way to mechanise
and thus automate part of the planning. All mathematical methods which can be
applied on related problem solving should be considered as formal methods.
Because formal methods can only support the designer, not replace him/her, they
must be integrated into a design support tool. Such a tool must also aid the
designer in getting the correct conception of the plant and its behaviour.

The use of a hypothetic design support tool is illustrated to clarify the requirements
such a tool such fulfil.

INTRODUCTION

Formal methods can give guidance on managing the process of designing a plant
control/monitoring system. Professional design projects always conform to systematic
practices which can be considered formal methods in this sense.

Formal methods can provide tools to organise and visualise the knowledge on which the
design is based. On course of the design project formal illustrative diagrams and other
documents complying with commonly agreed upon and understood rules are produced.
This type of utilization of formal methods is everyday practise. Computers suit well both
for knowledge management and visualisation.

Mathematical methods can be used to mechanise problem solving based on formally
represented facts and relations, formal verification of certain aspects being an example
of this. Mechanised problem solving can be computerised. Computerisation is beneficial
because algorithmic and procedural tasks, especially if they require a lot of short term
memory, can be accomplished much faster and more reliably with a computer than with
a human being. A computer tool can remember all the constraints to be taken into
account and can resolve efficiently all the implications of the design decisions and the
knowledge on the plant behaviour. Currently there are separate tools to solve some
particular problems of this type.



There are tools for drawing RT/SA diagrams which notify the user on violation of some
internal consistency rules of the diagrams. Such г tool can be seen as a designer's
intelligent notebook, which - in addition to recording the design decisions - helps in
producing comprehensive and consistent diagrams in a systematic way. In such a tool
both knowledge representation and automated problem solving are integrated, although
the latter only in minor scale.

Animation tools help to demonstrate the implications of the software design specifica-
tions. It is often learnt that requirements self-evident for a process designer are not at
all identified by the control engineer and vice versa. A good animation gives a better
understanding of the specification of the software system than printed documents.

For best possible results human intellectual capabilities and the advantages of computers
must be integrated into a user-friendly tool. Such a tool should have a user interface
providing illustrative and versatile representation of the relevant knowledge. Automated
problem solving should go on autonomously "behind the scene" without user
intervention. The constraint-based design paradigma presented for example in (Furuta93)
offers a framework for implementing this type of tool.

Constraint-based design of control/monitoring systems considers plant model as a
constraint limiting the possible behaviour of the plant (Válisuo94). The designer
specifies the desired and the undesired behavioural patterns of the plant with additional
constraints. The mathematical methods are integrated into a general constraints resolver
deducing from the given constraints possible behaviours of the plant. The constraints
may imply incompletely determined behaviour represented as envelopes of possible
behaviours and state graphs used for example in QSEM-type qualitative simulation
(Kuipers89).

FUNCTIONAL REQUIREMENTS

The requirements for software intended to control or monitor a pnxïss plant are
deduced from what is known about the plant and its operational requirements and
operational limitations, see Figure 1. It may be that the requirements for the software'
are more complex than the requirements for the operation of the overall system. For the
process plant designer the software requirements may be difficult to understand while
the software designer may be ignorant of many requirements of the plant operation
which the plant designer considers selfevident Altogether it is often more difficult to
deduce the software requirements than to design and implement the software satisfying

1 Software development is discussed in this paper. The very same desing problem is encountered also
when implementing die control/monitoring functions with e.g. hardwired logic or when planning operating
procedures.
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those requirements2. Hence
formal methods should be devel-
oped to support deduction of the
software requirements from the
operational requirements of the
overall system and from a model
of the plant behaviour.

Computerised support for the
manipulation of the pieces of
knowledge in Figure 1 requires
uniform representation of the
operational requirements and
limitations, plant behaviour and
control/monitoring system. In
addition an appropriate inference
engine to do all the reasoning,
equation solving, theorem
proving, simulation etc. is
needed. These aspects are
discussed for example in (Valisuo94). In the following it is not discussed how to
implement such and inference engine, but requirements for an appropriate one are
sketched.

Р1ЛИТ

OVERALL SYSTEM

Figure 1. An overall system composed of a process plant and
a control/monitoring system.

DESIGN PROCESS

A small part of a hypothetic power plant of Figure 2 and Figure 3 and a simple
operation sequence is examined in the following to exemplify the requirements of a
computerised tool to support operations planning.

The task is to increase the boron concentration in the tank tnkA before the plant
shutdown. The first question arising is what is this system for? It seems difficult to
design any control actions before this question is answered. Thus a computerised tool
should provide an easy access to the database of plant documentation answering this
kind of questions, although in principle all the involved know the answer.

Figure 3 gives an impression that boron concentrate could directly be pumped into tnkA.
To find out if this really is the case the pressures of the tanks and the maximum
pressure developed by the pump must be known. Plant operational limitations may tell
that the tanks are not normally filled from the bottom.

2 A protection system monitoring some redundant measurements, validating, the signals and triggering
a shutdown under given conditions is a system where more emphasis must be put on the software itself
than on the co-operation of the plant and the software.



Figure 2. Part of the make-up water system of a hypothetic PWR.

The tool should show normal operational range of the components or alternatively it
should allow the user to set the desired operational range of some variables. The tool
should have a model of the plant so that it could check that the values given by the user
are consistent with the modeL In addition the tool should be able to "fill in" unspecified
values. For example, if the user specifies an operational range3 for the primary side of
the heat exchanger in Figure 2 the tool should be able to resolve corresponding range
for the secondary side. An exact model of the plant may not be available or using it
may be too inefficient It must be possible to use approximative models and deal with
the inaccuracy properly. It should be possibly to use e.g. intervals or qualitative values
instead of exact values.

When adding boron into the tank it is important to check that it is not lead out of the
tank immediately. Typically one sheet of a hardcopy P&I-diagram does not show all the
pipelines connected to a tank. The tool should give different perspectives on the plant
so that it could be easily checked, which valves must be closed to guarantee that boron
does not escape from the tank. But is it allowed to close all those valves? The tool
should maintain a plant state all the time and reflect normal operation so that it is easy
to check if in the state under consideration it may be necessary to take water out of tank

3 Operational range: "assume the primary side flow is between 50 - 70 kg/s. On whicb range must
the secondary side flow vary to guarantee required temperatures?"
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Figure 3. Another sheet of the P&I-diagram of the make-up water system.

tnkA for some purpose or lead more water into the tank tnkA. Because of uncertainty
and incomplete knowledge not a single plant state and single possible prediction of
behaviour but a range of all the possible behaviours must be considered.

The tool should be able to compute the required amount of boron and also estimate how
long boronation takes the desired concentration of boron in tnkA is specified. In this
case it turns out that so much of the boronated water must be pumped into tnkA that its
level must first be decreased. Telling the tool to decrease the level should be sufficient;
the tool should then show where it is possible to lead the water. It should also highlight
the incoming lines which are open or which may be opened during the boronation
process.

The discussion this far indicates that P&I-diagrams and a plant model are not sufficient
to design a control procedure. The intended use of the components must be known as
well. A hierarchy of models might help in understanding the purpose of the plant
components and their intended use. Formalising the specifications of the intended use
of the components in models on different levels of abstraction and constructing an
inference engine capable of utilizing them is an interesting scientific challenge.

A more prgmatic approach of making the process experts to design the main lines of
every control procedure is considered here. A task hierarchy of Figure 4 can be



Figure 4. The hierarchy of the tasks to boronate tnkA.

constructed together
with the process
expert to guide the
design of the control
procedure. The
process expert can
state for example
that boron must be
carefully mixed with
water to guarantee
homogenous sol-
ution. If not during initial discussion at least after having seen the first trial solution of
boronation4. A process expert can also give pre- post- and support conditions for the
subtasks. On more complex control tasks the construction of the higher levels of the task
hierarchy is based on the designers "mental model" of the plant Such high level design
could be supported with computerised high level rough - maybe qualitative - models of
the plant

A process expert is needed to further elaborate the task of mixing the boron. The plant
is actually designed so that water circulation can be established via pi , v2, line a, tnkA
and v3 to mix the boron. Here the tool should be able to show the whole circulation
loop.

Figure 5 demonstrates the use of the tool.
The tool maintains a (possibly branching)
sequence of plant states. These snapshots
represent time points of significant events
and the episodes between them as
illustrated in Figure 6. Initially a plant
state ranges over the whole possible
operational range of the plant The user
can constrain any of the states by
drawing a bar indicating the possible
range of a variable in that state. He can
specify a sequence of states by drawing
corresponding bars. For example the
tank level is first assumed to be between
medium and high, then it is required to be between low and high and decreasing, after
that it is required to be steady for a while. Correspondingly the tool finds out that the
flow out of the tank is high during the episode when the level is decreasing. The level
being low triggers the boronation which can be seen from the bars showing the boron
flow. Initiation of the boronation can be automatic because the pre- and postconditions

/
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Figure 6.
episodes.

Dividing continuous behaviour into

4 Ad hoc design modifies directly the result of the design if any errors or misconceptions are detected.
Disciplined design updates the requirements specifications and redesigns the system.
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Figure 5. Using the design support tool.

of the tasks in the hierarchy determine it. Consequently the tool shows that the level
starts to increase.

Using the model the tool determines the possible range of other variables when some
are constrained. Using the plant model the tool can also check that the states following
each other are consistent with the plant model, i.e the dynamics is correct. This
guarantees that the behaviour imagined by the designer is consistent with the plant
model. The tool can also check that the behaviour sketched by the user is accordance
with the task hierarchy, i.e. that all the pre- post- and support conditions of every low
level task are satisfied. The tasks may determine the sequence of states so well that the
design can be automated.

From a sequence o: plant states representing significant events during the desired
behaviour it is possible to extract the sequence of actions to be taken and the
preconditions of those actions.

DISCUSSION

The way further ;r>. the use of computers to support control/monitoring system design is
to look at the design process to find ways to develop it Needs for computerised tools
on the one i.and jnJ potential techniques on the other hand must be studied to find ways



to make better use of computers. The potentialities of the computers axe CAD-type
support for drawing design diagrams and problem solving capabilities based on
techniques for theorem proving, equation solving and simulation.

The above vision of a tool to support control system design and operations planning
does not necessarily reflect exactly the real-life needss. At least it does not reflect all the
real life needs. To make maximum use of the potential power of formal methods and
modern information technology, a clear vision of the actual requirements of
control/monitorign system design must be developed and that vision should be
formalised.

The approach to design presented above is based on the idea of constraint-based design
support presented for example by (Furata93). The required techniques of constraint
resolving are also discussed in (Valisuo94). Evidently the constraint resolving engine
must be able to deal with

both symbolic and numeric information;
both qualitative and quantitative knowledge;
clauses of logic, equations and inequalities;
continuous and discrete dynamics;
functional requirements given as logic conditions and as quantitative performance
criteria;
incomplete and inaccurate information;
etc.

Impact on dependability of partial computerisation of design must be evaluated. The
approach presented in this paper provides high visibility of the design process. The
designer is given a good view on the interrelationships of the plant variables and on the
effects and side-effects of any control actions. She/he can be given access to all the
knowledge the tool has. Because the knowledge is deep knowledge on first principles
of plant operation - like the plant model - the knowledge can be made comprehensible.
Thus the functioning of the tool can be easily followed and understood. Further the tool
solves only mechanistic routine tasks with algorithms which can be considered highly
dependable.
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that is to be studied is called TOP-event. Successive subordinate (i.e.
subsystem) failure events that may contribute to the occurrence of the top
event are identified and linked to the top event by logical connective func-
tions. The subordinate events themselves are broken down to their logical
contributions and a failure event tree structure is created. The synthesis of
the tree is described graphically using connective symbols called gates
(AND, OR, NOT, etc. -gates).

When a contributing failure event cannot be divided no further, or when it
is decided to limit further analysis of a subsystem, the corresponding branch
is terminated with a BASIC event The basic event is called a primary fault
if the failure event occurs due to a basic failure mode (such as mechanical
or electrical failure) and a secondary fault if the failure event occurs
because the subsystem is out of tolerance (e.g. excessive operational and
environmental stresses).
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ABSTRACT

An increased interest for research in the field of Accident Management can
be noted. Several international programmes have been started in order to be
able to understand the basic physical and chemical phenomena in accident
conditions. A feasibility study has shown that it would be possible to design
and develop a computerized support system for plant staff in accident
situations. To achieve this goal the Halden Project has initiated a research
programme on Computerized Accident Management Support (CAMS
project). The aim is to utilize the capabilities of computerized tools to
support the plant staff during the various accident stages. The system will
include identification of the accident state, assessment of the future
development of the accident and planning of accident mitigation strategies.
A prototype is developed to support operators and the Technical Support
Centre in decision making during serious accidents in nuclear power plants.

A rule based system has been built to take care of the strategy generation.
This system assisLs plant personnel in planning control proposals and
mitigation strategies from normal operation to severe accident conditions.
The idea of a safety objective tree and knowledge from the emergency
procedures have been used. Future prediction requires good state
identification of the plant status and some knowledge about the history of
some critical variables. The information needs to be validated as well.
Accurate calculations in simulators and a large database including all
important information from the plant will help the strategy planning.



I INTRODUCTION

The OECD Halden Reactor Project has noticed an increased

interest for research in the field of Accident Management. The NRC in

United States has sponsored several programmes for management of severe

accidents like extending plant operating procedures into the severe accident

regimes and discussion of accident information needs [1]. The Halden

Project is putting an effort on this research activity. [2]

A feasibility study has been performed [3]. concluding that it

would be possible to design and develop a system, meeting the expressed

support needs for plant staff in accident situations. In order to achieve this

goal the Halden Project has initiated a research programme on computerized

accident management support (the CAMS project). The CAMS project was

started in 1992. This work aims at utilizing the capabilities of computerized

tools to support the plant staff during the various accident stages including:

- identification of the accident state,

- assessment of the future development of the accident,

- planning accident mitigation strategies.

A number of program packages exist to support fault situations

and small accidents, but not so many exist for severe accidents. The reasons

for this are the difficulties in calculations and the decreasing reliability of

simulators when the accidents become more severe. There is no real data

available to verify these kind of situations.

A prototype is developed to support operators and the Technical

Support Centre in decision making during serious accidents in nuclear

power plants. To avoid using a new tool in a stressed situation, CAMS is

supposed to help the operators and the TSC in choosing the right control

actions or mitigation strategies in small transients as well as in accident

cases.

The CAMS proposal consists of a database and a knowledge

base, a tracking mode simulator and a predictive simulator, a strategy

generator and an MMî system. The CAMS simulators will be built with a

dynamic program package APROS. The MMI system will be made with the

graphical program package PICASSO-3. The G2 expert system shell is used

in the realization of the strategy generator. The strategy generation is the

main topic of this paper.
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The background for the knowledge put into the strategy

generator and the existing EOPs is the information got from off-line studies.

However, since the development of a severe accident is difficult to predict

in advance, the strategy generator will try to adapt mitigation strategies

according to the specific accident in progress.

The G2 expert system shell is used in the realization of the

strategy generator. G2 is an object-oriented tool for modelling

knowledge-based systems including convenient graphical facilities. The

strategy generator uses the idea of a safety objective tree and the knowledge

from emergency procedures. The prototype is demonstrated on a

workstation.

2 SAFETY SYSTEMS IN THE NUCLEAR PROCESS

A nuclear power plant, like any thermal power plant, generates

electricity through the medium of steam [4]. Part of the energy in the steam

is converted to mechanical work in the turbine, which drives the electric

generator. About two third of the energy is lost as heat e.g. into the sea

water. The steam coming from the turbine is condensed into water in the

condenser. This water is pumped via preheaters back into the reactor core

(BWR) or back into the steam generators (PWR). The water-steam loop is

a closed circuit.

The thermal energy in a nuclear power plant is produced from

a nuclear reaction. The energy is generated by the fission of heavy nuclei

with neutrons. Most of the energy is released as kinetic energy in the fission

products. This kinetic energy is converted into heat on a very short distance

by a slowing down process.

It is very important to keep the neutron balance in a fission

process. Otherwise an uncontrolled chain reaction may occur. The criticality

is measured by neutron detectors. They are checking if the neutron

population is increasing or decreasing. The relative deviation from 1 is

called reactivity. The correct power distribution is also important The

power in the core is regulated by the position of control rods or varying the

concentration of boron in the coolant. Boron is a strong neutron absorber.

It is also important to keep the heat balance. The heat produced

in the core ought to be equal to that removed by the coolant so that the fuel



temperature keeps constant. Heat conduction in the fuel and the heat

transfer to the coolant can be calculated. In a complex system a large

amount of stored energy exists. Even if the reactor is shut down, a

considerable amount of decay heat is produced.

The reactor protection system in BWR plants is for preventing

fuel overheating and for limiting radioactive releases. The three main safety

chains are:

- reactor shutdown by hydraulic scram,

- reactor isolation by closure of the reactor containment isolation valves,

- emergency core cooling by actuation of the emergency core cooling

systems and the automatic depressurization of the primary circuit.

The pressure relief system is to protect the reactor from

overpressure. The condensation system consists of the wetwell of the reactor

containment, a nine meters deep condensation pool. The condensation

system receives and condenses the discharged steam.

The auxiliary feedwater system is designed to supply the reactor

with water if the ordinary feedwater system is unavailable. The low-pressure

injection system shall, together with the auxiliary feedwater system and the

pressure relief system, protect the reactor core from overheating in the event

of a primary system pipe break.

The containment spray system draws water from the

condensation pool. The water spray in the dry well contributes to reducing

the pressure in the containment by steam condensation. It also removes

condensable fission products from the containment atmosphere. During

normal operation, cooling is primarily done by the turbine condenser and

the main cooling uater systems. Part of the heat is removed to the sea.

Shutdown cooling system ensures continued cooling via the diesel-backed

cooling circuits to the sea during reactor shutdown. [4]

3 USING PROCEDURES IN ACCIDENT SCENARIOS

Many kinds of accident scenarios are described. One typical

example scenario is a loss of coolant accident (LOCA). A typical LOCA

follows a sequence: a leak - inadequate cooling - scram - isolation of the

containment - emergency cooling of the reactor. In a LOCA there is a

danger of overheated core and in the worst case a meltdown.
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The safety objective tree [5][6][7] is a way to systematize

different accident cases. Following different branches of the tree, each

accident case is specified in more and more detail. On the highest level the

safety objective is defined. One level below the objective is divided into

several safety functions. This division can be for example according to the

four critical functions that are discussed in the context of emergency

procedures for BWRs.

The main goal of accident management in BWRs is to maintain

the critical safety functions:

- reactivity control

- core cooling

- activity barriers

- heat sink

The priority of these safety functions follows the order of the

list Minimizing the consequences to the environment has higher priority

and the electricity production has lower priority than any of the four safety

functions. [8]

In the Swedish Forsmark plant they have different procedures

for events of varying degrees of severity. The most serious cases are

covered by the OS I procedures (Emergency procedures) and the THAL

procedures (Technical handbook of the plant management). Both these

procedures are based on the division into four critical functions.

In the most serious accidents the THAL procedures are used.

The ÕSI procedures are used in design-basis accidents and the THAL

procedures in beyond-design-basis accidents. [9]

4 THE STRATEGY GENERATOR

The knowledge base in the strategy generator is constructed by

using the idea of the safety objective tree. The knowledge base includes

knowledge from the emergency procedures, e.g. all important parts of the

THAL procedures. Also other sources have been used to cover the most

important parts in the accident management.

The strategy planning starts from simple rules. If the water level

is too high, close slightly a valve etc. From simple control proposals to real

accident mitigation strategies a whole scale of different types of advice



exist. The strategy planning is a rule-based system making decisions

according to the external conditions in the plant The rules constitute a kind

of model of the plant. The strategy planning is the central part of the

strategy generator.

The strategy planning consists of goal definition, strategy

defin: on and strategy selection. External communication is needed to

exchange information with the database, the predictive simulator and the

MMl system. The goals may be general or more specific ones.

initially ceactivete the subworkspace of

fctitrce

if to s (the raass_belsnce of core) э the

m5Si_fca!anceJimit of gosl_defm.ticn

or et» (the energyjülence of core) > the

energ,- talencsjinit of gcal_definition

then ecti-jre the subwcricspace of balance

and change the i:oa-colcr cf balance to
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* not (de i j
end not (die?)
end not(die3)
and not(ex_ene)
then inform tfie operator that 'PriorïÉe the

channel, connect the cabels, give the

voltage, emergency «tart of the diesels

as toon a* possible!'

and change the icon-color of core to red
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to red
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the emergency spray system snd close
the isolation values!'
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and change the text cf the scan-interyal of

thai hs2 te 'none'

Figure J: Some example rules in the strategy generator

The goal definition part makes the decisions about which

branches of the safety objective tree to follow by activating subsystems in



the strategy definition part. Different subsystems are able to handle different

types of accidents. Inside these subsystems there are more specified rules

providing the first proposals for strategies depending on the external

conditions. These subsystems are the heart of the strategy generator.

Some example rules are seen in the Figure 1. The rules on the

left hand side are from the goal definition part and the rules on the right

hand side strategy definition part of the strategy planning. These rules are

taken from the THAJL procedures.

In the strategy selection part the data from the predictive

simulator is analyzed. For each proposal a quality number is calculated by

comparing some important physical quantities to their reference values. A

kind of control cost is also taken into account Some of the reference values

changes automatically in a case of scram. Simple optimization methods are

used in minimizing the quality number. A procedure is needed in orgamzing

the strategies in a new order according to their quality numbers.

The solution of a simple optimization problem [10] is giving the

order. A small quality number is better than a big one. The best strategy is

found with the formula

Q, 2dt

where

DN = quality number

Pi = weight coefficients for state errors

(x^-x,) = state errors

Qj = weight coefficients for control costs

(uq - Uj) = control costs

A good estimate of the plant status is essential for strategy

planning. A simple simulator exists for state identification. Only the main

components of a BWR plant exist in the process diagram. About 40 simple

equations take care of the calculations in the core, in the primary circuit and

in the containment.

These calculations are based on very simple principles and can

be trusted only on a qualitative level. If you open a valve, lhe water level

will increase. In the direction of flow in the primary circuit a pump



increases the pressure and a valve decreases it, the preheaters and the core

increases the temperature, and the turbine and the condenser decreases it

etc. Pressure, temperature and flow are calculated through the primary loop.

History keeping and simple signal validation are applied in the

state identification. The availability of measurements, actuators, safety

systems etc. is checked and the resources available in the current situation

are taken into account in deriving the strategies. It is also possible to check

the severity of the problem. All rules defining strategies are divided into

three categories according to the priority.

The G2 expert system shell is used in the realization of the

strategy generator. G2 is an object-oriented tool for modelling

knowledge-based systems including convenient graphical facilities. In the

prototype of the strategy generator there are two basic types of elements:

process components and calculation elements. The calculation elements are

able to handle both numerical calculations and heuristic operations. The

prototype is executed on a workstation.

Predictive
simulator

Strategy
generator MMI

Figure 2: Communication between the strategy generator and other parts of

CAMS

The communication between the strategy generator and the

other parts of CAMS will be based on sending messages between different

program packages, see Figure 2.

The prototype of the strategy generator can be tested by running

some scenarios. A leak in the primary circuit is a typical small accident

case. The prototype is able to give some help and advice. Activity and high



pressure in the containment, station blackout, reactivity problems,

contradictory information are other examples where the strategy generator

can give a helping hand. [11][12]

5 CONCLUSION

One purpose of the prototype is to test out different

methodologies that can be used in this kind of system. For this purpose the

knowledge base is large enough. In a real system much more rules are

needed. In the future a larger knowledge base will be made. The aim is to

cover different accident cases not necessarily covered directly by the

procedures.

The usage of the G2 expert system shell seems to be a good

solution. The use of rule-based methods and AI techniques looks promising.

More sophisticated ways of using rules could be used. A knowledge base

built of logically connected rules is a challenge. Different chaining methods

could be used to support more complicated reasoning schemes.

The real test of the capabilities of the system is not possible

before all remaining important modules of CAMS exist and work together.

The co-operation of the strategy generator and the predictive simulator will

be of special interest It will give the basis for the strategy planning. The

possibilities of using the database and knowledge base block, for instance

in the state identification, are interesting too. And how to mediate the right

figure of a critical situation to the people responsible for the plant? The

MMI system is finally an important link m fulfilling this task.

REFERENCES

[1] Hanson D. J., Arcieri W. C, Ward L.W., Accident information needs,

Paper to the Workshop on Computerized Accident Management Support,

Idaho, U.S.A. (1992).

[2] Berg 0., Sirola M., S0renssen A., 0wre F., Ádlandsvik K. A., The

Halden reactor project workshop meeting on computerized accident

management support, HWR-335, Halden, Norway (1993).

[3] 0wre F., Porsmyr J., Kautto A., Sõderman E., CAMS - computerised



о

accident management suppon, a feasibility study, HWR-287. Halden.

Norway (1991).

[4] Pershagen В., Light water reactor safety, Pergamon press, Studsvik,

Sweden (1989).

[5] Arcieri W.C., Hanson D. J., Instrumentation availability during severe

;..:cidents for a boiling water reactor with a Mark I containment.

NUREG/CR-5444, EGG-2661, Idaho, U.S.A. (1992).

[6] Chien D. N., Hanson D. J., Accident management information needs for

a BWR with a MARK I containment, NUREG/CR-5702, EGG-2639, Idaho,

U.S.A. (1991).

[7] Hanson D. J., Johnson S. P.. Blackman H. S., Stewart M. A.,

Developing and assessing accident management plans for nuclear power

plants, NUREG/CR-6009, EGG-2682, Vol. 2, Idaho, U.S.A. (1992).

[8] Stenmark J-E., Forsmark 2 - overgripande stõmingsinstruktion for

driftvakt (ÕSI), Internal communication (in Swedish).

[9] Stenmark J-E., Teknisk handbok for anleggsledningen (THAL), Internal

communication (in Swedish).

[10] Gelb A., Applied optimal estimation, The M.I.T. press, London,

England (1974).

[11] Sirola M., The strategy generator in the computerized accident

management support system - CAMS. HWR-361, Halden, Norway (1993).

[12] Sirola M., Strategy generator in computerized accident management

support system, VTT Publications 163, Espoo, Finland (1994).



FAULT TREE AND FAILURE MODE AND
EFFECTS ANALYSIS OF A DIGITAL

SAFETY FUNCTION

Matti Maskuniitty
Urho Pulkkinen

VTT AUTO. .ATION
Industrial Automation

P.O. Box 1301, FIN-02044 VTT, Finland

ABSTRACT

The principles of fault tree and failure mode and effects analysis (FMEA)
for me analysis of digital safety functions of nuclear power plants are
discussed. Based on experiences from a case study, a proposal for a full
scale analysis is presented, lhe feasibility and applicability the above
mentioned reliability engineering methods are discussed.

1 INTRODUCTION

The Finnish Centre for Nuclear and Radiation Safety (STUK) has ordered
form the Technical Research Centre of Finland (VTT) a series of studies
concerning the safety analysis and verification and validation of
programmable automation systems for the safety critical applications (eg.
reactor protection systems) in nuclear power plants. The research has also
been a part of the YKÀ research program (YKÃ = Ydinvoimalaitosten
KàyttõTurvallisuuri. The Research Program on Systems Behavior and
Operational aspects of Safety). The results of the research have been
published in several reports (Haapanen et al, (1993), Haapanen & Masku-
niitty (1993b). Pulkkinen (1993), Haapanen & Maskuniitty, (1993b)). The
research topics have included the reliability analysis of digital automation
systems, the standards applicable for the validation and verification of
digital automation, the diversity and testing requirements of programmable
automation systems, and the licensing practices of programmable automa-
tion.

The ultimate goal of the research is to establish the necessary prerequisites



for the licensing of programmable systems important to safety in replacing
old systems in existing plants. The objective of this paper is to study the
feasibility of fault tree and failure mode and effects analyses in the analysis
of nuclear power safety automation systems. Further, the aim is also to
modify of the above mentioned methods for the analysis of digital systems.

2 ARCHITECTURE OF DIGITAL SAFETY
SYSTEMS

The safety I&C system architecture differs traditionally from operational
automation systems in several aspects. The design of safety automation
must obey strict rules which have been determined in several standards. The
most important of the rales are single failure criterion, redundant structure,
diversity, independence, functional isolation, physical separation, testability,
fail safe design, and qualification of the design process. Another aspect is
that obeying the design principles is one part of system qualification. It is
possible to implement more complex functions in a programmable digital
system than in traditional safety systems. Although in a safety system the
functions must be kept as simple as possible, the features of a
programmable digital system like self diagnostics, testability, switch-over
and recovery functions are clear benefits. The above features, however,
make the system more complicated than analog system realizing the same
basic functions would be. Different parts of a programmable system are also
more tightly connected and the system can not as readily be decomposed in
small parts for testing and evaluation purposes than analog systems would
be.

The behaviour of the software is discontinuous and minor changes in inputs
may cause essential changes of the outputs. In principle, a complete testing
requires the execution of all input parameter combinations and sequences,
which is impossible due to the large amount of the test cases and testing
time required. This, together with complexity, makes the validation of a
programmable digital system difficult.

A safety system can be divided in two parts: reactor trip actuation and
engineered safety features actuation (safety functions). Typical digital safety
I&C system is usually redundant, loosely coupled system, which possesses
independent signal formation from other automation systems. Diversity may
be also applied within redundant channels. The system may have several
signal processing levels, e.g. data acquisition level, accident identification
level, functional logic level and individual control level. In each level there
exists computers for data processing and communication. Communication
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takes place via buses (LAN's) or hardwired between data processing levels
and also there may be signal exchange between redundant (or diverse) parts
of the system. It is possible to include self diagnostics, testing functions and
fail safe features in in each processor level.

The rough division of the signal formation in one safety system train can be
described as follows:

1. The data acquisition level contains sensors, transmitters, signal
conditioning and programmable logics for data acquisition and
communication.

2. The next level, accident identification level contains limit signal
formation, cross checkings and possibly some voting functions,
if the signals from other redundancies are used.

3. The k-out-of-n voting may also be located in the next level
functional logic level where the actual formation of the safety
signal is implemented.

4. The highest level is the individual control level where the
control of the process components take place. This level
consists of process interface units and may also have voting
functions between redundant safety signals.

Programmable components may be located in each safety system level.
Individual processors contain the operating system or basic programs with
some diagnostics. Communication functions may be controlled in separate
processors. The actual functional logic is usually formed by functional
modules programmed with a special tool for that purpose. In a tool library
there exists a collection of basic functional modules for making application
programs.

3 FAULT TREE ANALYSIS

The objective of fault tree analysis is to construct a model describing the
structure of the system failures, to identify weaknesses or design
deficiencies or signifigant failure combinations from the system, to evaluate
the sufficiency of redundancy and finally to provide a model for quantitative
reliability calculations.

Fault tree is a logical model describing the failures of the system as a
logical function of the failures of the components. The system failure event



that is to be studied is called TOP-event. Successive subordinate (i.e.
subsystem) failure events that may contribute to the occurrence of the top
event are identified and linked to the top event by logical connective func-
tions. The subordinate events themselves are broken down to their logical
contributions and a failure event tree structure is created. The synthesis of
the tree is described graphically using connective symbols called gates
(AND, OR, NOT, etc. -gates).

When a contributing failure event cannot, be divided no further, or when it
is decided to limit further analysis of a subsystem, the corresponding branch
is terminated with a BASIC event. The basic event is called a primary fault
if the failure event occurs due to a basic failure mode (such as mechanical
or electrical failure) and a secondary fault if the failure event occurs
because the subsystem is out of tolerance (e.g. excessive operational and
environmental stresses).

The basic feature of fault trees is their hierarchic structure: the model is
constructed in top-down manner from the higher level events to the basic
events. The hierarchic structure is reflected also in the process of describing
abstract events with more concrete events (TOP-event -» GATES ->
BASIC events; e.g. system failure —» subsystem failure —» missing signal ->
component failures).

Once the tree structure has been established, subsequent analysis is
deductive. The purpose of the deductive analysis is to reduce the tree to a
logically equivalent form in terms of minimal cut sets. This helps to
concentrate the further efforts towards the most significant issues. Fault tree
model is a good communication tool between the designers and users of the
systems as well as between the designers and safety analysts. Further, it is
a basis for both qualitative and quantitative reliability analysis. It may be
applied together with other reliability analysis methods, e.g. FMEA. In the
case study, fault tree analysis was applied to identify the minimal cutsets of
the system, which are the used to direct more detailed failure mode and
effects analysis to the most critical components.

The fault tree approach was adopted in this study due to the following
reasons. First, fault trees describe the structure of the whole system in a
straightforward way. Secondly, there are several computer tools for
analyzing and editing fault trees (here, the code RISKSPECTRUM is
applied, see RELCON (1992)). Thirdly, as an opposite to success locig
modelling, fault trees provide a view parallel to the systems design. Finally,
fault tree models are compatible with the plant specific PSAs, and reliability
engineers can understand them.



To make the fault tree analysis possible, some assumptions concerning the
the failure modes had to be made. The failure modes leading to inadvertent
operation of the system are not as important, and they are left outside the
scope of this study. Consequently, the corresponding component failure
modes need not to be included into the model. Based on this assumption,
the failure modes of the type "signal not available at the input of unit" are
modelled. It should be noticed that this assumption may prevent the exact
description of the self diagnostics and signal tagging functions of the
system.

The failure modes, like the failures logical k/n-voters are modelled with a
suitable h/m-gate in the fault tree. This means that the failure modes
corresponding to this failure logic are modelled. These failure modes are
usually of type "input signal not available" or "erroneous input signal". In
real applications also these failures should be analyzed in detail.

The description of the basic software (e.g. the operation system and the
software in communication processor) is not possible on the basis of the
available information. Thus, the it is assumed that the operation of the
corresponding components and software are needed in producing proper
signals. This assumption may be conservative. However, it is possible to
imagine failure modes, which prevent the communication between the
channels and which are, in this sense, common cause failures.

The common cause failures of the system are not included in the model as
separate basic events. The modelling of the failure modes, including those
leading possibly to simultaneous unavailability of several redundant
channels, is as explicit as possible. In this way the dependencies between
the redundant channels are described automatically without postulating
separate common cause failure events.

The analysis is divided into two phases. First the fault trees for the selected
protection signal passing through the system trains are constructed. The
model includes the signal formation from the sensors to the output stages.
As the second phase, the failure modes included in the fault tree are
analyzed in more detail by applying a modified failure mode and effects
analysis (FMEA). The goal is to reveal the most important failure
mechanisms including also the embedded software as well as to document
the basic events and the gates of the fault tree.

The process of fault tree construction is the usual starting from the TOP-
event and proceeding to the basic events. Each failure event at the lower
lever of the fault tree is considered in terms of its effects upon the top-event
or the events at the next level of the fault tree hierarchy.



The events directly causing the failure event at the higher level are
identified. There are at least the following possibilities:

1. Input signal is not available to the device or unit

2. The module or device itself is failed due to a physical cause
(e.g. a communication bus is failed, a hardware failure)

3. Error in software prevents the operation of the device.

4. Some external event occurs and prevents the operation of the
module

Three first of the above failure modes were actually modelled in the sump
signal fault tree. The events of the fourth category were left outside of the
scope of the fault tree model. The failure events of the first category are not
problematic and they do not require more discussion here. The second
failure category is also straightforwardly included into the fault tree.

The modelling of the software errors in the fault tree is somewhat
problematic. First, the nature of software errors is not similar to that of
mechanical and electrical faults. Secondly, the input signals to any modules
or devices of digital automation systems are used as inputs of the software
of the module. Thirdly, the software consists of the basic software and the
user or application software, which have different functions in the system.
Similarly, it is difficult to model possible coupling between hardware and
software failures.

Difficulties appear also in the modelling of basic software functions. The
failures of these functions are partly connected with dynamic features of the
software operation, which cannot be described directly by applying fault
trees. In the case study, the basic software failures were not described in
detail in the fault tree. The errors of basic software were included in the
models as basic events. The features of application software can be
developed in more detail, since they consist of simple logical modules. The
errors of these modules (e.g. logical gates, delay operations etc.) are
sufficient to prevent the successful operation of the whole model and they
may, with some exceptions, be modelled by applying simple or-gate in the
fault tree.

In the case study, the modelling of the software functions in the fault tree
was rather detailed. This may not be a proper approach, since ihe functions
may not be separated parts of the software. However, the functions are in
most cases modelled as OR-gates. and thus they represent only different



causes of software failures. If the smallest software functions were not
modelled as separate basic events, the structure of the fault tree would have
been simpler.

4 FAILURE MODE AND EFFECTS ANALYSIS

After establishing the fault tree structure, the minimal cut sets were
searched. The minimal cut sets were used in deciding whether some
modules of the system should be analyzed in more detail. The most critical
modules and basic events were selected for failure mode and effects
analysis (FMEA). The FMEAs were documented on a form, developed for
this purpose. The FMEA form mainly corresponds to that described in the
standard ШС 821 (1985) and in the Finnish version of the same standard
SFS 5438 (1988). However, some modifications have been made, based
mainly on the methods by Darricau and Hourtolle (1992), Taylor (1992)
and the early work by Reifer (1979). The FMEA form applied in this study
is in the Table 2.

In principle, all basic events and gates of the fault tree should be analyzed
in detail by the FMEA. Further, if the FMEA analysis reveals exceptional
failure modes, they should be added to the fault tree.

The purpose of the FMEA is to give diverse information on basic events in
addition to that already described in the fault tree and to give a further
documentation of the fault trees. In the case study a preliminary, but rather
extensive fault tree was constructed and the minimal cut sets were searched.
The basic events of the most important minimal cutsets were described in
the FMEA tables. If the events of the FMEA were found to be critical
enough then the fault tree was modified to include the new events identified
in the FMEA.

The FMEA described above does not consider in detail the errors of the
software procedures. However, FMEA can be used for this purpose (see
Darricau and Hourtolle, 1992, Taylor. 1992 and Barbet and Vallée, 1992
and Pulkkinen, 1993). This requires the FMEA analysis of all procedures.
The inputs of each procedure should be analyzed and the effects of possible
errors on the function or the output of the procedure should be evaluated.
The possible error modes to be analyzed include erroneous treatment of
boolean (and other) variables, erroneous data or input, erroneous
initializations, coding errors, specification errors etc.. The results of the
analysis are documented on a modified FMEA form (see Darricau and
Hourtolle, 1992 or Pulkkinen. 1993).
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5 A PROCEDURE FOR FULL SCOPE
ANALYSIS

The fault tree analysis of digital automation systems differs from that of
typical hardware systems, and it is useful to develop guidelines for
performing such an analysis. The case study shows that it is possible, to
( ertain extend, to describe the failure behavior of digital automation system
by applying fault trees and FMEA. From the modelling point of view, it is
beneficial to make the combined fault tree and FMEA analysis in iterative
way, as discussed in the following.

The first step of the analysis is to describe the functional features of the
system. For this purpose, there is no need to develop new methods. The
usual tools applied in the specification and design of the system are suitable
for documentation of this phase of the analysis. However, the dynamical
features of the systems operation are not easily described with typical
diagrams. Better methods, such as Petri nets, could be used for that purpose.
One must notice that the dynamical features and failures cannot be
described with static reliability models (e.g. fault trees). The purpose of
static reliability models is to analyze the static failure behavior and thus the
description of the dynamical features in not needed in this context. The
description of the systems function serves also as the familiarization with
the system and thus it is necessary for the other steps of the reliability
analysis.

The second step of the analysis is the construction of preliminary fault tree
of the system. The preliminary fault tree of a digital automation system
should cover all features of the system, including the software. However,
the degree of detail can be lower. It is sufficient to model the subsystems
on the functional level without deep description of the dependencies of the
functions on the structure of the software. To model the functional aspects
of any module, it is sufficient to model the elements which are needed to
perform the function.

In the preliminary fault tree level, it may be beneficial to built up
supercomponents or super basic event from the failure modes which are in
series, and increase the degree of detail gradually, if necessary. It is not
necessarily easy to keep the degree of detail in a low leves in the
preliminary fault tree. The difficulties are connected with building the
suoercomponents of modules and functions. If events with dependencies on
the lower level events are pooled together, then the more detailed fault tree
based on the preliminary one may have an erroneous structure. To prevent
this, the only possibility is to avoid the pooling of failure modes. As a part



of the preliminary fault tree analysis, the minimal cut sets are searched.
Based on the minimal cut set list one can decide, whether to unpool the
supercomponents or not. However, the final decision on the degree of detail
can be made after the FMEA, which is the next phase of the full scale
analysis.

The objective of the preliminary FMEA-phase is to clarify the failure modes
connected to the basic events and gates of the preliminary fault tree, to
identify new failure modes and analyze their causes and effects to the
systems function and to document the basic events of the fault tree. Further,
the needs for more detailed modelling and analyses are identified. The
pooled failure modes discussed above are analyzed in detail in this phase,
and decisions on whether to include new failure modes in the fault tree are
made. The FMEA should be concentrated to the analysis of basic events in
the shortest minimal cut sets of the preliminary fault tree and to the
identification of the software functions and errors and they dependencies.

After the FMEA-phase the preliminary fault tree is revised according to the
FMEA findings. The minimal cut sets of the revised fault tree are searched
and the results are documented. Based on the minimal cut sets, decision is
made whether to model the system in more detail. If that is felt necessary,
the preliminary FMEA is revised.

In order to study the application software in more detail, a deeper software
failure mode and effects analysis may be applied. This method concentrates
totally on the software, and all procedures of the program are analyzed
taking into account all potential types of software errors (errors in the
treatment of boolean variables, initialization errors, errors of specification
etc.) and their effect on the output of the procedures. The failure modes
identified in this type of FMEA, are not easily included into the fault tree,
and from the reliability analysis point of view it is not necessary, if the
failure modes in application software cannot cause failures of other parts of
the (redundant) software.

The errors in the basic software (operation system, communication between
the processors etc.) may cause serious dependencies between redundant
channels of the system. In the analysis of the basic software, the timing
effects should be taken into account. This is not easy by applying the fault
tree - FMEA procedure, and thus comprehensive understanding on the
systems behavior as the result of these method can not be expected.

The basic steps of the fault tree/FMEA approach are also described in the
Figure 1.
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FAMILIARIZATION
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PRELIMINARY
FAULT TREE
ANALYSIS

-fault tree construction
-minimal cut set search

PRELIMINARY
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-identification of the
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ponding to the fault
tree basic events in
the shortest minimal
cut sets

DETAILED FAULT
TREE ANALYSIS

-modification of the
fault tree using the
FMEA results

-documentation
-minimal cut set search

DETAILED FMEA

-more detailed software
FMEA

-documentation

Figure 1. The analysis procedure.

11



6 APPLICABILITY OF FAULT TREE AND
FAILURE MODE AND EFFECTS ANALYSIS

The results of the fault tree - FMEA procedure include the identification of
the weakest links of the system. However, the most important result of this
type of an analysis is the structured view upon the system. Although the
analysis would be made on the preliminary levei it provides new insights on
the systems structure. At the preliminary level, the efforts needed in the
analysis are still rather limited and they may be kept reasonable by careful
planning of the work. However, if a full scale analysis is made, the
reseorces needed may be rather extensive.

The difficulties of the fault tree modelling were connected with the limited
information of the structure of the system and it software. The fault tree
includes the functions of the software as separate basic events. This may not
be the correct approach, because the software functions may not actually be
separated from the other parts of the software. In other words, it may not be
possible to decompose the software into smaller units or functions as in the
example software. This could be done by applying so called software fault
tree techniques (see Leveson et al 1991). Since the exact descriptions about
the software were not available, it was not possible to apply the software
fault tree. Similarly, the software FMEA could not be made in sufficient
detail.

In the case study, FMEA was applied mainly to document the basic events
of the fault tree. However, if sufficient background information is available,
FMEA could also provide detailed analysis of the systems structure. The
applications of FMEA type approaches by Barbet and Vallée (1992),
Darricau and HourtoIIe (1992) and Taylor (1992), are concentrated on the
systems, the safety analyses of which are typically and conventionally as
extensive as the PSAs of nuclear power plants. The results usually obtained
by FMEA are evident in the case of nuclear power plants since the plants
are designed in such a way that the most obvious hazards are already
eliminated. The experiences from the FMEA in this case study are rather
limited, and it is not possible to draw too strong conclusions.

The applicability of fault tree and FMEA on the analysis of the dynamic
features of the system is limited. It is expected that testing of the system
may provide more information on the dynamic behaviors of the system.
Similarly, the failures of the system software (e.g. the operation system and
the communication software can not be analyzed by fault trees and FMEA.

The detailed fault tree and FMEA approach requires rather much resources.
The workload may be decreased if the analysis is made in cooperation with

12
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the systems designers. Further, the FMEA can be made directly in
connection of the design process. In fact, it is not hard to imagine that
FMEA could be implemented to the software used in the design of the
system. However, it is not useful to analyze the whole safety automation
system by applying these methods. It is enough to consider some
representative part system.

The simplifying assumptions made in the case study limit the required
resources. It should be noted that some of the assumptions (e.g. the
restriction to certain failure modes) are made due to the features of the fault
tree method: the dynamical failure modes can not be analyzed by applying
fault trees. The impact of the assumptions on the results (and on the
resources needed) can not be considered without more extensive
applications and benchmark type studies.

The reliability analysis of digital automation systems by applying traditional
methods (fault trees, FMEA) is not an easy task. The methods are not
necessarily effective in identification of systems failures and the models are
not perfectly applicable to describe the system. In the following the most
difficult modelling issues related to the use of traditional methods are
discussed.

In the case study the resulting fault tree was complicated and large, and it
is not possible to use it in a plant specific PSA. If safety signals are
modelled at the same degree of detail, the analysis would require very much
resources. For that purpose, the simplified preliminary fault tree is suitable.
However, in the case study here, the power supplies, and other systems
outside the digital automation systems were not taken into account. In PSA,
the modelling of supply systems is necessary. An approach to find the
suitable degree of detail in PSA modelling could be the following. First the
safety signals produced by the digital automation system are modelled with
few basic events (for example "the sump signal is not available" ). Then the
minimal cutsets of each accident sequence are searched and the importance
of the safety signals is evaluated, if possible also quantitatively by using
subjective failure probabilities. If the safety signals are critical, then their
fault trees are replaced with more accurate models and the analysis is
repeated. After that exact fault trees and FMEAs are made for the most
important safety signals.

One of the basic difficulties in the reliability analysis of digital software
based automation system is the decomposition of the software functions into
more elementary parts. In the case of traditional systems this is possible:
each function (e.g. majority voting, OR and AND gates, delays etc) is an
electronic component, the failure of which is evidently a basic event of the

13



fault tree model. The corresponding functions of a software based system
are only parts of the software, not necessarily separate functional elements.
The same applies for the dynamical aspects (e.g. timing of the functions,
delays) of the software based systems.

Although some features of the software based systems may not necessarily
be modelled by the methods applied in this study, the approach is not at all
useless. The fault tree/FMEA-approach helps in identifying the errors in
documentation and design. Since the propagation of signals through the
system is considered in systematic way when performing the analysis, the
insufficiencies and errors of the documentation and design are studied from
another point of view. Further, they provide a view over the whole system,
which is not achieved by testing or application of the other methods.

In principle it is possible to assign subjective probabilities also to the
software failure events. The quantitative analyses can not be the only way
to support the licensing of the digital automation systems, and it is better to
use the limited analyses results to make sufficient qualitative analyses. The
quantitative analyses nseded in plant specific PSA based on the simplified
preliminary models should be seen as sensitivity analyses on the
significance of the digital automation system on the plant safety.

The fault tree and FMEA can be applied as an aid of the dynamic testing of
the target system. Better understanding of the failure modes of the
programmable automation system will improve the dynamic testing phase
efficiency. The method will be an aid of finding the correct set input signals
to cover the most critical items of the system. As a result of the analysis
there can be also a demand of the final check out of the system before
testing.

The fault tree approach could be replaced with reliability block diagrams or
other success logic models. In many cases ihe success logic models may be
constructed more easily, for instance by using the RELVEC (1989)
software, which is designed especially for the analysis of automation
systems. In order to have more experience on alternative modelling
approaches the use of RELVEC models could be worth considering.

14



5 CONCLUSIONS

The aim of this study was mainly to demonstrate the applicability of the
traditional reliability engineering methods of the analysis of digital auto-
mation system and to develop the methods further for this purpose.

The analysis methods applied here are fault tree analysis and FMEA, which
are wellknown reliability engineering methods. The fault trees were
constructed in the usual way without any principal changes in the
procedure. The computer code RISKSPECTRUM (1990) was used in the
modelling and in the minimal cut set search. FMEA-procedure was applied
in a modified manner and a FMEA-form was developed for that purpose.
However, the basic principles of FMEA were conventional. The fault tree
approach was selected due to its compatibility with PSA. FMEA was
applied because similar applications have been published earlier (Darricau
& Hourtolle (1992), Barbet & Vallée (1992) and Reifert (1979)).

The approach was found to be applicable in the reliability analysis of digital
automation systems. However, the applicability is limited to the analysis of
nondynamical aspects of the system, since the fault tree is always a static
model. The analysis of the sump signal system required rather much
resources. It is credible that analysis of all safety signals of a nuclear power
plants at the same degree of detail would be too extensive task.

The special features of digital automation systems lead to difficulties in
applying the conventional reliability analyses. One problem is the software
embedded in the system. In the example analysis of this study the software
was analyzed rather straightforwardly from the functional point of view. For
the PSA purposes this may be enough, but it is clear that in order to verify
or validate the system the approach is not enough. Other problems were
caused by the modelling of the communication processors and the self
diagnostics of the system.

The fault tree approach applied here could be replaced by methods based on
the success logic, for example by the RELVEC-model. In many cases the
success logic models are constructed more easily and they are easier to
review. The feasibility of these techniques should be studied. Similarly,
since the dynamic aspects of the systems are not naturally modelled by
conventional methods, the possibility to develop new approaches could be
studied. In order to be able to apply the methods in practical licensing work
much research is still needed. Benchmark studies are good approaches for
the comparison of various reliability engineering methods.
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Abstract

The safety assessment of programmable automation systems can not
totally be based on conventional probabilistic methods because of the
difficulties in quantification of the reliability of the software as well as the
hardware. Additional means shall therefore be used to gain more confi-
dence on the system dependability.

One central confidence building measure is the independent dynamic
testing of the completed system. An automated test harness is needed to
run the required large amount of test cases in a restricted time span. Paper
describes a prototype dynamic testing harness for programmable digital
systems developed at VTT.

1 INTRODUCTION

The safety assessment of programmable digital systems can in large not

be based on conventional probabilistic methods because of the difficulties

in quantification of the reliability of the software as well as the hardware.

Additional means shall therefore be used to gain more confidence on the

system dependability. Surveys of safety assessment methods used for real-

time systems show that none of the existing methods alone is sufficient

for the estimation of the safety and reliability. Every one of the methods

have more or less serious drawbacks in applicability, coverage or in some

other area. The problem concerns both techniques intended for safety

increasing and methods for safety assessing. For these reasons the princi-
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pie to be applied should be diversity in methods and techniques used for

the assessment of the system dependability. The basic rule can be ex-

pressed as follows: confidence in the dependability increases as the

number of different assessing methods increases (McDermid 1991).

Parnas etal. (1990) suggests that the safety of the system should rest on

a tripod made up of testing, mathematical reviews and a certification of

the personnel and the production process.

The qualification process of programmable digital protection systems for

nuclear plants corresponds to the approach these authors propose. It

includes assessment of the development process, assessment of the prod-

uct itself and testing of the system that is based on statistically selected

test cases. In any case, several assessment methods give different points

of view to the safety of the system, and therefore they produce a more

credible safety estimate than one assessment method alone.

This document deals with one part of the licensing problem: demonstrat-

ing the correct behaviour of the target system by using dynamic testing.

An automatic test harness has been specified at VTT in a project support-

ed by the Finnish Centre for Radiation and Nuclear Safety (Haapanen &

Korhonen 1994). The test harness will be applied in a trial testing of two

pilot systems provided by ABB Atom and Siemens AG later in 1994. The

harness includes the generating and management principles for the test

cases and the means for the verification of the test results. The most

tedious task is the building of a logical model of the target system which

can be used to verify the correctness of the test results.

2 DYNAMIC TESTING

Traditionally the development process of each system will incorporate

testing in well defined phases. Unit testing, integration testing, works

acceptance testing and customer or site acceptance testing will form the

core of the testing activities. For safety critical systems the ability to

demonstrate a degree of independence in works acceptance testing and

site acceptance testing is important.

- 2 -
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The dynamic testing at the end of the development process is aimed at

demonstrating that the delivered system performs to its specification and

meets customer requirements, that there are no functional errors in the

software or the hardware and that the system interacts effectively. The

operation of the system is addressed in realistic situations, with realistic

operating conditions, with respect to the required reliability. Testing is

intended to demonstrate that in a realistic situation, with real inputs, the

system will behave as required over a prolonged period of time. Although

the testing can not prove the system to be safe, each successfiil test case

can increase the confidence about safety.

In general the finding of errors at the final dynamic testing phase will

jeopardize the whole acceptance of the system. The mere removing or

correction of errors is not enough but the causes of their birth and going

through the earlier testing and verification phases must be cleared and

removed from the system production process.

3 TEST HARNESS

3.1 SYSTEM STRUCTURE

The structure of the test harness is

sketched in figure 1. The test generator

feeds the test sequences to the automa-

tion system to produce the target system

responses. The same test sequences are

used as inputs in the logical model of Fi^re L Basic structure °fthe

test harness
the target system ("test oracle") which

produces expected test results. The results are then compared in the test

result comparator and if the results are not equal, the system and the

logical model have to be checked for the difference.

The test oracle contains a logical model of the tested system. It omits

some important features of the real system. The most crucial of these

features are real-time properties that cannot be studied using the logical

Test generator
Test cases

Corfiouraboo

1
Taiget system

System 1
response |

H

Test oracle

Comparison of
test results

J
Expected
response
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model. Usually most programmable automation system have real-time

requirements, meaning that the system has to respond to a stimulus in a

certain time limit. In addition, the implementation of the system is ignored

in the logical model. This means that even if the implementation contains

several redundant units, voters etc., these are not significant regarding to

the logical (or real) behaviour of the system, and they are therefore not

included in the logical model. In the construction of the logical model,

more important than the implementation details are the requirements

specifications which form the basis of the system design. Thus the logical

model reflects only the logical behaviour of the system, ignoring many

features that are important in the real world system, like real-time charac-

teristics and system design and implementation issues.

Though figure 1 seems to suggest

that test cases are fed into the

target system and its logical model

in parallel, this has not to be the

case in the real life. The same test

sequences have to be driven

through the target system and the

model, but not necessary in paral-

lel or not even in the same test

environment. The tests can be

done at different times and if the

results are recorded, they may

afterwards be compared and

checked for cases that gave dis-

similar results. Recording of the

results makes it also possible to

run the cases in totally separate

environments, physical connection Figure 2. Off-line and on-line parts of
the harness.

between the environments is not

needed. The recorded results can be moved from one environment to

another using for instance floppy disks. The actual realization specified is

presented in figure 2.
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3.2 TEST DATA GENERATION

The ultimate goai is to define such a set of test cases that would reveal all

faults and errors. If the knowledge about the system internal structure

together with some continuity, majority etc. principle does not allow the

extension of one single test to cover a wider range of test cases, a "com-

plete" testing is required. This requires all possible input and internal state

combinations to be covered. This is in practice not possible, since even in

systems with a limited number of inputs and internal states the combi-

nation explosion would raise the required number of test cases far beyond

any practical limits.

Another important goal is to define a statistically significant set of test

cases for the estimation of the system reliability. When the requirements

are very high, as is the case eg. for the reactor protection system, even

this significance usually is hard if not impossible to fulfil.

In a real project only a limited time period is available for the testing

before plant start-up, and this time together with the performance of the

testing system set the upper limit for the number of test cases. Thus the

practical goal would be to define as many different test cases as can be

run during the limited time period available for testing.

The generation of the test cases will start from a rather limited set of

basic cases drawn from different sources available, eg. plant transient

analyses, measurements from existing plants, models and simulators etc.,

and then multiplying these to a larger set by proper randomizing tech-

niques in order the reach some statistical significance. Main methods for

the randomizing are adding noise to the signals and pointing random

sensor failures to various signals.

3.3 TEST ORACLE

For creating a model of the target system a high abstraction level lan-

guage is needed to describe its behaviour. The language shall be execut-

able, which presupposes formal semantics. Usually formal languages have
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two different notations: one for describing the reactive part (i.e. the

behaviour ) of systems, and one for describing the data transformations.

The reactive part is in general described using state machines and the

lowest level activities using some high level language like C.

The model of the target system should be based on the requirements

description of the system instead system specification as they may already

include some shortcomings or misinterpretations.

There are several alternatives for creating the logical model of a typical

target system. Perhaps the most generally used are the RTSA-method and

Statecharts for embedded systems. Five methods were originally consid-

ered as candidates and ReaGeniX RT/SA-model (ReageniX a, b, 1993)

and Statecharts-methods (Statecharts 1992) finally selected for further

inspection:

These methods were applied for modelling of one target system and their

weighted superiority determined using AHP-method (Saaty 1992).
ReQueX

VTT/ЖО

Criten

A

ia

10.00

Complex systems

Tool support

Easy to apply

Simple models

brorfree

Fast execution

Low cost computer

В

Compl.

1

0.S0

0.33

0.50

0.50

0.50

0.33

Tool

2.00

1

0.50

0.50

2.00

0.50

0.50

Easy

3.00

2.00

1

1.00

3.00

2.00

2.00

Simple

2.00

2.00

1.00

1

3.00

1.00

1.00

Error

2.00

0.50

0.33

0.33

1

0.25

0.33

Fast

2.00

2.00

0.50

1.00

4.00

1

0.50

Low

3.00

2.00

0.50

1.00

3.00

2.00

1

Local

%

25.65

15.37

6.84

8.84

24.61

10.34

8.34

Global

%

2.6

1.5

0.7

0.9

2.6

1.0

0.8

Compare each A criteria to В criteria

If A is equally important than B. set

If A is weakly more important than B, set

If A is strongly more important than B. set

If A is very strongly more important than B. set

If A is absolutely more important than B. set

If В is more important than A. use corresponding reciprocals

e.g. if В is weakly more important than A, set 3 to (BA) and 1/3 to (A.B)

Table 1. The AHP-method for determining weight factors.

100.00 10.00

Element

(A.B) (B.A)

1 1.00

2 0.50

3 0.33

4 0 2 5

5 0.20
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The following table contains the selection criteria, their weights and the
points for both methods.

Criteria

1. Applicable for complex systems.

Weight 2,6

2. Tool support

Weight 1,5

3. Applying is easy.

Weight 0,7

4. Resulting model is simple and easy to understand.
Weight 0,9

5. The same test cases for target system and model.

Weight -

6. Resulting model is error free.

Weight 2,5

7. Fast execution of test cases.

Weight 1.0

8. Common, low cost environment

Weight 0,8

^Weight-Points

ReaGeniX

4 (10,4)

2 (3,0)

3 (2.1)

3 (2.7)

Not applicable

2 (5,0)

3 (3,0)

5 (4.0)

30,2

Statecharts

3(7.8)

4 (6.0)

2 (1,4)

2 (1.8)

3(7,5)

2 (2.0)

2 (1.6)

28,1

Table 2. Method comparison.

As the method comparison table shows, the applicability of the methods

is rather close to one another using the criteria presented above. The

drawbacks and advantages of the methods are partly compensative: while

ReaGeniX has a stronger methodological background and it is thus easier

to apply, Statecharts has the better tool support which gets the scores even

again. No serious weaknesses were found that would reject either of the

methods. Without any doubt both methods can be used for modelling real-

time safety critical automation systems. This has successfully been

demonstrated in this project.

However, some minor differences between the methods finally decided

the selection for the ReaGenix.
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3.4 THE ON-LINE SYSTEM

The on-line system is a common industry standard PC-computer equipped

with proper I/O-cards for the connection to the test object. These include

commercially available D/A-, AID- and binary I/O-cards. Standard

features also include a large hard disk and a DAT-recorder able to contain

the large test data bases.

The input driver is a simple program loop timed by an external clock

signal. At each time step it reads the precalculated integer and binary test

signal values from the data tables and loads them to the input registers of

the D/A-channels and binary output cards. Inside the same execution loop

the output driver reads the momentary output signal values from the

binary I/O-cars and stores them to output signal data tables for compari-

son with the expected response by the result comparator.

The result comparator compares at each time step the measured binary

output signals from the test object with the corresponding expected

response signal values in the test data base. As long only binary signals

must be compared the task is quite straightforward. In case also analogue

signals shall be compared to the expected response, the comparator

algorithm becomes much more complicated, since also some amplitude

deviations besides small differences on time behaviour must be allowed

without an actual error is concluded to have taken place. This case,

however, is not handled in the prototype test harness.

4 SUMMARY

A prototype dynamic test harness has been specified and implemented at

VTT. This system will later in the year 1994 be used for experimental

testing of two representative pilot systems developed by ABB Atom and

Siemens AG. The purpose of testing is not to validate the pilot systems

but to get experience on the testing procedure and identity further devel-

opment needs of the harness. Based on experience gathered the system

can later be expanded and completed to a rail-scope testing environment

- 8 -



and used for testing real safety critical nuclear power plant applications

when they arise either in existing or new nuclear power plants in Finland.
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should be involved in the development of the given type of OSS (one of those listed
under 1. through 12. above) and the element would be "-" otherwise. This matrix, of
course may be later on refined.

As a starting point of the considerations we propose the matrix in Table I.

1
2
3
4
5
6
7

a
+
+
+
+
+
+
+

b
+
+
+
+
+
+
+

с
-
+
+
+
+
+
+

d
-
-
-

-
-

e
-

-
+
+
-



KFKI ATOMIC ENERGY RESEARCH INSTITUTE
Applied Reactor Physics Department

4 1

Experience with
the Upgraded
VERONA-u
a WER-440 Core Monitoring
System

I. Lux, J. Végh, F. Adorján, L Bürger

AEKl

Experience with the Upgraded VERONA-u page 0



design work must go beyond the observable task structure and must address the
cognitive tasks an operator must carry out to control the NPP" At the same time
this very same source states: "Data available on existing systems reflect that such a
task analysis is not yet a common practice".

A final question to be answered is "In what form the users' represenatives should
take part in the various development phases?". Essentially there are three
possibilities, viz.

• Independent review of the materials submitted by the developer (denoted by R in
Table П.)

• Joint work with the developer's team (denoted by J)
• Working as members of the developer's team (denoted by T)

Tn nwnv РЯСРС thp form of cooperation is determined not only by the technical needs



KFKI ATOMIC ENERGY RESEARCH INSTITUTE
Applied Reactor Physics Department

Purpose of
Upgrading
After 10 years of operation

the hw & sw became obsolate

Need for increased
operational safety via:

. reduced scanning interval
(2 sec)

. redundant data collection
hw

dual redundant processing
hw

flexible, enhanced
archivation and replay
improved core analysis
user friendly

Experience with the Upgraded VERONA-u page 1



KFKI ATOMIC ENERGY RESEARCH INSTITUTE
Applied Reactor Physics Department

2. Core Surveillance
Objectives

• Limit violation monitoring

. reactor thermal power

. average reactor coolant
heat-up

loopwise coolant heat-up

. assemblywise coolant heat-
up

. assemblyw. radial power
peaking f. (Kq)

. nodal power peaking factor
(Kv)

. number of available SPNDs
and TCs

• Calculation of other
distributions such as

Experience with the Upgraded VERONA-u page 2



KFKI ATOMIC ENERGY RESEARCH INSTITUTE
Applied Reactor Physics Department

. assemblywise 2D heat-up

assemblywise 3D linear
power density

• Supplying operational
information

. calculations-based
reliability checking

event generation

. on-line and long-term
archives trending

archivation and archives
processing

cummulative and
instantaneous logs

archives-based full scale
playback
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3. Main features of the
VERONA-u

• Modern hw and sw tools

• Increased operational safety
(cf. 1.)

• Improved core analysis
calculations

• Flexible, configuration
independent object oriented
database handling

• Sophisticated archives
services, archives playback
parallel to the on-line
services

• User friendly MMI with a
large number of handy
services
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KFKI ATOMIC ENERGY RESEARCH INSTITUTE
Applied Reactor Physics Department

Stand alone engineering
system with remote data
supply parallel to the on-line
system

High level remote monitors
for plantwise supervision

Full service YERONA-u at the
full scope training simulator

Experience with the Upgraded VERONA-u page 5
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KFKI ATOMIC ENERGY RESEARCH INSTITUTE

Applied Reactor Physics Department

4. Operational
Experience

• One year operation with no
hw or sw failure

• Favourable and relying
acceptance by the operating
personnel

• A realiable means for
detecting unusual situations

• A handy tool for "post-
mortem" analysis

• A unique system at WER
reactors

Experience with the Upgraded VERONA-u page 6



c-

jgB

5 0 YT>

ш u.

«f £
CD

£2
il

...«•••• _ .;• в'.-. _ ,/ey. _ . - • о ' _



li

I
tbJ

«с

ш
••s
barf

ел
ИМ

1

•

L

•

-

п

•о
in
(M

о
о
w

о
ю (_1

о
о

о
ш

il С

г

^ *-• (Г V
С С -10 «С Г, ,

•с <н s г -н
£ . * О С С •
•J -J <с ^« 31 rv..= •— и » » -с с « •
it О L. <t >
с; а.-с — . . л

V. Э £ JJ -ч — С
— » :с •« -( - -
с и £ >— в с к-

- • XX-
- — ь- s h —

L н о Ï :e s -
С S <C СГ- Ci С
— O ^ : D » N
JC » с о <- «- -с
10 CD -С t- - (
С ТЧ1 -H 3 • • < I
сипим:

o o o o o o o o o

<30O;

n o K O O I

с о о о о
_ . N П
(41 <М (М (41



Reflections on Task 4.3.3

"Develop guidance on how the end user should be involved in the development of
OSS"

by Ivan Lux

KFKI Atomic Energy Research Institute
1525 Budapest P.O. Box 49, Hungary

On the occasion of the 1993 CRP Meeting in Budapest the working group has
determined the main lines of the elaboration of the task objective (Ref 1.). The
present Reflections are meant to give a somewhat deeper presentation of the thoughts
put forward by the working group and also to propose a basis for further discussions
before the final formulation of the guidance in question.

At the CRP meeting above the working group has defined a number of basic
questions the answers tho which shall be summarized to yield the objective of the
task. These basic questions are:

1.
2.

Why?
Who in what?

(Why should the end user be involved at all?)
(Which representatives of the end user should be involved in a
partcular OSS development?)

3. When and how? (At given instances of the OSS development to what extent
should the end user represenatatives take part?)

The first, immediate answers to these questions are summarized in the working
material of the CRP meeting. An extended treatment is given below.

I. Why should the end user be involved?

The answer to this questions seems trivial, everyone who has taken part in OSS
development intended to be used actively by operating personnel is well aware of
several reasons why the possible users of the systems at hand should be initiated into
various phases of the designe and development work.. When summarizing, a broad
spectrum of arguments is obtained. The main aspects are as follows:

• Determination of the OSS Junctions: This assumes the involvement of the users'
representatives in the design phase in order to clearly define the functions of the
required system. As the IAEA-TECDOC-549 on computerised OSS expresses:
"Experience shows that operators will acquiesce to the SPDS (or any
Computerised Operator Decision Aids) if they are actively involved in the design
process" (Ref. 2)

• Data delivery: Obviously, the majority of the operator aiding systems involves a
great amount of technological knowledge and plant-related data. Such



information can most effectively be obtained from those who will be the main
beneficaries of the system under development.

Determination of human-computer interface: Most naturally those who will be
using the system are to participate in one way or another in the determination and
establishment of the user interface. Referring again to Ref. 2: "Operators seem to
be less concerned with the overall design basis and functionability and more
concerned with the layout of the displays and which individual plant parameters
are shown". This aspect being one of the most important has several further
points which emphasise the need for the users' participation in the development
of the system and therefore are worth mentioning in specific:

- user friendlyness, usablity of the OSS
- ease in maintenance and trouble shooting
- completeness of information processed and displayed
- proper gouping of displayed information
- leveling of the system with the intelligence and ability of the user
- proper allocation of the system

Positive attitute towards and acceptance of the OSS: In several instances in the
above arguments this question has repeatedly emerged. It is worthwile to mention
this aspect in specific, since attitude of the operators towards the system has a
definitive role in the acceptance of the system ahnost independently of its
technical merits. The quotation above from IAEA-TECDOC-549 also apply here.

Transparency of the system, understanding by the users: Although it is obvious
why it is so important that the users acquire a good understanding of the system
they are operating upon, let us mention one more indirect arguments. Namely,
when the proper operation of a plant is investigated in the framework of an
OSART mission this aspect is thoroughly investigated. As it is described in a
guidance for Operational Safety Review Teams (IAEA-TECDOC-561, Ref. 3)
The following "Questions to be answered by the OSS users" shall be
investigated:

- describe the used computer applications!
- how do you know that the obtained information is correct?
- is the information presented in a useful format?
- is the system easy to use?
- is your feedback handled in an effective way?
- do you have enough CRTs?"

As also seen from the questions above other aspects listed previously seem
important from OSARTs point of view as well.

Better understanding of the human factor and human perfomance: A problem
discussed with increasing frequency by system designers and analysts. The
importance of this aspects has been emphasized by the well known nuclear
accidents. Any newly developed OSS must comply with requirements related to
the human factors and this can only be realized with the participation of the user.
This is well characterized by the statements in ГАЕА-ТЕСООС-ббв (Ref. 6.) as



"Optimum human performance within a system can only be claimed if the
technology designer has matched the task assigned to the operator closely with
his inherent and acquired capabilities.

Although this section was intended to summarize answers to the question "Why?"
these answers in most cases also suggest answers to the main question "How?". The
latter answers should be expounded in details in the sections below.

II. Who should be involved in which development?

Because òf íhe diversity of the operator support systems and also because of the
variety of the possible users, it is an interesting and important question. To facilitate
the answer to it let us accept the classification of the computerised operator support
systems as defined by the control room design experts at the 1991 UNIPEDE
congress in Coppenhagen (Ref. 4). Accordingly the following COSSs are in
existence:

1. Task oriented displays
2. Intelligent alarm handling
3. Early fault detection and diagnosis
4. Safety function monitoring
5. Computerised operational procedure presentation
6. Computation of plant, system and component efficiency and performance
7. Computation of reactor core performance
8. Vibration monitoring and analysis
9. Loose part monitoring
10. Metrials stress monitoring
11. Radiation release monitoring
12. Maintenance support

Short definitions of the classes above are also given in the document Ref. 4.

As for the various roles the representatives of the end user may play it is to be
mentioned that differences exist among the various utilities in their control room
personnel, technical support personnel, safety and crisis management and probably in
many other respects. Therefore it would be difficult to define a list of roles generally
valid. Let us restrict ourselves to those roles which (or similar to which) are
presumably present in every power plant and also cover the most important activités
that may have relevance from the point of view of OSS development and installation.
These are:

a. Operators
b. Shift supervisor
с Plant engineer, physicist, thermohydraulics expert etc.
d. Administrative staff member
e. Manager

The first approach to the answer to the question in the header of this section may be a
matrix defined by the two sets above, the elements of wich would be e.g. "+" if the
given representative (i.e. the one characterised by one of the roles a. through e.)



should be involved in the development of the given type of OSS (one of those listed
under 1. through 12. above) and the element would be "-" otherwise. This matrix, of
course may be later on refined.

As a starting point of the considerations we propose the matrix in Table I.

1
2
3
4
5
6
7
8
9
10
11
12

a
+
+
+
+
+
+
+
-

-
-

-

b
+
+
+

+
+
+
+
-
+

-

с

+
+
+

+
+
+

+
+
+
+

-

d
-

-
-
-
-
-

-
-
+

e
-
-

+
+

-

-
+

+

Table I
Participation of the end user's representatives in various OSS developments

A closer approach to this question should define the priorities among tue possible
involved persons/roles and the sequence order of their interference with the OSS
development. Another question is the extent and timing of the participation of the
end user representatives, addressed in the next section.

Two more aspects concerning the question "Who?" should still be mentioned here.
One is that in the development of sophisticated systems involvement of several
representatives of the end user is necessary in very different roles. E.g. engineers,
physicists and other qualified experts shall take part in the design and development
of the underlying calculational and processing procedures, whereas operators are to
be initiated in the elaboration of displaying and interactive components. In addition,
introduction of certain systems may result in modification of operational rules or
safety regulations, which may lead to the involvement of the management and the
regulatory authorities even at the early design phase.

Another aspect raises an interesting question: who should be involved in the design
and development of such systems, which are meant to take over certain activities
from the operators? The answer is not trivial and would perhaps merit some
discussion and reflections.



Ш. When and how the end user should be involved?

As a first approximation we may try to give an overall estimate on how much the
representatives of the user shall take part in the various phases of the development of
an OSS. For that pupose in Ref. 1. we have proposed five categories for the measure
of the participation (involvement) as

1. Negligible/none
2. Minor
3. Moderate
4. Important
5. Decisive

The phases of an OSS development with respective estimated importances of the
user's participation - represented by numbers referring to the measures as above - are
listed in Table П. below. The letters in the third column refer to the way of
participation of the user in the development as defined later in the text.

• Definition of the problem and requirements
• Functional specification
• Technical specification/system planning
• Detailed planning
• Developing work
• Verification and validation
• Implementation/installation
• Testing (in-house and acceptance)
• Training
• Operation

Table П.

5
5

- • 4
3
2
2
2/3
3
4
5

J
J
R

. R
(T)
R
J
R
J

Extent and quality of the end user's participation in various phases of an OSS
development

The list above gives the phases of an OSS development essentially in chronological
order. It is apparent from the table above, that the involvement of the end user is very
important at the early and at the terminating phases of the project and is less
pronounced in between. Naturally, in particular cases deviations may very well
occure from the general scheme.

It is perhaps not useless to stress once more the uttermost importance of the user's
participation in the design work One aspect - the acceptance and positive attitude
resulting from the involvement in the planning work - has already been emphasized
and other reasons, like data delivery, determination of the human-computer
interface, and understanding of the system by the user have been mentioned in
section I. Further points to this effect may be put forward by quotations from other
IAEA documents. Thus Ref. 2. warns that "CODA design needs to be sufficiently
corny/ehensive such that the content and form of the information presented is
appropriate for different needs of various decision makers" (plant managers,
designers, specialists, regulatory authorities are mentioned explicitely). Whereas in
IAEA-TECDOC-565, a compilation on control rooms and man-machine interfaces in
various power plants (Ref. 5) it is pointed out that "The task analysis preceeding the



design work must go beyond the observable task structure and must address the
cognitive tasks an operator must carry out to control the NPP" At the same time
this very same source states: "Data available on existing systems reflect that such a
task analysis is not yet a common practice ".

A final question to be answered is "In what form the users' represenatives should
take part in the various development phases?". Essentially there are three
possibilities, viz.

• Independent review of the materials submitted by the developer (denoted by R in
Table П.)

• Joint work with the developer's team (denoted by J)
• Working as members of the developer's team (denoted by T)

In many cases the form of cooperation is determined not only by the technical needs
and rationality but also by the fact that the developer and the end user are in a
contractual relationship and therefore economical and financial aspects will also play
role. Neglecting for the moment this fact the suggested participation forms are listed
in Table П.

One more reflection is proper here. Lack of a proper participation of the end user in
the development of an OSS can somewhat be compensated be installing the system
first at the training simulator. On one hand this may give an opportunity to make
changes in the system according to the suggestions by the user prior to the final
installation at the plant. On the other hand practice at the simulator may enhance the
operator acceptance of the OSS (Ref. 5.)
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5.4 System performances

Include specific requirements such as frequency of demand, response time,
data storage requirements, etc.
These requirements should be, as far as possible quantified by numerical
values of measurable variables.

5.5 Human interfaces

Human interface include a description of the interactions between the man
and the machine as well as the analysis of the operator physical interfaces
(i.e: screen layouts, error messages, etc).
In order to ensure the system is effective in supporting operator activities the
foliowings should be analyzed in details:
- how system will interact with the operators.
- how to properly allocate tasks to man and machine by considering
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1 - SUMMARY

This is a preliminary report summarizing some topics related to the survey on
functional and qualification requirements of Operator Support Systems
(OSS's ) in NPP's.
This document has been prepared on the basis of the information presented
in the previous meetings of this CRP working group.
Additional information are expected when the answers to the working group
questionaire will be available.
Functionalities examinated are those referring to system functions and user's
needs; technology trends are also considered.
For praticai purposes this document is divided in the followings:
- summary of major OSS requirements and related problems as derived from
the existing literature.
- appendix 1 reporting a summary of major functions performed by the OSS's
presently in operation or under development in laboratories
- appendix 2 reporting the list of standards for critical software.
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3 - INTRODUCTION

In the last decade more attention was paid to human activities in Nuclear
Power Station and in particular to the interface between man and machine.
Important outcome was the realization of the importance of an effective
support for operators as well during normal operation as during accident and
emergency.
In addition, technologies progress during the last decade in computer related
science ( i.e. data communication network, software engineering, etc.} made
computer applications in Nuclear Power Plants an attractive means to
increase plant efficiency and safety.
The modern conception of the plant calls for extensive use of digital
technologies for monitoring, control and protection.
More advaced applications, presently under study, relate also to operator
support systems for surveillance and diagnostics in conjunction with artificial
intelligence tecniques.

Major areas of application of operator support systems ( OSS ) presented in
literature are:

- Plant/component diagnosis and disturbance analysis
- Component maintenance
- Emergency response (in_site/off_site)
- Surveillance of Plant Operation (operational display, alarm display)
- Training and assessment of operating procedure
- Engineering (collect plant/system data, perform high level calculation )
- Plant management

Although the development of the digital technology has been accompanied by
a series of concerns regarding
- the acceptance by operators of this type of technology
- the reliability of software to be used in a critical context
- the maturity of a technology subject to rapid changes
presently, most of the above concerns have been removed, and several
applications seem to be ready to be implemented in NPP's

The purpose of the present report is to summarize major operator support
system requirements and related problems.



4 - RELEVANT CONTRIBUTED MATERIAL

The present document has been prepared on the basis of:
- Document reported in references (from 1 to 9 )
- National reports presented in reference /10/

In particular significant experiences on COSS are provided by Halden project
studies and KFKI programs.
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/18/ EWICS - TC 7 - Safety assessment and design of Industrial
Computer Systems Techniques Directory - Nov. 1987
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5 - ANALYSIS OF INFORMATION

Although several OSS's are operational or under testing in laboratories and
a significant effort was made to develop and qualify them, few documentation
referring specifically to functional requirements for OSS's is presently
available.
Additional information can also be derived from standards and guidelines
established to support the design of the software in safety critical systems,
but few experience is available in regard of their effective applicability to
OSS's.
Considering the wide variety of application and possible technical solution
the present discussion is limited to general considerations on major OSS's
requirements.

Functional requirements include system functions, physical and human
interfaces, system architecture, operational and safety constraints,
development method constraints, etc; for practical purpose they can be
summarized in the followings:

(1) General requirements
(2) Functions
(3) System architecture
(4) System performances
(5) Human interfaces
(6) Operational requirements
(6) Resources
(7) Safety classification
(8) Licensing
(9) Reliability
(10) Maintainability
(11) Documentation
(12) Design process
(13) Training needs

5.1 General Requirements

They are reiated to system attributes originated from user's needs, system
classification and specific process constraints.
At this level topics such as system and operator roles, special requirements
(i.e. redundancy, fail safe software, etc.) originated from system reliability
needs or from safety related considerations, technology related constraints
(i.e. conventional or AI techniques; design process principles; etc) are
considered and evaluated.
In this section the followings are discussed:
- system classification
- licensing requirements
- user needs
- software reliability



the human factors and this can only be realized with the participation of the user.
This is well characterized by the statements in IAEA-TECDOC-ÓÓS (Réf. 6.) as

5.1.1 System classification

OSS can be classified taking into account system role, functions, operating
modes and relevance to safety. In particular in regard to safety computer
based systems can be classified as:

- not safety related: this include systems systems designed to optimize
operations. Typical examples of systems falling in this category are systems
to support maintenance, Plant performance analyzers, Core Monitor.

- safety relevant or important to safety, this includes systems important but
not essential to safety. Most of OSS's fall in this category

- safety critical or safety grade

Although it has not yet been established a general criteria to classify OSS's,
it may be expected that most of them will be classified as not safety related or
safety related; only few application (i.e. Safety Parameter Display System)
could be considered as safety critical.
Sometime in literature safety critical and safety related systems are also
named respectively primary and secondary safety systems.

After a system is assigned to a determined safety class some specific system
requirements can be consistentely derived.
Safety critical systems should be required to comply with current standards
established for safety systems ( Refer to Appendix 2 ).
No standards have been presently established for the other classes; in those
cases, appropriate special requirements originated from reliability or safety
considerations such as redundancy (i.e redundant HW or redundant SW by
implementing alternative algorithms), fail-safe SW, limitation on the access
to safeguard data, special procedures to safeguard the proper operation of
the system, design process constraints, should be assessed, case by case,
by considering the mission of each specific system.

Another requirement generally addressed in literature to safety critical
systems, but applicable to any OSS's, is that the software should be
developed in accordance to the "Verification and Validation" principles. At
this regard a distinction should be made between the methods in use to
assess the software quality (namely the V&V which is applicable to any
system of medium/high complexity) and the measures needed to guarantee
the reliability goals stated for the system (i.e. redundancy, diversity, fail safe
design) which should be evaluated by considering each specific system.
In regard of methods to assess the software quality, they are presently
spreading from systematic design reviews up to formal methods, being the
choise of a specific method determined by the type of the application and by
the available resources (tools, costs etc)



This topic is discussed in section 4.1.4.2 of the present report and with more
details in task 4.5.3 ("Determine what requirements should be established for
the verification and validation of OSS software, and which techniques are
available to improve V&V").

5.1.2 Licensing

It has not yet established "if OSS's need to be regulated" and, if any, "which
should be the appropriate level of analysis required to certify them".
At this regard any country have has its own approach and their own methods
for the assessment.
In addition few information are published about techniques used to support
licensing of software based systems.
An overview of the approaches adopted to certify critical software by private
organisation or by national licensing authorities is reported in reference /15/;
this include a discussion of the available experiences in Nuclear, Civil Aircraft
and Railways industries.
The methods presented spread from hazard analysis up to formal methods,
but generally software is certified by looking at the development process.
In some cases formal methods were used to support software licensing, but,
the effort made in these cases resulted to be very expensive (for example,
the effort made in Canada to validate the Darlington shutdown system has
been evaluated in about 30 man years for the retrospective analysis, while
the only analysis performed to demonstrate the equivalence of the object
code to the high level source code for the protection system at Sizewell В
(U.K.) has been estimated in about 80 man years)/15/
To be noted that the above experiences generally refer to systems having an
high dependability which only in few cases OSS's present ( i.e. in case of
alarm, accident monitoring systems, SPDS).

In case of OSS's the followings can be considered:

(1) Probably, only few systems need to be licensed on a regulatory basis but,
in any case, OSS's should be at least certified.

(2) System certification should be in any case based, at least on:
- Integrated evaluation of HW/SW and system interactions with the operator
- Formal reviews to evaluate design requirements and procedures
- V&V activities

(3) The assessment in certifying OSS should be taylored upon each specific
system by considering :
- the criticality of the system
- the expected benefits by using a specific methodology ( i.e formal
verification versus design process evaluation; cost effectiveness, etc)
- the maturity of the technology (i.e. new technologies are difficult to be used
because the shortage of expertise and the lack of standards and tools; this
make them difficult to be used and make their use not cost effective).
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5.1.3 User needs

The following table summarizes major user needs on OSS's as derived from
ref. /4/

REQUIREMENT COMMENT

user friendly -easy to understand and to use
- help function included
- designed and validated together with the final user

OSS should be - OSS should be integrated with other systems
integrated in the - OSS should use standardized operator interface
environnent of the (i.e. uniform display criteria )
operator - OSS use should be reflected in the plant oerabng procedures

OSS rote should be - i.e. specifing operating condilions (norma!, abnormal
clearly defined accident) in which the system is supposed to

operate.
• allocation of function betweo man and machine base

upon appropriate models and task analysis

- training should be on periodic base
- training is essential for systems of infrequent use

OSS use should be
supported by
adequate training

OSS should be
supported by adequate
documentation

OSS should be
flexible to allow for
future incorporation
of new functions

- (refer to para 4.9 for documentation and
to para 4.19 for the design process.

- modularity
- distribute architecture of dedicated workstations

connected by Local Area Network
(refer to para 4.3)

Tab. 5.1.3.(1) - Summary of user's requirements

From the above the following general requirements can be derived:

(1) In order to facilitate the acceptance of the system by operators
- the gain by using the system ( reduced workload of the operator, faster
response to specific questions, improved quality of problem solving, improved
safety support) should be clearly assessed and compared with the cost by
using it (periodic training need, changes in the organization, etc)
- the system should be clearly documented
- the system should use standardized user interfaces (hardware, color
coding, etc)

(2) the design of the system should be based on appropriate models of the
operator behaviour in order to better allocate functions to man and machine;
In particular the assigment of tasks and functions to OSS should reflect and
incorporate the complexity and the importance of the operator mental
activities. At this regard special requirements to OSS are:
- The operator mental activities to which OSS is designed for must be clearly
defined in relation with tasks assigned to the operator.
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- Specific criteria to be used for the assigment of tasks and functions to OSS
must be developed and used consistentely.

(3) the final user should be involved in the system design from the early
stage of the design in order to specify user's needs and facilitate the future
acceptance of the system; areas in which user's contribution can be effective
are: the identification of the operator tasks, the allocation of functions
between man and machine, the identification of which functions should be
implemented to effectively improve plant status evaluation, the man machine
interface, the validation of the system.

(4) the operator should be confident about the appropriateness and the
accuracy of the model implemented and about the correctness of the results.
To be noted that most of the OSS's are essentially performance monitoring or
advice systems supporting the operator to assess the plant status (what it is
happenig and why) and to select appropriate strategies: in those cases is
very important that the user can easely understand why a particular
alternative is suggested.

(5) proper allocation of the system in regard of the functions that the system
should perform. For example in control room should be allocated only those
systems which are necessary to the operator for plant operations and
supervision while maintenance support systems not necessarly needs to be
allocated in control room.

(6) the system should be able to complete the assigned tasks by absorbing
and compensating input noise, disturbances, or missing inputs, without
impairing the required system sensitivity.

(7) Data presented to the operator should be validated, if possible, on real
time basis by comparing redundant sensor readings or by analytical methods.
Bad or unvalidated input data, substitute values of bad data should be well
identified and indicated to the operator.

(8) The design of the system should be flexible to allow for future
incorporation of new functions and to for rapid changes in computer
technology.

(9) the system should use proven technology

5.1.4. Software reliability

In software engineering the term "software reliability" is often used as a
synonimus of "software quality" and address to a variety of tecniques to
demonstrate the software product is conform to specified standards.
In that sense the methodologies developed to control the software
development process are applicable to any software product of medium or
high complexity.

11



As mentioned in para 5.1 in case of software application in critical contexts a
distinction should be made between the methods in use to assess the
software quality (applicable to any system) and the requirements needed to
guarantee the reliability goals of the system, being:
- the software quality assessed by controlling the software design process;
- the reliability assessed by implementing in the software design principles
such as diversity (i.e. SW diversity by implementing different algorithms),
and fail-safe design,etc.

As mentioned above software quality still remains one of major concerns in
the application of complex software because:
- exhaustive testing is not feasible;
- current standards provide general principles to assess software quality, but
few practical guidance on how to handle V&V is provided;
- current verification and validation process is essentially a qualitative
methodology mainly oriented to ensures that the software product is
auditable; no or few effective methods are presently available to measure
software quality,
- formal methods and metrics developed to make the V&V less qualitative are
far to be used on regular basis and generally few supported by effective
tools.
- there is few evidence that formal methods are effective to ensure an higher
quality of the final product.
- there is few evidence that they are cost effective
- there are some difficulties to transfer these technologies to industry
because of the lack of standards and the shortage of expertise in regard.
- complex applications in critical contexts ( i.e. disturbance analysis;accident
monitoring) can require the implementation of complex calculations by using
preexisting software. The V&V methodology in such a case is difficult to be
applied and could significatively affect costs and schedule constraints of the
project.
- no practical guidance is provided to support V&V in cases of expert systems
or in case of operating systems.

In addition, in some of the applications reported in appendix 1, AI techniques
can be used: namely Knowledge Based(KBS) or Expert Systems (ES)
These systems, potentially, are a powerfull tool to assist the operator in
handling the large amount of information by enhancing the interface between
the user and the system (e.g. intelligent data retrival and presentation,
graphical representation, hypermedia, etc.).
In addition, the design process, based upon a prototyping approach, can
facilitate the communication between the designer and the user making
easier the final acceptance of the system.
However, despite the above mentioned advantages, ES can pose ( in respect
to conventional software) additional problems to validate the system.
In fact, in addition to the reliability problems which are common to any
automation system, ES can present types of failure which are peculiar of this
technology such as, for example /16/:
- errors due to inadequate reasoning, to incompleteness of the knowledge
base, or to incorrect priority of the rules.

12
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- errors due to poor man_machine interface (i.e. ES poses ambiguous
questions to the user)

Typical additional (in respect to conventional software) topics to be
considered in validating ES can be summarized in the followings:
- the organisation of the knowledge;
- the completeness and the appropriateness of the knowledge in respect to
the types of problems to be solved;
- the level of details needed to represent the application domain;
- the reasoning models,
- the capability of the system to discriminate between inportant and less
important facts and rules;
- the capability of the system to handle uncertain knowledge;
- the correctness of the reasoning;
Presently no standards or practical guidance and few published experience in
validating expert systems is available.

Software reliability requirements are discussed in detail in task 4.5.3
("Determine what requirements should be established for the verification and
validation of OSS software, and which techniques are available to improve
V&V").

5.2 System functions

System functions should be identified in term of input, output, allowable
system states and algorithms; in particular it should be identified:
- Major functions in each operating mode
- methods to validate input data
- specific performance requirements for each function (i.e. limits of variables,
precision, time response, etc).
- data analysis methods

5.3 System architecture

Include a description of the HW/SW architecture and the related interfaces.
The current trend is to have flexible systems (i.e.distribuite architecture made
by processing workstations connected by local area networks) to make easier
the maintenance of the system and to allow for future upgrading of the
system.
Problems in this area are essentially connected with
- the security of data
- the prompt availability of the information needed in case of time constraints
- the network qualification in presence of critical applications

Criteria such as hardware redundancy, dedicated network lines, dedicated
work-stations in case of critical application, limitations on the access (i.e.
read only access) can be the measures îo reduce concerns in the above
areas.

13



5.4 System performances

Include specific requirements such as frequency of demand, response time,
data storage requirements, etc.
These requirements should be, as far as possible quantified by numerical
values of measurable variables.

5.5 Human interfaces

Human interface include a description of the interactions between the man
and the machine as well as the analysis of the operator physical interfaces
(i.e.* screen layouts, error messages, etc).
In order to ensure the system is effective in supporting operator activities the
foliowings should be analyzed in details:
- how system will interact with the operators.
- how to properly allocate tasks to man and machine by considering
appropriate models of the operator behaviour.
- potential problems (i.e. causes of operator misunderstanding, poor or
confusing format in data presentation, etc) which can induce incorrect or
unsafe operator actions.
- impact on procedures.
- need for training and operator workload caused by the system use
Considering the particular role of OSS's, it is recomended the early
involvment of the final user in the operator task analysis and in the definition
of the man machine interface requirements.

Refer also to para. 5.1.3 and to task 4.2.3 & 4.3.4 ("Classification of
relationship between operator responsabiüty and OSS responsability") for
details.

5.6 Operational requirements

Refer to the constrains which must be complied with by the system during
operations because of the operating environnent of the system (i.e. Plant
condition in which the systems required to operate: normal, abnormal,
accident).

5.7 Resources

The purpose of the resource requirements is to specify particular constraints
to the design and the resources needed to support the design of the system.
Typical topics to be considered are:
- the utilisation of existing software and their qualification;
- the use of a specific programming language;
- the use of a specific data-base;
- the use of certified compilers
- the use of certified development system

14



This topic is of particular importance in case of OSS's where:
- several application are based on preexisting software (i.e. core codes or
transient analysis codes)
- the increasing use of expert systems requires the use of appropriate
development systems to support the design.

Some comment at this regard have been reported in section 5.1.4

5.8 Safety and Licensing

Safety and licensing considerations have been discussed in sections 5.1.1 &
5.1.2 of the present document.

5.9 Reliability

Reliability requirements include all the requirements that the system must
meet in order to perform a required function under stated conditions for a
stated period of time.
To achieve the above measures such redundancy, (i.e. HW/SW redundancy),
diversity, fail safe design, or appropriate timing requirements in multi-tasking
systems, have to be considered.
It is generally strongly recomended that reliability requirements will be as far
as possible quantified.
In regard of the problems to measure software reliability, this topic is
discussed in para. 4.1.4.2 and in task 4.5.3 ("Determine what requirements
should be established for the verification and validation of OSS software, and
which techniques are available to improve V&V").

5.10 Maintainability

Maintenance requirements could affect significally the cost-effectiveness of
the system.
Major causes of expected changes during the lifetime of the system could be:
- changes in the use requirements of the system;
- changes in the computer hardware;
- software modification due to new functions to be implemented
- software operating at sites without adeguate software-support services

Maintainance requirements should be clearly evaluated during the design of
the system to identify adeguate maintainance strategies, maintenance
documentation and tools.

5.11 Documentation

Several standard have been produced in regard of the documentation content
of software systems ( see appendix 2 for references)
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5.12 Design process

As mentioned in para. 5.1 the design process should be based on the
Verification and Validation methodologies to ensure consistency, testability
and complete auditability of the software product.
The verification plan should include an analysis of techniques to be used to
verify the functional and performance requirements (i.e. simulation, static and
dynamic analysis, risk analysis, testing) and a detailed identification of the
acceptance testing requirements.
An overview of the applicable methods is reported in references /15,17,18/.
This topic is discussed in para. 5.1.4 and in task 4.5.3 ("Determine what
requirements should be established for the verification and validation of OSS
software, and which techniques are available to improve V&V").

5.13 Training

Refer to task 4.3.1 ("Investigate how training should be planned to ensure
efficient utilization of OSS's")

16



6 - CONCLUSION

An overview of anticipated functional requirements for OSS's has been
presented in this task.
As a preliminary conclusion:
(1) The main peculiarity of OSS's is that they have a deep interaction with the
operators.so that:
- human interface requirements (operator model, man_machine task
allocation, screen layouts, etc) appair to be crucial in the design of OSS's.
- it is in general recomended the early involvment of the final user in the
definition of the above requirements.
(2) Expert system are potentially a powerfull tool as decision making support,
but some additional work is necessary to develop methods to support ES
validation.
(3) Some work is necessary to have a more rigorous approach to assess
software reliability/quality (i.e. practical guidance to V&V, quantitave methods
to support analyses, certified tools to support design, expert sytem
validation); however, this is addressing in general any high/medium
complexity software product operating in a critical context rather than OSS
software.

Although this task was initially scheduled for completion at the end of the first
year of this CRP, some additional activities may be required
- to analyze the answers to the CRP questionaire once these will became
available.
- to collect additional information about current national policy and practices
to license OSS's (few documentation is presently available in regard, and
generally this documentation is addressing to safety critical systems rather
than to OSS's).
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APPENDIX 1 - Summary of existing OSS's

Core Monitor

Aim: Core monitor aims to support operators, engineering staff and Plant
management staff during normal operation to improve core performances
efficiency

Functions:
- Monitors reactor key parameters and collects operational data relevant to
evaluate the efficiency of the operations; functions to predict core response
after postulated actions and comparisons between predicted and actual data
may be included to improve effectiveness of planned actions
- 3D core to predict core behaviour
- predict Xenon, citical boron

Plant operating conditions: Normal operating conditions ( startup, shutdown,
power operation, load following..)

Technology: High level computation based on reactor physics and in_core
measurements.
Advanced CRT for data presentation

Relation with safety:Although major aim of the system is to help operating
staff to evaluate and improve core performances, the system could be used to
monitor and evaluate relevant paremeters (i.e. margins to fuel operating
limits, etc. )

Advantages: Improve plant operation (i.e. energy output; fuel burnup, etc.)

Design: V&V required

Operational experience: Systems are operational in many countries.

References
VERONA Core Monitoring System:( KFKI contribution to task 4.1.2)
SCORPIO:( H.P. contribution to task 4.1.2)
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Computerized support to operating procedure

Aim: Support operator to implement written operating and emergency
procedures

Functions:
- Present operating procedures on display
- Support operator to select and implement operating procedures

Technology:
- Advanced CRT for procedure presentation
- AI techniques could be employed in advanced applications

Relation with safety:
- Safety issue could be relevant in future

Advantages:
- potential benefits are expected in reducing procedure inplementation errors
due to misunderstanding, missing procedures or operator error

Problems:
- extensive tests with simulator are required
- periodic operator trainig required

Operational experience: Several example tested in laboratory

References
COPMA-II : (H.P. contribution to task 4.1.2)

19



Maintenance support systems

Aim:Support management in planning and axecuting maintenance activities

Functions:
- Monitor equipment to provide maintenance staff information needed on
component status
- diagnostic features included
- connected with early fault detection systems

Technology:
- AI tecniques to manage information

Relation with safety:
- systems are generally not safety related
- benefits on safety are expected from a more effective maintenance of
equipments

Advantages:
- enhance maintenance planning
- enhance plant availability
- enhance plant safety by early detecting component failures

References
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Intelligent alarm handling systems

Aim:
Support operator to understand information given by alarms

Functions;
- Logical reduction of alarms
- Filter alarms to mask irrilevant one
- Alarm presention based upon process state priorities and upon functional
groups
- Alarm validated by functional check

Technology:
- Advanced CRT for data presentation
- Expert Systems could be used to filter alarms and present them

Relation with safety:
Safety related or safety critical

Advantages:
- reduce operator stress
- suppress invalid alarms
- filter irrilevant alarms

Problems:
- need qualification
- need validation of alarm reduction criteria

Operational experience:
- tested in laboratory for long time
- Some systems are operational

References

HALO (Handling Alarm using Logic):( HP. contribution to task 4.1.2)
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Fault detection, diagnosis and prognosis systems

Aim:
Support operator in identify disturbances

Functions:
- Detect disturbances, identify failed components or malfunctions, predict
process behaviour following a disturbances

Technology:
- Detection based upon a variety of techniques (i.e noise analysis,
comparisons between process measurements and output from dynamic
process models,... )
- Diagnosis could be based upon knowledge based techniques, fault tree
analysis, model simulation, qualitative reasoning
- Prognosis is generally based on models

Relation with safety:
- Presently not safety related.
- Safety issues could be relevant in future if system applied to support
operator in accident conditions

Advantages:
- Expected to increase plant safety
- Enhance preventive maintenance

Problems:
- Systems should be validated with simulator
- Problems related with the validation of models and expert system

References

EMERIS Process Monitoring and Disturbance Analysis Systems:
(KFKI contribution to task 4.1.2 )
PDR Noise and Vibration Monitoring and Analysis Systems:
( KFKI contribution to task 4.1.2 )
KAZMER Noise Diagnostic Systems for VVER-1000 Reactor:
( KFKi contribution to task 4.1.2 )
Early Fault Detection & Signal Validation (EDF):
( H.P. contribution to task 4.1.2)
SAS-II Support system:( H.P. contribution to task 4.1.2)
CFMS (Critical Function Monitoring System):(H,P. contribution to task 4.1.2)
SPMS (Success path monitoring System): (H.P. contribution to task 4.1.2)
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Safety function monitoring systems

im:
Monitor reactor key parameters helping operator to verify safety status of
plant

Functions:
- Monitor and present to operator status of selected safety parameters

Technology:
- Advanced CRT for data presentation

Relation with safety:
- presently not safety grade.
- In future classification should be revied
- need to be regulated

Operational experience
- Operational in many countries

References
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APPENDIX 1 - List of Software Standards & Guidelines

AECB draft - Proposed standard for software for computers in the Safety
Systems of Nuclear Power stations (based on IEC 880 ) - Draft 91

AECL/OH draft - Standards for Software Engineering of Safety Critica!
Software - Draft Si

ANSI/IEEE-ANS-7-4.3.2 - Application Criteria for Programmable Digital
Control Systems in Safety Systems of Nuclear Power Generating Stations -
Draft 92

ANSI/IEEE-ANS-7-4.3.2 - Application Criteria for Programmable Digital
Control Systems in Safety Systems of Nuclear Power Generating Stations -
1982

ASME-NQA-2a-1990 Part 2.7 - Quality Assurance Requirements of Computer
Software for Nuclear Facility Applications

CAN-CSA Q3961.1-89 - Quality Assurance Program for Development of
Critical Software

DOD 2167 A - Military Standards Defense Systems Software Development

IAEA - TRS - 282 - Manual on Quality Assurance for Computer Software
related to the Safety of Nuclear Power Plants

IEC 643 - Application of Digital Computers to Nuclear Reactors
Instrumentation

IEC 880 - Software for Computers in Safety Systems of Nuclear Power
Stations

I EC 987 - Programmed Digital Computers Important to Safety for Nuclear
Power Stations

IEEE 730 - Standard Software Quality Assurance Plans

IEEE 830 - Guide for Software Requirements Specifications

ANSI - IEEE 828 - Standard for Software Configuration Management Plans

IEEE 1008 - Standard Software Unit Testing

IEEE 1012 - Standard Software Verification and Validation Plans

IEEE 1042 - Guide to Software Configuration Management

JEAG-4609-1989 - Application Guidelines for Programmable Digital
Computer Systems in Safety Protection Systems of Nuclear Power Plants
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MoD-Std-0055 - The procurement of safety critical software in defense
equipment - (part 1 : Requirements; Part 2: Guidance) -1992

MoD-Std-0056 - Hazard analysis and safety classification of the computer
and programmable electronic system elements of defense equipment -1991

USNRC RG1.152 - Criteria for programmable digital computer system
software in safety related systems of NPP's -1985

NUREG/CR-4640 - Handbook of software quality assurance techniques
applicable to Nuclear Industry -1987

IEC-SC45A-122 - Software for Computers In the Application of Industrial
Safety Related

Systems

ESA-PSS-05-0 - ESA Software Engineering Standard

EWICS - TC7-1981 - Development of safety related software
EWICS - TC7-1983 - Guidelines for verification and validation of safety
related software

EWICS - TC7-1984 - Guidelines for documentation of safety related
computer systems

EWICS - TC7-1985 - Techniques for verification and validation of safety
related software

EWICS - TC7-1985 - System requirements specification for safety related
systems

ISO 9000 - Quality Management and quality assurance standards;
Guidelines for selection and use -1987

ISO 9000 - 3 - Quality Management and quality assurance standards -
Part 3: Guidelines for the application of ISO 9001 to the development,
supply and maintenance of software. -1991

ISO 9126 - Information Technology - Software product evaluation -
Quality Characteristics and guidelines for their use

ISO/IEC JTC1/SC7 WG6 - Developers Guide to the evaluation of Software -
Working Draft, 1992
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Contribution to the Tasks 4.3.1 and 4.3.2

Task 4.3.1 Investigate how trairang should be planned to ensure efficient utilization of
OSS

Task 4.3.1 Evaluate how the introduction of OSS influences requirements to the basic
education of the operator

Author: Claudio Balducelli (ENEA ERG/TNG/TISPI)



Introduction

The introduction of computerized supports to improve efficiency in the activity of an
intelligent agent (the operator in NPP case) increases the agent training demand.
In fact also the infonnatic support can be viewed as an "artificial agent", more or less
"active" depending on its internal degree of autonomy: the human agent needs to be
trained to "coordinate" his behaviour with the behaviour of the artificial agent

The basic idea of this work is that a more safe, complete and integrated OSS could be
a system (an artificial agent) that gives support to the human agent not only during the
plant real operations, but also during the different phases of operator education and
training for normal and emergency situations management

Such a system must to be able to work in two different ways:

1) As Operator On-line Support. In this case the system acts as an artificial agent
that supports the human agent behaviour in the interactions with the plant domain;
the relative structure is visualized in fig. 1.

2) As Operator Training Support. In this case the system acts as an artificial agent
that supports the human agent in the training phases [1] as visualized in fig. 2; the
presence of an human tutor, as additional system user, implies that the system may
be configured to give support also to this type of agent; inside the system can be
foreseen also the presence of an emergency scenarios generator to be connected to
the plant simulator.

Human
Agent

Operator Support System

Man Machine
Interface

Domain
Representation

Plant

Fig. 1 - Operator On-line support system



Operator Training Support

Training
Agent

Man Machine
Interfaces

Plant
Simulator

Tutor
Agent

Training
Rules

Trainee
Representation

Domain
Representation

Emergency
Scenarios
Generator

Fig. 2 - Operator Training Support

The architecture of an Intelligent Training System

As is possible to evidence from the two previous figures and also from the principal
research works available at international level about these methods [2] [3] [4], the
main difference between a simple OSS system and an OSS system including training
capacity is the presence, in the last, not only of the decision rules and domain
representation capacity but also of a set of training rules making use of a
representation (or model) of the trainee himself.

The trainee representation allows to have the system adaptation to the needs and
ability of the trainee.

The information contained into the system is separated from the mechanism that use
that knowledge.

It contains a simulation of the physical world and generation of emergency scenarios^

Domain Representation

Domain modeling capacity is necessary to build the domain representation. Domain
models are normally subdivided into:

- a structural model containing the object classes of the principal domain entities;
- a topological model containing the representation of the real instances of those

classes with their mutual relationships.



- a behavioural model contained the methods applicable to the defined class of
objects; the application of the methods can generate or modify the instances inside
the topological model.

Decision Rules

The application (or firing) of the most appropriate sets of decision rule is conseguem
to the choise of the most suitables methods to be used into the domain in relation with
a certain situation (event).

Trainee Representation

The trainee representation (or model) can be decomposed into the following types of
knowledge:

- a set of responsability rules defining the trainee duties on the domain respect to the
possible situations (events). Is possible to map the trainee responsability on the
previous defined topological domain model.

- a set of goals can be attribuited to the trainee, taking in account the previous
responsability map.

- a set of resources (with associated time constraints) can be attribuited to the trainee
to execute his duty.

- a set of mal-rules or misconceptions about the domain representation can be also
attribuited to the trainee.

Training Rules

The training rules are utilized by the tutor and could be classified into:

Training supervision rules:

- rules necessary to classify and proposing training scenarios based on their
management difficulty;

- rules necessary to assign responsability and goals to the trainee based on his own
representation;

- rales necessary to supervise and control the scenarios evolution.

Training evaluation rules:

- trainee tracing rules (used to follow the trainee response after every action
execution);

- trainee diagnostic rules (used to execute a diagnosis of the final training session
results);



Results and on-going works in Training method for Emergency Management

Many studies and works are done in the application of OSS during Emergency
Management. . During Emergency Management activity is necessary to take in
account the coordination and the cooperative work between the control room plant
operator (on-site operator) and the other operators and managers working inside and
outside the plant [5] [6]. This implies the necessity to consider not a simple OSS
system but DOSS system (Distributed Operator Support System).

Such types of systems was analyzed into the ISEM (Information Technology for
Emergency Management) Esprit project [7] that, as final result, furnished a prototype
system supporting on site operators and off-site managers and authorities that have
responsability during the emergency management phases. Early predictions and
evaluation of how the crisis can influence the off-site plant domain (potential damage
to people and items) may greatly influence the operator best decisions.

In addition a good model of mutual coordination of the respective intervention goals
and actions is the key point to achieve to increase the emergency management
efficiency.

For this reason, operator training must be mainly devoted to increase coordination
inside the organizations; lack of coordination is mainly present between the on-site
and the off-site part of the emergency organization.

To give answer to this type of demand, inside MUSTER (Multi-user System for
Training and Evaluation of Emergency Responce) Environment project [5], a
prototype system is under development, having the goal to generate an informatic
structure to be used by a training Supervisor to plan, execute and evaluate operators
response using simulated scenarios inside an Oil Port as emergency domain.

This type of operator training systems include the utilization of potential scenario
generation tools, what-if algorithms, emergency procedure execution supports and
an efficient comunication and informative network, including also multi-media
information tools.
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ASSIGNMENT

Tasks 4.1.1 & 4.1.2 EXISTING DOCUMENTAION & OSS

Tasks 4.1.3 & 4.1.4 FUNCTIONAL & QUALIFICATION
REQUIREMENTS

Task 4.2.2 * IDENTIFICATION OF WHERE OSS ARE
USEFUL О

Tasks 4.2.3 & 4.3.4 RELATIONSHIPS BETWEEN
OPERATOR & OSS

Tasks 4.5.2 EXTENT & METHODS OF EVALUATION

Task Leader



Task 4.2.2: SUMMARY OF 1993 DISCUSSIONS

DIFFICULT TO DEFINE A GENERAL CLASSIFICATION
SCHME FOR PLANT ACTIVITIES/FUNCTIONS

OSS CAN BE BENEFICAL IN ANY DOMAIN

WORKLOAD, FREQUENCY OF TASK, & IMPORTANCE OF
TASK ARE CRITICAL FACTORS THAT SHAPE THE
USEFULNESS OF OSS

OSS MAY CHANGE TASK STRUCTURE IN FAVOR OF
OPERATOR

THE FOLLOWING ARE RECOMMENDED FOR FUTURE
CRP EFFORT
- ACCUMULATION OF INFORMATION ON EXPERIENCE
- IDENTIFICATION OF TASK ANALYSIS METHODS
- IDENTIFICATION OF ADDITIONAL FACTORS

\N



SELECT DOMAIN & JOB

ANALYSE TASK CHARACTERISTICS DESIGN TASKS

interactive

DETERMINE TYPES OF INTERACTION

CONDUCT DETAILED
DESIGN

Task Analysis^/

V

TYPICAL PROCESS OF OSS DESIGN



TASK ANALYSIS METHODS FOR OSS

TRADITIONAL APPROACHES
- TIME-LINE ANALYSIS
- DECOMPOSITION IN TERMS OF BEHAVIORAL ELEMENTS, etc

ADVANCED APPROACH
- COGNITIVE TASK ANALYSIS
- IEC-964, etc

A NEW APPROACH FOR OSS DESIGN?
- WORKLOAD
-TASK FREQUENCY
- TASK IMPORTANCE
- TYPES OF INTERACTIONS



Vi



TASK CHARACTERISTICS THAT SHAPE THE USEFULNESS
OF OSS

WORKLOAD POLICY
EXPECTED TYPES OF COGNITIVE BEHAVIOR
TASK MULTIPLICITY
TYPES OF INFORMATION PROCESSING
LOAD (VOLUME/TIME)
COMPLEXITY OF MOTOR CONTROL

FREQUENCY * REPEATEDNESS

IMPORTANCE * SAFETY CRITICAL
* AVAILABILITY CRITICAL
* COMPONENTS PROTECTION



TYPES OF INTERACTIONS

POSSIBLE TYPES
- ON-LINE VS. OFF-LINE
- REAL-TIME VS. NON-REAL-TIME
- INSTRUCTIVE VS. INFORMATIONAL*
- FACTUAL VS. INFERENTIAL*

\ j O

INFORMATION PROCESSING
STRATEGIES

ABSTRACT INFORMATIONGENERATION

ESTIMATE OF NON-OBSERVABLE
ARIABLESFACTUAL DATA

PREDICTIVE INFORMATIONCONFIRMATION



OTHER IMPORTANT FACTORS

TECHNICAL LIMITATIONS
- INFORMATION PROCESSING TECHNIQUES
- KNOWLEDGEBASE

CONSISTENCY WITH WORK RULES
- REDUNDANCY
- CONTENTS
- LEVEL OF DETAILS

RELATIONSHIPS WITH EXISTING SYSTEMS
- INTEGRATION
- CONCEPTUAL GAP

Vi



CONCLUSIONS & RECOMMENDATIONS

TASK ANALYSIS METHOD SUITABLE FOR OSS MAY BE
DEVELOPED IN CRP. THE BASIS OF THE TASK
ANALYSIS METHOD IS THE FACTORS IDENTIFIED
AS CRITICAL FOR THE USEFULNESS OF OSS

MORE DETAILED CLASSIFICATION OF INFORMATION
PROCESSING STRATEGIES AND TYPES OF
INTERACTION NEED TO BE DISCUSSED IN TERMS OF
ASSOCIATED WORKLOAD LEVELS

SOME GENERAL GUIDELINES FOR DESIGNING MORE
USEFUL OSS MAY BE SPECIFIED

AS DESIGN GUDELINES OR AS EVALUATION CRITERIA?



SOME EXAMPLES OF SIMULATED OPERATOR/CREW MODELS

CAMEO

CES

COCOM

COSIMO

CREWSIM

MIDAS

SYBORG

MAPI, JAPAN

NRC/WH, USA

Hollnagel, HRA,

JRC-ISPRA, ITA

MIT, USA

NASA, USA

CRIEPI, JAPAN

\K)



ROLE ALLOCATION
SYSTEMS DESIGN

MMI DESIGN

7

TASK DESIGN
TRAINING METHODS

PROBLEMS
INTERACTION

KNOWLEDGE

COGNITIVE
CHARACTERISTICS

PLANT INTERFACE HUMAN MODEL

Ô

EVALUATION OF MAN-MACHINE SYSTEMS
USING SIMULATED HUMAN MODEL



• WE NEED TO LOOK INTO CONTEXT-DRIVEN
INTERACTIONS BETWEEN HUMAN AND SITUATIONS

• SIMULATED HUMAN MODELS ARE A POWERFUL
TOOL THAT ALLOWS US TO DO IT

NEEDS FOR USING SIMULATED HUMAN MODELS



• CAN EXPLAIN UNDERLYING MECHANISMS OF
ERRONEOUS TENDENCIES

• REPEATABILITY AND PARAMETRIC ANALYSIS \r-J

MERITS OF USING SIMULATED HUMAN MODELS



• SOME GENERIC COGNITIVE MECHANISMS NEED
TO BE INCORPORATED

• INTERACTIONS AMONG VARIOUS SETS OF DOMAIN
KNOWLEDGE NEED TO BE SIMULATED

\J4J

TWO IMPORTANT REQUIREMENTS FOR SIMULATED
HUMAN MODELS



PROBLEMS

INTERACTION
MMI
MODEL

DOMAIN-SPECIFIC
PROCEDURAL KNOWLEDGE
DOMAIN-SPECIFIC
DECLARATIVE KNOWLEDGE
GENERIC KNOWLEDGE,
POLICY, ...

•TASK SWITCHING
•RESOURCE ALLOCATION

PLANT INTERFACE CAMEO MMS EVALUATION TOOL

CAMEO MMS EVALUATION TOOL



ATTENTION
RESOURCE
CONTROLLER

f
P&R
MODULE

DECISION
MAKING
MODULE

ACTION
MODULE

LONG-TERM MEMORY

O\

WORKING MEMORY

FUNCTIONAL CONFIGURATION OF CAMEO



DEMAND
(from DM and ACT)

DETERMINE
PRIORITY OF ALLOCATION
& AMOUNT OF RESOURCES
TO BE ALLOCATED

RRIORITY
RESOURCE
(to P&R-A, P&R-V, DM,

ACT, and WM)

GROUP OR INDIVIDUAL
CHARACTERISTICS RESULTS

OF PRECEDING
PROCESSING
(from DM)

ATTENTION RESOURCE CONTROLLER



VISUAL
SIGNALS

RECEIVE
CUE SIGNALS

VISUAL
SIGNALS

COLLECT VISUAL SIGNALS
THAT DM NEEDS

RESOURCES

ипшш

Iltlilfllt

1Ш1Ш1

lilillill

TRIGGER
TASK
SUBJECT
SCORE

P&R-V TASK MODULE



MODULE/TASK MODULE

P&R-A TASK MODULE

P&R-V TASK MODULE

DM MODULE

ACT MODULE

WM

INTERNAL ACTIONS

. FILTER OUT INTRUDING SIGNALS

• FILTER OUT INTRUDING SIGNALS
• CANNOT COLLECT ALL INFORMATION

• SELECT A SIMILAR K-S FILE

• SELECT A SIMILAR ACTION FILE

• REDUCE SCORES

ERRONEOUS TENDENCY

• OMIT CUE AUDITORY SIGNALS

• OMIT CUE VISUAL SIGNALS
• DM USING OLD INFORMATION

• REACH A DIFFERENT CONCLUSION

• IMPLEMENT A DIFFERENT
SET OF ACTIONS

• FORGET SUBJECT(S)

TYPICAL ERRONEOUS TENDENCIES
THAT CAMEO CAN SIMULATE

ON



• COGNITIVE MECHANISMS CANNOT BE VALIDATED
DIRECTLY

• MUST BE ABLE TO EXPLAIN EVERYDAY ERRONEOUS
TENDENCIES

• MUST BE ABLE TO EXPLAIN ERRONEOUS TENDENCIES
OBSERVED IN CRITICAL ABNORMAL SITUATIONS.
(USING CONTROLLED EXPERIMENTS)

—0

VALIDATION OF SIMULATED HUMAN MODELS
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National report by ECN

Projects at ECN related to the IAEA Coordinated Research Program on 'Operator Support System;»
in NPP' concern:

the Accident Management Support project partiaily funded by the European Union;
modification of the IPSO display at the Borssele NPP.

Accident Management Support project

1. Introduction

The ECN research project on Accident Management Support (AMS) systems in nuclear power
plants is partially funded by the third framework programme (1990-1994) of the European Union
(EU). The key issues of the EU nuclear fission safety program concern core degradation, hydrogen,
molten fuei-coolant interaction, reactor pressure vessel, molten corium-concrete interaction, source
term, containment, and accident management support. Harmonization of the safety criteria and
guidelines in the European countries is the main objective.

The European AMS-projectgroup includes participants from industry and research institutes, viz.
ISTec, Ansaldo, NNC, CEA/LETI/DEIN, Siemens/KWU, Framatome and Tractebel. The
participants perform research relating to operator support systems and also contribute to two state
of the art reports on 'Instrumentation and signal validation in accident situations' and on 'Operator
assisting systems for accident management'. These reports and the main results will be presented at
a 3-day conference which is foreseen in Luxembourg in the middle of October 1995.

2. State of the art reports

ECN proposes the following classification for computerized accident management support systems:
A. procedure automation,
B. faster than real time simulation codes, and
C. simple analysis and decision aids.

Procedure automation systems can improve the human performance during normal conditions of
plant operation by reducing the occurrence of procedural conflicts which is the major source of
incidents and human error. Research topics include: (1) human-machine interface, (2) function
allocation, (3) operator acceptance and training, and (4) consistency and completeness of
procedures.

The goal of research on AMS is to include the insights and results of severe accident research
programs into practical guidelines for accident management, by identifying and assessing candidate
accident management strategies. Current research on these strategies show that methods need to be
developed for dealing with uncertainties regarding phenomena, ; ossible adverse effects of operator
actions, instrument error, equipment malfunction and human error.

For predicting key events and phenomena, faster than real time simulation codes based on e.g.
MAAP and MELCOR are being developed. Research topics include: (1) the real time input, (2)
level of detail required for accident management, (3) discrepancy between the course of a severe
accident and the prediction of the code, (4) assessing the effectiveness of alternative AM strategies,
and (5) practical implementation by the utility.
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Another approach to aid the AM is based on the use of simple analysis and decision aids based on
engineering methods. This approach receives recognition by experts in this field since the methods
can be practically implemented in the technical support center of a nuclear power plant. Research
topics include: (1) identification of the current plant state, (2) selection process of alternative AM
strategies, (3) calculation of key plant parameters, (4) assessment of possible adverse effects,
(5) evaluation of the effectiveness of the applied strategy.

3. Program for Accident and Incident Management Support (AIMS)

The AIMS program is a prototype of an advisory computer program which can be used in
monitoring and analyzing an ongoing accident in a nuclear power plant. The program focuses on
processing a set of data that is to be transmitted from a nuclear power plant to a national or
regional emergency center during an incident. In the program the signals of the Emergency
Response Data System (ERDS), as defined by the USNRC, are being processed.

The AIMS program assesses the reactor conditions by processing the measured plant parameters.
The applied model of the NPP contains a level of complexity that is comparable with the
simplified plant model the operator uses (operator cognitive model). A standardized decay heat
function and a steam water property library is used in the integral balance equations for mass and
energy.

A simulation of a station blackout of the Borssele NPP is used to test the program. The program
predicts succesively: (1) the time to dryout of the steam generators, (2) the time to saturation of the
primary system, and (3) the onset of core uncovery. The reactor coolant system with the actual
water levels will be displayed on the screen.

4. Program for Containment and Release Management (C&RM)

This ECN project concerns the development of a computational aid for the staff of Technical
Support Centers. The project focuses on containment and release management strategies under
severe accident conditions. The computational aid is to provide supplementary information during
(possibly late) accident stages, where information from instrumentation has become degraded or
unavailable. This project extends the recently developed Accident and Incident Management
Support (AIMS) program, which is able to predict the critical accident milestones concerning the
reactor coolant system for a station blackout, viz. the time of steam generator dryout, primary
system saturation and core uncovery.
Based on analysis of information needs during severe accidents the Computational Aid will assist
in the following steps:
1) diagnose the plant condition;
2) assess available resources, i.e. equipment status and availability;
3) select feasible strategies;
4) calculate the timing of critical milestones;
5) predict the effect of actions (with conservative and best estimate models);
6) indicate possible adverse effects;
7) feedback on the effectiveness of actions.

The computational aid will be developed for demonstration purposes and will address - to the
extent possible - generic systems for PWR applications. The Borssele NPP will be used if plant
specific data would be required. Especially the containment event trees of the probabilistic safety
assessment will be used to assure that all identified process conditions will be addressed.
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In discussing this system with the Borssele NPP, the utility identified the lack of a severe accident
management handbook, designed according to good human factors principles.

5. Future focus of the EU research program

The reactor safety research in the fourth framework program of the EU (1995-1998) is centered
around four severe accident issues viz.: (1) In-vessel core degradation and coolability, (2) Ex-
vessel corium behaviour and coolability, (3) Containment performance and energetic threats, and
(4) Source term.
The results of this research will benefit both the design of new NPP and the operation of existing
NPP.

Since before the turn of the century orders for new nuclear power plants are not to be expected in
the European Union, the near term goal of the safety research - according to ECN -should focus on
improving the operation of existing NPP. Improving the effectiveness of accident management can
be achieved by AMS research which translates the findings of safety research inio practical tools
and guidelines for plant operating personnel. These activities could provide the basis for
harmonizing accident management guidelines.

ECN proposed the following project for this future research program:
Preventive and mitigative accident management support in which the results of the reactor
safety research projects will be used to improve upon the AM strategies applied or
proposed in European countries. The AM strategies include in-vessel, ex-vessel and
containment strategies.

This research could be carried out as a benchmark exercise for a limited number of representative
scenarios calculated on a European facility (e.g. the ATLAS facility). A tentative list of scenarios
are steam generator tube rupture and a station blackout sequence both with and without core melt.
Topics to be investigated by the partners include: information needs, applicable procedures and
strategies based on national approach, to what extent severe accident research contribute to the
decisions of the operator. Special attention will be given to the uncertainties in information and
knowledge.
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Modification of the IPSO display at the Borssele NPP

The control room of the Borssele NPP will be completely reinstalled. The control room has
basically been redesigned by the operators given the boundary conditions by human factors
specialists and Siemens. The Integrated Plant Status Overview (EPSO) display (build in 1987) will
be replaced by an IPSO display that is realized with LCD back panel projection. The main reason
to replace the IPSO display was that the replica simulator is to be equipped with an identical IPSO
display. Copying the hardwired IPSO appeared to be more expensive than two identical LCD
projection displays.

As opposed to the hardwired IPSO display, the LCD projection IPSO display is more flexible and
does support the following functions:

including the parameter values inside the display,
changing the content of the IPSO display for various plant operating states, i.e. refuelling
or start-up or shutdown,
informing the operator on the IPSO display which function restoration procedure apply in
case the critical function monitoring system detects an abnormal condition.

An IPSO layout have been proposed with the parameter values displayed next to the system
presentation. The modified IPSO display for different plant operating states or during upset
conditions will be assessed based on human factors insights.
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