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Failure analysis is a critical element in the integrated circuit manufacturing industry. This paper reviews the changing role of 
failure analysis and describes major techniques employed in the industry today. Several advanced failure analysis techniques that 
meet the challenges imposed by advancements in integrated circuit technology are described and their applications are discussed. 
Future trends in failure analysis needed to keep pace with the continuing advancements in integrated circuit technology are 
anticipated. 

INTRODUCTION 

Integrated circuit technology has advanced rapidly as 
design and manufacturing approaches have become more 
sophisticated. This paper explores the challenges for IC 
(integrated circuit) failure analysis in the environment of 
present and future silicon IC technology trends. Each of 
these trends has a significant impact on FA (failure 
analysis). 

Some trends necessitate evolutionary changes in FA 
apparatus, which generally increase the cost of the 
equipment and the required lab space. Larger wafer sizes 
require larger wafer stages in probe stations and 
microscopes and larger vacuum chambers and load locks 
in SEMs (scanning electron microscopes) and other 
equipment employing a vacuum. Increased I/O 
(input/output) pin counts and higher operational 
frequencies dictate the use of higher performance 
electrical test equipment and redesign of the electrical 
interconnection scheme between the tester and the FA 
apparatus (1). 

However, many of these IC technology trends 
necessitate revolutionary advances in FA technology. For 
example, the implementation of additional interconnection 
levels, power distribution planes, or flip chip packaging 
may completely &minaw d emplclying 
visible light optical FA techniques without destructive 
deprocessing. New paradigms for FA are needed to 
overcome these limitations. 

FA has long been employed in the semiconductor 
industry. The process of performing FA involves verifying 
that there is a failure, characterizing the failure, verifying 
that the symptoms of the failure are consistent with the 
initial observation of the failure, determining the root 

cause of the failure, suggesting corrective action, and 
documenting the results of the analysis (2). FA has 
traditionally been a “postmortem” activity used only when 
devices failed final testing or failed in the field. There 
was usually no extreme urgency and the results were often 
not fed back to the production line for corrective action. 
The physical location of the FA laboratory was often 
remote from the fabrication facility. There was little 
interaction between the FA staff and the design, process, 
device physics, reliability, test, and product engineering 
staffs. As a result, the value added from FA activities was 
often not significant and many manufacturers invested 
only at a token level in FA facilities and personnel. 

However, as the semiconductor industry matured 
there has been constantly increasing emphasis on yield, 
quality, and reliability of the products. The technology 
and process complexity of today’s ICs demand that testing 
to monitor yield, performance, and reliability be 
performed during the manufacturing process. The results 
must be immediately fed back for corrective action. In 
this environment, traditional FA activities are finding an 
expanded role: manufacturing or “process” FA (3). 

Manufacturing FA redefines what, how, and where 
FA is performed. Manufacturing FA includes identi- 
fication of yield limiters such as microcontamination, 
defects, process equipment damage, technology 
shortcomings, and design errors. Analysis may be of 
failures or may consist of charting parameter drifts. 
Unpatterned test wafers, short loop monitor wafers, test 
circuits on completely processed wafers, and completed 
integrated circuits are all candidates for analysis. Because 
many ICs are now extremely complex, it may not be cost 
effective to perform manufacturing FA on them. In that 
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case, the suite of test vehicles must dependably predict 
effects that will be manifested in the IC. 

Because rapid feedback of results is essential, 
manufacturing FA activities are performed at the wafer 
level and are preferably nondestructive. FA laboratories 
are being located adjacent to or on the manufacturing 
floor to improve turnaround time and communication. 
Also, FA engineers are teaming with their counterparts in 
design, process, device physics, reliability, test, and 
product engineering. Manufacturing FA is a high value 
added activity, and increased investment in FA equipment 
and personnel provides a large return. The synergy 
between manufacturing and traditional FA 
correspondingly results in improved capability for 
traditional FA. 

CHALLENGES FOR FAILURE ANALYSIS 

The following trends have developed for the past 
several generations of IC technology and are expected to 
continue for at least the next several generations, although 
the rate of change may slow in some cases. 

larger wafer sizes 
larger die sizes 
smaller feature sizes 
higher integration levels 
additional interconnection levels 
power distribution planes 
completely planarized surfaces 
mixed analog and digital circuitry 
increased operational frequencies 
reduced operating voltages 
increased UO pin counts 

There have also been trends toward higher density 
packaging technologies for ICs including: 

smaller package profiles 
flip chip 
MCM (multichip modules) 

This paper reviews developments in FA techniques 
that help meet the challenges presented by IC technology 
and packaging technology advancements. The focus is on 
defect localization and root cause analysis using 
techniques based primarily on the electrical behavior of 
devices and defects. Analyses which involve detailed 
materials characterization using physical, chemical, and 
optical techniques are not discussed here since they are 
reviewed thoroughly in other papers in this workshop. 
The discussions are restricted to silicon IC technology, but 
the applicability of the FA techniques extend to other 
semiconductor technologies. 

FAILURE ANALYSIS TECHNIQUES 
TO MEET THE CHALLENGES 

Electrical Testing 

Larger IC die sizes and higher integration levels have 
made FA impossible using purely physical techniques. 
There is simply too much silicon circuitry to analyze. 
Even for test circuits and short loop monitors, it is not cost 
effective to apply only physical analysis techniques. 
Therefore, FA techniques based on electrical signatures 
are becoming the preferred approach. Electrical test 
equipment for FA ranges from relatively simple bench 
instruments to sophisticated digital and analog test 
equipment. The complexity of parametric and digital 
instrumentation needed for FA is determined primarily by 
the requirement to stimulate the device sufficiently to 
observe and characterize the failure condition. 
Technology trends having a significant impact on test 
technology are mixed analog and digital circuitry, 
increased operational frequencies, lower operating 
voltages, and increased UO pin counts. 

Traditional FA relied primarily on electrical testing at 
the device pins using curve tracer type instruments. More 
recently, digital and analog test equipment similar to that 
used in IC test laboratories has been employed. 

The new paradigm for FA based on electrical testing 
is increasing reliance on software fault isolation and 
testing-based diagnostic approaches. These may be 
employed by testing only at the IC I/Os or by using a 
combination of I/O and internal probing techniques. This 
new paradigm can be based on digital techniques such as 
logic backtracing, on parametric techniques such as IDW 
testing, or on a combination of these approaches. 

Parametric techniques are emerging for CMOS IC 
diagnosis. These include methods that take advantage of 
the global circuit aspects of the power supply current. 
IDDQ (Issa) testing measures the current of the VDD (Vss) 
power supply in the quiescent logic condition (the stable 
condition between logic state transitions). In addition to 
increased defect and fault coverage, I,,? testing enables 
rapid identification and physical localization of many 
design, layout, and fabrication problems (i.e., processing 
problems of a non-defect nature, such as excessive lateral 
diffusion) (4). Software tools have been written that relate 
Im, zest vectors to logic fault and physical defect 
localization (5,6). 

Powerful techniques based on the application of 
internal IC probing using electron beam, optical beam, 
and force probe techniques combined with electrical 
testing at the IC pins are enabling dramatic improvements 
in rapid defect localization. In many cases the level of 
integration of the IC is not an important factor in quickly 



isolating the defect. These techniques will be discussed 
later in this paper. 

Design for FA and Defect Diagnosis 

As IC complexity evolved, it reached the point where 
it became imperative for circuit designers to consider 
testability early in the product concept stages. This 
occurred because of the high cost of inadequately testing 
the IC, including the risk of missing critical time to market 
deadlines and ultimately failure to manufacture the 
product. It was found that the test cost could be reduced 
only by bringing together the design and test activities. 
Design for testability is now an established practice, a 
successful example of concurrent engineering. Continued 
advances in complexity and reduction in the IC 
manufacturing cycle time now make design for FA an 
equally critical process. Work teams that include design, 
test, and FA personnel must be formed early to assure that 
ICs can be successfully diagnosed quickly and efficiently. 
Approaches to designing for FA include moving away 
from models, such as the stuck-at fault, that are abstract 
representations of defects towards defect classes that 
inherently link to the circuit architecture (7). Test pattern 
generation or selection approaches based on more realistic 
models provide the capability to map from failing test 
vectors to physical structures based on netlist and layout 
information. 

Benefits from incorporating design for FA occur 
immediately, resulting in the ability to detect design 
problems during simulation and test pattern generation, 
analysis of first production wafer lots, as well as 
throughout the product life cycle. Designing for FA adds 
value to the manufacturing process in a variety of ways. 
A fundamental purpose is to enable real time diagnosis 
during production testing of wafers. The ability to rank 
order the occurrence of "killer" defects, by type and 
location, with minimal or no impact on production 
throughput is a vital outcome. This provides the 
information needed to immediately evaluate and 
implement corrective action in IC fabrication. Closing the 
loop with this critical information is the best approach for 
product yield enhancement that cannot be achieved with 
in-line test structures and monitors. 

Approaches to des involve diagnostic 
software and IC design are issues include 
moving away from models, such as the stuck-at fault, that 
are abstract representations with no relationship to the 
physical layout to defect models or classes that inherently 
link to the circuit architecture (8). Test pattern generation 
or selection approaches based on more realistic models 
provide the capability to map from failing test vectors to 
physical structures, based on netlist and layout 

information. Merging defect classes with improved 
algorithms for fault dictionaries created during simulation 
is necessary for diagnosis (9). IC design for FA concepts 
include extension of techniques that improve 
controllability and observability, such as partitioning and 
on-chip self test circuitry. 

Linking to CAD Databases 

Larger die, higher integration levels, completely 
planarized surfaces, additional interconnection levels, and 
power distribution planes all create navigation difficulties 
while performing FA. CAD navigation software is 
available for a number of FA tools (10). This software 
links layout and schematic information from the CAD 
database with images and internal probe data from the FA 
tools. Linkage assists in positioning probes at the point of 
interest and correlates the defect site to its physical and 
electrical location. CAD navigation soft-ware is typically 
provided on electron beam probe systems and can be 
installed on focused ion beam systems and other FA 
apparatus. However, full integration throughout the FA 
laboratory is uncommon. Further utilization of the CAD 
database, such as providing cross-sectional diagrams of 
any point on the IC, will greatly assist the failure analyst. 
Ultimately, networking of all the FA tools in the 
laboratory and linking with the design and test databases 
will be required for effective FA. 

Optical Microscopy 

Optical microscopy is a method for direct, non- 
destructive examination of topographical features on ICs. 
Optical microscopy techniques can locate many physical 
defects and have been a mainstay in FA. However, 
smaller feature sizes are pushing optical microscopy 
towards its resolution limit, around 0.2 - 0.3 pm using 
visible light. Larger die sizes require mosaicked digitized 
images to evaluate regions of interest. Other technology 
trends that have a large impact on optical microscopy 
include additional interconnection levels, power 
distribution planes, and flip chip packaging. Obviously, 
an optical image from the top of an IC reveals few 
features deep in the structure if there are many 
interconnection levels and power distribution planes 
which obscure a large percentage of the IC surface. 
Observation of the active regions of the IC is not possible 
without deprocessing under these conditions. A flip chip 
packaged IC will present the die backside for 
examination. Unless deprocessing is employed, 
observation with visible light will provide no information. 
These technology limitations have much less impact on 
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optical microscopy for test wafers and short loop 
monitors. 

IR (infrared) microscopy capitalizes on the 
transparency of semiconductor materials to infrared light, 
allowing imaging through the semiconductor substrate. 
Lightly doped silicon is quite transparent for wavelengths 
beyond 1000 nm, and heavily doped silicon has sufficient 
transparency to allow IR microscopy for wavelengths in 
the range from about 1000 - 1400 nm. Images of the 
active regions of an IC can be obtained using reflected IR 
microscopy from the back of the die (usually after 
appropriate surface preparation such as metal removal and 
mechanical polishing). This circumvents problems caused 
by additional interconnection levels, power distribution 
planes, and flip chip packaging. The major drawback to 
IR microscopy is limited spatial resolution, typically no 
better than 1.0 pm. The loss of resolution compared to 
visible light microscopy is due to the longer wavelength of 
the IR light and scattering at the back surface of the IC. 
Lack of resolution may limit the usefulness of IR 
microscopy for imaging submicron technologies. 

Scanning Optical Microscopy 

The SOM (scanning optical microscope) provides 
several advantages over standard optical microscopy. The 
SOM uses a laser as a source of monochromatic light and 
forms a pixel by pixel image in several imaging modes 
that provide a wide variety of information about the IC 
(1 1). The confocal mode yields image resolution, 
contrast, and depth of focus that are improved over 
conventional optical microscopy. “Optical sectioning” in 
the confocal mode permits observation of discrete planes 
in the IC without blurring by structures above and below 
the plane of interest. Surface topography mapping is also 
possible in the confocal mode. The extended focus mode 
provides an apparent large depth of focus by scanning the 
sample in the z axis for each x-y position and then 
summing the signals for each pixel of the image. 

The use of an IR laser extends the usefulness of the 
SOM by permitting observation of ICs through the 
substrate, as discussed in the preceding section. IR SOM 
images typically have higher resolution (about 0.6 pm) 
than normal IR microscopy images since the laser is 
monochromatic and the wavelength can be selected very 
near the silicon optical absorption edge at 1000 nm. Also, 
the surface roughness of the back of the IC die has muah 
less effect than in conventional IR microscopy. 

Light Emission Microscopy 

Light emission microscopy analysis is often the 
primary tool for localizing many types of common 

defects, such as gate oxide shorts and degraded pn 
junctions, and for identifying MOS transistors in 
saturation due to interconnection shorts and open circuit 
defects (12). This is the first FA technique discussed in 
this paper that combines electrical stimulation of the IC 
with other types of “internal probes”. Light emitting 
regions of biased ICs are imaged using CCD (charge 
coupled device) cameras with “night vision” image 
intensifiers or slow scan CCD cameras. The technique is 
fast, permitting localization of light emitting defects on an 
IC at low magnification, and is nondestructive. It can be 
performed using static or dynamic IC operating 
conditions. Because the emitted photons have energies in 
both the visible and near IR wavelengths, the light 
emission can be observed from the backside of the die, 
circumventing optical obscuration caused by additional 
interconnection levels, power distribution planes, and flip 
chip packaging. Light emission microscopy is a valuable 
FA technique for localizing defects on large die with small 
feature sizes and high integration levels. 

Photon generation results from hot carrier production 
and subsequent energy release (12,13). Transistor 
saturation, oxide leakage, and junction leakage are 
common hot carrier mechanisms. CMOS IC transistors 
are in saturation briefly during normal operation when 
their gate bias switches during logic changes. The time 
that transistors are in saturation can be increased greatly 
by design errors or defects such as interconnection open 
and short circuits. Fig. 1 shows a low magnification light 
emission image of a 1.25 pm feature size, two level metal, 
32 bit microprocessor with four gate oxide shorts 
(highlighted by the four white boxes). 

FIGURE 1. Low magnification light emission microscopy 
image showing four gate oxide shorts (bright areas in the four 
boxes) in a 32 bit microprocessor. 



Scanning Electron Microscopy 

As IC feature sizes decrease and defects of smaller 
size become more important, imaging techniques with 
higher resolution than optical microscopy are required. 
Secondary electron imaging in a SEM generates a high 
resolution (around 5 nm), large depth of field image that 
depicts the surface topography of an IC and locates 
physical defects that are too small or difficult to image 
with optical microscopy. Cross-sections through IC 
structures are usually imaged in the SEM. Sample 
charging from absorbed electrons reduces spatial 
resolution on dielectric surfaces and can be eliminated by 
coating the sample with a thin conductive film or by 
careful selection of the primary electron beam energy. 
Electron irradiation at beam energies above a few keV can 
damage an IC, causing effects such as threshold voltage 
shifts in MOS transistors. 

FESEMs (field emission SEMs) produce electrons by 
emission from a sharp tip with a high applied electric field 
rather than from a heated filament. FESEMs have 
superior spatial resolution at low beam energies, allowing 
nondestructive imaging of in-process wafers and high 
resolution imaging of insulating layers without the need 
for conductive films. The change in secondary electron 
emission with material is also pronounced at low beam 
energies, so different layers in a cross-section can be 
identified in a FESEM without using special wet or dry 
etches to produce topology differences. The resolution of 
FESEMs used for IC work is about 2 nm at high beam 
energies and about 5 nm at low beam energies, as 
compared to about 100 nm for conventional SEMs at low 
beam energies. 

Although secondary electron imaging in the SEM will 
not have difficulty resolving features the size of future 
lateral IC dimensions, the increasing use of planarization 
techniques negates the effectiveness of SEM imaging. 
Unless deprocessing approaches are employed, the images 
of planar surfaces will provide little information. The 
vertical dimensions which must be imaged in cross- 
sections have already decreased to near the FESEM 
resolution limits, and defects that can cause failure may be 
much smaller. Detailed root cause analysis may require 
the use of a TEM (transmission electron microscope) or 
an AFM (atomic force microscope). 

Voltage Contrast Techniques 

The family of electron beam VC (voltage contrast) 
techniques have an important role in FA since they 
provide a nondestructive method for observing internal IC 
operation and the electrical effects of defects. These 
techniques encompass the most commonly employed ways 

to combine electrical stimulation of an IC with internal 
probing. The resolution of voltage contrast techniques is 
about the same as the SE image resolution of the e-beam 
instrument employed. 

The basic VC technique creates an image in which 
the contrast is largely determined by the voltages on IC 
interconnections (14). By analyzing the variations in 
brightness, the logic levels of a digital IC can be 
determined and the voltage on internal test nodes can be 
measured. VC imaging takes advantage of differing 
secondary electron emission efficiencies with applied bias 
on an IC. Basically, conductors at ground potential will 
be bright in the image and conductors at a positive 
potential will be dark. In order for the basic VC technique 
to work, the conductors of interest must be depassivated 
and only the topmost metallization layer can be imaged. 
Such images present a qualitative view of the voltages on 
an IC and are effective only at dc or very low frequencies. 

The CCVC (capacitive coupling voltage contrast) 
technique enables nondestructive imaging of dynamic 
voltages beneath passivation layers with negligible 
electron beam effect on the IC (14). CCVC uses the 
passivation layer as a discharging capacitor to generate a 
dynamic image of changing subsurface voltages. A low 
primary beam energy of around 1 keV is used. CCVC 
imaging for qualitative voltage information is performed 
at fast electron beam scan rates to increase the time 
resolution of the dynamic signal. Since the voltages on 
conductors are imaged on the top of the passivation, lower 
metallization levels may be analyzed if they are not 
covered by other metal layers. However, for deeper layers 
the voltage resolution is lower and the interference from 
the voltages of nearby conductors is more problematic. 

By merging information available from CCVC 
imaging and IDW testing, images can be produced that 
show the logic state responsible for high or anomalous 
IDq (15). This can be a very effective technique to 
quickly localize a defect in a complex IC, since a limited 
number of stimulus vectors need to be applied. 

The VC and CCVC techniques are primarily 
employed for voltage waveform measurements on internal 
IC conductors. The importance of these techniques for 
FA can be measured by the prevalence of commercial 
electron beam test systems (10) in FA laboratories around 
the world. Quantitative voltage measurements are enabled 
by employing an energy spectrometer to measure the 
energy spectrum of the emitted secondary electrons. 
Voltage waveforms on internal IC conductors are obtained 
by using a pulsed electron beam and stroboscopically 
sampling a repetitive waveform. These systems can 
acquire waveforms with voltage and timing resolutions of 
around 10 mV and 10 ps, respectively. Advanced 
electron beam test systems provide integration of CAD 
databases and permit comparison of control and failing 
devices through image processing. Software tools are 



available that reduce the time to locate and analyze logical 
faults through an automated backtracing approach (1 6). 

All these VC-based FA techniques are impacted by 
the following IC technology trends: larger die sizes, 
smaller feature sizes, higher integration levels, additional 
interconnection levels, power distribution planes, lower 
operating voltages, and flip chip packaging. Evolutionary 
improvements in electron beam test equipment will 
continue, providing better voltage, timing, and spatial 
resolution as well as more powerful software control. 
However, there are fundamental limitations imposed by 
advances in IC technology that must be addressed in order 
for VC to remain useful. 

Obviously, the equipment for VC analysis must 
provide a method for making electrical connection to the 
IC under test inside a vacuum chamber. This problem is 
not trivial for packaged ICs and is quite challenging for 
high VO pin count die. Perhaps the most difficult 
challenge is the increasing number of interconnection 
levels and the use of the upper metallization level or levels 
as power planes. Effective application of VC analysis on 
fully processed ICs without deprocessing will be 
ineffective. Solutions to this problem include designed-in 
internal test points on the topmost metallization layer and 
the use of a focused ion beam system (to be discussed 
later) to create probe pads at the point of interest. If 
anisotropic depassivation procedures are used, lower 
layers may be analyzed as long as they are not covered by 
higher level conductors. However, the decreasing feature 
size trend also means that there is more interference in the 
VC measurements from adjacent conductors. Since 
manufacturing FA is moving away from deprocessing 
approaches, it appears that a design for FA philosophy 
will be necessary in order to maintain the utility of VC. 

Charge-Induced Voltage Alteration and 
Light-Induced Voltage Alteration Imaging 

CIVA (Charge-Induced Voltage Alteration) (17) and 
LIVA (Light-Induced Voltage Alteration) (IS) are 
techniques which provide a fast, simple method for 
locating open conductor, contact, via, and junction 
defects, which are increasingly important reliability 
problems for complex circuits. Open circuit failures 
traditionally have been very W k d t  to localize in 
complex ICs since the failure signature is not obvious. 
CIVA and LIVA simplify localization of these defects on 
an entire IC in a single image. Both techniques employ 
the same electrical approach but use different probes. 
CIVA employs an electron beam while LIVA uses a 
photon beam. CIVA analysis may be performed on upper 
and lower level conductors in multilevel interconnection 

ICs, and LNA may be performed from the front or back 
of the IC die. 

A CIVA image is generated by monitoring the 
voltage shifts in a constant current power supply 
providing power to an IC as an electron beam is scanned 
over its surface. When electrons are injected into an 
electrically floating conductor, the voltage of the 
conductor becomes more negative. This abrupt change in 
voltage on the floating conductor generates a shift in the 
voltage demand of the constant current source supplying 
bias to the IC. The shifts observed in the power supply 
voltage, even for open circuits with significant tunneling 
current, are relatively large and produce images in which 
the contrast is dominated by the open conductors (17). 
Figure 2 shows an example of low magnification CIVA 
imaging of a 1 pm feature size, passivated, two-level 
metal gate array with an open metal conductor. The 
CIVA image (bright white lines) of the conductor network 
that is open circuited is superimposed on a secondary 
electron image. CIVA analysis may be performed through 
multiple layers of dielectrics and metals by increasing the 
electron energy, but care must be exercised to avoid 
irradiation damage to the IC. 

FIGURE 2. Low magnification CIVA image of an open 
conductor network (bright white) superimposed on a SEM 
image of a gate array IC. 

CIVA may be performed nondestructively on 
passivated ICs using low electron beam energies. This 
technique is called LECIVA (low energy CIVA) (19). 
The LECIVA signal is produced by changing bound 
charges induced at the conductor-dielectric interface 
which induce voltage pulses on the conductor. Figure 3 
shows a low magnification LECIVA image of the 
conductor network connected to an open level one to level 
two via on a 0.8 pm feature size, three-level-metal 



microprocessor. Application of LECIVA is subject to the 
same limitations that apply i n  CCVC, since lower 
metallization levels may be analyzed only if they are not 
covered by other metal layers. 

I 

FIGURE 3. Low magnification LECIVA image of conductors 
connected to an open via (bright area in box) superimposed on a 
SEM image of a microprocessor. 

LIVA is a recently developed technique that uses a 
SOM to quickly localize either defective junctions or 
biased junctions that are electrically connected to defects 
such as open circuits ( 1  8). LIVA can also identify the 
logic states of transistors with much greater sensitivity 
than other optical techniques. LIVA analysis is performed 
from the front of an IC die using a visible laser or from 
the back of the die using an infrared laser. LIVA images 
are produced by monitoring the changes in the constant 
current power supply voltage as the SOM beam scans 
across the IC. Voltage changes occur when the 
recombination current increases or decreases the operating 
voltage of the IC. Figure 4(a) shows a backside IR SOM 
image of an UO port region of a I .25 pm feature size- two 
level metal microcontroller. and Figure 4(b) shows the 
backside LIVA logic state image when the port is in  the 
’* 1 ” state. The dark contrast areas indicate p-channel 
transistors that are “off’; the “fuzzyness” of the image 
results fr0.m the diffusion length of the optically generated 
electrons and holes. N a & w t  the transistors in  the image 
are completely covered try level two metal, so no front 
side imaging or logic state analysis is possible. 

The capability to rapidly locate defects in complex 
ICs make CIVA and LIVA extremely effective for FA of 
technologies with high integration levels. completely 
planarized surfaces, dense interconnection layers, or flip 
chip packaging. 

a 

FIGURE 4(a). Backside IR SOM image of an I/O port on a 
microcontroller. 

FIGURE 4(b). Backside LIVA logic state image of the I/O port 
shown in Figure 4(a). 

Scanning Probe Microscopy 

SPM (scanning probe microscopy) is a rapidly 
growing field that is just beginning to have an impact in 
the FA of ICs. Samples are imaged in an SPM by 
scanning a sharp probe tip in close proximity to the 
sample surface and detecting the interactions between the 
tip and the sample. Scanning probe instruments provide 
an entirely new capability for topographical imaging and 
analysis of submicron structures, extending spatial 
resolution well beyond the limits of optical tools. 

AFM (atomic force microscopy) provides a 
topographical map of a sample with atomic resolution 
(20). Variations of the AFM technique have been used to 



perform precise potentlometry, measure internal currents 
on ICs, and map thermal gradients. The AFM may be 
operated in contact or non-contact modes. In the contact 
mode AFM (also known as repulsive mode): the tip is 
brought close enough to the surface that there is a 
repulsive interaction between the atoms in the tip and in 
the surface. Contact mode AFM has recently been used to 
image IC cross-sections of polished samples with nm 
resolution, considerably better than that obtained with 
optical or SEM (21 ). 

In non-contact mode AFM (also known as attractive 
mode), the tip is moved 10 to 100 nm away from the 
sample surface. At this distance, longer range 
interactions, such as Van der Waals, electric, or magnetic 
forces may be used to modulate image contrast. Some 
spatial resolution is lost in this mode because the tip is at a 
greater distance from the sample surface. CFM (charge 
force microscopy j can be used to perform potentiometry 
within ICs with submillivolt sensitivity, and has also been 
used to develop an AFM-based voltage contrast technique 
for measuring voltage waveforms up to 20 GHz (22). 
MFM (magnetic force microscopy) uses a magnetized tip 
to detect magnetic field gradients. MFM/CCI (MFM 
current contrast imaging) can be used to analyze internal 
IC currents with a sensitivity of - 1 mA dc and - 1  pA ac 
(23). The combination of CFM and MFM in a single 
instrument may enable simultaneous measurement of 
internal IC voltages and currents. These techniques will 
experience technological limitations similar to those 
discussed for voltage contrast analysis, except that MFM 
should be capable of detecting currents on conductors 
located beneath other conductors. 

Figure 5(aj shows an optical micrograph of two metal 
interconnections on a test structure; the white box 
indicates the area scanned for the MFM/CCI image shown 
in Figure 5(b). A 10 PA ac square wave is applied to the 
right interconnection and its phase is shifted halfway 
through the top-to-bottom scan. The contrast in Figure 
5(b), which indicates the magnetic force applied to the 
MFM tip, reverses when the phase shift occurs. The left 
interconnection is not electrically driven and is imaged 
due to Van der Waals forces. 

Thermal Imaging Analysis 

Thermal imaging techniques are helpful i n  defect 
localization when there are no obvious detectahle 
symptoms such as light emission or CIVALIVA signals. 
For example, a metal to metal short may behave i n  this 
manner. Thermal imaging techniques rely on detecting a 
defect on an operating IC through a local temperature 
increase caused by increased power dissipation These 
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FIGURE 5(a). Optical micrograph of two interconnections on 
a test structure; the white box is the area scanned for MFMKCI. 

FIGURE 5(b). MFMKCI image of the two conductors in 
Figure 5(a) showing contrast from a 10 pA square wave current 
in the right conductor. 

techniques are nondestructive and are generally unaffected 
by feature size, integration level, number of 
interconnection levels, and planarization. However, 
thermal conductivity causes a somewhat diffuse "hot spot" 
and the spatial resolution of the imaging system may not 
be the limiting factor in defect localization. 

Infrared thermography provides a temperature map of 
the IC surface. A system consists of an IR microscope 
with computer aided emissivity correction. The spatial 
resolution is relatively poor, ranging from about 4 to 20 
pm (depending on the IR detector employed) while 
temperature resolution is quite good (0.025 to 0.1 "C) 
(24). 



Liquid crystal techniques are commonly used for "hot 
spot" detection (25). A thin film of liquid crystal material 
with a phase transition temperature just above the IC 
ambient temperature is applied on the IC surface and 
observed with polarized light. A phase transition is 
observed at the "hot spot". The spatial resolution (several 
pm) and temperature resolution (about 0.1 "C) of this 
technique are low, and there is no temperature mapping 
capability. After thermal analysis, the thin surface film 
may be easily removed. 

FMI (fluorescent microthermographic imaging) uses 
the temperature dependent fluorescence quantum yield of 
a rare earth chelate to provide a direct, quantitative 
conversion of surface temperature into detectable photons 
(26). A thin film containing the rare earth chelate is 
applied to the IC surface. The surface temperature of the 
IC is determined by imaging the intensity of the visible 
light fluorescence from the film when it is pumped with an 
ultraviolet light source. The spatial resolution of this 
technique is diffraction limited to 0.3 pm and the 
temperature resolution is hardware limited to about 0.01 
"C. As with liquid crystals, the thin film is easily removed 
after analysis. 

Focused Ion Beam Techniques 

The capabilities of FIB (focused ion beam) systems 
are rapidly becoming critical for FA of submicron 
technology ICs. FIB systems use a focused beam of Ga+ 
ions for imaging, milling, and deposition of metals and 
dielectrics (27,28). No other tools provide these 
capabilities with such precise control. FIB manufacturers 
offer optional CAD navigation, which provides a 
convenient operator interface for complex ICs. 

Ion beam imaging provides both atomic number and 
ion channeling contrast (29). Atomic number contrast 
enables identification of metal, dielectric, and passivation 
layers Ion-channeling contrast occurs because of the 
differences in grain orientation with respect to the ion 
beam and is useful in determining grain size and structure. 

FIB system ion milling produces in-situ cross sections 
with a high degree of spatial control, providing an 
effective approach for analyzing the root cause of a 
failure. This provides a great advantage over 
conventional rnecbica l  cms-mtioning -of ICs because 
the location and depth a f  the cut can be accurately 
specified (within about 0.2 pm) and damage to the IC can 
be controlled. 

FIB systems may be used to mill through upper layers 
to expose underlying conductors for mechanical or 
electron beam probing, emission microscopy, or LIVA 
analysis. They also can be used to cut metallization and 
polysilicon lines to isolate interconnections and devices. 

The location of cuts can be controlled very accurately, and 
the cuts are cleaner than those made by mechanical or 
laser techniques. 

FIB systems also can be used to precisely deposit 
conductors (tungsten or platinum) and dielectric (Si02) 
deposition is under development. This capability enables 
local modifications in the electrical interconnections of 
the IC, or the deposition of additional contact areas that 
can be used to probe circuit functions and measure 
voltages on functioning ICs (30). Design changes can 
often be made in less than an hour, avoiding the cost and 
delay of a new mask set and wafer lot. If electrical 
feedthroughs are provided into the FIB chamber, electrical 
measurements and voltage contrast imaging may be used 
for in-situ monitoring of the device modification. 
Additional FIB system capabilities being developed 
include in-situ SIMS for precision elemental analysis, gas 
assisted etching for enhanced material removal and 
decorative etching, and dual iodelectron beam columns 
for in-situ high resolution SEM imaging and energy 
dispersive x-ray analysis. 

Failure Analysis Databases 
and Expert Systems 

FA is a multidisciplinary activity. The effective 
failure analyst must understand circuit design, IC 
architecture, semiconductor device physics, IC processing, 
and IC testing. This broad set of skills takes years to 
acquire, perhaps through rotational assignments in 
different departments of a company, while constant 
advances in technology further complicate the process. 
Analyst training is usually accomplished on the job and 
through conference attendance, since few universities 
provide applicable laboratory experience. There are 
several short courses and seminars that provide useful 
general information, but the depth of coverage may be 
insufficient to provide immediate help back at the 
workplace. FA books also have broad applicability, but 
rapidly become dated as technology advances. 

A new paradigm for training failure analysts is the use 
of failure analysis databases, hypertext help systems, and 
expert systems. These software products also add value 
by preserving the knowledge of experienced failure 
analysts, which is usually lost through retirement or job 
change. A large "smart database" has been described that 
uses all of a company's FA records to provide a prediction 
of the failure mechanism and a proposed FA course of 
action (31). Interactive FA expert systems and an 
associated hypertext help system have been implemented 
to help train inexperienced analysts as well as guide and 
assist experienced analysts while performing analyses 
(32,33). As the information superhighway evolves, new 



training and information assistance technologies will be 
available. The World Wide Web (a graphical, hypertext 
view of the Internet) can be used to provide up-to-date, 
comprehensive multimedia information and training to 
analysts at their work locations. 

CONCLUSIONS 

FA in today's IC industry is squeezed between the zed 
for very rapid analysis to support manufacturing and the 
exploding complexity of IC technology. However, the FA 
community is responding to these challenges. FA 
laboratories are implementing a number of advanced FA 
techniques and tools and are addressing the information 
and training needs of failure analysts. Continued support 
for research on new FA technologies and for innovative 
new approaches for supporting failure analysts is a critical 
requirement for the future. 
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