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Abstract 

This paper describes the development of a communication architecture test bed using commercial 
network simulation packages. Network simulators allow the resolution of major design issues in 
software without the expense of purchasing costly hardware components. An effective 
communication architecture test bed consists of simulators that can model and simulate network 
performance at both a broad and a fine level of detail. Using a network simulator, the 
performance of a typical power plant control network is evaluated. 
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Introduction 

Local area networks (LANs) are becoming more prevalent in nuclear power plants. Traditionally, 
LANs were only used as information highways, providing office automation services. LANs are 
now being used as data highways for applications in plant data acquisition and control systems. 
A communication architecture test bed, which contains network simulators, is needed to allow 
network performance studies and to resolve design issues prior to equipment purchase. Two 
levels of granularity of simulation are needed to provide the dynamic information about network 
performance. A coarse-grain simulator is used to estimate the dynamic performance of the 
network due to major resources such as workstations, gateways, and data acquisition systems. A 
fine-grain simulator allows a greater level of detail about the underlying network protocol and 
resources to be simulated. The combination of coarse-grain and fine-grain simulation packages 
provides the network designer with the required tools to thoroughly understand the behavior of 
the modeled network. 

Network Simulation 

Computers, communication architectures, and networks for plant instrumentation and control 
(I&C) systems have become very complex. To understand system performance, a carefully 
developed simulation is required. Some of the fundamental issues related to performance depend 
on the relationship between the network and the systems connected to the network. For 
instance, these relationships affect response time, network delays, data throughput, effective 
bandwidth, and resource utilization. Simulations of existing communication systems are needed 
to determine problems and to evaluate expansion capabilities. Simulations of future architectures 
are needed to evaluate and select an optimum system and to predict potential expansion or 
operating problems. 

Commercial communication simulators have been developed that allow a user to simulate various 
architectures. In the past, complex analytical models or discrete-event simulation models had to 
be developed and integrated into the architecture simulations. These models were difficult to 
construct and maintain. Commercial products have greatly simplified this task. Most of the 
commercial simulators provide a graphical user interface (GUI) which allows the models to be 
developed by using the computer screen to input a communication system description. The GUI 
allows models to be developed and connected for simulation with virtually no programming or 
queuing theory knowledge requirements. 

Coarse-Grain Simulator 

A coarse-grain simulator provides a set of building blocks that can be used to generate a network 
model. Each building block has default values that can be modified in a limited way by the user 
to approximate specific network features. Coarse-grain simulation generates information that 
describes network utilization as a function of time. Network time-dependent utilization is the 
primary question answered by the coarse-grain simulator. 



LANNET II.5* is a coarse-grain network simulator which is a subset of NETWORK H.5.* 
LANNET II.5 is a design tool that allows the user to specify network details and provides 
output measures of performance such as response times, delays, throughput, conflicts, etc. 
LANNET II.5 is based on a simulation language called SIMSCRIPT. LANNET II.5 provides the 
capability of either evaluating the capabilities of a proposed network design or identifying 
problem areas in an existing network system. 

A building block approach is used by LANNET II.5 to model networks. The building blocks 
include LAN, STATION, GATEWAY, ROUTE, DESTINATION MLX, and Statistical 
Distribution Function (SDF). The values of these blocks may be user defined or remain at preset 
defaults. 

The LAN blocks include network protocols predefined by IEEE 802 standards. The available 
protocol selection includes seven IEEE 802.3 collision-based LANs, three IEEE 802.4 token bus 
LANs, three IEEE 802.5 token ring LANs, a fiber distributed data interface (FDDI), and a user-
specified token ring LAN. 

The STATION block is used to describe the devices that are to be connected to the network. 
The devices can represent PCs, workstations, file servers, or printers. The STATION block 
allows the user to select various parameters that describe station performance. The parameters 
include items such as activities, files, processing time, storage capacity, overhead time, and buffer 
size. Multiple activities are allowed by an activity list. Each activity in the list has a unique 
name and a sequence of actions. The STATION block allows the user to connect multiple 
devices defined by a block to the network. 

The GATEWAY block is used to link networks. Gateways, bridges, routers, and repeaters can 
be modeled by using the GATEWAY block. The parameters for this block allow variations in 
processing time and message length for each LAN connected to die gateway. 

The ROUTE blocks are used to describe the message path between stations on different LANs 
via gateways. Once defined and labeled, the route can be used as the destination of a message 
from a specific station. 

The DESTINATION MLX block allows the user to statistically define the destination as 
multiple stations. For example, this type of block can be used to have the destination of a 
particular message be one of four stations with different probabilities. For instance, the message 
will go to station one 50% of the time, station two 30% of the time, station three 15% of the 
time, and station four 5% of the time. The number of stations and the percentage of time can be 
changed to meet design criteria with the constraint that the sum of the individual percentage of 
time for each station being specified must equal 100%. 

The SDF blocks allow the user to include statistical distributions as simulation parameters. For 
example, the message length or processing time can be an SDF. Several types of distribution 
functions are available for selection by the user. 

* LANNET II.5 and NETWORK II.5 are trade names of CACI Products Company. 



LANNET II.5 allows the user to develop a model, run the simulation, and examine the results by 
using a menu-driven program. LANGIN is the program for building and verifying a network 
model. LANNET, the program that performs the simulation, allows the user to input start and 
stop times for the simulator along with some output options available. LANPLOT and LANAN 
programs are used to analyze the results of the simulation by using either plot or animation 
displays. 

Fine-Grain Simulator 

A fine-grain simulator provides a set of low-level building blocks that allows modeling of specific 
network characteristics. This type of simulator provides the capability to study the specific 
protocol being used by the network. Network failure analyses can be performed by using a fine-
grain simulator. This simulator also uses a GUI to simplify the development of the network 
model. 

The Block Oriented Network Simulator (BONeS)* provides an integrated graphical environment 
for fine-grain modeling and simulating of communication networks. BONeS supplies the 
environment to simulate a variety of networks ranging from LANs to computer buses. 
Hierarchical block diagrams are used by BONeS to specify, organize, and display network 
topology, data structures, and protocol functions. Key components of the BONeS environment 
include a data structure editor, a model library, a block diagram editor, a simulation manager, and a 
postprocessor. 

The data structure editor allows data structures to be constructed in a hierarchical fashion. These 
data structures are defined to duplicate actual packet structures. The fidelity of structure 
duplication is dependent on simulation goals. Data structures can be modified in a modular way 
by either adding new structures or modifying previously defined data structures. 

The BONeS model libraries provide a wide range of predefined data structures and protocol 
functions that can be used in constructing communication network models. Network traffic can 
be modeled by using traffic sources that have statistical distributions specified either analytically 
or empirically. Network traffic for the simulation can also be generated by using measured traffic 
data. 

A graphical representation of a network model is developed by using the Block Diagram Editor, 
which allows the user to connect blocks from the model libraries to form a model of the network 
topology. Large networks may be managed by using a hierarchy of modules in designing the 
network model. An abstract or broad view of the network may be contained in the highest level 
with increasing amounts of detail contained in the lower levels of the model. 

The simulation manager handles all the model verification for consistency and error checks and 
performs the steps necessary to execute the network simulation. Model verification is performed 

* Block Oriented Network Simulator is a trade name of Comdisco Systems. Inc. BONeS is a registered trade name 
of Comdisco Systems. Inc. 



prior to translating the model into C code. Before model execution, the user is allowed to specify 
network boundary conditions such as traffic rates and buffer sizes. The simulation results are 
analyzed and displayed by a postprocessor. The postprocessor can compare multiple 
simulations of the same model to analyze boundary condition effects. 

The postprocessor is used to analyze and display the simulation results. Graphical displays and 
plots allow comparison of the results for multiple simulations of the same model. The 
postprocessor may display the simulation results in a variety of x-y, bar, and scatter plots. 

Another feature of BONeS is its capability to interface with other Comdisco System, Inc., 
products such as BOSS and SPW. These products provide signal processing and system analysis 
capabilities to perform integrated simulation and analysis of communication networks. 

Model Development 

The first step in performing a network simulation is to develop a model for the proposed or 
current network. The model development utilizes nine elements furnished by the simulators: 

1. ISO and IEEE network standards, 
2. error reporting, 
3. capability to use actual LAN data, 
4. interface to other products, 
5. model validation, 
6. capability to incorporate nonstandard components, 
7. models of communication errors, 
8. capability to model redundancy, and 
9. useful defaults. 

The supplied ISO and IEEE network standards provide an indication of how many standards and 
to what fidelity they are being supported within the simulator. The IEEE standards should 
include variants of IEEE 802.3, 802.4, 802.5, etc. The ISO standards should include support to 
the various layers defined by the OSI reference model. Error reporting indicates the support 
provided to the user for debugging, model development, and simulation. The ability to use actual 
LAN data taken by a LAN analyzer or what is commonly referred to as a Sniffer* is an important 
criterion for use in simulation validation and network upgrade design. The capability to interface 
with other products is needed with proprietary networks to be included in the simulation when 
their simulation codes are developed by other products. The capability to incorporate 
nonstandard components allows simulating components, point-to-point links, and simple buses 
that are not covered by standards or proprietary codes. The capability to include communication 
errors that may exist on a LAN is a feature needed to evaluate the design of communication 
networks by simulation. Simulating network redundancy is important in evaluating the effects of 
component failures on network performance. The defaults provided by a given product give 
some indication of the parameters provided to the simulator to evaluate network problems. 

Sniffer is a trade name of Network General. 



Simulation Analysis 

Upon completion of a network model, a network simulation is performed. Simulation analysis is 
simplified by using the following three features supplied by the simulator: 

1. graphic support, 
2. report support, and 
3. the capability to modify model data. 

Graphic support provides the capability to graphically display utilization characteristics of the 
network and provide animated displays describing network behavior. Graphic support also 
includes the capability to print the curves and displays produced by the simulation. The report 
support feature provides detailed snapshots of network performance. The simulation editor 
provides the user with the means of modifying the network being simulated. 

Communication Architecture 

A network simulation model is used to study communications architecture by selecting model 
parameters to be varied and evaluating their effect on network performance. An IEEE 802.5, 
4 Mbps, token ring was selected for the network to be studied because it is the typical 
communication type for control systems. To explore various network demands, several 
workstations were connected to the simulated network model. To represent a typical network 
used in the energy conversion area (ECA) of a power plant, the following workstations were 
selected: five workstations were attached to the network to provide the control functions and 
data sampling needs for the feedwater system; the requirements for the steam generator were met 
by using one workstation; and one workstation was selected to fulfill the needs of the turbine. 
The network has one server, which will provide storage of information and communications to 
other networks. The network simulation model is shown in Fig. 1. 

The interval used to schedule workstation activities, the length of data messages being sent to the 
network server, and the amount of processing time required by a workstation are the three 
parameters selected to be varied to demonstrate loading effects. These model parameters were 
selected because they would characterize the typical changes in a network caused by either 
changes in control strategies or by adding new control features. These parameters were varied for 
the feedwater workstations to demonstrate how they affect network performance. 

The network server was used only to communicate with the other workstations connected to the 
token ring. Each workstation was assigned one or more activities to be accomplished either on a 
time schedule or as a result of a received message. 

The activity assigned to the feedwater workstation was simulated by three action items: acquiring 
data, computing the control algorithm, and sending data to the network server for archiving. The 
feedwater workstation activity was scheduled by using a fixed interval. 
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Fig. 1. Energy conversion area (ECA) communication network model. 

A typical feedwater workstation was modeled as a unit with a processing time of 1 [is per 
network cycle and a disk unit attached to the workstation with a capacity of 20 MB. The disk 
unit is used to simulate data acquisition by using the read process in the simulator. Using 
standard disk formatting parameters, a sector size of 512 bits with a sector transfer rate of 0.1 [is 
was selected. The length of the data message parameter is used to simulate the size of the data 
acquisition required, and the interval used to schedule workstation activity is used to simulate the 
data acquisition rate. For this case, a data size of 9600 bits was selected for both data acquisition 
and data transmission to the network server. Assuming 600 data channels with 16-bit analog to 
digital converters, the feedwater systems produce a message length of 9600 bits. 

The feedwater workstations were modeled by using LANNET II.5 and assigning one activity, 
GET FEEDWATER DATA, to their activity list. This activity was divided into three actions: 
READ FEEDWATER DATA, PROCESS FEEDWATER DATA, and SEND FEEDWATER 
DATA. 

The action READ FEEDWATER DATA was simulated by using the read-disk option in the 
simulator. The read-disk option allows selection of the number of bits to be read; 9600 was 
selected for this simulation. The simulator allows the disk to be defined by a data file name, 
sector size, sector transfer time, and sector overhead time. The simulator also allows a read-only 
flag to be set. The READ FEEDWATER DATA action specifics access of file FWDATA for 
reading 9600 bits. The PROCESS FEEDWATER DATA action was used to simulate control 
algorithm calculation and the time required by the workstation to handle the input/output 
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required for control. The processing time was another variable selected for the parametric study. 
The simulator provided three options for defining computer processing time either by a number, 
a calculation based on file size, or a calculation based on received message length. The value used 
to determine computer processing time per cycle is cither a specific number or a statistical 
distribution function. 

The steam generator workstation was modeled as a unit with a processing time of 1 jis per 
network cycle and a disk unit attached to the workstation with a capacity of 20 MB. The disk 
unit was used to simulate data acquisition by using the read process in the simulator. A sector 
size of 512 bits with a sector transfer rate of 0.1 (is was selected. The total data size for 
acquisition and transfer was also one of the parameters selected for the parametric study. For the 
time variation, a data size of 9600 bits was selected for both data acquisition and data 
transmission to the network server. The activity for this workstation was scheduled to be 
performed every 50 ms to simulate a data acquisition rate of 20 times/s. The activity was 
conducted by three action items similar to the feedwater workstation. The three actions 
consisted of reading a file, a processing action to simulate control and data processing, and a 
sending action. The reading action was simulated by reading 9600 bits of data from a disk file. 
The disk was simulated to have a 512-bit sector size with a 0.1-u.s sector transfer time. The 
processing time was simulated by using a specific time equal to 10,000 times the station 
processing time. The sending action was simulated by sending a 9600-bit message to the ECA 
server workstation. 

The turbine workstation was modeled with a processing time of 1 (is/ cycle and a disk with a 
capacity of 20 MB. The disk file was defined as having a sector size of 512 bits with a sector 
transfer rate of 0.1 Jis. The data size for each transaction was selected to be 9600 bits. The 
activity for the turbine workstation was scheduled to occur every 50 ms. The activity was 
divided into the same three actions selected for the steam generator workstation. 

The network server was modeled as a workstation without a disk. The workstation had three 
activities in the activity list. The three activities were ECHO FW, ECHO STEAM, and ECHO 
TURBINE. Each of these activities was modeled to be initiated by a received message. The 
ECHO FW activity was activated by a received message SEND FW DATA, which was generated 
by a feedwater workstation. The ECHO FW activity had one action item, ECHO TO FW. This 
action item echoed a 2000-bit message back to the workstation sending data. The other two 
activities were modeled by using echo actions just like the one described by the ECHO TO FW 
action. 

Simulation Results 

Effects of changing scheduling time interval 

The effects of changing the scheduling time interval for the feedwater workstation activity were 
determined by simulations using time intervals of 100, 50, 25, 20, and 15 ms. The simulation 
results for the case using a scheduling interval of 100 ms indicated a 28.74% network utilization, 
an average value for 5 s of simulated time. A plot of the utilization of the network for 1 s using a 



10 ms averaging time with a sampling interval of 100 ms is shown in Fig. 2. This figure indicates 
that there are peak loading periods that exceed 80% utilization. The simulation for a sampling 
interval of 50 ms indicates a 43.44% utilization average for 5 s of simulated time. The details of 
the simulation for this sampling interval show peak utilization values of 90%. A 68.76% 
utilization value was obtained from the simulation for a sampling interval of 25 ms. The 
simulation details indicate peak loading values of 100% utilization. Simulations with scheduling 
times of 20 and 15 ms calculated a 80.136% utilization average and 91.21% utilization average 
respectively. Simulation details for these conditions reveal that more time is being spent at the 
100%) utilization value as the scheduling time interval is reduced. 

The results of this set of simulations indicate that even with a loading level of 28.74%, intervals 
occur when the network is loaded at a high value, which means that the network could not 
respond during these high utilization periods to a high data rate transfer request caused by plant 
transients. These figures show the value of network simulation in understanding the dynamics of 
network utilization caused by changing demands. 

Effects of changing message length 

Message lengths of 12,800, 24,000,48,000, 64,000, and 90,000 bits were used to investigate the 
effects of changing this parameter. The simulation results with a message length of 12,800 bits 
indicated an average utilization of 28.52%. Simulator results for this case are shown in Fig. 3. 

For this case study, the sample interval for the feedwater station was 100 ms and the averaging 
time was 10 ms. Details shown in Fig. 3 reveal peak utilization values of 90%. Table 1 shows 
the simulation results obtained by varying message length. 
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Fig. 2. Network utilization with 100-ms scheduling interval. 



Table 1. Effect of message length on utilization 

Message Length 
(bits) 

Average Utilization Peak Utilization 

12,800 
24,000 
48,000 
64,000 
90,000 

28.52 
40.25 
63.18 
77.16 
97.56 

90.0 
100.0 
100.0 
100.0 
100.0 

Effects of changing processing time 

The amount of processing time used by the feedwater workstation was varied by using the 
number of computer cycles per second shown in Table 2 for data processing. Fig. 4 shows 
details of network utilization for a processing load of 1000 cycles/s. For this case study, the 
sample interval for the feedwater station was 100 ms, the data length was 12,800 bits and the 
averaging time was 10 ms. The average utilization decreases as the processing cycles increase 
because the computer does not have the required time to transmit data. The computer cannot 
keep up with the data transmission requirements as the computer processing cycles are increased. 
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Fig. 3. Network utilization with message length of 12,800 bits. 



Table 2. Effect of processing time on utilization 

Processing Data 
(cycles/s) 

Average Utilization Peak Utilization 

1,000 
50,000 
75,000 
100,000 

24.12 
19.25 
18.00 
16.80 

90.0 
90.0 
90.0 
87.0 

100 

80 

Energy Conversion Area Data 
(Average Utilization = 24.12%) 

- i 1 1 — | — i — i — i — | — i 1 — i — | — i — i — i — | 1 — i r 

c o 
CO 
N 

60 -

| 4° 
5 

20 

0.2 0.4 0.6 
Time (s) 

0.8 

Conclusion 

Fig. 4. Network utilization with 1-ms process time. 

This simulation study shows how the network would respond to changes in the selected 
parameters: message length, data sampling rate, and processing time. The results indicate that 
even with reasonable average utilization values, peak utilization values can place the network at 
risk of becoming saturated. Simulation results show how network utilization values vary with 
time, and it is this dynamic variation that is to be used in evaluating the performance of a network 
due to changes. These results show the value of simulators in determining the effects of network 
modification. 


