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1. INTRODUCTION

The process of licensing nuclear power plants for operation consists of mandatory steps
featuring detailed examination of the instrumentation and control system by the safety
authorities.

The Instrumentation and Control system in nuclear power plants covers all items of equipment,
making it possible to:

- keep process parameters within predetermined values,

- detect the appearance cf abnormal conditions to trip the reactor and to initiate safeguard
actions if necessary,

- call up or close down the various systems,

- verify that the equipment is operating correctly.

The examination of the instrumentation and control system by the safety authorities takes
account of the technology-related aspects (integrated circuits, software) which were selected
by the manufacturer for the programmed systems performing the safety-grade functions.

The technical support body (IPSN) of the safety authority (DSIN) are responsible for carrying
out any investigations they deem necessary in order to ensure that the methods and technology
used by the manufacturer and operator guarantee that the SPIN software reaches the expected
level of safety and exhibits an adequate degree of testability and maintainability. In order to do
this, the support body pay particular attention to the following issues:

- rational and thorough methods of developing softwares by following a specific quality
assurance plan (documentation and code);

- strict programming rules for producing a testable and maintainable program (code);

- tests carried out to ensure sufficient coverage both in the manufacturer's premises and on
site (simulation).

The criticality of these softwares obliges the manufacturer to develop in accordance with the
IEC 880 standard 'Computer software in nuclear power plant safety systems" issued by the
International Electronic Commission.

2. DESCRIPTION OF THE EVALUATION APPROACH

The safety assessment carried out by the IPSN falls outside the software production cycle. It is
a two-stage assessment:

- the so-called static analysis concerning the specification and design documents, the source
code, the test dossiers etc.,

- the so-called dynamic analysis carried out on the binary code provided by the software
manufacturer.
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In this context, the IPSN uses the MALPAS tool to analyse the quality of the programs which
this is part of the first stage of the safety assessment and tries to find means of automating the
process of generating the series of tests needed for the dynamic analysis.

The choice of this tool has been driven by the following conditions:

- the tool is not the same as the instrumentation and control software manufacturer uses to
develop and validate the software,

- it can describe functional paths in the program by means of mathematical modelling to give
a picture of the relationships existing between the input and output parameters,

- it makes the analyses carried out on the programs systematic.

This third condition was met by developing a MALPAS user interface.

3. DEVELOPING A USER INTERFACE FOR THE MALPAS TOOL

In order to use the MALPAS tool, the program in question (written in C, ADA or PASCAL)
has to be translated into the Intermediate Language which the tool uses. The directed graph,
which represents mathematically the program sections, can then be produced, enabling the five
main MALPAS tools to analyse:

- control flow,
- data use,
- information flow,
- semantics,
- compliance.

These analyses were carried out in a bottom-up manner. First of all, the components of the
lowest level are analysed, the results are then carried over to the components of the next level
up which are in turn analysed and so on, until the top-most level is reached.

The ISR utility was developed to simplify the process of chaining required to ensure MALPAS
analysers to take in account the correct information relating to a level of analysis. These
different stages are set out below.

- Translation stage:

Translates a component of the program to be analysed into Intermediate Language. At the
end of this stage, each component is translated into two sections, known as the specification
and the body of the program; these are placed in a file.

The specification (directive PROCSPEC) sets the input/output parameters (directive
INOUT). At this stage, the examination is not detailed enough to specify whether they are
input or output parameters, with a few exceptions.

The body of the program (PROC... ENDPROC directives) contains the component
instructions translated into Intermediate Language.

The statements of the types of data and constants used by the component are grouped in
another file.
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- Reading stage

This stage verifies the syntax of the file produced in the translation stage using the
'READER" tool. It may be necessary at this stage to modify the Intermediate Language
code, because the act of modelling certain data, pointers in particular, is a source of
problems. The READER builds up the direct graph showing the program. This graph
consists of a set of nodes (instructions or blocks of instructions) and arrows (control flow);
a copy of this exists in the MALPAS internal files for use by its analysers.

- Breakdown stage

This stage separates the component specification from the body of the program. The
specification will be expanded during the analyses which follow. It is therefore practical to
isolate the body of components (PROC... ENDPROC directives) from their specification
(PROCSPEC directive) in two different files.

- Call-up Graph stage

This stage generates the call-up graph of the set of components using the information
collected during the reading stage. The file containing this graph also shows the presence of
recursive components.

- Data Structure stage

This stage calls on the analyser which checks on the use of data (formal parameters or local
variables), for example input parameters read correctly and output parameters written
correctly. It can detect faults where the output parameters are not all written for each path
throughout the program. Besides, it expands on the specification for the component under
consideration, by declaring certain INOUT parameters to be IN or OUT, depending on the
function they perform:

- INs are the set of input parameters,
- INOUTs are the set of input and output parameters,
- OUTs are the set of output parameters.

This stage then makes use of the information flow analyser which identifies the input
parameters on which each output parameter depends. It checks that the output parameters
are dependent on the input parameters. It also provides information on the relationships
between the output parameters and the conditional instructions.

The analyser in turn expands the list of component specifications by providing the
dependencies of each output or input/output parameter (OUT or INOUT) in terms of the
input parameter (IN) or the input/output parameter (INOUT) and the constants.

At the end of this stage, a data structural analysis report (RASD) is drawn up, combining all
the anomalies discovered.

- Code Structure stage

This stage analyses the control flow for the component and draws up the code structural
analysis report (RASC) containing summaries of the information chosen by the analyst.

- Semantic Analysis stage
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This stage performs a semantic analysis on the component and draws up the semantic
analysis report for it. This analyser replaces the dependencies set out by the previous
analyser, in the component specification with mathematical relationships linking each output
parameter with the input parameters or constants.

This utility has made it possible to automate the most demanding operations in these analyses,
such as the gradual expansion of component specifications, information tracking from the
lowest to the highest components, and also loop reduction. Results can be obtained much more
rapidly and the possibility of listing results makes them much easier to use.

4. OPERATINGEXPERIENCE

4.1. Evaluating the quality of the code

A representative sample of the control-commande softwares is under examination at the IPSN.

Thirteen thousand lines of program in C have been analysed using the MALPAS structural
analysers.

In the case of structural analysis of the code (code structure stage), a few quality criteria were
selected. They are mainly taken from the recommendations of EEC 880 or from criteria used by
the MALPAS product and adopted by the analyst.

The criteria from the IEC 880 concern:

- the number of lines, maximum of 100 per component,

- the conditional branches, a high number indicates a complex component,

- the return from a sub-routine, this should only be at a single point, except for exit on error,

- the loops, which should be used with an index limited by constants,

- the loops with several entry points, which are prohibited,

- the loops with several exit points which should be avoided, except for exit on error,

- the inaccessible code.

Another criterion was adopted:

- the number of syntactical paths which indicates that the component is too complex (over
100).

The code structural analysis report makes it possible to summarise these various points and
indicates their degree of severity. However, the presence of loops implies a detailed
examination of the code in order to determine the limits of the loop indices.

An analysis of data use (data structure stage) is based on the following criteria used by the
MALPAS tool. These take account of two types of anomalies:

- anomalies which indicate inconsistency between the statement and the use of parameters or
variables on all paths of the program under consideration; they are considered as critical,
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- anomalies which indicate inconsistencies on at least one of the syntactical paths. This means
that these anomalies can exist on semantically impossible paths, and are considered as
sensitive.

There are twenty possible categories of anomaly, each one of them appears in the Data
Structural Analysis Report if it is needed. They are given below, those marked with an asterisk
are critical:

- (*) parameters or variables never used,

- parameters or variables which are written on at least one path twice with no intervening
read,

- (*) input parameters never read,

- (*) input parameters which are read on at least one path but whose initial values are never
read,

- (*) input parameters which are read on at least one path but whose final values are never
read,

- (*) input parameters which are always written,

- input parameters which are written on at least one path

- input parameters which are written on at least one path and not subsequently read,

- input/output parameters never written,

- input/output parameters always written but whose initial values are never read,

- output parameters never written,

- output parameters which are written for at least one path but only after being read when
undefined,

- output parameters which are read for at least one path when undefined,

- output parameters which are not written for at least one path,

- variables never read,

- (*) variables never written,

- (*) variables which are read on at least one path, but whose final values are never read,

- (*) variables which are written on at least one path, but only after being read when
undefined,

- variables which are read on at least one path when undefined,

- variables which are written for at least one path and not susequently read.

Critical anomalies are studied as a matter of course as soon as the RASD has been received,
sensitive anomalies are studied after the semantic analysis stage. In effect, a certain number of
syntactical paths will not be taken into account because they are semantically impossible,
cancelling any associated anomalies.
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The root causes of the anomalies were sought in both the Intermediate Language code and in
C source code. In this first structural data study, certain anomalies reported critical were the
result of pointer modelling problems, others were the result of data which did not play a
functional role and therefore not used in the component examined.

4.2. Study of generating series of tests

The MALPAS semantic analyser makes it possible to produce all the functional paths leading
to the various values which can be assumed by each output parameter of the component being
considered. The results of the semantic analysis can be used from the lowest level of
components to the highest level components thanks to specification information tracking for
each component. The conditional relationships linking the input parameters become more and
more complex as tracking progresses, solving them becomes increasingly difficult and will have
to be automated. Research is currently underway into this topic. This should demonstrate the
feasibility (or not) of determining the ranges of values which the input parameters can take.

Besides, this type of analysis shows the dependencies between the input and output
parameters, and makes it possible to verify conformity between the code and the software
specification, if the software contains such information.

5. CONCLUSION

Translating the programs to be analysed from C language to the Intermediate Language used
by the MALPAS analysers was a delicate procedure. Modelling certain characteristics of C in
Intermediate Language still requires a great many manual interventions and the implementation
of strict translation guidelines. The result of the translation will be more easily validated in later
studies by using the results from the semantic analysis. However, the translation difficulties can
show up errors and cases of complex programming by examining the source code.

Results of data analysis (formal parameters or local variables) depend on the translation, and
several anomalies are therefore due to incorrect modelling and were not adopted. A detailed
examination was carried out for each incriminated data item, on the one hand in the source
code and on the other hand in the corresponding Intermediate Language files.

The results of the code structural analysis required considerable expansion work for examining
loops.

In spite of a quite cumbersome run procedure, improved by the ISR utility and by using strict
translation methods, the MALPAS tool made it possible, in the context of" this safety
assessment, to show evidence of some particularities of programming which could affect the
testability and maintainability of the programs studied.
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