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FOREWORD

The Specialists Meeting on Operator Support Systems in Nuclear Power plants, held in Moscow,
Russian Federation, 17-21 May 1993, was organized by the International Atomic Energy Agency in
the framework of the International Working Group on Nuclear Power Plant Control and
Instrumentation in Co-operation with the Ministry of the Russian Federation for Atomic Energy and
the Research and Development Institute of Power Engineering (RDIPE).

The 60 participants, representing 17 Member States, reviewed recent developments and
discussed directions for future efforts in the area of computerized systems for operator support in
nuclear power plants. During the meeting 31 papers were presented covering the wide spectrum of
technical and scientific subjects including recent experience and benefits with operator support systems
(OSS), design and implementation of OSSs, human aspects of introducing OSSs, qualification
verification, validation and licensing, and international co-operation.

It is recognized that a great deal of work, over the last twenty-five years in the worldwide
nuclear power industry has focused upon developing various tools, job performance aids or operator
support systems for achieving better productivity and improved reliability and safety.

The technological advances of the last few years have made it possible to develop sophisticated
operator support systems which cannot only process and present information but can also give advice
to the operator. With appropriately implemented operator support systems, humans can be augmented
substantially in their capacity to monitor, process, interpret and apply information, thus reducing
errors and increasing reliability and availability. These operator support systems can increase
productivity by eliminating routine manpower intensive efforts such as recording, collecting,
integrating and evaluating data and by assisting in monitoring and control activities. They can improve
consistency and completeness of decision making activities by performing the role of diagnostic and
decision advisors. Operator support systems can assist in reducing safety challenges to the plant by
presenting more complete, integrated and reliable information to plant staff to better cope with
operating and emergency conditions. Reducing safety challenges leads directly to improved reliability
and availability and hence productivity. An additional advantage of operator support systems is that
they can, and should be, tailored to the specific needs of the user.

This specialists meeting represents a part of the activities of the IAEA International Working
Group on Nuclear Power Plant Control and Instrumentation in the OSS area. Also among the
activities is an IAEA Co-ordinated Research Programme on "Operator Support Systems in Nuclear
Power Plants", whose current progress was also covered during the meeting.

The IAEA expresses its sincere thanks and appreciation to the Ministry of the Russian
Federation for Atomic Energy and to the Research and Development Institute of Power Engineering
for the hospitality and the excellent facilities provided.
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INTRODUCTION

Many functions in nuclear power plants are carried out by a combination of human actions and
automation. Increasingly, computer based systems are used to support operation and maintenance
personnel in the performance of their tasks. There are many benefits which can accrue from the use
of computers, but it is important to ensure that the design and implementation of the support system
and the task to be performed place the person in the correct role in relation to the machine — that is,
in an intellectually superior position, with the computer serving the human. In addition, consideration
must be given to such important factors as computer system integrity, software validation and
verification and consequences of error. To achieve a balance between computer and human actions,
the design process must treat each operational function as pertaining either to computer or to human
operation or, what is more common in nuclear plants, to a combination of human and computer
functions.

In the last twenty-five years, the size and complexity of nuclear power plants have increased
significantly. In addition the requirements on operations, maintenance, engineering and management
personnel to improve availability and reliability, and to reduce safety challenges to the plant, have
increased. These personnel are working with more complex systems, and responding to increasing
operational, financial and regulatory demands. As tasks become more complex, involving large
numbers of subsystem interrelationships and large amounts of data, the likelihood of potential errors
and their detrimental consequences may increase. Reliable, integrated operator support systems can
play a critical role in increasing availability and reliability, in reducing operation and maintenance
costs, and in protecting the utility's capital investment.

Operational, diagnostic, monitoring and maintenance errors have all occurred in power plants,
causing reductions in availability and substantial financial consequences. The event at Three Mile
Island is an extreme example of this. Since this event, a number of operator support systems have
been implemented to assist in the control room, such as critical parameter displays, boiling curve
displays and tables, and emergency operating procedure flow charts. These operator support systems
have demonstrated their ability to assist humans in making their decisions and increasing the
availability of the power plant.

In the maintenance area, operator support systems have been developed to reduce equipment
failures such as sensors out of calibration, emergency diesel generator faults, and pump degradation.
These operator support systems allow faster fault detection and diagnosis, and provide information
as to when predictive maintenance on plant equipment needs to be performed. Predictive maintenance
and faster fault detection and diagnosis can reduce the plant down time and repair costs.

In the engineering area, operator support systems have been developed to assist in many areas
which are either difficult or time consuming. Some examples are refuelling planning systems, design
aiding tools, and root cause advisors.

Finally, in the management area, operator support systems have been developed to assist in
planning and decision making, for example, maintenance planning and cost-effective plant operation
decisions.

A key feature of operator support systems is their ability to structure data to increase their
relevance to a given situation. This can improve the user's ability to identify the state of the plant's
functional systems and components, as well as to identify faults and diagnose them. Operator support
systems can also assist the user in planning and implementing corrective actions. In addition to



improving availability, operator support systems can be used to improve both safety and reliability.
Also, applications are being developed to aid maintenance and to extend the lifetime of the plant
components.

The current IAEA programme on control and instrumentation, nuclear power plant
computerization and man-machine interface studies promotes technical information exchanges among
Member States with major research and development programmes, offers assistance to Member States
with an interest in exploratory or research and development programmes, offers assistance to Member
States with an interest in exploratory or research programmes, and publishes reports available to all
Member States interested in the current status of development. The IAEA activities are co-ordinated
by the International Working Group on Nuclear Power Plant Control and Instrumentation (IWG-
NPPCI) which meets periodically to review the national programmes of the countries, and to advise
the IAEA on its technical meetings and other activities to discuss current progress, problems and
operating experience.

Taking the developments in computer technology into account, the IAEA in 1992 started the
Co-ordinated Research Programme on Operator Support Systems in Nuclear Power Plants, which will
provide guidance and technology transfer in the development and implementation of operator support
systems, including experience with the man-machine interface and closely related issues such as
control and instrumentation, the use of computers and operator qualification.

Modern plant computers provide access to a large number of plant measured and calculated
data. These data can be used by a number of application programs or systems to support the
operator's work in the control room. As Mr. Yermakov, representative of the Russian Federation
Ministry for Atomic Energy, pointed out in his opening address, a major aspect of nuclear power
safety is the acquisition of a maximum amount of data on plant behaviour using various diagnostic
means and the further processing of this numerical information both in the normal and abnormal plant
states. Of utmost importance is that the data should be processed so that the plant operator can
understand them easily, without mistakes.

In parallel with the rapid advances in computer technology, increasing attention is being paid
to the application of computer enhanced methodologies in human-machine integrated complex systems
for safe, reliable and cost effective operation. In this context, relevant studies should focus on issues
such as plant-wide monitoring, verification and validation, fault diagnosis, etc. The same observation
was made by Dr. Adamov, Director of the Research and Development Institute of Power Engineering
(RDIPE), who said in his opening remarks that a previously growing trend was the integration of
systems previously treated as independent, in particular, operator support systems.

Advances in technological and human engineering offer the promise of helping nuclear power
plant staff to reduce errors, improve productivity and reduce the risk to plant and personnel. In the
future, plant-wide infrastructure for co-ordinated operator support systems will be created. This
infrastructure will include information communication capabilities, database and knowledge base
managers, and a unified man-machine interface. It will permit incremental additions of operator
support systems in all domains.

Eventually, operator support systems will be developed to assist operators in all areas where
the systems can demonstrate usefulness to personnel. Guidance for developing and implementing these
operator support systems will need to be created. These operator support systems will be implemented
both in new plants and as upgrades to existing plants.
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WESTINGHOUSE COMPUTER-BASED
OPERATOR SUPPORT SYSTEMS*

G. RICHELLE, J. BOUCAU, J. CARRERA
Westinghouse Energy Systems Europe

T. NGUYEN
BEACON Systems Engineering

Brussels, Belgium

Abstract

Modern plant computers provide access to a large number of plant measured and calculated data.
These data can be used by a number of application programs or systems to support the operator's work
in the control room. This paper provides an overview of three such systems developed by
Westinghouse: an Advanced Alarm Management System (AWARE), a Revolutionary Core Monitoring
Program (BEACON), and a Computerized Procedures Package (COMPRO). The AWARE alarm
management system was originally designed to be part of the Advanced Control Room design for
future nuclear plants. It has been tailored for backfit to operating plants and can be installed during
a single plant outage. One of the design goals of the system is to have no alarm in the control room
following a reactor trip, as long as the systems are behaving as designed. AWARE can be installed
as a full backfit or as a partial backfit using existing annunciator tiles, or provide separate alarm
treatment to the plant computer. The BEACON system is a core monitoring, analysis, and prediction
tool that provides unparalleled power for understanding and planning core operation. BEACON
calculates three-dimensional core power distributions on-line, using and advanced core model. The core
model is always in agreement with actual operation because it is continuously updated with
measurements obtained from conventional plant instrumentation. Power distribution information is
visualized through advanced color graphics to provide users with immediate feedback and
comprehensive understanding of core behavior. The COMPRO system supports the operator in the
application of the plant procedures. COMPRO utilizes the written procedures as the basis for textual
displays, prompts the operator to the actions to take and provides relevant information about the state
to plant parameters. This system guides the user step by step through the plant procedures by
monitoring the appropriate plant data and by identifying the recommended course of action. Parallel
information is provided which allow the user to assess other plant conditions which may require
attention.

1. AWARE

1.1 Overview

Westinghouse has designed an advanced alarm system, AWARE, originally to be part of the
Advanced Control Room of future nuclear plant. It has been tailored for backfit to operating plants and
can be installed during a single plant outage. AWARE can be installed as a full backfit or as a partial
backfit using existing annunciator tiles, or provide separate alarm treatment to the plant computer of
the shift supervisor's console.

1.2 Requirements for a New Alarm System

Westinghouse has formulated basic requirements or design objectives for its computer driven
alarm management system.

* ° 1993 Westinghouse Electric Corp.
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1 The system must provide access to all alarm data in function of their importance and
relevance.

2 The number of alarms to be presented during a major plant disturbance must be
reduced

3 The alarm messages must give a real indication of the nature of the upset condition

4 The s} stem must be sufficiently sensitive to detect smaller but real plant disturbances

5 The system must discern and distinguish between alarms signaling plant abnormal
conditions and annunciations for component status indication

6 Alarm displays should provide recognizable patterns that will enable the user to
quickly diagnose severe plant conditions before reading detailed messages

1.3 AWARE Alarm Presentation

The alarm information is first of all organized by plant functions Functions are an expression
of the physical laws that cover the process being controlled, this can be pressure control, temperature
control, inventory' control, etc Within each function there are two major subgroups. Goals and
Processes

Goals are messages that describe the extent to \\hich the function is realized

Processes concentrate on the state of equipment that supports the function

The alarm structure leads directly to the control room presentation of the plant status and
alarms The description below applies to a newly designed control room Other means of presentation
are possible

Overview Panels are created that reflect the various plant functions An example is presented
in Figure 1 The overview panel displays goal-information at the top and the process at the bottom of
the panel In both sections displaj slots are foreseen that precise computer-generated messages Each
slot displays one specific alarm message

The alarm Categories are organized \\ithin the Goal and Process divisions The Overview Panel
has only a limited amount of display slots available, these \\ill sho\\ the most important message per
category The remainder of the messages is available for revie\\ at the Support Panel The Overview
Panel achieves a numerical reduction of the alarms of approximate!} 7 to 1, although this is really a

design variable and can be altered.

The presentation of the plant status and other safety related information crosses traditional plant
system boundaries and provides an aggregate picture of the health of the plant

1.4 AWARE Software

The AWARE software provides three major functions

a) Alarm Processing System

The alarm processing program receives the plant data from the data bus Data are
stamped for time when received A trigger logic function then calculates the state of
the alarm The alarm messages are organized into predefined categories or queues, and
prioritized within the queue

12
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Figure 1

b) The AWARE Support Panel

The AWARE Support Panel system is totally user controlled, and allows the operator
to view additional information about a particular alarm, or a category of alarms This
is particularly useful for the overflow of alarms from the Overview Panel When the
operator has viewed the alarm situation and has determined a need to see more alarms
related to a particular category, a simple query on this panel retrieves the entire queue
of alarms for only that category, in essence directly answering the request for more
detail about the particular issue

13



c) Alarm Database

All plant specific data reside in the AWARE database The database contains

Alarm messages text for each alarm

Alarm response procedure for each alarm

Tngger logic for each alarm

1.5 Conclusion

The AWARE system is an innovative design which prevents the operators from being
overcome by a large number of alarms during a large disturbance, preserves the ability to alert the
operator to small disturbances m an otherwise normal plant, and improves the initial stages of operator
problem solving and decision making dunng any off-normal stage

Nuisance alarms are reduced through a combination of multi-vanable triggering algorithms
defined by plant design and operations experts, and local pnontization within categones of alarms The
operator's understanding of both individual alarms and the overall plant state is improved by the
functional layout of the Overview Panel (providing a clear context for each alarm message), the precise
nature of the computer assembled message wordings, and the preservation of the spatial dedication
using static labels The number of alarms presented to the operator dunng a large plant disturbance is
reduced by the dynamic overflow between the system-dnven Overview Panel, and the user paced
Support Panel

1.6 References

NUREG-CR-1278, A D Swain/H D Guttmann, Handbook of Human Reliability Analysis

2 BEACON

The Best Estimate Analyzer for Core Operations-Nuclear (BEACON) system provides
improved operational support for new and existing pressunzed water reactors (PWRS) It is an
advanced core monitoring and support package that uses standard PWR instrumentation in conjunction
with an extensive analytical methodology for online measurement and analysis of three-dimensional
(3-D) power distributions The system performs core monitoring, measurement data reduction, analysis
and follow and predictions

The heart of the system is a very fast and accurate 3-D nodal code, SPNOVA The utilization
of the 3-D nodal calculation as the reference power distribution in the monitoring process eliminates
the need to use methods, based on various reconstruction schemes or precalculated "constants" The
core exit thermocouples, excore power range detectors, and existing incore instrumentation are used
with the reference 3-D power distribution to explicitly determine the measured power distribution

By coupling the measured 3-D power distribution with an online evaluation, actual core
margins can be monitored and better understood For example, the total core peaking factor, FQ, or
peak linear heat rate (Kw/ft) can be continuously determined dunng the momtonng process Rather
than limiting the range of an indirect indicator of core peaking, BEACON permits continuous
momtonng of the true parameters of interest

Technical Specifications (Tech Specs) can be simplified by using this continuous surveillance
of actual core limits, as opposed to restncting the operating space of intermediate parameters

14



BEACON is designed to provide the operating staff with a detailed understanding of the actual
core behavior, with corresponding simpler, more direct indications of plant conditions. This provides
significant benefits in reactivity management, anomaly detection, plant availability improvement, and
increased plant operation flexibility. In addition, the BEACON software system simplifies the plant
surveillance process and requirements and provides a streamlined means for managing various plant
support functions.

In the area of reactivity management, BEACON does the following :

Provides the boron concentration requirements needed to maintain shutdown margin
if the plant is shut down during the cycle, thus avoiding over-boration that would
delay the return to a critical condition.

Provides accurate estimates of the boron and control rod requirements needed to
achieve criticality, thus avoiding costly missed predictions based on hand calculations
from tabulated data.

Provides any needed nuclear data such as control rod worths or reactivity coefficients
that may be needed by the plant operating staff to understand the reactivity behavior
of the core.

Because it continuously monitors the reactor core, BEACON can immediately detect core
power distribution anomalies such as the dropped or misaligned control rod or other quadrant power
asymmetries.

Plant availability is improved by BEACON by returning the plant to critical more quickly after
a shutdown through the improved reactivity management previously described. More importantly,
BEACON enables the plant to be returned to power more quickly after a plant shutdown or from
reduced power operation necessitated by equipment maintenance or load demand requirements. By
continuously monitoring the core power distribution and key thermal margin parameters, BEACON
eliminates the need for conventional indirect Tech Specs, further enhancing availability by avoiding
power reductions caused by reaching these needlessly conservative Tech Spec limits.

By eliminating or relaxing Tech Specs and by providing a tool that can be used to optimize
plant maneuvers before they begin, BEACON provides a previously unattainable degree of plant
operational flexibility. The result of this optimization can be used to show the operators precisely how
the plant will behave during the maneuver, advising them in advance when they will need to move the
control rods or change the boron concentration and how the core power distribution and margin to core
thermal limits will be affected by the maneuver.

The relaxed Tech Specs resulting from the use of BEACON significantly reduce the required
core surveillance. Reliance on the moveable incore detector system is reduced, and many Tech Spec
Surveillance requirements requiring the use of the moveable detector system are eliminated.

Finally, BEACON streamlines many plant support functions and eliminates the need for
numerous auxiliary computer codes. Processing of the incore detector signals is handled completely
by the BEACON system, eliminating the need to use and maintain a separate computer code for this
function alone. Similarly, since BEACON maintains the current bumup distribution in and operational
history of the core, other codes that infer bumup or determine special nuclear material inventories are
not required. This information is also a tremendous aid in generating required core operating reports.
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3 COMPRO

3.1 Background

Following the Three Mile Island event in 1979, operating procedures at nuclear power plants
have increased dramatically in size and complexity Written procedures were developed which contain
explicit directions for the control room operations crew to implement appropnate operating response
strategies The individual charged with implementing the strategy, however remained tied to the static
procedures, considenng changes to plant status in a senal fashion, potentially unable to properly
develop an overview of the plant condition

To assist plant operations personnel in assessing the overall status of the plant in both normal
and emergency conditions, a CRT-based Computerized Procedures system, COMPRO, was developed
COMPRO utilizes the written procedures as the basis for textual displays and prompts which guide the
operator through the procedures and at the same time provide parallel information about relevant plant
parameters By presenting this information in parallel the operator always sees where he is in the
context of the overall plant response

3.2 Purpose

The Westmghouse computerized Procedures system assists plant operators m executing
procedures more efficiently and cost effectively The on-line tracking system allows the utility
operating staff to access and follow procedures in an easy and logical manner The COMPRO system
may be used for all types of procedures including systems operating, plant operating, surveillance,
emergency operating, abnormal operating and alarm response

The purpose of the system is (1) to guide the user step by step through the procedures by
monitoring the appropnate plant data, by processing the data and by identifying the recommended
course of action and (2) to provide the necessary parallel information which allows the user to assess
other plant conditions which may require attention

The system accomplishes its purpose by the execution of the concurrent and independent
functions of procedure processing, parallel information monitoring and conditions logging The
conditions logger generates a permanent chronological record of parameter and component states and
actions taken

3.3 Operator Interface Capabilities

The COMPRO system displays the title of the currently active procedure, the high-level status
of the current procedure step, the status of the components and parameters relevant to the current step,
and the actions required, if any, in response to the cunent step The status of the previous two steps
as well as the upcoming two steps are also displayed to give the user the context of the current step

The COMPRO system supports the user in understanding overall system of safety status by
displaying a summary of those items which are considered crucial while following the current set of
procedures Hence, the user is able to judge whether these items are satisfied or not at any time In the
case of Emergency Operating Procedures, these items are the Critical Safety Functions

The system also supports the user in understanding the status of the other conditions which
require monitoring during procedure execution Typically, Notes and Cautions appear throughout a set
of procedures These refer to additional items which the user must remember With the WOG ERGs,
Foldout Page items also must be monitored in parallel The COMPRO system alleviates the operator's
memory burden by automatically keeping track of these items If one of them requires attention, the
system informs the user of the problem along with a statement of the procedurally recommended
action

16



The COMPRO system makes use of prompts which are clear and understandable Any cursor
control device may be used for user input to the system

3.4 Relational Data Base Management System

The COMPRO Relational Data Base Management System automatically provides four basic
functions

a) Accept data and instructions from users

b) Retrieve information from the data base

c) Update the data base

d) Format and output data to users

COMPRO uses the data bases to store most of the data required to generate a procedure, such
as the procedure purpose and entry conditions, the steps themselves, notes and cautions and the Critical
Safety Functions, and all plant specific data, such as plant input information and setpoints

This data exists external to the COMPRO software and acts as input to the program instead
of residing as code in the program Thus, changes may be made to the data without requiring changes
to the software code Insulating all data which is subject to change from the software code eliminates
the need for modifying code when procedure information or setpoint values are changed

4 CONCLUSIONS

With these innovative designs, Westinghouse aims at improving the performance of plant
operators by

1 Selectively alerting him of equipment malfunctions or abnormal plant conditions
(AWARE)

2 Providing him real time insights into the core behavior and support to better control
it (BEACON)

3 Minimizing the risk of errors during the use of plant procedures (COMPRO)

Westinghouse believes that these systems and others will result not only in improved
operational safety but also in increased plant performance and availability
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TIS PROCESS SUPERVISORY
LOCAL AREA NETWORK (LAN)

L. TREFLIK, Z. SITÂR
Jaslovske Bohunice

Nuclear Power Plant,
Jaslovske Bohunice, Slovakia

Abstract

TIS - the process supervisory LAN was installed at both the NPP V-l twin-units of
VVER-440/230 type and the NPP V-2 twin-units of VVER-440/213 type at Jaslovske Bohunice,
Slovak Republic, in 1992. It represents a superstructure to the existing reactor unit process computers
RPP-16S and IV 500 MA at the NPP V-l and IVS Komplex Uran 2M and KVRK at the NPP V-2.
The principal goal of TIS is to supply both the main control room staff and the NPP operation
personnel and operation mode engineers with process information in a larger extent and on a higher
level than the existing process computers do. TIS provides following process supervision functions:
Taking over Data, Data Processing, Operative and Historical Data Collection, Active Alarm
Management, Mimic Diagrams, REAL-time and Historical Trending, Horizontal Bargraphs, Data
Tables, Report Generation, Shift Supervisor Support in case of Failure/Accident at NPP, User Database
Applications, Computerized Operating Procedures, Programmable Prompts to Operator, "Desk-top"
Calculator, Communication with Professional Departments, Auto-diagnostics. TIS is a PC local area
network of QNX NET type, its data transmission rate being 2.5 Mbits/second. TIS is run under QNX
operating system. Application software modules are written in QNX C and C-86 languages. Some
functions were completed in OnCmd v.4.2. database environment.

1. INTRODUCTION

TIS - the process supervisory LAN was installed at both the NPP V-l twin-units of
WER-440/230 type and the NPP V-2 twin-units of VVER-440/213 type at Jaslovske Bohunice,
Slovak Republic, in 1992. The principal goal of TIS is to supply both the main control room staff and
the NPP operation personnel and operation mode engineers with process information in a larger extent
and on a higher level than the existing process computers do. TIS represents a superstructure to the
existing reactor unit process computers RPP-16S and IV 500 MA at the NPP V-l and IVS Komplex
Uran 2M and KVRK at the NPP V-2 (See Fig. 1).

The Process Computer Division specialists are in charge of the process computer operation and
software development at the NPP Jaslovske Bohunice. They had to face following problems, resulting
in making the decision to upgrade capabilities of the existing process computers:

Existing unit process computers had been in operation since corresponding reactor
units were commissioned, i.e. since 1978/1980 at the NPP V-l and 1984/1985 at the
NPP V-2. Partial modifications and expansions had only been made by 1991.

The data presentation level did not come up to up-to-date requirements any more. The
process computer hardware got worn out in both moral and physical senses.

Required availability of the equipment could only be assured by means of intensive
maintenance and prophylactic activities.

Principal parts of the unit process computers were manufactured in the former CSFR
and USSR. The manufacturers changed their production plans or they went bankrupt
in between, thus, not being able to supply spare parts, provide servicing or
consultations.
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Fig. 1.: TIS at the NPP Jaslovske Bohunice

Large supply of spare parts had to be available to keep the process computers running,
their operation had to be supported only by site engineers and operators.

The process computer complete replacement design has been scheduled for the last
stage of the NPP large reconstruction design due to the necessity of completing the I
& C reconstruction design before technological and technical requirements to the
process computers are specified.

Under the above-mentioned conditions, the Process Computer Division specialists came to a
conclusion not to replace the process computers fully, but to upgrade their capabilities. This kind of
solution was considered to be feasible fast and appropriate from the economic point of view. Following
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factors were taken into consideration when selecting the way of upgrading the existing process
computers

Analyzing conclusions of studies completed by both domestic (SKODA, EGP) and
foreign (CEGELEC France, IVO Finland) companies, the specialists came to a
conclusion that there was no company, either domestic or foreign, capable of covering
the actual situation with a complete supply

In November 1990 the Process Computer Division specialists elaborated a study in
which a statement was made that the only real possibility was to solve the problem by
their own force

Essential codes, standards and manuals covering the SW quality assurance area were
translated and studies and manuals on reliable software development, qualification and
documentation were written in terms of supposed activities quality assurance

2 DISTRIBUTION OF RESPONSIBILITIES

Design, development, installation, debugging and test activities were performed by a team of
the NPP Bohunice Process Computer Division specialists Specifications of processing algorithms were
consulted with the NPP Bohunice Operation Mode Division engineers, forms and ways of presenting
information were consulted with both the NPP V-l and V-2 Operation Division specialists

TIS was designed and developed to comprise up to 9 databases It was completed at the NPP
V-l at first Later it was installed at the NPP V-2 as a "repeated application", i e the data receipt
functions were modified, while the processing and presentation functions remained unchanged TIS was
put into a trial operation at the NPP V-l and V-2 on 1 August 1992 and 11 January 1993 respectively

3 TIS CAPACITY

TIS represents a superstructure to the existing reactor unit process computers Having no
process interface unit, TIS only takes over values of parameters processed by the unit process
computers via parallel communication channels Additional parameters are formed as results of TIS
internal calculation functions Total numbers of parameters for each of 9 databases

- input measured parameters - 4,096 analogues,
- 4,096 binaries,

- internally calculated parameters - 4,096 analogues

Actual numbers of parameters

The NPP V-l version (Databases No 1 and 2)

- 3.200 measured analogues - with the period of 8 seconds
- 3,200 calculated analogues - with the period of 8 seconds

The NPP V-2 version (Databases No 3 and 4)

- 3,100 measured analogues - with the period of 4 seconds
- 1,300 measured analogues - with the period of 16 seconds
- 2,800 calculated analogues - with the period of 4/16 seconds
- 6,800 binary data - with the period of 2 seconds
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Corresponding TIS workstations supply following NPP V-l specialists with information: Shift
Supervisor, Unit Supervisor (2x), Reactor Operator(2x), Turbine Operator (2x), Reactor Control Room
Operator (2x), Process Computer Shift Operator, Daily Maintenance Engineers. TIS also comprises a
software development and maintenance workplace and a concentrator station providing up to 16 NPP
V-l local professional departments with possibilities of connecting their PC to TIS over serial links
to exchange technological data (data from a couple of reactor units). (See Fig. 2).

Data is presented to following NPP V-2 specialists by TIS workstations: Shift Supervisor, Unit
Supervisor (2x), Process Computer Shift Operator, Daily Maintenance Engineers (3x). TIS comprises
a software development and maintenance workplace and a concentrator station at the NPP V-2, too,
used for the same purposes as at V-l.

Both the NPP V-l TIS and NPP V-2 TIS networks are connected to another, common
concentrator station. Thus, global professional departments can have technological data from 4 reactor
units available.

4. TIS FUNCTIONS

4.1 Taking over Data

- from the existing reactor unit process computers,
- from the professional department PC stations.

4.2 Data Processing

data validity, doubled and multi-scale parameters, corrections of parameter values,
alarm limit check, rate-of-change check,
basic calculations - addition, subtraction, maximum, minimum and average value out
of N values.

4.3 Operative and Historical Data Collection

all processed values are collected,
collection on both the dead-band and snapshot principles,
time depth of 100 days/operative or 5 years/historical collection,
historical collection is done by copying the operative collection data to replaceable disc
media,
multi-user access to collected data.

4.4 Active Alarm Management

alarms are displayed in the form of single-line text strings on screens of selected
workstations,
alarm acknowledgement by a standard keyboard key,
non-acknowledged alarms flash in yellow with a color background,
acknowledged alarms are displayed in specified colors with a black background,
each non-acknowledged alarm is accompanied by an audio signal,
alarm list can be looked over.

4.5 Mimic Diagrams

full graphics, object-oriented display resolution of 800 x 600 pixels, 256 colors,
total number of mimic diagrams only limited by the disc capacity,
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hierarchical relations between the diagrams, up to 10 related levels,
zoom feature - user can switch between diagram levels in both directions,
alarm annunciation by means of flashing either parameter values or sub-diagram
marks,
hard copy on a color graphic printer
off-line graphic editor is included m the development workplace software

4.6 Mimic Diagrams

461 Real-time Trending
up to 10 groups (tables) by 32 parameters can be defined,
one of the tables is defined as active - values of up to 32 parameters are stored in the
mam memory within 660 periods of scanning,
up to 8 trends can be displayed at a time, selectable colors presentation by curves or
integral areas,
displayed trends are updated every 4 scanning periods of analogue signals,
scales on the Y-axis depend on both the number of displayed trends and the difference
between maximum and minimum values within the displaved interval for each of the
trended parameters,
hard copy on a color graphic pnnter, max 4 trends per a sheet

462 Historical Trending

up to 8 parameters can be selected for the historical trending,
time interval for trending is entered by the operator, it is internally divided into 660
submtervals,
maximum, minimum, average values and (max - mm ) value differences are
determined for each of the submtervals,
historical trends can be optionally made up of any of these types of values
660 points along the X-axis, trends can be displayed by either curves or integral areas,
zoom feature - any displayed submterval can be further subdivided
into 660 submtervals, providing the above-mentioned possibilities, 10 related zoom
levels,
scales on the Y-axis depend on both the number of displayed trends and the difference
between maximum and minimum values within the displayed interval for each of the
trended parameters,
hard copy on a color graphic pnnter, max 4 trends per a sheet

4.7 Horizontal Bargraphs

total number of 100 parameters, up to 10 pages b> 10 parameters,
values can be looked over page by page,
value representation both bar lengths and numerical values,
bargraphs can be replaced with parameter titles alternatively,
additional information for each displayed parameter address/tag name, engineering
unit, both alarm and physical limit value positions indicated on the bars,
bars are displayed in colors corresponding to relations between parameter values and
their limit values

4.8 Data Tables

on-line table editor available,
static background text, semi-graphic primitives (lines, boxes), dynamic components
semi-graphic primitives and numerical values,
alarm annunciation and acknowledgement
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4.9 Report Generation

4.9.1 Current Value Reports

printed: automatically based on time of day or at operator demand,
report formats are generated, updated, cancelled and printed by means of software
tools.

4.9.2 Historical Data Reports

types: value changes report, status changes report, report involving values scanned at
each scanning period,
software tools for report generation, updating and printout.

4.10 Shift Supervisor Support in case of Failure/Accident at NPP

NPP failure/accident rating in compliance with the INES scale (based on plant
directions referring to the ASSET Guidelines IAEA TECDOC-9265D/9266D/0393D),
shift operator support while notifying NPP specialists in compliance with plant
regulations in force.

4.11 User Database Applications

Data on cable distribution systems and electrical switchboards are managed by a
standard database environment (OnCmd),

4.12 Computerized Operating Procedures

conversion of operating procedure texts into the TIS environment,
operations applied to converted operating procedures: searching on keywords, looking
over contents, browsing by chapters and pages.

4.13 Programmable Prompts to Operator

4.14 "Desk-top" Calculator

mathematical formula library generation and updating,
both single-shot and periodical calculations,
elements of calculations are entered by the operator or read from corresponding TIS
databases,
results are presented on a screen or stored in a database (i.e. they enter the historical
data collecting).

4.15 Communication with Professional Departments

receipt of requirements coming of professional department PC stations,
communication with corresponding TIS databases,
required data values are sent out of TIS, offered data values are stored in
corresponding TIS databases,
data types:
output from TIS: current values, average values, collected data,
input to TIS : data values in ASCII format.
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4.16 Auto-diagnostics

dataserver, workstation and peripheral availability supervision,
central registration of software module failures, display of error messages,
temperature sensor diagnostics, temperature measuring channel insulation resistance
determination

The man-machine interface is supported by both alphanumeric keyboards and a sophisticated
menu-structure Specific HELP information and parameter INFO are available in each stage of
man-machine communication Database contents, as well as TIS proper functioning, are protected by
passwords and permission codes They must be entered before certain significant functions are
activated

Complete design (including Individual Quality Assurance Programme), system, test and user
documentation is available with TIS

5. TIS CHARACTERISTICS

5.1 TIS Hardware

TIS is a PC local area network of QNX NET type, its data transmission rate being 2 5
Mbits/second The current NPP V-l and NPP V-2 versions are made-up of 32 and 29 nodes
respectively

TIS is made up of three types of nodes

Database servers - data receipt and processing, database management, calculations and data
collecting,
Workstations - located at above-mentioned workplaces, each one only performs an assigned
scope of functions, access to certain functions is protected by passwords and permission
codes,
Concentrator station - supports data exchange with NPP professional department PC stations

All nodes are based on branded PC 486E and 386 computers, the manufacturer being WYSE
Technology Co , USA Database servers are equipped with Syquest SQ 550 disk drives with
replaceable media Capacity of one replaceable medium is 44 MBytes, i e data collected over a period
of 18 to 22 days can be recorded on it TVGA/ET4000 Tseng Lab 1 MB graphic adapters are used
with workstations, providing the resolution of 1,024 x 769 pixels Network peripherals include STAR
LC 24-15 dot matrix printers, STAR LS 04/2 Laser Printers and Hewlett-Packard PaintJet color graphic
printers

LAN QNX NET network is based on the modular structure of hardware It is, therefore, quite
simple to increase the number of networks nodes, a new node can be simply connected to the network
hardware infrastructure. 1 PC slot being used for a network adapter)

5.2 TIS Software

TIS is run under QNX operating system, v 2 15E/NPP V-l and v 2 15F/NPP V-2, from
Quantum Software Systems Ltd , Canada QNX is a multi-task, multi-user real-time operating system
with the network support integrated in its core Application software modules are written in QNX C
(Quantum Software Systems) and C-86 (Computer Innovations Inc ) languages Some functions were
completed in OnCmd v 4 2 database environment (On-Line Data Co )
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The user software package is open and modular. It is based on a set of managers - software
modules that administer main functional subsystems (current values, average values, data display, data
collection, reporting). Thus, scope of user functions can be easily expanded by interconnecting new
modules with the corresponding manager(s), using a standard communication interface.
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EXPERIENCE AND BENEFITS WITH
DIAGNOSTIC SYSTEMS IN GERMAN PWRS

D. WACH
Institute for Safety Technology GmbH,
Garching. Germany

Abstract

The detection of failures in safety relevant components at an early stage, i. e. already during
power operation and in the incipient phase of the failure progress, is of valid interest for the plant
operators. If there is enough time between the first indication of anomalies and the time when
countermeasures have to be performed in order to avoid escalation of the defect or subsequent
damages, the operator will be able to clarify the influencing parameters and to identify and diagnose
the degree of the defect. Investigations and developments of early failure detection methods with
emphasis on structural component integrity have been performed since many years in Germany.
GRS/1ST has been deeply involved in these developments and has collected extensive operational
experience from monitoring systems of reactor internals and primary circuit components in German
NPPS. Computer-based systems for data analysis, feature trending and monitoring, signature display,
documentation, and transmission of necessary analysis results to the central diagnosis Lab of 1ST have
been established. The paper reports on the experiences with the use of such systems, and gives
examples of successful failure diagnoses. The benefits of early failure detection and diagnostic systems
are discussed with respect to safety and economic aspects. A proposal is made how to classify and use
such systems in order to utilize the synergism of safety and availability motivations to earn their
mutual benefit.

1. INTRODUCTION

Advances in computer technology and the availability of powerful and economic personal
computers or workstations gave strong impacts that also in nuclear power plants the use of computers
has been extended to various new tasks and developments of systems for operator support have been
published in the last years. In different fields like plant status monitoring and prediction, accident
management support, alarm reduction / initial event analysis, disturbance or incident sequence analysis,
etc., advanced systems have been developed and are applied or are expected to be introduced in
nuclear power plants.

One group of developments in parallel to these new man machine interface systems is dealing
with more advanced signal analysis methods with the aim of failure detection and diagnosis (s. Fig.
1). There are several objects of components as candidates for the monitoring. Primary circuit and
reactor internals shall be emphasized in this paper.

The mentioned availability of powerful data processing technologies has been essential that new
methods for early failure and degradation detection based on signature analysis and feature trend
monitoring of random signals (acoustics, noise, and vibration) could be introduced into practice during
the last years. Computer-based monitoring systems were implemented as an aid for failure diagnosis
in many plants. The basic principles of these methods are to identify reference signatures characterizing
the healthy status of the component, to interpret the physical meaning of the signature features, and
to monitor the trending of the features within alert levels corresponding to failure-mechanism models
and/or known long-term feature changes.

While trending and controlling relevant features, countermeasures can be planned without stress
which might be borne if short-term reaction would be needed. Based on reliable information and
detailed knowledge on the state of the component, well-thought decisions can be made taking into
account both safety and economic aspects.
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Fig. 1 : Failure diagnosis systems as a subgroup of operator support systems

DIAGNOSIS METHODS AND SYSTEMS

2.1 Overview

As a consequence to the high safety requirements and the high costs associated with a
shut-down of a nuclear power plant or with the repair of components exposed to high radiation, in
Germany already in the 70ies great efforts in research and development have been started in order to
develop methods for early fault detection and on-line diagnosis of primary circuit components (reactor
vessel internals, steam generators, main coolant pumps, etc.) [1-3]. The overall aim of these new
surveillance systems is to provide information for the assessment of the mechanical component integrity
during operation, for trending incipient degradation indicators, and for prediction possible malfunctions.
In contrary to the classical monitoring instrumentation which is characterized by one signal/one
feature-monitoring-technique and by deterministic design principles (i. e. alarm levels set to coincide
with calculated or experimented threshold limits before maximal loadings to the monitored component
are reached), in these new systems detailed signal analysis methods are applied, multi-sensor systems
are used allowing correlation analysis of corresponding signals components, signatures are calculated
from the signals, multiple features are extracted, algorithm-based alarm generation is applied [4-14].
In order to meet early fault detection capabilities, instead of alarm limits here alert levels at
comparatively low values are used. In case of activation no immediate countermeasures have to be
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performed, but increased attention has to be placed on all features trends and signature deviations from
the reference patterns. Model analysis and experimental investigations during commissioning of the
plant were performed to provide a detailed knowledge base for the interpretation of the signatures and
the feature deviations.

For condition monitoring and online fault diagnosis numerous systems and methods are being
developed currently, some are in the concept phase, some are progressed to a mature state, others are
already successfully used in the plants,

Application fields where methods have been already developed are

anomaly detection in the reactor core and with internals

vibration monitoring for PWR primary circuit components

acoustic monitoring for loose parts detection

integral leakage detection

sensor surveillance (incipient failure detection, response time monitoring, signal validation)

fatigue monitoring of primary circuit components (book-keeping, calculation-based monitoring)

valve diagnosis (degradation, malfunction, fault detection during periodic tests)

rotating machiner)' diagnosis (bearing degradation, shaft crack detection, failure detection)

In this paper mainly the experiences and benefits with early failure detection and diagnosis for
reactor pressure vessel internals and primary circuit components shall be discussed, since such systems
are already working successfully for several years in nuclear power plants. Other components as shown
in Fig. 1 are targets of ongoing R&D work at GRS/1ST. The arguments describing the benefits of their
application will be the same as for primary circuit component.

The basic design principles of these systems have been

global monitoring of primary system components and reactor internals

as for as possible use of already existing measuring information (noise signals)

as for as possible use of sensors at the outside of the pressure retaining boundary with
information about the internal components

detailed knowledge on reference states of the monitored components ("healthy state")

elaboration of a knowledge base for interpretation of changes in signatures and features

monitoring and trending of identified features as well as signature observation as overall
monitoring

keeping away analysis tasks from the operator by far-reaching automation of the necessary data
processing and by support of the on-site personal by experts with access to a broad EFD
knowledge base.

Fig. 2 shows the fundamental elements of a diagnosis system based on automized pattern
recognition. The data of a machine, component, or process are fed to an acquisition unit. From these
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Fig. 2: General scheme of a diagnosis system with pattern recognition

signals features are extracted forming a feature vector which describes the actual state of the
component. By means of a learning phase reference features are determined. Different classifier's can
be used for comparing actual and reference vectors which lead to a class vector from which the
diagnosis can be derived. The classification of course can also be performed by the human intelligence
or by a knowledge based system (IF-THEN-rules) All knowledge on reference states, model behavior,
failure effects, interdependencies, etc., have to be considered in the reasoning part. Up to now in the
plants only data acquisition, signal analysis (signatures, features) and feature monitoring systems are
installed,

Based on a fruitful cooperation between GRS/1ST and the industry the fundamental concepts
for vibration and acoustic monitoring at the primary circuit were developed [8].

2.2 Vibration Monitoring

After successful investigations of neutron noise and coolant pressure noise, the following
instrumentation concept was realized in all newer PWR nuclear power plants: More than 40 sensors
consisting of gauges for absolute and relative displacement ex-vessel neutron noise, dynamic pressure,
and eddy-current-based proximity probes are placed at the primary circuit (see Fig. 3). The signal
analysis is mainly performed in the frequency domain using FFT- and correlation techniques. As
signatures, auto-power spectral densities, coherences and phase functions are calculated. The monitoring
principle is based on the comparison of actual signatures with identified, well-understood reference
signatures. Detailed correlation analysis during preoperational hot functional tests as well as structural
model calculations [4] verified with experimental modal analysis during shaker tests were used for the
identification of the signal sources of the peaks in the reference signatures. Together with
comprehensive long-term experiences in several plants, functional cross analyses, and sensitivity studies
with the developed structural models, a complete understanding of the signature components and of
their failure-caused deviations could be reached. As an example Fig. 4 shows the detailed interpretation
list for two vessel vibration spectra in top of the figures.

For signature control a data conditioning and analysis system was developed by Siemens (SOS
86) enabling the analyst to perform periodic tests computer-supported [8].

Based on a feature monitoring technique for discriminants, frequencies, and magnitudes, a
computer-controlled condition monitoring system COMOS was realized by GRS/1ST and is installed
meanwhile in 8 nuclear power plants. After a learning phase in the beginning of the fuel cycle trending
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Fig. 5: Bird-view of the COMOS system

of passive component resonance (different color displays for different features) is performed by use
of weekly feature samples (see Fig. 6). For monitoring of rotating machineries with the potential of
faster fault development (e. g. main coolant pump shaft cracks) a second mode with 16 samples per
day has been implemented [6], [9],

2.3 Acoustic Monitoring

Acoustic monitoring at the primary circuit is preferably directed to detect metallic impacts as
caused by loose or loosened parts due to flow-induced motions. Also loose part monitoring systems
(KOS) are multi-sensor-systems consisting of a set accelerometer gauges distributed strategically at the
reactor vessel (at least 6 sensors) and at the steam generators (at least 2 sensors). When a real, i. e.
impact-caused burst in one of the monitored channels triggers the system, the signals are stored in
parallel with a high sampling rate fer a preset time-window. These so-called burst patterns are used
for time domain analysis.

GRS/1ST has developed several software packages for detailed signals analysis. With the
portable system RAMSES plant data can be transferred to the 1ST Lab via modem and telephone line
[10], [13].

Delay times of bursts and burst shape information are needed for location and energy/mass
estimation by the analyzing specialist. For this purpose the burst patterns of actual impacts are
displayed in parallel on a color screen with high resolution. The patterns have to be assessed and
interpreted based on the theory of stress wave generation (Hertz theory) and pulse propagation in solid
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Fig. 6: Long-term trending of features with COMOS

structures and by means of experimental results of reference impact tests with known impact energies
and impact locations As a very useful support for the analyst, each plant-specific sensor array is stored
in primary circuit pictures and vessel development displays. Using the delay times taken from burst
patterns, hyperbolic graphs can be calculated and graphically used for the location of the unknown
impact (see Fig 8) A comprehensive burst pattern data bank is also available for computer-supported
comparison with known impact patterns.

3 OPERATIONAL EXPERIENCES

The systematic investigation of signatures of vibration and loose parts monitoring systems with
respect to long-term behavior, operational influences and failure-caused feature deviations led to a
broad and detailed knowledge base for signature/failure interpretation and diagnoses High acceptance
of vibration and loose parts monitoring by utilities and licensing authorities could be reached by a great
number of successful diagnoses.

3.1 Vibration Monitoring

Diagnoses/prognosis results and applications for specific monitoring tasks have been published
already in many papers, international conferences, and magazines [1-3], [6-9], [11-13]. A summary list
of examples in vibration monitoring and diagnosis is:

relaxation of hold-down spring forces at the pressure vessel flange

contact of piping with supporting constructions

relaxation of screws of the secondary core support

strains to piping at double-walled pipe penetrations

early and reliable detection of a shaft crack growing in a main coolant pump

core liner monitoring due to defective screws

fuel assembly baffle jetting monitoring
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The comprehensive knowledge base is continuously enlarged corresponding to the incoming
experiences from the COMOS-feature trends submitted periodically for experts assessment in the Lab
(see Fig 7) Since COMOS takes data continuously, equidistant spectra can be displayed as "water fall
representations" over several fuel cycles. By trending of changing peaks also new peaks can be
identified and related to operational reasons, anomalies, or incipient failures.

3.2 Acoustic Monitoring

Also for acoustic monitoring many successful diagnoses and applications for specific tasks have
been published already before [1-3], [5], [10-13]. A summary list of examples for acoustic monitoring
and diagnoses is.

loose parts in steam generators and reactor vessels - location and mass estimation

degradation/wear in bearing and seats of check valves

location and mass estimation of a loose part in a feedwater ring

monitoring of core liner plates due to defective screws

monitoring of screw connections at internal axial pumps (BWR)

detection of defective piping hangers in a emergency heat removal system

A specific problem in older plants or in certain components can be caused by transient
background signals similar to the bursts of loose parts and superimposed to the stationary background.
Such burst signals lead either to false alarms or to a reduction in sensitivity. Having once identified
such bursts patterns as "uncritical" it would be useful to filter them out

Fig. 9 shows the frequency distribution of such disturbing operational bursts over one fuel
cycle in all channels A non-trivial filter based on pattern recognition techniques has been built up to
suppress the alarms. A neural network (5 inputs, 2 hidden layers) was taught with known burst types
(see Fig 10) and is now able to distinguish between known and unknown bursts patterns (Fig 11)
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Fig. 9: Frequency of alert level indications in a PWR during one fuel cycle
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Fig. 10: Acoustic burst patterns (known type) recognized by the neural network

Fig. 11 : Neural network for burst type classification
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4. BENEFITS OF ONLINE-DIAGNOSIS

The main benefits of early failure detection and diagnosis methods is to win time to be able
to identify the actual problem without stress. Further measurements and analyses as well as discussions
with the relevant expert (e. g. machine/pump engineer) can be performed before well-throughout
actions will be done. Knowing about the preinformation character of alert level alarms and the
possibility to monitor the trend of the corresponding feature in due time, no over-conservative
countermeasures have to be performed. Diagnosis systems information are useful for both safety and
economic aspects. The major arguments which should be used to show the benefits are listed in Fig.
12 for economics and in Fig. 13 for safety.

5. HOW TO CLASSIFY DIAGNOSIS SYSTEMS

As it can be seen from the lists of benefits and from the lists of examples of successful
applications, to a large degree important information relevant to safety is provided by diagnosis

Failure Detection and Diagnosis Systems

avoiding larger subsequent damages

reducing plant outage times

improved planning of repair

• in-time providing of spare components

positive influence on inspection intervals

condition-oriented maintenance

Benefits in Economics

G2S 1ST

Fig. 12
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Failure Detection and Diagnosis Systems

• detection of failures early in advance of
critical situations
(winning time for countermeasures)

• on-line quality assurance of structures

• structure assessment after special loads
(thermo-hydraulic transients, earth quake)

• component assessment, if defects in other
plants of same type occurred

• licensing support after repairments or for
operation with minor defects

• reduction of radiation loads to inspection
personnel

• data material for aging assessment of key
components near the end of plant life time

Benefits in Safety

I

I
1ST

Fig 13

systems On the other side already incipient feature deviations are detected monitored and trended The
early detection provides enough time to clarify the situation and to prepare the nght countermeasures
Therefore, also no automatic actions are derived, the human being is always included by doing
assessments and starting actions Since the instrumentation are multi-sensor systems with overlapping
of measurement information in different channels also no requirements with respect to redundancy or
diversity do exists

EFD-systems are additional to the existing quality assurance measures dunng design,
manufacturing, construction and maintenance/inspections From all these facts it can be concluded that
diagnosis systems are relevant to safety, however the requirements with respect to the hardware
realization must not be equal to those for safety systems Taking for instance the classification scheme
of IEC, from our point of view diagnosis systems should be grouped into class S3, the lowest safety
relevant class one above operational class

40



Bearing in mind all our operational experiences we as GRS/1ST recommend In order to gain
the most possible benefit the existence of diagnosis systems should be required from the safety point
of view. However, the preventive measures to be performed after alert level exceeding should be kept
in the responsibility of the utilities

6 CONCLUSIONS

Early failure detection and diagnosis systems are an important group with increasing interest
within the operator support systems Already existing systems to monitor integrity of primary system
components are vibration and acoustic monitoring systems The operational experience with these
systems is very encouraging Even with respect to the fact that due to high quality requirements to
mechanical components in nuclear power plants the number of defects is not very high, several useful
examples for successful applications could be presented and show the effectiveness of these systems
The benefits are obvious and refer to both safety and economics Early failure detection and diagnosis
are seen to be an essential contribution as prevention measure against incidents, but are contributing
also to the availability Therefore they are a good example for systems in the limit area safety/
availability and demonstrate the mutual positive influences of safety measures and measures for
operational safety
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Abstract

The core monitoring system VERONA of the Hungarian Paks VVER-440 reactor has been
upgraded in both the data acquisition hardware and data processing software components. The paper
gives the outlines of the upgraded system with main emphasis on the services provided by the new
Core Monitoring software system and the operator interface. It is concluded that the upgraded
VERONA-u system is unique in its capabilities and services among the WER core monittoring and
data acquisitions systems.

1. INTRODUCTION

The original version of the Paks Power Plant VERONA core monitoring system has been
successfully operated at all four units in the last eight years [1 - 5]. Due to aging of the primary data
concentrator HINDUKUS, replacement of the hardware system has been decided. This gave an
opportunity to replace the earlier software system with a contemporary, user-friendly and extended
version, called the VERONA-u system.

The upgraded version is running in two Micro VAX computers (performing parallel in master-
hot-standby regime), and four IBM 386 compatible PC's serve as the operator workstations. Measured
data are collected and transferred to the host computers by five VME standard cabinets (PDAs)
provided with Motorola processors.

The upgraded system scans approximately 700 analog and 360 discrete signals in every two
seconds. The processed signals are those originating from the standard instrumentation of the
Hungarian Paks NPP and include core measurements (inlet and outlet temperatures, SPND readings),
ex-core neutron flux measurements, temperature-, pressure- and flow-measurements in the cooling
loops, steam generator measurements and other technological values necessary for the reconstruction
of the physical state of the system.

Data collection is followed by primary processing, standard processing, core analysis,
archivation and displaying as described in the subsequent sections.

2. PRIMARY PROCESSING

The primary processing is performed in the Primary Data Acquisition system (PDA) processors
and includes

o digital filtering,
o conversion to engineering units,
o primary validity checking.
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The processing is table-driven in the sense that the actual extent of processed data are described
with tables originating from the host-computer database The tables are downloaded to the PDA
processors at the startup phase of the system Accordingly an> change introduced into the process-
database is reflected by the primary processing of the measured data

The primary processed and time-stamped signals are communicated to the host computers via
Ethernet based local area network according to the TCP/IP protocol in every two seconds

3 STANDARD PROCESSING

Standard processing is performed cyclical!} on all measured data The cycle time of the
processing is 2 seconds

The number and character of signals processed by the system ma> be changed very flexibly
due to the specifically designed database handling method applied (cf Section 7)

Part of the standard processing is performed directly on the measured raw data, other part of
it is based on data and values originating from calculations, mainh on the core analysis calculations
described in the next section

Standard processing includes the following activities

c calculation of temperatures from thermocouple readings
o secondary validity checking
o selection from among duplicated measurements
o limit violation checking using operation mode dependent limits
o monitoring and signalization of events
o providing data for the change sensitive archives

Secondary limit checking may involve lower and upper \\arning, safety and validity limits
Such limits may be defined individually for single measurements as well as for groups of signals

The PDA primary data acquisition system may provide duplicates of certain measurements
either in such a way that the very same quantity is measured by two independent sensors, or that the
signal of a sensor is introduced in two cabinets In such cases failure of one of the signals does not
yield loss of information Handling of the duplicated measurements is part of the standard processing

Whenever the status of an analog signal dedicated to event signalization changes, e g its value
crosses a limit value, or a discrete signal changes its value an event message is generated by the
standard processing This event will be displayed on the workstations and will be included into the
archives Event signalization may be assigned to individual signals as well as to groups of signals

Any analog or discrete signal may be selected to be included into the archives Whenever the
change of the values of such signals exceeds a given threshold ("aperture") as well as when event is
generated about such signals this fact is included into the change sensitive archives (or Transient
Archives, TRA) Detection of such changes and collection of them for archivation are also the task of
the standard processing

4 CORE ANALYSIS CALCULATIONS

The core analysis calculations include the determination of various distributions within and
quantities characteristic to the reactor core, based on the measured values The programs dealing with
these calculations are divided into two groups according to the CPU time necessary for the completion
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of the calculation the "synchronous" programs perform their calculations in every 4 seconds, whereas
the "asynchronous" programs perform their task in every 4 minutes Certain tasks are run
nonperiodically, usually at the operator's request

4.1 Synchronous Calculations

The synchronous programs perform the following tasks

o calculation of reactor heat balance
o calculation of quantities for the Safety Parameter Display Screen
o determination of assemblywise power, AT, radial peaking factor distributions
o accumulation of assemblywise bumup values
o accumulation of SPND delivered currents
o secondary validity checking of the SPND signals
o accumulation of data for shift logs
o accumulation of integral parameters characterizing the whole fuel cycle
o periodic and change sensitive archivation

The Safety Parameter Display System (cf Section 6 2) includes data characterizing the state
of the entire core and the loops, thus overall power, coolant flow rate, control group position,
assemblies with maximum load and various loop data

The assemblywise heat-up and the assemblywise radial peaking factor distributions are
calculated in every 4 seconds The calculations make use of the measured outlet temperatures and
involve a consistent extrapolation algorithm based on reactor physical first principles The extrapolation
is sufficiently accurate even in case of asymmetric cores, e g when a noncentral control rod is stuck
inside the core

The accumulated quantities are stored in the core resident database and are preserved even
if the system is stopped for some reason. In case of a system restart the accumulated burnup values
are corrected according to the value given interactively or are automatically updated assuming a
constant power value, also given interactively, during the period of the system stop

4.2 Asynchronous Calculations

The asynchronous programs serve for three dimensional calculations and hot-spot monitoring
Thus these programs determine

o 3D linear power distribution in the core
o axial power distribution in the most loaded fuel pins in each assembly
o maximum fuel pin power in each assembly
o maximum fuel pin linear heat rate in each assembly
o minimum DNBR value in each assembly
o power reserve to DNBR safety limit

The three dimensional power distribution is based on the outlet thermocouple readings and
the values measured by the SPND's situated at seven elevation. The calculation is performed with a
synthesis method The two dimensional radial distributions are calculated similar to the method applied
for the heat-up calculations, whereas the axial distribution is reconstructed via spline interpolation

In case of the pinwise calculations the experimentally verified fact is exploited that the most
loaded fuel pins are usually situated in the assembly corner positions The comer power values are
interpolated from the surrounding average nodal fast flux values

45



The minimum DNBR value is determined m a one-channel thermohydraulic approximation,
the critical heat flux is calculated according to the Bezrukhov-formula with axial form-factor
corrections, a method generally accepted for VVER-440 fuel assemblies

The power reserve is a value characteristic to the amount of power increase still available
before reaching the DNBR safety limit It is calculated from the power of the most loaded assemblies
assuming that the DNBR safety limit must not be violated even if a sudden trip of one of the MCPs
occurs

4.3 Nonperiodic Calculations

In addition to the penodic (synchronous and asynchronous) calculations some important tasks
are performed whenever needed

" isothermic calibration of the thermocouples
calibration of the SPNDs

) evaluation of the SPND isolation resistances
o automatic core parameter limit selection according to the change from normal to abnormal
operating mode

Calibrations of thermocouples and of neutron detectors are performed at the operators request
Similarly, the isolation resistance measurement and calculation is initiated by the user

In certain circumstances some core parameters (like temperatures) may assume values beyond
the normal operational limits The operator has the possibility to notify the system about such (usually
emergency) situations and then the hardware and software system is instructed to accept measured
values falling into the emergency ranges This also means the extension of the measuring range of all
thermocouples

5 ARCHIVES

The system prepares two types of archives, viz

o penodic archives (PAR)
o transient archives (TRA)

Both archives contain values of variables assigned to be included into the respective archives
The assignment may be performed during the specification of the variables, i e when the vanable is
taken into the database, but any vanable can be included into or excluded from the archives any time,
simply by database manipulations

5.1 Periodic and Transient Archives

The penodic archives usually contain the measured values since this archives are normally used
for replaying archived events and/or evaluating events expenenced in the past The penod of taking
a snapshot for the PAR may be selected by the user and may be a multiple of the 2 sec cycle time The
PAR is stored in a circular buffer residing in a disk file of a fixed size This size is normally
sufficiently large for stonng the PAR of at least a two weeks penod

The transient archives are meant to contain all important changes charactenzing the processes
m the core, where important changes occur in the following cases

o values of variables become invalid or return to normal state
o values of analog vanables cross safety or warning limits
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o values of discrete variables change
o change of the value of an analog variable exceed a predetermined limit (aperture)

Based on the TRA evaluation examination of events occurred at any time in the past is
rendered possible. The size available for the TRA us normally sufficient for storing the transient
archives of about two months.

Whenever any of the archives buffers becomes full the contents of the buffer are automatically
saved on the magnetic media available for long term storage.

5.2 Archives Manager

To facilitate the use of the archived data the on-line database managing program offers a
number of options for archives management. The following activities are available for both the PAR
and TRA sets:

o saving the archives onto magnetic media
o loading the archives from magnetic media
o listing the contents of the archives
o listing the catalogue of the archives

Saving and loading is possible also manually on the operator's request, individually for both
types of archives. Whenever a manual saving is requested, the user can decide whether the next
automatic saving action should include data since the last automatic save or since the actual manual
save action.

Listing the contents of the actual archives can be requested with several selection options, such
as listing selected events for selected variables over a given period. The so prepared list can be saved
in a disk file and can be printed out.

The archives manager program keeps track of all the archives files and magnetic media handled
previously, and therefore, on the basis of this catalogue it is possible to obtain information on the
contents of the various saved sets.

5.3 Replay from Archives

Replaying scenarios on the basis of the PAR is possible in order to facilitate a detailed analysis
of the recorded values of an important time interval. Replay can be performed parallel to the on-line
data processing in such a way that some of the workstations can be temporarily assigned to the replay,
whereas the others will display the on-line process. The parallel functioning of the two processing
mode is made possible by the duplication of all software processes during replay, thus archives replay
does not interfere with the on-line processing.

In the course of the replay the replay processes are fed with data from snapshots taken from
the periodic archives. The snapshots are loaded in an order controlled from the Archives Manager and
the following options exist:

making one step forward in time
making one step backward in time
skipping a given number of steps forward
skipping a given number of steps backward
proceeding continuously forward step by step

One step includes the loading of a PAR snapshot and performing the necessary synchronous
and asynchronous calculations, i.e. all the possible calculations are involved in a replay step.
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During a replay session all fonctions of an on-line session except the archivation are available
for the replay processes.

6. DISPLAYING AND MAN-MACHINE INTERFACE

The quality of the man-machine interface is a key issue from the point of view of the ease and
comfort of an operator support system, such as the present core monitoring system. Due to the flexible
database management and the user-friendly up-to-date operator interface applied in the present system,
the possible needs and requirements of the user are envisaged and satisfied to a maximum extent.

The displaying and man-machine interface system is based on the standard X Windows system,
where the workstation PCs are used as X-terminals of the host computers and in the display software
package the standard X client-server model is implemented.

Displaying is organized in a change sensitive manner in such a way that refreshing of the
screen is performed periodically (the period is a tunable parameter, not lower than the basic 2 seconds
cycle time) but only those values are actually repainted which have changed since the last refreshing.

The main functions of the operators' workstations are as follows:

o displaying core parameters in form of colour coded as well as numerical maps ("core maps")
o displaying Safety Parameter Display Screens (SPDS)
o displaying axial power distributions for selected assemblies
o presenting detailed information on selected assemblies
o displaying and scrolling the list of events
o selecting, displaying and printing logs
o preparation of high resolution full-screen hardcopies
o defining and displaying trend curves of any parameter of the database
o displaying on-line help on the display functions

The functions are available for the operators via tracker ball manipulation over a soft keyboard
displayed on the workstation's full graphic monitor. The cursor has to be moved over the picture of
the button representing the requested action and a click on the button of the tracker ball instructs the
system on preforming the action. The possible actions are detailed in the following Sections.

The background colour of the screen can be changed according to the operator's wish. The
foreground colours remain visible with any of the available background colours: white, black and gray.

Typical display formats are shown in Fig.l.

6.1 Reactor Core Maps

A number of important distributions may be called on the central part of the display screenin
the form of hexagonal core maps, where a hexagon represents a fuel assembly. The distributions cover
every fuel assembly, the values are calculated from the measured ones by the core analysis programs
as described in Section 4.

The distributions may be displayed via both numerical values and colour codes. The colour
coded representation still may either concern the full scale of the quantity to be displayed, or
emphasize only those assemblies in which the quantity at hand falls beyond the warning or safety
limits. Any distribution may be displayed in any of the forms above.
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Usually the distributions are displayed in relative units and two types of normalization are
applied In the first norming the distributions are taken relative to an average value when the scale
contains values both below and above unity, whereas the whole available colour range is spread over
the actual numerical range In the second norming the distributions are taken relative to the upper
safety or warning limits, when the maximum of the scale is unity and it corresponds to the most vivid
colour (usually red) In that case the actual display may contain only a part of the colour range
corresponding to the actual distance from the upper safety limit

The following core maps are available

o radial power peaking factors in both norming
o coolant heat-up values in both norming
o outlet coolant temperatures in both norming
o overall power peaking factor in both norming
ooutlet coolant temperatures in the measured assemblies (row data)
o power distribution
o power asymmetry distribution (asymmetry in the symmetrically situated assemblies)
o inlet coolant temperatures
o minimum DNBR values
o maximum fuel pin powers
c maximum fuel pin linear heat rate
o average bumup
o 3D linear heat rate
o 3D fast neutron flux distribution
o 3D burnup distribution

If explicitly not mentioned otherwise, the norming is relative to the average

The three dimensional distributions are displayed as a series of core maps representing the
distributions at ten equidistant elevations Calling up a successive lower or upper level distribution on
the screen is a matter of clicking on a soft button appearing on the core map itself

Due to the flexible organization of the database handling and the displaying programs,
definition and implementation of core maps other than those listed above is also possible with relative
ease

When clicking on the hexagonal picture of an assembly on the map, a menu appears offering
further information on the selected assembly Details are given in Sections 6 3 and 6 4 below

6.2 Safety Parameter Display Screens

The SPDS's give summaries of the values of parameters of particular importance from the
point of view of safety Two kinds of SPDS's are available in the system the Parameter Summary
Table (PST) and the Safety Hexagons

621 The Parameter Summary Table

This table summarizes the actual values of the following parameters

o thermal power as calculated from the neutron power, the primary loop and the secondary
loop data.
o generator output
o reactor coolant flow rate
o average loopwise coolant temperature rise
o control rod position
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o average core outlet temperature
o frequency

Furthermore the following values are displayed for the most loaded peripheral, as well as
internal assemblies:

o radial power peaking factor
o coolant heat-up
o DNBR
o nodal power peaking factor

The following data are displayed for all the six loops:

o thermal power
o coolant flow rate
o inlet temperature
o temperature rise
o states of the MCP and Main Isolation Valve
o pressure of the steam generator
o steam generator feedwater flow rate

The Parameter Summary Table is called on the screen by the standard way of selecting through
the soft keys. It covers one half of the screen and can be shifted from one side to the other.

6.2.2 Permanently Displayed Safety Parameters

Even when the PST is not present on the screen certain important values are permanently
displayed and refreshed on the lower right part of the screen. These parameters are

o the reactor power
o position of the control rod bank no. 6
o average boron acid concentration
o cold leg temperature
o hot leg temperature
o average core coolant heat-up
o core coolant flow rate
o core coolant bypass flow rate
o reactor pressure

Further permanent fields give visual information on the values of certain overall parameters.
Thus there are six rectangles in the header part of the screen representing six groups of parameters such
as:

oadial power peaking factors of the central assemblies
o radial power peaking factors of the peripheral assemblies with one face towards the reflector
o radial power peaking factors of the peripheral assemblies with two or more faces towards
the reflector
o nodal power peaking factors
o assemblywise DNBR values
o assemblywise coolant heat-up

Whenever any of the values in a group exceeds the respective warning or safety limits the
colour of the corresponding rectangle is changed (e.g. from green to yellow or red) and resumes its
original colour only if no limit violation exists any more.
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Dedicated square shaped fields reflect the state of the measuring cabinets Whenever a pnmarv
data acquisition cabinet (PDA) fails for some reason the colour of the field assigned to this cabinet
is changed

623 Safety Hexagons

Parameters exhibiting hexagonal symmetry (or assuming six similar values) in normal case are
display ed in the form of hexagons in such a \\ a\, that the distances of the vertices from the centre are
proportional to the six actual values of the parameters In such a \\ a\, asv mmetr} among the six values
becomes obvious from the irregular shape of the hexagon Safetv Hexagons are composed for the
following quantities

loop inlet temperatures
loop outlet temperatures
loop heat removals
loop coolant flow rates
core sector symmetry

ore cooling (from the steam generators)

Safety Hexagons can also be defined b\ assigning appropriately scaled independent parameters
to the vertices of the hexagon

The contents of the PST can be modified according to the user's needs \\ith relativel> low
effort

6.3 Axial Distributions

The average axial power distribution in the core is permanently displayed in the upper right
part of the screen Further axial distributions can be obtained b\ selecting an assembly from a core map
as described in Section 6 1 The selection results in a menu which offers three options for axial
distribution display

axial power distribution in the selected assemblv
axial power distribution in the selected assemblv as well as in those around the selected one
axial power distribution m the selected and the fi\e other symmetrically situated assemblies

After selection from the menu the average axial power distribution is replaced by the selected
one and the associated ones, the curves are distinguished b\ coordinates of the assemblies and b>
colours

The axial distributions shou the power densitv m MW/m as a function of the core elevation
in cm

6.4 Assembly Data

When selecting an assembly from a core map and clicking on the menu option "detailed
assembly information" a list of parameters appears on the mid lower part of the screen containing the
following data pertaining to the selected assembh

o radial power peaking factor of the assemblv
o nodal power peaking factor of the assemblv
o coolant heat-up
o DNBR
o maximum pmwise power
o maximum pmwise linear heat rate

52



6.5 Event List

Signalization of events, generated by the analysis programs appears in the header part of the
screen. The information contains the name of the variable affected, the actual value, a textual
information on the type of event and the time of its occurrence. The header line always reflects the last
event and is continuously overwritten by newer ones.

The last 200 events can be recalled on the screen by pushing the appropriate soft key (click
by the tracker ball). The list of events appearing on the screen shows 20 events besides the one in the
header. This list is scrolled by the new events. Scrolling however can be stopped and the operator can
page the list up and down among the last 200 events.

The on-line database handling program (Section 7.2) also contains an option to sort and display
events. It operates above the last 2000 events and offers several possibilities to select from among the
events the interesting ones. The selected events are then stored in a disk file and can also be printed
out.

6.6 Preparation of Printed Logs

A great variety of logs can be prepared by choosing from them via the usual soft key based
selection methods. The available logs cover all kinds of core maps and related quantities and may
reflect actual values, averages or other statistics.

All logs but one are prepared at the time the operator so orders and they reflect actual values.
A specific log contains all the important parameters characterizing the functioning of the power plant
during a shift period. This log is prepared automatically in every 8 hours.

Every log can be called on the screen and can be sent to a printer.

The on-line database handling program offers the possibility of defining so called "request-
logs". A request-log contains the values of variables selected by the user. These values are taken either
once or several times periodically, according to the user's command. Request logs can be called on the
screen and sent to the printer.

Inclusion of any type of logs containing values of variables available in the system is possible
with little effort.

6.7 Hardcopies

Two types of hardcopies of the screen contents can be produced at any time. One type is meant
to be printed out by a LaserJet black-and-white printer. For that purpose the screen colours are
converted to gray scale. The other option assumes a colour printer. In both cases a printable file is
prepared and the file can be printed out any time with a simple system command.

6.8 Trend Curves

The trend option is particularly useful when one wishes to obtain visual information on the
variation of important parameters in the system. When activating the trend option figures displaying
the values of selected variables in the last 10 minute period can be called on the screen. As much as
10 figures can be present simultaneously on the screen, each containing up to six curves.

Trend figures may either represent actual values with continous updating or display the
variation of the selected quantities in a period in the past ("archives trend").

53



The trend definitions are stored in files and whenever the trend option is activated, the existing
trend definitions are offered to be displayed New definitions can be defined easily at any time and can
be inserted into the list of existing ones

Beside the graphical representation every trend figure displays the valid range of the variables
and the values corresponding to the time pointed to by a cursor line The cursor line can be displaced
by a simple click on the time scale

The trend option is provided with a number of comfort options to help the user in obtaining
visual information fast and easy

7. DATABASE HANDLING

All the data relevant to the measurements, calculations and system services are stored in a
flexible, structured database specifically developed for using in real-time monitoring and information
systems The principles and organization of the database handling make the on-line software system
largely independent of the actual technological system and renders it possible to make changes in the
set of measured and other input data without considerable modifications in the codes

The database information concerning an element is stored in various tables, the most important
ones are those containing the specification data (static values) and the actual data (dynamic values)
Every database element is uniquely identified by a structured symbolic identifier and several lower
order (possibly non unique) identifiers Every important feature characterizing a database element is
stored in the database, thus no a priori knowledge on the element is necessary when using it in a
program

A very important feature of the database handling is the possibility of defining composed,
structured elements In fact new database elements can be formed from the existing ones via very
general set operations. As a result of such structured combination, composed objects are defined by
the user The application programs may refer directly to such a composed object as an entity and do
not need to explicitly take care of its components This will make the programming work much simpler
and the CPU consumption more economic

Database handling is performed in two programs Changing of definitions and other important
characteristics of variables may only be performed off-line, i e when the system is not running on the
given computer node This is performed with the Off-Line Database Managing Program Listing of
values and other characteristics of the database elements and many other important and comfortable
options (including the starting and stopping of the whole system) is performed by the On-Line
Database Handling Program

Both programs are menu-driven include on-line help and are provided with very extensive
options

The programs are provided with fool-proof protection against unauthorized or incidental
manipulations via exclusion of parallel running of database modification and on-line programs as well
as with a password and privilege based authorization procedure at the entry point of the programs

7.1 Off-line Database Management

The empty database consists of memory resident tables, defining the structure of the database.
The tables are filled up with actual data with the aid of a specific database managing program As a
result of this, the contents of the database will be stored in the memory resident tables as well as in
disk files. The disk files can be used any time to restore the database whenever the contents of the
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tables become unreliable for any reason (e.g. computer shutdown). Save sets of the disk files are stored
on magnetic media and can be used to reproduce the database if needed.

The Off-Line Database Managing program is meant for

o introducing new variables
o modifying the definition of existing variables
o deleting a variable

The manipulations are performed in a context sensitive manner, i.e. the program requests
information in an extent and sequence necessary for the given variable type or category. Modification
of certain attributes can be performed both individually and for a group of variables. For that purpose
as well as for the definition of composed objects a versatile and flexible wild-carded notation rule is
exploited in the symbolic referencing a set of variables.

The Off-Line Database Managing program is provided with an extensive database checking
facility, which reveals the errors, inconsistencies and contradictions introduced during a modification
session. An error free database shall undergo a compilation phase in which the internal links among
the composed objects and their components are built up. A successful compilation yields a complete
database, ready for on-line use.

7.2 On-line Database Handling

During the functioning of the on-line core monitoring system modification of the basic
characteristics of the database is not allowed. Nevertheless there are certain quantities which are
supposed to be modifiable by the operators during runtime. Such quantities are e.g.

o certain constants of the processing, such as apertures or limits used for event generation
o status of measured quantities, e.g. disabling/ enabling the processing, or freezing the value

Modification is performed via the On-Line Database Handling program. The same program is
used for several other on-line activities, such as

o on-line system management
o database listing
o management of archives
o performing operator actions

On-line system management includes the startup and shutdown of the Core Monitoring
System.

Database listing can be performed from many aspects, e.g.

o listing of variables of given types (with possible combination of the conditions on the type)
o listing of variables in a given state (with possible combination of the conditions on the state)
o listing the attributes of sets of variables (possibly given with wild-carded identifiers)
o listing the values of variables or sets of variables
o listing the events during a given period
o listing the actions performed by the system operators

Archives management involves a great number of actions pertaining to the two types of
archives (TRA, PAR). One group of the actions concerns the save and restore of archives. The second
action group is meant for the inspection of the contents of the archives, e.g. listing of selected events
concerning selected variables over a predefined time period. A third group of the archives managing
actions concern administrations such as catalog of save sets and magnetic tapes, modification of PAR
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period, and various data on the archives The last group of actions is related with the replay from
archives Details are also described in Section I 5

Operator actions include the

r"> initiation of calibrations
> measurement of SPND isolation resistance
1 changing the measurement limits to and from emergency ranges

r"> definition of the so called "request logs"

The Off-Line Database Handling program still offers a number of minor but important options
not to be detailed here The program is an indispensable part of the system and makes the operation
of the core monitoring system a matter of comfortable routine

8 THE TWIN COMPUTER ORGANIZATION

The system is running in two computers parallel The master (or active) host computer
performs all the activities of the core monitoring, the hot standby (reserve) host computer performs
independently the same activities except that no workstation display is driven by that computer

The two computers are parallel served by the data acquisition system and two links are
established by every workstation, one towards each computers

Had the master computer degraded in function for some reason, the hot-standby machine takes
over the functions and also the workstations automatically and with practically no loss of availability
the core monitoring is continued

The error-free cooperation of the two computers is ensured by two identical programs running
in the two machines and being in permanent communication with each other These programs monitor
the state of the respective systems and databases and organize the orderly switch over when needed
Before the restart of a computer as a standby, the consistency of the database with the one in the active
computer is checked Computer containing an obsolete database is not allowed to start up, the actual
database must be copied from the other computer with the aid of the database handling program
During a successful standby startup the database is updated from the on-line system by copying that
parts of the transient archives and eventlist which are missing due to the shutdown state of the
computer

Automatic and manual system operations are recorded and can be listed for later analysis
through the On-Line Database Handling program

9 SUMMARY

The paper describes the characteristics and functions of the VERONA-u core monitoring
system developed for the Hungarian Paks Nuclear Power Plant The system services cover the great
majority of the conceivable core monitoring functions The modular structure of the system and the
flexible database organization makes it possible to modify and/or supplemet the system according to
the user's needs with realitively little effort

The man-machine interface was designed and realized with main emphasise on the ease of the
application of the workstations and on clear visualization of the most important information

The features detailed in the paper makes the VERONA-u system unique among the similar
purpose WER applications Further details on the system are given in Refs [6 -10]
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Abstract

An integrated Operator Support System (OSS) based on monitoring methodology has
been built with the emphasis on monitoring carried out in real-time. The OSS is capable of
identifying the abnormal functioning of the plant in terms of deviations from normality as well
as sensor/signal failure as diagnostic information. For real-time monitoring, dynamic modelling
of the plant plays an important role in the implementation. Each OSS component is described
and its performance is illustrated by means of actual operational experience information from
a nuclear power plant.

INTRODUCTION

The essential task of monitoring is to maintain a state of readiness or preparation for changes
necessary in the status of the system. To carry out this task, the primarily sensory information
is sampled, displayed, evaluated and the significant system changes are detected. This is a
challenging task as the severity of the task arises from the complexity of the nuclear power
plant (NPP) system outcomes and the amount of data required to make decisions. Therefore,
it is imperative to provide plant's operator with a decision support system which is desirable
to be an intelligent one, to enhance the safety and efficiency. The importance of such operator
support system is in complex, integrated human-machine systems and/or in their
human-machine interface is well recognized particularly in the last decade and the related
issues are frequently addressed [1,2].
As monitoring function is closely associated with diagnosis and control which are time critical
operations, the real-time execution becomes an important concern. The real-time data are
obtained from the plant by means of specially designed data acquisition instrumentation which
is described before [3]. The plant-wide decision support system for monitoring following the
data acquisition process, possesses some outstanding features as

-timely, precise and mission -oriented information
-retrospective process characteristics and parameters
-multi-level execution.

The first feature implies that the system complies with the real-time data processing
requirements of various tasks being executed. The second feature implies that data
acquisition is performed continuously and the previously processed and non- processed
information are stored for later reference any time. The third feature implies diverse
objectives at the plant operation. Among these mention may be made of safety parameters'
monitoring, condition monitoring, plant wide monitoring and diagnostics. For these
primary goals, modelling of the power plant is an essential tool, since it is not practical to
examine the performance of a power plant by means of experiments. As the monitoring

* Electrical Engineering Faculty, Istanbul Technical University, Istanbul , Turkey
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implies essentially real-time operation, accordingly the importance is attached to this mode
of operation in the operator support system where dynamic modelling becomes the
essential means for analyses and decisions. Different dynamic modelling techniques
integrated to the support system are described below together with the relevant operational
experiences.

DYNAMIC SYSTEM MODELLING AND FAULT DIAGNOSIS

As the sensory data to be evaluated can be in different form, appropriate modelling
techniques have to be used for processing. As the data acquisation provides the computer
based systems eventually with digital measurement signals, discrete modelling techniques
are of major concern. In this respect recursive estimations of a nuclear power plant system
represented in state-space form is one of the important forms of stochastic system
modelling. Another approach for modelling used in the present study is the deterministic
modelling of the system which is especially designed for fault diagnosis, where the mean
values of the measurement signals are processed. Apart from these dynamic physical
modelling techniques, there is another powerful non-physical but yet intelligent dynamic
modelling technique integrated to the operator support system. All these dynamic
modelling techniques, implemented to ease the decision-making in plant's operation, are
outlined in the following subsections.

Dynamic Stochastic Modelling

Dynamic stochastic modelling involves state-space description of the system together with
the stochastic sources present in the reactor system which deliver driving and/or contribu-
ting signals in the form of noise. As a recursive estimator, Kaiman filtering approach is
the essential tool for these applications as the methodology is most suitable especially for
real-time operations with its most desirable features including optimality [4]. For brief
description of the methodology, consider a linear discrete system and assume that
modelling technique has produced an adequate description in the form of a linear
stochastic system to describe the propagation in time of a state vector Xfk)

X(K) = £(*,*-!) X(*-l) + &(K) #(*) + G(k)

Here, X_(k) is an n-vector state process;
^(k,k-l) the non-singular nxn system dynamics martix; B^k) the nxr input matrix; U_(k) the
r-vector deterministic input; G(.k) the nxp noise input matrix; W_(k) the p-vector white
Gaussian noise process; Y_(k) the m-vector measurement process; and Cfk) the nxm
measurement matrix; V/k) the m-vector white Gaussian measurement noise process. The
statistics of the noise process W_(k) and Vfk) are assumed to be

= 0

-Q
= o

i) wjn = R «
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where 5 is the Kronecker delta, Qfk) and Rfk) are pxp symmetric positive-semidefinite and
positive-definite matrices, respectively. The system noise W(k) includes the effect of
variability in the natural system as well as model structure errors. The measurement noise
V_(k) represents the uncertainty associated with the measurement process. The initial
condition X_(0) is assumed to be Gaussian with statistics:

= X(0)

E {[X(0)-X(0)] £[X(0)-X(0)f } = £(0)

where PfO) is the nxn symmetric positive-definite matrix.

The estimate of the system state X_(k) can be obtained by the help of the information
provided by the system model and the measurements Y_(k) obtained from the actual system.
For the solution of this filtering problem the Bayesian approach is used and the condi-
tional probability density of the state X.(k), conditioned on the entire history of the
measurements, is identified. Once this density is explicitly described, an optimal estimate
of the state X(k) can be defined. Under the assumption of the model given above, the
conditional density is Gaussian and it is completely characterized by its mean and
covariance matrix. Hence, the estimate of X_(k) based on the conditional density will results
in the same estimated j£ (k) and the same covariance matrix of the estimation error Pfk).
The optimal state estimate is propagated from measurement time k-1 to measurement time
k by the equations

m®,

At measurement time k, the measurement Yj(k) becomes available. The estimate is updated
by the equations:

= E(k\k-\) - K(K) £(*)

where

is the filter gain.

One of the implementations for operator support is in the form of both signal/sensor
validation and monitoring. Sensor/signal validation is carried out by using multi-Kalman
filters where each filter estimates one of the systems states using the rest of the states are
connected by means of the state-space equations. Sensitivity of the method is substantially
increased using a statistical hypothesis testing procedure known as sequential probability
ratio test (SPRT) applied to the residual noise sequence x at the output of each Kaiman
filter and the hypothesis testing (Ho,Hl) is applied. The SPRT process is summarized in
Fig.l. The signal/sensor monitoring implemented is shown in Fig.2. The related fault
detection and isolation is reported earlier [5].

Kaiman filtering methodology is a very powerful tool for stochastic system modelling in
real-time as the Kaiman approach can be used as parameter estimator in the form of an
adaptive algorithm as well as system modeller in the state-space form. Each of these
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Fig.l. Summary of the Sequential Probability
Ratio Test (SPRT) Procedure for Statis-
tical data analysis.

SENSOR FAILURE DETECTION FOR STEAM GENERATOR SENSORS

(O. Ciftcioghi and E Turkcan (1992), ' Real-time failure detection
by dynamk modelling of a PWR plant", 8th Power Plant Dynamic
& Control Symposium, 27-29 May, University of Tennessee, USA

Fig.2. Block scheme of the sensor failure
detection using Kaiman filtering
technique.
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applications in the support system are described before [5,6]. The monitoring based on
parameter estimation and following statistical distance measure, namely Mahalanobis
distance, is illustrated in Fig. 3.
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(O. Clftdoglu and E. Turkcan (1990), " IAEA Specialists' Meeting on Analysis and Experience
In Control and Instrumentation as a Decision Tool", IAEA International Working Group on
Nuclear Power Plant Control and Instrumentation (IWQ-NPPCI), Amhem, 16-19 October 1990)

Fig.3. Failure detection based on adaptive lattice modelling by
Kaiman filtering methodology.

Dynamic Deterministic Modelling

The dynamic deterministic modelling implemented is essentially meant for Early Failure
Detection (EFD) [7]. The EFD system is based on simple models of plant components,
heat exchanging of the steam generator for instance, in the form of coupled balance
equations solved using the real-time measurement data from the sensors. The process
variables, such as power, mass flow, temperature, pressure and so on, determined by the
model are compared with the measured values and deviations are registered. If the
deviations are outside specified limits, alarm is issued. In a PWR power plant the reactor
thermal energy calculations are based on the feed-water flow measurements which are
measured at steam generator feed-water line after the high pressure preheaters. The
methodology and software developed by OECD Halden Project [8] is tailored to Borssele
reactor steam generators on the basis of heat and mass balance with the steam generator
conditions. The equations are organized so as to calculate the flow rate. The model is
being applied at two Loviisa PWR NPP's in Finland since 1991. Later, signal validation
part has been developed. In the case of Borssele, only the steam generator feed-water flow
estimation to compare with on-line sensor signals is achieved, so far. The preliminary
results of the EFD application is given in Fig. 4, where calculated and measured feed-
water flow of the steam generator are illustrated during the shut-down of the NPP. A
satisfactory agreement between model-calculated flow and corresponding measured flow is
observed. During this operation also a conventional rinsing maintenance task was carried
out. A model-based alarm system looks at group of variables rather than at one single
variable at the time. Each variable within the group may be within the allowed limits but
the group as a whole may indicate failure in the system. Therefore, faults are detected
earlier than by conventional alarms. The system software is designed in modular form so
that the EFD module may be connected to several other software modules and also any
desired subcomponent of the plant can be modelled and integrated to the system software.
The addition of the signal/sensor monitoring and verification assists the operator and
maintenance staff to detect deviations and pinpoint sensors which have abnormal behav-
iour.
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Fig. 4. Model-based steam generator feedwater flow determination and its measured
counterpart as a function of time (solid line is the model, dashed line is the
measured data).

Dynamic Computational modelling: Neural Network

A neural network is in the form of a set of N elementary processing units, called percep-
tions, which are divided into groups where each group is considered to be a subset. Each
unit receives at its input, signals from the preceding subset units or from external informa-
tion sources. It computes its new output in the same way as any perceptron does and
conveys to the following units. Each subset of perceptrons can be viewed as layer and
these layers form a sequence of layers. Thus, the processing units with their input/output
connections form a multi-layered neural network structure. This structure can be seen as a
model of a system and determination of the model parameters becomes the main concern
where mathematical form of the model is unknown. The parameters of this model are
determined by means of information obtained from the actual process system which is
NPP in the present operator support system, through the measurement information.
Namely, the signals from the sensors are applied to the network and the weights connect-
ing the perceptrons and input/output nodes are so determined that the information about
the systems dynamics is stored in the network structure. Using this persistent information,
network can reproduce the correct process system outputs provided that the network input
is provided with the same information, that is system outputs. Weight determination giving
this property to the network is called autoassociative mode training. A method which is
commonly used for training is known to be backpropagation (BP) [9]. The layer between
the input and output nodes are called hidden layer. In order to give an insight into how the
computations and estimation of the process signals are carried out, a detailed structure of
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one perception is shown in Fig.5, where the function f(x) is commonly termed as logistic
function.
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X T • input vector
W ™ weight vector

Fig.5. A typical processing element.

Due to this function, neural structure can retain not only linear but also non-linear
dynamics. Also, due to this, the training process in the associative mode learning becomes
a nonlinear optimization process where the function representing the difference (error)
between the network output and the corresponding measurement information is to be
minimized. It is to note that the neural network input is provided with the same measure-
ment information as used in forming the difference (error) to be minimized so that the
neural network input is maintaned with the continuous measurement information, eventual-
ly yielding a trained network representing the dynamic process of the plant. In other
words, the trained network represents a. computational model of the nuclear power plant.
This implies that the plant's dynamic performance is evaluated by the computational
means directed by the neural network where no reference is made to any physical process
or parameter whatsoever. The backpropagation minimization method mentioned above is
gradient decent algorithm in the context of optimization. The popularity of the back
propagation algorithm is largely due to the fact that it is incremental, i.e., the example is
learned one by one by the network and has a relatively fast rate of conversion initially. By
regarding the deterministic training examples as random variables, we can view the
problem of training a neural network as an adaptive filtering problem where both the
observable signal sequence and the reference signal sequence are independent and non-
stationary per se although they are mutually dependent. Hence, the gradient descent
algorithm, turns out to be a stochastic least-mean-square algorithm which is known to be
LMS algorithm for linear systems in the context of adaptive signal processing. As the
neural network's input signals are varying measurement information, the exact form of the
function to be minimized is not known. Therefore, in place of taking gradient of mean-
squared difference, the gradient itself at each iterative computation is taken. This approach
is well known as the stochastic approximation for optimization and this is the method used
in the present OSS. The potential applications of neural networks and monitoring impie -
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mentations are reported in the literature [9-12]. To illustrate the monitoring capability of
the OSS by means of neural networks, a particular operation including two maintenance
procedures in different times are chosen for demonstration and this is presented in Fig.6.
The neural network have been trained taking into account this regular maintenance
procedure so that during real-time monitoring deviations between measured and estimated
signals are observed to be small comparable with the statistical accuracy of the measured
signals. Since the maintenance above is a rinsing of the condensor it may give different
effect namely reverse phase effect in different times due to normal maintenance procedure
difference. The antiphase effect of this maintenance procedure is not to be estimated by
the network as the network is trained for one phase only. Indeed since this antiphase is not
the scope of the network, it is not followed by the neural network output. Hence, this is a
striking difference between the measured and estimated signals, for this case. The feed-
water flow and steam flow signals as measured and estimated and the difference between
them, represent the conspicuous performance of the neural network as seen in the figure.
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CONCLUSIONS

As the monitoring is an essential task in a power plant as a rationale for decisions to be
made during operations, an operator decision support system is developed as an aid for
plant operator. The OS S comprises several components based on dynamic modelling of the
plant. Each component comprises a work station in the main frame environment so that
each information from particular operation is delivered to a common bus of Ethernet. The
cross verification of different mode evaluations during the operation is performed. This
particular process is termed as consistency-checking in the context of monitoring. All
these information are meant for the operator and supported by visual display including the
plant's scheme and the process signals being monitored. The present OSS system is
suitable for expansion by means of the integration of an expert system for final decisions
as a desirable realization of coordination/cooperation in human-machine interface, namely
the control room of the plant.
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Abstract

AECL Research is conducting applied human factors and advanced technology R&D to enhance
CANDU performance and safety. The focus has been to improve human performance through
interfaces, alarm and advisor systems, and procedures that better match human capabilities to plant
tasks. The program is being conducted in close collaboration with operating CANDU plants and, in
this way, operational experience is fed back through research to plant retrofit and new designs. One
project involves the development of a prototype Critical Safety Parameter Advisor System to assist
CANDU operators manage events where station safety goals are threatened. The work is based on
research conducted to determine the human factors issues in decision support systems. The belief is
that proper attention to human factors will help determine the conceptual and detailed design of the
system, and ensure that it is accepted by intended users for the tasks they have to perform. The
development of the prototype involved a strong emphasis on human factors engineering in the form
of task and usability analysis coupled with a rapid prototyping development approach. This approach
proved useful in obtaining cooperation from qualified operators and station staff and has led to the
successful transfer of portions of the prototype to an on line system.

1. INTRODUCTION

AECL Research has been conducting applied human factors and advanced technology R&D to
advance CANDU performance and safety. The focus has been to enhance the human-machine interface
in current and future CANDU plants. This program is being conducted in close association with
operating CANDU plants and, in this way, operational experience is fed back through research to
retrofits and new designs. Part of the work involves developing Operator Decision Support Systems,
ensuring that they meet CANDU operational requirements and ensuring that prototypes have good
chances of being incorporated into operational use.

One project involves the development of a Critical Safety Parameter Advisor System (CSPAS)
to assist CANDU operators manage events where safety goals are threatened. This work is being
undertaken in support of Ontario Hydro's (OHs) Pickering Nuclear Generating Station (PNGS), under
the auspices of the CANDU Owners Group (COG). The work is grounded in research to investigate
the human factors issues in decision support systems.

This paper summarizes the investigation of human factors issues with decision support systems
(see Section 2), and the development and evaluation of the CSPAS (see Section 3). Key lessons teamed
are noted.

2. HUMAN FACTORS IN DECISION SUPPORT SYSTEMS

Our research was based on the premise that the effectiveness of decision support systems
depends heavily on relevant human factors issues being addressed at all stages of the design life cycle.
This ensures that any potential deficiencies in the introduction of these advanced technology systems
are addressed, and that benefits are achieved by their introduction.
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The research consisted of an extensive review of the available literature that considered

high-level decision support system (DSS) concepts,

the factors that influence the interaction an operator has \\ith a DSS, and

evaluation methodologies and metrics for DSSs

Each of these points is discussed belo\\

2.1 Classification of Performance Aids

An analysis of performance aids in the industrial process control domain identified three main
conceptual approaches Maximum Allocation (NM), Dynamic Task Allocation (DTA). and Joint
Cognitive Problem-Solving (JCPS)

211 Maximum Allocation and Dynamic Ta\k Allocation

In the Maximum Allocation approach, the goal is to automate everything that can be reasonably
automated and to allocate the rest of the tasks (usually including the handling of abnormal situations)
to the operator This usually relegates the human either to a data collection role or to a back-up role
[1] The MA approach presents the following difficulties

In situations where operators are called upon to augment or replace the automatic
systems, they may be "out of touch" with the actual process state and their skill level
may have suffered from lack of use

The approach implies that humans ha\ e to handle situations that are too complicated
to automate These situations may also severely tax the abilities of a human operator
and are just the type of situation where a performance aid is needed most

In removing the human from many of the tasks, the system may also have removed
the ability of the human to control it If the system's problem solving strategies are
also opaque, this may result in the operators distrusting the system and eventual return
to purely manual operations

In the Dynamic Task Allocation approach, a module in the system tries to optimize the overall
human-machine performance by dynamically allocating the tasks between the human and machine [2]
Although this approach is appealing for situations requiring a variety of problem-solving approaches,
it presents problems These arise because the methods to infer intents and capabilities of the human
and machine are problematical, as is the design and construction of the DTA algorithms The fact that
the meaning of a subtask can be lost when a task is decomposed into subtasks (and its rationale
obscured) can also cause difficulties in the DTA approach

Both the MA and DTA approaches can be seen as decreasing the amount of information that
operators have to process This may deprive operators of essential information and reduce their skill
level in the process [3]

272 Joint Cognitive Problem-Solving

In contrast to the MA and DTA approaches, the Joint Cognitive Problem Solving approach
places human clearly in chaige of the problem-solving effort, with the performance aid in a support
role [1]
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One paradigm of the JCPS works on the theory that, in dealing with a process, operators
develop a series of 'mental models' with various degrees of granularity and use the model that has the
appropriate granularity for the task at hand. The role of a performance aid would be to help the
operator adjust the granularity of his/her mental model to suit the task [4].

In another JCPS paradigm, a fixed allocation of tasks between the human and the performance
aid is established. The allocation is based on an analysis of the task requirements and of the relative
abilities of both agents [5, 6].

The general JCPS approach is suitable for the design of pure data-display type performance
aids and also for advisor-type systems, where it is important to support (rather than replace) the
operator.

2.2 Human Performance-Aid Interaction

Apart from the conceptual factors previously discussed, the implementation detail of a performance aid
can constrain the kind of interactions a user can have with it. For example, traditional rule-based expert
systems can only "explain" their reasoning either in terms of a trace of the rules that have been fired
or in terms of the current goal: higher level 'explanations' are not usually possible. Insufficient
feedback to the user can lead to poor performance for a variety of reasons related to human
psychology, including human-human cooperation, and trust in the partner, whether human or machine.

2.2.1 Consideration of Human-Human Cooperation

Consideration of the factors that effect cooperation among people can give a deeper insight into
the psychology of human-machine interactions. Important factors [7] are:

people involved in cooperative problem-solving base their communication with each
other on shared views of both the problem at hand and their roles in its solution,

cooperation in a team usually depends on balancing, through communication and
delegation, the cognitive workload of its members, and

interactions are determined by the allocation of functions among the team members.

To remove ambiguity, a shared understanding or common frame of reference is usually
necessary between people when they cooperate to perform a task. From this, there appears to be a need
for a common frame of reference between a human and a performance aid. This might allow, the
human to follow the re g of the performance aid and enable him/her to take over from a machine that
has reached a logical 'dead end'. Conceptually, it might also allow a machine to take over when the
human cannot proceed [8].

It has been suggested [4] that the frame of reference (or mental model) of process control
operators often consists of a structured set of simple, semi-independent, submodels that have a smaller
number of variables than the actual process. It is said that this helps memorization and also reduces
the cognitive workload of the operator, although this is at the expense of accuracy of responses. The
scope of operator responses to events may also be reduced if they become "trapped" in their sub-model
representations. This can result in operators becoming confused, entering a "cognitive lock-up" state,
and adopting a fixated problem-solving strategy. In such a case, a possible role for a performance aid
would be to assist operators navigate through the structure of the sub-model set to find more
appropriate responses to the situation at hand.

Our understanding of the form and utilization of mental models needs to be developed further
[9]. However, the mental model concept is a powerful one and appropriate recognition of the mental
models of intended users is important in the design of performance aids.
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2.2.2 Trust in Human and Human-Machine Relations

The trust or distrust an operator has in a performance aid can profoundly effect its use.
Although little empirical research has been done on this issue, the factors affecting trust between people
can be examined [10] and analyzed as to their possible relevance to human-machine relationships. The
following factors are important in the establishing and maintaining of trust between people:

predictability of another person's behavior,

dependability, and

the prediction of future dependability (faith).

In the case of human-machine relationships, the first two factors probably apply, ne third factor
may also apply, as a history of predictability and dependability contributes to the development of faith,
reliance and hence use.

The role played by 'credibility', a qualifier of predictability, in distributed decision-making
among humans is also important. It has been suggested [11] that before entering and performing
distributed decision-making, partners assess how much of a common background of agreed values and
principles they share. Some flavour of this conclusion probably applies to performance aids as well,
if only at the level of the system's users feeling comfortable with the system's developers.

Based on this analysis, an approach to improving the level of trust people have in performance
aids would be to:

improve the user's perception of a performance aid s taistworthiness through training,

allow the users to 'browse' the performance aid in a simulated environment thereby
enabling them to assess the aid's problem-solving strategies,

display the performance achieved with and without the aid,

ensure high reliability and availability of the performance, and

ensure that the performance-aid developers discuss its requirements with its intended
users.

From this discussion, it can be seen that trust between a human and a performance aid is a
multidimensional issue, and that many of the factors involved can be managed.

2.3 Evaluation of Performance-Aid Systems

The research revealed that metrics and methodologies for the evaluation of cooperative work
between a human and a performance aid are only beginning to be defined.

The case studies showed that there are two broad classes of possible metrics [5,7,12,13].

On one level, the metrics typically include such things as number of problems solved,
time required to solve a problem, case of system use. the number of operator errors,
and number of user queries to the expert system.

On a higher level, the metrics used included a rating of the understanding of the aids
reasoning method, number of deviations from a canonical problem-solving path,
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confidence of users in their decisions, and adequacy of time allowed to solve a
problem.

It would appear that simple metrics originating in traditional human-computer interaction
research are not sufficiently rich to allow good assessment of the performance of a human-machine
system.

We are developing methods and techniques to measure CANDU operators' situational
awareness (the degree to which they are aware of the enlarged context of their immediate task) [14].
This work holds promise for the evaluation of decision support systems.

3. CRITICAL SAFETY PARAMETER ADVISOR SYSTEM (CSPAS)

The CSPAS project is being performed in two distinct phases. The first phase, conducted in
1992, led to the development of a Critical Safety Parameter Monitor System that collects and displays
a set of parameters known as Critical Safety Parameters (CSPS) and Support Parameters (SPs). These
parameters give a measure of any threat to the fundamental CANDU safety goals of controlling reactor
power, cooling the fuel and containing radioactive releases in an upset or emergency. The second
phase, lasting until 1994, will develop the CSP Monitor System into an CSP Advisor System by adding
functionality to assist operators return the plant to a safe state ffthe safety goals become challenged.

The development of the CSP Monitor System and initial concepts for the Advisor System are
discussed below.

3.1 Critical Safety Parameter Monitor System

The development methodology chosen for the project combined a rapid prototyping life cycle
for the development of prototype systems with a human factors engineering approach involving task
analysis, usability analysis, and performance evaluation. Thus the project proceeded with a process
whereby analysis was performed, a prototype design based on the analysis was constructed, further
analysis and evaluation is performed using the prototype as a vehicle, prototype enhancements were
made, and so on.

Before any prototype design work was undertaken, a set of task analyses, using a modified
hierarchical method, was performed. This involved the study of operators manually performing the CSP
monitoring and restoration task. This work laid firm foundations for the project in ways that continue
to be of benefit to the project. First, it enabled the development team to see what the manual CSP
monitoring task entailed, understand the difficulties that operators were having, and identify the
top-level requirements and constraints for both the Monitor and Advisor systems. Secondly, involving
the PNGS staff at an early stage showed that the development team intended to determine their actual
requirements, and a level of trust and mutual commitment between the developers and PNGS staff was
established.

After performing the task analysis, some preliminary design was performed and an initial
Monitor System prototype developed. The design, shown in Figure 1, was developed based on the
results of the task analyses. These analyses helped to generate accurate high-level requirements for the
system, but did not define the design completely.

Display design is the process of translating information requirements to information
presentations on one or more display surfaces. The process is difficult because each information
requirement does not usually map to a single display element. Also, the sum of all one-to-one
mappings does not necessarily result in consistent aggregate displays. Thus, display design usually is
a combination of art and judgement. For the case of the Monitor System, the transition from
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Figure 1: Preliminary CSP Monitor display design.



requirements to design was made by a combination of 'artistry' and by the employment of advanced
human factors ideas (e.g , concerning the existence of operators' mental models and the concept of
visual momentum) Much effort went into this step, including an extensive survey of international
research on the factors in display design that effect the efficient transfer of information from a display
to its users [15-20] The result of this effort can be clearly identified in many features of the display
design, ranging from the organization of the display, through the navigation methods supported, to the
methods employed for showing trend and Subcooling Margin (SCM) (one of the CSPS) information

Following the design and development of a preliminary prototype, evaluations of the system's
usability and functionality were carried out These evaluations were carried out by simulating major
events on the PNGS full scope simulator and heaving PNGS staff performing the required actions both
with and without the prototype CSP Monitor System. These evaluations insured that the design
concepts were subject to an early and exhaustive review Thus, potential modifications were identified
early on, some previously unidentified functional requirements were generated, and general "buy-in"
to the project was developed and maintained.

Following an analysis of the results, a further iteration was performed on the CSP Monitor
System to improve the usability and functionality, and a further series of evaluations was carried out,
again using the PNGS full scope simulator and PNGS stuff In this way, by identifying final prototype
Monitor System display design was built to a very high level. The final CSP Monitor System display
is shown in Figure 2.
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The use of task and usability analyses, together with a strong consideration of human factors
issues in the development of the display design, had significant impact on the final prototype CSP
Monitor System It ensured that the system enabled operators to perform the CSP Momtonng task -
much more effectively

311 Two Key Design Decisions

Major design decisions concerned the user interaction style to be used in CSP Monitor System,
and the use of color in the display These are of great importance because they directly affect system
users at the most immediate levels of "what does it look like" and "how do you use it" These
design decisions are very important, but can not be made in disregard of other requirements

A high-level functional requirement was that the Monitor System give the PNGS operators an
overall view of an event while at the same time allowing them to chose to view that event in slightly
different ways To achieve the overall view requirement, it was necessary to minimize paging in the
system displays, to allow a choice of view required that operators be given some freedom to make
some selections The decision was made, based on the task analysis results, to design a display with
a fixed structure in which all the CSPs and SPs were displayed, but to enable the display form (e g ,
bar-charts or trends) of individual parameters to be independently selectable To achieve this required
that the system's users be able to select individual elements of the display and get the system to alter
the form of the information displayed there In short, a mam display page \\ith individually selectable
subdisplays was needed

To achieve this, it was decided to use a direct manipulation style of interface After task
requirements, users skill levels, and the relative ments of competing technology [21] were analyzed,
a touchscreen device was selected as the user input device

After considering the factors involved in the use of color m display design, the CSP Monitor
Display was designed to be mainly grey and white with color used only to highlight numerical readouts
and for the purposes of alarms

During evaluation exercises, the PNGS staff positiv ely liked the touchscreen interface and the
minimal use of color in the system As touchscreen devices are new technology for CANDU plants,
its acceptance by the operators is important The fact that operators liked the minimal use of color is
also important Their preference may be explained by the fact that, dunng evaluation, it was observed
that the display was quite "busy" (as it shows a lot of information), and that a greater use of color
would increase the "busyness" of the display, reducing the efficiency of information transfer to users

3.2. Critical Safety Parameter Advisor System (CSPAS)

At PNGS, the CSP monitoring task is part of an overall upset/emergency response strategy that
includes the use of paper-based Emergency Operating Procedures (EOPS) and CSP Restoration (event
and symptom based, respectively) Procedures [22] In discussions with PNGS technical staff, an
Advisor System that would aid operators execute the Restoration Procedures was identified as being
both a useful and a natural extension to the CSP Monitor System This is because the PNGS approach
to EOPs is to incorporate a balanced mix of operator judgement and mandated action and to avoid the
problems associated with assuming either too much or too little m the way of memory and judgement
from the operators The balanced mix means that operator judgement can be called for m procedure
execution A CSPAS that functioned to remind operators that there was perhaps another way to view
the event and the required response would

help compensate for errors,

help avoid "cognitive lock-up", and

be consistent with the CANDU defence-m-depth philosophy
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The station requirements for the CSPAS functionality fit well with the Joint Cognitive Problem
Solving operator-aid paradigm discussed earlier The functionality of the CSPAS system is therefore
being developed accordingly the operator is assumed to be in command but the Advisor will offer
supporting information and suggest alternative possible actions The CSPAS will act as a sophisticated
supplement to the paper-based CSP Restoration Procedures It will

provide assistance in selecting the procedure path,

provide advanced notice of any impending threat to a safety goal,

provide a safety net for procedure path selection,

provide support information for both its suggestions and operator judgement,

perform necessary sensor validation and data interpretation,

warn the operator when the assumptions behind the restoration procedures a-re invalid,
and

operate as an extension to the CSP Monitor System in a natural and seamless fashion

Figures 3 and 4 show the preliminary CSPAS display designs Figure 3 indicates how the
Advisor functions of the CSPAS are invoked from the purely CSP Monitor portion of the system,
Figure 4 shows more detailed Advisor functionality
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4 CONCLUSION

AIECL Research is developing protot> pe operator decision support systems for CANDU plants
The Critical Safety Parameter Advisor System project is representative of systems being considered
to improve human performance The theoretical basis for the project \\as laid in a stud} to identify the
human factors issues related to the design, utilization and evaluation of computer-based performance
aids The study sho\\ed the importance of matching the conceptual approach embodied in the
performance aid to the operator task It also highlighted the following factors

the importance of operator's mental models and the need for a common frame of
reference between the operator and the machine.

the trustworthiness and credibility of the performance aid, and

the need to develop methods and metrics with which to evaluate performance aids

A preliminary CSP Monitor System prototype became a mature prototype through a disciplined
set of iterations, the prototype display design is being used as input to a production CSP Monitor
System at Pickenng Nuclear Generating Station (PNGS) The CSP Monitor system is further evolving
into an Advisor system in a smooth manner, \\ith every evolutionär} step defensible and supported by
PNGS staff
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Abstract

Various operator support systems (OSSs) for nuclear power plants are already
operational or under development in the Member States. OSSs are based on intelligent data
processing and in addition to plant operation, they are becoming more important also for
safety. A key feature of OSSs is their availability to structure data to increase its relevance
to a given situation. This can improve the user's ability to identify plant function, systems and
component state and to identify faults and diagnose them. OSSs can also assist the user to plan
and implement corrective actions to improve NPP availability and safety. In September 1991,
the IAEA Committee for Contractual Scientific Services approved the Co-ordinated Research
Programme (CRP) on "Operator Support Systems in Nuclear Power Plants" in the framework
of the Project "Man-Machine Interface Studies". The main objective of the programme is to
provide guidance and technology transfer in the development and implementation of OSSs,
including the experience with man-machine interface and closely related issues such as control
and instrumentation, the use of computers and operator qualification. The paper describes a
scientific background of the CRP, working plan and results of the first Co-ordinated Research
Meeting, held in Vienna from 13 to 16 October 1992.

1. INTRODUCTION

The position of an international organization is ideal for creating the framework which
is instrumental in the exchange of knowledge and experience. The role of the IAEA in
collecting, systemizing, and developing scattered knowledge and experience has been
recognized since its inception.

Where it is deemed desirable that several institutes co-operate in furthering research in
a given field, co-ordinated research programmes (CRPs) represent an effective means to bring
together researchers in both developing and industrialized countries. These programmes are
developed in relation to a well defined research topic on which an appropriate number of
institutes are invited to collaborate.

Following recommendations made at the Specialists' Meetings in Helsinki ("Artificial
Intelligence in NPPs", October 10-12, 1989) and Lyon ("Communication and Data Transfer
in NPPs", April 24-26, 1990) the International Working Group on Nuclear Power Plant
Control and Instrumentation (IWG-NPPCI) suggested the organization of a CRP on "Operator
Support Systems in Nuclear Power Plants".
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It was recognized that a great deal of work, over the last twenty-five years in the world-
wide nuclear power industry has focussed upon developing various tools, job performance aids
or operator support systems (OSS) for achieving better productivity and improved reliability.
It was the intent of this consultancy to suggest a series of co-ordinated research programmes
aimed at summarizing the existing world-wide technology available to those utilities that are
seeking to improve their plant's production performance.

It was suggested by the IWG-NPPCI that the proposed CRP would be focussing its
efforts on various aspects of who the users of OSS are, what their needs are and what the
benefits of operator support systems would be.

In September 1991 the IAEA Committee for Contractual Scientific Services approved
the programme in the framework of the Project "Man-Machine Interface Studies". The main
objective of this is to provide systematic guidance and information on man-machine interfaces
and closely-related issues including control and instrumentation, the use of computers, and
operator qualification. An essential part of this objective is to exchange experiences in these
areas between co-operating organizations [1].

2. SCIENTIFIC BACKGROUND

2.1 Motivation

In the last twenty-five years, the size and complexity of nuclear power plants have
increased significantly. In addition the requirements on operations, maintenance, engineering
and management personnel to improve availability and reliability, and to reduce safety
challenges to the plant have increased. These personnel are working with more complex
systems, and responding to increasing operational, financial and regulatory demands. As tasks
become more complex, involving large numbers of subsystem interrelationships and large
amounts of data, the likelihood of potential errors and their detrimental consequences may
increase. Reliable, integrated operator support systems can play a critical role in increasing
availability and reliability, in reducing operation and maintenance costs, and in protecting the
utility's capital investment.

The technological advances of the last few years have made it possible to develop
sophisticated operator support systems which can not only process and present information but
can also give advice to the operator. With appropriately implemented operator support
systems, human can be augmented substantially in their capacity to monitor, process, interpret
and apply information, thus reducing errors and increasing reliability and availability. These
operator support systems can increase productivity by eliminating routine man-power-intensive
efforts such as recording, collecting, integrating and evaluating data and by assisting in
monitoring and control activities. They can improve consistency and completeness of decision-
making activities by performing the role diagnostic and decision advisors. Operator support
systems can assist in reducing safety challenges to the plant by presenting more complete,
integrated and reliable information to plant staff to better cope with operating and emergency
conditions. Reducing safety challenges leads directly to improved reliability and availability
and hence productivity. An additional advantage of operator support systems is that they can,
and should be, tailored to the specific needs of the user.
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2.2 Problems experienced and what has been done

Operational, diagnostic, monitoring and maintenance errors have all occurred in power
plants causing reductions in availability and substantial financial consequences. The event at
Three Mile Island is an extreme example of this. Since this event, a number of operator
support systems have been implemented to assist in the control room such as critical parameter
displays, boiling curve displays and tables, and emergency operating procedure flow charts.
These operator support systems have demonstrated their ability to assist humans in making
their decisions and increasing the availability of the power plant.

In the maintenance area, operator support systems have been developed to reduce
equipment failures such as sensors out of calibration, emergency diesel generator faults, and
pump degradation. These operator support systems allow faster fault detection and diagnosis,
and give the capability to know when to perform predictive maintenance on plant equipment.
Predictive maintenance and faster fault detection and diagnosis can reduce the plant down time
and repair costs.

In the engineering area, operator support systems have been developed to assist in many
areas which are either difficult or time consuming. Some examples are refuelling planning
systems, design aiding tools, and root cause advisors.

Finally, in the management area, operator support systems have been developed to assist
in planning and decision making. Examples are maintenance planning advisors and cost
effective plant operation decision aids.

2.3 Future directions

Advances in technological and human engineering offer the promise of helping nuclear
power plant staff to reduce errors, improve productivity and reduce the risk to plant and
personnel. A plant -wide infrastructure for co-ordinated operator support systems will be
created. This infrastructure will include information communication capabilities, database and
knowledge base managers, and a unified man-machine interface. This infrastructure will
permit incremental additions of operator support systems in all domains.

Eventually operator support systems will be developed to assist humans in all areas
where the systems can demonstrate usefulness to the human. Guidance and tools for
developing and implementing these operator support systems will be created. These operator
support systems will be implemented both in new plants and as retrofit upgrades to existing
plants.

3. PROGRAMME GOALS

The major goal of the IAEA Co-ordinated Research Programme on Operator Support
Systems in Nuclear Power Plants is to supply guidance and technology transfer in the
development and implementation of operator support systems. Several subgoals have been
identified to accomplish the first steps necessary to achieve this overall goal. They are to:

Determine the current status of operator support systems, their availability, and
experience with them
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Determine plant activities which can benefit from operator support systems

Identify needed operator support systems and classify them in terms of type, user and
criticality

Evaluate the consequences of "soft automation" which occurs with some types of
operator support systems

Develop requirements to determine recommendations on how to implement operator
support systems in nuclear power plants from both the technological and human factors
aspects

Develop requirements for methods to evaluate the usefulness of operator support systems
to the user

Develop requirements for methods to perform cost/benefit analyses to help justify
operator support systems

Perform a review of current practices for qualification, verification, and validation of
operator support systems.

4. SCOPE OF WORK

The scope of work for this programme has been divided into five areas. The tasks in
these five areas are designed to achieve the goals mentioned above. The following is a detailed
description of all these tasks which support the goals of this programme.

4.1 Operator support systems' current status and experience

Various OSS are already operational or under development in different countries.
Essential consideration in OSS development is the integration with other instrumentation and
control (I&C) systems, where a serious lack of proven methods and practical international
standards still exist.

Existing experience in the development and implementation of the OSS gives the
possibility to evaluate the achieved results and implementation tasks and difficulties, and to
define the requirements of OSS to assist power plant personnel. The following activities are
needed to achieve this information. The physical and mental tasks to be performed by the
operator need to be defined to determine what activities are potentials for OSS. Areas of
operation that are difficult or routine for human operators both in operational maneuvers and
in comprehending and planning should be identified. These are areas which are prime
candidates for OSS development. An understanding of existing OSS functions and how well
they have been utilized can yield important lessons for future implementation activities. An
accumulation of a list of operator errors and plant departures from optimum performance will
also present potential areas for future OSS. These activities will help identify the areas of use
for OSS capabilities.

Specific tasks to be addressed in this programme in the area of "Operator support
systems' current status and experience" include:

(1) Survey of existing documentation relevant to this programme's goals.
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(2) Survey of existing operator support systems and the experience with them.

(3) Survey of anticipated functional requirements for operator support systems.

(4) Survey of qualification requirements and experience.

4.2 Identification and classification of operator support systems

The problems of terminology and classification are extremely important for all technical
areas. Solving these problems allows the implementation of a systematic approach in the
design of integrated operator support systems. Initial practice in this area by UNIPEDE and
the Halden Project can be a basis for the classification of OSS. This classification will be
useful for designers as well as for licensing organizations.

So far OSS, which have been developed, have not been classified as safety systems or
safety-related systems requiring a formal licensing procedure. However, there are signs that
some OSS applications might be in these areas in the near future. Therefore, it is essential to
identify and correctly classify these systems and to consider the potential licensing
ramifications of them.

An important effort in the identification of operator support systems is the development
of functional tasks performed by operators and the determination of where operator support
systems can contribute to these tasks in a useful manner. This can be achieved by looking at
the operational, maintenance, engineering and management activities in a nuclear power plant.
These activities can then be evaluated to determine which could benefit from the utilization
of operator support systems. Associated with this effort, it is also important to understand the
relationships between the responsibilities of the operator and the operator support systems.

In this connection it is important to consider the following problems. Information which
would allow the matching of OSS with operator/operational needs must be obtained. It is
important to define who is the operator and what is an appropriate OSS. A foundation based
in plant activities to classify OSS should be established. An essential aspect for the success
of operator support systems is the determination of a method for classifying the relationship
between the operator's responsibility and the OSS's responsibility. Determining the operational
degrees of freedom - how much control and responsibility does an operator really have and
should the operator have leads to what roles the OSS can play in the power plant. To support
implementation of OSS it is important to develop a classification scheme for OSS functions.

Specific tasks to be addressed in this programme in the area of "Identification and
classification of operator support systems" include:

(5) Development of appropriate terminology for identification and classification of OSS.

(6) Evaluation of functions and identification of where OSS can support those functions in
a productivity way.

(7) Classification of relationships between operator responsibility and OSS responsibility.

(8) Identification and classification of OSS.
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4.3 Human aspects of introducing operator support systems

The availability of advisory systems to the operator is changing its basis for making
decisions and performing actions. It is essential that the OSS is not limiting the operator's
ability to use his own creativity and knowledge when faced with problem solving tasks.
Rather, the OSS should support him in using his knowledge and also extending it. The success
or failure of this depends very much on the way the OSS is designed, and the background the
operator has in utilizing this technology. The specific items to be treated are the following
described below.

When designing the OSS, it is important to ensure that it, in practice, gives the intended
support and is accepted by the operator. One way of coping with this is by involving the user
at an early phase of OSS development. Should this be done at the time of OSS function
specification, during the design of the man-machine interface (MMI), or when? Are there
many steps in which to involve the user?

Introduction of OSS also changes the type of information available to the operator. The
operator may change his role from performing detailed actions like control actions to making
more high-level decisions. Will this change the operator's role and also present new
requirements to the operator with respect to basic education?

Efficient use of OSS can only be made if the operator is familiar with the function of
the OSS and its interface to the user. Training in use of the OSS is important, so that the
operator can use it in the right situation and in the right manner. Different techniques for
training may be foreseen such as on-site, off-site, and on-line, and off-line.

Extensive use of OSS may make the operator dependent on the system, and reduce his
ability to handle the situation correctly if the OSS is unavailable or gives wrong or incomplete
information. Especially in the case of diagnostic systems for the handling of unexpected
events, this may have a negative effect on operator performance. The reliance upon OSS may
lead to what is called "soft automation". Is this desirable, and what requirements does that put
on the OSS quality? Can the OSS be designed so that the operator's ability to handle the
situation on his own is not deteriorated, but actually improved?

Specific tasks to be addressed in this programme in the area of "Human aspects of
introducing operator support systems" include to:

(9) Investigate how training should be planned to ensure efficient utilization of OSS.

(10) Evaluate how the introduction of OSS influences requirements to the basic education of
the operator.

(11) Develop guidance on how the end user should be involved in the development of OSS.

(12) Evaluate the consequences of "soft automation".

4.4 Technology for implementation

In this section, the programme will be focussed on computerized operator support
systems which are expected to constitute the main part of future OSS. With the fast
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development of computer technology, a main task will be to apply the technology in the
correct manner. That is, avoiding technology-driven OSS development and instead doing
development based on user needs.

In cases where a large number of OSS are to be implemented in the control room,
special attention must be paid to integration of the OSS both with respect to software as well
as designing a unified man-machine interface. As introduction of new OSS normally means
that more and new types of information are available, guidance should be given on what
information to display and how to display it so that it is useful and does not add a burden to
the operator.

Even though new plant designs are being developed where OSS-based control room
concepts are presented, OSS will mainly be utilized through a gradual upgrading of existing
plants. Special attention must be paid to establishing the infrastructure necessary to
successfully implement OSS. Elements in this infrastructure are at communication, databases,
and knowledge bases. How to assure compatibility between analog and digital equipment is
another important issue. Regarding the MMI, the mixed analog/digital control room represents
a particular challenge.

Specific tasks to be addressed in this programme in the area of "Technology for
implementation11 include to:

(13) Develop infrastructure requirements to support incremental upgrades in existing plants
with regard to data communications, data bases, knowledge bases, analog/digital
compatibility, unified MMI, etc.

(14) Develop guidance for co-operation of systems and document existing experience with
respect to system functionality and human factors concerns

(15) Develop requirements for techniques and tools for developing OSS and document
existing ones.

4.5 Cost/benefit and evaluation

The cost/benefit of an OSS is very difficult to determine before experience with the
system has been gained through practical application. Especially systems intended to assist in
rare events (disturbances, accidents) are difficult to analyze in this respect. The problem of
defining cost/benefit reduces the speed with which OSS are introduced in nuclear plants. What
may be done to assist in cost/benefit analysis to change this situation? Which methodologies
are currently available to arrive at more accurate cost/benefit data?

One way of quantifying the usefulness of an OSS is to perform a realistic evaluation of
the OSS before actual implementation at the plant. Which methodologies are available to do
this (experimental, analytical) and which requirements are needed to assure realism of the
simulators, test subjects, and design of the evaluation experiments. It is also important to
develop credible techniques for evaluating the OSS after implementation.

In the case of computerized OSS which have a relevance to safety, software/hardware
verification and validation (V&V) is of particular importance to ensure a sufficient reliability
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of the OSS. Especially in case of complex support systems based on knowledge-based
techniques, good V&V techniques are not available today. How should V&V be performed
to guarantee the required quality of the system, and what limitations are there in use of the
various OSS development methodologies (model-based, knowledge-based, simple logics,
software size and complexity) for assisting in the various tasks (safety critical, safety related,
not safety related).

In many countries the utilities and safety authorities do not yet have any well established
practice and know-how on qualification of operator support systems. More international co-
operation is needed here.

Specific tasks to be addressed in this programme in the area of "Cost/benefit and
evaluation" include to:

(16) Determine the experience with cost/benefit analysis of existing OSS and how can such
analysis be improved.

(17) Determine to what extent and by which methods should the OSS be evaluated before
final implementation to demonstrate their quality and also how to effectively evaluate
them after implementation.

(18) Determine what requirements should be established for verification and validation of
OSS software, and which techniques are available to improve V&V.

5. RESULTS EXPECTED

This programme will produce several documents and technology transfer meetings.
During each year a Co-ordinated Research Programme meeting will be held to discuss the
progress of each organization on the tasks in this programme. A report of each of these
meetings summarizing the results will be put together. At the end of the programme a final
report will be created describing all of the activities carried out by the co-operating
organizations. Depending on the success of this programme and interest in performing more
work on operator support systems for plant productivity improvements, it is envisioned that
a follow-up programme will be developed.

The intermediary and final reports will give guidance for the development and
implementation of operator support systems. The information in the reports will consist of
shared knowledge and experience of organizations in several countries. The results of these
efforts will benefit all countries in their development and implementation of operator support
systems. Obviously, the organizations and countries which need the most help in developing
and implementing operator support systems will have the most to gain.

A comprehensive set of national technical reports after each Research Co-ordination
Meeting, as well as summary reports and final technical documents, will be distributed to all
participating organizations.

6. THE FIRST CO-ORDINATED RESEARCH MEETING

The first Co-ordinated Research Meeting on the subject was held in Vienna from 13 -
16 October 1992. Ten participants from 9 countries (CSFR, Finland, Hungary, Italy, Japan,
The Netherlands, Norway, Russia and USA) [see Annex AJ attended the meeting presenting
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national reports, which covered a broad range of technical and scientific subjects including
operator support systems' (OSS) current status, experience with these OSSs, classification of
OSSs, human aspects and technology for implementation [2].

The participants also discussed the CRP activities and expected results, participant's
responsibility, schedule, and the planned second CRP meeting.

The major goals and specific tasks in the working plan for the Co-ordinated Research
Programme were discussed in detail. It was decided that the scope of the work for the
programme should cover only computerized operator support systems. The scope of work can
be divided into the following five main areas:

Operator support systems' current status and experience

Identification and clarification of OSS

Human aspects of introducing OSS

Technology for implementation

Cost/benefit and evaluation

Significant aspects of the technology related to OSS that were pointed out by individuals
which should be investigated were:

Consequences of the use of expert systems

Consequences of soft automation on operator behaviour

Effectiveness of the current methods to guarantee software reliability

Effectiveness of the OSS in regard to usefulness and cost/benefits

Finally after detailed discussion, the tasks and the time schedule prepared in [1] was
accepted, and the matrix of tasks and responsibilities was approved (Annex B).

6.1 Definition of a matrix containing tasks and responsibilities

The Co-ordinated Research Programme (CRP) identified 18 tasks. Discussions on these
tasks identified that some of these tasks are intimately related and should be performed
together. The tasks, which are to be performed together, are (1) and (2), (3) and (4), (5) and
(8), (7) and (11), and (9) and (10). This led to 13 distant areas of activities to support the
goals of the CRP.

A matrix was developed which matched the activities to be done in this CRP with the
participants who would perform research in each activity. The participants created this matrix
by identifying which activities they were willing to be responsible for performing research.
This is indicated by a plus (+) in the matrix. In some cases the participant expected to do
some work in the activity but could not commit to doing the work at this time. That situation
is identified by a question mark (?) in the matrix. After the activities were matched to the
participants, a team was defined for each activity. A task leader for 10 of the 13 activities
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(including all of the first year activities) was selected to co-ordinate the efforts of the team on
each activity. These task leaders are identified by TL in the matrix. The final piece of
information in the matrix is in the row above the activity identities. This indicates the year of
the three year CRP when the activities are expected to be completed.

The contents of this matrix will be reviewed each year during the annual CRP meeting
for potential revisions. These modifications are anticipated due to changes identified by the
participants in the CRP. These modifications will occur due to:

Additional participants in the CRP

Modifications to the activities required to support the goals of the CRP

Modifications in the participants research plans.

6.2 Decision on setting up an IAEA database on operator support system

Although there has already been a review of existing and operating OSS's published in
[3], the group taking part in the current CRP regard it necessary to set up a database
containing the most pertinent characteristics of the OSS's operating in NPP, worldwide. The
scope of the OSSs in this database will be larger than that of the OSSs reviewed in [3]. The
main reasons for this decision are the following:

The important field of OSS is changing very rapidly and a database would be the most
efficient means of keeping in the interested parties well informed. It was recommended
that the IAEA should consider assisting in the creation and maintenance of this database;

There is a large amount of activities going on worldwide related to the current topic. It
would be more efficient if the different countries and organizations could learn about
each other's experiences and take advantages of them when appropriate;

Since the questionnaire will be sent to all countries engaged in NPP activities, the
database will represent a more complete information about the worldwide status of OSSs
at any time than can be supplied by the CRP participants;

Since the implementation of OSSs in NPPs is growing every year and their influence on
the operation of the NPP is increasing, it is of primary importance to share the
experiences and practices;

Since the contents of the database will be available to everybody in connection with the
IAEA, it would promote a more efficient and further exchange of information among
the IAEA members.

There is a need to determine the exact indicators for the database. This can be done after
the completion of the final form of the questionnaire. It was not decided at this time, who will
be responsible for this task.
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6.3 Questionnaire on existing operator support systems

6.3.1 Motivation

An important information basis for the present CRP is the status today on the use of
operator support systems. To gather as much information on this topic as efficiently as
possible, the decision was made to develop a questionnaire to be sent to organizations engaged
in this field. The two main groups addressed by the questionnaire are the developers of OSSs
and the users of the system. The same set of questions will be sent to both groups.

The information expected from the survey is expected to represent an important
extension of the information gathered by the CRP members directly from their respective
countries.

6.3.2 Content

The questionnaire for the survey on existing operator support systems covers the
following areas: Organization information, functionality, usage, technical system specification,
development process, testing results and use, cost and benefits, training and documentation.

A first draft of the contents of the questionnaire was defined in this CRP meeting. The
final version is shown in Annex C. Comments by the CRP participants on this first draft of
the questionnaire were sent to Mr. Haugset of Norway. He works then with Mr. Naser of
USA and experts at Halden to finalize the questionnaire. The document will be sent out by
the IAEA to national representatives who will be responsible for further distribution within
their own country. The completed questionnaires will be returned to the IAEA.

One important application of the results will be to provide the basic information for the
database on world use of OSSs discussed above.

6.4 CRP participants' responsibilities

6.4.1 National reports

In the course of the CRP on OSS the participants will produce a national report for each
meeting. The national report will consist of three sections:

1) General section summarizing the activities and objectives of the national activity.

2) Special section related to the CRP tasks. Each participant will describe its results for all
the tasks indicated in the matrix as relevant for that particular country.

3) Special section giving an overview of the participant's national activities. Activities
related to the CRP will be described with references to publications. Copies of
publications will be added to the national report.
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6.5 Task Leader Responsibilities

The task leader will be responsible for producing a task summary report. The task
leaders are identified in the matrix of tasks. The task leader is also responsible for co-
ordination of the activities of the particular task. The task summary report will be prepared
by the task leader based on the section 2 of the national reports. The draft summary report
will be presented by the task leader at the CRP meetings. After discussion with the CRP
participants a final summary report will be produced.
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ANNEX A

CRP on "Operator Support Systems in Nuclear Power Plants"
List of CRP Participants

No.

1.

2.

3.

4.

5.

6.

7.

8.

9.

Country,
Organization
Argentina, Comision
Nacional de Energia

Czechoslovakia,
Power Research
Institute Prague

Finland. Technical
Research Centre of
Finland

Hungary. KFK1
Atomic Energy
Research Institute

Italy. ENEA DISP

Japan . Mitsubishi
Atomic Power
Industries Inc.

The Netherlands,
Netherlands Energy
Research Foundation
ECN

The Netherlands.
KEMA

Norway. OECD
Halden Project,
Institute for
Energiteknikk

Chief Scientific
Investigator
Mr. M. Goldstein

Mr. J. Kurka

Mr. K. Juslin

Mr. F. Adorjan

Mr. V. Silvani

Mr. Y. Aeba

Mr. J. Jehee

Mr. A.M.
Verkooyen

Mr. Haugset

Title of the
Project
Design of the
Operator Support
Systems for Argentine
NPPs

Operator Support
Systems for Power
Unit Manual Control
in Abnormal Modes
of Operation

On-Line State
Estimation with
Dynamic Tracking
Model

Development,
Implementation and
Verification of
Operator Support
Systems for Nuclear
Power Plants

Operator Support
Systems in Nuclear
Power Plants

The Design of
Human-Centred
Operator Support
Systems

Code for On-line
Reactor State Analysis
(CORSA)

Computerized
Operator Support
Systems

Development and Use
of Computerized
Operator Support
Systems in Nuclear
Power Plants
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No.

10.

11.

12.

13.

Country,
Organization
Romania. Inst i tute of
Atomic Physics

The Russian
Federation.
CONSYST Co. Ltd.

The Russian
Federation. Research
and Development
Institute of Power
Engineering

USA, Electrical Power
Research Institute

Chief Scientific
Investigator
Mr. D. Bengulescu

Mr. V. Dounaev

Mr. N. Sazonov

Mr. J. Naser*)

Title of the
Project
Operator Support
Systems for Romanian
N'PP

Operator Support
Systems for Nuclear
Power Plants with
WER- 1000 Reactors

Operator Support
Systems in Nuclear
Power Plants with
RBMK Reactors

International
Exchange on Operator
Support Systems

*) The Chairman of The CRP
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ANNEX B

Participants responsibilities and activities

Year of
Implementation

Tasks*)

Organizations,
Countries
CSFR - Power
Research Institute

Finland - Technical
Research Centre of
Finland

Hungary - KFKI
Institute for Atomic
Energy Research

Italy - ENEA DISP

Japan - Mitsubishi
Atomic Power
Industries Inc.

1

(1)

(2)

+

+

+

+

+

1

(3)

(4)

+
TL

+

1,2

(5)

(8)

+

+

1

(6)

+

+

+
TL

2

(7)

(12)

+
TL

+

2

(9)

(10)

+
TL

+

2

(11)

+
TL

+

3

(13)

+

+

3

(14)

3

(15)

+

3

(16)

7

3

(17)

+

+

+

+

3

(18)

+



Oo
Year of
Implementation

Tasks*)

Organizations,
Countries
Netherlands - ECN

Netherlands - KEMA

Norway - OECD
Halden Reactor
Project, Institute for
Energiteknikk

Romania -Institute of
Atomic Physics

Russia - CONSYST
Co. Ltd.

USA - Electric
Power Research
Institute

1

(D

(2)

TL

+
TL

+

+

+

+

1

(3)

(4)

+

+

1,2

(5)

(8)

+

+
TL

1

(6)

+

2

(7)

(12)

+

2

(9)

(10)

+

2

(11)

+

+

3

(13)

7

+

3

(14)

+

+

3

(15)

+
TL

3

(16)

+

+

3

(17)

+
TL

3

(18)

+

+

+
TL

*) See "Scope of Work"
TL Task Leader



CLASSIFICATION OF NPP OPERATOR
SUPPORT SYSTEMS AND PROBLEMS
WITH THEIR IMPLEMENTATION

A.S. ALPEEV
Scientific and Engineering Centre for

Nuclear and Radiation Safety
of the Russian Federation,

Moscow, Russian Federation

Abstract

Operator support systems for NPP comprise a part of the power unit process control system. A
classification of operator support systems, which is based on operator's goals, is discussed in this paper.
In accordance with these goals, operator support systems are subdivided into four classes. There are
also considered problems for every class of operator support systems. These problems are: validation
of operator support systems; safety analyses of their application; operator support system functioning
and sharing of responsibilities; training of NPP operators.

Human role is the most important for NPP safety because of the following reasons: operators
are human beings, NPPs are operated by humans, safety criteria is determined by humans and a human
operator checks up the observance.

The special responsibility for NPP safety lies on NPP operators, who provide nuclear plant safe
operation.

The theory of automated control deals with human practice in various process. The main target
of the automated control theory is to study human operator practice for the purpose of it's rational
automatization.

As the theory shows, the NPP operator support systems are the subsystems of automated
controlling system of technological process (ACSTP). The criteria of traditional classification of
ACSTP subsystems of NPP unit is based on technological purposes, i.e. classification was defined by
controlled technological equipment. For example: the control and protection systems (CPS) of the
reactor, control system of main circulation pump (CS MCP), etc. Here the role of human operator was
not highlighted in the control of each system.

Completely different classification of the same control subsystems may be implemented with
human-operator as the important element for the fulfillment of the local targets of the unit equipment
control and for the control realization and responsible for the safety operation. This position is more
suitable in regards with the existing knowledge of ACSTP as homocentric system.

It is evident, that this classification should be based on targets, important for the operator for
control realization.

What are these targets?

It is known, that any control function structure may consist of four components:

a) information,
b) identifying the situation,
c) control decision making,
d) control decision realization.
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If one choose the targets based on the classification criteria of operator support svstem
achieved with each mentioned components the classification will consist of four classes

A) informational support s\stem

B) support system for situation evaluation,

C) support system for making a control decision,

D) support system for control decision realization

It might be needed to stress that the appearance of intellectual automated means was followed
by the term "operator support system", though it is really the appearance of ne\\ automated means \\ith
new possibilities for traditional and new problems solving important for nuclear unit control It seams
that it is not right to speak about any class of new systems support s^ stems of NPP unit ACSTP
Simph ACSTP with such subsystems may have two legal concepts technological (traditional) and
homocentnc, oriented to different aims

Let s examine the aims of each of the above mentioned classes of operator support ST,stem

The main target of information operator support svstem is the operational representation to the
operator of the information, important for the current control and momtonng of the unit technological
process

Traditionally, these support systems are realized bv the individual or group information means
by signahzation and registration The demand of possible complete operator information with
traditional means required the organization of the large informational flow In this case the information
important for safety was accompanied by corresponding sound and light informational signals, aimed
at alerting the operator If the operator needs the previous information treatment or the process historv
for the situation evaluation operator performs this work bv himself

Availability of intellectual control means for an\ previous information treatment and operation
sequences storage of made it possible for the operator to access timeh any information With the
automation means the problem of the significant decrease of information flow for the operation is being
solved successfully for the account of presentation of the information important for the operator at
every moment In the conditions of normal operation it is fulfilled bv the operator request and in
accident conditions by the initiation of automated means and by the operator request Besides it, the
significant development of the control process modelling allows to refer the presentation of the
information of the process development foreseen results to the functions of operator information
support system

Thus the mam targets of modern system of NPP operator support are

operator access to anv information about the controlled equipment

initiative reflection of information to operator important for safetv \\iththemeansof
alerting the operator attention to the information

operative reflection of information treatment results bv specified algorithm

operative reflection of the controlled process historv

operative reflection of the foreseen results of controlled process development
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The support systems of situation evaluation have the purpose to make more easy for the
operator the solution of the problem of identification of the situation, existing on the controlled
technological equipment.

The successful fulfillment by the operator of this control procedure is very important for the
correct decision making of control.

Such task was not solved by traditionally automatizationmeans. For this purpose operator had
at his working place the description of standard situations characteristics, which helped the operator
to solve the problem by himself. Principle impossibility of all situations description may naturally lead
to the incorrect situation identification and, as follows, to the error in choosing correct control
procedure in the situation.

Only with the appearance of intellectual means of information representation the possibility for
the operator to provide the operative access to the large number of description occurred and also to
decrease the probability of operator error in situation identification. The possibility for the operator to
compare his situation evaluation with the evaluation of support system gives the operator the
psychological assurance of the correctness of his evaluation. In the case of discrepancy, operator may
evaluate the situation more attentively.

The purpose of the support of operator control decision is the information representation to the
operator of possible alternative decisions in present situation.

Traditionally such tasks were not formulated specially for operators. In most cases, when
immediate decision making and it's realization was required, especially in emergency situations, the
automated regime of control actions was used (various types of protection). Operator received the
information, that same systems were activated and the operator intervention to their functioning was
even prohibited. His task in this case was to observe the developing process and preparation for their
possible consequences.

However such approach was possible only when the situation identification was determined
by one or several parameters and realization algorithm was developed and fulfilled automatically.

It is another case, when it is difficult to identify the situation and, naturally, the important
control algorithm is lacking.

Especially for these cases the implementation of intellectual means may allow to play the
model, it possible, the results of this or that control decision, and then to make the final choice. Or,if
the modelling is not possible, it is probable to use the storage base of various accidents of analogical
or any other NPP with purpose of operative information of adequate situation.

The purpose of support system of realization of operator decision is his release from routine
practice of control algorithm realization.

Traditional tasks decisions with such purpose was realized,as a rule, in the frames of successive
individual and/or group control of executive bodies of technological equipment. Such automatically
realized control hat different terms, for example: functionally group control, multystepped interlocks,
etc. But practical realization of this type of supports was not numerous and, as a rule, the member of
control algorithms, realized manually by operator, was more larger.

The implementation of intellectual automatization means for this purpose and also more
complete studying of the possibilities of algorithmization of technical equipment functioning should
provide to increase significantly the number of algorithms, realized automatically by the operator
initiative. It will give the opportunity to use the intellectual potential of the operator wider in
non-standard badly formalized situations, when it's possibility can't be substituted by automatization
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means Ideally, we should try to limit operator functions of control realization initiation according to
one of alternative decisions, chosen by the operator, suggested by the subsystem of decision making
support The realization of the decision should be fulfilled automatically with the information, given
to the operator of all realized actions

The importance of all mentioned problems solution by operator support systems has no doubt
However the practical implementation of these systems at the given stage has serious problems

The most important problem, without solution of which it's impossible to implement the
systems, is the problem of software attestation Native methodological documents, regulating the
requirements to attestation procedures are nov, been preparing for development Until their issue it's
difficult to plant the implementation of automatization software in systems important for NPP safety

Not less important problem is the analysis of system failure consequences, containing the
automatization software For the solution of the problem it's necessary to have the possibility of
modelling of automatization means failures in conditions of required functions realization Principle
impossibility of all failures modelling also have serious obstacles for the application of intellectual
support systems

Besides the technical problems, mentioned above, there is also legal problem, concerning the
responsibility for recommendations, formulated by operator support systems, especially by his
evaluation of the situation and control decision making

It is important to realize, that error in the recommendation of operator support system by the
situation evaluation may have negative consequences, though the final word has the operator It is
explained by the fact, that in accident conditions it is very difficult from the psychological point of
view to maintain calmness and assurance of your knowledge That is why the operator may have the
feeling to trust every time the supposed by support system evaluation But it may lead to the severe
accident because of the recommendation error The requirements to the recommendation, supposed by
support systems should be high, as any fault decision of the operator in accordance with
recommendation may have severe consequences

The problem of responsibility of the representation of error recommendation to the operator
the firm-developer of the system or the operator, having the final word, has not been solved yet

And one more problem-control personnel training to cooperate with the intellectual support
systems Undoubtedly it's important to speak of the NPP simulators base creation and personnel
training This problem is not so important in comparison with other problems , and if the first three
problems will be solved, this problem would also have the solution However I'd like to note, that
psychological situation of operator practice has been changing greatly because of the support system
application The focus of operator practice is moving from the practice by rules and skills to the
direction of the knowledge practice So, operator practice will be more intellectual
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FORECAST REACTIVITY PROGRAM
FOR COMPLEX LOADINGS

S.V. KRASNUKHA
South Ukraine Nuclear Power Plant,
Juzhnoukrainsk, Ukraine

Abstract

The program is based on neutron-physics calculations by three dimension programs "BIPR7" and
"ALBOM". Reactivity may be present as a sum of different components depending on different
operation parameters. Matrix of the components is interpolated with spline for calculation of
intermediate significance. Transient processes are calculated by point model depending on a thermal
power and time of keeping this power. Control parameters are prepared during input stage and then
reactivities are calculated for each parameter. At last, the sum of the reactivities is achieved and the
critical concentration of CH3BO3 is calculated. Critical position of one of the control parameters, such
as control rods, power and temperature, are to be found for each of the input conditions. The make-up
can be carried out for each state and the change of concentration of CH3BO3 found for three flow
rates. All of the bases have graphical interface to control themselves by the neutron-physic materials.
It is possible to switch the bases to each of power blocks of the station. One can output the calculated
energetic fields as graphical picture for any time of the cycle. The results of this program application
and the related conclusions will be present in this paper. The program is written in object-oriented
language TUBO-PASCAL-6.0, and TUBO-VISION. The program requires IBM PC-AT/386 or 286
with DOS-5.0 or Windows, Mouse and 3.5 available memory on a hard disk. Time necessary to install
the program is 15-20 minutes.

1. INTRODUCTION

Evaluation of the current state of NPPs with VVERs. Currently, the systems for reactivity
forecast are not present at the power plants in Ukraine and the Russian Federation. The
Nuclear-Physics materials serving for the safety proving consist of discrete control parameters. The
Nuclear physics materials for central control room consist of discrete significance of reactivity and it
is very difficult to work for receiving real processes arising during complex loadings. Besides, the
nuclear safety rules have a concrete item concerning the reactivity forecast. Utilization of personal
computers and modern information technologies in the Russian Federation and Ukraine create
conditions for software development for operator support systems at nuclear power plants. This paper
deals with a particular case of calculating the reactivity balance for complex loadings.

2. THE CONTROL FUNCTIONS OF THE PROGRAM

2.1. The automatic input of the information into data base from the files of the text obtained as a
result of running the three dimensional programs.

2.2. A picture in a form of a reactor core cross-sections on the screen of color monitors for
presentation information about:

the location of control rods (see fig.l).
the location of the detectors for monitoring of energy-distribution (see fig.2).
the distribution of the n lative energy generation with a usage of a color scale (see fig.3).
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- show the locations of the control detectors,
- show the locations of thethermal detectors,
- clear the information field,
- show the location of the control rods,
- show the symmetry assemblies,
- show the information for a certain assembly,
- exit

The choice of these regimes is made by the moving of the
hand-pointer with mouse or cursor arrows The chosen regime is set by pressing ENTER

Figure 1 Graphical form for presentation of the information for the core and the
choice of regimes

o"Sr
O.»3
l.M
{ .44«a

« l.BS
« I 01
10 l M

nrocMorr
•UXOA » NOW f
MtAATl, :

- choice of the next assembly
- exit and coming back to previous menu
- choice of the other effective da\

The choice of these regimes is made by the moving of the
hand-pointer with mouse or cursor arrows The chosen regime is set by pressing ENTER

Figure 2 Graphical form for presentation of the information for a certain
assembly
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2.3. The information about any fuel assembly in the core may be displayed (see fig.2).

2.4. The following information may be displayed graphically (see fig.4).

transient process with XE-135
change of critical concentration of the boric acid during the cycle.
temperature and power effects of reactivity
effectiveness of the control rods
coefficients of reactivity created by different parameters

2.5. The balance of reactivity may be calculated for the conditions given by operator.

2.6. The imitation of a make-up variations may be done by a concentration of CH3BO3 change
being calculated for three flow rates and the period of the reactor may be found for each of them.

2.7. Critical position of one of the control parameters, such as control rods, power and temperature,
are to be found for each of the input conditions.

IG ie 20 24 26 SO 3O 32 34 36 3Q 4O 42

KV- the color scale for presentation of the coefficients of irregularity for power output in
the volume;

lÜKajia KQ - color scale for presentation of the coefficients of irregularity for the whole assembly;
1 CJIOH - switching to the chosen layer is done with the cursor arrows or mouse; the color scale

of KV is used

10 cjioii
HHTerpajiKQ -displaying of the coefficients of irregularity for assembly. It is necessary to switch on

the KQ color scale before the estimate may be done.
Buxofl - exit from the form of output to previous menu.

Figure 3. Graphical form for presentation of the information about the energy-distribution.
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If the 'make-up' button is pressed then the graphic of the CH3BO3 concentration w ill be drawn
for given interval and a graphical menu will be appeared at the screen This menu consist of next
items

input
make-up
histors
text

- print
- export to PCX
- move the menu
- exit

The choice of these items is made b> the moving of the
hand-pointer with mouse or cursor arrows The chosen regime is set by pressing ENTER

Figure 4 Graphical form for presentation of the information about the graphics

28 It is possible to calculate the permissible significance of the relative energy generation

2 9 The collection of the operation data mav be put into the data base with the data being later
displayed in a graphical form

3 ALGORITHM DESCRIPTION

3.1. The Input Information to the Data Base

The program is based on neutron-physics calculations b\ three dimension programs "BIPR7"
and "ALBOM" The data bases are created from file of output of these programs and two bases for
auxiliary aims are entered manuall} It is possible to switch the bases to each of the power blocks of
the station
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3.2. Calculation of the Transient Process

Transient processes are calculated by a point model depending on thermal power and time of
this power keeping. The calculation of the U-235 mass loaded in the core is used for finding of the
primary flux due to following expression:

where

F(0)=k*W* Mu*lE10;

F(0) - primary flux
W - thermal power
Mu - mass of U-235
K - coefficient

The following expression is used for the acquiring of the influence of the burnup on the flux:

F(t):=f(0)/(l-k*SIGA5*WCM3*TCYT/(NU50*SIGF5*EF);

where

SIGA5 - cross section of absorption of the thermal neutrons for U-235
SIGF5 - cross section of fission of the thermal neutrons for U-235
WCM3 - power output per cubic centimeter
TCYT - effective days
NU50 - quantity of the U-235 nucleuses per cubic centimeter
EF - power output for one fission of U-235 nucleus

The algorithm of Runge-Cutta-Felberg with automatic step choice is used for integration of the
differential equation system. The following scheme is used for calculation of the complex transient
processes:

NTI XE

NT2

• XE

NT3

XE

NTi

where NT1,NT2 ... NTi - the change of power for each step.

3.3. Balance of reactivity

Reactivity may be expressed as the sum of different components depending on different
operation parameters. Matrix of the components is interpolated with spline for calculation of
intermediate significance. Control parameters are prepared during input stage and then reactivities are
calculated for each parameter. At last the sum of the reactivities is achieved and the critical
concentration of CH3BO3 is calculated. Critical position of one of the control parameters, such as
control rods, power and temperature, are to be found for each of the input conditions. The solution is
get on the basis of the balance coming to zero with spline for the choice parameter. The make-up can
be carried out for each state and the change of CH3BO3 concentration found for three flow rates and
the period of the reactor may be found for each of them. While the change of the CH3BO3 on the
graphic is displayed from the end of the previous state to the end of the current state.
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4. DESCRIPTION OF THE PROGRAM OPERATION FOR CALCULATION OF REACTIVITY
BALANCE

The following parameters are used to create the desired state of the core

effective days
input temperature at the core entrance
thermal power
protection groups
an unloading group
an operational regulating group
presence of the most effective cluster sticking
a fast unloading group

The drawing illustrating the input is given in Figure 5

The program is calculated for reactivity balance for each state of the core after the input stage

The reactivities for the primary state are presented for the base state of the core (this is state for
operation on the whole power for the given effective days), while the reactivity for the next states are
given for the previous state

The drawing illustrating the balance is given in Figure 6

The following effects are calculated for the states which have been entered before

temperature effect
power effect
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Fig 5
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Fig. 6

poisoning with xe-135
effect from the protection groups
effect from an unloading group
effect from an operational regulating group
effect from a fast unloading group
the sum of the effects
the concentration of the critical boric acid

Three types of operation in the balance window are possible for the user

1 Finding of zero
2 Make up
3 Exit

If the 'finding of zero' button is pressed, then the following control parameters will have to
be chosen for the acquiring of the zero'

temperature at the core entrance
an unloading group
an operational regulating group
the level of thermal power

The critical position of one of the control parameters will
be acquired and displayed on the screen If the position is absent then the message about it will be

displayed
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If the 'Make-up' button is pressed then the graphic of the CH3B03 concentration will be
drawn for given interval and a graphical menu will be displayed at the screen (see page-11) This menu
consists of the following items

- input - print
- make-up - export to PCX
- history - move of the menu
- text - exit

If the 'input' item was chosen then the following parameters may be entered

- The CH3BO3 concentration of the feedback water
- The start time of the make-up
- the first flow rate
- the second flow rate
- the third flow rate
- The percent of the under-critical state

If the 'make-up' item was chosen the make-up will be done and the change of the boric acid
concentration will be displayed The other items serve the auxiliary function working with these
graphics

5 ABOUT THE SOFTWARE

The concept of the object-oriented programming was very productive for the writing of this
program The Pascal-6 and Turbo-Vision were implemented for building of the core for the program
and the user interface Generally, the object-oriented Pascal language and Turbo-Vision
are the ideal means for writing of the any complexity information shells The quick-operating of the
program depends on the type of the computer and it is varied from some seconds for the IBM-386 to
30 seconds or so for IBM-286 The software requires a co-processor, 2-3 Mbyte memory on a hard
disk (for three power units) and 500 Kbyte RAM The program can work with DOS-5 or later and with
Microsoft Windows-3 1 It uses EGA or VGA monitors and matrix-printer type of EPSON, STAR, etc
The program is used on the South-Ukraine NPP and it is prepared for testing in the OFAP (the United
Fund of the algorithms and the programs)

6 CONCLUSIONS AND FUTURE DEVELOPMENTS

The example of the complex loading and the results of operational experience with the program
for the unit-2 of the South Ukraine NPP are presented in Annex 1 A comparisson with the
three-dimension program 'ALBOM' gives quite good results for bone acid concentration and for
reactivities In future the following units will be added to the program

The mathematical model for the tuning of the reactivities on the basis of previous history of
the plant operation
The unit for reactivities forecast for the real time regime with the building of the graphics of
changing power and control rod position in time
The unit for giving data about history plant operation from netware
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[1] The instruction for the program 'ALBOM' Moscow, the Institute for the NPP
[2] The contents and rules of the asserting of the nuclear physics materials for the fuel loadings
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ANNEX 1

The following example illustrates the utilization of the program for real process on unit 2 of
the South Ukraine NPP. This calculation was used for forecast of the behavior of the reactor for
loading up to nominal power with insufficient possibilities of the make-up and for founding of the time
of this process direction changing to the overcoming of the input positive reactivity. The graphical
form for presentation of the information about transient process with XE-135 was used.

input record
number of the state 0
effective days 253
input temperature 287
thermal power 3000
time of keeping power 0
accident groups 353
unloading group 353
regulating group 284
sticking the claster FALSE
fast unloading group FALSE
output record
number of the state
temperature effect
power effect
poisoning with XE-135
effect from the accident groups
effect from the unloading group 0.007 0.000 0.000 0.000
effect from the regulating group 0.000 0.000 0.000 0.000
effect from a fast unloading group 0.000 0.000 0.000 0.000
the critical concentration of CH3B03 1.14 4.13 4.68 1.10
the sum of the effects 0.022 4.144 0.767 -5.145

1
253
270
0

40
353
353
284
FALSE
FALSE

2
253
270

0
40

353
353
284
FALSE
FALSE

3
253
287

3000
40

353
353
284
FALSE
FALSE

0
0.016
0 . 0 0 0
0 . 0 0 0
0 . 0 0 0

1
0.180
2 .590
1.374
0 . 0 0 0

2
0 . 0 0 0
0 . 0 0 0
0.767
0 . 0 0 0

3
-0.180
- 2 . 5 9 0
-2.375

0 . 0 0 0
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NPPO - TINA: EXPERT SYSTEM FOR SUPPORTING
THE OPERATOR'S DECISION-MAKING PROCESS

A. GffiCI, J. MOSNY
Nuclear Power Plants Research Institute,
Trnava, Slovakia

Abstract

Many incidents and accidents in the large technologies are beyond the automatic control. In these
cases only quick operator's thinking and decision processes are able to manage the situation. In the control
room instrumentation of the nuclear power plant there are no devices to aid operator's cognitive processes
at present. Several attempts to fill up this gap employing the methods of artificial intelligence have been
made, These systems support only a certain part of the decision process, mostly the state identification.
The article gives an account of an expert system prototype NPPO-TINA developed to aid the whole
operator's intellectual activity in his decision process. It is realized in the program environment TINA,
intended for knowledge base systems development, using its hierarchical dynamic inference control. The
system is designed for nuclear power plant operators in the Slovak and Czech Republic.

1. INTRODUCTION

Failures and disorders of complicated technological machineries are out of automatic control. They
can be mastered only by a quick and exact thinking, well understanding and correct decisions of human
operator. Today equipment of nuclear power plants control room provides for these cognitive processes
no support. In the following article the prototype of the expert system NPPO-TINA for supporting
decision processes of human operators at nuclear power plant is described. The aim of this system is not
to provide solutions derived without a conscious participation of an operator but to stimulate and
effectively direct operator's own intellectual effort. Since expert system makes operator's thinking
processes more dynamic and productive without enlarging his cognitive activity by any unknown facts
and knowledge, it's effect to an operator's work is similar to that of a catalyst during a chemical process.

2. MACHINE-BASED DESIGN OF THE OPERATOR'S WORK-PLACE

Our approach to the support system design is based on contemplations on a regulation function of
knowledge in human behavior. OUT basic assumption was that the performance of a man with a clear
mental picture of his working situations is qualitatively different and more reliable as the performance
of a man who must rely on an immediately accepted sequence of commands. For the sake of clarity we
shall mention briefly some moments of creating working conditions important for above mentioned more
reliable performance of an operator, well-known from the practice up to now.

Panels and counters of a control room (CR) are the place where the substantial connection in the
system man-machine is performed by information changing. The original engineering approach based on
the control theory and measurement was oriented only towards the information flow from a machinery
to the CR. A transfer of all information on status and function of the machinery to the CR has been
considered to be sufficient for a reliable performance of an operator. The increasing complexity of
industrial machinery has shown the limits of this, say, one-sided and therefore simplifying approach very
fast. Perceptive and motoric abilities of a man conditioning input and output of information in the
man-machine communication have led to special adjustment of the CR, not derivable from the necessities
of information transfer on the way machine - information system of the CR. These adjustments have
become to be a working field for the engineering psychology.
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The work-places of an operator, designed in accord with ergonomics principles and provided by
an operating procedure are well suited for claims requiring a reliable human performance in working of
such machinery which complexity does not exceed the frame of so called well formulated problems The
operator's work here consists of performing prescribed procedures, based on detailed analyses of working
situations The operator is for such work well trained and well motivated He is familiar with the anal\ zed
events and understands them well When some of them appears, the operator is able to recall its suitable
conceptual model and therefore he is able to read and evaluate announced data and verify his e\ aluation
parallel in the related OP

3 WHAT KIND OF SUPPORT DOES THE OPERATOR NEED?

Highly coordinated operator's activity, based on the presence of a valid conceptual model we have
descnbed in the end of last chapter, changes dramatically in the case the operator appears suddenly in a
completely new and at least m its initial development unknown situation Among such situations we can
include serious failures and accidents which we can not exclude in workings of complex technical
machinery The conceptual model, using which has the operator anticipated before the failure origin the
resulting changes in the controlled process as well as responses on his interventions, cease to be valid any
more and the operator will appear m a status when he hardly knows what is matter and what he has to do
The information announcers stimulating the operator's activity before the failure appeared, would start
to be sources of stress

Hard paid experience from the most serious accidents of nuclear power plants (TMI, Chemobyl)
show that the potential presence of all data was in critical phases for operators practically unprofitable
There is another question what direct commands or instructions might have been in those cases written
in the OP

In our opinion, in such situation for an operator it is crucial point a struggle for correct
understanding what has happened This struggle is performed in the operator's mind It is that type of the
operator's activity denoted as the "knowledge-based" level in the theory, when the operator's activity
become to be determined by his own knowledge and judgments only Establishing of a repeated contact
with the device is highly dependent on his cognitive activity effectiveness Therefore the effectn e support
for an operator must be found in laws of decision and problem solving processes From those it is possible
to derive when and what information is necessary From the total volume and claims on the speed of
giving the particular supporting instructions there will follow requirements concerning their form In other
words, we are facing the task of creating an effective support of the operator's cognitive activity m
decisions in complex working situations

4 EXPERT SYSTEM AS AN INSTRUMENT FOR KNOWLEDGE - BASED LEVEL OF
PERFORMANCE

Today equipment of a nuclear power plant control room provide no immediate support for
operator's intellectual processes Measuring and signals guide him only through routine manipulations on
a skill-based level

There is a set of failures and disorders as well as sudden changes of an operating regime, for which
the procedures of managing them are prepared These procedures act as a trigger and managing
mechanism of a rule-based level of performance

In a case of an accident, for which no operating procedure is defined, an operator is left on his own
intellectual abilities (knowledge-based level) This point we consider as the right moment for supporting
operator's cognitive activity by an expert system (ES)
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5. LEARNING ACTIVITY AS A BRIDGE THROUGH THE STRESS

We have shown that unexpected occurrence of a serious failure or accident is a stressing situation
for the operator. Therefore the first-rate task of an efficient support must be a successive overcoming of
the stress load. Something what was very problematically manageable as a working situation (using data
or commands for the operator), turns to be well manageable after the transformation into learning by
problem solving. This we consider to be the key moment of our whole solution. Everyone could agree that
from the point of view of operator's behavior an accident or a serious failure seems to be a situation of
solving new problems. But the stress of an operator could cause chaos in his behavior and therefore
rapidly decrease or even disable the success of a solution. It seems to us that in order to overcome the
chaotic behavior of an operator it can be very useful to make use of operator's ability of learning. That
is, to introduce the state of high psychical activity when learning usually occurs. Particularly we mean the
learning by problem solving, which effect lies in the fact that a man is finding and getting familiar as a
new principle with an up to now unknown combination and relation among events, the principles of which
he already knows [1]. Above mentioned transformation into the learning by problem solving situation is
performed by changing (transforming) the stress-causing signals into the conditions creating a learning
situation necessary for learning effect by problem solving. Note that the conditions for such learning
situation are in the learning theory precisely defined (see [1]).

For our task - to support cognitive activity of an operator by deciding - those from the conditions
are primarily interesting which tell about instructions for the learning person. In accord with them, if the
ability of learning was actived, that is, to solve the given problem by own intellectual effort, then the
instructions stimulating and directing this effort would:

point out clearly to individual, already known principles and relations, necessary for resulting
solution,

direct cognitive procedure towards the ultimate goal (result) namely when a mistake could be
identified precisely, to which a currently chosen alternative leads,

reduce the collection of possible hypotheses, and they could not tell the result directly.

We do believe that these are obligatory directions also for the instructions which should be written
in the OP for solving previously non-analyzed failures and accidents. With such formulated instructions
could the OP become to be a necessary guide through the accidents where it could focus the attention and
remind "what and why" is important, in a suitable manner.

6. INSTRUCTIONS FOR DECISION-MAKING PROCESS SUPPORT SYSTEM

From that what we said about instructions suitable in problem solving it could be obvious that they
were equally dependent both on the contents and the time of their presentation. The answer on the
question "when and what" information it is necessary to render to an operator we have to look for in
cognitive activity models of problem solving and decising. We introduce a figure (Fig. 1) where an
operator decising model according Rasmussen [2] is depicted. There are the phases of a problem solving
process denoted in its background so that cognitive psychology distinguishes them [3]. The model could
be considered to be a very condensed expression of the theoretical basis of a solution of the contents and
time side of instructions. The Fig. 1 tells briefly:

in the first phase it is necessary to perceive all the important signs of the situation occurred.
Hère a higher attention as well as a fast recognition is inevitable.

after verification of the occurred failure it is necessary to take into account all possible
alternatives of the failure's origin and hence also the possible solutions (the second phase).

115



The Problem Situation

KEY.

("RESULT ING\STATES OF )KNOWLEDGE/

Recall of Available
Concepts

IDENTIFICATION
OF

SYSTEM STATE

OBSERVATIONS;

Weighing Contepts
Judoement

Arousal of Specific
Hypotheses

X? Of
I0^ICAri 0/V IN

V

OBSERVATION
&

DATA COLLECTION

STATE

ACTIVATION

PERCEIVED IN TERMS OF TASK '

TASK DEFINITION
&

SELECTION OF
GOAL STATE

Ver i f ica t ion

PERCEPTION IN TERHS OF ACTION (e

RELEASE Oc PRESET RESPONSE

Fig 1 The In terpre ta t ion of Pioblem Solution's Process l i t"! Rasmussen's r^dcl of Operator 's Decision Making



after the creation of a sufficiently large collection of the alternatives it is possible to reason
which one could be the most likely and to decide for the proper solution (the third phase).

the inevitable condition of the correct solution finding it is the creation of a verifiable
hypothesis for the chosen solution (the fourth phase).

in the ultimate fifth phase it is necessary to perform a correct verification of the hypothesis and
on its base to judge whether the solution choice was correct.

The successive fulfillment of these activities gives a good chance for success in problem solving.
It is quite clear that the solution of a problem requires the keeping of a certain procedure and it could be
influenced positively by properly given instructions. In other words, the operator's decision support using
instructions requires the assembly of a standardized sequence of information items which, for the given
type of an accident or failure, correspond by their contents as well as the order of presentation to the
necessary sequence of operator's cognitive activities, stimulate and direct them.

We note that such sequence of instructions leads an operator towards the understanding of the
global situation in a controlled process, and did not ensure only vanishing of mistakes in manipulation
procedures, as it is usual in recent OPs.

We have designed the items of such standardized sequence and ordered them (according to their
denotation) in the following way: VERIFICATION, CONSEQUENCES, WAY-OUT, DECISION,
CLAIM S, PLAN, PROCEDURE, CONFIRMATION, RESULT. The contents of these items is as follows:

VERIFICATION : usually questions aiming to investigate all the necessary data and facts, which
confirm or reject the correctness of a signalized failure.

CONSEQUENCES : inform about the most serious damages, threatenings as well as consequences of
the accident.

WAY-OUT : point out to all possibilities of the failure recovery and mitigating of the failure
consequences.

DECISION : the operator is given important criteria for his decising.

CLAIMS : information about all the conditions as well as requirements which must be kept
by the chosen solution.

PLAN : the design of a framed schedule of main tasks in performing the accepted
solution.

PROCEDURE : the detailed procedures of individual tasks.

CONFIRMATION : questions concerning the changes which would necessarily appear if the
accepted solution was correct.

RESULT : determination of the resulting device status after the parameters stabilization.

7. OPERATING PROCEDURE ASA KNOWLEDGE-BASED CATALYZED FOR OPERATOR'S
DECISION-MAKING PROCESS

In order to fulfil our task we have now only to solve the question of a physical realization of the
above mentioned type of operator support. It is obvious, that in its design there are large amounts of
information with a very complex branching and processing. Therefore it was inevitable to look for
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appropriate information processing technologies. Of course, also at this step we want to consider the man
and not the inform atic system as a dominant. We have found a starting point in a definition of expert
systems according to which an expert system is capable to help even a nonexperienced user to achieve
result on the level of an experienced expert in the given problem domain.

All the previously derived requirements concerning the sought supporting system we can transform
into the task of creating an expert system for supporting the cognitive activity of an operator, where this
system emulates "thinking aloud" of an experienced operator in the appeared working situation.

A laboratory sample of such expert system has been developed at the Nuclear Power Plants
Research Institute, Trnava in a cooperation with the Department of Artificial Intelligence and the Institute
of Computer Science of the Comenius University, and CORELA International Ltd., Bratislava, under the
name NPPO-TINA (Nuclear Power Plant Operation - Transparent Inference Architecture). TINA is the
name of an expert system shell developed at the Institute of Computer Science just mentioned and
implemented on the PC family of computers. The individual information items as described above, are
assembled as knowledge-bases and the user can choose them directly using a menu.

We have compared this type of operator's support to a catalyzer function of cognitive processes,
because its role is to stimulate the own intellectual effort of the operator and to increase his cognitive
processes in deciding using the learned knowledge only.

8. TINA - TRANSPARENT INFERENCE ARCHITECTURE

The prototype of NPPO-TINA has been developed in the environment for building expert systems
TINA. It is characterized by:

a free structure of cooperating knowledge bases (KB) integrated by the same inference
principle; the knowledge representation is based on mixed frame-rule structure

a kit architecture; the central part of the system consists of the inference engine only, all other
partial functions and activities of the system are expressed as a knowledge (e.g. knowledge
about communication, editing, explanation, etc.) or functions, as shown on Fig.2.

a hierarchical schedule structure, which enables to solve problems as a dynamically modified
hierarchical net of metaproblems, problems and subproblems on a different level of a
generalization, importance and interconnections, it allows dynamical changes of strategies
during a problem solving.

9. AN EXAMPLE

For the sake of an experimental debugging and verification of the NPPO-TINA type advisory, the
advisory for the failure caused by a fall out of all Primary Circuit Supply Pumps and Boron Regulation
Pumps for power plants of WER type with the reactor V-213 has been developed as first [4], [5]. The
prepared advisory is working of-line. In what follows, we shall try to introduce the usage and function
of the ES NPPO-TINA by a brief description of some successively chosen information items for the
failure just mentioned.

The user can choose the required advisory using a menu from a stack of advisories prepared for
particular failure types separately. The initially depicted information after choosing an advisory, is an
imitation ofthat failure signalization on pumps fall out, which an operator sees at the control room (Fig.3).

The denotations of those information items which are of most importance for the operator at this
stage, are depicted as labels (from left to right) in a horizontal menu. Generally, the choice of whatever
information item could be realized, but it has no practical value.
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From the left, the first offered item is VERIFICATION. It has to be of help in evaluating the
validity of the failure signalization, whether the failure appeared really, or the signalization has failed.
This step is always recommended, also to the most experienced operators. When choosing the item
VERIFICATION (by pressing the ENTER key) such changes will be written at the screen which might
have been realized in the case of a real failure (Fig. I). The operator could compare them successively
with the measured values and be could confirm them one after the other. These confirmed changes
become to be facts for a further processing by the expert system.

After confirming the validity of the signalization and after finishing the global identification of the
status (using the items CONSEQUENCES + WAY-OUT), the operator is prepared for decising about
further operations of the machinery. Choosing the iteM DECISION, all criteria and circumstances are
depicted on the screen, important in considerations on reaching correct solution. The user gets his
evaluations of particular criteria to the ES. He can also ask the ES to explain the criteria (the function
HELP). After evaluating all items, the ES proposes its most suitable solution (Fig. 5).

The further items (PROCEDURE, CONFIRMATION) then following their defined contents only
precise the procedure of solution and ensure its correct realization.

The finial item RESULT gives the basic definitions of the machinery status, which has to be
reached by the correct solution after stabilizing the parameters (Fig. 6).
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10. CONCLUSIONS

Multiple experimental verifications of the developed advisories of the NPPO-T1NA type in
operators training using the full-scope as well as the special function simulator at the Nuclear Power
Plants Research Institute in Trnava have confirmed the essential aspects of intended support of cognitive
activities of an operator and its global functionality. The staff has accepted its usage in their training.
Providing solutions of some stylization and terminology questions there is a very real possibility of its
using at control rooms as well.

When using this advisory in training and practicing of the staff, the most valuable experience
appeared to be a possibility of very effective transition of cognitive skills of experienced operators into
beginners training. Previously used means have enabled that only in a restricted manner. Fixing of the
habit of a systematic information processing to which such advisory usage leads operators, could be very
useful as well.

The exploitation of expert systems technology as well as its implementation in the PC environment
has demonstrated its high value due to very fast processing and transmitting required information. This
factor could be very interesting from the aspect of its exploitation at a control room.
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Abstract

Following the Three Mile Island (TMI) accident, the US NRC together with the nuclear industry
focussed their attention on various initiatives aimed at improving the response of the control room
operator in post-accident conditions. Significant effort has been undertaken on the development of new
emergency procedures, the design of reliable post-accident instrumentation, the installation of full scale
replica simulators and the implementation of Safety Parameter Display Systems (SPDS) and Emergency
Response Facilities. The concept of SPDS has been developed to assist the control room personnel in
evaluating the safety status of the plant during normal and abnormal conditions and determine whether
operator corrective actions are required to avoid degraded challenges to radioactivity barriers. Public
safety is provided if the maximum number of the radioactivity barriers remain intact. The integrity of
those barriers can be maintained if a fixed number of functions, called critical safety functions are
satisfied during and after the emergency situation. The purpose of the SPDS is to evaluate the plant safety
status by monitoring the plant critical safety functions and providing concise displays of critical plant
variables to the control room personnel. The selection of the monitored parameters is based on the plant
critical safety functions which are directly linked with the Westinghouse Emergency Response Guidelines
(ERGs). The ERGs constitute a comprehensive and integrated set of symptom-based operator guidelines
that guide the operator in management of emergency situations. The ERGs and SPDS are complementary
elements aimed at providing an accurate and reliable post-accident recovery. As such, they constitute a
comprehensive package covering post-accident strategy. The Westinghouse SPDS is an integrated,
flexible, expandable, fault-tolerant system that combines state of the art real-time hardware with the
advanced applications software available. It includes individual drops connected to the entire system using
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a dual highway architecture, with redundant, deterministic Database Highways and Ethernet Information
Highways. The data acquisition is performed in a distributed manner using Westinghouse Distributed
Processing Family (WDPF) equipment. Human-factors engineering has been incorporated in the SPDS
design to enhance the functional effectiveness of control room personnel. It includes pattern and coding
techniques to assist the operator memory recall for the detection and recognition of unsafe operating
conditions. One practicable method to test and verify the SPDS performance is to use a real-time
interactive two-phase thermal hydraulic computer program to stimulate SPDS and compare its response
with the transient results.

1. INTRODUCTION

As a result of the Three Mile Island (TMI) and Chemobyl accidents, the extreme importance of
human error in accident sequences has been identified.

Beginning with the TMI Action Plan NUREG 0660, the US Nuclear Regulatory Commission
(NRC) issued several regulatory and review guidance documents related to the requirements for all
licensees to improve emergency response to accident conditions. In December 1982, the NRC issued
Supplement 1 to NUREG 0737 which condensed the existing NRC guidance regarding emergency
response capability into one document. More specifically, it provides additional clarification regarding
Safety Parameter Display System (SPDS), Reliable Post-accident Instrumentation, Upgrade of
Emergency Operating Procedures and Emergency Response Facilities, Control Room Design Review
and Meteorological Data. Because of their interrelation- ships, the NRC recommended an integrated
approach for the implementation of these emergency response activities.

In response to these requirements, Westinghouse together with operation people from the
Westinghouse Owners Group (WOG) launched a program to develop a new set of generic Emergency
Response Guidelines (ERGs). The ERGs constitute a comprehensive and integrated set of
symptom-based operator guidelines that guide the operator in management of emergency transients.

In addition, the concept of SPDS has been developed to assist the control room personnel in
evaluating the safety status of the plant during normal and abnormal conditions and determine whether
operator corrective actions are required to avoid degraded conditions. The selection of the monitored
parameters is based on the plant critical safety functions, which are directly linked with the ERGs
Function Restoration Guidelines.

The purpose of this paper is to describe the Westinghouse SPDS design and its interaction with
ERGs, as a comprehensive package covering post-accident strategy. Special emphasis will also be placed
on the validation and verification of SPDS with a real-time thermal hydraulic tool.

Special emphasis will be placed on two applications that have been proposed to the Balakovo
(WER-1000) and Leningrad (RBMK) nuclear power plants as part of an overall program to improve
safety.

2. POST-ACCIDENT STRATEGY

The overall objective of an effective and comprehensive set of Emergency Response Guidelines
(ERGs) is to permit the operator to make optimal use of the Safeguard Systems to protect the general
public and the plant following the occurrence of an accident.

Following the identification of an emergency, the operator can face two distinct types of
situations: either the problem can be diagnosed properly, or the problem is not amenable to diagnosis.
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Some events can be diagnosed by an unambiguous set of symptoms. For those events, specific
guidelines can be applied to optimally bring the plant to a condition from which long term recovery
(evaluation, repair, etc...) is possible. These guidelines are dependent upon the accident scenario, they
are the OPTIMAL RECOVERY GUIDELINES (ORGs).

For other events or malfunctions which cannot be diagnosed, one must provide the operator with
enough guidance so that the ultimate goal of protecting the general public by maintaining overall plant
safety can be achieved.

The implementation of this approach, which consists of monitoring and maintaining the plant
safety for an extended spectrum of accident conditions, constitutes the original part of the Westinghouse
Emergency Response Guidelines.

Public Safety is provided if the maximum number of the radioactivity barriers remain intact. The
integrity of those barriers can be maintained if a fixed number of functions, called the CRITICAL
SAFETY FUNCTIONS (CSF) are satisfied during and after the emergency situation.

Therefore, the required operator actions are:

• To monitor the status of the Critical Safety Functions.

• To maintain a safe or at least acceptable Status of the Critical Safety Functions.

The operator requires a tool to continuously monitor the different Critical Safety Functions
following an incident. Therefore, one Status Tree similar to a decision tree has been built for each
Critical Safety Function.

By answering the symptom based questions asked at the different branches of a tree, the operator
will end up by identifying the Critical Safety Function STATUS. The tree will also indicate if that status
is acceptable or not with respect to overall plant safety.

When a Critical Safety Function is challenged, the operator proceeds with a FUNCTION
RESTORATION GUIDELINE (FRG) in order to restore the non-satisfied Critical Safety Function to
an acceptable status.

Therefore, at each end point of the different trees representing a non-fulfilled Critical Safety
Function, there is the identification of a corresponding Function Restoration Guideline.

These Function Restoration Guidelines are, by conception, scenario-independent.

3. SPDS DESCRIPTION

3.1. Functional Design

The purpose of SPDS is to provide a concise display of critical plant variables to the control
room personnel and to assist in rapid and reliable evaluation of the safety status of the plant.

The SPDS must be designed in response to the NRC licensing requirements imposed to all US
licensees in Generic Letter 82-33 (December 1982), as part of the post-TMI items.

As such, the SPDS provides:

An aid in detecting abnormalities;
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— A support in event diagnosis,

A support in selection of most effective corrective action

It is therefore an important initiative in the effort to improve emergency response However, it
must be consistent with the overall post-accident strategy defined in the ERGs

The SPDS is operational during normal and abnormal operating conditions of the plant
However, one should recognize that the principal purpose and function of SPDS is to aid control room
personnel during abnormal and emergency conditions in determining the safety status of the plant and
in assessing whether abnormal conditions require corrective action to avoid a degraded core or
radioactivity release

During normal conditions, a postulated event may not cause immediate protection systems
actuation (i e . reactor trip or safety injection) This fact allows the control room operator to react to
possibly terminate the transient before safety systems are required to function During abnormal
conditions, the postulated abnormal results in almost immediate reactor trip and possibly safeguards
actuation (i e , safety injection) and requires control room operator response to diagnose the event and
take the appropriate safety measures

In order to cover these two types of events, the SPDS incorporates two operating modes
covering abnormal conditions once a reactor trip or safety injection signal is reached

The parameters displayed in each mode must be chosen to maximize the useful amount of
information displayed to the operator in an organized manner that can be readily interpreted, while
meeting key safety goals

The ultimate safety goal is to prevent the uncontrolled release of radioactivity to the
environment, by maintaining the integrity of the barriers For PWR units these barriers are fuel cladding,
reactor coolant system boundary and containment structure Safety analyses of the PWR unit has shown
that this can be achieved by maintaining the following ERGs Cntical Safety Functions

— Subcriticality,

— Core cooling,

— Heat sink,

— Reactor coolant integrity,

— Containment,

— Inventory

Top level displays are intended in the normal and abnormal modes of operation to aid the
operator in the activation of the detection process The parameters used for these top level displays are
related to the above six critical safety functions

Second level displays aid the operator in the further stages of event identification, by providing
more detailed information on the entire plant

3.2. Software Development Process

The SPDS implementation, as with any other significant function developed for nuclear power
plant applications, must follow a well defined, structured design process There are many codes and
standards written that address the software design process and the software life cycle, ANSI/ASME
NQA-2a-1990 Part 2 7, IEEE-1012, ISO 9000-3, etc
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The various codes and standards written about the software development process basically
describe the same software life cycle, although, some specific steps of the software development process
may be defined in different phases. The basic premise in all of the standards written about the software
development process is that software development must be performed in a structured environment that
proceeds in a traceable, planned and orderly manner.

The software life cycle that Westinghouse follows consists of the following phases:
Requirements/Analysis Phase, Design Phase including the Functional Design and Software Design,
Implementation/Coding Phase, Testing Phase including Integration and Validation testing, Release &
Maintenance Phase, Installation & Checkout Phase, Operation & Maintenance, and finally the least
recognized Phase of Retirement.

Software development tools are available in the marketplace that facilitate an efficient, cost
effective, high quality software engineering environment. Case tools are available to aid the designer and
implementor to ensure a structured software development process is being followed. Several software
engineering environments are available to accelerate the software design and implementation phases
while at the same time increase the quality of the resulting code. These environments are effective in
providing the software engineer with run-time error checking, code complexity and test coverage
evaluations, and reverse engineering tools to aid in the testing and maintenance phases. Highly
automated testing tools are also available which cost effectively increase the testing coverage, regression
testing, and effective test hours with less manpower on new or modified software. These features name
only a few of the advanced tools that will be used in the SPDS design and development.

With all the advances that have come about in the software engineering environment the
software development process has virtually remained unchanged. Combining a well structured
development process with good planning, and an advanced software engineering environment will result
in high quality software which performs its intended function on-schedule and within budget.

3.3. SPDS Architecture

The structured analysis phase for the SPDS consists of taking the output of the system
requirements and analysis phase and proceed to develop the functional design. In the traditional
Yourdon/Demarco structured analysis and design methodology the designer decomposes the
requirements into data flow diagrams and ultimately develops the processor allocation i.e., what
hardware is required to implement the required functionality. It is here that we deviate slightly from
classical methodology.

It is in the best interest of the customer and the developer/supplier, and in many instances a
requirement of the regulatory bodies, that highly reliable hardware and software with significant
operating experience be utilized. Standardizing on common, readily available hardware and software
platforms is essential. This will provide highly reliable base functionality of data acquisition, control and
information presentation so that the designer can concentrate solely on the development and
implementation of the SPDS application.

Given the requirements of the SPDS Critical Safety Function Status Trees defined earlier, the
implementation will be based on the Westinghouse Distributed Processing Family (WDPF) computer
system. The system architecture is depicted in Figure 1.

The WDPF information system was developed with the same rigorous design methodology
described above. Extensive functionality was designed into the base system to satisfy most if not all of
the engineering requirements of traditional data acquisition, control and information systems.

The WDPF system is an integrated, flexible, expandable system that combines state-of-the-art
real-time hardware with the most advanced applications software available. Drawing upon our experience
as the leading supplier of nuclear steam supply systems, our software offers the widest array of functions
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available for nuclear power plant operations. It is a state-of-the-art fault-tolerant distributed plant process
control and information computer system.

WDPF is an extensive system consisting of stations, or "drops", distributed throughout the plant.
Three major types of drops exists: 1) plant information data collection and control actuation, 2) server
functions, particularly the computation server, providing the system with large "number-crunching"
capability, and 3) Operator and Engineer Stations, from which the operating staff accesses the desired
information, using the most advanced display philosophy currently available.

The functions to be performed by the System are distributed across this hardware configuration
to best utilize the performance of the various components. The performance is analyzed to determine
whether it is directly related to input or output(I/O); common applications which are best done at one
place, requiring the user to request the results; or applications which can be independently calculated for
each user (locally) to improve response time and reduce communications burden. The result of this
analysis defines an optimum system configuration and the performance requirements of individual
stations or "drops."

Each of the individual drops is connected to the entire system using a dual highway architecture.
One highway, the Database Highway, is used for acquisition of plant sensor data and for passing of
computed values. The second highway, the Information Highway, is used for passing of files and
messages between the calculal'onal stations and the Operator Stations.

The information passed between the Computation Servers, the Operator Stations, and other drops
on the system is transferred using an open bus system such as Ethernet. Large volume messages,
non-time-sensitive calculated values and other non-real-time information are passed on this highway.
Use of this second bus, the Information Highway, maximizes the efficiency of the Database Highway
by permitting it to perform, almost solely, its data acquisition function. Use of the open bus system
permits easy access to the information collected or generated throughout the system.

The data acquisition function is performed in a distributed manner using Westinghouse
Distributed Processing Family (WDPF) equipment. Input from plant sensors is acquired using numerous
Distributed Processing Units (DPUs), placed at various locations around the plant. This sensor data, as
well as simple calculations and the results of basic alarm limit checking, are then transmitted to the
remainder of the system using the high-speed deterministic Westnet II Database Highway. The
deterministic nature of this highway guarantees that information acquired by one drop is passed to other
stations in a given predefined time slot. This prevents an overburdening of the system during plant
transients and aresultant deterioration of system responses, possible with designs using nondeterministic,
i.e., probabilistic, or layered-network designs.

The needed calculational "number crunching" is provided by large-memory, high performance
workstations (without graphics capabilities), called the Computation Servers. On these workstations will
reside 1) the very large computer programs, 2) those programs which calculate integrated quantities, and
3) those programs which run periodically in order to perform monitoring-type functions. These drops
are connected to both highways: to the Database Highway in order to collect the necessary input
information and transmit calculated parameters from/to the Database Highway, and to the Information
Highway to transmit output (files, messages, etc.) to other system drops. These Computational servers
are redundant.

The high-performance workstations used for the Operator Stations also allow the distribution
of some of the calculational requirements of the Plant Information System. Such a distribution permits
specific applications to be allocated to any desired drop of the system and permits applications to reside
on multiple workstations for redundancy. The ability of the individual workstations to perform
calculations in addition to the generating graphics helps to minimize the amount of information which
must be transferred between Computation Servers and Operator Stations, enhancing the efficiency of the
total system.
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The Westinghouse approach to plant information system design utilizes advanced display design
techniques coupled with the efficient window management features provided by modern computer
workstations This design philosophy replaces the awkward and unnatural man-machine interfaces
preserved by current display systems with one where information organization mimics the user's model
of the power plant

By employing such features as zoom, pan, paging, poking and scrolling, the burden placed on
the operator to navigate through the display structure can be substantially reduced The system will adapt
to both novice and expert users by allowing the expert to "compose" the visible screen from a collection
of overlaid (or adjacent) windows

The operator interacts with the system using a cursor and pull-down menu, allowing simple
interaction rules It is based on sound principles from the fields of ergonomics and cognitive psychology
It is made possible by the power of the workstations in the distributed architecture combined with the
extensive work Westinghouse has done in monitor-based information system design It is the most
advanced plant information system available today

Some dedicated processors, or drops are assigned specialized tasks, such as historical storage
and retrieval, data link serving, software configuration and control, etc This is to off-load any user's
station from these tasks The interesting point here is that the architecture is exactly the same,
Workstations connected to both highways, differing only in the particular peripherals, and the software
installed (and running) on that particular station

State-of-the-art software engineering tools and configuration management techniques will be
used to configure the system prior to delivery To maintain the system after delivery, a software
development station and configuration management station are provided

The overall hardware configuration approach used for this system is a combination of existing
proven technologies It emphasizes employing the correct subsystem for the correct use, in effect
matching the strongest features of each subsystem to its role in the overall configuration This ensures
that the performance of the overall system is optimized This tailored solution represents a synergy of
hardware performance not provided by a purely "off-the-shelf solution

3.4. Validation and Testing

There are two forms of testing performed on the SPDS Initially the SPDS goes through black
box testing Then the SPDS is validated in a real time environment

341 Black Box Testing of the SPDS

Black box testing is a method to test an object, such as the SPDS software, by treating it as an
unknown, a "black box " The tester applies a series of inputs to the SPDS The resulting outputs are
compared to the expected results derived from the functional requirements of the SPDS Outputs include
the data that are placed on the SPDS displays

Test procedures are written in order to s\ stematicalh perform the black box testing The test
procedures are prepared by defining the test cases that are needed to full} determine whether the SPDS
softw are meets the requirements

342 Validation of the SPDS

One of the requirements imposed b\ NUREG-0696 is that the SPDS must be validated in
real-time, \\here practical Validation of the SPDS must be performed to d\namicall\ demonstrate the
abilits of the SPDS to alert the plant operator to a challenge to a plant critical safety function indicated
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by the Critical Safety Function Status Trees. A powerful means to accomplish this is by applying a set
of accident scenarios to the inputs of the SPDS. When selecting these scenarios, the objective is to
exercise each branch of the Status Trees at least once. In order to do this the accident scenarios may
include multiple failures and events.

The scenarios are obtained through simulation. The simulation is done with the Transient
Real-Time Engineering Analysis Tool (TREAT) interactive, best-estimate two-phase thermal-hydraulic
code. The TREAT output for each transient is then post-processed onto tapes to provide simulated sensor
inputs.

The tapes are then read in real-time by special input software to simulate actual plant data
acquisition. The data are then made available to the SPDS software. The outputs of the SPDS, including
what is displayed, are compared to the sequence of events provided by a test procedure for each scenario.
These sequences are generated from each simulation by determining when each branch and state of the
Status Trees is reached.

The completion of black box testing and TREAT testing results in an SPDS which meets the
functional requirements and in which the operators will have confidence.

4. BALAKOVO APPLICATION

Following the requirements of the recent regulatory documents issued by the Russian Safety
Authorities, the necessity to increase NPP safety has been identified. This should be done through the
implementation of new information systems, capable of providing a concise assessment of the plant
safety status.

Therefore, it has been decided that a pilot SPDS program would be started for the WER-1000
type of reactors at the Balakovo NPP. This led to the preparation of a preliminary concept in cooperation
between Westinghouse and CONSYST Ltd, at the request of Concern Rosenergoatom. It is planned to
install a SPDS in the following locations:

— Unit (Control Room);

— Nuclear Power Station (Technical Support Center);

— National Crisis Center.

The design bases for the Control Room SPDS will be quite similar to the ones described in the
previous sections. For the other locations, additional critical safety functions will be added to cover
special modes of operation (i.e., refueling).

The SPDS parameters will be collected from the following NPP equipments:

— Power unit information computer systems (SVRK, TITAN);

— Instrumentation of independent systems for recording of process parameters or
equipment status;

— Power station radiation safety monitoring system (AKRB-03);

— Containment major parameters monitoring system;
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• Fire protection system (PPZ),

• Industrial seismic protection system (SIAZ)

5 RBMK APPLICATION

One of the major ways to enhance the Russian RBMKNPPs operation safely is to decrease the
probability of personnel errors by paying more attention to human factor Personnel errors caused more
than 50% of incidents during NPP operation, upon the IAEA data In Russia, out of 16 unplanned
shutdowns of RBMK NPPs in 1991, only 3 were caused by equipment failure, 6 were personnel errors
and 7 occurred due to complex causes, i.e , they were due to both equipment failures and personnel
errors

The current status of the RBMK power units I&C systems, which have been designed and
constructed over the past 25 years, with all their differences is characterized by common problems,
connected with the following factors

Operators have to cope with a lot of information during emergency situation,

• Lack of general information characterizing the safety status of the process,

• Difficulty to control, monitor and diagnose the process

A pilot SPDS program has also been started for the RBMK type reactor at the Lenningrad NPP
This led to the preparation of a preliminary concept in cooperation between Westinghouse and the
Research and Development Institute to develop the SPDS

The RBMK power units are equipped with I&C systems (Centralized Monitoring System Skala,
Process Monitoring Systems, Failed Fuel Detection System, Fuel Channel Integrity Monitoring System,
automatic systems) and safety systems (Control and Protection System, Monitoring System of Neutron
Power Density Distribution, Protection System by Process Parameters, etc ) The data from control and
safety systems is displayed in the RMBK main control room (MCR) on individual meters, recorders,
indicators, light alarm panels, as well as by means of computer information systems Operators can
perform their tasks touring normal operation without problems, just sitting at desks In transients and in
case of equipment failures it is necessary for them to move around the control room to receive any
additional information and perform the control actions All safety-related parameters are displayed in
the main control room It is necessary to note three main disadvantages of the existing control room

• Parameters are displayed on different types of devices and in different forms (recorders,
alarm systems, digital meters, etc ),

Information is scattered within a large area (reactor operator alarm panels are to be
found in four different places This creates difficulties in case of simultaneous
monitoring of water flow rate and reactor power),

• It is required to perform many actions to obtain some data (different types of individual
channel parameters and calculated parameters, for example) The greatest problems
connected with "human factors" at Russian NPPs are those associated with man-machine
interface and the fact that operators have to cope with a lot of information, especially
in abnormal conditions

To enhance safety, reliability and efficiency of operation in the process of modernization the
RBMK power units I&C systems, it is necessary
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• To create modem safety parameters display systems (the SPDS) for RMBKpower units;

To develop symptom-based procedures and display them on SPDS;

• To teach Russian specialists to deal with information system design technologies in
accordance with NPP SPDS requirements.

The objective of the SPDS is the continuous display of general reliable information to operators
in real time. Such information should be sufficient to define power unit safety status and support
operators in controlling the reactor, avoiding and handling abnormal situations, especially, in case of
radioactive release during normal operation, in emergency situations, and partially, during beyond-design
accidents. The SPDS is to provide operators with intelligent man-machine interfaces which facilitates
access to important safety-related information, thus improving working conditions of operators.

6. CONCLUSIONS

The concept of Safety Parameter Display System (SPDS) has been developed to assist the
control room personnel in evaluating the safety status of the plant during normal and abnormal
conditions. The selection of the parameters monitored by the SPDS is based on the plant critical safety
functions which are directly linked with the Westinghouse Emergency Response Guidelines (ERGs). The
ERGs constitute a comprehensive and integrated set of symptom-based operator guidelines that guide
the Operator in management of emergency transients.

The ERGs and SPDS are complementary elements aimed at providing an accurate and reliable
post-accident recovery.

The Westinghouse SPDS is an integrated, flexible, expandable, fault-tolerant system that
combines state of the art real-time hardware with advanced applications software. It includes individual
drops connected to the entire system using a dual highway architecture, with redundant, deterministic
Database Highways and Ethernet Information Highways. The SPDS, as with any other significant
function developed for nuclear power plant applications, follows a well defined, structured design
process and is implemented in and advanced software engineering environment.

Human-factors engineering has been incorporated in the SPDS design to enhance the functional
effectiveness of control room personnel. Validation of the SPDS must be performed to dynamically
demonstrate the ability of the SPDS to alert the plant operator to a challenge to a plant critical safety
function indicated by the Critical Safety Function Status Trees. One practicable method to test and verify
the SPDS performance is to use a real-time interactive two-phase thermal hydraulic computer program
to produce tapes of accident scenarios. The tapes are used to stimulate the SPDS and the output response
of the SPDS is compared with the transient results predicted by the simulator.

The pilot programs for the development and implementation of SPDS for the WER-1000 type
of reactors at the Balakovo NPP and for the RBMK type of reactors at Leningrad NPP are leading
initiatives that will improve the overall level of safety.
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Abstract

The concept, which is discussed in the paper, specifies the purpose, status, tasks and functions of
an information support system, requirements to the information and software provisions, as well as the
scope and forms of displays. Quality assurance measures during the implementation phase on operating
NPPs are also discussed. The concept was designed by the working group composed by the specialists
of VNIIAES, Atomenergoproject, Gidropress, NIKIET and Consyst on the request of Concern
Rosenergoatom. The primary objective of an information support system is to help an operator in the main
control room to evaluate a safety status of a power unit and to take appropriate measures during normal
operation, transients or, what is of utmost importance, in abnormal situations, design-basis and beyond-
design-bases accidents. The first priority functions of operator aids, intended for the implementation at
the operating NPPs, are a critical safety functions display, intellectual annunciation system, early fault
detection and diagnosis. The system of information support can be implemented as a separate computer
module, integrated in operating process control system of a power unit. The work on the implementation
of an information support system is being carried out in the framework of modernization of operation
process control system.

1. INTRODUCTION

Advancing and improvement of NPP information systems are governed by both internal and
external conditions of NPP operation. Increased requirements of operating entities, regulatory bodies and
population for the NPP safety assurance as well as the IAEA recommendations "The basic principles of
the nuclear plant safety", The IAEA regulations as to the issues of providing the quality of operation [1-4]
are included into external conditions. The lack of the conformance of information systems involved into
the existing process control systems (PCS) to the up-to-date requirements and the need of the NPP staff
in optimization of his information field for running a process is to be referred to as internal conditions.
Extending the information system functions at the expense of introduction of personnel support functions
is a stage of upgrading (computerization included) the NPP information systems and instrumentation and
control systems.

The meaning of "operator information support system " being an independent complex of software,
engineering, organizational means is valid exclusively for operating power units and is developed as an
addition to the existing means involved into the PCS.

For the power units which are currently in the design phase, the functions of operator information
support are integrated into the plant information system.
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The given paper is based on the description of the concept developed for the Concern
"Rosenergoatom"*.

In this paper the main definitions, the principal objectives and functions of the operator support
system (OSS) are given, abrief analysis of the performance of some existing operator information systems
is presented, the main trends of development of operator information support system are given, the way
and the sequence for implementation of the systems for operating NPPs are reviewed. In the proposed
concept in the first place are considered the information support systems for the main control room
operators, however, the presented principles may be applied while designing information support systems
for operators of other control means of NPP.

2. THE OSS PURPOSE AND STATUS

2.1. The main task of the OSS at the nuclear power plant is rendering assistance to the operator in
assessment of the power unit current state and in making a decision on the necessity of performing some
or other actions if design limits of operation are disturbed.

Within the framework of the main task the first place is given to the assistance for the operator in
the assessment of the power unit current state from the safety viewpoint under normal operating
conditions as well as under upset conditions, and especially under emergency conditions, that complies
with the requirements of the regulatory body i.4.4.7 of OPB-88.

In this case under normal operating conditions the OSS shall provide the generalized display of
the power unit status with respect to the boundaries and conditions for safe operation (margins available
and their values), as well as the information on the safety systems readiness. Under emergency conditions
the OSS shall display to the operator the generalized information on fulfilling the main safety functions,
on the safety barriers state, on the safety systems functioning, the assessment of possible location and
character of an occurrence, especially as to radiation effect on the personnel and the environment. If the
above requirements are met, the OSS will conform to the requirements of i.4.4.7 of OPB-88.

The next important task within the main task framework is the operator assistance in the estimation
of the power unit state from the viewpoint of its readiness to carry the load and its capacity to generate
electric power. With this aim the OSS shall provide for the operator the generalized information on the
main equipment state (on the basis of data on the lifetime, operating conditions, main parameter values),
on the state of the main processes participating in conversion of nuclear power into electric one.

As an addition to these goals, the OSS can be used for rendering assistance to the operator during
standard technological procedures that require a comprehensive estimation of the process state or taking
into account a number of factors to make a decision on performing some or other actions. Besides, the
OSS can be applied to assist the operator in the check of the controlled objects response for the actions
performed by the operator.

The principal task of the OSS may be defined more specifically while designing the OSS and stated
in the form of a set of problems, for example, such as: reduction of the intensity of operator's information
overload without loss of controlling the plants, identification of a situation out of a set of design situations,
reminding actions and actual sequence of events of the current transients prescribed for the operator,
review of process information required by the operator, maintaining efficient feedback with controlled
objects and etc.

Anikanov S.S., Dorovskykh B.V., Dunaev V.G., Kochanov V.A., Korshunov A.S., Mino I.S.,
Sazonov N.A. et al " Concept of information support system for operative personnel of operating
NPPs".
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2.2. Operator information support is a function comprising intellectual processing of "low" level
information on the status of technological object of control (TOC) and presentation to the operator, as
a result of this processing, the generalized "high" level information that allow to provide quick and
adequate operator's response on the disturbance of safe operation conditions, reduction of power unit
availability or efficiency.

The information support function is realized by the power unit process control system. This
function can be distributed in both various subsystems of the PCS and in a separate special system,
integrated in the PCS with the right of a system called an operator support system (OSS). The first method
for realization of information support function is typical for the designs of power units of new generation
NPPs for which the PCS is being designed from the very beginning with regard for realization of the
specified function.

The second method is typical for introducing the function of information support at operating power
units the design projects of which have been made prior to the development of information support theory,
and the PCS of these power units possess weak computational capabilities. However, in this event also
is possible the equal extent of the OSS integration with other PCS subsystems, for example: utilization
of common displays for information presentation, realization of a part of functions in the in-core
instrumentation system and etc.

Classification of the OSS as per OPB-88 depends on the following factors:

the concept (and, hence, classification) of the PCSs of the specific power unit and the OSS's
position in it;

the OSS specific tasks and functions (separate parts of the OSS may relate to various classes);

legal provision of the OSS.

It is evident that OSSs of operating power units in Russia shall refer to class 4 (normal operation)
proceeding from classification of PCSs of these power units. Increase of the OSS class ( or its separate
part) is possible if the class of a part of the power unit PCS functionally connected to the OSS will be
increased. Depending upon the OSS classification, personnel preparation and training should be
organized, corresponding changes should be put down into operating documents.

3. REQUIREMENTS FOR OSS

The OSS shall be designed for each type of power units individually and shall take into account the
following:

peculiar features of every power unit, its control systems and information systems;

the analysis of operators' improper actions under various conditions and their effect upon
power unit operation.

OSS designing should be based on the following basic principles.

3.1. OSS integration with other NPP's instrumentation and control systems

The integration process is to be addressed as joining the OSS instrumentation with other
instrumentation and control systems and as interaction of information flows between the OSS and other
instrumentation and control systems. The OSS must promote information exchange of the MCR operators
with other operating personnel, engineering personnel and management personnel.
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Operating personnel support systems located directly in the NPP console rooms should have the
most close integration with other instrumentation and control systems The power unit control room is a
highly complicated man-machine system where information display plays the key role in the controlling
processes from the man-operator side Errors made by operators at controlling the processes from console
rooms are closely connected with the ways of presenting information The extent of OSS integration with
other I&C systems may be established only by a comprehensive approach to the console room In this
very place in close integration of various OSSs, I&S systems problems anse that are connected with such
terms as operator's error, physical and intellectual tasks for the operator, operative m anoeuvenng, analysis
and planning of actions

The principles for designing mam control rooms with OSS are developed both in the design
projects of new NPPs and at upgrading operating NPPs The major attention while elaborating an OSS
for operating NPPs should be paid to the substantiation of the infrastructure needed for successful
introduction of OSSs The components of this infrastructure are means for data communication, data base
and knowledge base communication, testing grounds for implementation of quality assurance problem
of the design The other problem is providing effective interaction of analog and digital facility

3.2. General requirements for algorithmic support

In the OSS application of standard information methods is intended and their adaptation to
information model under consideration ( data base, expert systems, mathematical models of processes,
interfaces and etc ), as well as specialized methods for logical processing of obtained information
(signalling, safety parameters, presentation of information on the level of the power unit safe operation
and etc )

Means for displaying safety critical functions and parameters, post-accident monitoring of the
power unit status, symptom -oriented emergency actions, manuals for actions under upset conditions and
etc refer to specialized methods Application of automated procedures of regulated type permits to
increase significantly the rate of operating personnel response upon various initial e\ents requiring
immediate intervention

3.3. General requirements for OSS systems

The OSS has the status of a normal operation system and, hence, should meet the requirements of
OPB-88 imposed to such kind of systems

3.4. Organizational relations of operators to OSS

While designing the OSS, one should be sure that the system will really meet the imposed
requirements and will be eagerly accepted by the operator One of the possibilities to solve this problem
is the user's participation, that is, experienced operators at all stages of the development and jobs on
selection of optimum design of OSS for every power unit as well as for specific personnel to whom each
of the functions should be oriented

Operation with OSS may be effective only if an operator knows fairly well its functions and
interfaces To ensure proper operation of the system by the operator, preliminary training of the operator
is necessary Comprehensive training technology ( at a working place, in the training center,"on-lme",
"off-line") should be envisaged for training

Extensive utilization of the OSS ma> bring an operator into system-dependent position and decrease
his capability to control the situation correctly, if there are some malfunctions in the supporting system
or it presents inadequate or incomplete information This may have the most harmful impact on
application of diagnostic systems for control in non-standard situations In this case a promising version
is so-called "soft automation"
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Application of the man-machine interface in the OSS oriented to quick and exhaustive
understanding of information presented, will change the principle of information display to the MCR. In
future it must result in the change of the main regulatory documents which are used by the operating
personnel while running a process ( regulations, operation manuals, manuals for accidents elimination
and etc.) at least, with respect to newly introduced OSS subsystems.

3.5. OSS verification and certification

The system elaboration should be performed with regard for up-to-date information technologies.
Nevertheless, the results of elaboration should not violate conditions of NPP safe operation and shall meet
the regulatory body requirements.The process of introduction of computerized operator support systems
increases dependence of operative control functions on complicated software. Control of workmanship
is necessary at all stages of elaboration on the basis of verification and certification of the elaboration
results, that means:

1) checking the technical requirements themselves that should reflect adequate decomposition
of the problem ( the problem break-down into elementary problems)

2) checking the conformance of the elaboration results to the technical requirements

3) inspection of documentation on the development results of the stage

4) testing the entire system to check the conformance of the realized product to the technical
requirements for functional duty and interface

5) checking the conformance of the entire system to other technical requirements for the product
as a whole ( if any)

If there is the lack of conformance of the stage being performed to the technical requirements, one
should go back to the completed stages to carry out the needed corrections. To perform the process of
verification and validation the following is used:

testing the design and technical requirements;
static testing ( analysis of algorithms, input data, failures/troubles/errors and etc);
dynamic testing (functional testing, testing characteristics, testing with errors introduction,
testing in real conditions).

4. THE OSS FOR OPERATING POWER UNITS

Hereinafter, are given the OSS functions, realization of which at operating power units may be
considered in the first place.

4.1. Critical function and safety parameters display ( SPDS)

The critical function and safety parameters display system may serve as the base part of a new OSS
owing to a series of reasons:

it is an independent subsystem not available at present in the design, providing control of the
power unit safety level and defining operator's actions at severe malfunctions in the power unit
operation ( a threat to safe operation barriers integrity);

the components of this system may be a basis for further improvement of the entire
information system;
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the critical functions and safety parameters display system ( SPDS ) may serve as a forerunner
sample of OSS at which programme and engineering solutions of OSS can be developed,

initially the SPDS may be functionally redundant and during its further development a series
of functions may gam an independent meaning

The SPDS is the most important function of the OSS the results of which are needed on the levels
of the power unit, NPP as well as on national level of the NPP safety control systems

The examples of critical function and safety parameters display one can see on implementation of
the specialized safety systems CFMS, SPDS These systems are designed to identify and prevent
emergency situations potentially connected to radioactivity release outside the allowable safety barriers
They should incorporate as an integral part various alternatives of radiation monitoring systems

4.2. Procedure presentation of operator's actions

The present function provides the regulated sequence of actions required for the given moment The
example may be as follows

presentation of regulatory and reference information,

forming the action sequence in a simple form and control of their fulfillment,

display of those parts of the operation manual which are needed to realize the preset sequence
of actions

The OSS procedure software complex is intended for automatization of retrieval and presentation
m a convenient form of reference information on the monitor screen This system will allow the NPP
personnel to make decisions more promptly not wasting time for retrieval of the required information

The reference information needed for the operator can be presented in the following forms

text information ( manuals, regulations, tables and etc ),

graphic information (schemes, drawings, diagrams, figures, curves and etc )

4.3. Calculation of the efficiency of system and component operation

The function is intended to estimate the efficiency and optimum operating conditions of the main
equipment the reactor, MCP, a turbine generator, steam generators, heaters and so on Determination of
the equipment performances is earned out on the basis of model on-line computations In this case
sometimes it is sufficient to establish the basic balances of energy and mass in various parts of equipment

4.4. Generalized estimation of status

The present function first of all presents to the operator operative information to support in
problems related to dynamic actions power unit start-up or shut-down, other transients There is one
condition to have the task included into this function, i e information should be formalized so that it has
an optimum type, form and way of presentation A point being moved depending upon coming data
within XY plane whereon the allowable and emergency areas are marked, may serve as an example This
may be, for example, widely spreaded P-T diagrams, the relation areas of allowable axial offset against
power level while controlling power distribution
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4.5. Material balance display

A major role in controlling dynamic conditions is given to such categories as "promptness" and
"integration" of information display that puts forward special requirements for corresponding OSSs. Very
often in practice the "promptness" means the need in immediate obtaining of information, and
"integration" means simultaneous gaining such information on extremely diverse parameters, for
example, information on the value of the core neutron power and the state of generator circuit-breakers.
Integral indices of operation of the power unit, systems and equipment, optimum content of information
and optimum presentation form being received in the OSS make the meaning " the OSS functions".

Balance relations, parameters that, as a rule, are the safety critical function parameters may be
proposed as possible integral indices of power unit operation; this makes possible to minimize the scope
of the system input signals.
Such relations incorporate:

balances of power between reactors, steam generators, turbines and generators;

material balance for the primary circuit;

material balance for the secondary circuit.

Practice demonstrates that operators' delayed reaction on a balance relations disturbance results in
aggravation of accident consequences in a majority of cases ( in complete disconnection of power units
at originally insignificant deviations from normal operation, in increase of outages on consequences
elimination, in disability of systems and equipment and etc.). The operator is not able during a short
period to perform analysis of information by the main parameters of power and material balances due
to a great number of input data and dispersal of instrumentation; due to this fact, the tasks of operative
control in the transient pace shall incorporate the analysis of balance relations:

5. QUALITY ASSURANCE OF THE SYSTEM

The proposed system is a large system with requirements for the quality of its designing coming
out of this statement as well as for beforehand elaborated and approved certification and testing
procedures. These problems should be solved within the framework of quality assurance system which
is not practically available for large systems and it should be elaborated. This system should regulate the
order of developing technical documentation, software, testing and certification.

This integral part of the OSS requires substantial expenses and, to some extent, is a key one from
the viewpoint of introducing the system into operation. Quality assurance of the design and introduction
of the system can be achieved exclusively with the help of special requirements for the design that should
be covered in a package of documents under the common title " Quality assurance program for designing
and introduction of PCS software-hardware system.

The testing ground system shall perform the following functions:

to fulfil the assigned set of tests for various operating conditions of the power unit;

to simulate non-standard situations at the power unit with the help of cybernetic models;

making possible for performing comprehensive certification of the system.;

making possible testing and checking of every module of the OSS, including ones initially not
covered by the design.
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If there is the OSS testing ground available, a series of arrangements for introduction of newly
developed OSS subsystems should be provided according to which none of the OSS subsystems should
be installed at the operating NPP without testing and certification at the testing ground

The structure of the system of the OSS testing ground shall be such that after field testing
completion a set of hardware should be installed at NPP without any additional changes

6 STAGES OF OSS INTRODUCTION AT OPERATING NPPs

Introduction of OSS at operating NPPs is supposed to be performed by several stages on the basis
of the analysis for every power unit of available information sy stem s, personnel activity and determination
of a set of the OSS functions to be developed, of these functions realization methods and their integration
with running information systems

1) Introduction of systems related to presentation of generalized operation data ( SPDS,
functional-oriented manuals and etc ), automation of procedure actions of operating personnel,
presentation to operating personnel a certain set of reference data, providing advises to the
operator for changing functioning mode of a number of the main components of the power unit
equipment

2) Adding functions to the OSS that provide estimation of operation of the power unit mam
equipment and producing detail information on the needed elements of the process, assistance
in the assessment, identification and elimination of emergency situations Introduction of
symptom-onented manuals

3) Development and making a set of systems for the Crisis Centers, NPP technical support
centers with application therein of Post-accident Control System for the power unit mam
parameters (PACS) and extended automated system of manuals

Introducing the OSS at the mam control room can be executed by step-by-step introduction of new
systems

1) Critical functions and safety parameters display system that will make possible to generalize
the data on the main parameters of the process and, thereby, to present to the operating
personnel information on the power unit operation status from the safety viewpoint This kind
of a system should be organized by the hierarchial principle, wherein, on the lower hierarchial
levels more detailed information on the main equipment is presented to the operating personnel
to identify the cause of process parameter deviations from the assigned values

2) Software to support operating personnel procedure actions ( manual of various kinds)

3) A new type of man-machine interface in which information display itself makes possible for
the operating personnel to generalize the data on power unit systems and components status

4) Software systems that allow the operating personnel to obtain the required reference-type
information when static procedures are earned out

5) Systems for logic processing of information on signalling, protection and interlocking to
establish an initial event and to identify rapidly an occurrence by means of generating
messages in which the delayed or low priority data are not demonstrated to the operator and
hence, the information flow to the operator is reduced

6) Program modules that will assist to the operating personnel in determination of the efficiency
of operation of the power unit mam systems and of their controllers on the basis of modelling
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computations aimed at generation of operators's advises not having the guiding character
under dynamic conditions to correct operation of these systems or under remote control
mode.
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Abstract

The paper describes the basic features of the safety parameter display system (SPDS) for
VVER-type reactors. During the realization of the system the major attention has been paid to the
utilization of the existing computer facilities of the power unit instrumentation and control system. The
notable feature of the proposed SPDS version for NPPs in Russia lies in the fact that while designing one
should take into account beforehand the requirements of local and national Crisis Centers being a part of
the general system for controlling NPP safe operation ("Garant"). Such an approach leads to the fact that
on different levels of the SPDS implementation different numbers of critical safety functions (CSF) are
used. Besides, in the system is widely used a set of formats representing functional relations among the
safety parameters that allows to make easier the process of occurrence identification.

1. INTRODUCTION

The necessity of integration of SPDS into the NPP existing information system was dictated by
a series of causes. According to the national safety control system concept developed in Russia there
should be involved the local crisis centers at each NPP and integrated branch crisis center in Moscow
on the premisses of "Rosenergoatom" concern. Operation of these crisis centers envisages operation
of a system for presentation of critical information on power unit operation. This system practically
applies the same set of process data and its presentation formats that are used for the SPDS, the only
difference is different extent of generalization depending upon the realization level.

Among the general arrangements aimed at improvement of power unit process control system
and man-machine interface, by the assignment for "Rosenergoatom" concern was developed the concept
for upgrading information systems for operating NPPs that envisages as the basic one the function of
a new system for safety parameters display.

Within the arrangements aimed at improvements of NPP operation is envisaged the development
of a system of actions in the emergency situations based on a new type of manuals (symptom-oriented
ones). This system is organized with application of automated assessment of critical safety functions
state, that is, on the basis of the SPDS.

Three goals considered determine the requirements for the functional content of the safety
parameter display system (Fig.l).

Presentation of information in a compact form with application of a minimum set of process
parameters is the general point in the requirements of the considered system for the SPDS.
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Fig 1. Statment of requirements for functional provisions of
SPDS

2 MAIN FUNCTIONAL REQUIREMENTS FOR SPDS

The existing general safety control system of the industry from the viewpoint of receiving
information transmitted is the consistent structure (Fig 2) Operating personnel obtain information basing
themselves on the existing information system of the main control room (MCR) Comparing this
information to the corresponding operating manuals, the operating personnel make a decision on the
power unit control. Operating regulations take into account that in a number of events the intervention
of the NPP shift supervisor or chief engineer is necessary In the event of a severe accident when the
recovery problem can not be solved by the NPP personnel exclusively, the corresponding divisions are
being involved into this work Such kind of sequential structure of information communication
introduces a certain delay into interrelation of different levels of the system

The SPDS must provide for parallel communication of process data to all safety control system
levels in order to ensure the availability of every division at any moment during non-standard,
emergency situations and accidents Besides, the obtained data communication structure (Fig 3) on the
basis of the state-of-the art computer and communication facility enhances the efficiency and reliability
of data communication process

Crucial requirements for the SPDS from the control system side under emergency conditions are
based on the adopted safety principles These safety principles represent the requirements of the main
regulatory documents of the Russia Gosatomenergonadzor OPB-88 and PBYaRU-89

Basing upon the analysis of the MCRpersonnel operation, the following main requirements may
be imposed for the SPDS functional performance

The SPDS shall be designed to carry out automated monitoring of power unit critical functional
state, as well as of processes and equipment that may affect the CSF state
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Fig. 3 Proposed structure of NPP safety management
system as to transmission of current process information

The SPDS must provide for the target-oriented information support for the power unit operating
personnel under any operating conditions of the power unit, accidents included. Output information of
the system during monitoring critical safety functions shall be a message of the occurrence character and
of the usefulness of the manual that should be taken by the operator as a guide in his further actions.

149



The SPDS shall provide for information for the operating personnel making easier identification
of the occurrence, possibly, at the early stage of its progress.

The SPDS should be classified as man-machine information-computing system designed for long
continuous functioning.

Finally, general requirements for the SPDS of any level as to minimize of parameters number
allow to simplify greatly the interaction of the user and the system at the expense of strict formalization
of the interaction of information presentation formats.

3. ARCHITECTUPvE OF THE SYSTEM HARDWARE

On the basis of the addressed functional requirements and the list of the SPDS goals one may
propose the architecture of the SPDS hardware demonstrated in Fig.4 (power unit with reactor plant
B-320, B-338). The process control system for a power unit with VVER-1000 comprises a 2-computer
set SM-2M of the in-core instrumentation system (ICIS) and a 4-computer set SM-2M of the common
information system ("Titan" information computer system). To transfer data from I&C computers,
K1-K4 concentrators are used. The K1-K4 concentrators are intended to receive data from the "ICIS"
and "Titan".The K4 concentrator was designed to receive extra process information, not included into
the "ICIS" and "Titan" systems. The entire structure of the SPDS hardware set was organized by the
redundancy principle.

The main computing facilities of the systems are as follows:

servers to store data bases and archives;

computational servers intended for performing prognostic and diagnostic calculations;
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Fig.4 SPDS Architerture Overview
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work stations for information display;

a work station for communication with outer users.

4. CRITICAL FUNCTIONS AND SPDS RELATION WITH EMERGENCY RESPONSE
GUIDELINES

General operation safety is maximized in the event when the maximum number of safety barriers
is kept intact. The integrity of the maximum number of the safety barriers may be gained if safety
parameters and their respective critical safety functions are within the allowable boundaries prior to and
following an abnormal situation.

Thus, in the event under consideration an operator needs:

- a system for display of safety parameters and critical functions;

a set of procedures that maximize the number of intact safety barriers at the moment of
an abnormal situation onset.

For presentation of each critical function the so-called "status tree" is determined. It actually
establishes a set of conditions by which one can judge of safety parameters and critical functions being
outside the allowable boundaries. If a disturbance of any critical safety function happens, a certain
sequence of actions shall exist for each function (there may be several such functions) that bring the
safety parameters and critical functions within the permissible boundaries.

The crucial duty of the NPP safety systems is preventing uncontrolled release of radioactive
materials outside the safety localizing barriers. To reach the specified goals, generalized criteria and
performance of NPP have been developed that were called critical safety functions (CSF). The list of
these functions as per their priority is as follows:

1. Subcriticality
2. Core cooling
3. Heat removal from the primary circuit
4. Primary circuit integrity
5. Containment integrity
6. Maintaining serviceability of the auxiliary cooling systems.

The guide for diagnostics of CSF potential occurrence is the so-called "status tree". The status
trees were built for each of six CSFs in the nodes and branches of which are shown those safety
parameters and their restrictions at which CSF changes its state. On the right side of the diagram
demonstrating the tree of event are given the conclusions gained as a result of its step-by-step running.
These conclusions may have the following appearance:

CSFs are not disturbed;
CSFs are disturbed;
strong change of CSFs;
extreme change of CSFs.

According to these conclusions the decision is made on the character of operator's actions:

possible actions;
routine actions;
immediate actions.
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Besides the CSF display, in the system there should be provided the output of the procedures
sequence which should be followed by the operating personnel at any changes in the CSF state Both,
the CSFs and these actions are arranged according to their priority

Usually with CSFs the following general rules are used

CSFs are arranged by their priorities,

the status tree shall be continuously represented at variation of CSF state,

at the extreme variations of CSFs operator must immediately change from realization
of common control procedure over to the actions as per specialized manuals
corresponding to certain CSFs (function-oriented manuals) having the great priority,

at large variations of the CSF an operator must control the CSF and complete the
running actions of the common procedures and then proceed to executing
function-oriented procedures (FOP)

at the state "non-complete meeting CSF" it is the operator who must establish whether
he should change over from common system of manuals for actions in the emergency
situations to function-oriented procedures

On the SPDS implementation on the higher levels of the industry safety control system,
additional critical functions are introduced which, as a result, determine the sequence of procedure
actions of the operating personnel on these levels Table 3 gives a complete list of CSF indicating the
level of realization

5. IDENTIFICATION OF POWER UNIT OPERATION OCCURRENCES

hi the preceding section was described the diagnostic procedure for determination of an
occurrence at variation of the safety critical function state, i e under extreme conditions from the safety
viewpoint. As the SPDS system under examination should operate and present diagnostic data under all
operating conditions, it is necessary to provide for the possibility for identification of occurrences at the
early stages of their progress

In the proposed system the diagnostic procedure is a two-stage one On the upper level the
occurrence buildup proper is established, this process is clearly seen by the operator on the monitor
screen Figure 5 illustrates the principle of such kind of diagnostics Every component shown in the
histogram pattern is the safety normalized parameter the set of which is beforehand established for every
conditions Normalization is performed by the value permitted for every specific conditions of routine
operation.

In normal situation parameter values are close to a unit and a set of histograms is a regular
rectangular (Fig.5) With non-permissible deviation of the process parameters to one or other side, the
regular rectangular deforms that makes possible to record an occurrence visually even without any digital
indication

In order to establish an occurrence specifically, the following level of diagnostics function is
applied that uses functional diagrams for communication between safety parameters as the principal
method for information display As an example, the P-T diagram may be presented (Fig 6). hi this
diagram working points corresponding to the relations of temperatures of the cold, hot legs and
pressurizer medium against pressure are moved over the phase portrait The relative position of the
points and the pre-history of their movement determine the occurrence cause
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Fig. 5 Histogram of safety parameters at various
occurrences
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occurrence 4

occurrence 2

Fig. 6 P-T functional diagram

In the SPDS to identify the causes of non-standard situation onset besides the considered
diagram the following relations are used:

pressurizer level - pressurizer pressure;
power consumed by RCP - cold leg temperature
working group position - thermal capacity;
main steam header pressure - mean primary temperature;
primary coolant activity - thermal capacity;
activity of separator-reheated drains - thermal capacity.

As computations of emergency situation proceed, the given list may be amended or added.
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6. SPDS SYSTEM OF FORMATS

Convenient presentation of information is one of the main tasks of the SPDS . The format system
is organized by the hierarchy principle:

- the level of generalized information of the power unit;
- diagnostic level;
- system level.

Fig 7 demonstrates hierarchial level distribution. The entire information is distributed over two
screens: routine and auxiliary ones. The first screen represents information on the current state under
on-line conditions. The second one shows information on the required actions of the procedure, if
necessary, and general reference information in other cases.

On the upper level of generalized information display four types of formats are shown equal to
each other from the viewpoint of the priority:

generalized information format of the unit level that demonstrates the power unit main
parameters in digital form; these parameters are "imposed" on the power unit static
mnemonic diagram;

the format for display the critical functions state and the main safety system features
(Fig-8);

generalized diagrams or histograms (See Fig. 5);

information on the serviceability of the hardware set system.

The display system is organized so that in every hierarchial level any format of this level and
of the following one can be called.

On the diagnostic level diagrams of functional relations between the safety parameters are
presented.
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Fig. 7 The SPDS format system overview
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On the lower level of the display system is given the information of specific system parameters
that affect the safety parameters variation - main coolant circuit (MCC), pressurizer (Prz), steam
generators (SG), emergency core cooling system (ECCS) and etc.

Besides, on any level of the display system the information on the "status tree" can be called by
the user's request.

The display system software is built in such a way that any information represented on the
display in the form of a mnemonic diagram can be also shown in the form of a multifunctional recorder
or instrument.

The format system is easily modified with the help of design tools available by the designers.

CONCLUSIONS

At present the development of the basic software package for SPDS has been completed. At the
"Consyst" testing facility of a four-computer mock-up of the safety parameters display system has been
implemented. Nowadays, intensive work is being carried out for the design basis of the "status tree"
parameters and procedure actions of the operating personnel. At some NPPs (Balakovo NPP, Kalinin
NPP, Novovoronezh NPP) jobs are getting started for mounting a set of hardware for the operator's
information support systems that involve the SPDS. At the end of 1993 the SPDS should be integrated
with the full-size simulator of the Balakovo NPP. This will make possible performing the process of
verification and validation of the system software.
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Abstract

The paper presents a design concept of the on-line diagnosis system of any sophisticated
technological object with an arbitrary nature of physical features. The software shell "DASHA" is
developed based on the proposed concept with the use of the "Table of failures" analysis method. It
permits to design an expert diagnosis system of any sophisticated technological object. At present the
expert on-line diagnosis system of main process equipment based on the "DASHA" shell is put into trial
operation at Leningrad NPP-I.

1. INTRODUCTION

The most important problems of controlling a sophisticated technological object with
"man-operator" as a chain of the control system are safety and efficiency.

The statistics contends that up to 70 % of accidents and serious disturbances in operation of large
process objects are personnel blamed. This results from untimely and often incorrect detection of initial
failure.

The solution of this problem consists in provision for sufficient information support of the operator,
as the less reliable link in the object control chain.

The on-line diagnostics of a sophisticated technological object, as an integral part of the operator
support system, allows to solve the object control issues in any nonstandard situation.

The primary goal of the on-line diagnostics is to determine the status of the technological object
in terms of two types of serviceable and failed states. If the fact of the object failure is determined, the
failure identification problem is to be solved.

Such system will allow the operator in case of malfunction to interfere in an abnormal process in
due time and in accord with the diagnosis result to eliminate the failure. Therefore, the availability of such
system will permit to reduce to a minimum the possible mistakes of operating personnel and thus, to
improve considerably the efficiency and safety of the sophisticated technological object control. Besides,
the introduction of this system will allow to gain a high economic benefit due to reduction of possible
idling time and losses.
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2. MAJOR REQUIREMENTS TO ON-LINE DIAGNOSIS SYSTEM OF SOPHISTICATED
TECHNOLOGICAL OBJECT AND METHODS FOR THEIR REALIZATION

The on-line diagnosis system should exhibit the following features:
a) Reliable identification of any single failure included in the list under condition that the failures

are distinguishable and plausible information is complete.

The violation of any of the above conditions can lead to ambiguousness of the diagnosis result
(many-valued alternatives). The specified requirement can be met by well correlated choice of diagnostic
settings, which permits to create a library of distinguishable features of possible failures.

b) High resolution

This requirement is met by the choice of a proper method and an optimum arrangement of the
diagnosis procedure, which makes the most of the available information as well as of the features of the
object dynamic properties and its monitoring system, for example, by introduction of special dynamic
delays in the recognition algorithm.

c) High-speed capacity

Taking into consideration the above requirement, it seems reasonable to use the logic methods
of analysis as the identification methods since they are most high-speed unlike the dynamic modelling
methods or the correlation analysis.

d) Capability of detection the abnormal operations at the early stage of their occurrences.

This requirement is met by reduction of the diagnostic settings range as compared to the range
of the warning ones.

e) Noise immunity.

The noise immunity requirement implies a reliable operation of the system under possible
fluctuations of the monitored parameters and/or partial data corruption.

An impact of static fluctuations on the readings of the monitoring system sensors can be
eliminated, for example, by the choice of diagnosis settings beyond 3.

To eliminate an impact of the possible unauthenticity of the data supplied by the monitoring
system sensors on the diagnosis results due to malfunction of the sensor itself or the data transmission
channel, it is necessary that the diagnosis algorithm should be developed in such a way, that these
malfunctions are located for sure and the corrupted data are excluded from the further analysis by means
of masking.

f) Flexible design.

This requirement is not obligatory, but its fulfillment allows to correct and supplement the
system without significant injury, especially at the stages of adjustment and trail operation.

In this connection the block structure seems to be expedient. It should consist of independent
blocks, each of them is intended to perform its particular task within the block of the general task of the
diagnosis system.

All the above requirements imposed upon the on-line diagnosis system of the sophisticated
technological object are implemented by means of development the proper design and validated choice
of the method.
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3. METHODOLOGICAL REVIEW AND CHOICE OF THE METHOD

In practice all the applied methods can be divided into two big groups, to wit:

a) Stochastic methods, using mathematical apparatus of the probability theory and mathematical
statistics.

b) Deterministic methods, using the apparatus of differential and integral computation, functional
analysis and the set theory. The first group methods are used mainly for local diagnostics of the process
systems with small parametric dimensional representation. Among the first group methods are as follows:
noise, acoustic, strain measurement etc.

The second group methods have found a wider application to solve the issues of the on-line
operation diagnosis of sophisticated technological objects with high parametric dimensional
representation due to their universal character and high-speed as well as simplicity of implementation.

The second group methods are exemplified by the following analysis methods: "dynamic
images", "cause-consequence tree" "Table of failures" etc.

An application of one or another of the deterministic methods depends primarily on the object
model, which forms the basis of the diagnosis system development.

These are as follows:

a) Mathematical models in the form of differential, integral and integral-differential equations;

b) Models in the form of transfer function;

c) role-playing or functional models in the form of functional dependencies;

d) logic models in the form of semantic networks and frame structures or in the form of the
cause-consequence graphs or relation matrices.

The 4-th group models and the corresponding methods have found the most wide application
when developing the on-line diagnosis system of sophisticated technological objects. These models and
methods are the most promising ones, therefore they deserve a more thorough consideration. We shall
not dwell on the logic models in the form of semantic networks and frame structures since these models
are used as a rule in the dialogue systems of the off-line diagnostics.

3.1. "Dynamic Images" Analysis Method

By the dynamic "status image" is meant an aggregation of behavior of the object monitored
parameters with time for each type of possible failures. In this case the form of this behavior
representation can be different. For example in the form of the functional relation of each monitored
parameter with time, in the form of parameters values in amplitude and time quantization in the form
of tables etc.

The identification of the object current process status is carried out by comparison of the being
identified "image" with all standard "images" from the library of possible failures by means of the
pattern recognition theory.

The benefit of this method is a high recognition resolution, resulting from detail description of
each possible failure.
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Among the drawbacks are as follows

necessity of creating a vast library of "images", which results in great quantity of
dynamics investigations,

necessity of processing a large amount of information

The above drawbacks make this method hard for practical application

3.2. "Cause-Consequence Tree" Method

This method is used when the diagnosis object is represented by the logic structure of states,
reflecting its all existing functional connections All possible object states are represented by the orgraph
of the tree structure with the tops-questions (validations) and the arcs-dichotomic responses (outcomes)
Therewith, the hanging tops of the tree are the elemental or alternative failures

The method works with qualitative attributes of parameters (exceeding the standard, less than
the standard, the standard) Thus in the language of signs, each monitored parameter can exist in one of
three possible states If the total number of the object monitored parameters equals to n, the total number
of theoretically possible distinguishable states of the object equals to 3 This value points out to those
difficulties which are encounter in practice The situation becomes easier because all of these states
cannot take place, since a part of these states cannot be realized physically in concept

The method benefits are as follows

visualization of the object representation in the form of cause-consequence functional
connections,

high speed,

relative simplicity in implementation

Among its disadvantages are great labor-consumptions when developing the knowledge base

3.3. "Table of Failures" Method

The essence of the method lies in the following

The so-called "Table of Failures" is composed Its lines are single elementary failures, and
columns are the monitored parameters signs The parameter sign is one of three possible monitored
states, "parameter value is above the upper diagnosis setting", "parameter value is under the lower
diagnosis setting", "parameter value is within the standard"

To make more convenient the signs arrangement in the table as well as to facilitate the table
analysis procedure, they are formalized in the form of the binary code by means of 0 and 1

This permits to represent the structure of cause-consequence connections in a compact form and
to make the best of the Boolean algebra and the information theory In accord with this formalization
the sign of each parameter represents a two-bit structure of the form

01 - parameter value is under the lower diagnosis setting,

10 - parameter value is above the upper diagnosis setting,
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00 - parameter value is within the standard;

11 - parameter value is unknown.

The table composed by such formalization represents a matrix with dimensions mx2n, where:

m - number of elemental failures;

n - number of monitored parameters.

The diagnosis process consists in comparison of the recognized 2n-bit word (matrix-line) with
all lines of initial matrix-table. The matching of the recognized word representing an "image" of the
process state with one of the table lines denotes that the object is in process state which corresponds to
this line. If the recognized word is "resembling" some lines, when the significant bits of the word match
the similar bits of some lines, it means that the object can be in one of the states corresponding to these
lines.

The benefit of this method consists in simple, visual and compact representation of the
"knowledge base" and as a consequence - a minimum of required resources of the computer operative
memory. The last condition allows to use successfully this method for on-line diagnosis of sophisticated
process objects with large parametric dimensions.

The performed analysis of the capable diagnosis methods has shown that the most acceptable
from the stand-point of the above requirements is the "Table of Failures" method. Besides, this method
allows to represent the "knowledge base" of the object in a certain data domain in more simple and
compact way, which is not the least of the factors for any user (especially an unexperienced one).

4. FUNCTIONAL STRUCTURE OF ON-LINE DIAGNOSIS SYSTEM

4.1. Shell of Expert System "DASHA".

To develop an expert on-line diagnosis system by means of hardware for any sophisticated
technological object with arbitrary nature of physical features, it is necessary to create the software shell
which should be invariant to the physical nature of the object.

To develop a universal expert system for on-line diagnosis of any sophisticated technological
object - that is to create a software product in the form of the shell which, if supplemented by the
"knowledge base" in specific data domain, would permit to realize the diagnostics of the object in
question.

The functional structure of the given diagnosis system should be in dependent of volume and
the manner of input data acquisition. In this case the input information about the object, coming from
the monitoring system sensors can be represented by somewhat virtual "database" which structure is of
no importance.

According to this concept of the on-line diagnosis system design, the final software product can
be represented in the form of the following block diagram:

The given structural design was used as a basis for the "DASHA" shell, which can be used to
develop the expert system of on-line diagnosis of any sophisticated technological object.

The information on the object in the form of the values measurements from the parameters
monitoring sensors is stored in the "data base" which is formed in a special way for each specific object
in accord with general requirements regardless the nature of the object physical features.
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Fig.l. Functional-block diagram

Therewith, it is expedient to divide a sophisticated technological object in separate technological
subsystems while retaining all existing functional connections between them.

A continuous periodical access to the "data base" and initial data processing (filtering,
smoothing) is carried out in the first block of the code.

The read values of the analog parameters are compared with the upper and lower diagnosis
settings in the second block of the software. The comparison result of each analog parameter is coded
by means of 0 and 1 in the form of binary sign, characterizing its status as it was mentioned above.

The status of discrete parameters is represented similarly:

01 - closed, switched off;

10 - open, switched on;

00 - intermediate state.

In case when for some reason, for example, the sensor indications are unreliable or it is absent
from the monitoring system (under repair), the need in comparison of the signal value of the monitored
parameter with one or both of the diagnosis settings no longer arises, the special signs-masks are used,
which exclude performance of this procedure.

Thus, the information on the process status of the object in alphabetic signs is received as a
result of comparison of each unmasked parameter with the diagnosis settings in the form of the binary
structure.

The resulting 2-n bit word is "an image" (code of the object process state in the alphabet of
signs) liable for further identification.

The registration unit of the object process state changing follows the changing in the specified
code and outputs, if necessary, the request for the call of the corresponding technological subsystem with
the purpose of its detail analysis. In this unit the binary word obtained is compared bit-by-bit with the
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similar word received at the previous step of the "data base" access. A complete bit-by-bit matching of
both words stands for the unchanged process state of the object and there is no need in further analysis.
Unmatching of words at least in one bit testifies to the process state changing, and hence, the necessity
of identification of this new process state. Therewith the search of possible failures is performed in the
technological subsystem to which the monitored parameter with registered deviations belongs.

A direct search of possible failures in the technological subsystems is performed in the next unit
where parameters deviations from the normal value are registered.

The identification of the object process state is carried out by establishing the fact of complete
or partial matching of the recognized 2n-bit word to one or several lines of the matrix-table. Complete
matching of the recognized word with some line of the "knowledge base" matrix-table implies that there
is a failure in the object corresponding to this line. If the identified word does not contradict with several
lines of the matrix there are alternatives in determining the process state.

In case the identified word is not similar to any of the matrix lines, the failure cannot be
identified. This can result from a strong information distortion or incompleteness or invalid of the priori
knowledge of experts, which was laid as the table basis. Two last causes can be easily cleared at the
stage of the system debugging and trial operation. A zero recognized word stands for correctness of the
diagnostic object.

And in conclusion, the diagnosis result and recommendations on localization and elimination
of identified failures are generated in the last unit. Besides, the provision is made for the diagnosis
results recording in the archives.

5. ON-LINE DIAGNOSIS SYSTEM BASED ON THE "DASHA" SHELL

At the beginning of 1993 the expert on-line diagnosis system manufactured by means of the
"DASHA" shell was put into trial operation at Leningrad-I NPP.

"DASHA" represents a block code of special mathematic software in TURBO PASCAL 5.0 for
IBM PC and compatible computers.

The code is running in the operational system MS DOS and occupies 100 K of the operative
storage. The system speed (during search of a failure) - is no less than 1 s. At present this system is used
to diagnose 11 NPP technological subsystems. The diagnosis system manufactured on the basis of the
"DASHA" shell allows:

to monitor the process state of the diagnosed technological subsystems at the macrolevel

(healthy-unhealthy);

to determine the type of malfunction, its cause and location, if there is any trouble;

to represent on the monitor the digital and graphic data on any subsystem being
diagnosed;

to record the diagnosis result in the archive on the user request.
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GENERIC INFORMATION DISPLAY SYSTEM
FOR THE CONTROL CENTRE OF THE
NUCLEAR POWER STATION POWER UNIT

Y.A.TIAPCHENKO
Institute of Aircraft Equipment,
Zhukovsky, Russian Federation

Abstract

Over the last years much attention was given to the problem of man-machine interface management
for the control systems ofhigh risk object. Modular control panels with computerized display systems are
proposed in a number of projects. Rejection of expanded mnemonics and transition to integrated
mnemonics and automated workstations feature these projects. The implementation of such systems is
related to the need to overcome a number of difficulties. The specialists in automated control systems
(ACS) encountered the similar situation in astronautics and then in aviation. Therefore it is reasonable to
take into consideration their experience while designing ACS ormodifying operational ACS for the power
units of atomic stations. In addition, the experience of soviet specialists in the field of astronautics is the
most useful from our point of view. Information display systems of manned spacecrafts, starting with the
"Vostok", substantially differed from those of aircraft and am encan spacecrafts. Compact consoles using
command compression and multifunctional electronic displays and controls were proposed in place of
expanded consoles. Based on the experience in astronautics the paper considers the problem of designing
a console panel for the integrated IDS and consoles for the ACS of complex objects, including a power
unit of the atomic power station. The power unit IDS is presented as an integrated shared system and the
operators'workstations. The shared system consists of four levels to display a general status of the power
unit; accidents related to the power unit safety; the main parameters and arrangements of the power unit;
instruction or goal designations. The workstations have the four similar levels related to the reactor plant
or turbine and additional levels to display particularparameters and limitations, routine control and critical
situation isolation, of a space station and the console of the operator's workstation.

1. PROBLEM STATEMENT AND PURPOSE

Automatic control is known to be one of the basic trends to improve efficiency and to provide
safety. However, as the level of automation increases, the complexity of control systems rises. In addition,
the amount of information required to make decisions grows as square dependence of control system
complexity that in turn complicates the solution to the problem of incorporating the man into the control
loop (with the traditional approach).

The panels of most operating power plants are known to use expanded mnemonics with embedded
keys, instruments and light annunciators; various recorders are used to record any parameters, etc. This
structure of the man-machine interface keeps back the implementation of automated control systems
(ACS). Clearly, for this reason the special attention is given to operator support systems which generally
provide independent information and computation systems weakly connected with the main information
display system (IDS).

A number of projects developed by companies in France, Japan, Germ any as well as by the Institute
of Aircraft Equipment (Zhukovsky) together with the design bureau of mechanical engineering (Nizhnij
Novgorod) and the Institute of Automatics and Instrument-Making (Moscow) in Russia propose modular
central control panels with shared display systems and operators' workstations. However, as the practice
shows, the need for transition to such computerized IDS raises doubts of many designers and operating
staff.
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This situation is not unexpected for us. In the sixties it was encountered in manned astronautics and
in the eighties in aviation. Today we can say that there is no alternative for integrated computerized
man-machine interfaces. The transition to these interfaces allows to reduce panel areas by 3 to 5 times,
to widely use computers to process and present information to the operators, to solve many problems of
human information to the operators, to solve many problems of human factors for the control centers of
power units and stations, to implement new achievements in the field of ACS and man-machine interface
during operation, to create effective simulators and suitable classrooms which are easily set for various
tasks, and to create dynamic simulation rigs for operating power units.

In connection with the great importance of the problem of implementing computerized IDS the
purpose of this paper is to show that the transition to these systems is possible due to designing control
and signal consoles, and a combined console panel for the integrated IDS. The paper gives the examples
of IDS for various objects.

2. MAIN RESULTS

2.1. Compact Control And Signal Console Design

The substantial feature of modern ACS of complex objects is the predominance of discrete
(two-position) command information.

The consoles which display a great number of two-position signals and input a great number of
commands are called command and signal consoles (CSC).

All CSC vary within two types: a multichannel console where an annunciator and control key is
assigned to each control object, and a single-channel console where one annunciator and key is assigned
to receive and respectively to transmit messages in serial code.

Figure 1 shows:

1 - multichannel console, 2 - command and signal field (CSF) with the matrix selection of control
objects, and 3 - command and signal bar (CSB) with the matrix selection of control objects and the group
monitoring of equipment status.

The CSB (3) is a CSF where the second compression information field compression, is
implemented: only the part of the CSF is presented to the operator, namely a bar of annunciators.

The CSB is a unit of information display and control system (IDCS) where the concept of serial
presentation of information in the same data field is implemented. In comparison with the CSF the
substantial CSB disadvantage is that the information on status changes for the equipment controlled
automatically is not available. As the investigations [1,2,3] showed, just for this reason the CSB type
consoles are nod widely used in new generations of manned spacecrafts. And in particulars, the CSB was
replaced with the CSF on the "Soyuz" spacecraft.

However, the above disadvantage was easily avoided by incorporating status change an
annunciators and a "dark annunciator" mode [4].

The incorporated status change annunciators enabled to implement data field compression in the
ACS of the ground-based experimental complex which is just as sophisticated as the reactive control
system (RCS) of the power unit. The dark annunciator mode was used on the "Mir" station. The
investigations confirmed that the proper decision had been made and showed the way of implementing
integrated consoles based on screen displays which were prototypes of advanced displays. 2.2 IDS
Console Panels Design For Complex Objects (based on the investigations by A.I. Galactionov and A.G.
Chachko).
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Having analyzed the trends of the power units IDS of the first and second generation which are
based on the expanded control panels with mnemonics, instruments, and control keys, A.G. Chachko
designed the IDS of the third generation.

The general structure of such a panel is shown in Figure 2, where a general orientation area
consisting of a parameter field and an event annunciator is highlighted.

The parameter field is a set of instruments which monitor the main mode parameters and unit safety
parameters.

The event annunciator is a screen where up to 20 messages can be displayed at the same time
(incoming messages are marked by blinking).

Along with the general orientation area, the control panel includes a detailed decision area which
contains mnemoscopes (MS) and parametographs (PG).

The mnemoscopes are specialized CRT displays which use mnemonics language and grammatics.

The parametographs are intended to present parameter values, and they are also displays.

Displaying a hypertext to a PG coincides with calling a mnemonic section to a MS. A panel for
Jazon-replicas input is assigned to control the displays.

One to three pairs of "MS-PG" displays are mounted on the control panel of the third generation,
depending on the number of active operators.

The control panel of the fourth generation includes color displays and speech synthesis, a
programmable keyboard and input device with a light pen. The key functions are defined by the computer,
depending of the problem being solved.

Level I event annunciators

Level II generalmnemonic generaldisplays

general situation
estimate (generalorientaion) area

parameterfield

Level III mnemoscope parametograph

keybard

Fug. 2. General console panel structure(after A.G.Chachko)
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The "Cement-1" display system of the ACS described in Galactionov's papers [7] is of great
interest. This IDS operates as follows:

During the normal operation of an object "a line of normal operation" ("a quite line") which
provides the data on the normal status of the equipment monitored by the operator, lights "restful" green.

If the equipment fails, a corresponding section of the "line of normal operation" changes from green
to red with disrupting the continuity of the green line that is followed by the audible alarm signal.

Simultaneously a general mnemonic is smoothly highlighted, except the symbol of failed equipment
which blinks (at 1-5 Hz).

The special annunciators which are located under each symbol of the main equipment and include
nine of the most important parameters each, display parameter deviation beyond the upper and lower
permissible limits. This more detailed information enables the operator to judge a failure mode in the
equipment, ect.

For control of complex systems, such as power units or chemical processes, the scientists proposed
and developed compact panels which provide hierarchical data display and selective hierarchical control.
The proposed panels are characterized by allocating the following independent areas or means:

annunciators for the general situation evaluation, including "line of normal operation";

general mnemonic of a technological process;

displays for the main parameters of processes or systems formed a separate panel of "general"
parameters (after Chachko) or embedded in the mnemonic (after Chachko);

two-screen information display system;

general purpose keyboard for dialog modes and special keyboard for parameter call and check
or object call for control. 2.3 Integrated Console Panel Design For Complex Object

The program method of control are an essential feature of airborne control systems of manned
spacecraft. For example, search, rendezvous and docking is conducted in predefined sequence which
forms the action program of the automatic control unit, the operator should monitor the program passage
and make decisions in respect to the execution of a previous command in the intervals between incoming
commands. If the power unit is started or stopped, sequential actions of the automatic control unit may
be presented as a program. In this case the operator should monitor the program execution.

The possibility to present complex technological processes, including movements, as a program
permitted to transit to digital control systems, on the one hand, and to fundamentally change the operators'
activity, on the other hand.

The hypothesis about the possible program presentation of any predetermined activity purpose is
one of the important hypotheses advanced by G.V. Korenev [8]. This purpose can be achieved in several
ways. The selection of the best way according to given parameters means the selection of the main
program. Restrictions are imposed on any activity.

The parameter which characterizes system activity or operation purpose is a basic one. The
restrictions which are imposed on purpose parameters are basic ones.

Any system has a global purpose. For example, the purpose of the power unit is to generate electric
power of specified quantity and with specified parameters. Then the basic parameter of the global purpose
is power (electrical quantity). The basic restrictions include frequency and voltage.
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The global purpose can be presented as a hierarchy of purposes. The object as a whole can be
presented as a hierarchy of systems.

The hierarchical presentation of the system and its purposes and tasks forms the theoretical and
practical basis for designing the IOCS of a complex system.

Figure 3 shows the general block-diagram of a console panel with the hierarchical data presentation
based on the above statements as well as the analyses of the trends for IDCS of complex objects.

The generic system status display panel is intended to make evolutions of the general situation at
the object. The data on the generic status can be displayed in different ways. For example, with the
annunciators which form three annunciation bars: normal, below normal, above normal, or two bars:
normal- abnormal. Then, if everything is normal, a "line of normal operation" ("quiet line") is formed
from green annunciators. If there are any deviations from the normal status, the discontinuity is produced
and, for example, a yellow (warning) annunciator turns on. If the deviation is related to a critical situation,
an emergency annunciator turns on and then the central warning system or the operator support system
operates.

The operator is able to reject an algorithm proposed by the system and to implement his own
scheme of leaving the critical situation with use of the dialog system which is based on multifunctional
displays.
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Fig.3. General diagram of the integrated IDS panel with hierarchical structure

1 - generic system status display; 2 - safety panel, accident display; 3 - display of the
main parameters, processes, restrictions; 4 - maintenance request panel, goal
designation panel; 5 - multifunctional displays of the dialogue system Display panel
for the main parameters of systems, subsystems, maintenance requests; 6 - panel of
operative control of the main processes and isolation of particular situations.
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The main parameter panel can display the names of main programs which are implemented by the
control system at the current moment. The execution of this program can be displayed in more details.

If any program is not executed, a corresponding signal is generated and the operator inputs a
command manually, with the command code being displayed. As we see, if the program control is
implemented the program execution is monitored rather than control task, such as water supply, is
performed.

The similar interaction is formed on the displays, but as the subsystem level.

Thus the general trend of IOCS development for complex objects is characterized by the following:

a) compression of IDS information fields to the level of compact panels which meet human
psichophisiologic and antropometric capabilities;

b) wide use of multifunctional displays and data input devices:

c) panel compression is possible due to hierarchical presentation of complex system proposed and
tasks, and system decomposition and presentation as a hierarchical tree;

d introduction of the main parameters and restrictions which are characteristic for the given
activity as basic data to be displayed at the IDS panels. 2.4. Examples Of Integrated IDS And
Proposals

In astronautics the IDS of the central post of the "Mir" station (see Figure 4) which includes three
relatively independent display systems: movement control system, advisory information system and
parameter and program monitoring system, is considered the most developed. The system with the
hierarchical representation of control objects is used in manual control loop.[4]

A console of the central post shown on Figure 5 is proposed for the advanced station which the
superior to the "Mir" station in complexity. The console is designed to provide external observation of
astronaut movements and girder assembly, orientation and guidance control, monitoring tens thousands
of parameters and signals, resources control, ect.

Figure 6 shows the console proposed for a redesigned ACS of the special water treatment shop at
one of the operating stations where a mnemonic panel is used. The customer doesn't want to refuse the
mnemonic panel. Our experience of many years shows that the effective IDS can be developed only with
considering the efficiency of the ACS as a whole. As mentioned above, the ACS efficiency can be
increased by providing automatic control. Hence a compact mnemonic without control keys and
instruments is provided for the workstation. Keys and instrument functional were assigned to
multifunctional displays and controls. The proposed modification is of evolutional character. Similar
approach was applied when the ACS was developed for one of complex system of the "Salut" space
station, at the "Mir" station where a similar system is provided, the astronauts do not use such panels,
though they were lofted into orbit. Similar approach is proposed for the control post of electrotechnical
compartment. This post together with the ACS and all electrotechnical equipment is of the same level of
the hierarchy as the power unit. The upper level of the hierarchy is the station control center, and the
center architecture and configuration does not actually depend on the number of power and the complexity
of electrotechnical equipment. Software, and displayed and processed data is variable.

One of the design modification of a modular control panel is presented in [9] and is shown in
Figure 7.

The modular control panel is based on the shared system (SS) and operators' workstations. The
example SS configuration is shown in Figure 8. The salient feature of the suggested design consists in the
fact that neither a mnemonic nor a shared screen is used as a shared means but the system which displays
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Fig.4 IOCS of the central post of the "Mr" station

1 - central panel of the main system parameters; 2 - screen displays of the information
control system; 3 - manual control loop panel; 4 - screen displays of the advisory
information dialogue system; 5 - television monitor; 6 - display system monitors; 7 -
emergency warning system panel; 8 - information control system panel; 9 - manual
command input panel; 10 - display system panels; 11- computer panel.
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Fig.5. Console panel of the central station post

1 - accident annunciators; 2 - timer; 3 - central annunciation panel; 4 - main parameter
displays; 5 - command controls; 6 - video monitor; 7 - touch data input panel; 8 -
multistep selection panel; 9 - touch data input device; 10 - computer keyboard; 11-
abonent panel; 12 - special keyboard.

Fig.6. General view of the control console of the operator's specialized workstation
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Fig.7. General view of the power unit control console room. Primary design.
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the purpose of the power unit operation, restriction, and the general dynamic mnemonic. The SS provides
the means of producing data on critical situations and general goal designations. Thus the SS implements
the four upper levels of the hierarchy in the proposed general structure of the IDS console panel. The S S
means are controlled from the shift supervisor's workstation.

The tasks relating to reactor and turbine operation are performed at the operators' workstations.

While considering designs not the concept of the modular control panels design, but the means used
to display generic status of the power unit, i.e. the mnemonic, is severely criticized. In view of this fact
the central part of the SS is proposed to include a general mnemonic to the size of assumed video monitor
projection the strict general mnemonic of the power unit.

In this case the power unit control center may be substantially modified with minimum design
alterations during operation. The projection system where an image is generated by means of surface-time
light modulators is proposed as a shared display screen [10].

3. CONCLUSION

The paper presents the concepts of development a multilevel information display system of the
complex object. Many system elements passed an evolution test when the IDS for space stations and
spacecraft were designed, and they are used in the designs of ACS for advanced and modified power
units.
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A DOUBLE-CHANNELLED SAFETY
CRITICAL PROCESS VISUALIZATION

G.H. SCHILDT
Institute for Automation,
Technical University,
Vienna, Austria

Abstract

This contribution presents a safety critical process visualization system based on a
double-channelled data processing system. Data processing for a safety critical process visualization is
done by a double channelled microprocessor system applying the safe microprocessor system. Results
from both microprocessor channels are monitored by a fail-safe comparator based on an antivdent
function module. Additionally, process visualization is dynamized by a periodically operating switch
connecting each display generation system to the screen. In case of any failures, corresponding process
element symbols will be displayed blinking at a rate that corresponds to the switching rate. For colored
displays ail additional color bar is installed to demonstrate that all used colors can be displayed. The
fundamental idea for such a safety critical process visualization is to have a complete closed safety chain
throughout the whole system, conceptually. Therefore, an operator is only allowed to perform safety
critical operations in case of no-process-element-blinking. Commands given by an operator are
protocolled on a control and failure printer, additionally, without any chance for data manipulation.

1. INTRODUCTION

In the field of NPPs safety critical devices and control systems are used. In the past, safety proofs
were often done by considering the reaction of a certain device, whenever one or more components within
the device failed. Besides the failuremode-effect-and-critical-analysis (FMECA), it is of essential
importance to prove electromagnetic compatibility of all devices. For example, in case of electromagnetic
interference we have to distinguish between galvanic, inductive, and capacitive coupling mechanism.
Thus, certain disturbances will be implemented into a safety critical system.

Basically, figure I shows the system conditions with and without hazard caused e.g. by some
electromagnetic interference: System state '0' causes no hazard because there is whether any device failure
nor any intolerable electromagnetic interference. System state '1 ' shows a similar behaviour, too, although
there are signal deviations, which are tolerable. System states '2' and '3' demonstrate that intolerable signal
deviations lead to hazardous system states [2]. At first some terms of fail-safety have to be introduced:

safety critical system: control system causing no hazard to people or material in case of
environmental influence or system failure.

safety: property of an item to cause no hazard under given conditions during a given time; i.e.
avoidance of undue fall conditions. Undue fall conditions may be caused by technical system
failures and malfunction of an electronic device interfered by electromagnetic noise.

hazard (according to safety engineering): condition of a system that cannot be controlled by
given means and may lead to damages to persons.
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safe system state: property of a system state to cause no hazard to people or material (in
many applications of safety critical control systems there exists a safe system state. In
some systems it is possible to choose the simplest way: to achieve the safe system state
by switching power off. For example, in a safety critical transit guideway transit system
the safe s),stem state means that kinetic energy has to be zero).

fail-safe: Technical failures within an item may lead to fall states of the safety critical
system (fail), which however have to be safe (safe).

Because, up to now no fail-safe computer is available, one has to choose a configuration of at
least two commercial computers running parallel. In case of a double-channelled control system, results
of both channels are to be fed to & fail-safe comparator, whose output enables a safe gate in case of
equivalent results, represented by corresponding command telegrams to be fed to the technical process
(figure 2) [3].

Thus, both control channels do not need to react fail-safely. It is the full responsibility of the
comparator to change over the system into a safe system state. The fail-safe comparator has to detect any
inequality of generated command telegrams within a given and well-defined tolerance zone.

2. INSTRUMENTATION

Safety-critical measurements are made redundantly, especially 3-channelled measurements are
applied. Figure 3 illustrates the measurement process of safety-critical values. For example, Barton-cells
used as differential pressure modules are applied for pressure measurements and a three-channel layout
of the cells is used. The measured pressure values are transformed into electrical currents within the
range of (0 ... 20) m A to avoid electromagnetic interference during the transmission of these values to

No hazard Hazard

legend:
system state 0
system state 1
system state 2
system state 3

required functionality (*)
tolerable signal deviations (**)
reversible failure state
irreversible failure state

(*) whether device failure nor intolerable electromagnetic interference
(**) but functionality corr. to requirements specification

Figure 1: System States
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legend:
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Figure 2: (2-out-of-2)- control system with fail-safe comparator
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electronic switching cabinets In these cabinets the currents are transformed to corresponding voltages
within the range of (0 10) V This process defines a mapping of the three measured pressure values
to three voltages Ul U3 These three voltages are compared with three reference voltages Ul,Ref
U3,Ref The voltages are compared with each other, too As a result of these comparisons three kinds
of failures can be detected

1 In case the voltages exceed UI,Ref U3,Refresp the output level of a Schmitt-Trigger
is changed. If this happens for one of the channels an alarm is raised

2 In case the difference between two measured pressure values is larger than 2 % of the
full scale (i e 200 mV in our example) once again an alarm is raised This alarm is
called tolerance zone violation

3 Another alarm is raised, if one of the reference voltages drifts from its original value by
more than 2 %

This approach to measurement represents the state-of-the-art [4] However, it has to be pointed
out that a large effort is needed for the measurements with this approach Even further counter measures
are installed to avoid common mode effects the hardware redundancy is augmented by locational
redundancy, that is that the equipment is placed in different rooms (protection against fire, explosion
etc ) Separate air conditioning systems are used in the different rooms to prevent smoke development
in one room to affect equipment operation in another room Altogether considerable effort is placed to
make safety-critical measurements fail-safe

As important as guaranteeing the correctness of the measurements is guaranteeing the proper
further processing of the measured values Thus, beside adequate measures for value assessment, an

appropriate concept for process visualization is needed This is necessary, since critical decisions are to
be made by the operator, who relies on the correctness of the information he receives Below we present
such a concept

3 PROCESS VISUALIZATION

Today, computers are not used for realizing reactor protection systems The main reason for this
is that software will never be error-free For visualization purposes computers may be used to support
the human decision makers Computers have already been used for these purposes in the field of
aviation One of the main advantages is a possible reduction of information presented to the pilot Such
processes cannot be used in visualization for reactors directly, but there is a clear trend to introduce them
in the area of NPP's control This motivated the visualization concept shown in figure 4

Measured values, which are to be visualized are fed into two independent image processing
systems, simultaneously Each image processing system operates in a fail-safe way The output of each
of them is an image that represents the status of the reactor Using an electronic switch, which toggles
in rapid succession (e g once a second) the images are combined to a chopped picture, which is
displayed on a CRT

If the contents of the two images are identical, the operator does see one stable picture
Otherwise, some display elements will blink Safety-critical commands may be issued by the operator
only, if no element blinks In order to guarantee that the periodical switch is indeed toggling an
additional display element is used If the image currently displayed comes from one processing unit, a
vertical bar is displayed, if it comes from the other a horizontal one is used

Usually, colours are used heavily to convey status information in process visualization If colours
are used to indicate critical states or events, precautions must be installed to ensure proper operation of
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Instrumentation

(3—channelled)

Image Processing System

(Channel 1)

Image Processing System

(Channel 2)

Figure 4: Process Visualization Concept

colour display. An example for a colour failure would be a drop out of the red colour cannon in a CRT.
In this case an alarming state of an element cannot be displayed due to the missing colour. An
appropriate counter measure to this risk would be displaying a combined colour bar containing all
relevant colours and changing the size of the bar, periodically. If possible the period of these changes
should be different from the period of switch toggles, because of avoiding any common mode effect.

Altogether an operator is allowed to perform safety-critical operations only if the following three
conditions hold:

1. None of the process display elements blinks.

2. The switch indicator changes its position, periodically.

3 The combined colour bar changes its size, periodically.

Additionally, safety-critical commands are protocolled on a control and failure printer,
additionally without any chance for data manipulation.

Figure 5 illustrates such a process visualization for a NPP [1]. It shows the usual display
elements, the switch indicator, and the combined colour bar

4. FAIL-SAFE MICROPROCESSOR SYSTEM

In figure 4 two information processing channels were shown, which contained microprocessors.
Each of these channels must show a fail-safe behaviour, as long is it is connected via the switch to the
CRT. Since there are no intrinsically fail-safe one-channelled microcomputers available, a structure like
the one illustrated in figure 2 will be used. Each processing channel contains two parallel
microprocessors, whose results have to be evaluated through a fail-safe comparator component (see
figure 6).
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It is definitely an essential advantage that a corresponding safety proof has been done by the
Bundesbahnzentralamt Munchen/F.R.G. for this double-channelled microprocessor system (SIMIS).
Special effort had been done due to the comparator function. An additional safety proof was performed
for an antivalence function module (AFM) as shown in figure 7, because for an equivalence fimction
module a safety proof cannot be done because of necessary secondary power supply.

The great advantage of an antivalence function module is that it can be run by deriving necessary
electrical power out of the signals that are to be checked. The fundamental idea is to derive a voltage
U by using a bridge connected rectifier. In case that antivalence function is not fulfilled by signals of
both channels, derived voltage is u=0 V, so that the npn-transistor as an inverter is not able to pass
through a rectangular signal from basis to collector. For such a module a hardware safety proof has been
done and is available. Basically, such AFMs were implemented in the SIMIS microcomputer performing
a so called safety chain [5].
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Nevertheless, a double-channelled microprocessor using this fail-safe principle like a safety chain
may fail, if the real-time software executed by both channels contains undetected bugs (like
inconsistencies, contradictions, or incomplete software requirement specification). Thus, n-version
programming is applied, running diverse software on each microcomputer channel after each other.

5. CONCLUSIONS

After the introduction to safety terms a fundamental double-channelled system structure was
presented. This concept has been transformed to the field of safety critical process visualization. Some
double-channelled image processing system was presented. The essential feature ofthat concept is the
principle of dynamization as well as performing a closed safety chain throughout the whole NPP. Thus,
an operator may rely on such a coloured display on CRT and gets helpful assistance in decision making
process.

Acknowledgement. The author wishes to thank Mr. Bezirgan (Alcatel), Dr. Bock
(Atominstitut) and last not least Mr. Felkel,(Insitute for Safety Technology) for helpful discussions.

REFERENCES

[1] ADRIAN, H., BÜCHERL, A., FELKEL, L., et al.: Nutzung der Möglichkeiten von
rechnergestützten Entscheidungshilfen zur sicherheitsgerichteten Unterstützung der
Operateure in Kernkraftwerken Gesellscliaft für Anlagen- und Reaktorsicherheit mbH
(GRS), Garching, 1992.

[2] SCHILDT, G.H.: Safe Control Systems Interfered with by Electromagnetic Noise
Proceedings of IEEE-Conference on Electromagnetic Compatibility, Zurich 1983

[3] SCHILDT, G.H.: Gruiidlagen fur Vergleicher mit Sicherheitsverantwortung Siemens
Forschungs-und Entwicklungsberichte, 1980.

[4] FREY, W., GULDNER, W.: Vergleichsstudie leirteclillischer Sicherheitssysteme bei
Kernkraftwerken und bei der Deutschen Bundesbahn Gesellschaft für Reaktorsicherheit,
GRS-A-840, June 1983

[5] LOHMANN H.-J.: Grundlegende Entwicklung eines monolithischen Schaltkreissystems zum
Aufbau von Fail-safe-Schaltwerken Dissertation, Technische Unversität Braunschweig, 1968.

184



INTELLIGENT OPERATOR SUPPORT SYSTEM
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Abstract

The paper describes a system which is capable of discerning an onset of abnormal situations
arising in the course of the NPP operation and providing recommendations to the operator in his control
actions. The system represents a set of interrelated algorithms with two models. One is intended for
automatic diagnostics of the functioning of the on-board "Topaz-2" type SNPP. The other can be used
as a part of the automatic control system of the technological processes in the NPP. The software is
intended for the implementation in the IBM-PC/AT compatible computers.

1. INTRODUCTION

The earliest possible detection of abnormalities in NPP operation allows in most cases to prevent
their transition into accidents provided that timely monitoring is implemented. The problem can be solved
by utilizing operational diagnostic system which are now under development within the framework of the
NPP monitoring and diagnosis systems' complex. Such systems comprise soft- and hardware as well as
methodological components which complete perfection facilitate the solution of the problem.

The operator support system (OSS) is realized in the secondary (computer) equipment in the form
of a software complex based on certain methodological principles and is, therefore, an integral part of
operational diagnostics system by enhancing its automatic functioning and efficiency.

2. DESIGN PRINCIPLES

Multiple operator support systems are being developed at present both in Russia and in other
countries throughout the world.

The main functional units comprising such systems are:

1 - soft-and[-hardware complex responsible for filtration, compression and smoothing out of
iginated information:NPP-originated information;

2 - data-base containing information on controlled-parameter combinations which determine
the standard condition and/or possible abnormalities in NPP functioning;

3 - identification of sub-systems responsible for comparing the current information and the
"images" from the data-base;

4 - presentation sub-systems which form the "condition image" for the operator and, following
its identification, provide recommendations on monitoring;

Within the methodology context the above systems include:

1st block, based on principles and algorithms of information flux statistical development;
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2nd block, based on dynamic modelling results of NPP behavior. These results are verified by
experiment as far as possible, while the list of abnormalities and accidents is compiled by using expert
assessments;

3rd block, based on principles and algorithms of classification and image-identification theory;

4th block, based on the modern developments of the graphical software.

Fig.l shows the main principles of operator support systems.
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3. SPECIFIC SYSTEMS

Within the framework of the system under discussion several specific (sub)systems have been
created at RRC "Kurchatov Institute", two of which are discussed in this paper.

One of them was developed for the TOPAZ-2 NPP in two versions:

as an on-board NPP status automatic control complex and automatic ACS support in the case
of its failures;

as a land-based operator support complex.

Fig.2 shows the system's functional diagram and principal software units comprising it.
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The second system is being developed as part of an operational diagnostic system TP ACS
VPBER-600 The work of its introduction into TP ACS is under way now Fig 3 shows the system's
functional diagram and information fluxes transit
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The similarity of the systems is also determined by the similarity of the problems arising from the
objects' diagnosis procedure:

both have a lim ited information channels capacity (due to the telemetry-originated restrictions
in SNPP's and to the large number of control points in station systems);

- both require a logical decision making on calling the operator at system's lowest level.

4. REVIEW OF PRINCIPAL ALGORITHMS

Due to the paper size limitations the algorithms of the second sub-system alone are discussed.
Judging by the results of the relevant tests, the algorithms illustrate efficient functional solutions.

Block-1 -the experimental data from the NPP sensors with respective time-sampling are transferred
to the data-compression sub-system through electron filters and A/D converters. Use is made of
consecutive check-up verification algorithm of statistical hypotheses with calculation of the second-order
current generalized inversions. Smoothing-out and filtration procedures are effected on the basis of a
modified algorithm of a sliding 5-point average with the exclusion of Max and Min values.

Block-2 - is a file system of main parameter values for identification processes. A special version
of the MAST-3 VPBER-600 modified code is supposed to be used as a mathematical model. (For testing
purposes a data-base is formed which makes use of 50 versions of WER emergency situations and the
experimental data on water-leakage emergencies on the test-board VPBER-600 prototypes.

Block-3 - identification system makes use of three algorithms consecutively:

a) comparison of sign and sequence dependent parameter variations;

b) comparison of time-depended parameter gradients(used in the case of identification ambiguity
in a);

c) coupled correlations matrices evaluation and comparison with base standards (used in the case
of identification ambiguity in b);

d) a unit capable of assessing the history of an abnormal state by the phase-trajectory analysis is
currently under development.

Block-4 - is preliminarily effected in terms of C++. It allows for the visualization of the situation
development, to trace down the advanced alternative hypotheses and, on achieving identification
unambiguity, display the relevant recommendations to the operator.

5. POSSIBILITIES DEMONSTRATION

To demonstrate the possibilities of the system two IBM PC compatible models of operator support
systems are suggested.

6. CONCLUSION

Two NPP OSS are developed and modeled for various objects on similar principals and algorithms.
Both systems are valid and are supposed to be introduced into NPP's on being improved. They can
likewise be implemented on various other objects.

189



DESIGN AND IMPLEMENTATION (II)

(Session 4)

Chairman

P.E. JONES
Canada



OPERATION SUPPORT SYSTEMS IN
NUCLEAR POWER PLANTS.
DIAGNOSTIC AIDS: ALARM LOGIC SYSTEMS

A. JIMÉNEZ, J.E. GILABERT
TECNATOMS.A.,
Madrid, Spain

Abstract

Potential demand for the improvement of conventional annunciator systems has long been one of
the major technical issues in the nuclear power plant control room design. The microprocessor-based
systems can provide capabilities such as alarm logic, programmable assignment of alarms inputs to
annunciators windows and communications with other systems that can significantly improve the
processing and display of alarm information to the operator. The main emphasis for the implementation
of computerized monitoring systems has been the support of operators by showing just the necessary
information. This paper describes the results of project, called Alarm Logic System, and which is an
attempt to deal with a problem of information display and interpretation by the operator, using the existing
software capabilities in the control room process computer.

1. INTRODUCTION

Potential demand for the improvement of conventional annunciator systems has long been one of
the major technical issues in the nuclear power plant control room design.

Utilities increasingly are replacing their conventional control room annunciators with
microprocessor-based systems due to difficulties in maintaining originally installed equipment as well
human factors concerns.

The microprocessor-based systems can provide capabilities such as alarm logic, programmable
assignment of alarms inputs to annunciators windows and communications with other systems that can
significantly improve the processing and display of alarm information to the operator.

The main emphasis for the implementation of computerized monitoring systems has been the
support of operators by showing just the necessary information.

This project, called Alarm Logic System, is an attempt to deal with a problem of information
display and interpretation by the operator, using the existing software capabilities in the control room
process computer.

2. ALARM ANNUNCIATORS CONVENTIONAL SYSTEMS

Operators rely on the annunciators to alert them to off-normal conditions and the alarm serve as
an important source of information on the status of the plant and its systems.

In many plants, a large-scale loss of function of the annunciator system requires activation of the
site emergency plan.
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Several recent incidents in which all or a large part of an annunciator system has failed in an
operating power plant, underscore the importance of a highly reliable annunciator system.

Testing of alarm annunciators conventional systems has shown a clear relationship between
operator errors and the number of alarms occurring and an even stronger relationship between errors and
the rate at which alarms occurs.

During fast or severe plant transients, particularly those involving a reactor or main turbine trip,
hundreds of alarms may actuate within the first few minutes.

The actuation of many alarms over a small time span results in a condition of "cognitive
overload" and significantly decreases the effectiveness of the alarm conventional systems.

Cognitive overload means either too much information is available to the operator, or the
information that is available is ambiguous.

Also, the masking effect caused by the alarm avalanche associated with majors accidents, could
difficult the diagnosis of a initiating event and cause delayed detection of a second malfunction and/or
induced failures.

The masking effect can be so overwhelming that most of operators leave the alarm annunciator
system as an active information source during post-transients operations.

3. SYSTEM CONCEPT

Because the operator's ability to identify key alarms improves as the total of number of alarms
presented decreases, alarm suppression techniques were evaluated for their capability to reduce the
number of alarms that demand operator attention during transient and shutdown conditions.

The primary focus of this project has been on the use of alarm filtering techniques to assist the
operating crew, avoiding to overload the operator by unnecessary messages, indicating the alarms that
require immediate action because an important transient may happen and displaying the set of alarms
which are immediately useful in identifying or diagnosing off-normal conditions or in deciding upon the
most appropriate response.

Tecnatom S.A. has designed a filtering-prioritization computerized alarm system to support
operators during nuclear plant transients that presents effectively and timely the alarm information, and
allows focusing attention on a reduced set of alarms, to guide the appropriate response and to assist in
determining and maintaining an awareness of the state of plant and its systems or functions.

The system presents the generated alarms in functional groups (by plant system or function) and
the alarm status is reflected through the application of priority codes, cutout conditions and variable
limits for each alarm.

4. FILTERING AND PRIORITIZATION OF ALARMS

In any plant, there exists a set of alarms that actuate during specifics types of transients, which
are not due to complications or unanticipated conditions, but are associated with expected
thermal-hydraulic, electrical or logical response of the plant systems to the off-normal conditions.

These alarms do not alert the operator to any unanticipated condition that require an operator
response, and typically they can be suppressed, without risk or penalty. However, this cannot be
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systematically applied to induced process alarms, since some of them can indicate the approach to
protection/safety function actuation.

Related to the characteristic of the filtering, the system is based on a functional hierarchy, taken
into account that the loss of a supporting function (e.g: power supply) do not activate unnecessary alarms
indicating the loss of the function which it has been designed.

The result of this filtering scheme application was the classification of alarms into two groups:

- alarms under continuous vigilance (those alarms that may provide useful information to the
operator for all plant states) and

- alarms that under certain conditions can be suppressed or filtered.

Prioritization refers to a scheme for identifying, coding or ordering alarms based in their relative
importance or urgency to help the operator to determine which alarms acts on first in a multiple event
and the time within which the operator must take action.

In order to provide a static prioritization scheme, several criteria were established:

- the alarms were first grouped in functional groups by plant system (reactor, electric, radiation,
secondary, etc.);

- secondly, operator required response time was considered.

The result was a classification of alarms in high, medium or low priority.

High priority (blue alarms) means that immediate operator actions are required; Medium priority
(red alarms) means that a few minutes are available to response; Low priority (white alarms) indicates
that a maintenance action or consultation is an appropriate response.

This criteria has to be used taken into account the specific point of view of the operating crews.

Said three priority levels have been established to indicate the preferential order of action to be
taken considering the effect in the plant.

Critical alarms are reported automatically on the critical error message line of all available
CRT'S.

Because the effectiveness of the prioritization becomes degraded as the number of alarms
generated of a given priority level increases, the number of alarms assigned to the highest priority level
is reduced.

5. DESIGN CRITERIA

The defining feature of advanced alarms systems is the capacity to assist the operator by
processing alarm data prior to its presentation.

For suppression purpose, the system uses three simple logic rules:

Rule 1.- The mode rule: If any system or component is not in service at the time, all associated alarms
are filtered. For example; a low discharge flow alarm is suppressed when the associated pump is not
operating.
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Rule 2.- The cause/consequence rule: If an alarm occurs as a consequence of some other change which
has already been indicated by its own alarm, then the second alarm will be filtered; is to say, suppression
of alarms that are expected consequences but that provide no useful short term information for
diagnosing abnormal conditions.

Rule 3.- The importance rule: Filtered of an alarm when a most important alarm comes up. For
example, a steam generator low level alarm, may be suppressed if an steam generator low-low level
alarm actuates. In this example, the suppressed low level alarm should be non-suppressed if the low-low
level alarm clears.

Plant mode-based suppression

The generation or suppression of alarms for individual points can be made as function of
operational plant modes.

Plant mode-based alarm suppression may be used to globally suppress sets of alarms that are not
considered to be useful to the operators during particular plant modes, such as shutdown modes.

Redundant measurement-based suppression

Alarms that are considered redundant to other alarms that have already occurred are suppressed
to reduce unnecessary information (this applies to alarms that provide information from parallel
instrument, trains or channels). For example, several pressurizer low pressure alarms may actuate from
redundant instrument channels; they can be grouped into a common non-suppressed pressurized low
pressure alarm and the individual channel alarms can be suppressed.

Human Factor Considerations

The main objectives of the system is to alert operators about transient conditions which may
require them to take action, and also guide the operators to the appropriate corrective action.

Human factor design criteria has been considered for each of the following system design tasks:

Selection of Alarms Conditions
Temporary, Operator-Defined Alarms
Multiple-Input Alarms definition
Reducing in Number of Alarms definition
Bypassed or Out-of-Service Alarms
Alarm Grouping definition
Filtering and prioritization of Alarms
Number of High Priority Alarms
Alarm Logs and Displays
Data Quality Status Tags
Color Codes

6. ADDITIONAL FEATURES

Additional features of the system include:

the alarm generation based on the fact that an expected alarm did not occurs.

the new alarms generation that indicates component failures; in this way, operators can
easily identify and confirm components failures without interpreting indirect process
alarms.
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capability to access, at any time, the suppressed alarms and the sequence of alarms that
have occurred (resolved to with milliseconds) over a predefined historical time period
(alarms and returns to normal events are written to a circular file which is sized to
accommodate 10,000 events). The operator can specify the time of interest and request
data for all or select range of points.

7. SYSTEM VERIFICATION PROCESS

Verification consist of reviewing requirements and capabilities in order to check that these reflect
what is required by the client and, subsequently, of reviewing design in order to check that it complies
with requirements.

The first activity carried out in the verification process, was to create a matrix in which are
referenced all requirements applying to the system.

Contrasting of this matrix, the Requirements and Capacities Matrix, with the document
representing the initial phase of design development has made it possible to judge the completeness and
consistency of this design.

In a second phase, the results obtained from the previous phase were analyzed, taking into
account the following criteria:

completeness and correctness of the system actuation and operational capacity
requirements referenced above.

completeness and correctness of definition of the system, assurance that the description
of each system function, including the characteristics of execution, are correctly,
unambiguously and consistently reflected.

assurance that the man-machine interface requirements are duly considered.

Special emphasis was given to entire question of system design in relation to the characteristics
that, according to the industry standards, should be met in the area of the Human Factors Engineering.

Since the verification process is done on the documentation, it allows the finding and correction
of error before the software implementation.

The functional character was checked on the plant specific alarm lists. The scope of this study
was to check the reduction of the alarm avalanche and the generation of high priority alarms.

8. EVALUATION RESULTS

The alarm suppression technique evaluated was found to be very effective in reducing the
number of alarms that demand operators attention during the first few minutes of analyzed plant
transients involving a reactor trip or safety injection actuation and the rate at which alarms occurs.

Out of the different schemes evaluated, the most consistently effective in reducing the number
of alarms that demand operator attention during a transient is the suppression of those alarms that are
direct, expected consequences of a reactor trip or safety injection actuation, but provide no useful
short-term information.

On average, the application of the suppression methodologies resulted in a total reduction in
alarms demanding operator attention of approximately 60%.
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Others similar projects that have evaluated the alarm reduction scheme have obtain results that
can be seem m Figure 1

Since the genenc software package employed in this project was validated previously to the
implementation of the system in the plant process computer, validation process earned out was the static
validation process, that is to say, was the revision of the software implementation, mainly m order to
asses the system understabihty and accuracy

This process involves determining if operators can understand the information (displays and
messages) transmitted to them by the system and also if they are can communicate their desires

198
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Abstract

Serious upgrades and improvements are made and planned in Russia to enhance safety of the
nuclear power plants with the RBMK-reactor types. An important part of these measures is improvement
in the area of safety parameters' presentation. Safety Parameters Display System is developed for
implementation on the plants and on the special services for nuclear safety surveillance and management,
on the operation support centers. The SPDS development and implementation are made within and with
the large scale actions (which include I&C systems upgrades) towards enhance safety and reliability of
RBMK nuclear plants in Russia. This fact influence upon work schedule and requires special efforts to
co-ordinate various types of activities. There are many features on this type of reactor that determine
detailed set of the safety parameters and functions. Main of these features and existent I&C and MCR are
described. Safety parameters are grouped into three levels; besides that number of channels' parameters
is decreased by means of calculations. SPDS functional and technical requirements are developed on the
basis of deep knowledge of the plant features, safety parameters' list, operational experience, instructions
and task analysis. Special group of specialists is involved to solve "human factor" problems. We believe
that Westinghouse new computer technology and SPDS design and implementation experience would
used.

1. INTRODUCTION

One of the major ways to enhance the Russian RBMK NPPs operation safety is to decrease the
probability of personnel errors by paying more attention to human factor. Personnel errors caused more
than 50% of incidents during NPP operation, upon the IAEA data. In Russia, out of 16 unplanned
shutdowns of RBMK NPPs in 1991, only 3 were caused by equipment failure, 6 were personnel errors
and 7 - occurred due to complex causes, i.e. they were due to both - equipment failures and personnel
errors.

The current status of the RBMK power units I&C systems, which have been designed and
constructed over last 25 years, with all their differences is characterized by common problems, connected
with the following factors:

operators have to cope with a lot of information during emergency situation;

lack of general information characterizing the safety status of the process;

difficulty to control, monitor and diagnose the process (a great number of measured and
calculated parameters is needed to be taken into account as well as operation manuals,
procedures and a variety of regulations have to be met).

The greatest problems connected with "human factor" at Russian NPPs are those associated with
man-machine interface and the fact that operators have to cope with a lot of information, especially in
abnormal conditions.
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Comparison with modern foreign information systems and with the IEC regulations has shown
that the systems of the Russian NPPs are lagging behind considerably A number of the most important
computer functions, which are recognized abroad as to be necessary, are not available. In particular,
RBMK-1000 monitoring system Skala does not have capability to display power unit safety parameters
on computer displays, and there is no possibility to implement such a function on existing hardware

The need for safety enhancement of operating Russian NPPs calls for improvement of national
safety supervisory body, one of the elements of which should be safety parameter display systems The
characteristics of the systems which are currently used for safety parameters display at RBMK power
units are not good, if compared with western SPDS The Skala-micro system is intended to replace the
old (end of life) Skala system at the NPP with the RBMK-1000 reactor Design documentation
demonstrates Skala-micro system compliance with the requirements of the Russian Regulatory
Nevertheless, the system design does not incorporate Western methodology, the IAEA and IEC
recommendations where operator information support systems and human factor are concerned

In 1992 the SPDS system for RBMK has started to be developed This system is intended to
display safety parameters for operators, supervisors and safety experts at NPP But such a system could
as well present the information for safety experts at national crisis centers and technical support centers

2 OBJECTIVES AND INTEGRATION OF SPDS IN PLANT OPERATION

SPDS is amajor part of the Emergency Response Facilities including Emergency Guidelines and
training programme To enhance safety, reliability and efficiency of operation in the process of
modernization the RBMK power units I&C systems, it is necessary

to create modem safety parameters display systems (SPDS) for RBMK power units,

to develop function- based procedures and display them on SPDS,

to teach russian specialists to deal with information system design technologies in
accordance with NPP SPDS requirements

The objective of the SPDS is the continuous display of general reliable information to operators
in real time Such an information should be sufficient to define power unit safety status and support
operators in controlling the reactor, avoiding and handling abnormal situation, especially, in case of
radioactive release during normal operation, in emergency situation and, partially, during beyond-design
accident The SPDS will provide the MCRoperators with "intelligent interface" which will improve their
work in abnormal conditions, will enable them to quickly identify deviations from safe operation and
properly control the reactor to manage the emergency situation Besides, the system allows the NPP
safety experts to work with computers and transfer data into external information systems

Progress in development of the western SPDS systems has demonstrated a considerable increase
in complexity and extension in scope of functions accomplished by these systems, in the last few years
This process is associated with fast increase in capabilities of the system and reduction in costs of
hardware as well as increase in scope of R&D work where development of man-machine interfaces are
concerned Essentially, all new SPDS systems have such functions as display of ERGs for an operator
and data on status and proper operation of safety systems A specific choice of additional functions is
determined by deficiencies revealed in information support of operating personnel during the control
rooms inspection Evidently, it is important to use alarm processing It could reduce considerably the
floods of information the operator has to handle and probability of operator error in emergency It is
desirable to have SPDS capable to be extended to incorporate new diagnostic concepts, evaluation
methods, for example, such as expert systems The RBMK operation experience and operators'
stereotypes would used during SPDS design
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The necessity of close co-operation between Russian specialists and that of Westinghouse
Corporation is due to the fact that performance of the Russian equipment is very poor. It is not possible
without assistance to develop information systems corresponding to the current western level as far as
system functions and hardware are concerned.

3. DESIGN BASIS SUBSTANTIATION

A variety of physical safety barriers such as a fuel matrix, leaktight fuel element cladding,
primary circuit, leaktight reactor space and compartments, are provided to prevent radioactive products
release into NPP compartments and atmosphere in case of accidents. The fuel failure detection system,
fuel channel integrity monitoring system, NPP radiation monitoring system and environment radiation
monitoring system are provided for monitoring the barrier integrity.

Prevention of an accident and localization of its consequences are ensured by "defence in depth"
principle implemented in each of the main safety functions. "Defence in depth" principle relative to all
safety functions is realized as a sequence of the automatic control system trips when deviations from
normal operating conditions take place.

RBMK unit' overall safety goal is protection health and safety of the public by preventing
uncontrolled releases of radioactive materials. The tree-type hierarchical structures of the safety subgoals
obtained form tree of safety goals. The criteria for attaining the safety goals are formulated so that the
integrity of all safety barriers was ensured and potential risk of their failures was absent when attaining
all high-level safety goals for each specific operational mode of power unit. The following safety
functions have been chosen (and set of the parameters that identify the status of the safety functions)
based on the safety analysis according to the requirements specified in Russian Regulatory documents
with consideration of IAEA and IEC recommendations:

1. Maintain reactor neutron flux control (including emergency shutdown and keeping the
core subcritical).

2. Maintain core cooling (including emergency cooling).

3. Maintain heat sink from reactor plant and circulation circuit equipment.

4. Maintain circulation circuit integrity.

5. Maintain integrity of leaktight reactor cavity.

6. Maintain integrity of leaktight compartment system.

7. Maintain circulation circuit inventory.

8. Monitor safety barrier destruction and radiation releases.

Depth of a subsequent "decomposition" of the safety functions is defined both by a level of
detailed characterization for each of the design stages and the objectives of their practical application.
Generally the depth of decomposition is restricted by functions each subsystem has to attain and
according to some operator tasks (for objectives that require manual control) with quantitative characteristics.

The safety functions required to attain each subgoal and forming the tree hierarchical structures
of the functions are chosen according to the structure of the safety goal trees. The following should be
done for each function:

list of monitored parameters characterizing accomplishment of the function;
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control algorithms and quantitative characteristics required for accomplishment of
function,

method to define correct accomplishment of function.

possible alternative functions in case of failure of the function under consideration and
method for choosing these alternatives

The functions capable of maintaining performance of a higher-level function, can be chosen as
the alternative ones

It is expedient to use both description of all normal operation modes and information about the
design-basis events, when quantitative characteristics ensuring performance of functions are identified
Failure of a certain function is equivalent to the corresponding design-basis event (events) and hence a
designer should assess how each design-basis event could affect the execution of higher-level function

4 SYSTEM ARCHITECTURE

4.1. SPDS hardware

To determine the system structure and performances as a whole, the following factors are of
paramount importance

the SPDS design is performed within the framework of modernization of automated
systems of operating RBMKNPPs;

as a result of modernization and implementation of new safety system, safety and
computerization of power unit would be improved,

the existing system "Skala and other MCR information systems provide main
information for operators, however, the means and ways of information representation
are far from being optimal from the human factor standpoint,

the requirements to the SPDS could be well defined b> users proceeding from their
experience with Skala system and other automated systems of RBMK power units

The SPDS is to monitor the main and auxiliary RBMK safety-related systems and processes
controlled by these systems The main sources of information for SPDS are the existing NPP I&C
systems If the existing scope of measured parameters is insufficient or monitoring systems do not meet
the requirements, additional sensors could be installed To work out main principals implemented in
SPDS it is suggested to test prototype of the system using input data from Skala system only Then along
with modernization of overall control system more input data could be used for SPDS as other systems
would be connected to SPDS

SPDS users would be main control room operators, non-operating personnel of power unit
(safety engineer), management and support staff, safety experts at NPPs The information from the
system could be transferred to external information systems to be used by safety experts and staff of
local and National Nuclear Power Crisis Centers, Technical Support Center

Now, RBMKs use normal operation Skala system, control system and safety system to monitor
safe operation and display information for operators to prevent accident SPDS should not interfere with
the operation of the above systems

202



The Skala-micro system is intended to replace the old (end of life) Skala at the NPP with the
KB MK-1000 reactor. The Skala- micro system monitors the process of the power unit by the
implementation of all the major functions of the replaced Skala system at the new qualitative level with
the characteristics no worse than those achieved nowadays at domestic NPPs (according to the
fulfillment of analogous functions) as well as it possesses the ability to expand the functions fulfilled.

SPDS (as well as Skala and Skala-micro systems) is the part of the control and monitoring
system of the power unit of the NPP with the RBMK-1000 and, in correspondence with the russian
Regulations, it is the normal operation safety-related system (3N class).

4.2. Personnel workstations

The SPDS workstations arranged in the control room, complement the existing conventional
operator console and provide the following:

continuous display of current safety functions status;

additional information displaying power unit systems status;

display of emergency respond guidelines;

information recording and its transfer to safety experts.

The purpose of Technical Support Center workstation at NPP is the carrying out of the non
routine labor-consuming calculations, comprehensive analysis of safety status, calculated modelling,
forecasting accident development, accident recovery using the data of emergency recording and
diagnosis of the status of the process and main processing equipment, computerization of the safety
expert functions and plant management and technical personnel, information support for non-operational
staff, transmission of the recommendations made by the safety experts to MCR staff.

4.3. Characteristics of existing systems interface with SPDS

To work out main solutions adopted during SPDS design at the stage of SPDS prototype testing
it is expedient to use reduced amount of the input data coming from Skala or its substituting systems
(Skala-M or Skala- micro) only. To obtain measured and calculated data SPDS equipped with two
Datalink Servers each of which is connected to one set of Skala system. For data transmission it is
possible to use serial ports RS-232 or RS-422.

Connection of SPDS computer bridges to Skala-M was simulated on test-rig at RDIPE by means
of computer CM 1210. Communication between computer-bridges and CM 1210 is accomplished
through serial port RS-232 from the bridge side and remote communication adapter (RCIA 1) connected
to memory (CDAM) - from CM-1210 side. Information exchange rate is 9600 baud. Designed
communication line length is 70 m.

The scope of data and its acquisition rate could be enhanced in the future when other systems
would be connected to SPDS. It is supposed that SPDS could collect analog and digital data and check
its correctness.

5. SPDS VALIDATION&TESTTNG

SPDS validation and testing should be arranged in such a way as to minimize the effect of these
activities on the personnel of the currently operating power units. To accomplish validation tasks it is
necessary to use sufficiently precise mock- ups or SPDS simulators and associated with them systems
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of power unit. Moreover, to perform the jobs at the plant there is a possibility to use outage when
currently operating units are cooled down (for example, because of the equipment repair).

At the design stage the system could be verified and qualified as far as adopted technical
solutions are concerned on SPDS prototype, creation of which is planned at RDIPE.

The major functions of the test-rig (prototype) are the following:

implementation of the primary and secondary functions of SPDS in an amount
equivalent to the stage of designing and system surveillance in the course of operation;

simulation of the power unit' I&C systems;

acquisition, recording and documenting of data, obtained in the course of testing;

processing of the test data, recording and documentation.

Moreover, the test-rig can also be a support in development and testing of hardware and software
for SPDS, including an application software. The SPDS prototype's hardware and software are modified
according to the results of the performed tests.

The SPDS mock-up shall be implemented at Smolensk RBMK Training Center. This mock-up
intend for man-machine interaction testing. The emergency scenarios will be simulated using RBMKunit
simulator.

Therefore, each stage of designing and commissioning of the system must be accompanied by
verification and validation.

6. CONCLUSIONS

Thus, SPDS can be characterized as a computer system composed of local networks, computers
and workstations of the MCR operators and safety experts. The main SPDS function is continuous
concise display of critical parameters to enable operators quickly and correctly estimate safety status of
NPP and control the reactor in such a way as to prevent core damage or radioactive release. SPDS
should operate in both normal and abnormal conditions.

Owing to the project realization the following benefits are anticipated:

reduction in possible errors of the NPP operators, especially in emergency, due to
continuous display of general parameters, defining the power unit safety status;

drastic improvement in man-machine interface at Russian NPPs and introduction of
additional information support functions for the MCR personnel.

The safety enhancement is achieved due to creation of new functional capabilities for the NPP
personnel and safety experts of Crisis Centers and Technical Support Centers in accordance with current
Regulation, including:

display of safety parameters and safety functions' status for operators;

creation of intelligent man-machine interface providing for improvement of personnel
operating conditions;
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computer display of emergency respond guidelines;

possibility of information interaction between operators and technical support and crisis
centers.

The work will result in learning Westinghouse experience, quick testing of the system and, if
necessary, changing concepts of man-machine interface design - very important for Russian NPP control
system modernization.
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Abstract

A commonly recognized failing of traditional rule-based diagnostic expert systems is the inability
to recognize problems outside the range of expertise. In turn, the capability of such expert systems is
limited to well-known problems. Contrary to the traditional approach, a model-based system has a
potential to diagnose unexpected malfunctions. In this paper, a model-based diagnostic system for the
isolation of malfunctioning components using constraint propagation paradigm - the CBDS, the
Constraint Based Diagnostic System - is presented. The CBDS consists of (1) symbolic representation
of plant model as a knowledge base, and (2) constraint propagation paradigm as a diagnostic inference
engine. In the CBDS, a plant model contains information about intended behavior of components that
are organized in a component model library, as well as information about how the components are
interconnected. As a diagnostic inference engine, the CBDS uses the general idea of model-based
diagnosis to identify malfunctioning components.

1. INTRODUCTION

Traditional rule-based diagnostic expert systems such as MYCIN [1] have been built using the
experience of experts in the form of empirical associations, i.e., rules that associate symptoms with
underlying faults. A commonly recognized failing of traditional rule-based diagnostic systems is their
narrow range of expertise and their inability to recognize problems outside this range of expertise. In
turn, the capability of such rule-based expert systems is limited to well-known problems where all
possible symptoms and faults are predictable and pre-enumerated. When a domain is large and its
behavior is complicated as in a nuclear power plant, all possible symptoms and faults may not be
captured in such pre-enumeration. Therefore, extensive knowledge acquisition and validation are
required, which may create a bottleneck in building rule-based expert systems.

Contrary to the fault pre-enumeration approach, it is useful to know how the system was supposed
to work in the first place to determine why it has stopped working. That simple observation underlies
some considerable interest generated in recent years on the topic of model-based reasoning, particularly
its application to diagnosis and trouble-shooting [2, 3].

The model-based approach in this paper considers faults as "anything other than the intended
behavior of a device." Since a device is designed and built,for generating its intended behavior, which
is more predictable than its faults (unintended malfunctioning behaviors), the model-based system using
the intended behavior has the potential to diagnose unpredictable faults.

The term model has a very broad meaning. In this paper, a model contains information
about intended behavior of components, as well as information about how the components are
interconnected (call this the SB model — the Structure and Behavior model). A motivation for
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using the SB model is that once individual component behaviors are modeled, the SB model can
he bui l t easily, since the device structure is readily available.

The diagnostic reasoning using the SB model will be basically propagation of
information through a network structure of the SB model as system parameters are propagated
through connected components, i.e, starting from a symptom, follow connected components and
check their behaviors.

2. MODEL-BASED DIAGNOSIS USING CONSTRAINT PROPAGATION

2.1 Fundamental Model-Based Diagnostic Tasks

The general idea of model-based diagnosis can be understood as the interaction of
observation and prediction shown in Fig. 1 [2, 3]. By observation, we know values of plant
parameters, and by prediction, we mean a model's anticipated behavior. We observe the actual
behavior of a device, and we have a model of the device that can make predictions about its
expected behavior. Observation and prediction indicate what the device is actually doing and
what it's supposed to do, respectively.

Observed Behavior-

I
Discrepancy K Predicted Behavior

Hypothesis Generation

Actual Plant
I

Prediction

Hypothesis Testing Plant Model

Hypothesis Discrimination

Figure 1. Model-based diagnosis by the interaction of observation and prediction

Terms discrepancy and corroboration are used when observation and prediction of a
plant parameter are different or match, respectively. When a value of a plant parameter is
predicted by a model, a discrepancy can be detected if the value is different from an actual
measured one. The basic presumption behind model-based diagnosis is that assuming the model
and observation are correct, if there exists any discrepancy, then it arises from defects in the
device, and the discrepancy is a clue to identify the faults. After detecting a discrepancy, the
identification of malfunctioning components is done by hypothesis generation and testing. Here,
any component identified in hypothesis generation as able to account for a discrepancy is called
a suspect, and a component whose malfunction is consistent with all observations is called a
candidate (i.e., a suspect that has survived hypotheses testing).

2.2 Constraint Network and Assumption Carrying Constraint Propagation

2.2.1 Constraint Network

The SB model is represented by a constraint network. A constraint network is a
declarative structure which expresses local relations among parameters. It consists of a number
of nodes connected by constraints, where a node represents an individual parameter, and a
constraint represents a relation among the nodes it connects. A constraint network may be best
understood in a graphical form. Fig. 2 is the simple, well-known circuit example [3]. In Fig. 2,
the MULT'S and ADD's multiply and add their inputs -and produce one output, respectively. The
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inputs A. B, C. D, and E are given as known as 3, 3, 2, 2 and 3, respectively, so that values of
the outputs F and G are expected to be 12. Interpreting Fig. 2 as a constraint network, A to Z are
nodes and the MUI.T's and ADD1 s are constraints. A constraint MULT-1 locally constrains values of
nodes A, C and X.

F=12

G=12

Figure 2. A common circuit example

2.2.2 Assumption Carrying Constraint Propagation

Constraint propagation is an inference which can be performed on a constraint network.
In constraint propagation, information is deduced and updated by propagating properties of local
nodes through connected constraints, and the deduced information is used to make further
propagation to update other nodes. Thus the consequences of the deduced information gradually
spread through the network [4]. In Fig. 2, a value of X deduced from A * C will be further
propagated through ADD-1.

The idea of constraint propagation carrying assumptions is based on the assumption
based truth maintenance system (the ATMS) [5, 6], where associated assumptions are carried
when a value is deduced. Therefore, the deduced value will be correct if the assumptions are
correct. For example, in Fig. 2, since A, B, C, D and E are given as known, their values do not
have any assumptions, i.e., they represent actual values. Since X is unknown, a value of X is
deduced by multiplying A and C, assuming that MULT-1 is working and values of A and C are
correct. Similarly, Y can be deduced from B and D. Further, F = 12 can be deduced from X and
Y assuming that ADD-1 is working and values of X and Y are correct. Since carried assumptions
are cumulative, assumptions for F = 12 will be that MULT-1, MULT-2 and ADD-1 are working.
The Waltz algorithm [4, 7, 8] is used to execute constraint propagation.

2.2.3 Decomposition of Constraint Network

When a domain is large, the corresponding entire network would be very big. However,
when a section of the network is bounded by all known nodes, updating a node value in the
subnetwork will not affect nodes in the other networks. In Fig. 2, if Y is measured, the network
can be decomposed into three subnetwork as shown in Fig. 3.
The decomposition allows us to implement the subnetworks in parallel, which makes upscaling
of the domain feasible.

2.3 Discrepancy Detection and Hypothesis Generation by Constraint Propagation

The primary objective of the constraint propagation technique is to deduce values of
unknown nodes which satisfy constraints. An interesting point is that if observed values are
asserted at some nodes, firing some constraints would encounter an inconsistency, i.e., attempt
to record a value at a node where there was already a different value recorded. Therefore, a
discrepancy is detected.
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•G=12
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Y=6-

MULT-3 —
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ADD-2
MULT_2 >Y=6

Figure 3. Three decomposed circuit subnetworks

In the previous example, if F is measured as 10, it is inconsistent with a deduced value
12 In this case, a discrepancy between model's predicted value 12 and measured value 10 is
detected To explain the discrepancy, the underlying assumption (MUL1-1, MULF-2 and, ADD-1
are working), must be violated, and the violated assumption generates a hypothesis that either
MUl I -1 or MULI -2 or ADD-1 is not working assuming a single fault.

2.4 Hypotheses Testing

To test whether a suspect generated by hypothesis generation is consistent with all the
observations made in a device, hypothesis testing is performed by three techniques: (1) by
constraint suspension [3, 9], (2) by corroborations, and (2) by intersects among suspects.

2.4.1 By Constraint Suspension

The objective of constraint suspension technique is to test if all components other than a
suspect are working correctly. In constraint suspension, we suspend a constraint for a suspect
( i . e . disable constraint propagation through the constraint), leaving all other constraints in place,
and run constraint propagation. When no inconsistency occurs in the reduced constraint network,
the current suspect is consistent with all the observations, and it survives.

In the previous circuit example (F = 10 and G = 12 are measured), we have generated
three suspects, (MULI-1 , MUl 1-2, ADD-1). When we suspend a suspect MULT-1, both Y and Z are
6. inferred from MULF-2 and MUL1-3, respectively, and X is 4 from ADD-1 and F = 10. Since we
suspended MUI r-1 (i.e., no propagation through MULT-1), no inconsistency occurs. Therefore, a
hypothesis that M U L l - 1 is not working would explain the discrepancy. Since X is 4, we know
tha t MUl 1-1 is misbehaving such that 2 * 3 - 4, assuming MUI 1-2 and \ l ) l ) - l are working
f lowever, if we suspend a suspect MUL I-2, both X and Z are 6 from Ml 'I 1-1 and Mi I I - > ,
respectively, and Y - 4 is inferred from ADD-1 and F = 10 But also Y - 6 is inferred from \DD-
2 and G = 12, which shows an inconsistency Therefore, a hypothesis that Ml T 1-2 is not working
is rejected.

When this technique is used alone for hypothesis testing, if we have n suspects, we must
run constraint propagation n times in n corresponding reduced suspended networks. In a large
constraint network, it is computationally expensive.

2.4.2 By Corroborations

In addition to fault hypotheses generated by discrepancies, we have other useful
information - corroboration in which a measured value matches the prediction. In the previous
circuit example, if G is observed as 12, its deduced value 12 is consistent with the observation.
By this corroboration, the underlying assumption - (MULT-2, MULT-3, and ADD-2 are working) -
must be valid, otherwise G can not be 12. Therefore, we may conclude that MULT-2 is not a
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suspect (innocent). However, the exoneration of MULT-2 from the hypothesis (MULT-1, MULT-2,
ADD-1) generated by the observation F = 10 without testing it is an oversimplified and optimistic
view. In the previous example, such exoneration is correct, but may not in general due to fault
masking, the situation in which a device receives incorrect inputs, but produces a correct output,
masking further effects of the fault [3]. Some sources of fault masking are shown in Fig. 4. In
Case 1, Y is wrong, but at G, no discrepancy can be found. In Case 2, both NOT1 and NOT2 are
malfunctioning, but at C, no discrepancy can be found.

T(T)
6(6)

Case 1. Y is, in fact, wrong. Case2. Both NOT1 and NOT2 are not working.

Figure 4. Some examples of fault maskings

However, we are sure that a subset of suspects, which is free of the potential
innocents(MULT-2), is, in fact, a set of candidates(MULT-l, ADD-1). From this observation, we
can derive the following two points: (1) intersects between suspects generated from a
discrepancy and innocents from a corroboration should be tested further, and (2) others are, in
fact, truly innocents. Therefore, we only test the intersecting innocents contained in hypothesis,
MULT-2. In the CBDS, such innocents are tested by constraint suspension.

2.4.3 By Intersects Among Suspect Sets

When we have more than one suspect sets, the single fault assumption leads us to
generate single faults by intersecting the sets of suspects. Assuming that both F and G are
observed as 10, these discrepancies generate two sets of suspects: (MUI.T-1, MULT-2, ADD-1) and
(MULT-2, MULT-3, ADD-2). Then, an intersecting suspect is MULT-2 which misbehaves 3 x 3 = 4 .
This is a correct single fault candidate explaining both observations in this case. However, if G is
observed as 8, MULT-2 alone cannot explain both observations at F and G. Therefore no
candidate for single faults exists. In this case, there exist multiple faults. Conclusion of MULT-2
as a valid candidate implies that MULT-2 is broken and it alone explains all observations, which
is wrong. Therefore, intersecting suspects should be tested further, which is done by constraint
suspension.

2.4.4 Hypothesis Testing Strategy

The main strategy of hypothesis testing is to reduce the amount of work performing
constraint suspension. Putting three testing techniques together, the following testing strategy can
be derived depending on the number of corroborations and discrepancies:

Case 1) No corroborations and one discrepancy: All suspects are candidates
Case 2) No corroborations and multiple discrepancies: Generate suspects by intersecting

suspects corresponding to discrepancies, and then test by constraint suspension.
Case 3) A single corroboration and a single discrepancy: Exonerate innocents from suspects, and

test the potential innocents by constraint suspension.
Case 4) A single corroboration and multiple discrepancies: Apply Case 2. Since all intersects are

tested by constraint suspension, corroborations will be of no use in testing.
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Case 5) Multiple corroborations and a discrepancy: A union of all valid assumptions underlying
the corroborations will be a single corroboration, and then Case 3 can be applied.

Case 6) Multiple corroborations and multiple discrepancy: The same as Case 4.

These six cases completely cover all possible situations in a constraint network.

3. MODELING AND REPRESENTING PLANT BEHAVIOR

3.1 Component Library

Although an enormous number of components exists in a plant, most of the components
can be classified as one of several component types, whose behaviors are identical and can be
repeatedly used. Such generic behaviors of common component types can be organized as a
hierarchical structure in a component model library, from which the same behavioral description
of a component type can be re-used. The idea of building a generic component library is that,
once we describe generic behaviors of components and store them in a library, we may
repeatedly use them by providing connection information only.

3.2 Modeling Plant Behaviors

The behavior of fluid flow in thermal hydraulic equipment is dynamic, i.e., its properties
are changing continually with time. Such dynamic behavior of fluid flow is best modeled by
differential equations. However, sometimes precise numerical models are not known, or realistic
numerical models do not permit closed-fonn, analytic solutions (e.g., several coupled time-
dependent non-linear equations). Even when they do, its solution requires expensive
computational power. In such situations, a qualitative model [11, 12, 13, 14] can be considered
as an alternative. Also, many components are controlled by logic, which can be represented by
logic equations.

Sometimes it is difficult to capture and model the entire plant behavior within such
forms. Consider a shuttle valve which has two incoming flows Qinl and Qin2, and one outgoing
flow Qout as shown in Fig. 5. A poppet inside the shuttle valve is positioned at either right or left
(refer to True or False in Boolean logic, respectively). When the poppet is positioned at the
right, fluid flows from Qini to Qout blocking Qin2. When the poppet is at the left, fluid flows from
ßm2 t° Qout blocking Qml. This can be modeled as:

&,- <?,»*> x a,, + (not <vshut!lcy} x Qin2, (i)
where <^shuttie

> stands for a Boolean value of the poppet position. When <î/
shutue

> is True
(at the right position), (not <^shuttie

>) becomes False. Therefore Eq. 0 becomes £?out = Qml + 0.0

•out

• in2

Figure 5. A shuttle valve : An example of mixed model and corresponding constraint network
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As shown in Eq. (1) which contains logic parameters as well as real ones, a consistent
representation and inference engine - the constraint equation and the constraint propagation,
respectively - are considered to represent and process all four models (numerical, qualitative,
logic and mixed). Since symbolic manipulation and object oriented programming give the
flexibility to define the various new operators depending on the types of parameters, the mixture
of qualitative, logic and numerical parameters can be effectively utilized in the constraint
equations for capturing plant specific knowledge.

4. IMPLEMENTATION AND TESTING OF THE CBDS

4.1 The Reactor Recirculation Flow Control System

The method described in the previous sections is applied in the example domain, a part of
the Recirculation Flow Control System (RFCS) of a Boiling Water Reactor (BWR). Its
schematic diagrams are shown in Fig. 6. In the figure, the dashed lines stand for pilot lines in the
Hydraulic Power Unit system (the HPU). The pilot lines provide pressure to control various
valves.

Actuator Flow Cont

Shuttle Valv

POIV1 POIV2
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Figure 6. Schematic diagram of the Recirculation Flow Control System

One of the major reactivity controls in a BWR is the total core flow controlled by two
loops of the Reactor Recirculation System (RRS). Each loop has one Flow Control Valve (FCV)
which adjusts the amount of Recirculation Flow. The mechanical input for the FCV position is
provided by a hydraulic cylinder (the actuator) that responds to flow from the HPU.

All components in the RFCS are modeled as a set of symbolic equations in the form
shown in Eq. (1). Knowledge represented in the equational form is converted and decomposed
into nine undecomposable subnetworks by compilation process. Fig. 7 shows a subnetwork
among them.
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A Common Window

Figure 7. A constraint subnetwork of the RFCS

4 2 Tasks of the CBDS

An entire task of the CBDS is shown in Fig. 8. After compilation process, we obtain
undecomposable subnetworks. For each network, a diagnostic task is performed in parallel since
there is no interaction between the subnetworks. The main objective of the monitoring task is to
observe a set of measured on-line plant parameters to detect any plant parameter change which
might be caused by component malfunctions. If there exists any observation of changes in the
plant parameters, it is suspected that some components may be malfunctioning. Since we do not
simulate a model to produce predicted values of the plant parameters, we do not know that such
changes imply abnormal states of the plant at the monitoring stage. It will be determined by
detecting a discrepancy by constraint propagation. As a result of hypothesis generation and
testing, a set of single faults is generated for each network. The combination of the sets will be a
subset of complete multiple faults.
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Figure 8. The entire task of the CBDS
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4.2 Testing

A diagnostic example is based on an actual incident which occurred at the Perry Nuclear
Power Plant [15]. Perry-1 was at 100 percent power in September 1989. After a maintenance
work of HPU1 was completed, HPU A Subloop 1, which was for FCV A, was restarted. The
operator immediately noticed an increase in reactor power and identified that FCV A had started
to stroke open. Power on the control room panel read 105 percent. It was caused by a partially
stuck open Solenoid Operated Isolation Valve in the HPU Subloop 1. The root cause was a
consequence of a varnish-like material on the plunger inside the valve, which is suspected to be
degraded lubricant from spring coils. The material caused the plunger to stick in mid-position,
which caused the coil to burn out and the fuse to blow. This resulted in an SOIV1 being stuck
partially open. Since this kind of maintenance staffs human error cannot be detected unless the
component starts to operate, the operator restarted Subloop A after its maintenance. The oil from
the reservoir was directed past the stuck open SOIV1 to the actuator of FCV A, and FCV A went
from 56 to Sl) percent open, which caused the reactor power to increase from 100 to 105 percent.
The operator took a number of actions to restore the reactor power to normal.

To simulate this scenario, a set of continuous on-line sensor data was prepared and the
monitoring task was started. After observing FCV position change, constraint propagation
generated mul t ip le discrepancies. Testing by intersects among suspects concluded that SOIVI is
malfunctioning. The purpose of the scenario is to demonstrate that the CBDS is, in fact, able to
ident i fy faults which may be difficult to be diagnosed in traditional expert systems, since it may
be a rare event.

4.3 Hardware and Software

The CBDS was implemented using Allegro Common Lisp and Object System (CLOS),
foreign function and operating system interfaces (C and Unix shell script, respectively) on a
SUN4 workstation. Using these environments and Allegro Common Windows running on
OpenWin, a graphical browser interface to show the constraint network has been developed to
facilitate understanding of complicated networks and the behavior of constraint propagation.

5. CONCLUSIONS AND FUTURE RESEARCHES

For the identification of malfunctioning components in a nuclear power plant, a model-
based diagnostic system, the CBDS, was developed. The motivation was that since the nuclear
power plant is a physical device in which values of system parameters are propagated through
interconnected components, its model, relations among plant parameters, will naturally be a
network structure. A constraint network is a representation of such relations, and constraint
propagation is an inference engine to propagate parameter values through the network. The
CBDS aims to provide additional information when an existing expert knowledge is outside its
range.

The CBDS was applied to diagnose chosen scenarios. The incident shown before may be
difficult to be diagnosed by conventional expert systems, since it is a rare event and the RFCS
does not have many on-line sensors. Its successful diagnosis partially validates the concept and
implementation of the CBDS in the nuclear power plant. However, although a part of
verification and validation was performed using ideal circuit examples and a couple of scenarios,
more V&V is required to test and evaluate the CBDS. Decomposition of a network enables a
diagnostic task to be performed in each subnetwork in parallel. This will allow a system
upscalable easily.

The major limitation of the approach taken in the CBDS is caused by an inability to
deduce values in some cases. When we try to deduce values of parameters inside a feedback
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loop, constraint propagation would not be successful. The suggested remedy is to model the
subsystem causing a feedback as a component (i.e., hierarchical structure) to avoid the problem.
The use of simplified models such as qualitative equations can also produce ambiguity in some
cases. Although the CBDS always takes a conservative approach, the ambiguity would cause a
failure to localize more specific faults. This is a trade-off with efficiency of modeling.

A potential use of the CBDS may be an intelligent database, which should be able to
answer a question. When a system contains a malfunctioning component, a traditional simulation
approach may not answer the query unless the malfunctioning component and its malfunction
model is identified, and then a simulation is performed again with a substituted malfunction
model. In contrast, a natural outcome of assumption carrying constraint propagation is deduced
parameter values with accumulated reasons. For example, when we ask "what is pressure of
POIV2 ?", the CBDS will answer "assuming SOIV2 is working, pressure of POIV2 is 0.0".
Since the pressure is determined already with associated assumptions, we do not need any
further search or simulation. If the CBDS diagnoses that SOIV1 is the only single fault, the
CBDS can answer that pressure of POIV2 is, in fact, 0.0.
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CREATION OF A COMPUTERIZED OPERATOR
SUPPORT SYSTEM AT UNIT 5 OF THE
NOVOVORONEZH NUCLEAR POWER PLANT

V.A. SCORODUMOV
Novovoronezh Nuclear Power Plant,
Novovoronezh, Russian Federation

Abstract

The issues discussed are: the condition for interaction of the subject and object of management,
ensuring safe and reliable plant operation, and a need for operator support system (OSS) installation to
satisfy this condition; the objective prerequisites existing at the Novovoronezh NPP for OSS development
and installation at the Novovoronezh Unit 5; the adopted approaches to a step-by-step implementation,
basing on "from-simple-to complex" concept, using a unified software with the most user-friendly
interface, which allows to solve the task of gradual user training, as well as OSS set-up and debugging
without any interference with the plant performance; prospects for OSS configuration development in the
course of increasing complication of the tasks being solved by the OSS.

Increased safety requirements for nuclear power plants result in increased sophistication of NPP
man-machine systems. Reliable and safe functioning of complex man-machine systems (as shown in the
presentation of my college Mr.V.I.Smutnev) can be ensured by meeting the objective conditions of
interaction between the object and the subject of management, which in general form can be presented
as follows:

managiti. managm.
t - l/m * t > 0,

of obj. of subj.

managiu.
where: t - time constant for management of object;

of obj.
managm.

t - maximum time constant for management of
of subj. subject;

m - value, reflecting the reliability of the
management system elements.

The closer the given relationship is to "0", the higher is the risk of such systems operation.

In order to minimize the risk, appropriate measures are needed, which reduce

managm.
1/m * t

of subj.
One of such measures is maximum automation of activities for the subject of management.

OPERATOR SUPPORT SYSTEMS (OSS) can be considered as a form of operator labor
automation in the area of his intellectual activities.
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Availability of such a system provides a tool for the operator \vhich enhances his capabilities
as a subject of management to the level adequate to the response of the object of management (i e in
the presented above relationship it leads to decrease of its second member) Functional diagram of
operational management organization for technological processes at Novovoronezh Unit 5 is presented
in Figure 1

Thus, the aforesaid shows an objective need m implementation of operator intellectual activities
support systems (in the first place, for control room operators) at nuclear power plants

In addition to the objective need, certain prerequisites exist toda\ for the OSS implementation
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Figure 1. Functional diagram of operational management organization
for technological processes at Novovoronezh Unit 5
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TECHNICAL:

1. Wide use of computers in the operator information system.

2. Accessibility of personal computers having sufficiently powerful calculational resources, as an
intellectual terminal of the common information field.

3. Implemented soft- and hardware communication of the personal computers with the central computer
in real time mode.

4. OSS functional independence, no interference is required in the operation of the central information
system, which allows on-line OSS debugging and set-up.

INTELLECTUAL:

1. Availability of experienced operators at the NPP, capable of participation in the expert OSS
preparation and realizing the importance of the tasks they have to solve.

2. Presence of developed soft- and hardware, as well as considerable scientific and technical potential
of the specialists ready to act as the system designers.

FINANCIAL:

1. The anticipated expenses are within reasonable limits.

2. The expenses are expected to be spread out in time.

ORGANIZATIONAL:

1. OSS is subject to evolution in the process of performance.

2. Step-by-step implementation is possible, without any interference with the Plant operation.

The following approaches were used as a basis for evaluation of a feasibility of OSS creation
at the Novovoronezh NPP:

1. The system should be open, i.e. the software should not impose any limitations on the possible system
development and evolution based on gained experience and operator requests.

2. The system should allow the integration of a wide range of tasks, oriented at ensuring operator
activities support with due account of specific features of his job.

In other words, the system should develop basing on a unified software with the most
user-friendly interface.

3. The system should allow the operator to use available tools for automatic formalization of his
professional knowledge and its use in his work.

4. The system should act as a kind of a sluice for process data transmittal to the local personal computer
network and for connection to the shift crew working stations, as well as for sending the data to the
management level.
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5 A possibility should be provided for the system operation redundancy with due account of the
hardware configuration available

The purpose of OSS creation can be formulated as follows

To provide an opportunity for early detection of abnormal conditions in order to take preventive
or corrective measures in such a way that enables to turn the process flow development in the most
favorable direction: either to stationary with normal parameters, or to safe - in case of defects which can
not be eliminated without special measures (maintenance, shut-down) and which occur (or are detected)
by equipment performance (or process) deviations

The following methods are suggested to be used to achieve the above purpose'

optimization of type and format of the information presented to the operator,

formalization in the knowledge base of expert evaluations and requirements of codes
and standards for equipment operating conditions,

program-logical management of standard procedures (start-up, shut-down, etc ),

use of mathematical calculations for solution of tasks of slowly changing processes
(events), e g. bringing the reactor to critical, changes in equipment characteristics,
development of deviations,

adaptation and use of technical diagnostics results by special means (software,
hardware),

diagnostics based on modelling methods,

status prediction by recorded process source data in accelerated relatively to real time,
basing on mathematical models,

monitoring and assessment of remaining service life of equipment and piping for
evaluation of potential reliability and planning of necessary measures

The support of intellectual activities of operating personnel at Novovoronezh Unit 5 is supposed
to be provided in the following areas (OSS tasks)

1 Intellectual (logical) processing of information field, alarms distinguishing, attraction of the operator
attention to the priority events, alarms and signals varying during the process (status identification)

2 Data display using optimized formats in mimic diagrams, curves, schematics, etc

3 Implementation of information search and retrieval functions, for instance, for - operating
documentation, - operating diagrams, - protection, interlocks, - equipment characteristics

4. Program-logical management of standard operating procedures and provision of help for the operator

5 Routine process flow tracking via knowledge base, implementation of diagnostic functions by
available means, prediction of situation development and creation of initiating message for the operator
in the form of recommendations or prompts

6. Continuous monitoring of critical safety functions, notification of the operator of approaching the limit
of their violation and instruction on the direction of corrective actions for critical safety functions
recovery
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7. Solution of applied engineering tasks, e.g.:

calculations using data base (concentration of boron, chemicals, etc.);

operating procedures data base management (work permits, defects, conditions).

8. Use for dynamic computerized simulator or for self-training based on operating documents, codes,
standards and regulations.

9. Use for access to retrospective information.

Possibility is open for other tasks, when their solution is needed.

At present the work has been started for development of a prototype operator support system
for control room operators at Unit 5 of the Novovoronezh NPP.

The arrangement of the OSS soft- and hardware configuration is presented in Figure 2.
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THE DEVELOPMENT OF WER MONITORING
AND DIAGNOSTIC CONCEPT

A.S. KUZIL
Kurchatov Institute,
Moscow, Russian Federation

Abstract

Safety and efficiency of NPP operation is ensured to a great extent by the quality of implementation
of a reactor monitoring and diagnostics. A complex of monitoring and diagnostic system (MDS) is
planned to be implemented in operating WER and those which are in the design phase. MDS is designed
as a complex of weakly interconnected subsystems capable of further improvements and performing the
assigned functions on a full scale (therefore, a subsystem incorporates detectors, communication lines,
instruments, computer facilities and software). MDS design makes provisions for step-by-step
development of basic subsystems. MDS being developed is proposed to be installed gradually in all
operating NPPs with VVERs.

The first designs of NPPs with VVERs did not involve any special systems for automatic early
detection of anomalies. Operators solved the problem of on-line WER diagnostic by analyzing a series
of directly measured parameters. The experience of NPP operation and the necessity of improving the
NPP safety and economic efficiency have required to increase the quality and reliability of the monitoring
and diagnostics of WER, including the use of information support of the NPP operating personnel,
workers of specialized NPP divisions, diagnostics experts and system designers.

To achieve a required level of safety and economic efficiency of NPPs it is necessary to solve the
following basic problems of monitoring and diagnosing of WER plants:

1. The on-line monitoring and timely detection of anomalies (in the state of ever)' concrete reactor
installation) which may cause beyond design basis accidents;

2. The on-line monitoring and timely detection of anomalies (in every concrete reactor installation
at the early stage) which could initiate design basis accidents or cause considerable damage to the reactor
installation or its safety-related components:

3. The operative determination and prediction of the state of a concrete reactor installation under
all operation conditions by the complex analysis of all available information and information support of
the operating personnel and diagnostics experts.

The development strategy of an operative diagnostic system for WER installation is founded on
elaboration of a complex, open for further development, of sufficiently autonomous subsystems each of
which must fulfil its functions in full and, in turn, must be open for further development.

The designs of the hardware for the basic local diagnostic systems have been performed. The works
on interpretation of the outputs of these systems and on development of the mockups of the operator
support systems have been launched.

Schematic diagram of enhanced-safcty reactor installation (RI) control, monitoring and diagnostics
system can be seen in fig.l.
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The staged and autonomous development of individual local diagnostic systems is envisaged.
The basic stages in developing the special-purpose local diagnostic systems are.

1. Development of a hardware complex ensuring the measurement and monitoring of special
parameters required to solve a respective problem. At this stage the corresponding measurement channels
including detectors, communication lines, instrumentation, computer facilities and basic software are
formed.

2. Optimization of the detection procedures for particular anomalies in the state of a reactor
installation (on the basis of special parameters being measured) and validation of the criteria for
operating personnel to make decision. This work requires a great volume of efforts oriented towards
concrete reactor installation and including development and verification of the mathematical models and
a series of experiments with the models attest facilities and NPPs. The full-scale execution of this work
and determination of absolute criteria for detection of anomalies is as a rule, very expensive. For this
reason the stage of relative criteria development can be distinguished for many concrete local systems.

3. Development of relative criteria for detection of anomalies in a reactor installation by means
of accumulation and complex analysis of data on operation of special-purpose systems at test facilities
and NPPs, and expert establishment of permissible limiting deviations of variables to be controlled. To
perform this work it is necessary to create diagnostic centers accumulating the experience in
development and use of the corresponding diagnostic systems. This will make it possible to train a group
of experts and create the NPP operator support centers on their basis (to interpret the indications of the
local diagnostic systems in complicated cases). Provisions are made also for stage-by-stage equipment
of all operating NPPs with VVERs by a complex of local operative diagnostic systems accepted for a
reactor installation with an enhanced safety WER. Special attention was paid to improvement of the
quality monitoring and diagnostics of the operating WER core. In-core monitoring systems were
developed and introduced in all VVERs. They ensure the operative monitoring of the current core state
at power with the help of in-core probes (self-powered detectors, thermocouples). The in-core monitoring
system detects the anomalies in the core on the basis of results obtained in comparing the series of
directly measured signals from the in-core probes with a computational model based on a
three-dimensional one-group equation of neutron diffusion.
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To ensure the basic anomalies in the WER core at an early stage of their development a series
of computational and experimental works were made including

development of new in-core detectors for monitoring the basic core parameters and their
fluctuations,

experiments at NPPs and test facilities,

development of the model of in-reactor noise diagnostics comprising detectors
communications, equipment and commercial computers and test at NPP

Similar works on development of software and hardware complexes and solution of problems
relating to interpretation of indication are also being carried out for other local systems

The proposed concept of step-by-step provision of the operating reactor installations with WER
with additional monitoring and diagnostic systems also require a stepwise approach to introduction of
the subsystems of information support of the NPP operating personal At each stage of introduction of
local diagnostics systems the subsystems of information support should ensure effective solution of the
problems listed in the Table

Actions of NPP personnel and designers of local diagnostics systems (IDS)
in stepwise introduction of LDS at NPP.

Num.

1

2

3

Stages

Introduction of individual software-
hardware complexes of local
diagnostics systems

Stepwise realization of individual
functions of local diagnostics systems

Stepwise realization of basic
functions of complex analysis of
information of local monitoring and
diagnostics systems

Actions

Rl operator

None

Fixation of events, signal to
diagnostics laboratory
personnel

Decision making on
parameters presented and
information included into
table of permissible operation
conditions

NPP diagnostics laboratory
personnel

Monitoring of specialized
parameters, analysis of
tendecies in their variations,
accumulations of data bases

Analysis of events,
preparation of conclusions,
accumulation of data bases

Analysis of events,
preparation of conclusions,
accumulation of data bases

Experts and designers

Development of relative
criteria of diagnostics of Rl
anomalies, preparation of
conclusions

Complex analysis of operation
experience, development of
absolute criteria of diagnostics
of Rl anomalies

Complex analysis of operation
data, support of operating
personnel in critical cases
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BASIC PRINCIPLES OF PROVIDING
OPERATOR INFORMATION SUPPORT
FOR POWER PLANT CONTROL OF
THE VPBER-600 REACTOR PLANT

V.V. NOVIKOV, A.B. POBEDONOSTSEV,
S.L. SHASHKIN
OKBM,
Nizhny Novgorod,
Russian Federation

Abstract

The paper presents basic principles of providing favorable information medium for personnel,
including organization of operator support system. Basic decisions on organization of information
presentation in main control room and technical means which are supposed to be used are considered. The
report shows that operator support system is integrated in process control system, defines its place in a
general scheme of information presentation. Task of operator support system in various power plant
operating modes are indicated. So, in power plant start-up mode operator support system gives an operator
an information on the mode and necessary procedures of control activities in accordance with operating
schedule. During the plant power operation in the basic mode operator support system sends an operator
messages about failures at the initial stage of their beginning on the basis of logical processing of
operative and diagnostic information. On the basis of the information obtained an operator may undertake
corresponding correction actions. In emergencies accompanied by additional number of failures relative
to the designed ones operator support systems gives an operator recommendations on beyond design
accident control. The report also presents description of operator interacting with the support system.
Basic principles of information presentation concerning operator support system are described.

1. INTRODUCTION

The nuclear power plant operating experience revealed that provision of operators with adequate
information on the plant status essentially affected the economic efficiency and operational safety. In
many cases disturbances of normal operation are related to the operating staff errors. These errors, as a
rule, stem from erroneous decision making resulted from incorrect assessment of the operational situation.

A human being owing to his psychological and physiological features is capable to reliably and
efficiently handle a specified volume of information. At the overflow of information and reduction of time
for its processing the probability of errors, incorrect assessment of the operational situation is drastically
increased.

Therefore, the problem of creating a favorable information environment for the operating staff is
of particular importance and is associated with enhancement of operational safety at the nuclear power
plant (NPP).

This problem is likewise vital for the advanced NPP with VPBER-600 reactor plant (RP). A distinct
feature of such NPP design is availability of RP inherent self-protection properties and high rate of the
control processes automation. This circumstance implies that the emphasis in operator actions is shifted
to execution of control functions over the plant status. Interference in the control process is effected,
mainly in case of operating mode variation. Thus, the operator in his activities performs not so much
control process of the plant but is mainly engaged in the data management process.

227



The above mentioned facts clarify the necessity to create the information support for the operating
staff actions. Under information support is implied a complex of hardware and software that enable to
create a favorable information environment for the operators in the main control room.

2. THE KEY PRINCIPLES ADOPTED IN THE DESIGN TO PROVIDE INFORMATION
SUPPORT

The information support is based on the following principles:

* ease of burden on the operators in the main control room (MCR) i.e. withdrawal from the MCR
of the on-line and irrelevant information directly not associated with the main technological
process;

* physical restraint of the scope of presented information;

* categorizing of information into the main and ancillary;

* preprocessing of information including implementation of priorities in the data presentation;

* hardware orientation of the information presentation tools in compliance with the functional
application;

* diversity of presented information (visual, acoustic);

* rendering of support to the operator in decision making on the power unit control by providing
guidance to the operator on remote control (mainly in case of emergencies);

* ability to obtain any desired information on the plant status;

* provision of the operator friendly interface.

3. DESCRIPTION OF THE INFORMATION PRESENTATION MEANS

A complex of hardware and software providing information support to the operating staff is acting
not as a local subsystem but is implemented as part of the integrated computerized control and
instrumentation system of the technological process. Different hardware and software is used to resolve
individual functional tasks. Mainly, it is attributed to pre-processing of the information outgoing from the
plant. To solve this task the same means are used that provide technological process control.

All means of information presentation to the operator in the MCR are subdivided into the main and
auxiliary ones.

The displays of workstations at the operator control board, individual indicators on the control
panel, centralized alarm system are referred to the main data presentation means.

To the auxiliary information presentation means are referred large scale panel including mimics
of the power unit, CRTs of enhanced resolution and main parameters indicators, alarm system.

Among the main data presentation means are noted those that provide information presentation
concerning the safety related systems.

The auxiliary information presentation means serve to display the plant current status as a whole
without unnecessary details.
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The main data presentation means are intended to display more detailed information with regard
to the functional tasks implemented at the specific location.

All displayed information can be subdivided into visual and acoustic.

The visual information includes:

* generic information display on CRTs screens that enables to provide some abstract image
concerning the level of safe state of the power unit;

* videoframes of mimic panels on the specific process systems;

* videoframes on specific equipment;

* text messages on the CRT screens;

* diagrams of parameters'variation;

* parameters tables;

* alarms displayed on the indicators and alarm panels.

The acoustic information comprises:

* sound alarms (alarm bell and siren) related to disturbances in the power unit operation and
onset of emergencies;

* voice output generated by voice annunciator.

4. MAJOR FUNCTIONS OF THE SUPPORT SYSTEM

Under normal operating conditions information about continuously monitored parameters,
occasionally controlled parameters as well as parameters that exceeded permissible values (warning
alarm) is displayed to the operator.

Output of information in the latter two cases is accompanied by the audible signal so that the
operator became aware of it.

These functions are implemented automatically. Additionally, on the data presentation means
related to normal operation at the operator request any desired information associated with the issues of
control and monitoring can be readily displayed.

Under normal operating conditions voice annunciator can also be used.

Application of a voice annunciator is envisaged in the operating modes automated at a level of
individual operations. This is associated with specific features of the modes extended in time and having
stepwise algorithm of implementation. The voice annunciator informs the operator (duplicating the visual
data presentation means) about termination of another step in algorithm implementation. The next step
is initiated only when the operator gives a "go ahead" instruction.

High rate of the reactor plant self-protection under conditions of design basis accidents and
complete automation of protective actions practically eliminate operator interference in the control
process. Under such conditions the operator is automatically informed when parameters reach the
emergency setpoints, progression of protective algorithm execution by the systems. The desired
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videoframes depending on the operational situation and implemented protective algorithm are
automatically displayed to the operator .

All signal message are displayed on the large scale panel. The indicator which displays the message
is a major means of data presentation.

The ease of burden on the operator is effected as follows:

1) Only one message is displayed on the central signal panel at a time;

2) Certain messages related to the preset operating conditions of the power unit
are suppressed and not displayed on the central signal panel;

3) Display of the messages is effected in compliance with prioritization of the signals.

The voice annunciator in the emergency conditions informs the operator about the sequence of
received emergency signals helping him to identify the root cause of the accident.

In beyond design basis accidents in addition to the above functions of data presentation the operator
should be able to obtain any desired information including the diagnostic one.

To improve the operator performance efficiency the information support system resolves the tasks
associated with rendering guidance to the operator in decision making on the station control. This is
implemented:

* under normal operating conditions of the power unit owing to presentation of the desired
reference material on the reactor plant status and operating modes, guidance on the remote
control of the plant etc;

* in emergencies by way of rendering guidance on the optimal process management.

The functions of information support in this case would be as follows:

* display reference material (instructions etc) at the operator demand;

* inform of the need to implement desired operations (circuits' makeup, sampling etc.);

* display information on the diagnostic system;

* perform required calculations for preliminary evaluation of the plant operating modes'
progression;

* inform the operator of the committed errors in the undertaken control actions and their probable
consequences.

The major modes that require support to the operator in decision making evidently would be the
modes of plant management in case of beyond design basis accident.

The information support in beyond design basis accidents must be provided owing to
implementation of the algorithms of the data logic processing ensuring stepwise hierarchical analysis of
the reactor plant equipment and systems' status. The algorithms of the lower level provide the analysis
of equipment state in the specified systems.

The algorithms of the average level provide analysis of the systems operability (including the
period of protective actions accomplishment) of the power unit as a whole.

230



The algorithms of the highest level provide search for the most optimal ways of the power unit
transition into safe state and rendering of the appropriate recommendations to the operator.

Creation of the foregoing algorithms should improve the quality of information support owing to
deeper development at the earlier stage of the issues of correct decisions search, remedial actions for
consequences of the specified failure.

5. ORGANIZATION OF THE OPERATOR INTERACTION WITH DATA PRESENTATION
MEANS

Organization of the operator friendly interface with the data presentation means is a task of
particular importance for the arrangement of information support.

The operator responsibilities in the plant control encompass monitoring of its status and operation
of the reactor plant systems, including monitoring of correctness of the algorithm execution. In
compliance with the above functions the tasks of the operator on data management are outlined. They
include:

* identification of the desired videoframe through access to the "management" videoframes (of
menu type, references etc.);

* display on the appropriate data presentation device of desired "source" information;

* access to more detailed information;

* issue of command for change over of displayed data in case there is a signal that on-line
message generated automatically is available or sent from another location;

* changeover of the image on the display at the operator demand;

* confirmation of the light and sound alarm signals.

All the above tasks are characteristic of the normal operating modes of the plant except those
pertaining to issue of commands for videoframes changeover and confirmation of the alarm system
signals, which are referred to the modes with disturbance of normal operation and emergencies.

A specific feature of data presentation in emergencies is the following:

* automatic generation of relevant messages;

* automatic implementation of prioritization of displayed information.

At the same time, during management of beyond design basis accidents the operator needs extended
scope of information to evaluate the situation and take correct decision. Therefore, in such case the
operator is capable implement the entire set of tasks on data management.

The procedures of data management should enable prompt access to the desired information. The
principle according to which the procedures of access to the desired information should be simple and the
operator should not necessarily have deep knowledge of the applied hardware/software complex underlies
the basis of the algorithms of the operating staff interaction with the data presentation tools.

Normally, access to the information should be provided through the use of two operations, namely:

* selection of inform ation;
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* sending a command for execution.

Selection of the information is accomplished using a multi-level structure, where each next step
results in access to more detailed information.

The following hierarchy of actions is envisaged:

* overview display (mimic panel) of the power unit technological scheme (the mimics as a rule
is displayed on the large scale panel);

* display of a specific technological system (this picture is displayed on the screen intended for
more detailed information);

* detailed information on specific equipment of a technological system (e.x. steam generator);

* information on specific process parameters (trends etc.).

Access to the "source" videoframe on the display is to be effected through the use of menu and/or
functional keyboard. The manipulators of Mouse, Trackball Type should be used to access to the desired
level of data details.

CONCLUSION

1. The information support to the operators enables to improve efficiency and operational safety
ofNPP.

2. The information support to the operator is a comprehensive task involving the entire range of
issues related to data presentation in the control room as a whole and at each workstation
separately as well as the issues of data management.

3. The information support is provided through the use of complex hardware and software on:

* arrangement of pre-processing of displayed information;

* analysis and selection of the optimal scope, forms and ways of data presentation;

* arrangement of operator friendly interface with hardware and software;

* support to the operator in decision making for the power unit management under conditions
of beyond design basis accidents.
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Abstract

Advanced Man Machine System for Japanese PWR plants (MMS - PWR) is a prototype system
of the operator supporting system that has been developed by Mitsubishi Heavy Industries, Ltd.,
Mitsubishi Electric Co. and Mitsubishi Atomic Power Industries, Inc. for five years from 1987 to 1991,
under the financial support of MITI (the Ministry of International Trade and Industry of Japanese gov-
ernment). The aim of this system development is to further increase operation reliability and operability
of PWR plants. For this purpose the knowledge engineering and the up-to-date computer technologies
have been introduced into the design of a prototype system that can offer the information, infer and judge
according to operator's thinking process in grasping the plant status and the operations. Also the system
has been verified. A prototype system has the following supporting functions:
(1) Operator Supporting Function for Normal Operation: Flexible operator supporting function for
re-start-up and load following operation that will be needed for Japanese PWR plants in the future.
(2) Operator Supporting Function for Abnormalities and Accidents: Early detection and identification of
abnormality or accident of the plant, and guidance to appropriate countermeasures.
(3) Operator Supporting Function for Maintenance: Supporting function for evaluation of the influence
of maintenance on plant components, as well as for the isolation and restoration procedures during plant
operation.
(4) Optimum Operation Surveillance Function: Intelligent man machine interface that enables operators
to understand various plant data precisely and offers the proper answers of what they need to know.

1. INTRODUCTION

In today's nuclear power plants, many information about the plant processes and components have
been concentrated on the central control rooms.

Therefore, operators should monitor a vast amount of information and take a series of actions such as
judgement, decision making, operation and confirmation precisely and promptly not only in abnormality
or accident but in normal operation. MMS - PWR is a prototype operator supporting system that supports
operators'judgement and decision making, and reduces human error probabilities and operators' workload
in normal operation as well as in abnormality or accident conditions. This paper describes the system
configuration, system functions and verification of MMS - PWR.
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2 DESIGN CONCEPT

2.1 System Configuration

MMS - PWR consists of the following four functional subs> stems The conceptual configuration
is shown in Fig 1

(1) Operator Supporting System for Normal Operation Offers necessary information to operators
in re-start-up and load following operations that require complicated procedures such as
prediction of the plant status, and in surveillance test and rotation management that are
performed periodically

(2) Operator Supporting System for Abnormalities and Accidents Early detects abnormality,
identifies the possible cause and suggests appropriate countermeasures, when abnormality occurs
in the plant due to component failure, malfunction or erroneous operation

(3) Operator Supporting System for Maintenance Evaluates the influence of maintenance work
and offers the guidance to the system isolation procedures, thereby supporting operators to
restore component failure discovered in plant operation

(4) Optimum Operation Surveillance System Estimates Operator's thinking from his reaction and
the plant status, and provides appropriate information, based on the operator's recognition model
(the functional image of the plant operation) and experienced knowledge To offer the user
friendly information, high resolution CRTs, large-sized screens and voice announcement have
been introduced to edit the plant status information easily accessible to operators

MMS-PWR
Plant (S imula tor )

J_
Operator Suppor t -
i n g S y s t e m f o r
Normal Operation

L

O p e r a t o r S u p p o r t i n g
System for A b n o r m a l i -
ties and Accidents

_L '"I
Opera to r S u p p o r t -
i n g S y s t e m f o
Maintenance

O p t i m u m Opéra t ion S u r v e i l l a n c e
System

_J

Fig. 1 Conceptua l c o n f i g u r a t i o n of MMS

2.2. System Functions

2.2 7 Operator Supporting System for Normal Operation

This system functions to offer necessary information to operators before, during and after (1)
re-start-up operation, (2) load following operation, (3) surveillance test, and (4) rotation management
Fig 2 shows an example of the CRT display output of this system

(1) Re-start-up Operation Supporting Function

In re-start-up, operators should perform complicated works such as prediction, and management
works other than routine works This system reduces the operator's workload by offering the information
on the plant status, progress of operation tasks and prediction as described below
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Example of evaluation of feasibi l i ty of load fol lowing operation

The system rejected the fo l lowing load fo l lowing pattern from the standpoint
of max imum letdown f low, and s imultaneously displayed the al ternat ive feasible
pattern.
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Fig. 2 Example of display ou tpu t of operator support ing system
for normal operation

{1} Before Operation

Decision of the re-starting method
Evaluation of re-start-up possibility from arbitrary re-starting time and rising patterns
Display of the prediction parameters for re-start-up
Checking if the chemical and volume control systems are ready for start
Prediction of the time required for turbine starting, lineup and reaching to the target load
Confirmation and estimation for securing the secondary water quality
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{2} During Operation

Offering the information on boron density adjustment operation
Offering the information on AI (the axial offset) and location of control rods
Offering the information on the secondary water quality

(2) Load Follow operation Supporting Function

Because of continual changing in the plant parameters, operators should keep checking if the
plant is normal or abnormal. The following appropriate functions are thus provided to reduce the
operator's workload, avoid to be thought the automatic system is the black box, and prevent erroneous
operation.

{1} Before Operation

Evaluation of feasibility of the required load following output changing patterns
Offering the alternative pattern if the above pattern is rejected
Display of the prediction parameter for load follow operation
Checking if the chemical and volume control systems are ready for start
Estimation of immediate restoration capability

{2} During Operation

Offering the information on boron density adjustment operation
Offering the information on AI (the axial offset) and location of control rods
Management of the number of operations of main components
Indication for restoring operation to turbine-related standard parameter

(3) Surveillance Test Supporting Function

The surveillance test itself is not so complicated and the testing time is relatively short, so main
functions are evaluation of the influence on plant operation and judgement of test results.

{1} Before Operation

Management of test items and testing frequency
Offering the schedule and previous test results
Evaluation of testing feasibility, and display of related parameters

{2} During Operation

Display of the testing procedures, previous operation results, precautions for preventing
erroneous operation, line-up status, etc.

{3} After Operation

Comparison of the test results with the past data

(4) Rotation Management Supporting Function

Rotation operations are routine switching, starting and stopping of the plant systems and
components. So the operation itself is not so complicated, and main supporting functions are data
management and plant status surveillance.
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{1} Before Operation

Management of the systems and components to be switched, and switching frequency
Display of the schedule
Evaluation of feasibility of switching

{2} During Operation

Display of the switching procedures, previous operation results, precautions for
preventing erroneous operation, related parameters during switching, line-up status, etc.

{3} After Operation

Comparison of the parameters of the switched systems and components

2.2.2. Operator Supporting System for Abnormalities and Accidents

This system functions to detect abnormality promptly, locate the possible cause and offer
appropriate countermeasures, through component level diagnosis and system level diagnosis as described
below. Fig. 3 shows an example of the CRT display output.

(1) Component Level Diagnosis

Component level failure such as in valves and pumps is identified by comparison with the output
of the physical component models installed on the computer. In this diagnosis the plant data required
for diagnosis is fed every two seconds to check for deviation from the normal status, and if abnormality
is detected in the parameter, the possible cause is identified. Detected diagnosis results are sent to the
subsequent system level diagnosis where the guidance are generated comprehensively.

(2) System Level Diagnosis

In system level diagnosis the cause of abnormality is identified by extracting the hypothesis and
verifying the cause, using the hierarchically structured knowledge database. With this hierarchical
representation, effective measures can be suggested with the countermeasure of the upper node of the
structure even if the cause is uncertain.

2.2.3 Operator Supporting System for Maintenance

Main function of this system is to support plant operation work of operators in the control room
when maintenance is required. The functions are as described below:

{1} Before Operation

Evaluation of the influence of maintenance work on the plant
Extraction of the items required to change in the plant status
Offering the system isolation procedure for restoring the failed components (I)During
Operation
Evaluation of the influence on plant operation (3)After Operation

- Confirmation of the restored plant status

2.2.4. Optimum Operation Surveillance System

This system functions to estimate the information that is considered optimum from the plant
condition. It also has the input / output function of the information of MMS - PWR as a whole.
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This system has PCF (Plant Critical Function) model corresponding to the plant image assumed
to be held by operators PCF model, which is hierarchically structured, describes the plant constituting
functions and functional relations of ties and components, PCF nodes corresponding to the respective
functions, ties and components are combined based on the functional relations

Fig 3 shows an example of PCF model Each PCF node corresponds abnormal symptoms and
if the conditions are satisfied, the window of CRT corresponding to the node is displayed Displayed on
the windows are the data corresponding to the function (PCF node) to which operators are thought to
pay attention, thereby reducing the operator's workload

The operator suppor t ing system for abnormali t ies and acc idents offers the f o l l o w -
ing suppor t ing in format ion in the case of:

• Failure in A-loop feedwater valve (I/P converter drif t 3%/min)
• Leakage in B-loop steam generator tube (100t/hr)

Diagnosis func t ion
Massages

Voice announcement

Guidance func t ion
Messages

"Probably SGTR occurs"
"Probably B - SGTR occurs"
"Probably SG tube leakage occurs"
"Probably B - SG tube leakage occurs"

"Down load to hot shu tdown status"
"Instruct to prevent contamination of secondary system'

Fig. 3 Example of display ou tpu t of operator suppor t ing system
for abnormal i t ies and accicents
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3. VERIFICATION

3.1. Verification by Operators

(1) Method

The above-mentioned prototype system was incorporated into the newest PWR plant simulator,
and operated by ten crews of actual plant operators, who filled out questionnaires on applicability and
efficiency of the individual specifications. Fig. 5 shows the outline of the verification facilities.

(2) Results

Fig. 6 shows the total evaluation results. As a whole, MMS - PWR has been rated high.
Functionally, the systemshave been ranked higher in the following order: the supporting
system for abnormalities and accidents, the supporting system for normal operation, the
supporting system for maintenance, and the optimum operation surveillance system.

The individual supporting functions were rated high in the system for normal operation,
while the shortened time to detection of abnormality and identification of the cause was
rated high in the system for abnormalities and accidents.

Core heat-T—Coolant vol-
removal ume control

•Charging,
control

' — L e t d o w n
control

Security of coolant volume

Heat sink control

-Charging control valve
-Charg ing p u m p

- P r e s s u r i z e r w a t e r l e v e l
cont ro l c i r c u i t

— V a l v e
-RCS boundary (Liquid
phase)

— Oute r CV b o u n d a r y
-Inlet flow volume of charg-
ing pump

-Le tdown va lve (3 u n i t s )
— L e t d o w n i s o l a t i o n con t ro l

v a l v e

— V a l v e
— RCS boundary (Liquid

phase)
—— Ou te r CV bounda ry

R C P

L RCP boundary

The window is assigned cen t ra l i z ing on the i tem in i tal ic letters. The infor-
mat ion described at the upper and lower parts of the center are d i sp layed on one
window. If the item in i t a l l i c le t ters is i n c l u d e d , a n o t h e r w i n d o w is p rov ided so
that the most inpor t an t i n f o r m a t i o n a lone i s d i s p l a y e d .

Fig. 4 Example of PCF mode l
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As for the optimum operation support s>stem. part of the display, which switches
automatically with the progress of events, needed to be improved in terms of the amount
of information and the information offering method

[Photo of v e r i f i c a t i o n ]

[ A larm Log ]

Large- Sized Display

Operator Conso le

C R T , Panel Display of Pro tec t ion
Sys tem, Opera t ion Log

û Û

Operator
Hat

Supervisor
Console

Operator
Surve i l lance
C R T

Data
Logger

Supervisor A

[Plant
Status]

Simu la to r
for
Ver i f i ca t ion

Video Camera

Fig. 5 Layout of v e r i f i c a t i o n f a c i l i t i e s
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Fig. 6 Total e v a l u a t i o n r e su l t s (Ques t ionna i r e )

3.2. Theoretical Evaluation

(1) Workload Evaluation

Using the method of calculating the information processing time based on the model representing
the operator's information collection, recognition, judgement and action [1], the reduction rates of
workload were calculated about 'the steam generator tube rapture accident' with and without MMS -
PWR support. As a result, MMS - PWR support has turned out to reduce about 30 % of workload.

(2) Evaluation of Human Error Probability

Evaluation by THERP method 21 was conducted, in which the operator's surveillance actions
were classified into detailed tasks, the error rates were applied to the respective tasks, and human error
probability was calculated for all tasks. As a result, MMR - PWR was found to reduce 61 % of human
errors for the diagnosis of the cause when the emergency core coolant system is actuated.

4. CONCLUSION

MMS - PWR has been developed as a prototype system of the operator support system for
Japanese PWR plants, which has incorporated the operator supporting function for normal operation, the
operator supporting function for abnormalities and accidents, the operator supporting function for
maintenance, and the optimum operation supporting function. As for system verification, efficiency was
evaluated by 10 crews totalling to 30 operators, whereas reductions in workload and human error
probability were evaluated theoretically. The results are: (1) as a whole, the system functions have been
rated high, (2) the operator supporting system for abnormalities and accidents has contributed to
shortening the time to detection of abnormality and to identification of the cause, (3) the specifications
for the optimum operation surveillance system needed to be improved, and (4) workload reduction rate
has turned out to be 30 % and human error reduction rate to be 61 %. Application for the full-sized
system is currently under investigation.
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Abstract

Major part of design activities for upgrade of NPP control rooms is using NPP personnel operating
experience and participation of NPP personnel in detecting and solving the human factor problems. The
ways of such participation include application of various human factors engineering and psychological
techniques, for example interviews, inquiries (filling in questionnaires), operator activity observations.
The present paper deals with activation of NPP personnel role in the design of control room upgrade, in
particular, in creation of operator support systems. NPP personnel selection for incorporation in NPP
upgrade group and initial training design skills are considered. NPP personnel responsibilities during
particular stages of control room designing are specified.

1. INTRODUCTION

At present the program is underway in Russia to upgrade NPP's units, including upgrade of control
rooms. One of the ways to increase NPP safety and operation efficiency is detection and elimination of
Human Engineering Discrepancy in control room equipment and operation staff activity design.

The ever-increasing application of Visual Display Units (VDU) as man-machine interfaces, and
computers as Operator Support Systems (OSS) affords one to distinguish the following main aspects of
human factor problems:

Man-machine interface is designing within the framework of the integrated approach to
upgrade of control rooms;

It is necessary to reduce operator's workload in accident, abnormal and transient conditions;

Cognitive factor consideration;

Display of procedures for normal, abnormal and accident conditions;

Personnel selection, initial training and periodic retraining of operating skills to acquire the
correct understanding of the new man-machine interface.

The proposed control room system integration shall incorporate [1] control room staff, man-
machine interface, operating procedures, training programme. It should also be noted it is necessary to
integrate operator support system as a component of the control room system. Therefore, the OSS design
demands comprehensive approach taking account of the whole spectrum of ergonomie factors.

All this calls for active participation of NPP staff in design activities to upgrade control rooms and
create computer operator support systems.

Among the active forms of NPP personnel design activities are:

Group (team) discussions of control room concepts and basic design solutions;

Informal interviews, for example inquiries in a form of assignment;
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Statement of proposals on upgrading control room as a whole and its systems,

Comments for real operator task performing,

Verbal protocols,

Correction and control of quality of information collected in control room review process

These techniques were incorporated m control room upgrade design process, along with
conventional inquiries, observation of staff activity during operation of NPP unit, and interviews

2 KINDS OF NPP PERSONNEL DESIGN ACTIVITIES

To determine forms of NPP personnel participation for control room upgrade, the advantages and
disadvantages of NPP personnel in terms of potential participation in design activities have been analysed

NPP staff have intimate knowledge of NPP equipment They have operation experience obtained
during long-duration operation existing control room systems and can take part in the review process for
existed and upgraded control room

NPP personnel shortcomings are followed

Lack of design activity experience and insufficient spectrum of knowledge in modern control
room systems (including advanced systems) It is a major barner for design activities within
system approach framework and for the suggestion of new design solutions

Conservatism in thinking and inadequate level of motivation

Different grades of qualification and creative ability of individuals

The choice of design activity areas and project management for including NPP personnel in control
room upgrade are implementing taking account of grade of qualification and operating experience

The following groups of NPP personnel took part m upgrading control rooms

NPP technical and operation managers,

- NPP upgrading group and operation staff taking part m active forms of works,

Staff participating m traditional inquiries and questionnaires, as required

The first two NPP personnel groups take part m active forms of works The tasks of the NPP
technical and operation managers include support of control room design review process and integration
of its results with the data of other design jobs In accordance with designers recommendations NPP
managers appointed members of NPP upgrading group, appointed a group manager and also approved
the procedures of design activities and final report forms, made decisions on incentives of personnel

Generally, a 7-member group was formed out of NPP high qualification staff, capable of
participating m active forms of works, including

group manager - expert having experience m NPP operation management (unit shift supervisor
m the past),
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deputy shift supervisor;

two control room operators;

I&C expert;

two experts from nuclear safety division having experience in nuclear power unit operation.

The group participated in design process on a full-time basis. The upgrading team was formed by
means of staff biographical forms analysis, administration recommendations and conversations with
potential candidates. The basic selection criteria were significant operating experience, deep knowledge
in operation process, general level of education, perception of new knowledge, desire to participate in the
work of the upgrading team, and other psychological aspects.

The group of traditional inquiry consisted of experts required to solve particular design problems.
The number of experts was selected to meet statistical validity of data processing.

Incentives (work promotion, awareness of the importance of the problems to be solved, interesting
work, higher salary) play a very important role in drawing NPP staff to upgrading jobs.

Prior to jobs, the upgrading team was specially trained to establish interaction with designers and
gain necessary knowledge in design area. The training program included:

familiarisation with normative documents, including IEC Standards and IAEA
recommendations presenting control room as integrated system and principles of its design;

discussion of control room drawbacks and ways of their elimination using the world's practice.
Of great assistance were specially prepared examples of the advanced MCR layout schemes
and prototypes of advanced developments of computer based operator support system;

brief explanation of design work procedures.

Further training of the upgrading team was accomplished in the process of work.

3. TASK TO BE SOLVED BY UPGRADING TEAM

During control room review process, main control room ergonomie research was made, upgrading
proposals were selected, and analysis was made of operating procedures, including emergency procedures.

At this stage persons with long-term operating experience, capable of participating in informal
discussions and interviews are required to put forward upgrading proposals and to take part in inquiries
in a form of assignment. The efficiency of operator activity observation was increased significantly due
to competent comments on the staff actions.

Human engineering discrepancies revealed in the review process are followed:

inconsistency in equipment layout and requirement of operator tasks;

lack of systems approach, especially with reference to positioning and grouping of alarm and
warning enunciator;

low reliability of control room equipment;
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inadequate coding (colour et al),

insufficient taking account of cognitive factors, for example a display of general process
information and surplus details on the mimic panels

The detected human engmeenng discrepancies were eliminated from the control room upgrading
concept formulated with active participation of NPP qualified staff

The control room system concept included

allocation of man-machine system functions,

orkmg areas and functional zones layout in accordance with the results of the design review.

operator interface requirements,

basic functions of computer based support systems,

information display concept considering hierarchy of safety and availability goals

Description of the integrated control room system concept is beyond the bounds of the present
paper

The tasks of the NPP upgrading team at the given phase were to verify and validate the concepts
and design philosophy, which was made in the up-down hierarchy In so doing, each next step ensured
the ever-increasing detailed consideration of the consistency of display means characteristics, controls
and other control room equipment to the operator task requirements and adequacy of integral
characteristics of the man-machine system The list of mandatory functional zone parameters was checked
against operator's information demands

Thanks to participation of upgrading team m the analysis of the collected data, the efficiency of the
methods given below was increased significantly

- target methods to explain separate operation phenomena,

heuristic methods permitting detection of phenomena or information on estimated values of
process parameters,

recording, sorting and display of the data important for verification,

consideration of operator stereotypes

At the detail design stage the specification analysis and simulation of control process for most
complex operator's tasks were performed The control process was simulated on the basis of scenarios
using simple methods of prototyping The experts executed the tasks making comments on operator's
actions, and causes of their execution (verbal protocol) The time analysis was made of operator's actions
and errors, the results of which were used to correct design of upgraded control room Participation of the
upgrading team staffprepared for model testing enabled the results to be obtained sufficient for estimation
of design philosophy on simple mock-up equipment As a result, the displays and controls layout were
determined

Great attention is being paid now to computer-based OSSs which are an major part of the integrated
control room system Functions, requirements to their implementation, format specifications (scope and
structure of display formats) were formulated for the OS S
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4. CONCLUSIONS

It has been shown reasonable to draw NPP experts ready for participation in active forms at early
stages of upgraded control room design when analysis of specifications and prototypes is performed. The
experts are most useful at early stages of control room prototype development and verification of
specifications to estimate feasibility of operator's tasks. On the other hand, since the moment where the
test object approaches an actual system (prototype), participation of power unit operator becomes
indispensable.

It should be pointed out that participation of operators involved previously in the work with mock-
ups to estimate prototype of the system shall be prohibited to prevent possible preconceived system
estimation.

The obtained design experience demonstrated the following:

-better mutual understanding and interaction between NPP staff and designers;

-increased design process efficiency due to reduced number of design errors.

Thus, due to various forms of NPP staff participation in upgraded control room design process:
-design quality was improved and design philosophy and engineering psychology principles were met;

-NPP staff preparedness to perception of new design solutions was increased.
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A SEVERE ACCIDENT SIMULATOR FOR
THE PAKS NUCLEAR POWER PLANT
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Abstract

This paper describes a Severe Accident Simulator under development for the Paks Nuclear Power
Plant (VVER-440/mod.213). This simulator will be used to study the core melting process and its
radiological consequences. The paper presents the hardware/software structure of the simulator and the
main characteristics of the modelling are also provided. At the end some preliminary results are also
presented.

1. INTRODUCTION

In 1991 three independent Hungarian research and development projects started to investigate the
behavior of the Paks Nuclear Power Plant during severe accidental situations, and to train the operators
how to face these types of emergency problems. These three projects are as follows:

1. AGNES Project - it is a large national project to analyze both Design Basis Accidents and Beyond
Design Basis Accidents of the Paks VVER-440/213 NPP.

2. Extension of the Paks Full-Scale Simulator. This project extends the simulation scope of the
existing full-scale trainer up to the beginning of core melting [1], [2].

3. Severe Accident Simulator Project. This project developes a simulator by which core melting can
be studied and accident management procedures can be validated.

This paper deals with the third project which is sponsored by the Hungarian National Committee
for Technological Development. At present this project is in progress and it is due to be finished by the
end of this year.

2. SCIENTIFIC BACKGROUND

The calculations of the in-vessel core melting, the vessel-corium interaction, the concrete-corium
interaction are based on the MELCOR code provided by the US NRC. This code was developed in the
SANDIA National Laboratories [3], and the same code is used in the MELSIM Severe Accident Trainer
developed under the auspices of the International Atomic Energy Agency [4].

The calculation of the radioactivity release is based on the TRAP-MELT2 code [5] which is also
apart of MELCOR code. The initial isotope inventory of the core was determined by the ORIGEN-2 code
[6]. The calculation of time evolution of activity during the accident in the reactor system is based on the
TIBSO code [7]. The environmental impact is calculated by the Gaussian dispersion model [8, 11].

The whole simulator operates under the control of the ELVIS Simulator Executive System [9].

251



3. HARDWARE SYSTEM

The simulator runs in a high-capacity IBM-PC/AT enhanced by an i860 RISC processor The
required hardware environment is as
follows

80486 CPU operating with 50 MHz, with 8 Mbyte RAM and 256 Kbyte CASH memories,

SVGA graphics card and monitor.

ALACRON-AL86OXP transputer card with i860 RISC processor and 16 Mbyte RAM memory,

500 Mbyte Winchester disc,

ROLAND-DXY1500 colour plotter,

floppy drive, mouse, standard I/O cards.

Ethernet coupler card

The MELCORcode is executed in the RISC processor, while all the other software components
are executed in the 486 CPU The used RISC processor provides about 10-11 Mflops, which is enough
for the real-time execution of the MELCORcode

4 SOFTWARE SYSTEM

4.1. Executive system

The used ELVIS system contains

a Scheduler program, which controls the execution of the different models, loads/saves
Initial Conditions and Snapshots, initiates malfunctions and executes data base
manipulations,

an Instructor System, which governs the whole simulator system and provides a
user-friendly interface to the user,

a Monitor System, which collects data every simulation cycle and generates plots both
on display screen and on plotter,

a Display System, which displays different pictures and mimic diagrams and updates
the selected information every simulation cycle

The main simulation cycle time is 1 second, but some processes of the core melting are
calculated more frequently, however the environmental model is calculated only once in a minute

The system contains up to 32 Initial Conditions (1C) Every 1C file defines not only the initial
state of the simulated plant, but the malfunction scenario and the monitored variables, as well. Moreover,
the system generates automatically a Snapshot file every 5 minutes The structure of a Snapshot file is
the same as an 1C file and using these snapshots the simulator can be controlled back in time
(backtracking) The executive collects up to 32 different variables and any 6 of them can be plotted at
different time intervals
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4.2. The MELCOR plant model

The simulated technology of the plant can be seen in Fig. 1. and the nodalization of the reactor
is in Fig. 2. The most important simulated systems are as follows:

reactor core,
reactor vessel,
primary cooling system with pumps and steam generators,
containment,
active and passive emergency core cooling systems.

The reactor core is divided into two radial parts. The first part represents 199 normal fuel
assemblies. The second part simulates the 37 control rods and their surrounding cassettes, 6 half-
assemblies for each rod. In axial direction the core is calculated in 7 layers.

The simulation starts from a normal operating state then a severe accident (e.g. large break
LOCA) occurs with inoperable safety system, which results core melting. During the calculation of the
core melting, elements with similar chemical behavior are calculated in groups as follows:

noble gases (e.g. Xe),
alkali metals (e.g. Cs),
alkaline earths (e.g. Ba),
halogens (e.g. I),
chalcogens (e.g. Te),
platinoids (e.g. Rn),
transition metals (e.g. Mo),
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Fig. 1.
Modelled technology in the simulator
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tetravalent (e g Ce),
trivalents (e g La),
more volatile main group metals (e g Cd),
less volatile mam group metals (e g Sn),
uranium

Most of the released materials form debris, dust and aerosols The transportation of these
materials is calculated in 19 groups according to the particle size (in the range of 0 005-200 micrometer)
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Reactor nodalization

4.3. Radioactivity model

It is assumed that the core has the worst-case isotope composition, i e the core melting occurs
at the end of the third cycle, when the bumup reaches its maximum value The initial isotope
composition has been determined by the AGNES project [10 ] With this simulator only the short-term
effects (not longer than one week) are studied, for this reason the dangerous but low-activity isotopes
(eg Sr) are not taken into account The radioactivity model calculates the following 20 isotopes Kr85m,
Kr87, Kr88, Rb88, Mo99, Tc99m, RnlO3, Tel31m, Tel32,1131, 1132, 1133, 1134, 1135, Xel33, Xel35,
Csl34, Csl37, Bal4O, Lal4O

254



Evidently, all isotope chains, in which any one of the above 20 isotopes appears, are calculated.
The model determines the activity (in Beq/m3) of these isotopes in every node of the simulated
technology.

The propagation of the isotopes is calculated with the relevant chemical groups, to which the
given elements belong. There is only one exception: iodine. Its transportation is calculated differently
for the elementary and for the aerosol forms.

At present chemical reactions among the different elements are not taken into account.

4.4. Model for the simulation of radiological consequences

The model provides an estimation on the short-term environmental impact of a severe accident.
It has to be underlined that the goal is not a long-term analysis, but a short one, i.e. not longer than a
one-week long period. It is assumed that radioactivity is released from the containment at two places,
namely at the top of the ventillation chimney (120 m above the ground) and from a hole of the
containment at 20 m above the ground. The amount of the released activity (e.g. the size of the hole)
is determined by the given malfunction list.

The model determines the worst-case value of the dose intensity (in nGy/h unit) at a distance
of 3 kms from the plant. Around the plant, there are dosimetrical observation points forming a circle of
3-km radius (see Fig. 3), for this reason if the maximum value is known, the other values can be
estimated. The dosimetry model contains an atmosphere model describing the transportation of the
different isotopes with different atmospheric conditions. The strength of the wind, the stability of the
atmosphere, the moisture and the air temperature can be programmed.

The model provides the dose intensity at the observation point for each investigated isotopes and
the total value of the dose intensity, moreover, the surface contamination at the given point.

5. PRELIMINARY RESULTS

At present the development is not yet finished, but some preliminary results can be provided.
The investigated event is an unseparable 200 % cold leg break with inoperable emergency cooling
system. About 1000 seconds after the accident the core temperature reaches the 900 'C value and the
fuel elements begin to fail. About 2000 seconds after the accident the core temperature passes the 1600
'C value and melting starts. At about 17400 seconds the bottom of the vessel was melted and the
simulation was terminated.

Fig. 4 presents the amount of the total released mass from the melted core as a function of time.

Fig. 5 shows the noble gas activity in a cubic meter air of the containment. It can be seen that
during fuel elements rupture the released activity is relatively low, because only the gap activity is
released immediately. The activity begins to rise when the core temperature exceeds 1600 'C, above this
level the diffusion of the gases from the fuel pellet is very fast. The radioactive iodine concentrations
in the containment air can be seen in Fig. 6. Its behaviour is very similar to that of the noble gases.

Different radioactive alkali metal concentrations are presented in Fig. 7. It can be seen that
the,activity of the short decay constant Rb88 begins to decrease in the investigated period. It is an
unexpected result that a relatively large amount of inactive uranium dust appears in the containment in
a short time (see Fig. 8).
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6. CONCLUSION

At present (May 1993) the model for the simulation of radiological consequences and the data
presentation parts (display system, data monitoring) of the Severe Accident Simulator are not ready. The
simulator is due to be completed by the end of this year. We hope that this simulator will be used as a
training device to teach severe accidental situation of the Paks NPP, moreover, Emergency Operation
Procedures can be validated with this device.
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MAN-MACHINE SYSTEMS IN THE
NUCLEAR POWER INDUSTRY

V.I. SMUTNEV
Novovoronezh Nuclear Power Plant,
Novovoronezh, Russian Federation

Abstract

The model is discussed of a Nuclear Power Unit management by the"managing community",
where any operator is on the one hand a subject of management in relation to the machine as an object
of management, and on the other hand - an object of management by the hierarchic structure of the
managing community. Contradictions are analyzed arising on thebasis of the ambivalent operator position
as well as possible ways to resolve them. Attempts are made of mathematical formalization of conditions
for non-contradictory "managing community-machine" interaction. Theorems of Plant operations safety
culture are proposed, based on the results obtained.

It became traditional to say that the Three Mile Island accident caused development of the
"man-machine" concept. The purpose of this presentation is the discussion of a more general
concept"managing community-machine", where the "man-machine" concept constitutes only one part.
The reason for such a discussion is the Chernobyl disaster.

The model-diagram (see Figure 1) of interaction between the subject and object of management
within the "managing community-machine" context was proposed by the author in his article [1]. Some
explanations should be given for the above diagram. Firstly, although the published diagram is set up in
terms of Nuclear Power Unit management, it is easy to understand that in essence, this diagram is
exclusively a generalizing model of interaction between the subject and object of management, if the
object of management represents a sufficiently complex means of production of any product. Secondly,
like any model of a real process, this model-diagram is, to some extent, schematical and approximate. In
particular, the operator in this diagram is represented not by one person, but by a rather large group of
operating shift staff, i.e. in this case, it would be correct to say the "collective operator". Certainly, this
"collective operator" is an integral part of the "managing community'^interacting with a Nuclear Power
Unit (means of production). This is the reason why the Shift Supervisor is separated from the"collective
operator" in the proposed diagram : being by his functions an integral part of the "collective operator", the
Shift Supervisor links the "collective operator" to the hierarchic structure of the "managing community".
This distinction was also made to emphasize the unnatural state that the communication channel from the
hierarchic structure of the production management to the "collective operator" can be shunted via
Managers of Departments. Of course, the terms "Director", "Chief Engineer","Head of Ministry
Department", etc., used in this diagram, mean the entire structures connected to the above mentioned job
positions and related to managing signals generation and transmission to the "collective operator".

The lower part of this model-diagram shown in a dotted line block,presents the interaction between
the "collective operator" and a Nuclear Power Unit within the "man-machine" context. The detailed
model-diagram of this interaction (in information terms) (see Figure 2) was proposed by the author in his
article [2]. Of course, this sequence of actions is not always completely carried out in the "collective
operator's" practical activities but the operator's actions are always a part of this diagram. However, the
topic of this presentation is the comprehensive review of the"managing community" as a subject of
management with a Nuclear Power Unit as an object of management.
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The author claims that the interaction of "managing community" as a subject of management
with the sufficiently complex process means of production (for example, with a Nuclear Power Unit)
as an object of management, is defined by six axiomatic statements

1 The machine interacts not only (and not as much) with an operator but with a certain
"managing community"

2 The machine "does not know" and can not know the laws of the human society

3 The machine always represents an absolutely rigid deterministic(cause-consequence) system

4 The hierarchic structure of the "managing community "interacting with the machine is an
objectively non-deterministic system

5 The operating procedures and rules as "the language of operator-machine communication" are
always relative (to the degree of relativity of knowledge of laws of the machine performance, at a given
moment)

6 The operator is an individual with all the physiological,psychic and social features of a human
being in general

The machine operator - either an individual or the "collective operator" - ensures the direct
connection of the "managing community" to the machine, using his knowledge of the mechanisms of
the machine performance, procedures and rules for its operation that serve as "a language of
operator-machine communication" By virtue of the axiom 3, the absolutely rigid feedback acts from the
machine as an object of management to the operator as a subject of management the result of the
machine performance will be negative(in relation to the calculated and expected result) to the extent of
non-conformance of the operator actions to physical mechanisms of the machine performance By virtue
of the axiom 2, the extent of negativity of the machine response depends on no account on the cause of
the machine performance mechanisms violation by the operator but only on absolute value of deviation
Therefore, the author considered it possible to introduce in his article [ 1 ] the mathematical formula for
evaluation of the quality of culture of nuclear operations in one or another managing community

K^o = In, COR-/Zni;

where CNO - culture of nuclear operations,

n, - a single operator action in relation to the machine,

n,cor - a single correct operator action, i e the action that resulted in the expected positive
machine response

In an ideal case, when all operator actions in relation to the machine during a rather long
time-period are positive, KCNO= 1 The closer is K^o to 0, the lower is the culture of nuclear operations
in the given "managing community"

We are interested in this formula to find out for what reasons exists and on what depends the
value Sn, - Zn, cor, i e the sum of operator actions not conforming completely or partially to the
mechanisms of the machine performance and resulting in negative machine responses The answer to
this question is rather simple, and the reasons are as follows

insufficient or inadequate reflection of all physical mechanisms of the machine
performance in the procedures and rules for its operation,
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insufficient operator knowledge of the procedures and rules for operation due to the
subjective and objective causes;

non-optimum physical and psychological operator state at the moment of performance
of a given action affecting both the appropriateness of this action and especially its
timeliness;

signal (order, directive) availability from the hierarchic structure of the "managing
community", contradicting totally or partially the physical mechanisms of the machine
performance(according to the axiom 4).

We have to recognize that in all the above mentioned reasons the part of contradictions is rather
ponderable between the requirements imposed on the operator by the machine for adherence to the
physical mechanisms of its operation and the requirements of the hierarchic structures of production
management established in our country, which consider, consciously or unconsciously, the already
established in them rules as absolute and try to ignore the really absolute physical mechanisms of the
machine performance as well as the physiological and psychological rules followed by the operator in
his activities.

One of the first objective contradictions should be considered to be in the qualitative discrepancy
between the management time constant (a notion introduced by the author in 1975 in an unpublished
article titled "A course of operator skills") of the hierarchic production management structure and the
management time constant for the operator (individual or collective), which is rather rigidly specified
via the management time constant for the object of management (in particular, of a Nuclear Power Plant
Unit). The management time constant for the object is determined by the rate of the major technological
processes in the machine-object. For example, the management time constant for a Nuclear Power Plant
Unit is determined first of all by the average lifetime of delayed neutrons (about 12 seconds). The
management time constant for the subject of management is connected to the management time constant
for the object of management by a relationship, determining the condition for their interconnection:

managm. managm.
t - l/m * t > 0,
of obj . of subj .

managm.
where: t - management time constant for the object,

of obj.
managm.

t - the maximum management time constant for the
of subj. subject,

m - value, reflecting reliability of the management
system elements (equal to 1 for absolutely
reliable and equal to 0 for absolutely
unreliable elements of the management system).

In addition, the management time constant for the subject should be understood as some
averaged value for all the elements of the management system. It's quite clear that the higher is the value
of the difference

managm. managm.
t - l/m * t
of obj. of subj.

the more reliable is the management of object. However, taking into account, that one of the elements
of the NPP Unit management system is the operator, whose management time constant is rather high,
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it is very difficult in reality to achieve the mentioned relationship between the management time
constants for the subject and the object, and it requires conscious and very big efforts of the whole
"managing community" for achievement of this goal At the same time, the management time constant
for the hierarchic production management structures is incommensurably higher than the management
time constant for the operator (hours or even dozens of hours compared to dozens of seconds for the
operator) Consciously or unconsciously, at different levels of the hierarchic management structure, the
operator activities (especially his actions in emergency situations) are tried to be considered,ignoring this
incomparability of management time constants and basing on it, taking no measures for actual reduction
of the value

managm.
1/m * t

of subj.

But if ignorance of the exceptionally low management time constant for the operator takes negative
effect first of all after the operator takes some actions (during the subsequent analysis of these actions),
the attempts to ignore the physical mechanisms of a machine performance in issuing managing signals
(orders and instructions) to the operator directly affect the operator actions Since such signals put the
operator in a situation of an insoluble contradiction on the one hand, knowing sufficiently well and
adequately the mechanisms of the machine performance, the operator can easily imagine the extent of
negativeness of themachine response to his execution of an order or instruct!on,which are contradictory
to the mechanisms of its performance, on the other hand, knowing perfectly well the written and
-especially' unwritten laws of the hierarchic production management structure, he realizes very well the
negative consequences of a failure to carry out the instruction or order for him personally Even if the
operator evaluates the extent of negativeness of themachine response as very high and refuses to execute
the order or instruction, contradictory to the mechanisms of the machine performance, his hesitation and
doubts considerably increase the management time constant for the operator, and his actions due to
disruption of the relationship

managm. managm.
t - l/m * t >0
of obj. of subj.

can turn out to be not effective enough, or even ill-timed Thus,the condition is developed for the
non-contradictory interrelation between the operator, the machine (e g NPP Unit) and the hierarchic
production management structure

rigidity of feedback to operator as subject of management =
rigidity of feedback from operator as object of management [3]

In specific terms of the NPP Unit operating management system this formula is included in the
job description for the Plant Shift Supervisor "If the Plant Shift Supervisor considers the order of a
superior technical supervisory person, which does not threaten safety of people or equipment, as
erroneous, he is obliged to inform the superior person about it In case the order is confirmed, the Plant
Shift Supervisor is obliged to execute it

If the orders of the superior technical supervisory person threaten lives or health oj people and
equipment safety, the Shift Supervisor should not execute them under any circumstances"

However, in actual NPP operating practice the execution of this formula by the operating
personnel comes in contradiction to the main (though unwritten) concept of all created in our country
hierarchic management structures (and not only production management), which is most clearly
formulated in the narrow-minded terms "The boss has ordered - the subordinate should stand at attention
and execute the order without further consideration^" Since the formula is still not legally and
legislatively protected, and the hierarchic production management structure concentrates all functions
of finance and power and is directly connected to the hierarchic government structures, this formula still
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remains declarative. This very fact was one of the causes of the Chernobyl disaster, which is thoroughly
concealed from the public and which has still not been formally analyzed (this allows the thoughtless
advocates of the command and administrative system after four years since the Chemobyl disaster to
raise the issue of a need for introduction of a "military discipline" at Nuclear Power Plants. They neither
have understood anything, nor have they learned anything).

A more detailed consideration of the above mentioned axioms performance inNPP operational
practices [1] allowed to formulate the following theorems of nuclear operations culture:

1. Decisions taken at any level of the hierarchic structure of the"managing community", and
serving as signals for operator actions,should take account of the mechanisms of the machine
performance to a necessary degree.

2. Feedback from each level of the hierarchic structure of the"managing community" to the next
higher level should be sufficiently rigid to provide a possibility to correct the management signal passing
through the level.

3. A management signal coming to an operator should be perfectly corrected and not
contradicting the mechanisms of the machine performance, it should not make the operator seek a
compromise and act in the relativity area of operating rules and procedures,which would mean their
violation to some degree.

4. An above-structural controlling and correcting unit should exist, which would rigidly prevent
any non-corrected signals from coming to an operator.

5. Access to an operator of signals from the "managing community",contradicting to any degree
the mechanisms of machine performance,regardless of level of their origin, results in spontaneous
complication of failures, both quantitatively and qualitatively.

6. Operator actions in the relativity area of operating procedures and rules result inevitably in
negative machine response actions,dangerous for the entire human society.

To the discussed above we can and we should add that a legal protection is needed for the
mentioned formula of the operational system: the attempts to persecute operating personnel for following
the requirements of their job descriptions should be stopped by order of the court regardless of the job
position of the persecuting person (since the alternative is the recurrence of the Chemobyl disaster).
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ENHANCEMENT OF VERIFICATION AND
VALIDATION FOR NUCLEAR REACTORS
THROUGH ARTIFICIAL INTELLIGENCE
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Netherlands Energy Research Foundation,
Petten, Netherlands

Abstract

In parallel with the rapid advancements in computer technology, there is growing concern
in application of computer-enhanced methodologies in human-machine integrated complex
systems virtually for the same essential goals, namely: safe, reliable and cost effective operation.
In this context, the relevant studies may have various focal points such as plant wide monitoring,
verification and validation, fault diagnosis and so on. This work highlights the eminent role
which artificial intelligence (Al) and Al-based methodologies can play in designing operational
enhancement of nuclear power reactors with particular reference to verification and validation.

INTRODUCTION

In large complex systems operation prevention of errors is gaining importance rapidly from
the view-point of the safety considerations in the first place. This is natural because of the
associated problems of large and complex systems using modern technologies and as result of
this, the unacceptability of accidents which might take place whatsoever the cause would be. In
addition to this, economic factors are to be referred to in the second place. In this context, there
is growing concern in application of computer-enhanced methodologies in human-machine
integrated complex systems virtually for the same essential goal, i.e., safe, reliable, and cost
effective operation. With the growing complexity of the human-machine systems, verification
and validation (V & V) becomes an essential issue. As the concept of both verification and
validation is rather comprehensive, to establish a precise definition universally applicable for all
complex systems is yet an issue to be identified [1]. However, V & V can still be satisfactorily
defined and implemented as a general concept provided that the particularities and peculiarities
of a specific application are strictly observed in the context of V & V. Specifically, the
complexity of the issue stems from the special features of each application where a common
understanding of the concept needs some further qualifications. In this respect, enhancement of
V & V for nuclear power plants requires further means for this purpose having this particular
system in mine. In this respect, recent catastrophic events in the process industries and avionicvs
suggest that the science and technology demanded to tackle the proglems of the emerging
technologies must come from divedrse disciplines and has to include the social sciences. System
verification procedures using the conventional technologies are broadly based on pattern
recognition and rule based artificial intelligence (AI) [2]. The most cuccessful conventional
approaches by AI techniques are expert systems. THE AI techniques contemplated in this work
include expert systems and neural networks. There are also more recently developed techniques
such as anticipatory systems, fuzzy control, wavelets and chaos-based methodologies which did
not reach adequate maturity for significant applications. It is desired that the application of these
techniques will mitigate the consequences of the highly complex and nonlinear behavior of
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nuclear power systems and effectively address their two general characteristics, namely time-
critical behavior and uncertainty from the complexity.

The deployment of the implementation of the AI based concepts, techniques and
methodologies for the enhancement of V & V in nuclear reactors, is mainly dependent on
the advances in AI-related areas, namely, neural networks, expert systems, fuzzy-neural
systems, natural language, vision systems and so on. The diversity in these fields suggest that
a systematic coordination among these fields must be established in order to realize an
effective intellectual exchange to make use of the expertise of the multidisciplinary facilities.
For this achievements a unified approach need to be adopted so that distinct, yet disjoint, AI
advancements in various different fields will be critically examined and integrated into a
coherent theoretical framework for the enhanced operation and supervision of the nuclear
power systems. Applying intelligent methodologies as discussed above, to large nuclear
reactors will enhance V & V methodologies, which results in

1) the reliability, safety and environmental impact, and
2) the quality of the services together with improved cost-effectiveness.

The essential problems which arise in operation of a nuclear power reactor involve a variety
of considerations. These include deciding which protection systems to activate and what order
to activate them, what operations or actions the human operators i.e., the operating crew
should perform, and determining the appropriate sequence of actions. Certain operations
require that intelligent systems emulate human cognitive capabilities. These include focus of
attention, identifying significant changes or developments in system status and determining
the criticality of any such developments. Considering human and machine separately, each
individual assessment and/or decision based on systematic procedures would form the
verification task related to the complex system. The ultimate test of the correctness of joint
human operator/intelligent system decisions will form the validation of their actions in
maintaining the complex plant, process or operation in a desired state. Therefore, artificial
intelligence enhanced operation must be identified with a view of the computer as an
information and knowledge processor assisting as a colleague or intelligent advisor to human
operators of complex and integrated human-machine systems. Real-time power plant
monitoring and the verifacation and validation issues involved are discussed before [3]. The
present study aims at to add flexibility and increased effective control to the human operators,
as well as to improve the safety and efficiency of system operation yielding enhanced
verification and validation of the system as a whole.

ROLE OF THE ARTIFICIAL INTELLIGENCE-BASED METHODOLOGIES
FOR THE ENHANCEMENT OF V & V FOR NUCLEAR POWER REACTOR

The operation of nuclear power reactor through a human-machine interface where decisions
are made and executed, involves three distinct and yet related functions. These are
monitoring, diagnostics and control. There have been attempts with varying degree of success
to introduce AI techniques into each function. Two of the most successful approaches by AI
techniques are expert systems and neural networks. They have demonstrated substantial merit
[4-7]. Although successful results have been demonstrated in a variety of system contexts,
the basic limitations of expert-system techniques are identified to be their slowness and
problems with maintenance and reliability. A reliable method for vérification and validation
of expert systems has not been fully developed yet. With respect to the slowness, this major
limitation of expert systems becomes conspicuous in performing their functions on-line or real
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time. Nuclear power reactors are highly dynamic and have underlying time constants
associated with their behavior. Therefore, at present, development of time-critical approaches
to AI implementations is necessary. Time-critical AI allows one to model the time constants,
built a time constraint propogation model, and devises knowledge intensive search strategies
such as multiple bifurcating search strategies motivated by optimal decisions. In this respect,
the two main bottlenecks associated with the real-time control of large complex systems can
be summarized as stated below.

At the level of software implementation, real-time control systems typically use procedure-
oriented algorithms. It is not easy to develop closely coupled numeric and symbolic tasks in
an integrated environment. Existing knowledge representation structures and inference
strategies are not suitable for representing dynamic model reasoning processes in real-time.

At the hardware level, under a time-stressed environment, a distributed structure is needed for
implementation of real-time control, allowing real-time reasoning in parallel. Such
appropriate hardware architectures should be developed and therefore, further work is
required.

In the second half of the last decade, neural networks and other connectionist approaches have
gained enormous popularity in research, development and applications in a variety of
technological problems. Pre-trained networks offer substantial help as fast and robust
computational models that implicitly take into account the nonlinear behavior of a system and
can be used as classifier or pattern recognizer. By means of the generalization capacity the
neural networks can make extrapolations. This is particularly important for the assessment
of the system operational status in unforseen operational conditions. Well-trained neural
networks can be used as a means of diagnosing transients or abnormal conditions. Although
it may be time consuming to train the network in the first place, a set of trained networks
accessible by the system may provide a useful way of addressing the time-critical constraints
of diagnosing a nuclear power plant for the purpose of monitoring its total behavior and
maintaining it within the designed functional range of its state-space. It seems possible to
alleviate some of the latencies and difficulties in training networks through coupling them
with expert systems and/or developing networks of cooperating and/or competing
subnetworks. Once a neural network has been trained to recognize the various conditions or
states of a complex system, it only takes one computation cycle of the neural network model
to detect a specific condition or state where the duration of a computation is typically short
compared to the time-step used in data acquisition for nuclear power plant diagnostics and
control. This implies the suitability of neural networks, in particular, for real-time and/or on-
line applications. Moreover, neural network can be used in adaptive form, i.e.,they can be
designed in such a way that it can accumulate the experienced/exercised information while
monitoring the plant using the information already existing from the design principles and the
following operational experience. This implies a continuous learning by the network
adaptively [8,9], the situation being similar to the behaviour of a human expert, to some
extend. Such an application is described in relation to real-time power plant monitoring below
as an AI application for the enhancement of verification and validation in a nuclear power
reactor. A typical neural network structure is shown in Figure 1.

NEURAL NETWORK FOR REAL-TIME POWER PLANT MONITORING

For the enhancement of V & V, redundancy and diversivity in operation are the essential
concepts. In system monitoring level, redundancy refers to directly redundant systems
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Fig. 1. Architecture of feedforward neural network.

performing real time V & V. In system surveillance level, redundancy refers to directly
redundant systems providing real-time/on-line verification and validation. At the sensor
surveillance level, redundancy refers to both sensor redundancy and analytical or functional
redundancy. Sensor redundancy refers to directly redundant data when two or more sensors
measure the same variable. The analytical redundancy refers the technique of generating
redundant signals from non-redundant sensors. The diversity refers to a different approach for
the end objective so that any eventual systematic or operational erroneous identifier, detection
or procedure can be avoided by diverse methodologies. Particularly, any systematic erroneous
procedure behaves as a common-mode failure for the same redundant system components.
Also any forseen operational condition due to lack in design specifications may lead to a
systematic error in sensing the operational status of the system so that it may become in the
same way a common mode failure.

To demonstrate the capability of neural network in the context of V & V enhancement, a
redundant and diverse nuclear power plant monitoring in real-time is implemented by means
of neural network for Borssele NPP. In this implementation first, the neural network is trained
in advance so that it comprised the essential information of the plant's behaviour within its
nominal range. Afterwards, the network is used for the estimation of the plant process
variables in real-time as a redundant and diverse information in parallel with the existing
monitoring information. It is interesting to note that neural network estimates the process
variables with a satisfactory accuracy in a wide range comparable with the conventional
instrumentation without having any previous experience on that particular operational status.
The real-time monitoring system involved in this work is used for monitoring Borssele NPP
where signals are available on-line with a sophisticated data acquisition system [10]. The
neural network in this particular application uses a three layered feedforward structure with
12 input, 7 nodes in the hidden layer and 12 outputs. Standard backpropagation algorithm
with sigmoidal nonlinearity is used for training. The schematic representation of the reactor
with measured signals and the neural network structure used are shown in Fig. 2.
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Fig.2. Schematic representation of Borssele NPP, signals used and the ANN structure.

In order to illustrate the performance of the neural network in a wide operational range and
plant wide change, data from both primary and secondary systems are selected and applied
to the network in real-time during the shut-down operation. The monitoring application
results, each of which indicate the variations of both measured and estimated signals together
with the difference, are illustrated in Fig. 3. It is interesting to note that the power plant is
monitored, plant wide and extended wide range with the same device. During the shut-down
a regular maintenance was carried out. However, the network was not trained to recognize
eventual maintenance operations, these operations are identified to be deviations from nominal
operations. In particular the maintenance above is a rinsing of the condenser yielding effects
in different phase depending on the normal maintenance procedure execution made during
power plant operation.

Concerning the redundancy and diversity.(and this particular exercise), monitoring by means
of a different method other than neural network was also carried out. The corroboration of
the results are conspicuous as the comparison of the results indicated [11].

CONCLUSIONS

Artificial intelligence methodologies and related tools are essential intelligent aids in a nuclear
power plant operation. Essentially these methodologies and tools have three major functional
tasks as monitoring, diagnostic and control. In each part of these tasks AI tools provide high
level automation as well as operational and/or diagnostic information. They can provide
considerable help in forming decisions in human-machine interface systems and in real-time
operating conditions. An important feature of nuclear power plants is that they are dynamic,
that is, the operating environment changes without the operator's intervention. Therefore, it
is important that the operator has a good model of the system and its environment while the
model being cooperative with AI based decisions which may be effected by continuously
changing conditions in the operational envioronment. AI tools can assist for the enhancement
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of verification and validation of both signal and sensor information (i.e., measurement
information in short) related to the system so that the human operator has an updated accurate
global model of the process or plant at any given time. In this respect the time-critical nature
of a nuclear power plant environment forms the fundamental underlying constraint in the
development of intelligent methods to operate the plant. In each of these systems, the critical
nature of operations is aggravated by the nature of continuous human-machine interactions
and by the decision-response characteristics of both the human operators and the semi-
autonomous or advisory intelligent controllers. In these situations, both human and machine
have to operate in parallel. As a result of these concerted actions, safety and reliability of
the plant is further improved. Although validation of a complex system, such as a NPP, in
absolute sense is a difficult task, if it is not impossible, the efforts yielding increased safety
and reliability in plant operation by sub-system V & V procedures supported by AI-based
methodologies would consequently enhance the NPP system's V & V, the public domain
being inclusive.
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CRITICAL METHODOLOGICAL ISSUES IN
EVALUATION OF OPERATOR SUPPORT SYSTEMS
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Abstract

In evaluating new operator support system for NPP from the view point of assuring public safety,
follovvings are key points to be taken account of: (a)Siluation should include unfamiliar and unanticipated
events. (b)Function should include unintended one. (c)Concerned human operator is expert to have been
fully adapted to the new system. Those points make thorough evaluation difficult only with empirical
methods and call for an integrated methodology of analytical and empirical methods. Critical issues are
reviewed and a framework of an integrated methodology is discussed.

1. INTRODUCTION

There has recently been much progress in the field of information technologies which results in new
types of technique such as enhanced VDT(Visual Display Terminal) technique, decision support systems,
and automation. These new types of technique are expected to be introduced into nuclear power plants.
Potentially, they could improve man-machine system performance in terms of productivity, occupational
health, workers' comfort and so on. However, it is, from the view point of safety for public, essentially
needed to evaluate the effect and influence of these techniques before implementing them especially in
the system with high potential hazard such as nuclear power plants. Without the adequate evaluation, there
is probability to introduce risk to deteriorate safety level.

In evaluating new operator support system for NPP from the view point of assuring public safety,
followings are key points to be taken account of:

(a) Situations to be investigated include one under rare events, which are not familiar to human
operators and not anticipated by designers.

(b) Human operators to be investigated are experts to have been fully adapted to the new system.

(c) System function to be investigated includes one which is not intended in design and often results
in negative side effects.

The point (a) employs that evaluation based on traditional task analysis of finite number of assumed
events has limitation, because all critical events can not be anticipated in principle.
The point (b) leads us to a notice that it is not enough for evaluation to investigate a man-machine system
performance neither in short experimental sessions nor with subjects of not adapted experts. Furthermore,
subjective opinion of operators, who are not fully adapted to the system, should not be regarded as either
positive evidence or negative one. Besides this point, some kinds of bias are expected in subjective
opinion. Therefore system performance should not be judged based on subjective opinion. The point (c)
leads us to necessity of evaluation beyond the levels of so-called "verification and validation". The level
can be called certification level to evaluate negative side effect.

Such points make thorough evaluation difficult or impossible in principle only by experimental and
empirical methods. It would be possible only by utilizing analytical or conceptual method with adopting
cognitive human models as intermediary. Therefore an integral methodology is needed which integrates
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analytical and empirical methods Howe\er, there is not jet an established systematic methodolog} In
the present paper, I intend to review critical issues in order to make foundation for a systematic e\ aluation
methodology Furthermore framework for an integral methodology is also discussed

2 SITUATION TO BE EVALUATED

"The accident at Three Mile Island on March 28, 1979 calls a fundamental surprise A fundamental
surprise, in contrast to a situational surprise, is a sudden recognition of the incompatibility between one's
beliefs and reality--" [1] One of the most surprising points m the accident is that such a severe accident
can actually occur and that it can evolve through unforseenable paths It means that the operation of a
nuclear power plant is far more complex than had previously been supposed The situation demands
operators to have higher cognitive function than just to follow the prescribed procedure When
considering these facts, we should take events unfamiliar to operators and unanticipated by designers as
the most critical situation to be evaluated The situation corresponds to a so-called rare-e\ent

It should be noted that traditional human factors method of observing the actual work acti\ it> and
performing task analysis is no longer valid m such a situation where the rare event becomes the most
critical and challenging against the safety This is a unique requirement in the case of potential high
hazard systems in contrast to conventional s> stems

3 DEPTH OF EVALUATION

It is usual to dichotomies evaluation into verification and •* ahdation m accordance with depth(c g
[2,4,5])
Verification Process of demonstrating that hardware has been fabricated and software programmed as
designed In other words, it involves determ mmg that design drawings and other docum entation ha\ e been
accurately translated into an end product
Validation Process of assessing the degree to which a design achieves the sjstem objectives of interest
Thus, it goes beyond asking whether or not the system was built according to plan, it asks whether or not
the plan was a suitable means for achieving the end specified in the system objectives

Usually evaluation is mainly concerned with the intended function of the man-machine system
However, as in the case of the evaluation of a medication, unintended function (which would result in
negative side effects) should also be investigated extensively In order to emphasize the importance of
evaluation against unintended function, another level of evaluation should be introduced explicitly as
following
Certification Process of identifying unintended functions especially negatne side effects and assess the
degree of vulnerability of the system to the effect
We can find out a good example of the unintended function in the classical expert system which is
intended to advise the operators in decision making It is generally claimed that an expert system would
provide answers (eg causes of a disturbance) to the operators and they should decide, by themsehes,
taking advantage of the advises However, after expenences of being provided of correct answers from
the expert system, it is expected that the operators would automatically follow the answer It is not in-
tended function of the advisory system As long as a disturbance is within the scope which the designer
expects, there may be no problems at least on surface However, when a disturbance should occur beyond
the designers' scope, the automated response of the operators would result in a serious error

4 ADAPTATION LEVEL TO BE EVALUATED

Human operators to be investigated are highly skillful experts to have been fully adapted to the new
system This point leads us to a notice that it is not enough m evaluation to investigate a man-machine
system performance either in short experimental sessions or with subjects without adapted expertise
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(Fig. 1). Furthermore, subjective opinion of operators, who are not fully adapted to the system, should not
be regarded as either positive evidence or negative one. Besides this point, some kinds of bias are
expected in subjective opinion. Therefore system performance should not be judged based on subjective
opinion.

Development
of

skill
tricks

&
heuristics]

Real situation to be evaluated

M Ml exp. with real-plant operators
well experienced with the old system

MMI exp. with simulator-trained subjects

Experience with the new system

Fig.1 Problem in subject's expertise level

5. ASPECTS TO BE EVALUATED

Level of issue to be evaluated ranges from legibility of character in VDT to appropriateness of
allocation of function between human and machine. Rouse [2] categorized these into three aspects of
compatibility, understandability and effectiveness. The meaning of each aspect is described following
Rouse [2,3].
Compatibility: The nature of physical presentations to the operator and responses expected from the
operator must be compatible with human input-output abilities and limitations. Understandabilitv: The
structure, format and content of the operator-system dialogue must result in meaningful communication.
In other words, the messages displayed by the system must be interprétable by the operator, and the
messages which the operator wants to transmit to the system must be expressible.
Effectiveness: The system must lead improved performance, make a difficult task easier, or enable
accomplishing a task that could not otherwise be accomplished.

Those aforementioned aspects have been adopted in the IEEE guide on man-machine system
evaluation[7]. Rouse stressed the relation between evaluation and design. The design tends to be a
top-down process while evaluation is a bottom up process as shown in Fig.2. In the design process system
objectives are first defined, usually in terms related to effectiveness. Next, function and task analyses lead
to identification of information and control requirements which relate directly to understandability.
Finally, pictures and display are designed so as to assure compatibility. On the contrary, in a general
evaluation sequence, compatibility must be assured before assessing understandability, and
understandability must be assured before assessing effectiveness. As discussed later, such a bottom-up
approach is inherent to empirical evaluation. In the analytical evaluation, process would be top-down style
in parallel with the design process.
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6. STATE OF ART ON EVALUATION METHODS

6.1. Evaluation Methodology

Until now, the most systematic evaluation methodology is that proposed by Rouse [2], in which
multiple methods (paper evaluation, part-task simulator evaluation, full-scope simulator evaluation,
part-task simulation, full-scope simulator evaluation, and in-plant evaluation) would be sequenced as
shown in Fig.3.

The primary purpose of a paper evaluation is to assess compatibility and it can be performed using
human factors engineering guide's such as NUREG-700 [8], those by Blackman et al. [9], and Hunt et al.
[10]. Expanding the scope of a paper evaluation to include understandability and effectiveness has been
proposed as analytical evaluation method by Rouse et al. [ 11 ] and Vicente [12], and supported Rasmussen
[13]. It is discussed later in detail. The primary objective of a part-task simulator evaluation is to assess
understandability. It is a reasonable compromise taking account of insufficiency of paper evaluation and
expense of full-scope simulators on the high end.
The primary purpose of a full-scope simulator evaluations to assess effectiveness.
The primary objects of in-plant evaluation are a follow-up effort for design modification to eliminate
unanticipated problems, and for design extension to provide new capabilities

6.2. Experimental Methods

It is quite important to choose evaluation measures which are most appropriate for assessing the
targeted aspects of the man-machine system (effectiveness, understandability, and compatibility) and
types of operator's task. The measures are categorized into two different types; product measures and
process measures. Product measures assess the degree to which performance goal are achieved. Process
measures relate to the sequence of behavior used to achieve the product of performance. In general, the
finer grained process measures enable one to gain better understanding of the system than would be
possible with more global product measures.
(1) Time: It is a most commonly used measure in evaluation, partly because it is rather easy to be
measured. Although it is a good measure for manual performance in manufacture factory, because it
strongly affect the productivity. However, in the case of coping with abnormality at NPP, time is not
always a critical measure. The importance is only determined with the situation. Then we should use time
as an evaluation measure with care on criticality of the time in the investigated scenario.
(2) Error: Error frequency is commonly used. However the type and severity of the errors are more
important.
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It should be noticed that detailed analyses of individual trajectories and generalization across
samples are very often much more important than quantitative data based on averaging experiments
sessions.

Besides the above mentioned systematic methodology for man-machine system evaluation, Rouse
[8] expanded the scope of the paper evaluation, and introduced a dichotomy of analytical evaluation and
empirical evaluation. He proposed an analytical evaluation approach to Understandability of an operating
support system, and applied it to a hypothetically designed operator support system. In his approach, at
first, the knowledge requirement needed for understanding each message to appear on requirement is
categorized into three as follows; (1 ) knowledge on plant, (2) knowledge on display, and (3) knowledge
on command. Then, knowledge to be expected with a typical user based on his experience, training and
other displays. And, third, unsatisfied knowledge requirements are to be identified.

For evaluating effectiveness, Vicente [9] proposed an analytical approach using their framework
for ecological interface design theory (EID) [12] as a normative model. Effectiveness of an interface is
determined by evaluating whether or not the information needed for executing the task is provided. As
a criteria for needed information for knowledge-base behavior, he proposed use the third principle of EID.
The principle requires that system information at all levels of means-ends abstraction hierarchy should
be provided.
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It should be noticed as Rasmussen [13] pointed out, that only analytical approach seems feasible
for evaluation in a situation of a rare event, because it is quite difficult to assure the generalizabihty of
the result obtained m some experiments from definition of the rare event Furthermore it is \ ery difficult
to perform the deepest evaluation (certification) for unintended functions with short experimental session,
because the effect of unintended functions would evolve along with long time It is also in development
of skill and heuristic of subjects to participate in the experiments

7 TOWARD AN INTEGRATED EVALUATION METHODOLOGY

Aforementioned points make thorough evaluation difficult or impossible in principle only by
experimental and empirical methods It would be possible only by utilizing analytical or conceptual
method Therefore an integral methodology is needed which integrates analytical and empirical methods
In Fig 4, is shown a preliminary framework for an integral methodology for evaluation
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Method
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Effectiveness

In Plant Experience

Models of
Man Machine
System

Adaptation

Cognitive
Strategy

Full Scope
Simulation
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Simulation
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Sub task
Simulation

Compatibility
Human Factors
Guideline

Modes of Perception
& Motor

Fig.4 Preliminary Framework for Integral Methodology for Evaluation
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8. CONCLUSION

Some critical issues in man-machine evaluation has been reviewed. Importance of evaluation for
unanticipated events (rare events) and unintended function were emphasized and it lead us to the more
need for analytical evaluation approach and integration of it with empirical one.
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COMPUTER SOFTWARE REVIEW PROCEDURES

J.L. MAUCK
United States Nuclear Regulatory Commission,
Washington, D.C.,
United States of America

Abstract

The paper presents a summary of the NRC criteria and review approach used for digital retrofit
reviews. This description is not all inclusive of the questions asked and material reviewed and
referenced, but does cover the major areas. The Nuclear Regulatory Commission (NRC) review
performed on the hardware portion of the computer is consistent with that which has been performed
for past analog systems. That is, our review of the computer hardware should lead to the a conclusion
that the appropriate 10 Code of Federal Regulation (CFR) 50 General Design Criteria (GDC) are met,
including applicable Institute of Electronic and Electrical Engineers (IEEE) standards and the
appropriate regulatory guides. In particular, IEEE-279-1971 requirements have to be met including
manual initiation capabilities, control/protection system interactions, physical separation and
independence and testability. The one area that is not sufficiently covered by the regulatory criteria used
in past staff reviews was the validity, qualification level, and reliability of resident software. Standards
and regulations have emerged which impose new guidance for independent V&V on software intended
to be used to perform safety related functions. Acceptable system V&V has been recognized as a means
to bridge the gap between known hardware safety requirements and the software qualification
requirements needed for safety systems. These records will provide a mechanism for regulatory review
and approval.

1. INTRODUCTION

Future trends are toward increased use of computer based designs to encompass more
plant instrumentation and control (I&C) functions and to ensure that the latest I&C requirements
are met. An important consideration for these applications is computer architecture designs that
permit easy change or addition, thus minimizing equipment obsolescence. These trends affect
both control and safety system functions in many applications in nuclear power plants. Plants
in the United Sates that have implemented computer retrofits are listed in the attached table.

With the proper hardware design, the use of software in instrument control can provide
excellent functional performance while allowing for rapid, minimum impact changes in
instrument function when needed. Incorporating new computer based technology within safety-
related system nuclear power plants introduces a positive potential for improving overall system
performance, while at the same time creating, a potential for introducing new system failure
modes within the computer software architecture.

The Nuclear Regulatory Commission (NRC) review performed on the hardware portion
of the computer is consistent with that which has been performed for past analog systems. That
is, our review of the computer hardware should lead to the a conclusion that the appropriate 10
Code of Federal Regulation (CFR) 50 General Design Criteria (GDC) are met, including
applicable Institute of Electronic and Electrical Engineers (IEEE) standards and the appropriate
regulatory guides. In particular, IEEE-279-1971 requirements have to be met including manual
initiation capabilities, control/protection system interactions, physical separation and
independence and testability.
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The one area that is not sufficiently covered by the regulator},' criteria used in past staff revie\\s
was the validity, qualification level, and reliability of resident software Standards and regulations have
emerged which impose nev\ guidance for independent V&V on software intended to be used to perform
safet} related functions Acceptable system V&V has been recognized as a means to bridge the gap
between known hardware safety requirements and the software qualification requirements needed for
safety systems A previously planned, systematic, independent V&V effort integrated with system
development offers a means for formal documented developmental steps, better hardware and software
interfaces, and a configuration management of system documentation These records will provide a
mechanism for regulatory review and approval

2 DISCUSSION

The importance of digital systems reliability and in particular a strong software development and
maintenance program, cannot be over emphasized when considering the potential for software initiated
failures This presents a summary of the NRC criteria and review approach used for digital retrofit
reviews This description is not all inclusive of the questions asked and material reviewed and
referenced, but does cover the major areas

Currently, the NRC uses Regulatory Guide 1 152, "Criteria for Programmable Digital Computer
System Software in Safety-Related Systems of Nuclear Power Plants" and
ANSI/IEEE-ANS-7-4 3 2-1982, "Application Criteria for Programmable Digital Computer Systems in
Safety Systems of Nuclear Power Generating Stations" for guidance when performing reviews of digital
systems Although other software standards such as ANSI/IEEE Std 1012-1986, "IEEE Standard for
Software Verification and Validation Plans," and ASME NQA-2a-1990, Part 2 7, "Quality Assurance
Requirements of Computer Systems for Nuclear Facility Applications, American Society of Mechanical
Engineers" are used for reference, licensees are general!} held responsible for conforming to
ANSI/IEEE-7-4 3 2-1982

The staff performs a detailed revie\\ of the system design process and the software verification
and validation program At this stage, the staff is looking programmatically at the design process and
making comparisons to the applicable review guidance The staff reviews available information on the
software and hardware history including previous software and hardware failures The staff reviews the
specific plant application including any special features that were required The staff reviews the
specific verification and validation (V&V) performed on the software used in the application This is
a detailed review and includes (1) following the code development, (2) examining the vendor/licensee
interface and feedback process, (3) reviewing software problem/error reports and resulting corrections,
(4) comparing the V&V process to ANSI/IEEE ANS-7-4 3 2-1982, (5) interviewing personnel involved
in the process, (6) verifying the independence of the software verifiers. (7) reviewing the development
of the functional requirements and subsequent software development documents, (8) reviewing software
life-cycle and future vendor/licensee interface, and (9) reviewing the verification and validation results
The staff also performs a "thread audit" which consists of picking a sample of plant parameters and
tracing the software implementation of these parameters from the purchase specification and
development of the functional requirements to the writing and testing of the code This review includes
(1) reviewing actual sections of the code on a sample basis, (2) examining the various levels of software
development documents and comparing them to the code. (3) examining problem reports and verifying
the corrections, (4) examining the engineering cross-discipline interfaces to ensure that nuclear specific
needs were correctly incorporated into the code. (5) examining the licensee interface to ensure plant
specific requirements are correctly incorporated, (6) ensuring that the verification and validation process
is followed according to the vendor's plan, and (7) reviewing the final results of the process Finally,
the software and hardware are reviewed as a system looking for potential timing and software/hardware
problems At the end of the review, all of the information is collated to establish a benchmark for
assessing the software safety system performance and reliability
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2.1. Licensee/Vendor Interface

Experience with computer projects has demonstrated that the development of computer system
functional requirements can have a significant impact on the quality and safety of the implemented
system. (ANSI/IEEE ANS-7-4.3.2-1982, Sec. 3) In fact, there have been recent software failures
attributed to software functional requirements and system specifications that did not accurately reflect
plant specific idiosyncrasies. This has placed additional emphasis on the importance of the
licensee/vendor interface during software development and is an important factor when assessing
software reliability and quality. The staff considers the correctness of the functional requirements by
reviewing the process for the development of these requirements, concentrating on the licensee/vendor
interface, the changes that were made, and the qualifications of the personnel involved. Personnel from
all relevant disciplines should have been part of the process.

2.2. Verification and Validation Organization

The verification group shall be independent of the design team and shall have technical
qualifications comparable to the design team. (ANSI/IEEE ANS-7-4.3.2-1982, Sec. 7.1) The
verification and validation (V&V) organization should be independent from the software development
group with separate supervisory engineers and composed of personnel with comparable technical
qualifications to the development group. The development group should submit the code to the V&V
group after writing and debugging the code. The V&V group should then review the code according
to the V&V plan and produces a V&V report. Communications between the software development
group and V&V personnel should be documented in written, traceable reports. In order to be acceptable,
the independence of the V&V group and the V&V personnel should conform to
ANSI/IEEE-ANS-7-4.3.2-1982. Additional guidelines for this portion of the review can be found in
ANSI/IEEE 1012, "IEEE Standard for Software Verification and Validation Plans" and IEC 880,
"Quality Assurance Requirements of Computer System at Nuclear Facility Applications".

2.3. Verification and Validation Program Review

The verification and validation (V&V) of the digital system is a formalized program that
includes detailed procedures and policies for technical review and audit functions, software reviews and
audits, software test and analysis, dynamic system testing simulating normal and design basis events, and
an independent stage-to-stage verification performed by knowledgeable individuals. (ANSI/IEEE-
ANS-7-4.3.2-1982, Sec. 3.7) The vendors V&V program should be described in documentation
submitted to the staff. The V&V group should perform several tasks before they approve the release
of the software code including: (1) document code reviews; (2) test case development; (3) verification
and validation testing; and (4) abnormal conditions review. After the development group submits the
code to the V&V group, each independent verifier should receive one or more modules on which a
document code review and evaluation is performed. The evaluation is based upon the module's
conformance to the functional requirements and the design and coding standards.

Although the verifier's primary focus at this stage is a comparison between the functional
requirements document and the code, the software development documentation should also be verified
for consistency and integrity starting from the functional requirement and including the system design
requirement, the system design specification, and the functional decomposition document.

After completing the walk-through of the design documents and the source code walkthrough,
the verifier develops two types of test cases, i.e. verification tests and validation tests.

The method and rigor used for verification tests is a function of the safety classification of the
software module as defined by ANSI/IEEE Std. 603-1980, "IEEE Standard Criteria for Safety Systems
for Nuclear Power Generating Stations, Institute of Electrical and Electronic Engineers." By this
standard, software associated with the actuation and/or implementation of reactor trips, engineered safety
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features, and information displays for manually controlled actions receives the highest level of
verification The verification tests are further partitioned into structural testing and functional testing
Guidelines for testing methods can be found in IEEE 829, "Software Test Documentation"

The structural testing (whitebox) ensures that all source lines meet the intended design
specification To determine the rigor and method of this testing, the verifier follows an established set
of criteria based on the software uniqueness and complexity After applying the criteria, the verifier
should then read the code and derive the structural test cases that will exercise all of the statements
Next the verifier performs either manual structural testing or computer emulation For bounded input
values, the verifier chooses values to exercise the lower limit, the upper limit and at least one random
intermediate value Particular attention should be given to out-of-range and other abnormal input
variables such as negatives and zeros The functional testing is similar to the structural testing except
that the functional properties are the basis for the functional testing and are provided by the Design
Specification

When software errors or coding discrepancies are found, the verifiers should generate either a
Procedure Problem Report or a Generic Problem Report Each software module contains several
procedures so that a Procedure Problem Report concerns defects in the smallest software unit A Generic
Problem Report pertains to problems that cross module boundaries and involve multiple modules A log
of the reports should be kept and their status tracked by the V&V group The developer has the
responsibility to resolve these reports and if a code modification is required, the verifier performs
regression testing until the module satisfactorily passes the test The Lead Verifier ensures that no
problem reports remain open upon release of the module

Once the verification results are accepted, the software is installed in the target hardware and
the verifiers should check hexadecimal and check sum values for consistency The hardware/software
should then be validated.

The validation process emphasizes the system functionality of the target hardware/software The
majorphasesof the validation testing are (1) "top-down" functional requirements testing, (2) Abnormal
conditions review of the design and its implementation, and (3) specific MMI testing

The Validation Test Engineer derives test cases from the decomposition of the functional
requirements into sub-requirements and looks for functional and abnormal conditions to test Once the
tests are derived, a Validation Test Technician executes the tests on the verified software now residing
in the final target hardware The Validation Test Engineer then reviews the test results

An abnormal conditions review can also be used to ensure that the design operates properly
under abnormal-mode conditions and to ensure that the system rejects unpermitted inputs (including out
of range inputs) This review is primarily directed at the internal structure of the system software and
is used to complement the functional testing and evaluate integrated system integrity

As part of the programmatic review of the V&V program, the staff reviews software
development documents, interviews V&V managers, and reviews various V&V summaries and reports
The staff also randomly samples problem reports In the reports reviewed, defects are documented and
analyzed for significance

Based upon the above review and comparison of the V&V Process/Plan to ANSI/IEEE
ANS-7-4 3 2-1982, the staff confirms that the licensee/vendor program as reviewed, complies with
Regulatory Guide 1 152 and ANSI/IEEE ANS-7-4 3 2-1982 To obtain a benchmark for evaluating
V&V effectiveness and the licensee application, the staff then performs a "thread audit " Guidelines for
this portion of the software review can be found in ANSI/IEEE 1012 and IEC 880
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2.4. NRC Thread Walk-through

The staff conducts a "thread audit" walk-through of a chosen parameter. The "thread audit"
traces the software development of the chosen parameters and includes reviewing the software
development documentation, sections of the code and comparing the software development
documentation to the code. The thread audit includes the validity test of the functional requirements and
how they relate to the software requirements. While performing this review, the staff confirms that all
errors have corresponding problem reports and appear to be identified by the V&V process when applied
to the functional code. If these problems are not identified by V&V, they present the staff with two
concerns. The first is a question regarding verification thoroughness and effectiveness which is
discussed in the defense-in-depth section below. The second is whether flawed development documents
and comment errors could mislead a software writer during future code revisions. Therefore, the staff
should ask how these errors will be resolved, and for an analysis of the root cause of the errors.

Based on the "thread audit" and the V&V program reviewed above, the staff confirms that the
licensee application complies with Regulatory Guide 1.152 and ANSI/IEEE AN-7-4.3.2-1982.

2.5. Configuration Management

All software code and software documentation should be kept under strict configuration
management control. Any software changes other than tunable parameters should be made through a
licensee controlled modification program that has a librarian to control changes to the code. When
software is changed, the licensee should execute an analysis tool to determine the side effects resulting
from code changes and to evaluate the impact on the code. Furthermore, all modified code should be
subject to verification and validation as described above. The configurations management plan should
follow the guidelines of IEEE 828-1983, "Software Configuration Management Plans".

3. CONCLUSION

Based on the foregoing review, the staff will confirm that the licensee/vendor verification and
validation plan/program complies with Regulatory Guide 1.152 and ANSI/IEEE AN-7-4.3.2-1982 and
that the licensee's application of the verification and validation plan/program meets its functional and
design requirements.

293



The following are plants in the
United States that have performed

analog to digital modifications
for Safety Systems

PLANT

Haddem
Neck

Zion

REVIEW PERFORMED

SYSTEM VENDOR YEAF

Reactor Trip System Foxboro
Spec 200

1990

Signal conditioning Westinghouse 1992
and bistable portion of Eagle 21
Reactor Trip System

Watts Bar RTD Bypass Westinghouse 1989
Eagle 21

Sequoyah Signal conditioning Westinghouse 1990
and bistable portion of Eagle 21
Reactor Trip System

Turkey
Point

South
Texas

ANO2
San Onofre
Palo Verde

Big Rock
Point

Vogtle &
Beaver
Valley

Turkey
Point

Prairie
Island

Haddam
Neck

Prairie
Island,
Diablo
Canyon,
Ginna,
Salem

Emergency Diesel
Generator sequencer
and RTD bypass

Qualified Safety
Parameter Display
System

Core Protection
Calculator upgrade

Neutron Flux
Monitoring

Plant Safety
Monitoring System

Load Sequencer

Load Sequencer

Aux Feed

Feedwater (trip
Removal)

Alien Bradley
/ Eagle 21

Westinghouse

Combustion
Engineering

General
Electric
NUMAC

Westinghouse

Alien Bradly
PLC

Alien Bradly
PLC

Woodward

Westinghouse
/ DPF

1991

1987

1990

1989

1987
1989

1992

1993

1992

1989/
1993
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The following are plants in the
United States that are performing

analog to digital modifications
for Safety Systems

UNDER REVIEW

D.C. Cook Signal Conditioning Foxboro
and Bistable portion of Spec 2QQ/J
the Reactor Trip
System

Brunswick leak detection GE NUMAC

1993

1993

Browns
Ferry

Diablo
Canyon

Radiation Monitoring GE NUMAC 1993

Signal Conditioning Westinghouse 1994
and bistable portion of Eagle 21
the Reactor Trip
System

Kewaunee Radiation Nuclear
Research

1994

Watts Bar

Palo Verde

Signal Conditioning
and Bistable Portion of
the Reactor Trip
System

DAFAS /ATWS
(Safety)

Westinghouse
Eagle 21

1993

Modicon PLC 1992

The following are plants in the
United States that have performed

analog to digital modifications
for Safety Systems

NO REVIEW PERFORMED

Numerous Rad Monitoring Unknown

Numerous ATWS Systems/Safety Westinghouse
NM-Safety Alien Bradly

Foxboro
Custom, etc.

Peach Signal Conditioning Foxboro
Bottom and Bistable Portion of

Trip Systems
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CONCLUDING REMARKS

At the end of the meeting a closing session was held. Session chairmen presented their
summaries and also gave some comments on the current developments in the related subject areas.

J. Furet drew attention to the problems which he considered as lying behind the OSS:

Instrumentation. Surprisingly little attention was given during the meeting to the instrumentation
which is necessary for the OSS, although NPP operational experience shows examples when
inadequate design and qualification of instrumentation played a critical role in abnormal events
and accidents.

Integration of OSS in the main control room. Integration of OSS is not a problem in advanced
control rooms, but it may cause serious difficulties in case of backfitting existing control rooms.

Assessment of OSS efficiency.

Integration of OSS in full scope simulators. It is important that the OSS be integrated in
fullscope simulators which are used for training of operational personnel. However, it is
understood that an incorporation of beyond-design-basis-accident scenarios in those simulators
represents a challenging task since most of them may not have such capabilities.

E. Türkcan continued the discussion with the following observations:

As monitoring implies essentially a real time operation with the OSS, dynamic modelling
becomes an essential means of analysis and decision making.

The results of human factor studies, such as operator mental models and interfaces between the
operators and the plant, shell play an important role in the OSS design.

An important task in computerized OSS is fault management, when a series of actions must be
taken by the operator in response to abnormal or upset conditions. The problem may be viewed
as a combination of automatic actions of engineered systems and actions of human operators.
However, the human operator has an ultimate responsibility for the safety of the plant and the
continuity of safe and reliable power production.

Concluding, E. Türkcan said:

"By creating a partnership of human and machine and dividing the responsibility between the
human operator and automatic control system in appropriate ways, the ability of the operator in
assessing data, taking correct and timely actions can be improved. That is why we have to incorporate
more sophisticated computer OSS in plant operation. "

J. Pelusi extended the discussion with the following observations:

"In general the Specialists Meeting on Operator Support Systems covers a very broad subject
area covering diverse topics such as control system, protection system, sensor design and
implementation, sensor validation, information systems, and diagnostic and monitoring systems. It
could be beneficial in the future to focus particular sessions on a more restricted subject area.

Session 3, Design and Implementation (I), brought up several areas that were not only discussed
in this session but were also touched upon in several of the other sessions.
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1. Software reliability and verification & validation:
The issue of software testing was discussed several times during the meeting. It appears that a
consistent set of software testing requirements needs to be generated and agreed to. The existing
software codes and standards may need to be updated to be more specific in the requirements
for software testing. The areas of testing for software availability, testing required for different
computer architectures including network configuration tests, and requirements for testing third
party software and operating systems needs to be defined and agreed on.

2. Computer system diversity:
The specific hardware and software requirements for diverse systems needs to be defined. When
is hardware and software diversity required?

- What is hardware diversity? Using a different microprocessor manufacturer, a different
revision level of the same microprocessor family, using a PLC or an analog system? Some
basic questions need to be answered.

- What is software diversity? Using a different compiler, different linker, different software
programming language?

- Is functional diversity required? Does the design have to be developed by a different person,
group, or company?

- Does the designer have to use different tools to be diverse?

3. Plant sensor reliability & availability:
To improve operator support systems do we have to start at the sensor? If an enhanced OSS
information system is integrated into a system that has unreliable and a low availability of
sensors is there a net improvement in operator interaction? It would obviously be desirable to
start by upgrading the sensors, but this may not be feasible. Is it beneficial to upgrade the OSS
information system without modifying the sensors?

4. Computer based data presentation techniques:
The use of window based OSS with trackball, mouse, or touchscreen interfaces is quickly
becoming a standard application in information and control systems. What are the criteria or
requirements for using these environments. How many windows can be displayed at one time
without losing control or causing confusion? Are window environments with pointing devices
effective in critical plant operations. These new technology applications need to have guidelines
generated on their use in NPP operation. "

M. Grandame continued the discussion with the following comments on Session 6:

"There were two papers on development of verification and validation (V&V) methodologies.
Both suggested that because of the complexities of NPPs and what is required in related operator
support systems, traditional V&V practices are not sufficient. One presentation proposed the use of
artificial intelligence (AI) and argued that expert systems have limitations. As a result, a neural
network has been developed to the point where it is capable of monitoring plant operation and is on-
line in a pilot mode. It has been very successful in predicting plant response under changing
conditions. More development of this approach is required.

The second paper on V&V proposed an integrated methodology using both analytical and
empirical methods. It contends that traditional Leemon factor methods are no longer valid for complex
NPPs and introduce a certification process. This process included the involvement of appropriately
experienced operators, full scope training simulator, part-task simulators and paper evaluations. In
addition, the author suggests that since known NPP accidents involved situations which had not been
predicted, validation includes testing beyond-design-basis-accidents.

The concluding presentation of the session discussed the status and approach used regarding
programmable digital instruments and systems in the USA. Because of loss of reliability of old analog
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instruments resulting in decreases of unit availability many plants are backfitting this new technology.
A significant number of such devices have already been installed in NPPs in the USA. The concern
is whether a new common mode failure has been or can be introduced. Although many codes and
standards are found relevant, review of these codes is necessary because many are not consistent with
the new technology.

At present the United States Nuclear Regulatory Commission is reviewing this issue vigorously
to define software reliability and to determine an acceptable method for validation.

The V&V aspects of operator support systems require focus. In this connection, the planned
IAEA-TECDOC on guidelines for validation, verification and licensing of software related to control
and instrumentation of NPP will assist the practicing utility engineers and/or managers, OSS vendors
and regulators faced with V&V issues for a particular software system. "

Continuing the discussion, I. Lux presented his comments on Session 5:

"The paper by Mr. Satoh on a multipurpose man-machine system for PWRs gave an insight into
a very ambitious and well founded development, the result of which will certainly be a universal tool
in today's and tomorrow's Japanese power plants.

Mr. Golovanev summarized his experiences and views on the benefits of the direct exchange of
information with the NPP operator personnel when initiating a control room upgrading design. The
reported work has just been initiated and it is more than timely since a number of power plants in the
Russian Federation are to overcome an upgrading or backfitting procedure.

Mr. Végh presented a status report on the development of a severe accident training simulator.
It is common knowledge that the development of training simulators received a great impetus after
the Three Mile Island accident. Up to now most NPP users have developed or purchased full scope
training simulators covering the operational range of their reactors up to the design basis accident.
The present trend of simulator development points over this phase and severe accident simulators are
being developed for training as well as for better understanding of the processes. The work presented
by Mr. Végh is ambitious and it is expected that by the use of this simulator the severe accident
mechanism and consequences of a WWER reactor can be studied in more detail.

The paper of the session presented by Mr. Smutnev raised an important question usually not
treated at meetings of this kind. Mr. Smutnev - as he stressed in his introductory remarks - is an
active shift supervisor and as such he is very much concerned about the "quality of culture of nuclear
operations". He feels a direct correlation between operator behaviour and actions of higher level
management and the quality of the operators' actions. The presentation urges the formulation of new
rules of decision making and operator response.

Unfortunately, technical (software and hardware) aspects of the man-machine interface and the
development of new methods both for alleviating and evaluating the quality of work of the operators
were not covered in this meeting. It was also apparent that the majority of the presentations touching
human aspects (and not only in Session 5) grasped the subject from its theoretical, conceptual and
intellectual side, rather than from the viewpoint of practical design and realization. I hope it will be
the task of future meetings and it will show how much of the ambitious and/or theoretically refined
plans and concepts would have found its application in systems functioning at nuclear facilities."

In commenting on future trends and needs, W. BastI further noted:

"New operator support systems in fact represent an additional information means in the main
control room. Can it be that instead of making the operational task easier, the new OSS will aggravate
the information overload of a human operator? In this context new integrated solutions are highly
desirable.

299



An interdisciplinary problem is also important. Co-operative work of I&C specialists and process
specialists is highly needed for success of the OSS implementation. Because of plant differences, OSS,
which was designed for any plant, cannot be just replicated for the others. With the support systems
the designers are more and more entering an area of automated information."
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