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ABSTRACT
The Remote Monitoring System field tests have been

The Australian S_ffeguards Office (ASO) and the US operational for six months with good test results. Sensors
have performed well and the digital images have excellentDepartment of Energy (DOE) have sponsored work under

a bilateral agreement to implement a Remote Monitoring resolution. The hardware and software have performed
System (RMS) at an Australian nuclear site operated by reliably without any major difficulties. This paper
the Australian Nuclear Science and Technology summarizes the highlights of the prototype system and the
Organization (ANSTO). The RMS, designed by Sandia ongoing field tests.
National Laboratories (SNL), was installed in February
1994 at the Dry Spent Fuel Storage Facility (DSFSF)
located at Lucas Heights, Australia. The RMS was INTRODUCTION
designed to test a number of different concepts that would
be useful for unattended remote monitoring activities. BACKGROUND INFORMATION The RMS was
The DSFSF located in Building 27 is a very suitable test installed at DSFSF located at Lucas Heights, Australia,
site for a RMS. the first week of February, 1994. DSFSF stores spent fuel

from the High Flux Australian Reactor (HIFAR) located
The RMS uses a network of low cost nodes to collect data at Lucas Heights. The HIFAR facility is operated by

from a number of different sensors and security devices. ANSTO. The remote monitoring activity is sponsored
Different sensors and detection devices have been under a joint Australian Safeguards Office (ASO) and

installed to study how they can be used to complement United States Department of Energy (DOE) bi-lateral
each other for C/S applications. The data collected from agreement. ASO had already been working with a remote
the network will allow a comparison of how the wlrious video transmission system in Building 23 at ANSTO
types of sensors perform under the same set of conditions, under an Australian Support Program project for the
A video system using digital compression collects digital International Atomic Energy Agency (IAEA). Sandia
images and stores them on a hard drive and a digital National Laboratories (SNL) in Albuquerque, NM
optical disk. Data and images from the storage area are designed the RMS. The installation activity in Building
remotely monitored via telephone from Canberra, 27 (See Figure 1) was a collaborative effort between ASO,
Australia and Albuquerque, NM, USA. These remote SNL, and ANSTO personnel.
monitoring stations operated by ASO and SNL
respectively, can retrieve data and images from the RMS TECHNOLOGY New digital network technology along
computer at the DSFSF. The data and images are with digital video compression techniques have provided
encrypted before transmission.
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:: ...... and a digital optical disk. The JPEG algorithm is being
• : . _ , ,,, . :'

.:_::.._:': ........ widely used by industry to process and reduce the amount
: of digital storage space required to store a digital image.

FIELD TEST OBJECTIVES The RMS field test in

Australia had a number of specific test objectives. One
objective of the RMS as an unattended safeguards system
is to collect information to verify the operations at a

<,_ nuclear facility. While the RMS could collect both Non-
Destructive Analysis (NDA) and Containment and

...___'_" Surveillance (C/S) data only C/S data and images are......: being collected by the RMS in Building 27. Limitations
FIGURE 1. BUILDING 27 AT ANSTO in the available technology has in the past segregated the

acquisition of these two classes of information. However,
the keys to make remote monitoring of nuclear facilities it is now possible to develop systems which may integrate
an achievable reality. The new network technology m_es NDA and C/S data collection and thereby develop new

it possible to easily and cost effectively install a large safeguards approaches that would have been either
number of sensors to control the collection of data and impossible or too costly to implement. Technical reasons
images about the events in a facility so that only are no longer valid today but were not demonstrated in the
significant information is collected. This approach to Building 27 installation because there was no meaningful
collecting images is often referred to as "front end NDA data to collect.
detection" or "front end data reduction" and has been

experimented with using video motion detection as the Collection of safeguards information in the past has

front end detector. The approach to front end detection by required the presence of an inspector. The presence of an
using the video image itself has a number of problems ar 4_ inspector will always be necessary for some safeguards
generally requires sophisticated processing to reduce false activities at certain facilities but at other facilities, for

triggering. A network of specially selected sensors example, spent fuel stores, a RaMS could provide the
attached to intelligent nodes can reduce false triggers information to permit reduction in the frequency of visits
while providing additional information about what is or the time spent at these facilities. Another objective of
happening in a facility. The capability to reduce the the RMS tests is the demonstration of systems that can
amount of data by the use of low cost network technology reduce the travel or time required to collect safeguards
and the latest digital video compression processing is information by providing the capability of remote
what permits the design of an RMS that can collect and transmission of the safeguard data. ANSTO's spent fuel
transmit data and images over telephone, satellite or other storage located in building 27 is an ideal test site for a

telecommunications links. The RMS installed at the Dry RMS. Forty-nine spent fuel storage tubes are kept under
Spent Fuel Storage Facility was directed at testing the IAEA seals. Inspectors must travel to verify that the spent
network technology, digital video compression and a fuel placed under IAEA seals has not been removed. The
number of other related concepts which are essential to RMS has been installed to demonstrate how verification of

proving the feasibility of remote monitoring, the status of the spent fuel in DSFSF could be performed
by an inspector using the network technology and digital

The RMS collects data from a network of nodes which are images from a review station in Vienna.
connected to a number of different sensors and security

devices. The different types of sensors and detection Another objective of the RMS tests is to show how data
devices have been installed to study how they can be used can be stored on a removable optical disk. The
to complement each other for C/S applications. Other "removable optical disk" provides a "mail-in" capability

systems such as the Authenticated Item Monitoring for the RMS. An operator could remove the disk and ship
System (AIMS) are being used to monitor the storage it t, the IAEA. The disk and the data on it are
tubes. AIMS Sensor Transmitters (ASTX) have been authenticated.
attached to the covers on the storage tubes. The data

collected from the network will allow a comparison of TECHNICAL DETAILS The following discussion
how the various types of sensors perform under the same outlines the technical details of the RMS to provide a

set of conditions. A digital video system using JPEG better understanding of the test results. The RMS block
(Joint Photographic Experts Group) digital compression diagram in Figure 2 shows the interconnection of the
collects digital images and stores them on a hard drive equipment installed in Building 27.
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FIGURE 2. REMOTE MONITORING SYSTEM BLOCK DIAGRAM

covers with Velcro. The ASTX's contain motion sensors.

The RMS uses an Integrated Monitoring S),stem (IMS)to Any motion of the ASTX or the storage tube cover to
collect data from the sensors and the Authenticated Item which it is attached will generate an authenticated alarm

Monitoring System (AIMS) transmittcrs. The RMS is signal which is transmitted over a radio frequency (RF)
demonstrating how a collection of different technologies carrier to the AIMS data receiver. A few of the ASTXs
can be integrated and provide greater capabilities. The called Reusable In-situ Verifiable Authenticated (RIVA)
tests will collect data on how the fifty AIMS transmitters seals are electronic seals which detect the status of a fiber

perform over a long time period and the number of radio optic loop. The RIVA seals send an authenticated alarm
frequency message collisions that may occur, signal over a RF signal whenever the fiber optic loop is

opened. The AIMS are shown installed on the tube covers
A network of nodes termed Local Operating Network in Figure 3.
(LON) collects data from a number of different sensors

and security devices. A four conductor network cable is [_,. i_used to interconnect all the nodes. Two conductors are i_'_ii
used to supply power to all nodes. The other two '_"_i!'i :!:_'.!i_:,=_:i_!......... /!i

conductors carry RS-485 network signals to all the _,_,,--tes. ,,_::

A number of different sensors and detection devices have _ "r ' _",'_i:_!i(l_'i_ii!;!_ii{ii;_i_- i]i_: !
been installed to study how they can be used to
complement each other for C/S applications. NDA
information from radiation detectors, for example, could
be collected by the network if such instrumentation were

needed for a specific safeguards approach.

The Authenticated Item Monitoring System (AIMS) is
used to monitor the storage tubes. Fifty AIMS Sensor
Transmitters (ASTX) have been attached to the tube FIGURE 3. TUBE COVERS WITH ASTXs



Data and images from Building 27 are remotely
The data from the AIMS devices is collected in two monitored via telephone lines from Canberra, Australia
different ways to demonstrate how the AIMS system can and Aib,aquerque, NM, USA. Remote monitoring stations
operate in two modes. One mode is a standalone data at these two locations can call and retrieve data and
collection sTstem and the other mode is by collection of images from the RMS computer in Building 27 at
the data through a network node. A Receiver Processor ANSTO. The data and images are encrypted before
Unit (RPU) operates independently to collect AIMS transmission. Access to the RMS computer cannot be
information. AIMS data can be removed from the RPU by obtained without the corrcct encryption keys and
connecting a computer to it and transferring the data from passwords.
the RPU to the computer. A second AIMS receiver
attached to a network node also collects the same On-site pcrsonnel at ANSTO have not yet removed the
information for storage in the RMS computer and for optical disk from the RMS computer but have removed a
remote interrogation, video tape from the video recording module for analysis

and comparison with the remotely collected data. The
Microwave motion detectors on the network are used to "Write Once Read Many" (WORM) optical disk can be
determine if any activity is occurring in the area. The used to test the "Mail-In Concept".
microwave motion detectors send out RF pulses at
approximately 10 GHz to detect motion in the area. Two SNL personnel attached AIMS transmitters to the covers
microwave motion detectors are used to monitor the on rift)' storage tubes. The Radar Motion Sensors and
storage area. Microwave Motion Detectors were attached to I-beams in

the walls of Building 27. The network cable was strung
Ultra-wideband Radar Motion Sensors designed by alo_ig the walls and attached to the existing building
Lawrence Livermore National Laboratories (LLNL) have supports. An equipment rack was used to house the RPU,
been installed to test their operation. The pulses emitted the RMS computer, modems, and the VSU. The rack
from these sensors are well below 1 microwatt and are contains the power supplies for the network as well as an
spread over several GHz. Their coverage consists of a Uninterruptible Power Supply (UPS) for the computer. A
hemi-spherical shell around the sensor that has an layout diagram (See Figure 4) shows the location of the
adjustable radius out to 24 feet. They fimction as another AIMS transmitters and the sensors in the storage area of
type of motion detector. The data from these motion building 27.
detectors will be compared to data from the microwave
detectors. SYSTEM PERFORMANCE

Detection of any alarm signals from the AIMS TEST RESULTS The RMS has performed very well
transmitters or the motion detectors will trigger video during the first six months of testing. It has been
recordings to be made on the video recording systems, regularly interrogated from Albuquerque and Canberra,
Dual video systems are utilized to collect video images. Australia. It was also interrogated from Vienna, Austria
An analog recording system called the Video Surveillance for several weeks of tests. The RMS has worked without

Unit (VSU) has been connected to the network. It is any major problems.
programmed to make recordings when it receives alarm

signals indicating that there is activity in the storage area. A summary of some of the test information is outlined
The VSU also makes time lapse recording in a manner below as well as the few minor but almost insignificant
similar to the Modular Integrated Video System (MIVS). problems encountered.
The second video system uses a digital compression board

in the RMS computer to collect digital images and store Installation - The RMS was installed without any
them on both a hard drive and an optical disk. The digital problems. A number of over night tests were required to
data and images can be accessed from either storage eliminate random false triggers. Changes in network
devices or remote transmission. The images from the node software were made to eliminate most of the

two systems can be compared to evaluate the effectiveness problems.
of the front end detection being accomplished by the
sensors on the network. DISCLAIMER

This report wasprepared as an accountof work sponsoredby an agencyof the United States
Government. Neither the United States Governmentnor any agencythereof, nor anyof their
employees,makesany warranty, expressor implied,or assumesany legal liabilityor responsi-
bility for the accuracy,completeness,or usefulnessof any information,apparatus, product,or
processdisclosed,or represents that its use wouldnot infringeprivatelyowned rights. Refer-
ence herein to any specificcommercialproduct,process,or serviceby trade name, trademark,
manufacturer, or otherwisedoes not necessarilyconstitute or imply its endorsement,recom-
mendation,or favoringby the United States Governmentor any agency thereof. The views
and opinionsof authors expressed herein do not necessarilystate or reflect those of the
United States Governmentor any agencythereof.
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FIGURE 4. ASTX AND SENSOR LAYOUT DIAGRAM

Software - A few changes in the software had to be made
during installation but most of the changes were cosmetic
such as the order of the time and date in the displays. A
few added features have been incorporated in the Data and

Image Review Station (DIRS) software to permit better
review. "_

Telephone Lines - Most of the calls to the RMS go ,, -;
through without any problems. However, it has been
noticed that the failure to get calls through from '=_'_:......_..........',_"_""_ ........
Albuquerque generally happens during 0800 to 1000
hours. It is surmised that the data traffic to Australia is

heaviest during this time period. The calls from the FIGURE 5. DATA AND IMAGE REVIEW STATION
United States have retrieved data at 2400 baud. The calls AT THE AUSTRALIAN SAFEGUARDS OFFICE

from the Canberra DIRS (See Figure 5) has used up to
and including 9600 baud. of about that duration due to construction. The UPS

presently being used will keep the system computer on
Equipment Failure - One video recorder failed ip the line for 30 minutes. Larger batteries can be added to
VSU; this was expected since used video recorders had to extend the operational time during power outages, The
be installed in the VSU. The VSU uses Son)' EVO-210 network and VSU have longer time period backup power
recorders which have been discontinued. Prototype VSUs capabilities. The RMS automatically returned to
with the new Sony EVO-220 recorders are being built for operation when AC Mains power came back on.
testing. The video tape from the second recorder was

reviewed. The data on that tape was complete. A spare Digital Video Images - A large number of images have
recorder was installed in the VSU by ANSTO personnel, been collected and reviewed. The RMS has captured

images of guards, ANSTO workers, guests, and IAEA
System Outages - The RMS was down for a period of inspectors. The digital images have consistently been of
about 24 hours in April due to an electrical power outage
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of operation. The implementation of the RMS has shown
how a number of technologies could be combined to
introduce new approaches to provide unattended remote
monitoring of facilities. The RMS has demonstrated the
ability to collect safeguards information from nuclear
facilities without on-site inspections. Data on important
key activities as well as images of those activities have
bccn stored in a digital data base that can be accessed
remotely thereby providing complementary data which
assists in the evaluation of activities at the remote facility.
The installation phase of the project was successfully

_ completed and systen'l testing is in progress and will
. - .... :: :_,:, continue indefinitely.
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very high quality. Figure 6 shows some of the images that
have been captured by the RMS.

Network - The IMS has workcd without any problems.

AIMS - No AIMS transmitters have failed. Outside

activities by construction workers drilling holes in the
rock outside the building did create alarms from ASTXs
near the outside wall. There have been a few unexplained

alarms that are still under investigation.

SUMMARY

The installation of a RMS in the Building 27 spent fuel
storage area is in the process of demonstrating the
technical feasibility of the remote monitoring concept.
The prototype hardware in the system has performed

without any major problems during the nearly five months






