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FOREWORD 

This report has been prepared to address the development and implementation 
of computerized operator support systems (COSS) in nuclear installations. The 
requirements of operators in information management and job performance in a con-
trol room environment are discussed. These requirements, which must be agreed to 
by the operators, provide a focus for the developers of COSS for implementation in 
an operational environment. 

The design methodology presents good practice approaches derived from the 
experience gained and the lessons learned during actual development of the COSS. 
The team concept, pilot study and structured step by step phases of software develop-
ment and implementation should help COSS developers to achieve the level of 
quality and reliability required. 

Verification and validation are central to the overall assurance of quality of all 
software, particularly that of the COSS, used to improve human reliability and plant 
safety. Implementation issues are often neglected by technologists eager to develop 
the COSS with powerful computer capabilities. If the goal of COSS development is 
acceptance into the control room environment, then implementation issues such as 
organization, backfitting, training and maintenance must be assessed at the outset of 
development. 

Licensing should be considered carefully. On the one hand, the technology 
required for licensing is mandatory for implementation; on the other, the enormous 
effort that may be required to license a COSS, particularly in the areas of verifica-
tion/validation and quality assurance, could make the system prohibitively expen-
sive, and thus discourage innovation. General consideration is given to the potential 
issues of software, hardware and human factors if licensing approval is required for 
COSS. 

The rapid advances made in computer technology have resulted in many tech-
niques and tools becoming available for potential use in COSS development, includ-
ing knowledge based systems or expert systems, neural networks, mathematical 
models and statistical methods. A description is given of the capabilities and potential 
of these techniques. 

The information should serve as a useful reference for developers and 
managers interested in the planning, design, development and implementation of 
COSS for use by operators in nuclear installations. The good practice approaches 
presented in the report should help COSS developers to reduce both the cost of 
development and the risk of implementation, thereby improving the overall 
acceptance of COSS. 

The report was prepared at a Consultants Meeting held in Vienna from 9 to 
13 December 1991, and at an Advisory Group Meeting held in Vienna from 25 to 
29 May 1992. The Agency wishes to express its appreciation to the participants of 
these meetings, all of whom played a role in the discussion, review and finalization 
of the draft report. 

The IAEA officer responsible for the report was M. Dusic of the Division of 
Nuclear Safety. 
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1. INTRODUCTION 

1.1. BACKGROUND 

The International Atomic Energy Agency initiated the preparation of this 
report, which is designed to provide Member States with guidance on the develop-
ment and implementation of computerized operator support systems (COSS) in 
nuclear installations. 

Implementation of computer technologies into the control room of a nuclear 
power plant has led to the introduction of information displays, process computers 
and other devices. It has been shown that such systems have increased the efficiency 
and capability with which control room operators deal with normal operations and 
manage transients and incidents. COSS implementation provides further scope for 
improving the way in which data and information are presented to the operator by 
displaying it in a more structured and prioritized form. Commercial computer hard-
ware and software have now reached a level of maturity and availability that can 
readily be implemented for the development and implementation of COSS. Potential 
applications range from demonstrations of plant status to productivity and reliability 
tools for functions such as diagnosis, trend analysis and assessment of recovery 
actions. 

1.2. OBJECTIVE 

The report is intended to assist in the planning, design, development and 
implementation of COSS for use in nuclear installations. The experience gained in 
the development of such systems has formed the basis for the report. Organizations 
that may wish to introduce such technology could benefit from this experience in that 
the cost and risk of implementation could be reduced and, most important, end user 
acceptance of the COSS could be improved. 

1.3. SCOPE 

The report is intended to provide guidance on the planning, design, develop-
ment and implementation of COSS in nuclear facilities. It covers all stages of project 
development, from operational requirements to the design methodology, validation 
and verification (V&V), implementation and licensing considerations if the applica-
tion is safety relevant. 
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1.4. STRUCTURE 

Section 2 of the report introduces the role of humans and computers in the 
control room, comparing their relative strengths and weaknesses, and explains the 
information model for an operator. 

Section 3 describes the requirements and role of operators in the control room. 
Thé functions and capabilities of humans and computers aré compared, and solutions 
suggested for a given activity by combining the strengths of each. 

Section 4 introduces a design methodology for a COSS once its requirements 
have been defined. The methodology covers the establishment of a technology team, 
the building of a strategic pilot and the development of applications. 

Section 5 deals with system V&V, which is fundamental to assurance of quality 
and to operator acceptance of the COSS. The tools, methods and tests are described 
to guide developers addressing V&V throughout the life-cycle of the system. 

Section 6 concerns those issues that are involved with the implementation of 
COSS in nuclear installations. Various aspects of implementation are described, 
including organizational and technical issues, human factors, training, monitoring, 
evaluation and maintenance. 

Section 7 considers various issues related to the software, hardware and man-
machine interface (MMI) that may impact on COSS development and implementa-
tion if licensing is warranted. 

2. COMPUTERIZED OPERATOR SUPPORT SYSTEMS 

Since the mid-1980s, many organizations involved with the operation of 
nuclear facilities have been developing COSS. These systems harness the capabilities 
of modern computing techniques and offer timely, reliable information to plant oper-
ators in an effective manner. For this report, a COSS is regarded as a system that 
operates in an 'open loop', processing data from the plant data acquisition systems 
and providing output to the plant operations staff (Fig. 1). The COSS helps operators 
to maintain high levels of monitoring and surveillance, thereby improving the safety 
and performance of operations. 

A COSS is only one solution to the problem of improving plant operational 
safety. Before designing a new COSS, a full evaluation should be carried out of 
instrumentation, sensor accuracy, regulating functions, controllers and equipment. 
This 'optioneering' stage will help to define the safety priorities and cost-benefit 
options, and also assist in identifying the possible future interaction problems of cur-
rent control room systems with the new COSS. 

COSS development involves consideration of many aspects of computer tech-
nology, e.g. the handling of large databases, symbolic processing, knowledge 
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FIG. 1. Open loop structure of a typical COSS. 

representation and hardware interfaces. Another major concern in the development 
of COSS is ergonomics, e.g. analysing the relative roles of the operator and the sup-
port system, and designing an effective MMI. 

There are several operational examples of COSS in routine use, including 
those in nuclear power plants for core power monitoring, safety panel displays and 
plant process-computer data management, and in a nuclear waste management facil-
ity for monitoring a vitrification process. These applications are of real benefit to 
the organizations concerned, in terms of both economics and safety. 

The underlying technologies employed by these applications are now reaching 
a state of maturity where their use is well known, and 'off the shelf products are 
available to implement them. The time is right, therefore, for wider utilization of this 
technology throughout the world's nuclear industry. 

The report has been written to help those developers and managers wishing to 
exploit this promising new technology, and to take full advantage of the lessons 
learned to date. 

2.1. THE ROLE OF HUMANS AND COMPUTERS 

In designing and implementing a COSS for operational use, it is important to 
optimize the human and computer factors of the control room 'system', i.e. the rela-
tionship between the operator and the support system. To achieve the correct balance 
between computer and human actions, the design process must consider each control 
room activity as a human task, as a computer task, or as a task requiring a combina-
tion of human and computer solutions. The process of assigning control room activi-
ties is known in the ergonomics literature as the 'allocation of functions'. 
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In general, the functions allocated to the computer are those that exceed the 
capacity or capabilities of humans, including processing large quantities of data; 
tasks requiring high accuracy; tasks requiring high repeatability; and tasks requiring 
rapid performance. 

The functions that require heuristic or inferential knowledge, flexibility, etc. 
will need human involvement. In addition, there may be practical or technical con-
straints that make a computer solution impractical, and thus require human opera-
tion. Human flexibility and judgement are essential for extreme fault or accident 
situations. Under these conditions, the extraordinary nature of the task makes the 
specification of computer solutions difficult, if not impossible. 

A possible scheme for further analysis, to classify man-machine activities and 
to compare human and computer solutions, is given in Appendix I. 

2.2. INFORMATION MODEL FOR OPERATORS 

To develop COSS for operations staff, it is essential to understand the mental 
processes of the operators working in the control room. The operator control process 
can be explained by an information model developed by Rasmussen (see Biblio-
graphy) and is shown in Fig. 2. In this model, the control processes are categorized 
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next state 

Define tasks 
to achieve 
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FIG. 2. Information model of the control room process; outline of control room operator 
functions. 
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into three modes: skill based automatic responses, rule based guided responses and 
knowledge based problem solving. 

Through MMI, operators monitor instrument signals that indicate the status of 
the plant, as well as automation devices that control the plant processes and trip the 
plant when key safety parameters exceed the prescribed limits. When operators 
monitor the status of the plant, they watch for deviations from the normal state. 
Generally, when operators detect abnormal situations a simple, timely response initi-
ates a set of automatic control actions to restore the plant to its normal state. This 
control strategy is referred to as skill based control. If the situation is more complex, 
operators have to assure themselves of the status of the equipment, by validating the 
signals, and to follow the operating procedures in order to restore the plant (rule 
based control). However, if the situation is sufficiently complex and not obvious 
from monitoring, for example, multiple failures with faulty sensors, operators have 
to evaluate the whole plant status, to predict the possible next state of the plant and 
to define the tasks in order to achieve restoration (knowledge based control). 

In knowing the information flow in a control room, different COSS may be 
developed according to the needs of operators in the different modes of their control 
functions. 

3. OPERATIONAL REQUIREMENTS 

3.1. THE ROLE OF COSS 

It is essential that the role of COSS be defined before such a system is designed 
for a nuclear plant. The most appropriate applications and technology can then be 
chosen, and the level of innovation and complexity of the project understood. 

The choice of technology strongly depends on the intended application. Differ-
ent technologies can be applied with different levels of reliability. Therefore, some 
formal classification of the tasks to be solved, with respect to the most appropriate 
way of realizing these tasks, is of vital importance. The possible areas of COSS 
application might involve tasks ranging from simple data processing to complex tasks 
previously assigned only to humans. If the application is to be produced by or on 
behalf of an organization that has limited experience in this field, this task classifica-
tion is of particular importance in maximizing the success of implementation. It is 
important that the initial projects are achievable using available and proven tech-
nology. However, it is equally important that the initial projects are not so simple 
that the problems could be solved using less complicated, less costly techniques. 

For more advanced applications, classification is important so that the areas 
of uncertainty are known from the start, any necessary research and development are 
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initiated, and the relevant licensing requirements are understood fully throughout the 
project. 

The first step in identifying the need for a COSS is to recognize known, 
irresolvable problems. These problems could be identified in a review of the operat-
ing experience in the commissioning and operational phases of the plant life-cycle. 
The review might involve examination of the conditions prevalent during specific 
plant events in which operator performance was inadequate. Typically, such a 
review of the conditions will address, but is not limited to, the workspace layout and 
environment; the instrument response; the ease of using controls; the control room 
panel design; the annunciator warning system; communications; process computers; 
corrective and preventive maintenance; drawings; procedures; and non-routine 
assignments. 

From the point of view of control room design, the following specific objec-
tives should be accomplished: 

(1) Determine whether the control room provides the necessary system status 
information, control capabilities, feedback and analytic aids for control room 
operators to perform their functions effectively; 

(2) Identify those characteristics of the existing control room instrumentation, con-
trols and other equipment, and their physical arrangement, that may limit oper-
ator performance; 

(3) Analyse and evaluate the problems that could arise from deficiencies in the 
above, and analyse the methods for correcting those deficiencies that could 
lead to substantial problems; 

(4) Assess the human factor principles (system separation, functional mimics, 
common terminology, standardized labels, etc.). 

Depending on the technical level of the control room, COSS can provide 
improvements through: 

(a) Producing better presentation of data and information, and giving reliable and 
adequate information about the process and plant status; 

(b) Identifying abnormal symptoms, and diagnosing the causes of failure; 
(c) Forecasting current process trends; 
(d) Implementing decision support. 

These are discussed in more detail in the following subsections. 

3.1.1. Data presentation and validation 

Data presentation is collecting information from the instrumentation and con-
trol (I&C) systems and presenting it to the end user in the most convenient form. 
The information should be task specific, providing the end user with information that 
is relevant to the current task. Facilities for accessing historical data to derive trends 
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in the process parameters provide a greater understanding of the process and of phys-
ical plant operation. 

Data validation is of fundamental importance to the implementation of COSS; 
it must be done before operators can rely on a COSS. 

3.1.2 Diagnosis 

Diagnosis provides operators or maintenance staff with information on the root 
cause of events. There are various techniques for performing diagnoses: mathemati-
cal methods such as principal component analysis; alarm filtering; heuristic methods 
based on human experience; and pattern recognition. 

3.1.3. Prognosis 

Prognosis is forecasting the behaviour of the process in order to help the opera-
tor avoid an abnormal situation or to assess its development. In special situations, 
prognosis systems can provide a set of process indications, depending on the possible 
control strategies, as a base for decision making. Prognosis systems may be 
implemented using different techniques, including computerized mathematical 
models and expert systems. Such systems must operate in real time, or even faster 
than real time, to follow the evolution of a situation. It should be noted that, in the 
design of such a system, the operators' interactive acknowledgement and involve-
ment must be taken into consideration. 

3.1.4. Decision support 

Decision support systems include elements of both the diagnostic and progno-
sis systems. They also apply some optimization techniques (for instance, probabilis-
tic safety assessment) to simplify the choice of optimal operator actions. These 
systems also provide feedback from operator actions to avoid the undesired and 
unpredicted effects of such actions. The advice to the operator must not contradict 
existing instructions and procedures. Since decision support systems are 
implemented using the most advanced computer technologies, and taking into 
account the significance of advice provided by the system, the role of V&V in the 
creation of such systems is of vital importance. 

3.2. USAGE 

It is essential to define where the COSS will be implemented. A maintenance 
support system, for example, may not be installed in the control room; the organiza-
tional and technical issues are, therefore, inherently simpler. The advanced support 
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system may gain wider usage, owing to the relative ease of implementation outside 
the control room environment. 

The support system can provide information to operators in the control room 
to improve operations management. In this case, before designing the new COSS a 
precise assessment of the following points has to be made: 

(1) Integration into the operational environment: The COSS must be located so 
that it can be accessed by all users. The designers and operations staff need to answer 
the following questions: 

(a) Who are the users: the shift supervisor, the operators? 
(b) How many displays are necessary? Are existing displays being used? 
(c) How can the COSS be integrated into the conventional panels of the con-

trol room? 

It is clear that full integration of the COSS into the general plant monitoring 
function increases the operators' ability to combine information sources and to iden-
tify more effectively the early symptoms of an abnormality. 

(2) Links with the existing COSS: Several COSS might be used on the same 
process/plant. Implementation of these COSS must not allow operators to receive 
conflicting advice from different systems. Therefore, if the plant already has COSS, 
it is important to answer the following questions: 

(a) Are the sources of information identical for the different COSS? 
(b) Is the information displayed by the different COSS consistent? 
(c) What are the differences between the MMI of the various COSS? Are 

the differences necessary? Can operators cope with the differences? 
(d) Can one ensure that the information displayed on the new COSS is com-

patible with that displayed on the existing COSS, for instance, different 
calculations for the same parameters? 

Wherever possible, it is essential to adopt the same standards used for the exist-
ing systems to ensure full consistency and compatibility. 

3.3. APPLICATION 

For an effective COSS, the designer must define precisely when the COSS will 
be used: only for emergency situations, only for normal operations, or at all times. 

These conditions introduce the following requirements: 

(1) Training: The combination of operators and COSS used in normal operations 
will function more reliably than those combinations used only during abnormal situa-
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tions. In the latter, the operators will not be as familiar with the MMI of the COSS 
and will therefore be uncomfortable with its use. Development of a training 
programme for such a system must be integrated carefully into the COSS design and 
development. The COSS design would need to take into account, for example, that 
the COSS might be used for off-line/simulator training. 

(2) Organization: To be effective, the COSS has to be integrated carefully into 
existing operational procedures. It is particularly important when the COSS provides 
diagnoses and prognoses, or recommends operator actions. The designer must take 
care to avoid any conflict between the recommended actions displayed by the COSS 
and those actions required by the written operating procedures. This problem is ob-
viously of most importance in accident situations. The following points are 
recommended: 

(a) The operations staff should be involved with the development of 
displays; 

(b) The COSS (in particular, those oriented towards accident detection) must 
be integrated into the written operating procedures; 

(c) The operating procedures must be modified to take into account the 
newly implemented COSS. 

(3) Adaptability: Sufficient flexibility must be built into the COSS such that it can 
readily be modified, in accordance with standard software and data validation prac-
tices. The COSS must always be brought up to date with other operating procedures. 

4. DESIGN M E T H O D O L O G Y 

4.1. INTRODUCTION 

Experience has shown that, as a general policy, all implementations should be 
undertaken under the control of plant management, requiring a high degree of under-
standing and enthusiasm on their part from the outset. To achieve a level of interest 
that is sufficient to persuade the plant operation groups to adopt the COSS, a technol-
ogy team should be set up to investigate the technology with a view to developing 
suitable strategic demonstrators. The technology team should comprise individuals 
with certain characteristics from the plant operation groups, from research depart-
ments internal to the organization and, possibly, from external bodies closely linked 
to the organization. The strategic demonstrators need to be chosen carefully to reflect 
the technical, organizational and business benefits offered by a COSS. 
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Application development, typically comprising hardware and software ele-
ments, must be carried out in a highly structured manner, using a formal project life-
cycle approach. Numerous methodologies can be used; the choice will depend on 
national and organizational standards. However, the methodology should have the 
following key elements: 

(1) User requirements specification stage: The most important stage of the 
project life-cycle is the preparation of a complete statement of exactly what the COSS 
is expected to do. This statement, the user requirements specification (URS), is 
written by the end user in an unambiguous manner. The URS should consider the 
COSS functionality, the allocation of responsibilities, the quality assurance proce-
dures and standards, and the constraints, including the operational requirements 
described in Section 3. 

(2) Functional specification stage: The URS is handed over to the system 
designers and developers as a basis for their work in specifying the design of a 
system that meets the requirements of the users. The designers produce a series of 
documents and drawings in this stage of the life-cycle, describing the functions per-
formed by the system; the equipment to be used; the operation and maintenance of 
the COSS; the interfaces to other hardware and software; the MMIs; and the test 
plans. The results of the functional specification must be approved by the users, 
thereby becoming an agreed statement of the COSS to be implemented. 

(3) Software design and production: Given the agreed COSS design documents 
produced in the functional specification, the designers produce a detailed software 
design. This software system specification describes the modular structure, the func-
tionality of each software module and the interfaces between modules. The coding 
of the software system is done according to the specifications of this design. The soft-
ware system design specification should be updated continually as the design and 
coding evolve. 

(4) Software testing: Following the test strategy or plan agreed to at the functional 
specification stage of the life-cycle, the software is tested to verify that it fulfils the 
functional specification requirements. The testing should be witnessed and accepted 
by the users' representatives. All the tests should be designed to represent as closely 
as possible the specified working environment and conditions, using achieved or 
simulated plant data (e.g. a simulator). 

(5) Implementation: This stage involves the putting to work of the COSS in the 
target environment, i.e. installing the hardware, checking the operation of the com-
munications and input/output, and loading the software. 
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(6) Maintenance and modification: Continuing support must be available to 
maintain the COSS after implementation. Changes in the requirements (operating 
procedures, plant modifications, new user requirements) are catered for in this stage 
of the life-cycle. 

4.2. ORGANIZATION 

The COSS is an open loop system, running in (near) real time, which interacts 
closely with the operators (see Fig. 1) to enhance their effectiveness. For this interac-
tion to be effective, the operators must have a high regard for the system, and a clear 
mental model of what the system is doing, i.e. they must have genuine confidence 
in it. In addition, they must not feel constrained by the system, and therefore be dis-
couraged to use it. The interaction between the operator and the COSS is of para-
mount importance, and should be treated as one of the key influences on the 
directions of the project. It has been found that the best approach towards ensuring 
that this interaction is effective is to develop the application in-house, with develop-
ment being controlled by the engineers and computer specialists responsible for the 
technical support of the plant, and to treat the production of a COSS in an analogous 
manner to the production of any other aids used in a control room, e.g. operating 
instructions. 

4.2.1. The role of the technology team 

An organization wishing to use the technology should set up a technology 
team. The aim of this team is to develop the technology to a point where it can be 
taken on, and exploited, by the plant operation groups of the organization. Figure 3 
shows diagrammatically the interactions between these groups. Section 4.2.2 
describes the establishment of this infrastructure. 

As the technologies involved in COSS are quite mature, the role of the technol-
ogy team should be to introduce techniques to the organization rather than to develop 
techniques itself. 

4.2.2. Establishment 

The first step is to establish the technology team, which should be multidis-
ciplined, with experience in operating plants, ergonomics/safety, current control and 
instrumentation systems, and the capabilities of computers. 

It is not essential for the group to contain a predominance of expertise in 
specialized areas, e.g. use of high level languages such as LISP and PROLOG, 
historically linked with advanced computerized systems. In later years, it may be 
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FIG. 3. Role of the technology team (from a strategic pilot, a different number of applications 
can be derived by different utilities). 

appropriate for the organization to acquire such expertise, but this should only be 
done in response to a real 'user led' need. 

The technology team may include participants from outside organizations such 
as consultants, architect-engineer companies or vendors of software packages. Pro-
visions for the continued participation and support of these organizations should be 
included in the initial discussions. 

Once established, the team should investigate the state of COSS applications 
elsewhere. During its familiarization, the technology team should visit sites with 
operational COSS in order to gain a good working knowledge of what is possible, 
how it has been achieved, and even how the technology team in that organization 
works. 

4.3. STRATEGIC PILOT 

4.3.1. The role of the pilot 

The technology team should produce for the operation groups in the organiza-
tion a strategic pilot as a demonstration of the technology. The aim of the pilot is 
to obtain vital input and feedback from users through the prototyping process and 
to inspire the enthusiasm of those members of plant management who fund future 
full scale applications. The pilot, therefore, has to be chosen very carefully so as to 
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demonstrate fully the benefits of the technology in business, technical and organiza-
tional terms. In recognition of the importance of producing a high profile quickly, 
production of a demonstrator has been used in 'rapid prototyping', which is refined 
continually until it meets the full requirements of the COSS. 

This pilot has several objectives, including: 

(1) To demonstrate the feasibility of the COSS; 
(2) To formulate a development methodology for building the COSS effectively; 
(3) To check the adequacy of the V&V approach for full plant implementation; 
(4) To determine the functionality required for full plant implementation; 
(5) To determine the experts and users to be involved in specifying the require-

ments and in validating the COSS. 

4.3.2. Organization 

The strategic pilot could be considered as a means of building both skills and 
credibility in the development and implementation of COSS. Full scale commercial 
development, however, must show a significant positive return for the organization, 
which means that tighter management is required. The developer must have confi-
dence at all times that the system is built in the most effective way, that the safest 
and highest value system is built and that the infrastructure and resources to build 
the system are provided. 

It should be noted that provision of a suitable infrastructure for those persons 
involved in the development, with clearly defined responsibilities, is a vital element 
as it dictates the success of COSS development. 

4.3.3. Choice 

The choice of problem to be addressed by the strategic pilot must be made very 
carefully and be based on the following requirements: 

(1) The pilot must address a problem that is well known in the organization, and 
is a frequent source of operational problems; 

(2) It must not be possible to solve the problem by simple means, for example, 
by altering the operating instructions; 

(3) The pilot must be achievable using current commercial tools, with a low level 
of risk; 

(4) The pilot must represent an achievable shift from current practice in the 
organization; 

(5) The pilot should not require acquisition of knowledge that is beyond the 
experience of the members of the technology team, emphasizing the need for 
plant representatives in the team; 

(6) Plant data in the form of an archive or a simulator must readily be available; 
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(7) No one in the organization, from the plant manager to the operators, should 
feel in any way threatened by the advance in technology; 

(8) The pilot should show potential for a considerable business benefit. 

The choice of pilot application should pay attention to the need to achieve busi-
ness impact. Equal attention must be given to goal setting for business needs, as well 
as to proving the technological aspects of the COSS. The application will then pro-
vide an increased competitive edge to the organization, better safety management and 
lower costs. 

One approach towards achieving business impact with the proposed pilot is: 

(a) To set a clear set of business objectives; 
(b) To ensure that investment of resources shows potential for a large return of 

benefits; 
(c) To remove obstacles from initiatives; 
(d) To ensure that the performance and business goals are measured. 

Business goals help to define the clear responsibilities for system development, 
ensuring systematic development as well as providing a measure of performance in 
building the system and, hence, justification for the committed resources. 

These considerations highlight the need to have an adequate level of real plant 
operation experience in the technology team. An external reviewer could be 
employed to monitor the reactions of all those whose work would be impacted by 
COSS. 

An ideal choice for the pilot would be a task that an operator perceives as 
important but does not have an easy means of achieving owing to the tedious nature 
and the time or speed constraints of the task. The need for access to demonstration 
data, from an archive or a simulator, is essential for testing the pilot. 

4.3.4. Development 

Once suitable pilot application has been identified, the appropriate tools should 
be selected from the range of commercial tools available. The choice of tools for the 
strategic pilot should be based on a number of issues, including: 

(1) The level of support available to the organization; 
(2) The possibility of contact with more experienced users; 
(3) The cost; 
(4) Whether the methods used for developing applications with the tool are 

appropriate for the organization. 

Priority should also be given to one of the less expensive tools designed for specific 
applications rather than to one of the more expensive, and more complex, general 
purpose toolkits. 
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This choice should not be seen to prejudice the selection of tools for actual 
applications. The lessons learned from their use are relevant to the application of any 
of the systems in the organization. 

Although the initial cost of buying an established tool is high, it will reap 
benefits by simplifying the development applications, and will greatly expedite the 
work of the technology team in producing the strategic pilot. 

The strategic demonstrator will provide an opportunity to develop a methodol-
ogy for the production of COSS which can readily be validated and verified. The 
difficulties associated with the V&V of advanced computer based techniques, such 
as knowledge based systems and artificial neural networks, which may form a key 
part of a COSS, have been widely published. The credibility for industrial applica-
tion of such technologies has been called into question. A number of factors have 
exasperated this problem: 

(a) Owing to the use of specialized, high level languages such as LISP and 
PROLOG it has been necessary to employ specialist programmers to develop 
the modules of the COSS. Knowledge based system development requires the 
intermediate step of 'knowledge engineering', but can produce coding that is 
not generally understood by the users and the technology team. 

(b) Sometimes, confusion has arisen between the development of a tool to imple-
ment knowledge and the implementation itself, thus muddling system 
specification. 

(c) There has been a tendency to be too ambitious and to tackle too much at once. 

It is pertinent to note that the important issues of user satisfaction and quality 
assurance (QA) are intimately related, and to a certain extent can be resolved in an 
identical manner. 

It is, therefore, apparent that advanced techniques such as knowledge based 
systems should be perfectly acceptable in terms of V&V if the following simple rules 
are followed: 

(i) Simplification of knowledge engineering, by providing the engineers and scien-
tists with the necessary tools and procedures to build their own applications in a 
structured manner. 
(ii) Use of a standard tool, to eradicate any confusion between tool functionality 
and its application. 
(iii) Modularization, to produce small modules of the COSS that can more readily 
be validated and verified. 

If the approach is adhered to, it should be possible to obtain a much higher 
degree of user input than is usual in the design of conventional software. Thus, much 
better adherence to a structured software design methodology can be achieved. 

As real operational experience is gained, there is a growing awareness on the 
part of the producers of the commercially available tools of the importance of provid-
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ing editing facilities to allow organizations to produce their own applications, follow-
ing formal methods. Therefore, an enhancement in editors features strongly in 
product development strategies. 

It should be feasible for the technology team to build up a credible COSS 
development methodology, with due adherence to the V&V issues. The team struc-
ture, described in Section 4.2.2, will pay dividends in providing a methodology that 
is finely tuned to the needs of the organization. 

4.3.5. Evaluation 

It is essential that the strategic pilot is evaluated in detail so that all possible 
lessons are learned and that future applications can be assessed correctly in terms 
of applicability, cost and manpower. Evaluation should cover the adequacy of the 
tools used to build the pilot; the general applicability of the COSS development meth-
odology; the perception of COSS by the various groups in the organization, perhaps 
employing a third party to obtain a detailed, unbiased review; and the cost. 

4.4. DEVELOPMENT 

Once the strategic pilot has been produced, the technology team should per-
form the following functions: 

(1) Publicize the strategic pilot and later applications throughout the organization; 
(2) Encourage user representatives ('champions') at each plant or in other defin-

able operational areas; 
(3) Help user representatives to assess the feasibility of potential- applications 

through assessment of, for example, the size, speed and complexity; 
(4) Provide user representatives with guidelines, training, etc.; 
(5) Organize meetings for all users in the organization to inform them of develop-

ments, both in terms of other applications and of relevant technical advances; 
(6) Maintain contact with the advances made outside of the organization; 
(7) Use the strategic pilot to try out new techniques and technologies; 
(8) Develop methodologies for the structured implementation of the range of tools 

and techniques to be used as additions in applications. 

As mentioned above, all plant based applications should be undertaken under 
the control of plant management, with the assistance of the technology team. The fol-
lowing subsections outline some considerations for the COSS development phases. 

4.4.1. User requirements specification 

Having understood the operational requirements described in Section 3, the 
team responsible for preparing the URS for the COSS should consider where and 
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how the COSS is to be implemented in an operational environment. The COSS will 
be interfaced to the existing I&C system. If the plant does not have an adequate 
centralized instrumentation data system, it is likely that the cost of implementing the 
COSS will be too high. 

The extent of the COSS user requirements will be affected greatly by what 
computational facilities are available at the plant: 

(1) If the plant already has a sophisticated data acquisition and display system that 
provides facilities such as mimic diagrams and timeplots, a decision will have 
to be taken whether the COSS should have its own screen, or whether it should 
simply be integrated, displaying messages on to an existing screen. In answer-
ing this question, the following should be taken into consideration: 

(a) Whether the role of the COSS as a purely advisory system is compatible 
with the roles of the existing system; 

(b) Whether all the desirable explanation facilities are supported on the exist-
ing system; 

(c) Whether having multiple sources of information in the control room is 
acceptable; 

(d) Whether it is possible to guarantee that the information displayed on the 
two systems is compatible. 

(2) If the plant does not have a modern data acquisition and display system, con-
sideration should be given to what extra facilities should be included in the user 
requirements in order to enhance the level of information available in the con-
trol room. 

4.4.2. Functional specification 

This should be produced with due regard to both the URS and the functions 
available in standard off the shelf packages so that the requirement for customized 
software is minimized. 

At this stage, the requirements for data processing activities should be 
described as a number of interacting functional modules (e.g. expert system, data-
bases, etc.), thereby distributing the functionality of the COSS across smaller, more 
manageable modules. Each functional module could employ the most appropriate 
technology. A detailed description of the development of functional modules is given 
in Section 4.5. 

4.4.3. Software design and production 

The COSS may consist of proprietary software (e.g. expert system shells) and 
tailored software (e.g. software linking proprietary packages, a knowledge base). 
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Application specific software must be written using a standard, rigorous methodol-
ogy, the choice of which may vary from organization to organization. It must be 
ensured that the proprietary tools have also been subjected to an adequate level 
of QA. 

4.4.4. Testing 

The COSS should be tested in line with the test plan provided in the functional 
specification. During these tests, future users can be given the opportunity to familia-
rize themselves with the system functionality. It is important that the testing should 
include measurement of the system's performance, and definition of the envelope in 
which it will operate without being overloaded. The performance tests can be under-
taken using either archived data or a simulator to provide a realistic load on the 
system. 

4.5. FUNCTIONAL MODULES 

As presented earlier, a COSS might perform several tasks in support of the 
operators, each of which may be tackled by a functional module of the COSS. The 
COSS, then, comprises at least one functional module. Examples of such functional 
modules are: 

(1) An emergency response support system to assist in the event of design basis 
accidents in a commercial LWR, using a rule based processor; 

(2) Differentiation of significant from insignificant process transients in a nuclear 
power plant, using an artificial neural network; 

(3) Real time materials accountancy in a nuclear waste facility, using an on-line 
relational database; 

(4) A means of processing raw data from the plant data acquisition system; 
(5) A means of presenting information to the user; 
(6) A fault diagnosis system, using a knowledge based system; 
(7) Continuous monitoring of the plant, using statistical process analysis; 
(8) Examination of the secondary indicators (validation of process parameters and 

performance by indirect means), using a real time knowledge based system; 
(9) Use of a relational database to give operational prompts, i.e. providing opera-

tors with timely advice on day to day activities, e.g. warning the operator to 
empty an effluent tank before it fills; 

(10) Monitoring of on-line core stability, using noise level analysis; 
(11) Validation of instrumentation, using a knowledge based system incorporating 

knowledge of the statistical techniques; 
(12) Validation of product quality, using a real time mathematical model; 
(13) Improvement in the plant-operator user interface. 
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User interface 

FIG. 4. A complex plant monitoring COSS. 

Figure 4 shows a complex plant monitoring COSS comprising ten functional 
modules, each of which must follow the same rigorous development methodology, 
requiring all the stages described in the following subsections. 

4.5.1. User requirements specification 

When proprietary tools are chosen to implement functional modules (for 
instance, a functional module for calculating statistical means from raw instrument 
data, using a proprietary statistical software package), any extra functionality of the 
package could be used to implement future developments. 
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The functional modules are produced using the editing system (see Sec-
tion 4.6), and implemented as part of the COSS. Implementation of the modules may 
be progressive and step by step. 

Each module should be targeted at a particular area of plant operation in order 
to deal with a recognized problem or to produce a particular improvement in 
operation. 

Building functional modules (e.g. a knowledge base for an expert system to 
perform intelligent alarm filtering) involves many activities, all of which need to be 
tackled effectively to ensure that the application is successful. The key elements that 
must be addressed in development and implementation are business goals; technical 
expertise/problems; quality of knowledge/data; organizational issues; strategy for 
development; training; and awareness and support. 

Each module should be well defined and lend itself to the production of a clear 
URS, following a standard procedure defined by the plant operation groups with the 
help of the technology team. When writing the URS, the following questions should 
be borne in mind: 

(1) Who will ultimately be responsible for the advice given by the system to opera-
tors? Is this consistent with current practice? 

(2) Will this advice be trusted by the operators? 
(3) Will it be possible to audit the module? 
(4) Will the module be maintainable? 

Many modules will lend themselves to definition in the form of flow diagrams, 
or some other means of clarifying what they will do and why, which can readily be 
understood and discussed by the engineers and computer specialists from the plant. 

Consideration should be given to the establishment in plant operation groups 
of a working group that meets regularly to discuss the contents of the URS. The 
members of this working group should represent a broad spectrum of plant activities. 

Typically, the output of modules will be messages and information displayed 
by the COSS. Consideration should be given to the wording of these messages, and 
to the depth of any explanations required; also, that they are appropriate for the level 
of operator who will receive them and that they convey the correct level of urgency, 
not unnecessarily dictating action to the operator. 

The sensitivity of the module to a variety of errors and mistakes is important, 
and should be considered in full in the URS. Some of the factors that should be con-
sidered are sensitivity to measurement accuracy; sensitivity to sensor failure/sensor 
maintenance; sensitivity to inadequate or erroneous operator action; and sensitivity 
to other modules. 

A mechanism should be defined for the formal approval of the completed URS. 
Provided that the strategic pilot and previous applications have been advertised 

correctly, the working group approving the URS should be familiar with the capabili-
ties of the technology and be highly motivated. Therefore, it should not be necessary 
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to produce another prototype. This will pay dividends with regard to the production 
of a high quality system in a methodical manner. 

4.5.2. Functional specification 

The designers of the functional module will take the URS and determine the 
most appropriate techniques for meeting the requirements. Definition of the intended 
implementation is documented in the functional specification. Testing of the module 
should be considered in parallel to its definition; in particular, it should be estab-
lished whether there is any archived plant data or simulator available to test fully the 
functionality of the module. The functional specification should include definition of 
the scope of testing to be done. 

All modules must be testable; if they appear not to be, the module should be 
divided into smaller modules that can be tested, otherwise it should be abandoned. 
Under no circumstances should software that cannot be tested be included in a COSS. 
In many situations, archived data of a resolution sufficient for this testing will only 
become available when the COSS is in operation, further justifying the phased 
development and implementation approach shown in Fig. 2. 

4.5.3. Software design and testing 

Given that the functionality of the module is well defined, the software design 
and testing phases can be undertaken, and documented, in a rigorous manner. It will 
be of help to this process if each of the tools used to build the system incorporates 
a quality editing facility. 

Documented records of the system's development must be of the highest stan-
dard. These records are a major factor in ensuring the maintainability of the COSS. 
Maintenance is of added importance, since it accounts for a considerable proportion 
of the overall costs. Safety related systems require the highest standard of documen-
tation, since without this the licensing authorities are unlikely to allow the system 
to be implemented. 

Any knowledge acquisition should be documented in a disciplined format, so 
providing the following benefits: 

(1) It will ensure that all personnel contributing to the data/knowledge collection 
do so in the same manner; 

(2) It will ease maintenance of the system, if required, in the future; 
(3) It will be understandable to reviewers of the documentation, to the persons 

converting the information to the computer code, and to any auditor of the sys-
tem (e.g. the licensing authorities). 

The system should be developed in modules to ease understanding and to pro-
vide easier testing and validation of the system. All interactions between these 
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modules should be derived clearly and a database record kept such that the main-
tenance time can be reduced and the full implications of any change to the system 
assessed fully. Each module (e.g. a rule for a knowledge base) should have clear and 
specific objective information; the destinations of information should also be 
described clearly. 

All documentation for the development should be reviewed by the working 
group (i.e. the team responsible for the development of the whole system). This will 
ensure that errors are removed, and that continuity of approach and strategy is main-
tained. The additional functions of this group are to monitor progress against objec-
tives, to manage communications between all those persons involved with the 
development, to assess the priority of the work and to provide a record of all the 
decisions made. 

When the knowledge/data have been approved for addition to the system, the 
knowledge base developer for the application should add these to the system. Care 
should be taken at this point to provide an explanatory text on the documented record 
of the syntax in order to aid in cross-references to the knowledge/data from which 
it was produced. To avoid unnecessary repetition of work, templates of the computer 
code should be made for methods that are repeated several times in the development. 

Testing of the computer code should be conducted in a structured and rigorous 
manner, in line with standard testing methods. The test work should be recorded, 
either manually or automatically, and added to all the documentation for each part 
of the system. 

The result of the entire process should be a documented QA record of the 
development of the COSS. 

After implementation, changes may have to be made to the system owing to 
faults in the system; requests from the operator/plant personnel; modifications to the 
plant; and requirements for protection against obsolescence of the software, hard-
ware and information base. 

As described above, procedures to control changes in the system should be 
written to ensure that quality is maintained. 

Upon implementation, the functional modules become part of the on-line sys-
tem, therefore they should be implemented in accordance with the guidelines 
presented in Section 6. 

4.6. EDITING SYSTEM 

4.6.1. User requirements specification 

The editing system is used to create and modify the procedural code and data-
bases to be included in the modules for use by the COSS. There is a need for provi-
sion in the editing system of all the functional modules. Proprietary tools for building 

22 



functional modules inevitably have their own editors. The procedures for using these 
editors have to be integrated into the procedures for COSS editing. 

One of the roles of the technology team is to provide a tool for operation 
groups to construct COSS. An essential part of the tool is a suitable editing facility 
for individual functional modules, together with the procedures for using these edit-
ing facilities. Templates for commonly built functional modules could be provided. 
When the scope of the knowledge to be used in the COSS is defined, consideration 
should be given to how the editing system can be integrated into existing data main-
tenance. To ensure against redundancy between the different databases, the follow-
ing questions should be answered: 

(1) Is there already a computerized system which can edit that part of the 
knowledge which one has to manipulate and encode? 

(2) Is it possible to build an interface with this existing system such that the 
knowledge is produced in the desired format? 

(3) What will be the change in existing maintenance tasks for the data maintenance 
team upon implementation of the new editing system? 

The role of the technology team is to establish the use of particular functional 
modules and, in particular, the editing methods; wherever possible, these should be 
common across all applications in the organization. 

Therefore, as far as possible the user requirements should be based on a choice 
of standard options, and should specify a new requirement only in extreme circum-
stances. Such circumstances might require the development of editing facilities and 
procedures to enable the building of a new functional specification. The editing facil-
ity must therefore go through the full software life-cycle approach used previously. 

The resulting URS should describe explicitly the procedure to be followed in 
order to produce and maintain each functional module so as to verify the choice of 
editor. 

4.6.2. Functional specification, design, production and testing 

These stages are only required for the customized parts of the editing facility. 
They should be well defined at the user requirements stage, therefore it should be 
possible to impose conventional levels of control on the process. 

Commonly, the editors for functional modules are proprietary software pack-
ages, thus consideration will have to be given to how customized changes can be 
made. For example, it may be desirable to attempt to influence the development of 
a product by participating in its user group rather than by commissioning 'one of a 
kind' enhancements. However, care should be taken to guarantee that the proprietary 
software was produced using an adequate methodology, and hence can be relied 
upon. 
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4.6.3. Implementation 

The editors are used to produce functional modules under rigorous quality con-
ditions, therefore the user of the editors will have to be trained adequately in their 
utilization. This training should be undertaken under the auspices of the technology 
team. Implementation should follow the successful completion of this training. 

The editing system is used to edit and maintain the, data necessary for the run-
ning of the different functional modules of the COSS. The data relate directly to the 
terminology of the plant. In all cases, such information depends on plant, systems 
and components data, e.g. mechanical diagrams and list of components, which form 
the reference documentation and specifications of the plant. 

There may be a long chain between the reference data of the plant and an 
instruction or rule in the COSS. A system is required to manage the explicit links 
between the reference data of the plant (independent of the COSS) and the 'synthe-
sized' data of the COSS, and to implement corresponding maintenance procedures 
for identifying the necessary changes needed in the different databases of the COSS 
when there is a modification in the plant and therefore in the reference data; and for 
providing the possibility of tracing this chain when there is a need to check the 
quality and accuracy of particular data of the COSS. 

In some way, the COSS has to receive plant data with a 'version number', and 
it must have the ability to correlate these data with the version number of the refer-
ence data. So, data management has to be foreseen and integrated into the QA proce-
dures of the plant to ensure that the COSS always corresponds correctly to the plant. 

The success of applications will depend strongly on the attitude of those using 
the editors, since if the editors are difficult to use the resulting poor impression will 
undoubtedly 'reflect' on those colleagues involved in the operation of the plant. 
Therefore, training of the users of the editors should be managed carefully. 

5. VERIFICATION AND VALIDATION 

5.1. THE NEED FOR V&V 

The potential consequences of incorrectly using a COSS may be great. As a 
result, V&V is of crucial importance and a COSS should not be implemented without 
it. Extensive V&V prior to implementation will help to build up operator confidence 
during use, and hence its eventual acceptance by control room staff. Also, if correct 
V&V procedures are followed, licensing the COSS will be more straightforward. 
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5.2. DEFINITION 

(1) Verification (do the things right): Verification is a planned activity aimed at 
testing the correct functioning of the COSS under various operating conditions, and 
at reviewing the design and performance to see that they meet the intended 
requirements. 

(2) Validation (do the right things): Validation is a planned activity that deter-
mines whether the final product meets the relevant objectives set out in the require-
ment specifications, and that provides an overall assurance that the capabilities 
specified in the system requirements exist in the hardware and software. 

5.3. REQUIREMENTS AND CRITERIA 

It is of paramount importance to set up acceptance tests by checking perfor-
mance against the original user and the technical specifications and objectives. Also, 
all operational modes under which the COSS will function, and those under which 
it will not function, must be defined. One of the basic requirements of V&V is to 
define preset success criteria, for example: 

(1) Correctness: This is a prime criterion that should be tested by independent 
means. 

(2) Accuracy (if needed or given in the specifications). 

(3) Speed: This is a check on whether the system responds within the originally 
specified response time. 

(4) Relevance: The answer the COSS gives should be relevant in terms of subject 
and be appropriate to the current situation. 

(5) Consistency: The COSS should be consistent internally, i.e. its various mod-
ules should not yield contradictions. The COSS should conform to the environ-
ment in which it will operate in terms of units, terminology, reference points, 
etc. 

(6) Compatibility: The COSS hardware and software formats should conform as 
closely as possible to those hardware and software formats of the environment 
within which COSS is operating. 
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5.4. TOOLS, METHODS, TESTS AND HUMAN FACTOR VALIDATION 

5.4.1. Tools and methods 

V&V is often achieved through the use of V&V software tools, of which there 
is an increasing selection. The choice of such tools should be influenced by consider-
ations of cost savings, reliability and standardization. Such tools help the developer 
analyse software by means of: 

(1) Analysing the program source statistically, thereby checking inconsistencies in 
expressions and assignments of arguments and parameters; 

(2) Documenting programs by listing the various properties of the source code, 
including the symbols, variables, etc.; 

(3) Testing the use of the code by recording calls to the various modules of the 
programs, thereby checking that all decision paths in the program are used. 

Such tools do not test the correctness of the results of the code. This should 
be done by traditional testing techniques (e.g. 'black box' testing). Independent 
methods should be preferred to avoid common mode errors. 

5.4.2. Tests 

Tests must be carefully planned to cover the operating domain of the system. 
The tests should be exhaustive, if possible, and be tailor made for the problem in 
hand. They should test for the correctness of the output from the code. As input to 
the tests, the data and scenarios must be designed with care so that they represent 
the relevant operating modes, the extreme conditions and the points of special 
interests. 

5.4.3. Human factor validation 

Operator responses should be part of the V&V process and their feedback con-
sidered an integral part of the results of the testing phase. 

COSS validation testing is a significant stage of the V&V process, where the 
developers and end users ensure that COSS implementation will satisfy the purposes 
for which it was designed. 

Various validation means can be used, the efficiency of which will vary con-
siderably: specification analysis; mock-up; prototype attached to the full scale simu-
lator; and prototype attached to the actual control room. 

The prototype can be tested on-site for normal operation, and should be tested 
on a simulator for accident scenarios. 

The validation process then consists of having the future users of the COSS 
test the interface under the observation of technical observers and human factor 
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specialists. The observation phase collects previously identified data, referring to the 
characteristics that the COSS must satisfy. Amongst these are the safety require-
ments when COSS is relevant to safety. 

Figure 5 describes the various stages of validation. Validation may serve to be 
a powerful feedback process if deficiencies or defects are found during the process. 

The V&V process should be quality assured according to standard QA proce-
dures. First, the scope of QA should be defined; then, a corresponding QA program 
should be written and executed in parallel to the V&V process. 

Detailed documentation must accompany all stages of the V&V. 

5.5. LIMITATIONS 

The V&V process should take into consideration the following inherent 
limitations: 

(1) Since the COSS will not be used in beyond design situations, the verifier 
should be aware of the range of operational conditions for which the COSS is 
valid, and be careful to verify the COSS only for these situations. 

(2) The COSS is expected to undergo modification occasionally, according to 
forthcoming needs, improvements, etc.; each modification must comply with 
the same V&V procedures. 

(3) V&V may prove to be not absolutely perfect; there may be situations that will 
not be tested. 

(4) It is a difficult, if not impossible, task to verify and validate commercial shells. 
Invariably, thé software package is accompanied by a disclaimer from the ven-
dor for damage through use of the product. Without a source code, full V&V 
of the shell is impossible. 
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6. IMPLEMENTATION 

Considerable care is needed in the implementation of the COSS so that user 
acceptability is maintained. On all but the most trivial of applications, the implemen-
tation should be phased (one functional module at a time) so that at each stage it is 
evident that the phase signifies a definable and desired improvement over current 
capabilities, and that the users of the system fully understand the function of the new 
module, and how it affects them individually. 

These constraints have some interesting consequences. For example, on a plant 
which does not already have a modern data display system, this aspect of the COSS 
should be introduced first, and then other modules introduced once its use has been 
established. However, if the plant already has a modern data display system, then 
other functional modules of the COSS must be introduced from the start. 

The reaction to the system of all users should be recorded throughout, and any 
problems remedied quickly. The possibility of employing an external reviewer to aid 
in this process should be considered. 

One of the primary requirements is that plant management be involved in the 
planning and execution of the implementation phase. 

Introduction of the system within the control room environment should 
minimize disturbance of the normal daily routine. A shutdown period of operation 
should be used for such implementation. 

6.1. TECHNICAL AND HUMAN FACTOR ISSUES 

In the positioning of hardware components in the control room', the following 
main points should be considered: the mode of support it gives (display, alarm, etc.); 
and the mode of use by operators (human-machine interaction, frequency and dura-
tion, etc.). 

The interfaces to plant data will have been planned much earlier in the life-
cycle of COSS development. Commissioning of the data interface should be done 
before the system itself is installed. 

Backfitting of plant systems might be necessary as a result of COSS implemen-
tation. The impact this has on plant performance and on operator tasks should be 
taken into consideration. 

A suitable training programme should be devised and used to smooth the 
implementation process. The advantages of the system should be explained and the 
benefits pointed out, at all times emphasizing the personal benefits to operators, not 
only the business or corporate benefits. 

The reaction to the COSS of all users should be taken into account by making 
changes to the system as requested. Attempts should be made to demystify the tech-
nology and to promote enthusiasm for the system. 
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6.2. MONITORING, EVALUATION AND MAINTENANCE 

The performance of the COSS should be monitored continuously, and periodi-
cally evaluated and compared against the intended objectives. The suggestions of the 
operating staff should be taken into account in performance evaluation. Evaluation 
criteria should include the performance, extent of use and benefits achieved. 

The COSS is expected to require maintenance in modular improvements, 
debugging, tests for new situations, etc. The need for this will be greater in the initial 
phases of implementation and resources should be allocated accordingly, not only for 
the immediate actions but also for the future. After training of the staff, it is impor-
tant to maintain close contact with the operators so that their level of understanding 
can be tested and their attitude towards the system continuously monitored. 

Any modifications of the COSS after implementation should be conducted with 
the same standard procedures and documentation. Changes to the COSS should be 
reported to the operators, and their retraining carried out promptly. 

7. LICENSING CONSIDERATIONS 

7.1. SAFETY RELEVANCE 

Implementation of a COSS requires an assessment of its influence on safety, 
to the extent to which operator actions may impact on safety (in a positive or negative 
way). The licensing authority may then ask for justifications. 

In following the guidelines outlined in this report, COSS users, typically a util-
ity and not an external research and development body, will ask for approval. Within 
this framework, the justification should make explicit what is expected from the 
COSS, and the type of operators who will use the COSS. It is necessary, as noted 
in Section 3, to establish a link between the operators' needs and the COSS charac-
teristics that will fulfil those needs. 

In some cases, the COSS will not be designed for safety related application. 
The utility will, however, need to provide proof that the COSS cannot impinge on 
installation safety. The justifications should then deal with the interface between the 
COSS and the process computer from which data are acquired. 

It is important to underline the limits of a procedure that attempts to separate 
COSS approval from the formal authorization process of safety analysis. In the past 
few years, utilities in some countries have argued that operator aids such as safety 
parameter display systems are not strictly necessary within the framework of emer-
gency situations, and hence do not deserve any approval from the safety authorities. 
The subsequent result has been the relatively inconsistent development of some oper-
ator aids that were implemented in control rooms but were disconnected from the 

29 



emergency operating procedures. The ambiguous status of such operator aids results 
in a lack of confidence, which considerably decreases the usefulness of these tools, 
whatever their efficiency could be. 

To be accepted fully by the operators and to obtain the benefit expected from 
investment, COSS that are relevant to safety should be considered for safety authori-
ties' approval. This is the price to be paid to ensure consistent integration of COSS 
into the plant-operator interface. 

In this context, it should be added that a COSS approved by the safety authori-
ties will inevitably be regarded as a new requirement for analogous installations, 
where its implementation would bring the same safety benefits. In other words, as 
with those COSS devoted to goals other than safety improvement, the COSS relevant 
to safety should be considered by utilities as the result of technical innovation 
directed towards MMI performance enhancement, be it in the form of productivity 
or safety. 

7.2. LICENSING REQUIREMENTS 

This subsection is devoted solely to safety relevant COSS. 

7.2.1. Software and hardware 

To obtain the approval of the safety authorities, the safety related COSS should 
have a number of characteristics for software QA, as well as for safety classification 
and qualification of the equipment. 

A COSS that gives advice to operators on the condition of their plant may, for 
example, involve software such as expert systems. There are several types of expert 
system, but generally they all have the concept of production rules, usually in the 
form: 

If (conditions), then (consequences) 

Incoming data is matched against the conditions (for 'forward chaining') or the 
consequences (for 'backward chaining') of the rules in the knowledge base. Invoca-
tion of a particular rule may invoke further rules, thereby forming an inference 
chain. Such inference chains mirror the fault or logic trees used in specifying many 
control room procedures. The number of possible inference chains is finite, and can 
theoretically be tested exhaustively. 

In such systems, errors will occur if, for example, rules contradict each other; 
rules exist that are valid in certain conditions but not in all; no 'fall out' option is 
provided in the rules; multiple rules can be invoked simultaneously and thereby alter 
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shared data; hardware faults occur because of the environmental conditions; there 
is an underlying fault in the software used to implement the COSS. 

Care must be taken in the writing of the rules to ensure that such problems can-
not occur and, importantly, to provide evidence of this in documentation of the rules. 
Using formal specification languages to express the logic behind the rules will permit 
rigorous mathematical checking of the completeness and consistency of the rules. 
Tools are available to check the communication between the modules of a program 
(or between rules), to optimize the structure of the program, and to ensure that the 
correct rules are invoked at the correct times. All hardware and proprietary software 
must be shown to be qualified for nuclear installation use. 

Expert systems are just one possible basis for a COSS, but the principles of 
following QA procedures, using only quality hardware and software and performing 
rigorous testing, are generally applicable to all techniques, and will greatly assist in 
obtaining COSS approval from the licensing authorities. 

7.2.2. Man-machine interface 

The licensing authorities specify certain human factor safety requirements, for 
example: 

(1) COSS compatibility with the global MMI: To be able to implement fully 
their abilities, operators do not only need simulator training, but also day to day 
practice in: 

(a) Collection and interpretation of data within the framework of installation 
monitoring and abnormal situations diagnosis; and 

(b) Choice and execution of the appropriate actions and interpretation of data 
obtained as a feedback of these actions. 

Operator effectiveness in using the COSS requires that the system be used not only 
in the very specific conditions for which it was designed but also in normal opera-
tion. For maximum compatibility with the global MMI, it is necessary to integrate 
the data produced by the COSS into the procedures used by the operators in normal 
operations, as well as in the specific abnormal or emergency conditions for which 
the COSS may have been designed. The dialogue and display modes should be con-
sistent with the global MMI. This is particularly true when other COSS exist, be they 
safety relevant or not. Moreover, it is important that no effective or formal dis-
crepancies exist between the data provided by COSS and those provided by the 
global MMI. 

(2) Cognitive aspects: It must be demonstrated that the COSS enhances (or, at 
least, does not degrade) operator performance in the various operating situations 
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where it can be used. With reference to Rasmussen's model presented in Section 3, 
proof should be given that COSS enhances: 

(i) The operator ability to detect any transients of the safety relevant 
parameters; 

(ii) The operator ability to access the data required to diagnose the situation; 
it should be demonstrable that accessing the relevant data in the COSS 
does not lead to a time delay, hindering the execution of recovery 
actions; 

(iii) The operator ability to determine the appropriate course of actions, con-
sistent with the procedures; 

(iv) The operator ability to monitor and interpret the feedback data. 

The operators who will use the COSS must be identified carefully. The type 
of information required by operators will vary according to the task they have to 
accomplish in a given situation. For example, the type of data needed by the control 
panel operator and the supervising personnel will require varying degrees of elabora-
tion; COSS must take into account these different needs. 

(3) Team performance: Controlling an installation often requires task sharing 
between several members of the team who need a mutual exchange of information. 
Implementation of a COSS may induce a change in task allocation and modify the 
nature and quality of information to be exchanged. Utilities should thus justify that 
the team ability is not degraded by COSS implementation. 

(4) The safety case: This should describe accurately the COSS characteristics in 
order to show compliance with the requirements of the licensing authority. Such a 
justification will also rely upon COSS validation from a human factors point of view, 
the main features of which were described briefly in Section 4. The safety case 
should also address the personnel training programme related to the COSS. 

7.3. DIALOGUE 

The various points addressed above provide only generalities of the safety 
requirements that may be put forward by the licensing authorities. It is clear, 
however, that every COSS implementation will present its own problems, hence dia-
logue between the utility and the safety authorities should be initiated at the early 
stages of the COSS design process to ensure a good, common understanding of the 
characteristics and purposes of the system. This early involvement of the safety 
authorities should simplify the licensing process and avoid disagreements that may 
heavily impede COSS approval. 
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Appendix I 

CLASSIFICATION SCHEME FOR MAN-MACHINE ACTIVITIES 

Before any COSS is designed for a nuclear plant, it is essential to understand 
the technology, and the level of risk associated with it. This appendix suggests a clas-
sification scheme. It is not intended, however, to be a formal procedure to be carried 
out; rather, this scheme identifies the considerations needed before starting the 
project. 

1.1. CLASSIFICATION PARAMETERS 

Any activity to be undertaken in a control room, whether by an operator or 
a machine, could be categorized in terms of a set of relevant parameters. Examples 
of these parameters are: 

(1) Size: In most cases, this will relate to the number of signals or readings that 
have to be considered in achieving an activity, and the length of the procedure 
involved in its execution. Depending on the domain, it may be possible to define the 
size quantitatively; normally, it is understood only qualitatively. 

(2) Speed: This is the speed at which an activity has to be undertaken for it to be 
of use to the overall operation of the plant, i.e. its response time. For most activities, 
this is readily definable and quantifiable. 

(3) Complexity: This concept is of vital importance to any classification of 
activity. Although complexity is not quantifiable, it is possible to classify it in terms 
of functions, e.g. as knowledge intensity, where a knowledge intensive task is one 
where significant mental or cognitive effort is required to achieve it. 

(4) Cost: The cost to a nuclear plant of the design and implementation of a COSS 
could outweigh the real business benefits. Therefore, cost is a valid parameter in 
classifying control room activity. 

Other parameters might be: importance, benefits, safety, etc. 
Once the activity has been classified in terms of size speed, and complexity, 

it is necessary to identify the most appropriate way of implementing it in a control 
room. Fundamentally, the choice is between a computer solution or a human solu-
tion. To be able to make this choice, it is necessary to consider the strengths and 
weaknesses of each. In general, computers are ideal for solving problems that can 
fully be defined and specified, i.e. those that are deterministic, whereas humans are 
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T A B L E I. C O M P A R I S O N O F H U M A N A N D C O M P U T E R CAPABILITIES 

Type of activity Computers Humans Optimum solution 

Elemental tasks 

Calculating, 
storing/retrieving 

Identification 

Complete 
information 

Incomplete 
information 

Comparison 

Predefined, 
precise data 

Diverse sources 
and imprecise formats 

Reproducible 
results; high 
capacity 

Good, can handle 
complex situations 

Poor 

Good, can handle 
large quantities 

Poor 

Low capacity, 
prone to error 

Define capacity 
limits 

Good 

Define capacity 
limits 

Good 

Computers 

Computers 

Humans 

Computers 

Humans 

Size Speed 

¡ • ¡ ¡ ¡ ¡ i l l 

Complexity 

Region В 

Region С 

Region A 

Computer Human Computer Human Computer Human 

FIG. 6. Classification of an activity in terms of size, speed and complexity. 
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much more effective at dealing with non-deterministic problems involving features 
such as uncertainty and the need for high flexibility. Humans become bored and are 
therefore prone to unreliability in mundane tasks, while computers always give the 
same result. Given their obvious constraints, computers can handle much larger 
problems at much higher speeds than humans. Table I shows some examples of these 
differences. 

Classification of an activity might then be visualized as a set of charts, one for 
each relevant classification parameter (Fig. 6). Three distinct regions can be seen: 

(1) Region A: A human or computer solution is equally applicable. The choice 
will have to consider the cost effectiveness of computerizing the activity, and the 
triviality and tediousness of the activity for a human. 

dy 

dx 

Л 

A relatively simple subtask 
involving a small set of 
derivative calculations 

A summation of 
5000 data points 

An expert decision J 

Activity 
(performed every 10 s) 

FIG. 7. Time dependent activity comprising three subtasks that vary in size, speed and 
complexity. 
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Size Speed Complexity 

Subtask 1 111 m 11111111 Subtask 2 т т м т т Subtask 3 

FIG. 8. Classification of an activity comprising three independent subtasks. 

(2) Region B: The effective capability of one of the solutions has been exceeded, 
so the choice of solution is clear. 

(3) Region C: The activity is at a level approaching the effective limit of a solu-
tion. Activities in this region might be suitable for a COSS solution. 

1.2. CLASSIFICATION OF ACTIVITY 

A time dependent activity might comprise three subtasks (Fig. 7): 

(1) Subtask 1: A set of derivative calculations; 
(2) Subtask 2: A summation of 5000 data points; 
(3) Subtask 3: An expert decision. 

Each of these subtasks can be classified in terms of the relevant parameters; classifi-
cation of the overall activity is determined by the highest classification of the sub-
tasks (Fig. 8). Classification of the subtasks identifies the requirement for a COSS. 
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Appendix II 

TECHNIQUES 

II. 1. SUBSYSTEMS 

It is convenient to regard any COSS as a number of subsystems that work col-
lectively to perform the activities defined in the functional modules implemented into 
the system. Normally, the choice of subsystem is from databases; a graphic display; 
knowledge based systems or expert systems; mathematical models; statistical 
methods; or neural networks. 

Four of these subsystems are described in the following subsections. 

II. 1.1. Knowledge based systems or expert systems 

These systems utilize clearly defined procedures that can be related more easily 
to the way in which a human expert may perform a task than more conventional soft-
ware. The technology first became prominent through the production of medical 
diagnosis systems such as MYCIN in the late 1970s. 

With the emergence of cheap, powerful computer hardware in the 1980s, 
expert systems became very popular. As with many new technologies, the progress 
made in expert systems was somewhat marred by excessive 'hype' and falsely raised 
expectations. However, the systems have now matured into a usable technology that 
offers considerable benefits in defining software to perform complex tasks. 

Use of expert systems for the monitoring of manufacturing and process plants 
is well established, with a number of purpose built tools available to produce them. 
In many advanced operator support systems, one of these tools will be totally ade-
quate and can be used as the principle subsystem controlling the other subsystems 
in the overall system. 

When considering the design methodology in relation to these tools, it is 
important to produce a technique that can be verified and validated fully. It is there-
fore very important to be circumspect when considering widely publicized tech-
niques such as rapid prototyping, and also not to be too ambitious concerning more 
complex topics in artificial intelligence such as temporal reasoning and truth main-
tenance methodologies. 

II.1.2. Mathematical models 

Use of computers to operate mathematical models of nuclear operations is well 
established and computers are used extensively in both the design and production of 
training simulators. 
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Their use of large mathematical models in real time in the control room to pro-
vide diagnostic advice is an attractive proposition; for example, it may be possible 
to produce a mathematical model of a heat exchanger that calculates the outlet tem-
perature from the input measurements of flow and temperature. The model could be 
run in real time, and the results of the model compared with the actual measured out-
let temperature. If carried out on a regular basis, this comparison could be used not 
only to monitor the progressive features of the heat exchanger's operation but also 
to spot and diagnose maloperations such as tube rupture or instrument failure. 

Practical application of real time models of this type has been constrained 
because of the rarity of models that can be proved to be reliable under all conditions; 
also, using the diagnostic process to interpret the results is often not a realistic task 
for operators in the control room. Both these hurdles can be overcome by embedding 
models within advanced operator support systems, since the knowledge based sub-
system can be used to implement a 'safety jacket' in order to restrict the use of model 
results to periods when it can be relied upon, and also to interpret the results and 
to present the conclusions clearly to the operator. 

When considering models in relation to the proposed methodology, care should 
be taken to select a modelling tool that produces models which can be understood 
and verified clearly by plant based engineers and scientists. Therefore, those consid-
ering utilization of such subsystems should look carefully at the modelling toolkits 
now emerging, which allow the structured production of models that can readily be 
understood. 

II. 1.3. Statistical methods 

Use of statistical methods for process monitoring is becoming well established, 
and is often loosely termed 'statistical process control'. It involves analysis of the 
standard statistical functions on particular instrument signals to pick up underlying 
trends and is a particularly useful technique for noisy signals. 

These methods can be regarded as a form of mathematical modelling and 
should be subject to the same considerations as those described in the main text of 
this report. 

II.1.4. Neural networks 

Neural networks are an emerging technology currently arousing a great deal 
of interest. They can be regarded as a range of techniques for the analysis of complex 
processes to identify the relationship between inputs and outputs. 

They have potentially wide application in COSS, since they can be used to 
undertake real time analysis of processes, as described in the main body of this 
report; in cases where the process is too complex or not well enough understood, 
they can be used to produce a mathematical model. 
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The concepts of safety jacketing and interpretation of results using knowledge 
based systems are particularly relevant, since the results of neural networks tend to 
be subjective in nature. 

It is too early to consider the use of neural networks in real applications; 
however, the technology team in the organization should consider becoming familiar 
with developments in this field. 
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