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ABSTRACT 

Finnish utility companies, Imatxan Voima Oy (ÏVO) and Teollisuuden Voima Oy (TVO), and the 
licensing authority, the Finnish Centre for Radiation and Nuclear Safety (STUK), are preparing for a 
new nuclear power plant in Finland. Plant vendors are proposing programmable digital automation 
systems as well for the safety related as for the operational I&C systems in this new unit. Also ir 
existing plant units the replacement of certain old analog systems with state-of-the-art digital ones 
will become necessary in the years to come. Licensing of programmable systems for safety critical 
applications requires a new approach due to the special properties and failure modes of these sys
tems. The major difficulties seems to be in the assessment and qu? ;% «on of software reliability. 
The Technical Research Centre of Finland has in co-operation with : •__ authority and the utilities 
conducted a project (AJA) to develop domestically applicable licensing requirements, guidelines and 
practices. International standards, guidelines and licensing practices have been analyzed in order to 
specify national licensing requirements. The paper will describe and discuss the findings and experi
ences of the AJA-project so far. 

In addition the experience in introducing advanced programmable digital control and computer 
systems in the operating nuclear power plants will be covered briefly. Although these systems have 
not been safety related but systems of more general interest regarding nuclear safety, some routines 
regarding the licensing of safety related systems have been followed. In these backfitting and re
placement projects some experience have beers gained in how to license safety related programmable 
systems. 

1 INTRODUCTION 

Programmable digital systems are offered for both the operation and safety automation of the new 
nuclear power plant for Finland. This seems to be the longest technological leap in the otherwise 
quite customary plant concepts. In the existing four plant units - two VVER-440 PWR units in 
Loviisa and two 710 MW Asea Atom BWR units in Olkifuoto - it may also become necessary to 
replace analog systems with digital ones. 

Favourable experiences with programmable systems have been gathered from conventional power 
and other process plants. In the nuclear field the experience is limited, especially in safety-critical 
applications. In the Darlington plant in Canada an entirely digital reactor protection system has 
recently been licensed, and in the UK the Sizewell B plant will use digital operation automation and 
primary reactor protection systems. In the French N4-plants digital technology is used extensively. 
Partly due to problems with this technology, the commissioning of the first plant, Chooz B, has been 
delayed. Japanese Kashiwazaki-Kariwa units 6 and 7 planned to be started in 1996 also will have 
microprocessor-based automation systems. Althogether, the trend towards digital systems seems to be 
common to all leading nuclear countries. 

There are many good reasons for using digital systems. They are more efficient, allowing the con
struction of many operator support and safety functions that would be impossible to realize with 
analog technology. They are more accurate and flexible and are easier to maintain. Digital systems 
require less space in buildings and can be commissioned in a shorter time span, and therefore lead to 
cheaper total construction costs of the plant. They can also, if properly designed and realized, be 
more reliable than analog systems. One important reason is the common trend towards digital sys
tems in other process industries; it would not be wise to deviate from this trend in the nuclear 
industry and thus miss the opportunity to benefit from the experiences of other branches. 

-191 



The behaviour of programmable systems deviates to such an extent from the conventional analog 
systems that their licensing for safety-critical applications requires a new kind of approach. The 
Technical Research Centre of Finland has in co-operation with the licensing authority, the Finnish 
Centre for Radiation and Nuclear Safety (STUK), and the utility companies Imatran Voima Oy 
(IVO) and Teollisuuden Voima Oy (TVO), conducted a project (AJA) to study the licensing require
ments of programmable systems. The objective of the AJA project is to develop the methods, tools 
and practices needed in an independent safety assessment of programmable automation systems in 
Finnish nuclear power plants. There is no single means of demonstrating that a programmable system 
is safe enough, but confidence in the "safety case" must be based on a multitude and diversity of 
means being employed to that end. 

The AJA-work is carried through in three lines: Î) by analyzing the proposed automation concepts of 
the potential plant vendors and their technical, managerial and quality assurance aspects, 2) by 
gathering and analyzing applicable international standards and guidelines [1] and 3) by getting ac
quainted and analyzing common licensing practices in other countries [2]. Based on these studies 
common grounds will be synthesized for the requirements and guidelines to be applied by the utility 
companies and licensing authorities in the procurement and licensing of programmable systems. 

2 PROBLEMS OF SAFETY ASSESSMENT 

"The safety assessment of a programmable system can not follow the conventional pattern because of 
the difficulties in quantification of the reliability of the software as well as the hardware" [3]. In the 
case of the software it is widely acknowledged that quantification is difficult. The hardware has 
equal problems due to the dependence of the effect of a hardware failure on the instruction being 
executed at the time of failure. 

There are two kinds of problems in producing safety-critical programmable systems; (a) difficulties 
in producing specifications for safe behaviour and (b) difficulties in assessing whether or not one has 
produced a system which is safe. One can never be certain that a software-controlled critical system 
is 'safe', but it is possible to systematically determine which techniques can (if properly applied) 
reduce uncertainties, or doubts, about system safety [4], 

'Failure modes' of the software are through design errors rather than random component failures. 
Redundant lines of the system can therefore fail simultaneously, and some kind of diversity is 
needed to compensate for the residual errors contained in the system software. Software behaviour is 
discontinuous: minor diversions may cause drastic changes in behaviour. Therefore it is not easy to 
extrapolate from known past to future performance, and it is difficult to predict the required high 
levels of software reliability by normal statistical techniques. 

Due to the uncertainty of the reliability assessment, additional means should be used to get more 
assurance about the systems ability to fulfil the basic safety requirements. Two basic principles for 
getting assurance are available: comprehension and diversity. "Assurance arises from comprehen
sion of. and diversity in, the complete procurement process, and the methods and tools used in 
development and evaluation" 14]. One can either regard the assurance as a predictor of reliability or 
prefer the assurance before the reliability. The level of assurance achieved by using a particular set 
of means can be hypothesized to correspond to a certain level of reliability. Experimental validation 
of this hypothesis, however, seems improbable to be feasible in practice. The absence of a complete 
model of the operational environment for the system makes it impossible to compute with complete 
confidence the reliability of the system, and the discontinuities and non-determinism in software 
behaviour make it impractical to infer with complete confidence future reliability from past reliabili-
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ty. Therefore "the deployment decisions about critical systems are, and probably have to be, made on 
the basis of assurance, not reliability" [4]. 

3 ACHIEVING ASSURANCE 

The main factor contributing to the assurance is the evidence produced during software development, 
and this in turn derives from the verification and validation activities. The goals of the development 
of a safety-critical system arc [4]: 

to develop the software in such a way that it is impossible or extremely unlikely that its 
behaviour (execution) will lead to a catastrophic failure. 
to provide evidence that will convince both the developers and the assessment authority of 
the dependability of the software. 

These cannot be established for software in isolation, but it. will be dealt as independently of its 
operational environment as possible. One should achieve and demonstrate, for the software in a 
system that [4]: 

its specification does not admit (allow) executions with would lead to catastrophic failure in 
its operational context (identification of all possible threats to, or failure modes of, is impos
sible; however it is possible to apply techniques which reduce the likelihood that the specifi
cation is catastrophically flawed), 
it is free from design flaws which could lead to catastrophic failure in its operational context, 
i.e. it satisfies its specifications (or, at least, the safety relevant part of it), 
it can protect itself against the failures of other components of the system (which are not 
trapped by other means, e.g. hardware memory protection), and from external threats or 
attacks which could cause catastrophic failure. 

Main contributing factors to assurance is the evidence produced during software development, and 
this in turn derives from the verification and validation activities. Due to the inconsistencies in the 
quantification of reliability, the software safety case has to be based on deterministic measures, with 
an accompanying confidence building element, although a limited reliability claim can be made 
based on the method of production of the software. The main objective of the deterministic measures 
is to produce a high quality system which conforms to the specified requirements and expectations of 
the user in almost all respects. This implies a complete, correct and unambiguous requirements 
specification with the software being produced using the 'best' practices. This is then supported by 
confidence-building measures that allow greater precision to be set on the obtained but unknown 
reliability claim. The features of such a claim need to be evidence of error avoidance, error detec
tion and error tolerance during initial design and manufacture, through commissioning to final 
operation [3]. 

One widely promoted class of techniques is program verification. This involves expressing a specifi
cation in discrete mathematics, e.g. set theory and predicate calculus, and then using the inference 
rules of logic to show that a given program conforms to the specification. A (suitably formulated) 
program proof can show that the pro-am conforms to its specification under all possible inputs, and 
all possible sequences of inputs. The analytical techniques, however, do not show that the software is 
safe; there may be flaws in the specification or inaccuracies in the model of the hardware implicit in 
the specification of the program, which can only be found by testing the programs in their operation
al environment - or at least on a representative hardware platform. 

Responsibility for safety is placed on the licensee, who must take all reasonable practicable measures 
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to ensure safety. He is obliged to demonstrate safety to the authority. The licensee produces a safety 
case which justifies the claim that the plant is safe. The safety case is subj'^'.ed to review both by an 
independent group (peer review; second opinion from independent authority which employs, as far as 
possible, diverse means to obtain its view) and the authority, who also review the 'peer review' [3]. 

4 AUTOMATION CONCEPTS 

As a starting-point and background material for the AJA-project a state-of-the-art review on the use 
of the new technology for the instrumentation and control systems in nuclear power plants was 
ordered from the OECD Halden Reactor Project [5]. The clear trend towards digitalization was 
revealed in this review, but due to the slow rate of construction of new plants in most countries the 
pace is low and no uniform international approach has yet emerged. 

A central part of the AJA-work has been the familiarization with and analysis of the proposed 
automation systems of the potential plant vendors and their design, project management and quality 
control/analysis procedures. The utility companies had 'Topical Reports' made by the offering plant 
vendors on their proposed automation systems, which will be analyzed in the project. So far the 
topical reports on reactor protection system and on the control room design of one of the vendors 
have been analyzed and thoroughly discussed in a series of meetings with the vendor representatives. 
Similar reports from other vendors are coming in. So far the proposals seem feasible although more 
development is still needed. 

Two different basic approaches to realize the automation system can be distinguished. One approach 
is to construct tailored systems for the new plant 'from scratch' ("computer system project"). In this 
case it is easier to follow the development process and get assurance on the system safety by analyz
ing the total specification, design, implementation and verification and validation (V&V) process. In 
other case the automation system will be built ("configured") using the components of an existing 
general purpose industrial automation system ("automation system project"). In this case one impor
tant part of the 'safety case' should be the analysis of the vast amount of existing operation experi
ence from many different applications in conventional power and other process industry. In practice 
the approach usually is purely neither of these alternatives but lies somewhere between these extre
mal cases; this is the situation also in the present proposals for the new Finnish nuclear power plant 
although a clear difference in this respect between the two main alternatives is to be seen. 

5 STANDARDS AND GUIDELINES 

One of the most important aspects in getting assurance about the system safety is the adherence of 
the total specification, design and implementation process of the system to the proper internationally 
accepted standards and guidelines. The analysis of the standards and guidelines applicable for the 
programmable systems has therefore been one of the main tasks in the AJA-project [1]. Standardiza
tion is still under development and follow-up of and participation in the international standardization 
process will therefore be important also in the future. 

Most of the new standards for programmable automation in nuclear power plants approach the 
problem from the project control point of view. This approach suits well for a computer system 
project (see previous chapter), but is more difficult to apply for an automation system project. Most 
important international standards and guides (IAEA, ISO, IEC, IEEE), and their principles both for 
system and application programs have been studied. Nuclear standards have drawn the main empha
sis, but also some general standards have been examined. Based on these studies important items for 
qualification have been identified. The division of projects into two different types and applicable 
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standards is given in Appendix 1 and a classification of standards in Appendix 2. 

5.1 Qualification principles and methods 

Basic standards IEC 780 [11] and IEEE 323 [17] define three basic methods for qualification of 
electrical items of safety systems and class IE equipment, type testing, operational experience and 
analysis. Other important aspects affecting on the quality of the system are the quality assurance 
system, project routines, safety classification and the safety architecture. 

5.1.1 Type testing 

According standard IEC 780, type testing is the most acceptable way of qualification. If the size of 
the system or some other practical reason limits the application of type testing, other methods can be 
used. IEEE 323 does not prefer type testing among the other principles. 

5.1.2 Operating experiences 

Based on operational experience a device can be approved for conditions similar or less severe, than 
experience. According to IEC 780 the quality of operational experience can be estimated according 
to the type and amount of documentation used. IEEE 323 demands the adequacy of documentation 
for the use and maintenance and similarity between the equipment and the equipment to be qualified. 

5.1.3 Analyses 

Qualification based on analyses requires a mathematical model. Both standards require here a quali
tative analysis of the mathematical model, based on test data, operating experience and laws of 
physics. Most emphasis is on environmental tests and component ageing. These methods do not 
apply to software. Programs and their parts (eg. modules in the system library) can be tested dynami
cally by simulation or in a real environment. Static testing can be done by inspecting the code or 
with test programs. Operating experience can be collected from programmable devices. Programs can 
also be analyzed but here the methods of the standards are not convenient. 

An alternative is to apply reliability engineering methods to a programmable system in addition to 
other analyses. A standardized qualitative method is the failure mode and effects analysis (FMEA), 
which is presented in standard IEC 812 [12]. The relationship between reliability and single failure 
criteria is presented in IAEA 50-P-l [24]. 

The use of formal methods in system specification and design phases can also be considered as an 
analytic method. In this case it would be better if the system development project were controlled 
from the very beginning. The application of formal methods require a mathematical model between 
initial state data and final state data and the verification of this function. The Def Stan 00-55 [28] is 
the first general (military) standard setting the requirement of using formal methods as mandatory for 
safety critical software. 

One way to analyze programs is to analyze the organisation which produces the programs and the 
discipline of making programs. 

5.1.4 Quality assurance system 

A common feature of program quality assurance standards is the requirement for a life cycle model. 
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This contains project phases from requirement and functional specification through implementation to 
operation, maintenance and disposal. 
Standards sufficient for the basic system are general quality standards in the ISO 9000 series and 
especially ISO 9000-3 [8] for programming. ISO 9000 determines the quality assurance system 
which is the basis for evaluating the system supplier. Standards present terminology, definitions and 
methods, which are minimum requirements for the potential supplier quality assurance system. ISO 
9000-3 defines tasks during the system life cycle for both the supplier and the customer and also 
common tasks for both. IEEE 730.1 [20j is a general quality assurance standard for programs and 
determines how to control the programming project. It presents a program with 15 points, which 
should be followed to obtain an acceptable result. The standard is written in rather short manner but 
it contains many references to standards dealing with the items in different points. 

In nuclear quality standards the most important items are the program development phases such as 
design and coding, the verification of the phases, system hardware/software integration, system 
validation, maintenance and modifications. These standards are IEC 380 and 987 (programs and 
equipment), and ANSI/IEEE 7-4.3.2. Also IAEA TSR 282 [25] covers this subject. 

IEC 880 is today the most important standard dealing programmable automation in nuclear plants. It 
provides requirements for different phases of the life cycle, such as design, development, quality 
assurance, maintenance and documentation. On the other hand it does not make a difference between 
basic programming and application programming. When using it to assess a practical system it may 
be difficult to judge how the principles of the standard have been taken in account in the previous 
phases of the life cycle. The hardware part of automation system is handled in IEC 987. Concerning 
the integration of hardware and software it refers to IEC 880. It also proceeds the same way and 
states that the most important advantage is obtained when the principles can be verified from the 
beginning of the project. It presents also a diagram of qualification of the hardware part of the digital 
automation system. 

RG 1.152 [15] presents a method which is recommended for programmable digital computer systems 
in nuclear power plants which high reliability requirements. The method is applied to design, verifi
cation, application and validation of programs and it has been published as a standard ANSI/IEEE-
ANS-7-4.3.2 [19]. This standard has been written according to the principles of IEEE 603, taking in 
account the special features of digital automation. Compared with IEC 880 this standard is older and 
shorter, but the basic principles are the same. IAEA TRS 282 gives the quality functions of a pro
gramming project during a life cycle. 

5.1.5 Safety classification 

Safety classification for the Finnish nuclear power plants is presented in just recently updated YVL 
guide 2.1 (valid since 1.7.1992) [30]. It refers strongly to the IAEA Safety Guide 50-SG-D1. The 
systems, structures and components are assigned to safety classes 1, 2, 3 and EYT. Classes 1, 2 & 3 
together correspond to the IEEE IE-class (defined in the IEEE 603 as equipment and systems that 
are essential to emergency reactor shutdown, containment isolation, reactor core cooling and contain
ment and reactor heat removal or are otherwise essential in preventing significant release of radioac
tive material to the environment) and EYT to the non-1 E-class. Protection automation that is needed 
to start reactor scram, emergency core cooling, containment isolation or other safety functions needed 
during anticipated accidents belong to the safety class 2. Part of the operation automation systems, 
eg. reactor control, core power distribution monitoring etc. belong to the safety class 3. 

IEC 880 and ANSI/IEEE-ANS-7-4.3.2 refer to design principles and functional requirements present-
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ed in IAEA 50-SG-D3 and IEEE 603. In IEEE 603 the safety systems is divided into three parts; (1) 
reactor trip system and engineered safety features actuation system, (2) auxiliary supporting features 
and (3) other auxiliary features. Further it defines different portions to each of the parts, namely 
sense and command features, execute features and power sources. IAEA 50-SG-D3 defines the 
purpose of the protection system in chapter 1.1. It is (a) to initiate automatically the operation of 
appropriate systems including, as necessary, the reactor shutdown systems in order to ensure that 
specified design limits are not exceeded as a result of anticipated operational occurrences; (b) to 
sense accident conditions and to initiate the operation of systems required to mitigate the conse
quences of such accident conditions; (c) to be capable of overriding unsafe actions of the control 
system. Further it defines in appendix the extent of safety systems in a following way: Safety sys
tems consist of the protection system, the safety actuation systems, and the safety system support 
features. 

Both basic standards define the safety systems slightly differently by extent and terminology. In 
addition IEEE 603 classifies the electrical portion of the safety system as IE. Protection systems in 
both standards are sufficient to YVL 2.1 classes 1 and 2 including reactor shutdown system and the 
actuation automation of other safety functions. In the case of other safety systems the definitions are 
not as compatible and the matching with YVL guide is more unclear. Any exceptional rules for 
design principles, functional definitions or safety classification of programmable automation systems 
are not given in standards mentioned above. 

Safety classification is used by STUK in establishing inspection procedures. YVL guide 1.0 requires 
that protection and control systems must normally be isolated from each other. Further there is a 
requirement for independence of protection and safety systems from other system. These require
ments are not strict, and exceptions may be accepted if one can prove, that the safety level is not 
reduced. 

5.1.6 Safety architecture 

Safety architecture means here design principles applied to safety systems. YVL guide 5.5 [31] refers 
here to IAEA 50-SG-D3 [22], KTA 3501 [26] and IEEE 279 [16]. Standards name design principles 
eg. redundancy, independency and diversity for protection and safety systems. Requirements for 
class IE systems are also given in IEEE 603. 

The other standard made for quality assurance of digital system software is IEC 880. It is based on 
the functional principles in IAEA 50-SG-D3 and does not either give any additional functional 
principles. The standard is applied to protection systems, safety actuation systems and safety system 
support features defined in IAEA-50-SG-D3. For the hardware part of digital system there exists a 
standard IEC 987. The basis of this standard is again IAEA 50-SG-D3. In addition this standard 
refers to the qualification principles of IEC 780, when qualifying digital systems, and especially to 
the operating experiences. 

Software standards handle shortly matters that should be taken into account in addition to guidance 
of traditional standards, when programmable system is considered. The requirements are written for 
the product, not the project. 

6 LICENSING PRACTICES 

The second strand of the AJA-project has been the analysis of the state of the international pro
grammable automation licensing situation [2]. This shows that the methods and practices in most 
leading nuclear countries are still under development or even embryonic. For the Finnish situation 
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the most interesting case (on which the previous discussion in chapters 2 & 3 is largely based) seems 
to be the Sizewell B licensing process now going on in UK, next to the Darlington plant licensing in 
Canada. With good grounds one can claim that the practices and requirements can not be fixed very 
strictly beforehand but they will first be shaped and solidified along with and during a real plant 
licensing process. The trend in the regulatory process also seems to be towards nonprescriptive, 
performance-based regulation, because "performance objectives, if well conceived and stated, are less 
likely to be changed than is a particular means for achieving them" [6]. 

7 EXPERIENCES FROM EXISTING PLANTS 

During the last ten years advanced programmable digital control and computer systems have also 
been introduced in the operating nuclear power plants. Although these systems have not been safety 
related but systems of more general interest regarding nuclear safety, some routines regarding the 
licensing of safety related systems have been followed. In these backfitting and replacement projects 
some experience have been gained in how to license safety related programmable systems. 

7.1 The Qlkiluoto plant 

The Olkiluoto Nuclear Power Plant is operated by the utility Teollisuudcn Voima Oy (TVO). The 
utility operates two identical 710 MWen e l BWRs supplied by ABB Atom. The units have been opera
ting since 1978 and 1980, respectively. The units are of a design which is technically modern even 
today, about 15 years after the commissioning. They are equipped with concrete containment, inter
nal recirculation pumps with wet thyristor controlled motors, fine motion control rod drives and 
physically, electrically a functionally separated four channel protection and safety Ï&C system. The 
I&C system is of an electronic type with a control room based on compact modular mosaic tile 
technology. The operation of the control rods according to the sequence is performed with the assis
tance of the plant process computer. The units are operated as base load units. The operation has 
been quite successful with an accumulated availability which is over 80 %. 

The maintenance and development of the I&C has until these days mainly been based on using spare 
parts of the original design and doing minor modifications and additions to the existing equipment. 
In recent years the discussions have gained momentum about how to utilize programmable control 
equipment in the modifications and upgrades and gain all the favourable advantages, which has made 
the digital system market leaders on the conventional industry side. The systems which are not 
relevant from the nuclear safety point of view are by necessity the first to be used as a "test bed" to 
gain insight in the feasibility of the new technology in replacing obsolete equipment in an operating 
nuclear power plant. Especially in the case when a modification, which aims to increase the func
tionality of a system shall be done, the introduction of a programmable control system is attractive. 

Up to now two such plant modifications has been done. The very first modification introducing 
programmable control equipment was in replacing the temperature controller for the water cooling 
system of the generator. As this system is "non-nuclear" much attention from a licensing point of 
view was not paid, but the modification was made according to the general stringent plant modifica
tion routines. The second modification involved a major upgrade of the fcedwater control system, 
which was done during the refuelling outages in 1990 and 1991. The degree of automation was 
increased to make possible automatic control from a very low feedwater flow (and power) level. A 
programmable control system was added to the original three channel analog control system to take 
care of the low feed flow operation. By an agreement with the licensing authority, the authority was 
informed and submitted material about this modification according to the routines for a safety related 
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system, in spite of that the system at the time of the modification was not classified as safety related. 
The acceptance of the system was based on arguments of "excellence" and wide industrial use of the 
base system and on the quality assurance routines and nuclear experience of the vendor developing 
the application. In addition the system was tested in several steps at the factory and the site. Final 
assurance of the reliability of the system has been gained during the years of operation after the 
commissioning of the added system. 

The plant process computer in the units is classified as non-safety, but it has anyhow an important 
role in the supervision and control of the power plant. From this point of view the reliability of the 
system is of great importance. The plant process computer consists of a multicomputer configuration 
with a distributed process interface. The computers were replaced and upgraded during the 80's to 
the present day state of the art without radical functional development. As a last step the replacement 
of the man-machine interface (MMI) in the control room has been done. This replacement project 
was initiated in late 1990 and has been completed during the refuelling outage in the spring this 
year. As a part of the project the number of high resolution colour CRT's in the control room has 
been increased from 4 to 7. In a later development stage display stations will also be provided in the 
Technical Support Center and in the Emergency Operation Facility. New functionality has been 
introduced in the system. Especially a SPDS function supporting the use of symptom oriented emer
gency operating procedures is developed and tested during this year. 

7.2 The Loviisa plant 

The Loviisa plant is operated by the national power company Imatran Voima Oy (IVO). The plant 
consists of two VVER-440 PWR units (442 M W e J supplied by the ex-soviet Atomenergoexport 
(AEE). The units have been operating since 1977 and 1981, respectively. The main I&C system is of 
conventional electronic type by Siemens/KWU except the reactor control and protection system, 
which is of original soviet technology. The control room is of conventional type but the five process 
computer CRT displays having important role in plant monitoring from the beginning. 

A large process computer upgrade has taken place in the Loviisa NPP, where new process informa
tion systems for the two units and for the full-scope training simulator have been in operation since 
the beginning of 1990. The role of process computers has been very essential since the commis
sioning of the units in late 70's. Computers are not used for direct control of the process, but due to 
the extensive information and applications supporting the operator, the computer systems are a 
necessity for the continuation of the plant operation and they can be considered as one of the contri
butors to the high load factor figures of Loviisa plant. 

The new computer systems - among the largest and most advanced in the world - are based on 
distributed configuration with networked real-time data base, graphic work stations and Ethernet 
LAN technology. The key factors affecting the hardware and software solutions have been perfor
mance, availability and upgradeability requirements resulting in independent highly redundant sub
systems for data acquisition, main data processing and man-machine interface. Due to the high 
degree of distribution and standard GKS and X Window graphics, a good compatibility with new 
technology - ranging from the most powerful work stations to ordinary PC's, with full functionality -
has been achieved. Practically the whole software maintenance is performed by means of high level 
software tools thus reducing human errors and effort as well. 

The main functions of the new process computer system are essentially the same as those of its 
predecessor: process data acquisition, preprocessing and display in various forms to the operator, 
event/alarm processing including alarm reduction, storage/archive/retrieval functions and man/mach-
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ine communication. Applications software in the initial phase included mainly plant performance 
calculations, covering all the major process components, and reactor calculation software for moni
toring the core by utilizing the extensive in-core instrumentation. Core calculation is also used for 
determination of fuel bum-up. 

Several new applications, many of which can be considered as Computerised Operator Support 
Systems, have been taken into operation after the computer system replacement project. These are 
typically implemented by means of software tools without the need of writing program code. Among 
the major new applications in the systems are: 

Monitoring Critical Safety Functions (CSF, SPDS). 
Early Fault Detection, a model-based fault detection for high-pressure preheaters. 
Leakage detection for primary system including distinction if the leakage is located in the 
water phase or in the vapour phase. 
Monitoring I&C system interiockings and control sequences. 
Task oriented displays to support operators in specific tasks such as start-up, shut down and 
other transients. Typical examples of these are operating point (x-y) diagrams and curves 
indicating operating area and possible limit violations. 
Materials stress monitoring for prediction of cracks and lifetime of pipes, tanks etc. This is 
based on counting thermal transients in the critical points by utilizing temperature and strain-
gauge measurements. 

An area where up to now preliminary studies only have been carried out is Computerised Operation
al Procedures Presentation. A project team has been formed to analyze possibilities for utilizing 
process computer system in guiding the operator to the relevant procedure, in presenting the proce
dures dynamically and interactively on displays and in the follow-up monitoring of actions required 
in the procedures. 

Except the process computer applications described before plans for adding actual programmable 
control and protection systems in Loviisa do not exist today but as a longer sight replacement of 
analog system may become necessary. 

8 CONCLUSIONS 

A cautiously positive stand to the applicability of programmable technology for control and protec
tion systems in the next nuclear power plant has been bom in Finland. It has been seen, however, 
that certain modifications to the existing plant vendor proposals are still needed. 

The international standardization is still developing and eg. one of the central standards, the IEC 880 
will have an amendment concerning the latest development of technology in a near future. More 
standardization and guideline support is also needed for the validation of existing software and 
systems built according the "automation system" approach. The stand to the use of formal methods 
needs elaboration (to day there is one - not nuclear - standard, the UK MOD Def Stan 00-55, that 
states their use as mandatory). 

National licensing requirements and practices are still undeveloped or even nonexistent in most 
countries. The most advanced licensing system the authors know seems to be in UK next to the 
Canadian. The shaping and co-ordination of the establishing an universally accepted licensing system 
and supporting guidelines should be one of the highest priorities of the IAEA NPPCI and a coordi
nated research programme in this field should quickly be founded. IAEA should also follow-up the 
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international standardization work and disseminate its results through its channels; the actual stan
dardization work shall, however, be left to the existing international organizations like IEC, IEEE, 
EWICS etc. 
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PROJECT TYPES AND APPLICABLE STANDARDS 

Appendix 1 

COMPUTER 
SYSTEM 
PROJECT 

PROGRAMMABLE 
AUTOMATION SYSTEM 

THE SYSTEM IS 
BUILT FROM THE 
"CLEAN TABLE" 
BY TAKING IN ACCOUNT 
THE SPECIAL 
REQUIREMENTS OF 
NPP 

IEC 880 
IEC 987 
IAEA 282 
ANSI/IEEE 
7-4.3.2 

IEC 780 
IEEE 323 

SYSTEM THAT 
FULFILS THE 
REQUIREMENTS 

D 
E 
S 
I 
G 
N 
B 
A 
S 
I 
S 
S 
T 
A 
N 
D 
A 
R 
S 

Y 
V 
L 
G 
U 
I 
D 
E 
S 

AUTOMATION 
SYSTEM 
PROJECT 

A COMMERCIAL 
AUTOMATION SYSTEM 
(LONG DEVELOPMENT 
HISTORY) 

ISO 9000-3 
IEEE 730.1 
ETC 

IEC 780 
IEEE 323 

SYSTEM THAT 
FULFILS THE 
REQUIREMENTS 

PROCUREMENT 

APPLICATION 
PROGRAMMING 
PHASE, 
MAINTENANCE ETC. 

ISO 9000-3 
ANSI/IEEE 
7-4.3.2 

IEC 880 
IEC 987 
IAEA 282 

SYSTEM THAT 
FULFILS THE 
REQUIREMENTS 
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Appendix 2 

CLASSIFICATION OF STANDARDS 

A U T O M A T I O N S T A N D A R D S 

N U C L E A R S T A N D A R D S 

SOFTWARE 
QUALITY ASSURANCE 
DURING THE PROJECT 
- IEC 880 (1 
- ANSI/IEE-ANS 
7-4.3.2 (2 

HARDWARE 
QUALITY ASSURANCE 
DURING THE PROJECT 
- IEC 987 

DESIGN PRINCIPLES TO SYSTEMS 
IMPORTANT TO SAFETY AND 
PROTECTION SYSTEMS 
- IAEA 50-SG-D3 (1 
- I E E E 6 0 3 (2 

G E N E R A L 
S T A N D A R D S 

SOFTWARE 
QUALITY ASSURANCE 
DURING THE PROJECT 
- ISO 9000-3 
- ANSI/IEEE 
730.1 

REFERENCES TO 
IEEE SOFTWARE 
STANDARDS 
TAXONOMY:1002 

QUALIFICATION OF 
A PRODUCT 
- IEC 780 
- IEEE 323 

YVL 5.5 
-IAEA 50-56-03 
-IEEE 279 
-KTA 3501 
-IAEA 50-SG-D8 

QUALIFICATION 
PRINCIPLES : 
1. TYPE TESTS 
2. OP. EXPERIENCE 
3. ANALYSES 
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