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Preface

The International Atomic Energy Agency (IAEA) Specialists' Meeting on "Software Engineering in
Nuclear Power Plants: Experience, Issues and Directions" took place at the Chalk River
Laboratories, 1992 September 9-11. The CANDU Owner's Group (COG) sponsored the meeting,
which was organized by staff from the Instrumentation and Control, and Information Technology
Development branches at CRL. Over 70 representatives from Argentina, Austria, Belgium, Brazil,
Czechoslovakia, Finland, France, Germany, Hungary, Italy, Japan, Spain, Sweden, the UK, the
USA, and Canada attended.

24 papers were presented, including one from AECL CANDU and one from AECL Research on
software diversity in CANDU shutdown systems. The opening paper, "Quality in Nuclear
Design", was presented by Dan Meneley, Chief Engineer of AECL CANDU. A spirited exchange
of views took place during the panel discussion, "Software Licensing Issues", on Thursday
afternoon, which featured a panel representing regulators from Belgium, the UK, the USA and
Canada.

The conference banquet was held at the Best Western Pembroke Inn on Wednesday. The highlight
of the evening was the presentation by Dr. F. Ken Hare, Chairman of the Ontario Hydro Advisory
Panel on Nuclear Safety. The weather cooperated with sunshine and warm temperatures for the
informal BBQ at the Deep River Yacht and Tennis Club on Thursday evening. The meeting
concluded Friday afternoon with a tour of the Chalk River Laboratories.
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Specialists Meeting

on

Software Engineering in Nuclear Vower Plants:
Experience, Issues and Directions

9-11 September 1992
Chalk River, Canada

Welcoming Address

A. Kossilov
International Atomic Energy Agency

Mr, Chairman, Ladies and Gentlemen,

It is my pleasure to welcome you on behalf of the International Atomic
Energy Agency to this Specialists Meeting on "Software Engineering in Nuclear
Power Plants: Experience, Issues and Directions".

The meeting is being held within the framework of the programme of the
International Working Group on Nuclear Power Plant Control and Instrumentation
and is convened with the support of the Atomic Energy of Canada Ltd.

The Agency welcomes the opportunity of holding this meeting in Canada
where a large experience has been accumulated in the design and implementation
of control and instrumentation systems and where these systems are efficiently
applied in the operation of NPPs. On behalf of the Agency, I would like to
express gratitude to the Government of Canada for hosting this meeting.

The advances in computer technology have been phenomenal in recent
years. The use of powerful personal computers and workstations is widespread
in all sectors of industry. In nuclear power technology computers are used in
design, engineering, operation and maintenance, and their role has grown
steadily in the last decade. The use of computers has been extended from its
traditional role in the manipulation of large quantities of numerical data and
mathematical equations to its more current role of fast and accurate
processing of information and knowledge. Digital technology has been
increasingly recognized as a valuable tool for the support and enhancement of
human capability in the areas of monitoring, diagnostics, control,
maintenance, surveillance and communication.

Many functions in nuclear power plants are performed by a combination of
human actions and automation. Increasingly, computer-based systems are used
to support operation and maintenance personnel in the performance of their
tasks. There are many benefits which can accrue from the use of computers,
but it is important to ensure that the design and implementation of the
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support system and the task to be performed places the person in the correct
role in relation to the machine; that is, in an intellectually superior
position, with the computer serving the human. In addition, consideration
must be given to such important factors as computer system integrity, software
validation and verification and consequences of error. To achieve a balance
between computer and human actions, the design process must consider each
operational function as pertaining either to computer or to human operation
or, what is more common in nuclear plants, to a combination of human and
computer functions.

The impact of computer systems on safety muse not be forgotten. The
features that produce the financial benefits may act either to improve safety,
if correctly implemented, or to reduce safety, if poorly conceived and
executed.

Software is playing an ever increasing role in the design, manufacture
and operation of nuclear power plants, and the potential for error and poor
quality is very real. This potential for error exists with computer software
at all stages of interaction with computers and the software that runs on
them. Methodologies and tools are needed to help assure the quality of
software for digital systems. Accepted verification and validation
methodologies and tools would enhance the acceptance of digital systems by
users, vendors, and regulators through increased confidence in the software.
Software design and development standards need to be developed to improve
software consistency and to facilitate the development of tools to support
automated software development, verification and validation.

I highly appreciate your enthusiasm and readiness to assist the Agency,
in particular, on such a very important subject. It is expected that this
meeting would promote fruitful discussion on results, and development methods
related to the software development and maintenance, qualification of software
and V&V, licensing and reliability assessment. The solution of this problem
depends a great deal on the development of new reliable hardware and software
as well as new types of control systems.

Therefore, it would be very much appreciated if the discussion could help
us to summarize the current situation in this area as well as to give possible
recommendations to the Agency for further activities in this field, and more
active support of international cooperation in this matter.

Concluding, I wish to express our gratitude to the Atomic Energy of
Canada Limited for all the arrangements which have been made, especially to
the representative of Canada to the International Working Group on Nuclear
Power Plant Control and Instrumentation, Mr. R. Lepp, and his colleagues, who
did an excellent job in organizing the meeting.

And to all of you, I wish a successful and productive meeting.

A. Kossilov/jd/1907r
1992-09-05
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Software Engineering in Nuclear Power Plants: Experience,
Issues and Directions

CRL, August 9-11,1992

Quality in Nuclear Design
by

D.A. Meneley
Vice-President and Chief Engineer, AECL CANDU

Mississauga, Ontario, Canada, L5K 1B2

Introduction

i will begin this address with some very general remarks bearing on Quality in
Engineering Design, and then finish with some specific opinions on the topic of this
conference. [Definitions: Quality: (1) any of the features which make something what it
is, a characteristic element, an attribute; (2) the degree of excellence which a thing
possesses; Design: a process through which requirements are converted into
descriptions of a technical system such that the technical system meets the needs of
mankind].

The nuclear industry, worldwide, has an outstanding record of quality design,
construction, and operation. Our industry pioneered many of the reliability and safety
principles which now are in common use in other high-technology industries. The
main driving force for these developments has been the real or perceived danger of
operation of nuclear plants; regulation of the industry has helped to ensure that safe
systems were developed and used in these plants.

There is some risk in this discussion that I will be preaching to the converted - a group
of specialists in computer software development might be expected to know all about
quality in nuclear design. Nevertheless, I hope that I can add some thoughts which
may be useful to this conference.

- 4 -



The basic perspective J wish to put forward comes from an older usage of the term
"engineering quality"; the usage which demanded that the engineer find a balance
between two opposite goalc - excellence in performance and economy in execution.
The goal of high quality was defined by the design wherein the correct balance
between performance and economy was reached. Excellence is, today, nearly
synonymous with quality - quality has become a word which we use when we want to
portray the very best we can do, regardless of cost. Economy is a somewhat negative
word - hardly ever used in conjunction with the words quality, safety, or excellence.

A proper balance of excellence and economy does not necessarily lead to "second-
rate" products; the engineer's charter requires that the products created give a positive
benefit to the society. A new term in the engineering design equation is the insistence
by the society at large that tha consequences of engineering failures be reduced to
ever lower levels. The standard of "good enough" design on which engineering
practice was previously based have been changed.

This transition in engineering practice began many years ago. One example of early
change arose from the fact that more than 100 people were being killed per year by
the explosion of steam boilers in the US, 100 years ago. The American Society of
Mechanical Engineers developed standards for the design and operation of pressure
vessels which still exist today in modernized form. Similar engineering standards
were developed in bridge, railway, and hydro dam engineering at the same time.

Engineering standards dominated the practice of engineering design up to the mid-
20th century. True, many professional standards still exist today and are in active use.
Perhaps a majority of today's standards are professional in origin. A powerful new
influence comes from the emergence of government-sponsored regulatory standards,
most familiar to us in the nuclear industry but which also exist in the aircraft and
chemical industries, for example. Such regulations go beyond professional
engineering standards both in scope and in force. The stated purpose of such
regulation is to protect the people against the negative effects of the activities;
generally, there is no recognition in such regulations of the need to enhance the
positive effects of the same activities.

Underlying this new type of quality standard is a change in responsibility which was
described by Mary Douglas and Aaron Wildavsky in their book "Risk and Culture".
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They postulate that our societies have chosen to transfer the prime responsibility for
many aspects of individual well-being - including public safety - from themselves to
their governments. The transferred responsibilities are expressed, of course, in a wide
variety of rules which bind the society at large. If the people do expect their
government to take care of them, then the engineer must practice in a new
environment; that is, one in which one side of the excellence-economy balance is
determined by government regulation. The remaining task is to find the most
economical way of satisfying regulatory requirements at the same time as meeting
performance goals.

Bridges Must Not Collapse - Planes Must Not Crash - Nukes must not Contaminate

Establishment of a safety standard in a conventional environment involves a rough
balance between the actual accident rate and the "tolerable" accident rate within that
society. For example, the rate at which British-Registry steamships were lost at sea
was quite high in the early period of this technology. This ioss rate decreased steadily
with time as technology improved until it reached a roughly constant rate per ship-
year, under pressure mostly from the insurance underwriters. The same trend can be
seen in the early history of earth dams; failures also have reached a low asymptotic
rate which might be considered "acceptable" in that there is no strong public pressure
to improve them.

The commercial airline industry provides another example. Over the past 30 years the
number of people killed per year worldwide, in commercial aircraft crashes, has been
approximately constant at about 1000 per year - indicating a gradual improvement in
the industry's safety level because the number of passenger-mi'es has increased in
the period. The annual number of deaths is large, but the level of public concern is
low. There is no strong public demand for better safety or for shutdown of the
commercial airlines.

Nuclear power plants are, at the present time, somewhat of a counter-example. The
levels of safety have improved steadily over the years, by any objective measure. The
"quality" in design has increased over the past 25 years, and the quality of operation
obviously has improved. The worldwide industry has not killed anyone since 1986.
Yet there is a strong pressure toward further quality improvement, expressed mainly
through regulatory pressure for higher and higher levels of safety, but also partly
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driven by plant designers. On the periphery, crusaders against the technology still are
trying to scare the people into putting more pressure on the industry.

What is the difference between these technologies; a difference which might explain
these divergent public reactions?

The first difference is age; the nuclear industry is considerably younger than most of
the others. A second difference is familiarity; people understand dams and ships, and
even perhaps airplanes. Nuclear plants are more mysterious. Another difference is
apparent utility - for example, ships "overcome" the obvious and unavoidable dangers
of the sea in order to transport valuable cargo; aircraft do roughly the same job in the
air for a clear and apparent benefit The benefit of nuclear plant operation is not nearly
so clear; there appear to be alternatives for generation, conservation is a "good"
choice in today's environment conscious world, and electricity itself has acquired a
somewhat negative reputation. The level of fear in some people is extremely high;
they see mushroom clouds behind every plant

The solution to the public acceptance problem seems obvious. It comes in three parts:
(1) Hold costs down, (2) operate the whole system very safely, and (3) fet 30 to 50
years pass by quietly. Even if the total number of plants in the world grows gradually
over this period, this defines a very large task for our profession.

Engineering Quality - A Balance of Forces

How can we achieve appropriate quality in design? Would a "perfect" design make
any difference in the perceptions of the people? Does superqualification lead to the
correct answer? Is a necessarily expensive technical solution actually actually a trap
for the industry? Can we hope to solve our public perception problems using technical
means?

The problem of choosing appropriate quality in design comes from the economic
requirement of engineering quality; the imperative to produce an economical product.
There is no point in making an excellent product if it is too expensive; the society
simply cannot and will not use such a product.

The challenge to the nuclear designer is, it appears, to find a design solution which is
adequately safe (safe in fact, without significant perceptual distortion) and which is
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economical, so that the technology of nuclear energy can compete with other energy
supply alternatives. Real costs of nuclear electricity have risen substantially over the
past two decades; let us see if we can decrease them just as much over the next two
decades.

Software Design

In now moving to a faw comments on the specific topic of this meeting, I wish to
confess that I am not a specialist ;n your very new field even though I have spent
several years cf my careei in quite intensive program nina in FORTRAN. It is possible
to boast that all of the programs which I wrote are completely bug-free; only because
none of them are now being used.

The requirements of software design solutions for use in future nuclear plants, as i see
them are, in rough priority order:

1. They must work effectively and must compete with existing options. We now
have adequate software solutions for lower-reliability service (plant control) and
adequate hardware solutions for safety-grade applications. Software must offer
some particular advantage in some desirable performance attribute in order to
be used.

2. They must be cheaper than the alternatives, both at the design stage as well as
during operation and maintenance. Manpower is an especially important cost
component in software engineering; it must be included in all system cost
comparisons.

3. They must have a low risk of regulatory approval problems; or must be what is
called in colloquial English "hassle free" solutions. Even though a system has
high quality, it can fail to pass the regulatory approval process for a variety of
reasons which are more or less related to real safety.

For example, the new system installed in Ontario Hydro's Darlington station cost
far more than could be justified by its admittedly increased utility. Most of this
additional cost was due to regulatory approval problems and consequent plant
delays. As one of the engineering managers who originally approved the choice
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of software for these systems, I can state without hesitation the I would not have

recommended software had I known what was in store.

4. They must be easy to modify under proper administrative controls and
verification, but very difficult to modify in the absence of such controls. Some
form of encrypted access may be useful in this regard; systems are available and
in use in military applications.

5. They must fca clear and understandable, not only to software specialists but also
to auditors and to line staff in engineering offices as well as at operating stations.

Software is the Right Jhoice

•/Software in nuclear stations can and does make important contributions to safety. The
software comparators (programmable digital comparators) in CANDU 600 MW units
are more reliable than the older relay units, with both higher reliability to act on
demand and lower spurious activation rates. More intelligent interpretation of plant
conditions is expected, in the future, to provide even greater safety and lower spurious
trip rates in special safety systems.

/Much of the routine, repetitive work of the control room operator can be taken over by
control computers, as has been demonstrated successfully during hundreds of
thousands of nuclear plant operating hours. The operator's mind therefore can be
freed to test, inspect, and maintain plant systems - operations which are difficult;? not
impossible to do properly with machines.

I will terminate my remarks at this point and let your work proceed. If there are
questions I will do my best to answer them.
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AECL Research, Canada

1992 September 9
Morning Session

Documentation for safety critical software
D.L. Parnas, McMaster University, Canada &
P.-J. Courtois, AIB-Vincotte Nucteaire, Belgium

Comparison of international standards for safety system software V&V
S.C. Bhatt & L. Chanal, Electric Power Research Institute, United States of America

ISO/IEC standardization in software engineering with respect to safety related systems
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Documentation for Safety Critical Software

P.-J. Courtois1 and D. L. Parnas2

'AIB-Vincotte Nucleaire, 157, Av. du Roi, B-1060 Bruxelles, Belgique

2McMaster University, Communications Research Laboratory, Department of Electrical
and Computer Engineering, Hamilton, Ontario, Canada L8S 4K1
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ABSTRACT

The paper briefly reviews some of the fundamental difficulties presented by the
design and the validation of software for safety critical applications.

It suggests that software formal documentation techniques may be one way to
ameliorate the problems we describe. The principles behind a method of documenting
both requirements and software design are presented. The method is based on concepts
proposed by D.L. Parnas, H. D. Mills, and J. Madey [10, 11, 12] and has been followed
by the Atomic Energy Control Board of Canada (AECB) in its safety assessment of the
software for the shutdown system of the Darlington nuclear power generating station [13].

The method is illustrated by applying it to a small portion of the safety feature
actuation system of a PWR reactor.

1. INTRODUCTION

Software dependability remains a somewhat paradoxical issue. The very same
assets of the software technology that can be exploited to improve the control and the
safety function in critical applications, are the source of our concern about the quality and
reliability of the systems that are produced. Consequently, many designers of safety
related systems remain justifiably skeptical and hesitate to exploit, or even explore, the
potentialities of software. Before selecting and advocating a given software design
methodology, it seems therefore worth trying to identify these specific assets and
concerns, and to explore the extent to which they are different from those of hardware
technologies.

1.1 Advantages

First, software implementations allow more intelligent on-line monitoring [8] to
be provided in the form of more elaborate calculations or procedures to make inferences
from the observed parameter values; in many cases, this increased "intelligence" allows
the system under control to produce more power and to use more efficient operational
regimes without reduction in safety.

Software allows more sophisticated diagnostic aids, which can increase safety [5],
and availability [8] by reducing system down time; periodic routine equipment calibration
and testing can be performed, at higher frequency, and with less risk of human error or
negligence by software than is possible with manual procedures.
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Software based systems offer more flexibility to accommodate system
modifications and parameter tuning, during the design and later, during operations.

Software, by itself, does not age or wear out, and is not affected by the
environment (heat, electromagnetic interferences, earthquakes, ...). In principle, once
correct, it can remain correct forever without maintenance.

Under current pricing, software implementations are usually cheaper than
hardware implementations of the same functionality. However, if the software is badly
structured, debugging, inspection, and maintenance may remove this advantage.

More accuracy and more (numerical) stability can be obtained from digital
technology than from analogue devices and hardwired logic.

1.2 Disadvantages

These assets have their counterparts. The design of correct software poses
problems that are specific and different from those posed by the design of analogue
circuits.

It is often claimed that a major factor for design errors being more likely in
systems incorporating software is that these systems are inherently more complex than
hardware systems (see [15], e.g.). This claim needs some justification, ^t\ce design errors
can be made when designing hardware as well as software.

Some of the most essential differences between hardware and software are to be
found in the nature of the complexity of the implementations [2, 11], i.e. of the systems
that must bridge the gap between the primitive functionality of the technology available to
design with, and the high level functionality required by the user or the application.

Because software is often considered to be cheaper and easier to modify, the
"gaps" one attempts to bridge by software are usually wider than those bridged by
hardware, and thereby more prone to design faults. Besides, contrary to what is generally
thought, some fundamental aspects of the software technology are quite primitive when
compared to hardware. Unlike hardware circuits which operate in parallel and
autonomously, like natural processes, with dedicated resources and power, software
processes are mutually dependent. Software processes must each be defined sequentially;
they must coordinate and interact by accessing common variables; they must be
programmed to share common physical resources. The internal sequences of elementary
actions within each process, and all elementary interactions between processes must be
specified explicitly in software, while many of them are implicit in hardware. It is the
specification of these sequences of elementary actions and interactions, which are not
dictated by the functions to be implemented, but by the implementation, that adds to the
complexity.

As noted in [11], software can display a high sensitivity to "small" errors. An
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electrical or mechanical device performs its function with a certain "tolerance"; the result
is not an "exact" value, but a range of values. By construction, the device can be built so
that small deviations from the specifications induce small variations on the result. Many
natural processes work that way; software does not.

This notion of tolerance supposes continuity properties which are often present in
physical devices, but not in software. Because of the discrete nature of software, a trivial
error (e.g. an error of punctuation, or a single bit error in an address field) can cause
drastic deviations from the specified behaviour of a program. For software, we have not
found a notion equivalent to that of tolerance for software, and, therefore, no nouon of
"small error".

Testability is another concern. It is usually impossible to test a system for all
possible input values, be it hardware or software. Even in simple cases, complete testing
may take hundreds of years. But software has an additional complication. Testing a
device whicn has a continuous behaviour can be based on interpolation. If a function is
performed correctly at two not too distant points, it can be assumed correct in all points
of the intervening interval. This assumption, almost always valid for physical devices,
cannot be used for program functions which can have arbitrarily large numbers of
discontinuities. At best, program functions are piecewise continuous.

Dependability Quantification. It is impossible to justify the association of a
numerical reliability estimate in the ultra-reliability region (below 10"6) with a system on
the sole basis of experimental or in service testing. To quantify a lO'Vhour failure rate
requires more than 10* hours (114 years) of testing.

However, it is often possible to give quantitative ultra-reliability assessments for
hardware systems constructed of redundant subsystems. Often it is reasonable to assume
that the subsystems are independent, in particular free of design flaws, and that their
failures are not correlated. Because of this key assumption of independence, if the
hardware redundancy is, say equal to three, to demonstrate that the probability of total
failure is less than 10"*, it is sufficient to demonstrate by testing each subsystem separately
that each has a failure probability less than 10"2.

Unfortunately, independence cannot be reasonably assumed between software
subsystems. First, all software faults are design faults, which are replicated in redundant
copies. Second, even if copies are programmed independently by distinct programmer
teams, it is not feasible to prove that correlated errors are not present. In fact several
experiments suggest that there will be shared errors. Common specifications tend to lead
to similar misinterpretations, and programmers tend to slip over the same banana peels.
To evaluate the reliability of the whole system, one would need, therefore, to quantify
these correlations [1]. One cannot neglect them because they belong to the same order of
magnitude as the reliability that has to be achieved by the whole system (10* in the above
example). But, for this very same reason, they are equally impossible to quantify by
testing.
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2. DESIGN PROCESS- VERSUS PRODUCT- RELIABILITY.

In the face of these problems, many specialists share the view that, at least for the
time being, one of the most promising way to improve the trust we can place in software
products is to increase the trust we can place in the design and construction processes by
which the products are obtained. If the reliability of the end product cannot be directly
assessed, its trustworthiness can presumably be improved by using a better construction
process. The underlying idea is that it might be easier to review and validate the various
phases of the construction process - which in the software case is a pure intellectual
process - than to a posteriori validate the end product with all its complexity when it is
complete. This idea is not new ([9] e.g.).

It is clear that documentation is an essential ingredient in this process. Extremely
precise, unambiguous and clear documents of the requirement specifications, the design
and the code are necessary if the designers, the programmers and the independent
reviewers are to understand and to verify the completeness, the compatibility, and the
correctness at each phase of the development.

Documentation should be part of the design process itself. This necessity has long
been recognized in traditional fields of engineering where precise and mathematical
models of the products exist. In contrast, in the field of computer programming, the
absence of physical and natural constraints to prevent unbridled complexity, and the lack
of professional engineering traditions, often lead to documents thai are ambiguous (e.g.
because they use natural language), and incomplete (e.g. just a few comments scattered
across the code).

The rest of this paper discusses the basic principles of a method for the
documentation of system requirements and software functions that seems to have
successfully met some of the objectives described above.

3. DOCUMENTATION OF COMPUTER SYSTEM DESIGN

One method of software requirements documentation has been followed by the
Ontario Hydro and Atomic Energy of Canada Ltd (AECL) under the direction of the
Atomic Energy Control Board of Canada (AECB) to validate the control software
implemented at the Darlington nuclear power station [13]. Earlier, less refined versions of
the same method had been successfully used by the U.S. Naval Research Laboratory for
the documentation of the on-board flight control software for the A-7 attack aircraft [4, 6
7].

The method was initially inspired by intuition and software engineering
experience, but can now be explained by a mathematical model which progressively has
been made more explicit [12, 14]. The method specifies formally what the contents of
the various documents should be, but, to a certain extent leaves open the choice of the
notations to describe these contents [12]. The availability of an explicit model, has
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resulted in an improved level of quality in the documentation.

3.1 System Requirement and Design Documents

The system level documentation consists of two main parts. The System
Requirement Document treats the computer system as a black-box, and gives a description
of the environment in terms of environment state variables. It describes the relations
among these state variables that result from physical, n?tural or other constraints. It also
specifies the additional relations that must be established and maintained by the computer
system itself when it will operate on this environment.

The notation and concepts used in this document must apply to systems built of
analogue circuits as well as to computer systems; this is important for the documentation
of computer systems that are embedded components of larger systems. It reflects the fact
that the operational requirements do not necessarily dictate the implementation technology
to be used. In documenting the system which is used as an example in Section 4,
experience shows that the documents produced were rather easily understood by system,
hardware, and software engineers.

The System Design Document identifies the computers within the system, and
specifies the communications between the computers and the environment by describing
the relation.s that will exist between the values of the environmental state variables and the
values of the computer input/output registers.

The System Requirement Document and the System Design Document together
determine the Software Requirements. It is however often the case that requirements
defined in this way do not completely specify software behaviour; several externally
distinguishable programs can satisfy the same set of system requirements. If necessary, an
optional additional document, called the Software Function Specification, can record
additional design decisions and describe the software behaviour more completely. In any
case, all these documents remain implementation independent. The functions described by
the System Requirement Document could be implemented by digital or analogue
techniques. Neither the partitioning of the software into modules, nor the algorithms to be
used are specified at that stage.

3.2 Environmental State Variables

The first step in the design and documentation of the system is to chose the state
variables that will unambiguously characterise the environment in which the system will
have to operate.

Environment state variables are characterized as being either monitored or
controlled, or both. Monitored variables are those the system has to measure (pressure,
temperature, pushbutton states, e t c . ) ; controlled variables are those the values of which
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the system is intended to modify and operate upon (switch, valve states, ...)- The value of
each such variable is a function of time. The vector of time functions (m1

l
(m2

1,...,mM
l),

that contains one element for each monitored variable will be denoted m'. The
corresponding vector for controlled variables will be denoted c'.

3.3 Functional Relations

The contents of the documents are a representation of the following mathematical
relations:

1) NATCm'.c')

2)

3)

4) OUT(ol,c')

5) SOF(i\o>)

NAT describes the constraints and restrictions imposed by the environment, such
as those imposed by physical restrictions or by previously installed equipment and
computers.

The domain of REQ is the set of m' values allowed by environmental constraints;
the range of REQ is the set of c' values to be allowed by the system.

The vectors il and o1 contain one element for each of the input and output
registers, and IN and OUT describe the behaviour of the input and output devices,
respectively. The relation SOF describes the input-output behaviour provided by the
software.

For the software to be acceptable, SOF must satisfy the following relation:

For all m'.i'.o'.c':

INCm1,?) A SOF^o1) A OUT(o\cl) A NAT(m\cl) =* REQ^c 1 ) [1]

The writers of the system requirements document must describe the relations NAT
and REQ; the writers of the design requirements document those of the relations IN and
OUT. The implementors define SOF and verify (1). SOF describes the behaviour of the
software. The actual behaviour of the sys.em is a (not necessarily proper) subset of that
permitted by REQ.

If one or more of the predicates INOn'.i1), OUTfa'.c1) or NATOnSc1) are false, then
any software behaviour will be considered as being acceptable. In other words, if the I/O
devices or the environment do not function as stated, there are no requirements placed on
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the software.

In this case, however, it is possible to specify fall back requirements using
weaker predicates for IN, OUT, and NAT, and stating a weaker version of REQ. For
example, requirements for "fail safe software" could be stated in this way: if any of the
NAT, IN, or OUT predicates are not true, the system must be brought into a safe state.
This system requirement can be expressed as a set of fall back requirement relations
REQXm'.c1), related to weaker requirements IN', OUT1, and NAT' on the designof I/O
devices and on the environment by:

For all m'.i'.o'.c1:

I N ' W ) A SOFCiSo1) A OUT'(o\c') * NAT'On'.c1) =» REQ'(m',c'), [!']

where

IN(m\i') =» IN'Orf.i1)
OUT(ot,ct) =» OUT'Co'.c1)
NAT(mt,ct) => NAT'Cm'.c1)

1) =» REQ'(m\c')

The complete set of system requirements consists then of the conjunction of the
normal requirements defined by REQ which hold when the peripheral equipment and the
environment behave as expected, and of the fall back requirements defined by the weaker
version REQ' which hold when they don't.

If necessary, a second level of fall back requirements can be introduced. For
instance, if the first level deals with single failures only, the second level could deal with
multiple failures in the peripheral devices or the environment; they would be defined by
even weaker predicates IN", OUT", NAT" and REQ". A third level might specify the
behavior in the case of the peripheral devices' power supply interruption, and so forth.

Some of the weakest fall back system requirements apply when the computers
themselves are unable to deliver proper service, and must be bypassed. But the treatment
of hardware faults that can be removed, made passive or tolerated is part of the software
function specifications

3.4 The use of Tabular Representations

The functions that are provided by digital systems and software programs have in
general a large number of discontinuities that can occur at arbitrary points in the domain.
These functions are discrete or piecewise continuous. Tabular formats have been found to
be more practical for the description and communication of these functions between
system designers and software engineers than conventional mathematical formulations.
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3.5 The use of Modes

In many cases, it is not necessary to use relations between time-functions because
the required behaviour depends only on a small amount of information about the past
history and on the present values of the variables. In such situations one can introduce
modes, which are classes of states in which a predicate holds.

One may define the modes either by their characteristic predicates, or by giving a
mode transition table that indicates the events that cause a change from one mode to
another. The current value of the controlled variables may then be specified in terms of
the mode and the current value of the monitored variables. While this method is not
universally applicable, it permits great simplification of the notation when it can be used.

3.6 Events

The notion of events is important to describe the operations of a system [4, 6, 7,
14]. An event is an instant in time at which a system state transition occurs, i.e. at which
a logical condition expressed in terms of the environmental variables which was
previously true becomes false, or vice-versa. This viewpoint assumes an ideal system
where states are always unambiguously defined, even at transition points (i.e. it assumes
that transition times are negligible). The notation

@T(P1) WHEN P2

defines a class of events characterized by the end of a non-zero length time interval
during which the logical expression PI remains false and P2 remains true terminating
when PI becomes true.

The notation:

©T(ENTER)

where ENTER is the name of a mode, is convenient [4, 6, 7, 14] for describing an event
class that involves an entry into a mode.

We shall also make use of the functions last(EC) and next(EC) to refer to the time
of the last (next) occurrences of an event of the event class EC.

Section 4 illustrates the method of requirement documentation by an example.

4. EXAMPLE OF SYSTEM REQUIREMENT DOCUMENT

4.1 Informal Description of the System (see Figure 1)

The Engineered Safety Feature Actuation System (ESFAS) [2,3,4] of a PWR
Nuclear Power Plant prevents or mitigates damage to the core and coolant system on the
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occurrence of a fault such as a loss of coolant.

The ESFAS receives signals from sensors and determines whether or not
predetermined setpoints are being reached; if the system logic determines that they are
reached, actuation signals (safety injection) are sent to safety feature components the
function of which is to cope with the accident.

The ESFAS system consists of:

1) Sensing equipment: three to four redundant channels to monitor variables - such as the
pressurizer and steam system pressures - and comparators to detect whether setpoints are
reached.

2) Redundant3 logic trains which receive inputs from sensing channels and execute the
required logic - including voting - to actuate redundant trains of safety features; and

3) Redundant1 trains capable of actuating the engineered safety features themselves.

In this paper, we consider one logic train only (see Figure 1). This figure shows
the generation of a safety injection signal upon detection - by 2 out of 3 sensing channels
(pressures pR, pG, pj,) - of a pressurizer pressure which is too low, i.e. below a
predetermined set point.

A manual block (pushbutton) is provided in order to override the safety injection
signal and to avoid actuation of the protection system during a normal startup or
cooldown phase. A manual block is permitted if and only if the steam pressure is below a
specified value (permissive). The manual block must be automatically reset by the system.
A manual block is effective if and only if it is executed before the protection signal is
present.

4.2 Notations

Notations are essentially a matter of convention. We use here the same notations
as in [14], but there are many other notational conventions that would be consistent with
the mathematical model described above.

%name% The monitored environmental state variable name
% %name% % The controlled environmental state variable name
*name* The mode name
**name** The name of a class of modes
!name! An item name whose definition is given in a global dictionary
Mname!! An item name the use and the definition of which occur locally in

the same subsection of the document
$name$ An abstract value name for a discrete valued variable

3French and US PWR's have 2 redundant trains; the four last reactors built in Belgium
have 3 trains (see [2]).
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In practice this notation has been found workable but some find it cumbersome.
Some of the clumsiness of the notation comes from a decision made in the original A-7
research project at NRL; there it was decided to use brackets of various sorts to indicate
the type of a symbol. Eliminating such brackets is possible, but in some cases,
particularly in dealing with large symbols, readers miss the information that was
contained in the brackets. Other aspects of the notation, e.g the description of events, is a
result of our restricting ourselves' to ASCII symbols. With modern printers, better
notation could be designed.

4.3 Environmental State Variables

The requirement design phase starts with the identification of the environmental
state variables. In our example, the three measurements of the pressure in the pressurizer
are the monitored variables: %pR%, %po%, and %pB%.

The pressures are compared by two sets of three comparators. Comparators of the
first set send a no voltage signal (true logical value) if the pressure is below a value
which is given by the item .'low!; .'low! is of the type pressure and is defined in the global
dictionary. Comparators of the other set send signals if the pressure is above a pressure
value given by !permissive!.

% BLOCK % is another monitored variable which records the state of the
pushbutton BLOCK; %RESET% records the state of the pushbutton RESET.

The control variables are %%SAFETY INJECTION%% and
%%OVERRIDDEN%%.

4.4 System. Design and Software Requirements

Some of the requirements that have been informally given in the above sections
can be expressed by relations REQCmSc1), INCm'.i1), OUT(ot,c,), and SOFO'1)

To remain close to certain descriptions of analogue circuits (see figure 1, for
instance), it is convenient to assume, as in the programming language C, that the result of
a relational operator is of the type integer (1 for "true" and 0 for "false"). Then, for
example, the general conditions under which a safety injection signal must be generated
on low pressurizer pressure can be expressed as:
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%%SAFETY INJECTION%% =

» 2]

OVERRIDDEN%%)]] [2]

This expression can be simplified to:

%%SAFETY INJECTXON%% =

!) > 2]

& > !permissive!)+(%po% > Ipermissive!)
+(%pB%>!permissive!) > 2} V(-i %% OVERRIDDEN%%)] [3]

The specific formulation used for these conditions is not arbitrary. First they
obviously result from the decision of having 3 redundant pressure sensing channels. But,
they also result from requirements for a failsafe design. These requirements specify that
the absence of signal due to the failure of a comparator must have the same significance
as a signal which contributes to a protective action. Thus, in addition to the predicates
lN((pR po PB),(iR io h)) which specify the behaviour of the threshold comparators, there
are weaker predicates IN' which require that, for x=R,G,B, the conditions (px<!low!),
(px > Ipermissive!), and a no voltage signal must have the same logical value; in no-
voltage logic this value is the "true" value.

Thus, relations such as [2] and [3] result from the combination of relations REQ,
IN, and OUT; they are similar to the relations SOF which would describe the behavior of
a software which, like the system shown on Figure 1, controls the variable
% %SAFETYINJECTION% %.

4.5 Tabular Forms

Relations such as [2] and [3] can rapidly become quite cumbersome. They can be
more clearly represented by tables (see tables 1, 2 and 3).

It is important to note that these tables are not only easier to read than the
conventional expressions, but they also make explicit requirements that are not contained
in the above expression. For instance the following behaviours are explicit from the
tables:
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CONDITION %BLOCK% CONDITION %KESET%

Push button BLOCK
is pressed

[%TIME%-
Last(@T(%BLOCK% =$ON$)]

> Hmpulse duration!

$ON$

$OFF$

Push button RESET
is pressed

[%TIME%-
Last(@T(%RESET% =$ON$)J

> .'impulse duration!

$ON$

$OFF$

Table 1 : Monitored State Variables %BLOCK%, %RESET%

MODES TRIGGERING EVENTS

*[(%pR% > !permissive!)+(%po% > !permis
sive!)

+(%pB%>!permissive!)] > 2 *

*[(%pR% > [permissive!)+(%po% > Jpermis
sive!)

+(%pB% > Jpermissive!)] < 2 *

%%OVERRIDDEN%%

@T(%BLOCK%
=$ON$)
WHEN

(%RESET%=$OFF$)

$true$

@T(ENTER)

@T(ENTER) V

@T(%RESET%
=$ON$)

$false$

TABLE 2 : Established Control State Variable %%OVERRIDDEN%%

-24-



MODES TRIGGERING EVENTS

* [(%pR% < !low!) + (%pG% < Slow!)

+ (%pB%<!low!)] < 2 *

**[(%pR%<!low!)

+(%po%<!low!)

+ (%pB%<!low!)] > 2 **

1
%% SAFETY

j *[(%p[%> 'permissive!)

j +(%pt%> [permissive!)

+ (%pB% > [permissive!)]

> 2 *

*[(%pr% > [permissive!)

+ (%pG% > Spermissive!)

+(%pB% > ! permissive!)]

< 2 *

INJECTION %%

@T(ENTER)

@T(ENTER)WHEN
(-•.'.'OVERRIDDEN)

SONS

@T(ENTER)

SOFFS

TABLE 3 : Application Control State Variable %% SAFETY INJECTION %%

- The manual block is ineffective if it is not executed before the occurrence of the
safety injection signal. If this condition had not been a requirement, the triggering event
(3,1) in the table defining the value of the controlled variable %% SAFETY
INJECTION%% would have simply been @T(ENTER), with a triggering event (3,2):
@T(! .'OVERRIDDEN!!).

-If it happens that RESET and BLOCK pushbuttons are pressed exactly at the
same time, the condition resulting from RESET is shown to have priority:
%%OVERRIDDEN%% may become StrueS when %BLOCK% takes the value SONS on
the explicit condition that % RESETS is SOFFS.
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5. DOCUMENTATION OF PROGRAM FUNCTIONS

Tables can also advantageously be used to document the functions which are to be
performed by individual programs that will be part of the system [4, 6, 7, 12, 13, 14].

The effect any deterministic program can have on its data structure is equivalent to
a mathematical function whose domain consists of the set of starting states for which the
program will terminate, and whose range consists of the set of states in which the
program terminates. These functions describe the effect of the program without describing
the intermediate steps of the execution.

Again, these functions are often piecewise continuous with many points of
discontinuity. Conditional expressions that describe these functions tend to be very
complex, and difficult to read.

But these functions ''an also be represented by tables. The columns of the table
partition the domain of the functions into classes of states - called modes - each class
being characterized by a logical predicate which is true for every state in the class. Every
starting state for which the program termination is guaranteed must be in one and only
one class.

The table has a row for each variable that can be modified by the program. An
entry (i,j) in a row i and a column j is an expression defining the final value of the row's
variable when the program is started in the mode corresponding to column j .

As a simple example, consider the following program; 'x refers to the value of x
before the execution of the program; x' refers to the value of x after the execution. The
program function can be described by the relation:

(('x < 0)=*(x'=-'x))A

(('x > 0) => ('x = x')) A

(y' = ('y + i))

which can be written in the following equivalent table form:

x' =

y '=
r

)

<0

-(•x)

*y + 1

X

>0

'x

'y-f 1

Table 4. Program Function Table

-26-



The table formulation reveals clearly the intended function of the program. The
complexity of the mathematical expressions is reduced by eliminating nested pairs of
parenthesises, repetitions of subexpressions, and by making every entry in the table
simpler since it covers a part of the domain only. If an entry is too complex, it can be
replaced by a table or a reference to another table.

6. TESTING AND REVIEWING

Tables can facilitate both random and selective testing. The tables identify the
discontinuities in the program functions and clearly identify the limiting and boundary
cases which are known to be major sources of programming faults.

Tables also identify intervals between discontinuities and help verify that all
intervals have been covered by a test set.

As stated in the introduction, the informal documentation usually provided with
software is seldom of great help to reviewers. Natural language prose is often misleading
because it contains ambiguities or because it is incomplete.

A formal description of the requirements and of the program functions allows a
more systematic and precise verification of whether the program functions are an exact
match of the requirements.

This approach was used by AECB to review the Darlington Station Shutdown
software [13]. The formal requirement documentation tables, and the program function
tables were prepared by independent teams, and were systematically compared to detect
discrepancies. Discrepancies that had escaped both testing and conventional reviews were
discovered. It is reported in [13] that an advantage of the approach was to reduce the
huge complex task of the reviewing of the system to a large number of relatively
independent much simpler tasks, which couid be allocated to different groups of people.

7. CONCLUSIONS.

It is certain that precise, complete, and rigorous - in a word formal -
documentation is a key issue in the specification, design, and review of software for
critical control and safety functions. Aiming at a very high quality documentation which
has these properties is perhaps the only way out available today to deal with the problems
encountered in the design of ultra - reliable software.

Tabular forms present great advantages over other forms of expressions and
documentation techniques. One should not ignore, however, that in the present state of
these techniques, writing down the tabular forms for the requirements and for the
program functions is time consuming. As they stand now, these techniques are thus
justified in practice only when dependability is a major issue, and when the codes are
relatively small (less than 10.000 lines of code is a figure mentioned in [13]).
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On the other hand, it should be possible to develop tools that assist in the
production and inspection of tables, and also techniques to compile (portions of) code
from the program function tables. Research work is being carried out in these directions
at McMaster University in Hamilton, Ontario, Canada.
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I. ABSTRACT

The increased use of digital technology in nuclear power plants brings with it
concerns about the reliability of the associated software, which will perform many
functions previously fixed in hardware logic as well as add requested and desired
capabilities. Difficulties arising from software problems can affect plant safety,
reliability and availability. The objective of effective verification and validation for
safety system software is to ensure that a digital system is designed according to its
necessary and sufficient requirements, and to confirm that the system actually
performs only the required functions completely, correctly, and reliably. Adhering
to industry standards for verification and validation methodologies and tools can
enhance the acceptance of digital systems by users, managers and regulators through
increased confidence in the software. Therefore, a study was performed to evaluate
different international standards for the software verification and validation of
digital safety systems suitable for nuclear power plant applications. Since the
verification and validation of the digital safety system should be considered from
the entire digital system life-cycle point of view, we compared the standards in
Table 1 for each phase of the life cycle of the safety system. The major phases of the
digital system life cycle considered are system requirements, system test-bed
requirements, design and construction, system hardware and software specifications,
designs, test, integration, plant implementation, and maintenance phases.

Some of the conclusions are; 1) There are too many standards, 2) None of
the existing standards provide complete guidance to the developer, regulator, and
managers to consistently and practically apply the standards at each phase of the life-
cycle of the digital safety system, 3) There is no uniformity among the international
standards for the level of depth and details to be followed by the users. 4)
Inconsistency among the standards and their interpretations have led to practical
difficulties among developers and regulators. 5) Practical guidance on how to
handle verification and validation issues such as how to identify and test
unintended functions, how to handle common cause failures especially in software,
what are the qualitative and quantitative reliability measures to use, how much
testing is good enough etc., is either missing or not addressed. We recommend that
a uniform international standard and a practical framework for the digital safety
system verification and validation should be developed and the efforts in this
directions should start now.

2. INTRODUCTION

When digital systems are installed at nuclear power plants, one of the
concerns is their dependability! * 1 which includes system reliability, availability,
safety and security.
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Depending on the applications intended for the system, different emphasis
may be put on different attributes of dependability, such as emphasis on availability
focuses on readiness of usage, emphasis on reliability focuses on continuity of
service without failures, emphasis on safety leads to focus on the avoidance of
catastrophic consequences on the environment and human life due to failures, and
finally emphasis on security provides focus on the prevention of unauthorized
access and/or handling of information. Practical digital system at nuclear power
plant requires emphasis on a combination of these four attributes of dependability.

Table 1
Some of the international standards for Digital Safety

Systems for Nuclear Power Plants Applications

IAEA Guide 50-SG-D3, Technical Report Seris 282 "Manual on Quality
Assurance for Computer Software related to the Safety of Nuclear
Power Plant"-1988

U.S.A. IEEE/ANS 7.4.3.2-1982, Also its draft-1992
ASME NQA2a part2,7-1990
NUREG Guide-1.152, NUREG/CR-4640, NUREG-0493
IEEE-1012, Also IEEE-603-1080, IEEE730,830,1008, and IEEE-I042
DOD 2167A and 2168
10CFR50Part50

EUROPE IEC880, Also IEC643, IEC 387 (1989), IEC 780 (1984)

U.K. Ministry of Defence 0055

CANADA CAN-CSAQ396.1.1-89,
Draft AECL/Ontario Hydro 1991 - Standards for Software
Engineering of Safety Critical Software,
AECB proposed standard for Software for Computers in the Safety
Systems of Nuclear Power Stations (based on IEC880) 1991

JAPAN JEAG-4609-1989.

Digital systems used in nuclear power plants make use of various means of
fault tolerant design, diagnostic and testing to minimize impairments in the digital
systems. Although significant progress has been made to reduce faults, minimize
errors and abort system failures; common mode failures are difficult to handle and
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remove completely, primarily due to software errors. The errors can be due to
misinterpretation of the requirements by the designers, missing or wrong
requirements, or unintended fault inserted during the different steps of the design
process. The errors may not appear or at best in a much lower smaller number if the
digital system hardware and software is developed following good verification and
validation methodology during the entire life cycle of the digital system.

One of the key activity of good verification and validation and software
engineering practice is to adhere to best applicable industry standards. Different
experiences with digital technology in safety systems have led to different standards
around the world as can be seen in Table 1. Generally, engineers, managers, and
regulators are not very familiar with all of the international standards and can have
difficulties in choosing the right standards to follow for digital safety system nuclear
power plant applications. Furthermore, many digital system software standards are
under revision and in process of evaluating new emerging technologies, techniques
and good practices. By comparing the eight standards of Table 1, we want to point
out the differences, common point of views, the new trends, and most importantly,
the need of a common standard basis for uniform international framework for
development, verification, and validation of digital safety systems for nuclear power
plant applications. Such uniform international framework can eventually lead to
an acceptable standard to facilitate most dependable and safe digital safety system for
the nuclear power industry throughout the world.

3. DIGITAL SAFETY SYSTEM IMPLEMENTATIONS, STANDARDS & TOOLS

Different digital safety systems are implemented at various nuclear power
plants in the world and different standards are followed by different countries. We
have provided some recent examples in the following sections.

2A Recent Digital Safety Systems in Nuclear Power Plants

Generally, in existing U.S. commercial nuclear power plants, safety systems are
class IE systems, and majority of them are old analog systems. As the obsolete,
analog, class IE equipments in nuclear power plants need replacement, utilities find
it difficult to obtain the same replacement of the analog system or parts because the
original vendors either do not exist or the spare parts are not available. In order to
solve this obsolescence problem of class IE Instrumentation and Control (I&C),
systems, digital systems have been implemented at the nuclear power plants.
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3.1.1 A Brief Review of Current Practices

There is a general trend, all over the world in the nuclear industry, to harness
the microprocessor revolution for the benefit of nuclear power plant system design,
operation, and maintenance including improving the overall safety of the plant.
The existing nuclear power plants are gradually replacing the obsolete analog
systems with the modern digital devices, and the new advanced nuclear power
plant designs are utilizing digital technology to meet the overall safety, reliability,
cost, and performance goals. The use of digital systems ranges from monitoring,
diagnostics, controls, and safety systems. Ever since the Safety Parameter Display
System implemented at the nuclear power plants after the Three Mile Island
incident, the trend is to use digital systems for more demanding tasks such as plant
process computer monitoring, predicting, diagnostics, controls and safety systems.

Canadian CANDU nuclear power plants safety shutdown systems of
Darlington and French 1300 & 1450 MWE PWR nuclear power plants' SPIN &
CO3/CS3 are some of the key lead systems in the world which used software based
digital safety systems for the plant safety critical functions. The EAGLE 21 Reactor
Protection System of Westinghouse for their existing PWR nuclear power plants
have been installed and licensed in the U.S.A. at a few nuclear power plants. The
Advanced Boiling Water Reactor nuclear power plant developed by General Electric
with its Japanese partners Hitachi and Toshiba is under going licensing reviews.
Thus, there is a significant world-wide power plant experience related to the digital
safety systems.

The primary difficulty is that the regulatory requirements are neither
uniform nor stable. Each new digital safety system application has to face ever
changing regulatory review process. The reason is that there is no uniform step-by-
step guidelines for the regulatory review including the detailed regulatory
guidelines for the verification and validation of the software of the digital safety
device. The regulators of different countries such as U.S.N.R.C., AECB of Canada,
IPSN of France etc. are discussing and consulting among their staff and are
discovering new and different requirements for the reviews. This creates a moving
target for the regulatory review process and results in costly delays.

The software engineering and its associated verification and validation
methodologies for digital safety systems require research and development as
evident by various research and development projects being carried out through out
the world. For example, one such effort is the joint work being conducted in Europe
under the ESPRIT program of the European Community called REQUEST
(Reliability and Quality of European Software Technology)^21 This effort deals
with research and development issues in safety-critical and fault-tolerant
computing.
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There are several research and development projects under progress in U.S.A.
funded jointly by U.S. N.R.C. and Electric Power Research Institute. They include
verification and validation of high integrity software and expert system software.

In Japan, MITI had sponsored development of their own standards for
verification and validation of software called JEAG-4609 to support the anticipated
ABWR licensing requirements in Japan.

In U.K., the licensing of SIZEWELL-B PWR will require review of the
Westinghouse supplied integrated digital protection system based on the EAGLE21
concept. Some of the issues raised are the use of the Formal Methods, common
cause failures, and unintended functions.

A few examples of class IE, digital safety system, implemented at various
world-wide nuclear power plants, are summarized in Table 2 I 3, 4, 5, 6 ] Some of
the safety systems in Table 2 are described in detail in a proceedings of an EPRI
workshop on I&C licensing issues!3J .

3.1.2 Current Status of Safety Software Tools

The Computer Aided Software Engineering (CASE) tools can help reduce the
burden of verification and validation of software. Most of the commercial CASE
tools are available for non-real-time software development. Most of them are
applicable to only a part of the overall software life-cycle. Most of them are available
for the code development phase of the software development life-cycle. There has
been little development of CASE tools for the front end software life-cycle phases
such as the requirement development. The CASE tools development is still
evolving. Consequently, there are very limited number of CASE tools available to
aid the verification and validation of the nuclear power plant digital safety system
software.

Additional work to assess the state of art of the CASE tools and their
applicability to the nuclear power plant applications need to be carried out.
Furthermore, once the overall digital safety system software development and
verification & validation methodologies are developed and accepted by the
regulators, developers, and utilities for the nuclear applications, automating these
procedures into CASE tools will be helpful to improve the productivity of the
developer and speed up the review process. At present, none of the standards deals
adequately with the CASE tools.

EPRI of U.S.A. and CRIEPI of Japan have agreed to cooperate to carry out joint
research and development in the area of CASE tools. Similar cooperation at
international level can be very helpful.
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Table - 2 : DIC.ITAL SAFETY SYSTEMS IN COMMERCIAL NUCLEAR POWI-R P\ ANJTS

USA

CANADA

FRANCE

UK.

JAPAN

REVIEWER

NRC

Atomic Energy
Control Board

(AECB)

IPSN/DSIN
Direction do la

surete des
installations
nucleaires

Health and Safety
Executive

MITI Ministry of
International
Trade and
Industry

DEVELOPER

Westinghouse

roxboro

General Electric

ABB/CE

Utility & other
developers e.g.
Allen Bradley
Atomic Energy
Canada Limited
(AECL)

Merlin Ccrin /
Framatome

Westinghouse

Toshiba
Hitachi & CE

Mitsubishi

SYSTEM

Reactor Protection
System (RPS)

Eagle 21

RPS - Spec-200

NUMAC

CPC
& DAFAS*

DCLSC"

Safety Shutdown
System (SDS)

CO3/CS3

SPIN
High Integrity
System

1E systems
egRPS(ABWR)

APWR

UTILITY(plant)

Commonwealth
Edison (Zion) and
TV A (Scquoyah ).

Northeast Utility
(Conn. Yankee)

Arizona Public Service

Florida Power & Light
(Turkey Point)

Ontario Hydro
(Darlington)

Eleclricile de France
N4-1475 MW
(Chooz B)

P4-1300MW
Nuclear Electric
(Sizcwell B)

TEPCO "
Kashiwazaki-6/7

Kansai Electric

STATUS

mplemcntcd

Implemented

Implemented

Implemented

Implemented

Under
implementation

Implemented
Under
implementation

K-6 under
implementation
K-7 not started

STANDARD

A5ME-NO.A part
2.7
EEE 7.4 3 2-1982.

Also uses IEC880

CAN/CSA-3%.1.1-
89
AECB draft
AECL/OH draft
IEC880
RCCE (in-house
standard of
Electricite de
France )
IEC880
MoD-0055

IEAC-4609

COMMENTS
Traditional V&V
practices.

Traditional V&V used
and some aspects of
Formal V&V methods

Use of Systematic
Analysis and Design
method .

Traditional V&V and
Formal mathematical
proofs
Use of POL (problem
oriented language )
for control and logic
description

' CPC = Core Protection Calculator
'* DCLSC = Diesel Generator Load Sequence Controller

DAFAS = Diverse Auxiliary Fecdwater Actuation System
TEPCO = Tokyo Electric Power Company



Use of Standards for Review and Development of Digital Safety Systems

The use of good common standards by developer, regulators and users helps
the industry to produce dependable systems. Since the digital safety systems requires
very high dependability, use of standards to produce dependable digital safety
system provides a good framework for a sound verification and validation program.
The following sections provide a summary of how standards are used by reviewers
and developers from the verification and validation point of view.

3.2.1 Use of Standards for Reviews

The regulatory agencies in charge of licensing of the digital safety system
reviews and audit what has been done by utilities and his supporting vendors
particularly in the areas of verification and validation of the software. The audit
checks include scrutiny of verification and validation plan, procedures, and
independence of verification and validation (IV&V). Generally IV&V audits
include making sure that at least the first level hierarchy for the IV&V is different
from the development staff. Table 3 shows approximately how the standards are
used by NRC in U.S.A. for review^ ? 1.

Table 3 : Some of the Standard used bv NRC for review

Key
documents

Practical documents

Reference documents

Class IE
Real-Time systems

QA

Class IE

Real-Time Systems
V&V/QA

ANS/IEEE 7.4.3.2-1982 Application criteria for
programmable computer systems in safety systems of
nuclear power generating stations .
Reg. Guide 1.152 Criteria for Programmable Digital
Computer System in Safety-related System of Nuclear
Power Plants.
NUREG/CR-4640 Handbook of Software Quality
Assurance Techniques Applicable to the Nuclear
Industry .
IEEE 603 Standard criteria for Safety systems in
nuclear power plants
IEC 880 Software for computers in safety systems
IEEE 1012 Standard Software Verification and
Validation Plans
IEEE 730 Standard Software Quality Assurance Plans

10CFR50 Quality Assurance Criteria for Nuclear
Power Plants and Fuel Reprocessing Plants
NUREG 0493 Defense-in-depth and diversity of
integrated protection
DOD 2167A Military Standard Defense System
Software Development
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The application of the V&V plan and procedures are checked by picking up
samples of documentation and then following a thread of activity such as input
sensors' data processing, sipnal validation, logical plant process algorithm, actuation
logic, voting mechanism, output signal processing, and valid actuator signals
generation.

Some of the overall standards and good practice checks are carried out by
evaluating how well the verification and validation steps are carried out at various
design, development and testing steps. The requirements are reviewed for its
completeness and consistency. The overall management of the digital system
development life cycle is checked by inspecting the configuration management and
its implementation and assuring that good structured software engineering practices
are indeed followed.

The emphasis of the regulatory reviews in the U.S.A. includes that the
licensee applicant demonstrates that a reasonable V&V program has been applied to
the software. In Canada, the emphasis is moving towards the direction that the
licensee should demonstrate the level of reliability that the program has achieved
through the use of criteria, analysis, reverse engineering, formal methods, and with
the proof of testing.

For developing the system, especially for distributed processors system, some
control system suppliers have an in-house software quality assurance plan, their
own V&V plan, and procedures. They do not necessarily follow the nuclear
standards because the V&V emphasis is less in non-nuclear industry. For example
distributed digital control systems are often debugged at the fossil power plants
which can result in several plant trips. The fossil approach is too risky and costly for
nuclear power plants. Therefore, a good V&V is considered more important for
nuclear power plants and use of good standards and practices for both review and
development is essential & 1.

3.2.2 Standards and Digital Safety System Development

All standards evaluated promotes the life cycle concept for the digital systems.
For the digital safety systems, both hardware and software life cycle parts are
important. Even though, a simplified, waterfall type, stepwise life cycle is discussed
in most of the standards as shown in Figure 1, it is usually known from the
practical experiences, that the digital system life cycle steps are iterative in nature.
One of the important life cycle phase of the digital safety systems for the nuclear
power plant, is the maintenance because of the long life time of the plant over
which it is expected that the developer and users will address the need for the
maintenance of the digital hardware and software in the environment of rapidly-
changing digital technology.
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Figure 1
LIFE CYCLE OF DIGITAL SAFETY SYSTEM
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Users, developers, managers, and regulators of practical digital system are
required to confront many choices for the digital system design which further
complicate the verification and validation activities. Figure 2 shows some of the
choices available to configure a digital system for nuclear power plant applications.
Some of the verification and validation challenges of the digital safety systems are
related to how one treats the pre-developed software, compilers, linkers, etc. There
is no clear guidance provided by any standards for commercial dedication of the
previously developed software. Table 4 summarizes relative comparison of the
different standards from the different users' perspectives ^ 9 ].

Table 4
RELATIVE COMPARISON OF STANDARDS FROM

DIFFERENT USER'S PERSPECTIVES

STANDARD

ASME-NQA 2,7
1990
IEEE 7,4.3.2-1982
IEC880
AECL/OH
IEEE 1012
IEEE 730
IEEE 603
IAEA
AECB

Developer

partly useful

partly useful
very useful

partly useful
partly useful
partly useful
partly useful
partly useful
partly useful

Independent
V&V Reviewer
partly useful

partly useful
very useful
very useful

useful
partly useful
partly useful

useful
partly useful

V&V
Coordinator

useful

very useful
very useful
very useful
very useful

useful
useful
useful

partly useful

Regulatory
Reviewer

useful

useful
very useful
very useful
very useful
very useful
very useful

useful
partly useful

4 BRIEF SUMMARY OF STANDARDS AND COMPARISON

4.1 Brief Summary of Standards

A brief summary of the standards studied in this paper is provided in this
section. For further details, please refer to the latest version of the standards.

4.1.1 U.S. Standards

There are two American standards; IEEE 7.4.3.2 -1982 , and other related IEEE
standards, and ASME NQA2a part 2.7-1990. The IEEE 7.4.3.2 standard is under
revision and the new draft will be published in near future.
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Figure 2
Hardware & Software (including Firmware) Configurations

of Digital Safety Systems
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4.1.1.1 IEEE 7.4.3.2-1982

The standard IEEE 7.4.3.2 was written in 1982 to expand to digital control
systems the design criteria of safety system ( see IEEE 603 -1980 "Standard criteria for
safety systems in nuclear power plants "). The standard defines the software
engineering and V&V tasks to be achieved for each phase of the development of a
safety-critical software but doesn't provide any guidance on how to achieve them. It
describes a conventional V&V with an emphasis on the integration of the digital
system. Some items such as pre-developed or commercial software, strategy of
testing are not included .

4.1.1.2 IEEE 7.4.3.2-Draft 1992

The new draft of IEEE 7.4.3.2 is the last step before its inclusion in IEEE 603.
The standard is organized differently from the previous version and doesn't address
anymore the life-cycle tasks which are transferred to ASME NQA-2a part2.7 in 1990.
It lists the different safety system criteria which need to be extended to digital
system, mainly to address safety system design, quality and system integrity. The
standard discusses V&V, testing, independence for software faults, guidance on
commercial dedication of software requiring an evaluation of the QA program of
the software's supplier and operating experience of the digital system software. It
refers to other standards for more V&V guidance, such as IEC 880 and IEEE 1012-86
for V&V plans, IEEE 828-90 for software configuration management plans.

4.1.1.3 ASME NQA 2a part 2,7

The standard ASME NQA 2a part 2,7 deals with Quality Assurance for
computer software for nuclear facility applications (either safety or non-safety
software). It focuses on V&V tasks to be performed for each phase, V&V support,
configuration control, reviews, documentation required. It doesn't provide any
guidance on how to achieve its requirements.

Both standards (ASME NQA 2a part 2,7 and IEEE 7.4.3.2 new draft) are very
general. They only establish the minimum requirements for the software
engineering and the V&V, and refers to other IEEE standards for more detailed
practices about how to do it. These standards do not require the use of a specific
methods or techniques .

4.1.2 Canadian Standards

There are two standards. One is from Ontario Hydro and AECL and the other
is from AECB. These two standards have very different approaches because they are
based on a practical experience of the digital safety system of the Darlington nuclear
power plant. They provide more constraints and practical guidance.
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4.1.2.1 AECL/OH Draft 1991

The AECL/OH standard has been developed by a utility (Ontario Hydro) and
by the control system designer AECL. It provides the framework for the V&V of
the software for the digital control system of CANDU's safety system.
This standard is a part of a family of standards developed by AECL/OH dealing with
the V&V of safety and non safety digital systems 1101.

The AECL/OH standard describes the V&V from the point of view of
organization, documentation, objectives of each phase, content of the V&V
documentation criteria for the software quality. The most important point of this
standard is the development of quality objectives, represented by a set of quality
attributes which provides concrete requirements for the verification of each phase.
Some of the important software engineering recommendations are listed below:

• software design based on information hiding principle,
• behavior of software documented using mathematical functions,
• mathematical verification of the adequacy of the code with its software

requirements,
• reliability testing using statistically valid, trajectory-based, random

testing.

4.1.2.2 AECB Draft - August 91

Atomic Energy Control Board (AECB), is the Nuclear Regulatory Agency of
Canada. The AECB standard draft was developed by it contractor and it is based on
the formal method and the finite state machines approach. This standard draft
focuses on explaining the formal method which is used from the system
requirements to the detailed software design. The other software engineering
recommendations include the use of the information hiding principle, validation
through statistically valid random testing and an auditable documentation. This
standard contains many of the items found in the IEC 880 standard.

4.1.3 IEC 880 - 1986

The International Electrotechnical Commission, (IEC), 880 primarily deals
with the digital safety systems. This standard provides extensive guidance on digital
safety system life-cycle phases and related verification and validation. The standard
goes through all the phases of the development. For each phase, it provides detailed
technical recommendations about what the key documentation should contain. It
provides guidance on how to design the software and how to make it more reliable,
how to improve the coding, and how to test the software. It also provides
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information about V&V tasks and support required such as organizations,
procedures, and configuration control. The standard also considers the interaction
between software and hardware, and provides some technical recommendations for
the hardware. This standard doesn't deal with commercial dedication issues. The
IEC 880 should be used with the IEC 643 (1979 ) "Application of Digital Computers to
Nuclear Reactors Instrumentation " for the digital safety system requirements. The
standard states that formal methods are useful but doesn't require the use of them.
Another useful IEC standard is IEC 987 titled "Programmed Digital Computer
important to safety for nuclear power stations" which deals with the V&V of the
digital hardware.

4.1.4 JEAG 4609-1989

This standard has been developed from general safety criteria (MITI
ordinance 62 "Guidelines for considerations of the safety design for Light Water
Reactor facilities for Generating Electricity " and others JEA guidelines) of the
Digital Control System in the safety system of a nuclear power plant (BWR or PWR
). It has been developed by the Japanese Electric Association, Survey Committee for
Electrotechnical standard. This guideline gives the main outlines for the all
engineering of the digital control system (hardware and software), requirements
for the different phases and V&V tasks but doesn't provide very detailed
information about them or about the V&V support. The committee seems to be
very careful with the development of new technology and does not to deal with the
details needed for step by step design and V&V guidance.

4.1.5 IAEA TRS-282 -1988

This manual has been written by the International Atomic Energy Agency
(IAEA), in Vienna in 1988 for all software in a nuclear power plant. The manual
does not provide any technical method, but describes a life-cycle model and
concentrates on quality assurance and V&V of a software project. It focuses on the
V&V tasks and not on the content of each phase. It shows how to organize the
project including documentation, configuration control, reviews, deficiencies,
corrections and check lists. It also has an extensive bibliography.

4.1.6 MoD-Std-0055-1991

The Ministry of Defense (MoD), of United Kingdom (UK), standard 0055,
deals with the requirements for the procurement of safety critical software in
defense equipment. This standard is not specifically developed for the nuclear
power plant applications, but it is used by the nuclear power plant regulatory agency
of U.K. for the safety critical software. Its main focus is the high level of digital
safety system integrity and the production of associated software. The standard
requires the use of formal methods, dynamic testing and static path analysis.
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Because of the use of formal methods, the V&V is integrated into the development.
Some of the V&V activities include providing formal proofs, prototyping , and
syntactic checking of the specifications. The standard is divided in two parts, the
first part deals with the requirements and the second part deals with the guidance
on how to implement these requirements. MoD requires the pre-developed
software to be verified by following the same process as new software and
reccomends formal verification, static path analysis, and dynamic testing .

4,2 Detailed comparison of the standards

4.2.1 Scope of the standard

Except the MoD standard, the standards apply mostly to the software of
computers used in the safety systems of nuclear power plants. Some standards such
as IAEA and ASME standards cover all safety and non-safety digital system software
in nuclear power plants. Software may include many different types of software
such as:

- commercial or pre-developed software (for example the operating system)
or developed especially for this application .

- operating system, or application software (control ,plant monitoring,
process diagnostic).

- on-line real-time process software
- or off-line mathematical model for the design, databases.

The most of the standards address application software. The hardware may also be a
central computer or a distributed processor system.

4.2.2 Life cycle

All standards use a conventional (waterfall) model, but they accept other
life-cycle models such as the Spiral Life-cycle model developed by Boehm. The
differences are in the way to organize the project, links between hardware, software,
and pre-developed software, integration and testing phase and level of details. A
relative comparison of various standards from the point of view of the level of
guidance provided for each of the significant life cycle phase is summarized in Table
5. Additional information is provided in the following sections.

4.2.3 Requirements

Safety system requirements are described in various supplementary
standards such as IEEE 603, IEC 643, MITI ordinance 62. All standards provide
certain level of guidance on the software requirements and verification of these
requirements.
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Table 5 : COMPARISON OF INTERNATIONAL STANDARDS FOR DIGITAL SAFETY SYSTEM VAV

•̂MtdftnCC f*n ^h' following itrmv

Safety system requirements and
Verification

Software Requirements and
Verification

Design and Verification

Coding and Verification

V&V Plan, Configuration
Control, & V&V Support

Unit testing

Integration testing and
Verification

Validation

Operation & Maintenance

Relative level of guidance provided by the Standards
ASME

NQA 2a -90
Low
No distinction
between
safety » non
salely

Low
Not enough
details
provided

Low
Not enough
details
provided

Low
Not enough
details
provided

Medium
Conventional
V&V

Low
Not enough
details
provided
Low
Not enough
details
provided
Medium
Emphasizes
more testing
Iron analysis

Low
Not enough
details
provided

I t t E 7.4.3.2

-1982

Low - old
Medium - new
draft 92
Also see IEEE• m v «jw^̂  I L **- ^ ~

603 & 352.

Medium
Provides briel
list ol Dems to
include. Also
see IEEE 830

Medium
Recommends a
development
plan Also see
IEEE 1016

Medium
Recommends
to document
software
attributes
Medium
Conventional
V&y and no
enough details
See also IEEE
1012.730,1042
Medium
See also IEEE
1008

Medium
Dnel list ol
requirements
lor integration

Medium
Does not
provide enough
ways to
achieve it
low
Nul enough
details piovided

ALCL/OH
draft -1991

Low
Does not
address
system ievel
inlormalion

Medium
Recommends
mathematical
lunciion to
document
requirements
Medium
Provides
criteria lor
review
(attributes)

Medium
Provides
criteria tor
review.
(attributes)

High
Provides
details lor
each part ol
V&V

High
Recommends
extensive unit
tasting
High
Lots ol details
on testing

High
Recommends
validation &
reliability.
teslinq
Low
Not enough
details
provided

AtCB
draft - 1991

l a w
[toes not
address
system level
information

Medium
Recommends
lormal method
to express
the require-
ments

Medium
Formal design
recommended

Low
Guidance on
the choice ol
languages,
translators

Medium
Provides type
ol reviewers
needed and
verilicalion
criteria
Low
Not enough
details
provided
Low
Not enough
details
provided

Medium
Similar to
IEC 680

Medium
Some details
Me IE C 880

JEAG-4609
-1989

Low
System level
inlormalion
addressed in
MITI62

Medium
Provides list
ol Hems to be
included in
the
requirements.
Low
Not enough
details
provided

Low
Not enough
details
provided

Low
Conventional
V&V

Lnw
Not enough
details
provided
Low
Not enough
details
provided

Low
Recommends
checking with
Ihe system
requirements

I.OW
Nol enough
details
provxittd

IEC880
-1985

Low
System level
nlormalion
addressed in
IEC643 4 987

High
Provides
detailed list ol
the content ol
sollware
requirements

High
Provides
recommend-
dalnns lor
desiqn & code

High
Guidance on
the choice ol
languages.
translators
Medium
Conventional
V&V with
guidance on
review
techniques
Medium
Inlormation
about testing
methods
Medium

Medium
Static and
dynamic tests

High
Deals with
both pluses m
dol.nl

IAEATKS
-282- 1988

Low
~ocuses more
on software
engineering
than system

Medium
Some details
provided such
as check ksl
lor reviews

Medium
Some details
provided such
as check list
lor reviews
Low
Not enough
details
provided

High
Conventional
V&V w«h
guidance on
confutation
control
Low
Not enough
details
provided
Medium
Some details
Check list lor
audit ol tests

Medium
Some details
provided sue
as check list
lor reviews
Medium
Some details
provided

MoD-0055
-1991

vOW

Does not
Movide

enough details

Medium
Recommends
ormal method
&
irototyping

High
Formal design
and formal
proof

High
Recommends
language &

• Static analysis
ol the code

High
Static analysis
ol Ihe code
lormal proofs
ol Ihe different
phases

Medium
Not enough
details
provided

Medium
Recommends
test against
prototype
Low
Nol enough
details
provided

Low
Not enough
del ail'.
jjrtjyidod



AECB draft standard requires the use of a mathematical formalism to go from
the software requirements to the detailed design.

AECL/OH requires that software requirements shall be documented using
mathematical functions with well defined syntax and semantics, but a methodology
isn't described. The AECB and AECL/OH standards are developed separately with
different users' perspectives. AECL/OH develops a methodology based on different
quality objectives such as safety functionality, etc., which are represented by a set of
quality attributes such as completeness, correctness, predictability, etc., which are
defined specifically for each phase's verification (software requirements, design ,
coding ). For the system requirements, AECL/OH defines a list of requirements for
the content and format of them .

IEC 880 gives a very detailed list of what should be the content of software
requirements. This list describes requirements for each item of the software such as
man-machine dialogue, description of the constraints.

MoD-0055 recommends that the requirements be developed, verified and
validated using the formal methods.

IEEE and ASME NQA describe the different topics to be included in the
requirements.

4.2.4 Design and coding

The IEC 880 standard provides recommendations for the design, choosing the
appropriate programming language, and its implementation into computer code.
The recommendations are listed with priority levels of use, advantages, drawbacks
and why they should be applied to increase the reliability of the system.

AECL/OH recommends to establish a programming handbook. This
handbook provides some guidance about the project's configuration control, the
development, testing, tools, and documentation.

4.2.5 Testing

All standards require extensive testing of the software (unit, integration and
validation). But the problem is specifically what to test, how to test, and when to
stop testing. Very few standards attempt to deal with these practical questions. The
two Canadian standards recognize that exhaustive testing isn't possible because of
the number of inputs and paths. That's why they recommend to perform both
systematic and random testing to ensure adequate test coverage. IEC 880 insists on
the importance in the choice of the test and provides an extensive overview of
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testing methods with their drawbacks and advantages. The MoD standard requires
that the V&V team should carry out dynamic testing on individual modules,
integrated modules, and on the all the software. The other standards don't
provide technical recommendations for testing. All standards give some outlines
about the organization and documentation.

4.2.6 Verification

The verification of each phase demonstrates the adequacy of the phase's
outputs with its inputs. Some standards develop a set of quality attributes such as
modifiability, completeness or ability to trace the requirements throughout each
phase of the software development cycle. Others provide check-lists for review.
For the MoD standard, the verification is integrated in the development. The
requirements are checked with prototyping. Formal proofs of requirements and
design are developed by the design team and checked by the V&V team. The code is
also verified by static path analysis and by dynamic testing.

All standards recommend that the verification team should be independent
from the development organization and that the verifiers should have the same
technical skills as the developers. All standards require also a verification plan as
the basis of the verification activities which should support an external audit.
Another common requirement is the use of a configuration control for the software
and documentation .

4.2.7 Validation

All standards recommend that validation should be based on testing but they
don't provide adequate guidance on how to do it. All standards emphasize that the
validation should be carried out at the system level and should include the
hardware, firmware and software configurations. One of the important item of the
validation activity is the use of plant simulators. Unfortunately, none of the
standards provide adequate guidance on the use oi the simulator as a validation
test-bed for complex and dynamic system performance tests.

5. CONCLUSIONS

Inconsistency among the standards and their interpretation have led to
practical difficulties to license safety software in the past. Thaf s because all
standards don't provide adequate, uniform, consistent and enough detailed
guidance. Practical guidance is needed for digital safety system requirements,
hardware and software development, testing, and V&V of the software during the
entire life cycle. Standards are used by different users such as utility staff,
managers, developers, verifiers, and regulators who all need different information
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and level of details. The most of thi1 practical guidance can be found in the IEC 880,
IEEE 7.4.3.2 and IEEE 1012 standards. The AECL/OH draft is quite useful for software
engineering guidance. Without choosing between the possible development and
V&V practices, the IEC 880 standard provides a consistent amount of detailed
guidance ,but it still can be improved. It seems that countries with large experience
in digital safety systems prefer strict V&V guidance rather than classic V&V
practices.

Issues and Concerns

It is very difficult to guarantee that a given software is error free. These errors
are sometimes referred to as the software "bugs". The software engineering
development and comprehensive verification and validation, (V&V),
methodologies can help to improve the software reliability. Once we have good
methodologies which are accepted by regulators, developers and users of the digital
safety devices, we can automate it and develop appropriate tools to reduce the cost of
the development and V&V of safety software. The software technology brings with
it several technological, managerial, and regulatory issues which are of importance
when we want to use software in the digital devices for safety critical functions in
the nuclear power plants.

Some Technical Issues

Common mode failures in the software are a threat to its reliability and we
need to increase the effort in the V&V, but a consensus has not been reached in the
standards on which V&V practice is the best adapted to safety software between
regulators, developers and different answers are provided depending on the
country.

Guidance is needed on how to choose the most adequate V&V practice.
Choosing an adequate V&V practice which will provide enough confidence in the
software is the main issue. Technical ability to quantify the reliability of the digital
safety system including its software component should be developed. Methodology
on how to measure the digital safety system reliability should be developed, tested,
reviewed and accepted by the nuclear industry. Some techniques in developed
around the world might be part of a solution :

- classic V&V practices
- formal methods with their different levels of application : formal

specification only , or the complete development and verification
process with the use of formal proofs .

- use of System Analysis & Design, (SAD), methods
- prototyping of the specifications
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- verification criteria and attributes for the requirements and the
development.

- static path analysis and reliability testing.

Some Licensing issues

• There are too many standards dealing with V&V from different
organizations and very few of them provide complete and practical
guidance on how to handle V&V.

• Software Engineering is still a young and rapidly evolving technology.
The software standards are not as mature as those dealing with older
analog technology in the safety applications.

• To streamline the licensing requirements, a practical regulatory guide is
needed which could be useful to the regulators, developers, users, and
managers to effectively and efficiently deal with the digital safety system
verification and validation issues.

Need for Unified Approach for Licensing Software for Safety Systems

Software is an important component in the design, analysis, licensing and
operation of nuclear power plants. The application of software-based devices in
nuclear generating stations is increasing rapidly because it provides capabilities such
as drift-free operation, self-test & diagnostics, improved accuracy, better reliability,
more flexibility, ease of maintenance and operation, automation of man power
intensive surveillance and testing tasks, and plant system and staff performance
improvements. Both, retrofit design of the digital upgrades to replace the existing
nuclear power plant obsolete analog systems as well as design of next generation
advanced nuclear power plants' monitoring, controls and protection systems, are
taking advantage of the modern digital technology.

While significant progress has been made, the software standards, methods
and tools have not kept pace with the rapid advancement of computer hardware
technology. A variety of standards and methodologies have been proposed and
applied to develop variety of digital devices for nuclear power plants with varying
degree of success.

As yet, there is no general consensus on the most suitable standards,
methods, and tools for developing and maintaining software in the nuclear
industry. The need for consistent and coherent standards, methodology, and tools
covering the entire software life cycle is more urgent than ever before with rapidly
increasing use of software in nuclear plants. This need is very clearly felt especially
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when the software is used in the modern digital systems in the area oi the safety and
safety related applications.

Significant experience already exists in the nuclear industry in developing,
applying and maintaining software for different nuclear power plant applications.
Yet, there is no agreement among the software researchers, developers, managers,
and regulators in the selection of universal methodology for the software
verification and validation. The difference of opinions among the software
technology "Gurus" has led to situations where developers and regulators of
nuclear power plants find it difficult to come to an agreement about the adequacy of
the verification and validation efforts supporting the overall reliability of the digital
safety system. An example of such a situation is the Darlington Digital Safety Shut
Down System licensing experience in Canada. Difficulties in specifying practical,
testable, complete and consistent requirements for real-time digital controls and
safety systems can lead to costly redesign. An example of such a situation is the
redesign efforts under progress for French N-4 PWR P20 distributed digital
controller. In both of these situations, utility was forced to experience costly delays
in the startup of the new plant. Thus, both regulatory and technical problems
related to the software have created significant impacts on the nuclear industry.

The purpose of this paper is to bring together international experiences and
expertise in the area of safety system software verification and validation
techniques, methodologies, tools to provide a uniform and comprehensive solution
to the fragmented, continuously changing global regulatory requirements resulting
in regulatory changing environment. The desire is to develop acceptable standards,
criteria, methods, and tools which will allow a unified approach for licensing
software in all the participating countries. The present paper is written as a "straw
man" so as to initiate a dialog among the participating countries. We anticipate that
technical staff of all participating countries will be able to write their paper from
their country perspective. Once, all countries have developed their papers, EPRI is
willing to put them together into a single international white paper which will
represent consensus views of all of the participants. Such a consensus paper can
help further cooperation among the participating countries to share their resources
to resolve issues through technically sound research and development tasks
through cooperative research.

Therefore, we conclude that there are several different practices followed in
several countries. There is no technical or regulatory consensus for the safety
system software. It is in the interest of the nuclear industry utilities, and vendors to
share their experiences and pool their resources to carry out future research and
development in the important area of verification and validation of safety system
software to find a uniform licensing solution of the digital safety system for
implementing into the nuclear power plants.
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IEC 880 Software for Computers in the Safety Systems of nuclear power
stations

IEC 987 Programmed Digital Computers Important to Safety for Nuclear
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IEEE 730 Standard Software Quality Assurance Plans
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programmable electronic system elements of defence equipment
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ISO/TEC STANDARDIZATION IN SOFTWARE ENGINEERING
WITH RESPECT TO SAFETY RELATED SYSTEMS

AN ONTARIO HYDRO PERSPECTIVE
ON ISSUES AND DIRECTIONS

ABSTRACT

The importance of the standardization effort for computer systems containing software
important to safety is increasingly reflected by the many national and international efforts
currently in progress.

IEC TC65 and IEC TC45, notably, have working groups dealing with generic and nucleai,
safety related and safety critical computer systems.

There are notable military standards efforts in this area. U.K. Ministry of Defence have
issued Interim Defense Standard MOD 00-55 for "The Procurement of Safety Critical
Software in Defense Equipment on April 5, 1991. U.S. Department of Defence has initiated
in 1992 an effort to extend DOD-STD-2167-A to address formal methods for safety and
security systems with critical requirements.

The Canadian Standards Association is developing a national standard for nuclear safety
critical computer systems based mainly on the results of an extensive program undertaken to
address licensing issues associated with the Safety Shutdown Computer-based Systems for the
Darlington Nuclear Generating Station.

SC7 within JTC1, the joint ISO and IEC standards committee, is producing standards to
handle generic software engineering issues, and is attempting to rationalize the many available
standards into a coherent set.

This paper identifies the current issues that are facing the nuclear power industry (but are
generically applicable to other industries) in the area of software engineering of safety related
software, reviews the current related IEC, ISO and other standards work activities to assess
the trends on how these issues are being addressed, and identifies areas for further work that
need to be undertaken to address the issues.

1 SOFTWARE ENGINEERING ISSUES & NEEDS

1.1 System Engineering Context

Software engineering does not occur in isolation. It is a part of the overall effort required to
engineer the systems within a nuclear power plant. The system engineering process partitions
the overall plant into systems and allocates functions to each system. During the system
engineering process, systems that have an impact on nuclear safety are identified and, through
the safety analysis, are assigned safety functions and safety related reliability requirements.
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The interface between the software engineering processes and the system engineering
processes must be clearly identified, so that the information necessary to successfully engineer
the software is available, and so that the two processes integrate together to achieve the
overall goal of producing systems that are reliable and safe. Many software engineering
standards do not address the system engineering / software engineering interface.

It is important that the safety requirements are clearly identified so that the software
engineering process can take steps to insure that the software is not unduly contributing to
unsafe behaviour of the system. The software designers must understand which behaviour of
the software is unsafe to provide adequate features and checks to prevent that behaviour from
occurring.

The specification of software reliability must be derived from a system reliability specification
in a manner that is consistent with the derivation of the system reliability specifications.
Reliability requirements can be derived from safety analysis or from production reliability
analysis. The relationship between the various reliability specifications, the safety functions
required and software reliability needs to be clearly defined.

The degree to which diversity may be applied to lower the reliability requirements of a
subsystem that incorporates software is an issue in the industry since the benefits of diversity
cannot currently be accurately quantified.

1.2 Categorization

The system engineering process will produce reliability requirements and will determine the
consequences of a software failure on the overall system. This information should be used to
determine the required level of confidence required of the software.

The level of confidence required is a function of the consequence cf failure of the software
and the reliability assumed for the subsystem of which the software is a component in the
safety analysis for the power plant. If the software functionality is required at a high
reliability to prevent a significant event then the highest level of confidence is required. For
some analyzed scenarios, a software component is only required at a lower reliability and
hence the level of confidence required is lower.

1.3 Acceptance Criteria

Currently there are no widely adopted and accepted practices in use in industry for software
engineering. Application of most available standards cannot assure a software product of
acceptable quality with a sufficient degree of quality assurance.

This situation leaves utilities and regulators in an awkward position of not knowing what set
of requirements a software product should be assessed against. Utilities and developers need
to know an acceptance criteria in order to estimate the scope of effort for developing software
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and to reduce licensing risk. There is a wide variance in the practices applied oy developers
across the nuclear industry. Software engineering is a quickly moving technology and
technology transfer between the developers of new techniques and methods to the
practitioners in industry is often a slow process. Continuous quality improvement of software
engineering methods is necessary for best practices to be applied on an ongoing basis.

Care must be taken in the manner in which the acceptance criteria are defined since too
detailed a specification of the acceptance criteria will result in an unsuccessful attempt at
freezing a fast moving technology. A balance must be struck between defining the necessary
acceptance criteria and locking into a specific methodology.

1.4 Acceptance Criteria Based on Process and Product Criteria

The current state of software engineering does not allow one to quantify the reliability
achieved by a software product. Because of this, confidence in the product must come from a
combination of product assessment and assessment of the software development process as
well. The software process must be planned and systematic with a focus of reducing the
number of errors introduced into the product during its development and a focus of increasing
the probability of detecting errors that do get introduced.

The generally accepted process fo~ software development includes specification of
requirements, design and implementation of the code. Verification is done of the output of
each of these steps, testing of the code using test cases derived from each of the output
documents is done, and validation of the software integrated with the hardware against the
highest level requirements is typically done.

During this process, configuration management of the documents and the software is
important to ensure that verification, testing and validation are done using the most up-to-date
version of each configuration item, and to track the resolution of each error or discrepancy
found to ensure that it is dispositioned and, where appropriate, required changes are included
in future releases.

Documentation is a byproduct of the disciplined and systematic engineering process in the
form of electronic or hardcopy information. To the casual observer this may appear as
"paperwork". However this reflects the effort expended on engineering the final output or
product, ie code.

1.5 Necessary Techniques

Adequate execution of the systematic process is necessary to achieve the objective of low
introduction of errors and high probability of detection of errors. Specifying acceptance
cr i t e r i a based on outputs of a process step makes the c r i t e r i a easier to assess. The cr i ter ia
must ensure that the techniques applied at each step are adequately effective at accomplishing
the objectives of the step.
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The following techniques arc ones that we have found to be effective at accomplishing the
objectives of the engineering process in which they arc applied.

Use of mathematically precise notation which has a well defined syntax and semantics allows
precise, unambiguous specifications to be produced that can be easily checked for
completeness and that are less likely to introduce interpretation errors.

Design of the software based on information hiding principles results in designs that are
loosely coupled and hence easier to understand and review. Information hiding also
facilitates modification of the software to accommodate expected changes with minimum
affect to the software.

Verification of the output of each development process should be done to detect errors early
and at the level of abstraction where classes of errors can be most effectively detected.
Errors in requirements establishment are easier to detect in a requirements specification than
to review a design implementation to find them.

Mathematical based specifications can be rigorously compared to the specification of the
previous step using mathematical verification techniques. These techniques provide very high
levels of confidence that each specification is consistent with the preceding specification and
is useful in detecting unintended functions since the comparison highlights differences and
each difference must be justified.

Mathematical specifications also facilitate the use of specification animation techniques to
verify that the specified behaviour is what was intended.

Exhaustive testing is not feasible for most software systems because of the large number of
combinations of inputs and the number of states that the software can assume. The objective
of testing is to determine the test cases that are most likely to detect errors. Measurable
requirements for test coverage must be specified in order to specify a level of confidence
from testing. Mathematical specification allow more complete and precise application of test
case generation criteria than can be achieved using natural language specifications.

Trajectory based random testing can be used to demonstrate the achievement of the specified
software reliability. Current state of the art still leaves this technique with underlying
assumptions that are not entirely valid and hence leaves the confidence given by this
technique less than 100% but it is still a useful mechanism for gaining confidence in the
software.

Software hazard analysis is a mechanism for reviewing the software with a focus on those
functions that can cause unsafe behaviour of the software. This method increases confidence
that errors that can lead to unsafe behaviour are detected. This is important since the safety
consequence is the driving factor to needing the high level of confidence in the software.
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1.6 Qualification of Pre-Developed Software

Often a component will have embedded software witbin it, or the implementation of a system
will make use of pre-developed software. When the software has not been developed in
accordance with the current standards, an activity must be undertaken to gain confidence that
the software is fit for its intended purpose.

When a design makes use of pre-developed software, the pre-developed software must be
clearly identified during the design process. Categorization must be done to determine the
required level of confidence required in the software. Activities must then be undertaken to
gain this required level of confidence.

Standards are required to define the measurable acceptance criteria of what provides the level
of confidence associated with each category. It is important that the requirements for
qualifying pre-developed software are consistent with the requirements for developing
software so that the confidence levels determined by the two sets of requirements are
consistent.

1.7 Personnel Qualification

Personal skills have been found to be the biggest factor in determining the success of a
software project, yet no definition exists of the minimum requirements for someone to call
themselves a software engineer. Ensuring the staff have the required skills is another
requirement for gaining confidence in the final software product.
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2 STATUS AND DIRECTIONS OF ISO/IEC STANDARDS

2.1 Relevant ISO / E C Standards

Table 1 lists the ISO / E C standards that are most relevant to software engineering of safety
related software. Table 2 lists other relevant standards from outside of ISO / IEC.

Table 1 - ISO /EEC Relevant Standards

DESIGNATION

ISO 9001 (1987)

ISO 9000-3 (1990)

IEC SC65A 123

IEC SC65A 122

IEC SC45A 128

IEC Publication 880
(plus supplement)

TITLE

Quality systems - Model for Quality Assurance in
Design, Development, Production, Installation and
Servicing.

Quality Management and Quality Assurance Standards,
Part 3 Guidelines for the Application of ISO 9001 to the
development, supply and maintenance of software

Functional Safety of Electrical/Electronic/Programmable
Electronic Safety-Related Systems

Software for Computers in the Application of Industrial
Safety Related Systems

The Classification of Instrumentation and Control
Systems Important to Safety for Nuclear Power Plants

Software for Computers in the Safety Systems of
Nuclear Power Plants

Table 2 - Other Relcant Standards

DESIGNATION

MOD 00-55

DOD-STD-2167A (B)

ISO/IEC(JTC1)/SC7/WG7 Nl

DO-178A (B)

ESA PSS-05-0

Ontario Hydro / AECL

TITLE 1

The Procurement of Safety Critical Software in Defence
Equipment (Part 1: Requirements, Part 2: Guidance)

Defense System Software Development

Information Technology Software Life-cycle Process

Software Considerations in Airborne Systems and
Equipment

ESA Software Engineering Standards

Standard for Software Engineering of Safety Critical
Software
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A supplement to IEC 880 is currently underway. The first issue of the supplement will
address the following issues:

• diversity against common mode failures
• formal specifications and design methods
• automatic tools

• uses of pre-existing software

and the application of these issues to safety critical and safety related systems.

The second issue of the supplement will address these additional issues:

• maintenance / maintainability
• security
• on-line calculations and/or modelling
• software architectures
• communication links
• languages
• software for hardware self supervision

It is also planned to produce a separate document addressing system engineering requirements
exclusively. The document will require precise requirements be derived from process safety
goals and systems hazard analysis to determine the most appropriate system architecture.
Recommendations on division of benefits between hardware and software using redundancy
and diversity techniques will be given.

All the above areas were determined to not be adequately covered by the existing IEC 880
standard that was issued in 1986.

2.2 System Engineering Context

Requirements for integrating software engineering into the system engineering context are
found in SC65A 123. The standard:

• applies to safety-related systems when one or more such systems incorporate
electrical/electronic/programmable electronic devices,

• is generically based and addresses all Safety Lifecycle activities irrespective of
the application,

• specifies the safety requirements to achieve an adequate level of Functional
Safety for the safety-related systems in terms of a Safety Requirements
Specification which itself is divided into a:
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• Functional Requirements Specification and,
• Safety Integrity Requirements Specification.

uses the concept of "System Integrity Levels" for specifying the level of safety
integrity for the safety-related systems. The required System Integrity Levels
are specified, for the safety-related systems, taking into account the risk
reduction necessary to meet the tolerable risk level associated with the
equipment under control,

establishes System Integrity Level requirements for E/E/PES safety-related
systems.

2.3 Categorization

SC65A 122 defines 5 software safety integrity levels. The integrity level is determined based
on risk. Risk is defined as "The combination of the frequency, or probability, and the
consequence of a specified hazardous event".

The integrity levels are used to provide guidance on the rigor to be applied in engineering the
software.

2.4 Acceptance Criteria

Requirements within the standard that differ depending on the integrity level are qualified by
the words: "To the extent required by the integrity level". Guidelines are given in Appendices
as to how the extent of the requirement differs with integrity level. The appendix lists
techniques and measures categorized by integrity level as to "highly recommended",
"recommended", or "not recommended". Highly recommended techniques or measures must
be justified if not applied. This is effective in giving guidance but does not provide a
measurable acceptance criteria. Industry sector specific standards will be required to provide
measurable acceptance criteria that are based on the guidance.

2.5 Acceptance Criteria Based on Process and Product Criteria

All standards for software engineering include requirements for product and process. Both
SC 65A 122 and DEC 880 include requirements for a systematic software engineering process.
Table 3 shows the phases required by each standard.
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Table 3 - Lifecycle Phases

SC 65 A 122 Phases

Software System Requirements

Software Design

Software Module Design

Code

Software Testing

Software and Hardware Integration

Software Validation

Software Maintenance

EEC 880 Phases

Software Requirements

Design and Coding

Verification

Software and Hardware Integration

Computer System Validation

Software Maintenance

Some evolving standards are highly flexible and as a result must be tailored to specific
applications. A complementary guidebook is necessary to allow proper application of these
standards in a cost effective way. The acceptance criteria end up, as a result, in both the
guidebook and the standard.

Some standards look only at the process and not the product. This, as stated earlier, is not
sufficient.

An additional problem that not all standards address is the integration of the software standard
with an overall quality standard like ISO 9000.

2.6 Necessary Techniques

Formal methods have gained acceptance as a necessary requirement for safety critical
software development. They are highly recommended by SC65A 122 and are being required
within the EC 880 supplement. Many other current standards include recommendations for
use of formal methods for safety critical software.

Stepwise verification is included in all standards. Specific test coverage criteria is not
included in either SC65A 122 or E C 880. SC65A highly recommends many techniques for
verification, including probabilistic testing but a sector specific standard would be required to
determine a reasonable set of verification techniques to apply.

Software hazard analysis is not mentioned as a technique for software verification. Hazard
analysis when addressed is limited to system level analysis.
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2.7 Qualification of Pre-Developed Software

SC65A 122 requires that previously developed software be clearly identified and documented.
A report must be prepared justifying the software suitability for use, but little guidance is
given as to what constitutes sufficient justification. The DEC 880 supplement will be giving
guidance on this issue.

2.8 Personnel Qualification

Requirements for personnel qualification is included in SC65A 122 and 123, but the specific
skills required to be qualified are left for sector specific standards.

Many current standards include similar requirements.

3 FUTURE AREAS OF WORK

Work is underway within ISO/IEC JTC 1 SC7 to rationalize international standards into a
coherent set of standards. What is required to achieve this rationalize :5on is a framework for
standards that will minimize overlap and contradictions. In the UK, me SafelT program has
issued a proposal for a standards framework that is rationalizes the need for generic and
sector specific standards.

The nuclear power industry has its own specific constraints and requirements and hence needs
to be supported by its own sector specific standards, especially standards that define
acceptance criteria for safety related standards so that licensing risk can be reduced. The
nuclear power safety related applications should be supported by their own specific
techniques, personnel qualifications and pre-developed software qualification requirements
that are focused at our industry.

Further research and development is required before full advantage can be made of diversity,
probabilistic testing and cost effective application of formal methods.
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ABSTRACT

Some of the difficulties that have been encountered in the introduction of safety critical
computer based systems for nuclear plant are identified.

System and software research and development activities to combat these difficulties are
described and the details of one major international collaborative exercise, DARTS, are given.
One application of the technology used to produce a computer based shut down system for
the Dungeness B AGR is outlined.

1. INTRODUCTION

The last twenty years has seen the increasing use of computer based systems in place of
analogue electronic systems. The use of computer based systems is now so pervasive that
software is appearing in many control and safety systems within the nuclear industry. Under
these circumstances the failure of the software and thus of the system presents a potential risk,
of injury to the public, and damage to the environment. However, the introduction of a
computer should not be perceived as a threat. Computer technology allows, in principle, a
great increase in the functionality of the system being implemented. The increase in
functionality, and as a consequence complexity, must be balanced with the requirements of
safety. The sense that this balance has been lost, coupled with the immature nature of die
software development process has resulted in the justifiable concern by the public of the use
of computer based systems in highly critical applications.

2. APPLICATION OF COMPUTER TECHNOLOGY IN UK NUCLEAR PLANT

Computer-based systems are extensively used for control and protection of UK nuclear plant.
The evolution of the application of the technology can be illustrated by reference to the AGR
development. The first AGR, Dungeness B made use of computers and related technology to:

- Display plant data and alarms on CRT's

- Undertake analysis of alarms , e.g. deduction of prime cause when a group of alarms
go off. This was an early expert system application.

- Control plant systems including: the start up of, the reactor, turbine, boiler feed pump
turbine, flux scanning and gag movement, and for the direct digital control of the
power.

The scope and scale of the use of computer based systems increased with subsequent AGR's.
Hinkley B extended the use of computers to control applications and monitoring of system
sequencing. The Hartlepool and Heysham 1 reactors introduced computer based systems for
the automatic start up and shut down of the plant. Computer usage was also extended to
cover control of critical parameters such as gas inlet and outlet temperatures and mass flows.
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The two most recent AGR's at Torness and Heysham 2 have still more extensive computer
based systems [1] including the control and interlock of the refuelling machine and fuel route
[2J. It is noted that diverse relay based systems are employed for interlocking but this is by
no means universal for all applications.

The first licensed safety critical computer based system for UK plant tripping has been
installed and set in operation on the Dungeness B reactor.

This summary is far from comprehensive as computer based systems are used extensively
elsewhere in the UK nuclear industry, in reprocessing and active handling facilities. The most
significant system currently being introduced is the integrated control and protection system
for the Sizewell B PWR.

3. PROBLEMS AND LICENSING CONSIDERATIONS

During the first stage of computerisation there was considerable uncertainty in determining
what was required to demonstrate the systems were 'fit for purpose'. This coupled with the
immature nature of the rapidly developing technology lies at the root of the difficulty in the
deployment of computer-based systems. Any computer-based system to be used in a safety
application on a nuclear reactor must be licensed. In the U.K. this means that the system
must adhere to the Safety Assessment Principles (SAPs) as laid down by the Nuclear
Installation Inspectorate (Nil). These principles have been developed by the Nil and recent
publications [3,4] give a good indication of what is expected in the UK greatly assisting the
developers and assessors.

The demonstration of hardware dependability is a mature operation, but the approach for
software is still being developed. The production of software is based on demonstrating that
'best practices' have been used in its development, both to minimise the introduction of errors
and also to alert the developer of any errors within the system. This includes the Verification
and Validation of each phase in the life-cycle, and the whole development being subject to
one or more external assessments. In addition, a confidence building exercise must be carried
out involving analyses of the code, both static and dynamic, and a rigorous testing regime
incrementally developed through the life-cycle from the requirements stage. There is a
question here as to who in the life cycle of procurement should generate the assessment
information tasks, as it is becoming evident that some or most of the work should be
performed by the developer in order to justify his approach and design decisions.

4. DEVELOPMENT IN THE UK

The current concern about the use of computers for safety applications is not new. AEA
Technology took an early interest in the use of computers for these nuclear applications in the
roles of:

- a developer;
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- a potential end user of the technology;
- and as an assessor and licensor of systems.

The development of the safety arguments for the fast reactor indicated a requirement for a
system with a very rapid response time, able to accept input from the large number of
thermocouples used to monitor the fuel assembly sodium coolant outlet temperature. The
application appeared an ideal vehicle for the exploitation of the new technology in place of
conventional analogue technology.

The main thrust of the early work was to carry through the principles that had been developed
and successfully exploited for analogue systems. These principles can be summarized as:

- simple design;
- dynamic operation;
- fail safety.

The use of software was seen as a major risk in getting a computer based systems licensed,
consequently early efforts were directed at trying to minimize the role of the software in the
safety argument but retaining its power in the application. The perceived lack of maturity of
the software development process at the time implied that in order to justify such systems
defensive techniques would be necessary to support the software. The development activities
therefore followed two paths, one focusing upon the production of a system and architecture
suitable for high integrity applications. The second path was the pursuit of improved methods
of software engineering that could be adopted to design, implement, test and analyse the
software to ensure the software was demonstrably correct.

The electricity generating companies in the UK were also looking to the use of computers,
primarily for systems used for control and monitoring of their plant. To ensure the successful
introduction of the new technology they undertook a significant number of developments, e.g.
new operating systems and specialist languages such as Cutlass [5]. The companies also
examined safety applications ie those for emergency plant shut down, where they have
participated in UK national programmes with the AEA.

5. SYSTEM DEVELOPMENT

The work carried out to develop a safe system produced a system architecture similar to that
used for hardwired applications. The basic feature was that the system operated in a dynamic
mode in which continual demands were placed on the system. Trip demands were introduced
at the system input and removed at its output by a hardwired filter which would check for the
correct pattern of demands. This approach resulted in an architecture ISAT[6], figure 1 in
which the trip algorithms could be exercised as part of the normal operation of the system.
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Figure 1 - ISAT System Achitecture
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The concept is quite simple but brings with it many powerful advantages, including:

- checking of software by a hardwired wrap around,

- preventing the system moving to a healthy state and allowing plant started unless the
protection system is working correctly,

- the generation of the test input demanding that the trip algorithm be inverted, this
provides a diverse check on the implementation of the trip algorithm,

- the ability to drive the software through the trip path allowing the most vital parts of
the software to be subjected to extensive checking for corruption and faults.

There was some concern that the approach was still not robtst enough to satisfy the regulating
bodies, consequently, diversity, a key feature of UK licensing, was investigated as a means of
defending against common mode failures in software and allowing very high claims to be
made and supported for system reliability.
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The early work had concentrated on simple trip algorithms, but it was recognized that the true
value of computers lay in their ability to handle complexity. The work was therefore further
developed to examine the problems presented by the more complex algorithms. A trial
application was taken of a water reactor protection function of departure from nucleate boiling
and peak linear rating. This exercise was successful, however it did result in identification of
certain limits of the approach with regard to the generation of test data, although subsequent
investigations have overcome many of these.

6. SOFTWARE DEVELOPMENT PROCESS

Software is so intimately associated with hardware that they should always be considered in
conjunction with each other on a system basis. The problems with the use of software in such
systems is that the production has historically been seen as almost a creative art form with
little or no engineering discipline involved. Much of the work on software development
process has been to bring discipline and traceability to the process. In addition work has been
done to combat the fact that the behaviour of software systems of even small complexity
cannot always be fully modelled and therefore the testing of such software often can never be
considered complete. The development of rigorous processes and tool support will not be
discussed here as these are common to the software industry.

6.1 Diversity

The use of diversity is one of the key features of UK safety and licensing arguments. The
possible application of diversity to computer based systems and software has been the subject
of a number of experiments. The AEA have conducted and taken part in studies on classical
diversity e.g. PODS, STEM [7], under the OECD Halden programme. The classical form of
diversity is the diverse implementations of the same specification by isolated teams using
different languages and methods. The results obtained in experiments have been encouraging,
showing that the approach can lead to a reduction in the number of faults in the system,
implying that improved reliability is possible. The results are not thought to be sufficiently
conclusive to be able to justify significantly higher claims for reliability to be made,
particularly when the expense of the multiple versions is considered. An investigation was
also undertaken into the use of process and product attributes to try to capture expert opinion
of how diverse two systems are from their known properties [8]. The exercise was successful
in that a fuzzy logic expert system was produced capturing expert opinion and the associated
uncertainty. The work was unable to relate how different two version were to a statement
regarding common errors in the two versions of software.

Work has also been conducted on other ways of implementing diversity. The approach
adopted is to examine the problem and identify the perceived threat. The diversity is
included in the implementations by design, to defend against the threat, e.g. there may be
concern regarding the processor microcode. An approach is to defend against this by
performing any manipulation more than one way. Thus multiplication might be carried out
diversely by repeated addition e.g. 3*3 would be implemented as 3*3 and 3+3+3. There must
however be checks made to prevent the diversity being removed by the designer who sees

- 7 3 -



what is required and goes the most efficient way or by the compiler which may use the same
microcode for two high level descriptions. One feature that was found in the investigation
was that the process led to a much more detailed examination of the specification as
alternative design solutions were sought which led to improvements. The approach is seen to
have a number of potential advantages over classical diversity in that the design intent is
defined and the two versions of the software can be checked to ensure they meet the design
intent. Further, should adaptive maintenance be required then there is no need to employ
different teams. The modifications can be carried out and a review undertaken to ensure that
the design objectives have been maintained.

6.2 Voting and Adjudication

The use of diversity and indeed of redundancy can result in some difficulties with respect to
voting and determining the correct result. In a simple trip system the voting is usually
boolean ie healthy or trip and a simple majority vote can be applied. In other cases the
position is more complex, e.g. to determine the correct input value from redundant sensors
requires that some adjudication is made as to what constitutes the value of the input. In these
circumstances the granularity of the voter must be considered and the measure of acceptable
differences established. In setting these values serious consideration must be given the
problems of false disagreement and the inherent uncertainties in values. These uncertainties
could arise from noise but consideration must also be given to digitization errors and the
finite resolution of the input. Digitization errors could come to dominate the value of derived
quantities if care is not taken to cast expressions in the most appropriate manner.

6.3 Formal Methods.

Research into the use of formal methods has included examining the advantages and
disadvantages that may be gained from using mathematically based development methods.
VDM has been used in several projects for the specification of systems of varying degrees of
complexity. We have found that the method is feasible for specifying the problem from the
requirements, highlighting unsound thinking, and that using VDM has led to the following
advantages:

- identification of ambiguities in the requirements ;
- clarifies the requirements;
- analysis of the specification by tools;
- determining of test data suites;
- logical reasoning about the specification;
- no ambiguity for the designer

and the following disadvantages:

- immature tools;
- inability to deal with non-functional requirements;
- inability to specify communications with the environment;
- tools not part of an integrated environment.

-74-



- tools not purt of an integrated environment.

We have found that by using formal specification the requirements are in'errogated
thoroughly at the earliest stage in the life-cycle. The duration of specification production is
extended in comparison with traditional methods but the final product is a better preparation
for the design stage, although the designer still has to impose a structure on the software.
Formal development of the specification has proved viable but would appear to be too
expensive to be practical for the moment.

The wish of all system builders is to be able to test the entire input space exhaustively. This
is impossible except for the simplest of problems and is often exacerbated by the sequential
nature of the data and whether variables store historical data or are initialised each time
before re-calculation. The problem can be improved if tackled at the design stage, but often
the nature of the problem will not allow the designer any leeway. The approach we have
taken is to exhaustively test certain critical parts of a program. A particular case for this was
that a single line in a filtering function was exhaustively tested to prove that it would work
correctly for every combination of inputs. It has been possible to show that there is
considerable scope to introduce at the design stage measures that can significantly reduce the
number of tests needed to exercise the input space. However the value of random versus
plant based testing remains unclear. The latter certainly leads to little used paths being
exercised, however, the system unreliability will result, in practice, from faults on plant data.

6.5 The DARTS project

The scale of the problems associated with software development resulted in AEA Technology
engaging in a large exercise with partners from France EdF, Germany GRS, Spain Ceselsa,
and the UK Nuclear Electric. The project, DARTS [9] is looking at the whole life-cycle of
the production, assessment and licensing of safety critical software ie. the procurement. The
project has been set up as an experiment in which four diversely implemented computer based
systems are brought together to form part of the protection system for a nuclear reactor.
Effort and error data are collected throughout the project along with product data to generate
information on all parts of the procurement life-cycle. This information will be used to assist
in answering some of the key questions relating to software in safety critical systems. The
objectives of DARTS include investigating:

- the role of diversity;
- the cost of procuring safety-critical software;
- the use of tools;
- the process of assessment;
- the process of licensing;

The output will be expressed as guidelines on the cost effective procurement of safety critical
systems.
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The project is divided into three work packages:

1. Setup of the experiment;
2. Development of the channels, system and demonstrator;
3. Analysis of the results.

All developer teams in the project were supplied with the same natural english requirements
specification. They then took this and followed defined diverse routes to develop a channel.
Two of the routes used formal methods in their development and two used traditional
methods. Data collection during the development phase to enable analysis of the process was
recorded by an electronic database. The four channels were delivered on completion to
Winfrith for inclusion in the test harness which has been designed to perform back to back
testing and analysis of the output.

The analysis phase has started to examine the data collected from the development phase
looking to identify: where errors were created, their impact on the development and the effort
penalty incurred in their repair. Comparison of the effort required to develop the system as
opposed to the internal verification and validation effort and the effort required to assess the
channels will be undertaken. The analysis of the software engineering issues raised during
the development phase is also being carried out.

For testing, the project is able to draw data from two sources: a 'full scope simulator' of the
reactor and from testing strategies derived from examining the requirements and exercising
perceived problem areas. This will allow a direct comparison of the effectiveness of the
approaches.

7. PRACTICAL APPLICATION OF THE TECHNOLOGY

The practical application of much of the development technology lags the research. There
have been strenuous attempts to introduce the new practices, tools and technologies into the
UK. This can be seen from recent publication with regard to system production assessment
and licensing. Practical implementation of the technology are the protection system for
Sizewell B [10] and of IS AT the system now in operation on Dungeness B.

The dungeness system, figure 2 is four fold redundant and is used to protect the reactor using
high coolant gas outlet temperature as a parameter. The system input is from the 8i6
thermocouples at the exit of the 408 reactor fuel channels. The data is processed to generate
trip action in the event that a high value of gas temperature is detected. The plant data is
interleaved with test signals to generate the pattern of healthy and trip indications that is
checked for by the hardwired pattern recognition unit. The failure of a plant signal to
indicate a healthy state or a test signal to produce a trip demand causes a pattern mismatch
and a channel trip demand. The output of the pattern recognition unit goes static under these
circumstances.
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Figure 2 - The Dungeness System
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The reliability of each of the base units used in the development was demonstrated by having
a prototype version running in passive mode on a reactor. Each of the faults found during the
ten year trial was identified and all were attributed to hardware failure. The system was then
further developed for the Dungeness B reactor using adaptive maintenance procedures. This
involved an extensive QA regime and manual verification and validation at each phase
boundary to a strict procedure involving check lists. Details were drawn from several guides
including the EWICS and the UK USE PES guidelines, AQAPs 1 and 13. The simple
functional requirements and the low volume of code approximately 2000 lines of assembler
code per unit made the problem tractable. The timing of the system proved to be the most
difficult feature of the system to model as the input to the VAC can arrive from the four
TAC's asynchionously. This in rum may be interrupted by the PRL requesting a pattern
which must be served to keep the system functioning. The new modelling tools appearing in
the market place will make modelling and demonstration of correctness of this type of
behaviour easier.

8. CONCLUSION

Many of the early problems with the use of computer based systems have been removed. The
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research and development programmes have shown that much can be done by way of
practical help to the developer, assessor and licensor. The burden and remaining problems
are the demonstration of the correct functionality of the software and hence safety of the
system. The development of self-testing and fault-tolerant architectures gives confidence at a
system level and help with the argument for software, e.g. by providing a hardwired wrap
around. There is still not a complete answer to quantifying software reliability, but as
practices mature and tools and techniques, such as formal methods develop, so confidence
grows. The hope that testing or techniques such as diversity will provide a major
breakthrough appear in vain. Similarly the idea of the use of computers will allow very
flexible systems to be built and deployed quickly has been dispelled. Computers can not be
considered as necessarily being flexible in a safety critical environment because of the burden
associated with their justification. Despite these reservations the technology and the
supporting environment are improving and the power they offer ensures that the use of
computer based technology will expand.
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ABSTRACT

Economic pressures on Scottish Nuclear have been significant since
its retention in State ownership following the UK's Electrical
Supply Industry (ESI) privatisation 2 years ago and will continue
to increase as other utilities generation costs become more
competitive. Software systems play a significant role in both the
maintenance of safety claims and in the output of Scottish
Nuclear!s Advanced Gas cooled Reactor (AGR) generating plant.
This paper takes as its theme Scottish Nuclear's positive and
negative experiences with high reliability software. A cost
effective software lifecycle for the maintenance of safety related
software with unreliability demands in the range 1.0E-1 to 1.OE-2
pfd for reactor control and fuel handling applications based on a
customer-software integrator-software supplier model is described.
Experience from the evolution of this lifecycle has led to the
concept of an Integrated Software Maintenance Environment. The
problems leading to Scottish Nuclear's move away from the use of
software for safety critical (1.0E-4 pfd) applications and its
substitution by non-processor technology on the fuel route are
outlined. Finally the paper describes Scottish Nuclear's medium
term policy for the engineering of safety critical applications.

1. THE SAFETY RELATED SOFTWARE LIFECYCLE

1.1 General

To clarify the terminology applied in AGR safety systems the term
safety related is deemed to be less onerous than 'safety
critical'. Typically safety related systems need to achieve
unreliabilities such that for a single channel of protection the
probability of failure to perform its design function on demand or
continuously over a 10,000 hour period is of the order 1.0E-1 to
1.0E-2. "Safety critical' targets would be of the order 1.0E-2 to
1.0E-5.

Figure 1 shows how the extent of system development for a typical
safety related software based system varies with time.

Cost Effective Use of Software in AGR Safety Applications September 1992
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An initial project implementation and commissioning phase is
followed by a period of operational modifications. In the project
phase the problems to be resolved relate to design implementation,
performance and system integration. Once the system has been
commissioned, applications software and data are changed using the
tools established in the project phase to fine tune the system,
extend facilities and accommodate plant changes. These changes in
the operational life of the computer system have to be achieved to
at least the same level of quality established in the project
phase and with the minimum of recommissioning on the plant so that
system downtime is minimised. This latter requirement means that
changes in the operational phase have a different focus to the
project phase.

Initial experience with the system can lead to a sufficiently
large development programme retaining part of the original
supplier's project team for a time, but rapidly the situation
arises where funding of effective support from the original
supplier for work of an intermittent nature cannot be justified.
This problem is compounded by loss of key original supplier staff
to other work areas once the system has been commissioned.

The changes to the system that are still required on an
intermittent basis can have intervals of up to several years
between bursts of development activity.The lifecycle which has
evolved within Scottish Nuclear over the last 5 years to achieve
safety related software modifications at reasonable cost and
without degradation of the initial safety case during the
operational life of the system is shown in Figure 2.

Cost Effective Use of Software in AGR Safety Applications Sept-amber 1992

-82-



project
start fault reports

and modification

specify

design

implement

software
build

off plant
testing

commission
on plant

' requests from customer i \

operational
modification

loop

<D

to
cu
a

• Q .

Kev:

activity, with fill
showing relative effort
between project and
operational
modification phases

customer

systems supplier

software supplier

software integrator

project
complete

FIGURE 2 - PROJECT PHASE AND OPERATIONAL MODIFICATION LIFECYCLE

FOR SAFETY RELATED SOFTWARE

Cost Effective Use of Software in AGR Safety Applications September 1992

-83-



This operational modification phase lifecycle is based on a
"customer-software integrator-software supplier" model. A key role
in the operational lifecycle is that of the software integrator
who is responsible for the cost effective modification of
operational software to quality levels which satisfy the
regulatory bodies and give confidence to the customer that after
the minimum of plant testing the modified software can be used on
the plant without failure. The tasks which the software integrator
must perform in this role are:

o Provide specifications, reference software, data, static
analysis test scripts and results and documentation sets to
the software supplier(s).

o Receive these components back in modified form.

o Establish that the intended changes only have been made and
that the required static analysis has been performed.

o Carry out software functional decompositions and impact
analysis to determine the extent of off plant and on plant
testing to be carried out.

o Produce test builds and carry out off plant tests as required
by the impact analysis in a simulated plant environment.

o Documentation of modifications for submission to regulatory
bodies including evidence that safety related functions have
not been unintentionally affected by the software change
activities.

o Build and deliver software systems for installation and
operational use.

The evolution of this lifecycle is illustrated below by two
examples from Torness AGR Nuclear Power Station which was
commissioned in 1988. The first is an example of modulating
control where the software integrator's tools have been developed
as extensions to the techniques and quality control procedures
established during the project phase. The second is an example of
sequence control. For this application following an assessment of
the requirements of the operational modification stage a
significant investment in computer based tools has and is
continuing to be made to allow the software integrator to achieve
modifications to the required quality levels at progressively
reduced costs.[Note: The sequence control equipment was originally
intended to provide sequence control and both safety related and
safety critical interlocks. As described in Section 3, the safety
critical interlock function has been transferred to non processor
based equipment.]

Cost Effective Use of Software in AGR Safety Applications September 1992
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2.2 Reactor Modulating Control Safety Related Application

The reactor modulating control system provides operational
interlocks and plays a significant role in the economic operation
of the plant and thus modifications to the system are carried out
using ^safety related' quality assurance levels. Scottish Nuclear
Engineering Division acted as customer during the initial project
phase and now act as software integrator with the Station as
customer. The following automated tools are currently available
for use by the software integrator:

Specification:

o The training simulator at the Station includes a simulation
of the modulating control system and thus the effect of
proposed changes to this system can be investigated by
modifying the simulation models, carrying out simulation
runs and modifying or extending the specification of
proposed changes.

The training simulator was developed in parallel with the
plant auto controls in the Torness construction period.

o A database of fault reports and modification requests are
kept by the software integrator on behalf of the customer
using a special-to-project configuration management system
(CMS) developed in house.

Software Build:

o The in house CMS also provides facilities to support design
change control, carry out source file comparison and impact
analysis from manually entered functional decomposition
information, and archiving onto optical media.

The in house CMS was developed after the project phase to
provide a lower cost alternative to a proprietary
configuration management systems originally used in the
project phase.

o An automated build process developed during the project
phase.

Cost Effective Use of Software in AGR Safety Applications September 1992
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Off Plant Test bed:

o A test bed consisting of replica modulating control
computers driven via stimulation of their data input
highways is used for software testing of functional changes.

The test bed was developed in the project phase with the
assistance of the training simulator project team and
was used informally to demonstrate that safety related
functions had not been degraded by the introduction of a
software modification (reference 1).

2.3 Fuel Handling Safety Related Application

A third party acted as customer on Scottish Nuclear's behalf
during the project phase and initially acted as software
integrator with the Station as customer. This mode of operation
led to cost control and quality difficulties and Scottish Nuclear
Engineering Division have now taken over the software supplier and
integrator role with the Station continuing as customer. The
following computer based tools are being or have been developed
for use by the software integrator.

Specification:

o Database of fault reports and modification requests.

o An automated configuration management system which
supports all software and related documentation.

o A flowchart editor, which is a CASE tool that supports the
specification of software modifications through the
generation of control and data flow diagrams.

o A master interlock database, which is a machine readable
representation of all fuel route plant interlocks claimed in
the safety case and is the verified master used for all
design, operational and safety support functions. It also
contains all non-processor based interlocks and all
interlocks designed to protect against serious economic plant
damage

Software Build:

o The build control system provides secure and centralised
storage of software and related hardware definitions.
Version control, module interaction analysis and version
build reports for all software, hardware and supporting
documentation are automatically produced.
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Off Plant Test Bed

o A Site based data recorder on the fuel route diagnostic and
monitoring system local area network (reference 2) is used
to log plant events during fuel route plant operations.
These event logs allow the test bed test script generator to
semi-automatically support the emulation of existing and
intended plant operations.

o The test bed uses the test scripts on a complete target
software build and automatically generates test results and
analyses.

In addition the tools below are being commissioned to support
Scottish Nuclear's role as software supplier:

o A flowchart to code generator takes the specification
produced by the flowchart editor and converts it to source
code

o A static analysis tool checks modified code for acceptable
programming practice and that the modifications have not
altered the interlocks defined in the master interlock
schedule.

o A design configuration management system,

o A code development environment.

The master interlock database along with plant test schedules is
also used to generate a minimum set of tests that must be carried
out on plant prior to operational use. This analysis is based on
the extent and complexity of modification to interlock software,
category of interlock, feasibility of realistic test and the
extent and success of off plant testing.

Scottish Nuclear's objective in taking over the software supplier
and software integrator roles is to achieve the required quality
levels at substantially lowez cost by reducing the extent of
expert and administrative effort in the modification process in
conjunction with reducing the plant operational window required to
install new software.
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3. PROBLEMS ENCOUNTERED WITH SAFETY CRITICAL SOFTWARE

In the original design of the Torness fuel route certain safety
critical interlocks requiring 1.OE-4 pfd were implemented in
programmable logic controllers (PLCs). Despite investment in
retrospective software engineering techniques it has not been
possible to substantiate these claims and the interlocks have been
re-engineered using non processor technology so that the
reliability requirement for a PLC channel is now reduced from
1.0E-4 pfd to the range 1.0E-1 - 1.0E-2 pfa.

The reasons for failure to substantiate the 1.0E-4 pfd software
claim are:

o the PLC equipment design gave complex data flow paths
from plant input signal to interlock output contact

o the PLC system software provided multi priority
level scheduling, with concerns that lower priority
applications tasks would be starved of system resources
and that unpredictable system response could occur

o the application design was too complex since control and
protection were mixed in the same PLC

o the applications software was designed by engineers who
were initially unaware of the PLC's real time characteristics
and had no approved coding practices to help them avoid real
time pitfalls

o loss of software diversity occurred because the quality
plan requirement for two separate implementation teams
was not fully adhered to and the installation of cross
channel connections to achieve synchronisation

o inadequate static analysis and off plant dynamic testing
and in general few of the currently recommended software
engineering techniques for a safety critical system were used

o unwieldy paper based configuration management systems
were employed

o the processor operating system had not been designed
to an acceptable integrity

o the common mode cut off levels were inconsistent with
the integrity claims made for a dual channel protection
system
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Many of these deficiencies were addressed and ameliorated, and
although failure incidence has been negligible and the system is
deterministically robust, the numerical substantiation of the
system to 1.0E-4 pfd cannot be demonstrated.

4. MEDIUM TERM APPROACH FOR THE ENGINEERING OF SAFETY CRITICAL
SYSTEMS

Scottish Nuclearfs medium term approach is to avoid software based
technology for AGR safety critical applications.

Scottish Nuclear will continue to review software based systems,
tools and techniques in light of the perceived views of the
regulatory bodies with the aim of justifying improved claims on
processor based systems in conjunction with competitive costs.

Scottish Nuclear is currently participating in the first year of a
three year research project "A Critical Examination of the
Contribution of Testing Using Simulated Software and System
Environments to the Safety Justification of Programmable
Electronic Systems" (CONTESSE) funded by the Department of Trade
and Industry and involving seven other industrial and one
University partner.

5. DISCUSSION

The tools and techniques required by the software integrator were
initially developed within Scottish Nuclear on a piecemeal and
project specific basis. Current developments aim to produce
integrated software maintenance environments (ISMEs) as shown in
Figure 3.
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Figure 3 - INTEGRATED SOFTWARE MAINTENANCE ENVIRONMENT

FOR SAFETY RELATED APPLICATIONS

The ISME gives the potential for improvement in the following
areas:

o Reduction in paper leading to less manual administrative
effcrt and improved security of configuration control.

o Reduction in software build times.

o Reduction in time to complete software testing.

o Information base allows generation of reports for
modification submissions.

o De-skilling of tasks by the capture and enrolment of exper'
knowledge.

o High visibility design and integration.

o Control and efficient support of key design, safety case
and testing documentation through the data base.
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The first attempt to use safety critical software at Torness was
in retrospect an unrecognised plant construction critical path
decision. This was compounded by the impossibility of predicting
at the start of the project those software engineering techniques
the regulatory authorities would consider mandatory for a software
critical system five years later.

6. CONCLUSIONS

o Scottish Nuclear will continue to implement safety
critical AGR applications in established non processor
based technology

o a cost effective software lifecycle for safety related
systems has been described based on a
customer-software integrator-software supplier model

o an integrated software maintenance environment for use by
the software integrator in such a lifecycle has been outlined

o Scottish Nuclear is gaining experience of simulated plant
environment testing which may be relevant to current
research into the contribution of testing to software basod
safety critical applications
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ABSTRACT

As Software Engineers, Designers and Project Managers, we tend to
conclude a software project at the In-Service milestone of the software
life cycle. But the reality is that the "life after in-service" is
significantly longer than other phases of the life cycle, typically 20
years or more depending on the maintainability of the hardware
platform and the designed life of the plant. During this period, the
software asset (as with other physical assets in the plant) continues to
be upgraded to correct deficiencies, meet new requirements, cope with
obsolescence of equipments and so on. The software life cycle ends
with a migration of the software asset to a different platform.

It is typical in a software development project to put a great deal of
emphasis on design methodologies, techniques, tools, development
environment, standards procedures, and project management to
ensure quality product is delivered on schedule and within budget.
More often than not, a dis-proportion of emphasis is placed on the
issues and needs of the In-Service phase. Once In-Service, the
knowledgeable designers move on to other projects, while the
maintenance and support staff must manage the valuable software
asset.

This paper examines the issues in three steps. First of all it presents a
view of software from maintenance and support staff perspectives,
including complexity of software, suitability of documentation,
configuration management, training, difficulties and risks associated
with making changes, required skills and knowledge. Secondly, it
identifies the concerns raised from these view points, including costs
of maintaining the software, ability to meet additional requirements,
availability of support tools, length of time required to engineer and
install changes, and a strategy for the migration of software asset
Finally this paper discusses some approaches to deal with the
concerns.
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1. INTRODUCTION

Computer systems developed in the late 1960's and early 1970's remain in use today largely
because of the costs of replacement usually associated with high software costs. Some common
characteristics of software residing in these systems include:

written entirely in assembly language;
complex custom operating system;
intricate interactions within the system;
complex structure;
typically employed in critical application; etc.

Though these systems have performed satisfactorily, they continue to undergo software and
hardware changes for a variety of reasons. On-going changes are a fact of life. It is common
knowledge that the cost of maintaining these systems is high and is likely to increase.

Today, the software support and maintenance personnel is faced with the challenge of
maintaining these systems for the life of physical assets which the computer system is a part of.

Let's examine the issues.

2. MAINTENANCE OBJECTIVES

What are the objectives of this tasks? Given the situation, it is not difficult to understand the
objectives and can be stated as: Maintain the software assets in a cost effective manner, while
meeting established quality requirements, for as long as the assets remain in-service. This is a
tall order! It entails timely actions as described by Pressman [ref. 1]:

(a) Recognize problems when they occur.
(b) Analyze the problems and identify the cause (s).
(c) Specify the correct change.
(d) Implement the change, make actual modification.
(e) Verify and validate the change.
(f) Update of the relevant documents.

Now that the objectives are defined, let's look at the factors that can affect the ability to meet
the objectives.
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3. CONTROLLING FACTORS

There are many factors that affect the maintainability of a the software assets, the most
important being: to view the software as an element that will undergo changes, and therefore,
plan for effective and efficient maintenance facilities/capabilities during the development phase.
But, ultimately, the ability to meet the maintenance objectives can be affected by the following
factors:

(a) Availability of adequate documentation

In the absence of adequate documentation, one must resort to laborious evaluation of code to
understand structure, interface, performance etc. Subtle, intricate interactions are often difficult
to find or easily misinterpreted. This is likely to result in "wild goose chase", wasted effort and
precipitate into high level of frustration among stakeholder and escalating cost.

(b) Availability of adequate support facilities

To be effective and efficient, the facilities must be able to provide functionalities specifically
designed to aid maintenance activities. They must be easily accessible, readily available, easy to
use and with a high level of automation. Often, absence of adequate facility translates into low
productivity, thus high cost of maintenance, not to mention annoyance to support staff.

(c) Availability of skilled Staff

Software maintenance has not been viewed as glamorous work. Instead of being challenged by
the application of advanced technology, one often has to face obsolete technology, and the
difficulties in trying to understand "someone else's" code (developed x years ago where x is
typically greater than 5 years) when "someone else" is not around to answer any questions. This
is further complicated by the short comings of documentation describing the system. As staff
with necessary skills and knowledge leave, the human resources required to provide necessary
level of support become scarce. Extensive training is necessary to arm the inexperienced staff
with skills and knowledge to support and maintain the system.

4. BARRIER ANALYSIS

The three factors discussed in the previous section represent three views of maintaining an old
system. They permit us to look at what barriers exist in terms of achieving the maintenance
objectives. Table 1 presents a summary of this barrier analysis followed by detailed description
of the impact in terms of achieving the objectives.
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Table 1 - Software Support Barrier Analysis

Controlling Factor Barrier Impact

Availability of Adequate
Documentation

Availability of Adequate
Support Facilities

Availability of Skilled
Staff

4.1 Documentation

structure of documentation

currency and accuracy of
documentation

consistency between code and
documentation

accessibility

adequate capability

reliability

availability

staff attrition

inexperienced staff

effort to search for the right
information

correctness of information

interpretation and
understanding of subtle
interaction, interface

understanding of system
structure

effort to search for the
required information

ad hoc effort to develop
utilities as required

labour intensive manual work

repetition of work

meeting required schedule

depletion of specialized
knowledge

training overhead

The impact of documentation can be analyzed by examining the typical software change process
illustrated in Figure 1. A closer look of this process reveals that there are a lot of similarities
between software change and software development process of the software life cycle [ref. 2].
Though similar, there are significant differences in the environment in which the final product is
produced. For example, software changes to a mature system must be done within the
constraints of the mature system as described by its documentation. Accurate, up-to-date and
readily accessible documentation is a key ingredient of maintenance.
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4.1.1 Identify Design Changes

Just like the conceptual design of a new system, complex changes to a mature system must be
identified and conceptualized prior to the actual development of the changes. Typically, this
involves extensive study of the documentation to understand the system structure, data
structure, interface, intricate interactions and impact of potential changes. Absence of up-to-
date documentation would result in misinterpretation, possibility of inappropriate change and
additional efforts to correct.

4.1.2 Define Change Requirements

Defining the requirements for software change involves specifying the new requirements (or
changes to the old requirements) and assessing the impact on old requirements which can be
onerous at rimes. The main contributing factors include:
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(a) Accessibility of Documentation

Software requirements for early systems are contained in a variety of documents,
some are specified in the process design documents, some in computer system
documents, others need to be extracted from the code. In some situations,
lengthy search is required.

(b) Suitability

Some early requirements, where specified, are generally stated in high level and
implicit terms. Assessing impact on these requirements often requires laborious
analysis of rationale, assumptions etc. by extracting design details from code.

4.1.3 Specify Design Changes

Unlike specifying the design of a new system, specifying changes to a mature system usually
faces a variety of both design and operational constraints. Examples of operational constraints
include restrictions imposed by operating and maintenance procedures, operating conditions,
operating limits, equipment limitations etc. Example of design constraints include: compatibility
of equipment for replacement, restrictions imposed by the software structure, language and
operating system etc. Prior to specifying design changes the constraints must be identified,
analyzed and well understood. In some instances, identification and analysis of these
constraints require major effort. The main contributing factors are similar to those described in
the Define Change Requirements section.

4.1.4 Implement Design Changes

At the time of the design and implementation of these systems, coding standards, styles, tools
were not available. Constrained by the memory capacity, processing speed and lack of
development utilities, designers often resort to special techniques to achieve the required
functionality and performance. Practices deemed unacceptable today, such as: alias, self
modifying code, complex branching, unlabelled variable, and absolute addressing etc. were used
in the past out of necessity. All these factors have complicated the implementation of design
changes. Prior to implementing changes, the coding impact must be analyzed in-depth,
including intricate interaction with custom operating system and complex timing behaviour of
real-time system. Much of the effort required involves a combination of detailed examination of
code and study of behaviour using maintenance facilities. The effort and elapsed time often far
exceed similar analysis of the system developed today.

4.1.5 Verification and Validation

Verification and Validation (V & V) typically include: review of relevant design change
documentation and testing of changes. It is obvious that review of documentation would likely
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run into the same difficulties as in identifying changes, defining change requirements, specifying
design changes, and implementing design changes. Similarly, testing at any stage would likely
encounter the same difficulties as described in testing design change.

4.1.6 Testing Design Change

Testing of changes requires design documents as an input to define test cases and confirm that
the changes meets the specified requirements and overall system behaves as expected before and
after the change. For complex changes extensive effort is required to review design documents
and define sufficient test case to achieve the testing objectives.

4.2 Testing Facility

Possibly, dedicated facilities to support software testing were not envisaged in the development
of the original system [ref. 3]. Today, tests for system level troubleshooting and design changes
are routinely conducted on facilities which were intended for hardware maintenance. Over the
years, the hardware maintenance facilities have been modified to some extent to meet these
needs, however, some limitations still exist. These limitations include:

(a) Availability

Since the maintenance facilities are intended for hardware maintenance to
maximize the availability of the operating units (ie, low mean time to repair -
MTTR), the priority is given to the operating units. Components required to
maintain operation of running units are removed from the maintenance facility
when they are needed. Software testing is accommodated only when the
facilities are available. The availability is further complicated by the number of
users competing for this valuable resource. Designers, technical support and
maintenance personnel must schedule their work around the availability of the
maintenance facilities.

As an alternative to the unavailability of software maintenance facilities, one
often has no choice but resort to operating unit computers. However, conducting
software maintenance activities on operating units requires computer to be
placed in an off-line mode, unavailable for control which present some
production risks. This approach is generally discouraged [ref. 3].

(b) Capability

Typically, the maintenance facilities are configured with minimum hardware
components needed to satisfy the hardware maintenance requirements.
Additional effort is often required to simulate the missing hardware, install
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additional hardware, or device additional tests to supplement the inadequacy of
hardware configuration.

The software available on the maintenance facilities is generally used to exeicise
the hardware to ensure proper hardware operation. Utilities necessary for
software testing are usually developed on a case by case basis when the need
arises. Testing is usually a lengthy process. Each individual test case require
manual effort to set-up initial condition, execute test, record observations, and
compare test results with expected.

(c) Reliability of Maintenance Facility

It is a known fact that at any instance in time the maintenance facilities may contain
components with intermittent faults, reducing the reliability of hardware operation.
When the components fail, tests must be repeated.

All these limitations result in a laborious and lengthy testing process.

4.3 Adequate Skills Level

Efforts to maintain the knowledge and skills level needed to support these highly specialized
and complex systems are increasing. As technology advances, the knowledge base to support
the old systems continues to diminish. The vendor ceases to support the system and document.
The support staff move on with their career. As support staff with the necessary experience
leave, the human resources required to provide the required levels of support become more and
more scarce [ref. 5]. As inexperienced staff is assigned to the maintenance activities, extensive
training is often required, incurring additional overhead to the maintenance costs. Furthermore,
given the high mobility of computer professionals, one can expect an attrition rate higher than
the norm. The high attrition often result in recurring cost of training inexperienced staff, and
further adds to the already high overhead.

5. CONCLUSIONS

In examining the issues, we must recognize that the development of early systems did not have
the benefits of software engineering methodology, standards, practices etc. as we know them
today. That is a fact and can not be changed. Today, the problems need be addressed, further
delay only prolongs the agony and permits the cost of software maintenance to continue to
increase.

In summary, labour intensive support activities contribute to high cost of maintaining software
on old system. With the current technology and achievable degree of automation, a well
planned automated support facilities presents a viable alternative to address the issues.
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5.1 Documentation

The maintenance dependency on documentation today far exceeds what was envisioned when
the system was first developed. Documents that were once suitable for maintenance and
support in a knowledge-rich environment are no longer adequate to support a knowledge-
depleted environment in the long term. All this points to increased overhead costs in support of
old systems.

Documentation need to be brought up-to-date with appropriate quantity and quality of
information. This entails reverse engineering of existing system to extract design details and
update design documents. Once updated, facilities and processes be provided to facilitate
continual migration of software, maintain currency of documentation and provide easy access to
all stakeholder without incurring high overhead costs.

5.2 Physical Resources

Maintenance facilities originally intended for hardware support become a key physical resource
for software support out of necessity, in spite of their short comings. Ad hoc effort is often
needed to overcome these short comings. This is further complicated by the increased support
activities and demands for facilities which are already in short supply.

For systems of this nature, demands on the breadth and depth of software testing and problem
investigation represent a significant portion of software maintenance effort. Testing facilities
with automated test execution, coverage analysis etc. is crucial to achieve testing objectives
without incurring high costs.

To cost effectively maintain the software assets, well planned facilities, specifically designed for
the support of old system is needed. In addition, sufficient quantity should be provided to
alleviate the availability problems.

5.3. Human Resources

Detailed knowledge of hardware and software interaction, operating system internals etc. are
often required in the support of software assets on the old systems. With the advances in
technology, the detailed knowledge once needed becomes transparent and displaced by new
demands. Today, computer professionals are armed with abundance knowledge of LAN, CASE,
PC's, etc. and skills to program in high level languages in advanced operating systems, window
environments. But few are willing to spend part of their career in the support of old systems.

An alternative to deal with the issue is the effective deployment of human resources. This
entails the provision of a technologically advanced support environment with the capability to
abstracts detail knowledge of old systems while encourages the application of advanced
knowledge and skills in solving problems, maintaining software.
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5.4 New Systems

Past experience has demonstrated that software does not remain still. On going changes and
migration are facts of life. The design of new systems must consider the needs to support on-
going changes [ref. 5]. Adequate facilities of sufficient quantity are needed for cost effective
support and maintenance of these valuable software assets. Mechanism must be put in place to
deal with increasing pace of equipment obsolescence in a cost effective manner. Software
portability need to be considered for the inevitable porting of software asset to a different
hardware platform.
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ABSTRACT

The management of a computer-based system is difficult, even armed with the
best tools and methods available. The traditional project management
metrics of cost, timescales and quality are often difficult to predict,
particularly regarding software. Traditionally, RRA has reasoned that the
reliability of the software does not degrade the overall system reliability
below that attributed to the hardware. The inherent quantification required
to safety justify a software-based system calls for a more rigorous approach
to the management of projects. This paper discusses RRA's experiences in
developing such an approach.

1. INTRODUCTION

The purpose of project management is to successfully manage a contract to:

(a) Cost

(b) Timescales

(c) Quality

Traditional control and instrumentation systems have been constructed in the
past using analogue based technology. The protection systems used within
the nuclear industry have been based on relay or magnetic logic type
technology.

This paper addresses how quality can be achieved and demonstrated within a
computer based safety-critical system. The demonstration of quality is part
of the certification argument. Traditional hard-wired systems can use
numerical reliability analysis to show that the total system satisfies the
reliability targets. The partitioning of reliability targets for sub-
systems can be performed in a similar manner for computer based systems to
the hardware level. Thus a computer subsystem will have a reliability
target associated with it. Rolls-Royce and Associates Limited (RRA) has
produced safety-critical and high integrity software based systems since the
beginning of the 1980's. Our approach is to reason that the reliability
of the software cannot be accurately quantified, but is such that it is not
lower than that figure attributed to the hardware in which it resides.

To successfully argue that a software based system is suitably safe, a
safety strategy must be defined at the start of the project to state how the
quality is to be achieved. The project manager must ensure that the
software quality is being achieved to cost and timescales. The remaining
sections of this paper discuss what contributes to software quality and how
it can be controlled within a project.
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2. QUALITY

To achieve success, the means of achieving the required quality must be
planned into the project at the start. This can be done through the use of
quality plans which detail the steps to be taken to produce a quality
product. To reduce the risk of failure, a certification plan can be used to
breakdown the certification targets and apply these sub-targets to each sub-
system. The certification plan must then detail how the given targets are
to be achieved. It must be shown that the probability of systematic failure
is acceptable and the system is suitably reliable in operation. A numerical
approach can be used and agreed for the hardware, however the qualitative
argument for the software is not so easy to define.

3. SOFTWARE QUALITY

Software quality is demonstrated if:

(a) The functional requirements are correct and complete.

(b) The software completely reflects the requirements.

To achieve both these goals, the specification of the software requirements
must be comprehensive. For this reason, a mathematically based description
of the software requirements enables suitable abstraction and rigour.
Abstraction is a useful aid to quality, as it encourages the software
engineer to define what is to be done without the tendency to design it at
the same time. The use of a formal specification can give a good indication
of how easy it will be to Implement a function in sortware. It also becomes
apparent if a function has a large and complex formal specification that it
is unlikely to be easy to safety justify to the regulator.

The translation from requirement to implementation must be both
understandable and testable, A high level language should be well
structured and strongly typed. It is important that the code that is
produced is modular and written such that it can be examined by a static
analysis tool set. This can be achieved through the use of coding
standards.

4. MONITORING THE LIFECYCLE

There are six generic stages within the software engineering lifecycle which
leads to software delivery and they are listed below:

(a) Requirements capture

(b) Formal Specification and animation

(c) Architectural design

(d) Detailed design

-108-



(e) Module coding and testing

(f) Module integration r.nd testing

(g) Software delivery

Each of the stages above have attributes which are pointers to the software
quality. Taking each stage in turn, some of these attributes are given
below.

5- FORMAL SPECIFICATION

The formal specification by nature must rigorously describe the requirements
of the system. The first pointer to quality is the complexity present
withiu the specification.

A great deal of expertise is needed to formally describe system
requirements, particularly where temporal factors are present. For this
reason; the animation of each specification provides a practical means of
identifying another quality pointer, ie. completeness. An incomplete
specification at this stage of the programme is very difficult to recover
from if not identified. Exceptions to normal operation can be found by this
means. Finally, the size of the specification gives an indication of the
size of the safety-critical software and hence identifies possible problems
later on in arguing the software reliability. Size of formal specifications
also indicates the anticipated scale of the static analysis compliance task
which must be performed later in the programme. The costs and effort
required for this task can be minimised if the software is specified to suit
the static analysis and testing.

6. ARCHITECTURAL AND DETAILED DESIGN

The completion of the architectural design enables the integration testing
to be planned. As the detailed design commences, computational and timing
analyses can be performed. These give an indication of the performance
boundaries which must be achieved by the software. The prediction of timing
performance is essential as timing requirements are often the most difficult
to specify. The detailed design process requires strict configuration
management. It is at this stage that project control is often lost. If the
design change becomes uncontrolled, then errors can enter the system and it
is almost impossible to recover. An examination of the number of software
change requests registered will often give an indication of when a design is
in trouble.

7. MODULE CODING AND TESTING

The process of code design from the formal specification is a logical
progression from the design stage. The successful analysis of the source
code will be dependent on the rigorous application of the coding standards.
The use of complex constructs can make the static analysis task difficult.
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The modelling of a complex piece of code to cater for interrupt structures
can weaken the analysis unless great care is taken, particularly with regard
to the assumptions made during the modelling. Certification bodies are now
beginning to analyse the results of the static analysis process.

Beyond static analysis, tools are available to determine the coverage
achieved during the module testing phase. The aim here is to achieve 100Z
of all logical paths through the code.

Dynamic testing can be used to exercise the complete system for a large
number of anticipated system input scenarios. This builds confidence in the
way the software system interacts with the outside world. RRA have
experience in designing static analysis systems for several difference
nuclear applications.

8. SOFTWARE SAFETY ASSESSMENT

The results of the static analysis in itself says nothing about the safety
of the software. Successful compliance analysis only states that the
software implements the requirements faithfully. A system level view must
be taken to determine the implications .of the software functionality on
safety.

9. CONCLUSIONS

• The main challenge in the management of a software based safety-
critical system is to achieve certification.

• There are no mature numerical means available to determine software
reliability at present to satisfy the certification requirement.

• A software quality argument is used to claim that the software
reliability does not degrade the reliability/integrity figures
claimed for the hardware.

• Many of the factors affecting software quality are difficult to
measure.

• Formal specification and static analysis prove a good combination to
demonstrate software correctness to the certification body.
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ABSTRACT

The process of software design for nuclear power plants has several stages that
must be fulfilled for a successful application. They could be broadly gathered in two
main sets, the first one dealing with the suitability of the concepts being applied to
control the process itself, i.e. the control theory approach used, rationale for imposed
limits, etc., that could be termed the formal specification generation. The second set
encompasses the processes of insuring the correctness of the fielded software
according to its formal specification. There are several approaches to dealing with the
above mentioned issues being developed worldwide, from purely analytical, to
exhaustive testing methods. The purpose of our research effort is to explore and
develop new tools for designing and testing control algorithms based in object-
oriented programming (OOP) techniques and iconic interfaces. These two
technologies combined will empower the designer by providing powerful yet simple
means to introduce faults, investigate their effects and introduce configuration
changes. Software development approaches that both encourages and forces
modularity with explicit interfacing definition, could be of great help towards automatic
software verification techniques. It is in this context that OOP techniques could play
an important role due to their well-known features of data abstraction and
encapsulation, inheritance and explicit interface definition, since they could be
thought of as independent units interacting through allowed communication channels.
Object classes implementing most common algorithms have been developed and
used in our research laboratory computing environment with good results. It is
feasible, in principle at least, to design a topology advisor/verifier that parses the
control algorithm do detect anomalous configurations. Future research topics include
the development of a prototype topology parser to explore its potential applicability in
software design. Preliminary results on the toolkit under development for setting up
and testing control systems w:!i be presented at the conference.

1. INTRODUCTION

Programming languages and paradigms have experienced dramatic changes over
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the last two decades in a continuous search for ease in programming, testing and
maintenance. Each of them have advantages and drawbacks, just as no one
language is best for tackling all programming requirements. There is nevertheless,
broad consensus in the software developer community that object-oriented
programming techniques provide several advantages over the formerly predominant
paradigm, namely structured programming.

There are several excellent books on object-oriented programming techniques
describing in depth several flavors of OOP systems [1 - 4] so we will only mention
few of their most salient features in this work.

Four concepts are of main importance in OOP systems; a) Data abstraction:
representation of complex data structures beyond those provided in the base
language (integer, float, character, etc.), b) Data hiding: possibility of having private
data within the object, whose value is not readily accessible from the outside,c)
Inheritance: capability of further class specialization by creation of descendents with
modified and or new behavior, and d) Strict interfacing protocols: all interactions with
an object must be performed through a set of interface functions, also called class
methods.

Objects in an OOP system are a very convenient abstraction for representing real (or
fictitious) entities, and their relationship. Objects can be handled rather easily
because they hide internal details such as how to do something, and only requiring
instructions on whatXo do. This fact is very important, since it provides an easy
mechanism for developing new applications out of existing or slightly specialized
classes, mainly by modifying connectivity information.

The creation of new subclasses by inheritance enables an incremental modification
of code, localizing changes in a particular method, instead of affecting full programs
as might be the case in conventional procedural programming language. This
enables independent module testing and verification since code modification remains
internal to each object (as long as the interfacing protocol remains unchanged).

Modeling a desired entity using objects requires a thorough overview of its internal
behavior, as we!1 as it interaction with other objects beforehand. This initial stage can
be crucial for identifying ill-defined problems that might have surfaced later in the
design process using other methodologies.

The above mentioned advantages are not the panacea for all software design
problems, but since a cure-all solution is not available yet, methodologies that both
encourages and forces modularity with explicit interfacing definition, could be of great
help in achieving good software solutions.

2. SIMULATION TOOLKIT

A prototype simulation environment has been developed in an attempt to address
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general issues relating to control systems design, in particular exploring alternate
confiquration schemes in a framework that could enable and favor the development
of software verification and validation techniques.

The simulation toolkit is composed of two main sets of objects thus far. A process
simulation toolkit provides some classes for continuous process simulation such as
tanks, pipes, point kinetics cores, etc., derived from a generic simulation class. A
second simulation toolkit provides common control system elements such as limiters,
PID controllers, hysteresis modules, thresholds, etc.

Most of these components had been developed for use from within a programming
language and current efforts are centered in completing an iconic user interface for
their manipulation and customization.

A NeXT computer has been selected for implementing these simulation toolkits due
to its powerful NeXTStep development environment [5], which provides Interface
Builder, a bundled product for developing graphical user interfaces (GUI) for custom
applications. It has built-in palettes for most items commonly present in a GUI, i.e.,
buttons, scrollers, windows, menus, text panes, etc. Interface Builder provides an
intuitive mechanism for developing and handling not only GUI elements but also
custom objects implementing the application's internal behavior. Placing and
connecting instantiated objects is achieved with the mouse.

A screen shot of this configuration process at work is presented in Figure 1. A tank
object was placed in the system simulation window and physical dimensions are
being set in the inpector window. Separate palettes are built for each type of
component, i.e. tank, pipe, etc. Each object has inlet and outlet ports to provide
connectivity with other objects. Some of the tank ports are: inletFlow, outletFlow,
level, integratorObject, etc.

In order to provide for a visual animated representation on screen, the generic
simulation object is subclassed from a "View" class, which has all required updating
methods already built-in. Every new object has to provide a simple drawing
procedure to draw themselves within the supplied drawing area. This drawing
procedure can be coded in PostScript [6] and wrapped in a C language function.
Objects that require animation, i.e. varying level in a tank, must supply an argument
with the variable being represented.

From the end-user perspective, all is needed to put a simulation together is loading
all required component palettes, lay components out, and perform all required
connections. Many actions are implemented automatically, such as initialization of
objects, integration and state variables update in coordination with the general
integrator object, etc.

Both toolkits are by no means exhaustive on their respective domains. They rather
constitute a working prototype for exploring object-oriented simulation and control
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FIGURE 1. Development environment: palettes
inspector window, and simulation window.
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issues and incorporating tools for aiding in configuration and testing tasks.

3. DEVELOPMENT TOOLS

The above described simulation environment will be expanded with some
configuration tools being currently evaluated for potential implementation. The first
one is a configuration parser that will "pick-up" the underlying topology of a control
system implemented with the control toolkit, and perform some validation tasks
regarding the correctness of a particular configuration.

The most obvious checks are to verify that all modules composing the control system
are laid out in a valid configuration. Some of these validity "rules" are*

a) object outputs are connected to inputs (i.e., not output-to-output, input-to-input,
etc.)

b) there are no islands of objects (i.e. no input nor output)
c) there are not open-loops (i.e. missing module)
d) all sensor signals are used at least once
e) all actuators or communication sockets are being used

The second tool being researched is the use of a semantic network parser to detect
"missing" links for example. If a functional requirement of the control system states
that "when variable x2

 e x C 6 e d s a threshold, something must be done with variable
y2," the parser should verify that there exists at least on? path "connecting" x2 to y2,
as shown in Figure 2.

x<?
r~ j

I

i i

FIGURE 2. Verification that at least a path exists between
semantical ly related variables x2 and y2.
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4. SUMMARY

Software engineering for power plants, and in particular for control systems
applications, is an extremely important activity for improving real and perceived risk
factors of nuclear power. New reactor concepts such as modularity and inherent
safety will contribute in that direction. Still, these reactors will need to be managed
and controlled by state of the art computer systems to achieve their full potential. For
operating power plants, new software technologies could enable the implementation
of control/supervision systems to achieve a smoother operation, therefore extending
their useful lifetime.

Increasing requirements for automatic diagnostic and supervision systems of nuclear
plants pose a great challenge to software engineering due to stringent regulatory
guidelines. New technologies have to be adopted to keep up with these requirements
and new software V&V techniques have to be developed for those technologies.

Most leading software and hardware developers are moving towards OOP for
implementing items ranging from electronic spreadsheets to distributed operating
systems to relational databases due to reduced development costs and increased
maintainability. This fast growing expertise being gained worldwide in "conventional"
applications could greatly benefit the nuclear industry for the same reasons.

Object-Oriented technology has great potential for application in the nuclear industry,
and in particular, for control systems and associated functions due to their intrinsic
modularity and strictly defined interfacing protocols. Tools like the ones developed
and proposed in this work could probably provide help in developing and verifying
control system software.
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Abstract

Software maintenance for pre-1980 assembly language software systems is costly, in
large part due to the lack to tooling which today would be considered standard. For
many such systems employed in mission critical applications, such as reactor control,
the demand for quality further increases the cost intensity of software maintenance.
To address this need Previse Inc. proposes an integrated workstation platform,
combining several tools, within which software maintenance would be made for the
remaining software life. The core of this platform would comprise a DBMS
environment, within which the target code would become data in a database. In this
environment code changes would be treated as transactions to a database, with
maintenance of database consistency a core mission of the toolset. Code changes
would be verified using a combination of semi-automated database consistency checks
and testing using a variety of built-in dynamic analysis tools. This federally supported
Previse R&D programme is currently in mid-stream. Though not without
implementation problems, confidence remains high that the overall objective, that is to
decrease the cost of this software maintenance by 50%, can be met.

1. INTRODUCTION

The pace of change in the software world is so fast that we often forget just how great the
changes have been. We forget what it was like "in the old days".

In 1972 this author entered the University of Waterloo to study engineering at a time when
the Vietnam conflict was just coming to an end. As a electronics "techie" I had built small
electronic circuits, shift registers and the like, to demonstrate rudimentary concepts of digital
computing. Like others I was in awe of the massive computing facilities at the University. If
my memory of these mystic machines in the big room serves me correctly, in those days
Waterloo had 3 or 4 IBM System 360s, each with 3Mbytes of magnetic core RAM. I
remember frequent queues to punch cards and the wait at the card reader. By comparison,
today I type this paper on a computer with as much memory, yet more power, than the old
dinosaur at Waterloo.

With product life cycles down to about 3 years, some 5 or more generations of computers
have lived in the time between the mid 1970s and the present. We have seen dramatic
changes in hardware, operating systems, languages and development techniques.

Despite these changes, some of the old workhorse computers installed in the 1970s and earlier
still operate today. For example, primary reactor control for much of the installed CANDU
nuclear base is accomplished using such platforms as the IBM 1800 and the Varian V-72. This
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paper addresses tooling for systems such as these. This will primarily be of interest to
computer systems with the following genera! characteristics:

• Installed on platforms with pre-1980 hardware architecture,
• Programmed exclusively in assembly language,
• Generally in embedded real-time applications, and
• Mission critical systems with a high on-going software maintenance effort.

1.1 20 Years of Change

The environment within which software is designed has changed dramatically in the last 15 to
20 years.

20 years ago, a 200,000 line assembly language system requiring 3,600 pages for a source
listing was a large application. Hardware capacity was very limited, with memory often
measured in kilobytes. Today, a program of this size would be considered small, and would
fit easily within current hardware environments, where memory is now measured in megabytes
and more.

Operating system support software has enriched capability over that existing earlier. Support
for memory management, process scheduling and process communications has grown. Imagine
designing a system today with a machine that does not support file management as we know
it!

Similarly, language support has grown. Today, no new development would proceed in a non-
structured language. Assembly language was once considered standard for embedded real-time
applications. Until recently assembly language was still considered important for timing
critical functions, yet now its use is rapidly declining in todays development scene.

A recent survey article [1] describes the "one box developn^nt environments" available to
todays C/C++ developers. Contrast the richness of these inexpensive development
environments with the ancient assembler and linker of the Pre-PC age. Todays programmers
expect language sensitive editors, browsers, profilers and on-line help built in to their
development environment. Configuration control, once a clerical activity then elevated to the
"software librarian", is now available in sophisticated module and version control systems.

Program debugging used to rely on a hardware debugger through which breakpoints were
manually set using bit switches or thumbwheel switches and a pushbutton single step function.
Todays programming environments include far superior debugging capability as a standard
feature.

Testing too has changed. The rigour of todays software engineering practices require separate
unit, subsystem and system testing. The tools to support this exist as well, including test case
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generators, test case managers, test execution environments, coverage analysis tools and more.
Yet for many old systems this process continues to be performed manually.

The list [2] goes on and on and on. On-line documentation so that documents and code are
maintained simultaneously. Static analyzers that assess overall code quality or point out
potential problem areas in the code. Automated bounds checkers to ensure that variable
domain restrictions are not violated in run-time. Many of these tools have become so
commonplace and inexpensive that we forget they didn't exist until the last few years.

The point of this comparison is simply to draw the readers attention to the Tvay in which the
tools, the techniques, and, most importantly, our expectations, for software development have
changed over the last 20 years. We would not consider developing software today without
using many of tools mentioned here.

Yet, there are mission critical systems, still in use today and with a high rate of software
evolution, but for which few of these tools exist.

Not unexpectedly, software development managers for these systems, often faced with
increasing Quality Assurance requirements, face distinct problems of cost, quality and
motivation:

• Cost The software maintenance work is labour intensive.

• Quality With such a high degree of labour intensity, quality standards and
consistency are difficult to maintain.

• Motivation Staff are concerned about the tedium associated with the work, and
the career value of the skills they learn.

2. THE ASSEMBLY LANGUAGE TOOLSET

The Assembly Language ToolSet (ALTS) programme at Previse Inc. is intended to address this
need for tooling for old assembly language systems.

2.1 The ALTS Programme Objectives

The objectives of the Previse ALTS R&D programme are as follows:

• Provide a Tool Set for Support of Old Assembly Language

Provide a set of tools capable of assisting in support of pre-1980 assembly language
software systems, typically in embedded applications. This tool set must support the
process of ongoing software maintenance including the design, documentation,
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verification, test and configuration control of software changes.

Furthermore, these tools must support eventual reverse engineering and a variety of
"ad-hoc" processes typical to support of mission critical embedded systems such as
new verification checks, ad-hoc query regarding plant configuration, and plant
modelling.

• Reduce the Cost of Software Maintenance

The tool set is to result in a reduction of 50% in the costs of assembly language
maintenance, without loss to the quality of the support.

• Achieve Commercial Viability

The tool set must be commercially viable. For this tool set, intentionally targeted at
aging computer systems of which few remain in service, this requirement translates
into two distinct elements:

• Inexpensive construction techniques must be used in construction of the tool
set.

• To the greatest extent practical, the tool set must be "target" portable. This
means that the costs to rework the tool set in support of a new target platform
must be minimized. Though the ALTS programme initially targets the IBM
1800 computer, marketed by IBM in the la'e 1960's, Previse plans to extend
capability beyond the IBM 1800 to other vintage machines.

2.2 The ALTS Concept

As the ALTS R&D programme has progressed, a series of concepts have emerged that form the
basis for the design of a working tool set. This section describes these concepts.

2.2.1 Integrated Workstation Productivity Platform

In a manner similar to the in-circuit emulator used for embedded microprocessor software
design, and the approach described in [3], the ALTS is intended to be:

• Integrated - An integrated set of tools, combining the traditional edit, assemble and
link functionality with a static and dynamic analysis capability within the same tool
set.

• Workstation - A personal desktop unit.

-123-



• Productivity Platfonn - A platform that will not fundamentally alter the change
processes currently performed, but which will reduce the inherent labour content in
these processes. Labour reduction will be achieved via:

• Immediate access to information
• Extensive built in cross referencing, assisted via static analysis.
• Repeatable, automated and extendible verification processes
• Automated and repeatable testing

ALTS will facilitate managing target system software as a single system, rather than
as a collection of assembled components. Additional productivity gains are expected
to result from treating the target system as a single component, with an ALTS
"makefile".

2.2.2 Automated vs Semi-Automated

There is a temptation, when designing tooling, to attempt to completely automate a process.
From the beginning Previse has avoided this temptation, using the "rule of thumb" theory
known as "the 80/20 rule". In this case Previse predicts that the first 20% of the effort
expended on assembly language tooling will garner 80% of the benefits. As an illustration,
Corbi [4] states that "automatically recapturing a design from source code is not considered
feasible". Many an R&D project has foundered attempting to achieve a theoretically
unachievable objective.

Rather that attempting to achieve complete automation, the ALTS programme is based on the
concept of simply maximizing the extent of automation, as a means of maximizing user
productivity. Previse considers this to be far more achievable.

2.2.3 Core Database Management System (DBMS)

The core of the ALTS tool is a DBMS. The assembly language source code is treated as
relational data in a database rather than ASCII text. As in [3], the core mission of the toolset
is the maintenance of database consistency, measured as compliance to a set of predefined
database invariant conditions. Edited changes to the source code are treated as transactions to
the database. These transactions must be filtered through an assisted consistency verification
prior to transaction commit.

ALTS employs an off-the-shelf network/relational DBMS, the RAIMA Data Manager, as its
database engine. This database was selected primarily because it will support the concept of
one-to-many sets, common to software descriptive information (eg. hierarchy diagram).
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Use of an off-the-shelf DBMS, facilitates provision of the following ALTS functionality, without
the need for extensive software development:

• Multi-user access, using standard database features such as file locking.
• Report Writer and Query interface, using existing query capability provided by the

database
• Transaction roll-back, so that a pending change can be rolled back (i.e. removed) if

consistency verification conditions are not met.
• Audit Trail, using standard DBMS transaction logging capability. This will be a core

element cf ALTS configuration management capability.

Furthermore, the DBMS will provide the "glue" integrating the static and dynamic aspects of
the toolset.

2.2.4 Design Description Level of Information

The two central data structures in the ALTS DBMS are instruction_line, which stores parsed
and instrumented lines of source code, and entity.

The entity data structure stores target software system descriptive information equivalent to
that described in the IEEE Recommended Practice for Software Design Descriptions [5].
Program and Data entities represent segments of target system source code organized into a
"composed of data structure equivalent to a hierarchy diagram or an assembly/sub-assembly
structure for an electronic component. All instruction_lines are allocated to entities in set
relationships. The entity and surrounding data structures maintain dependency (i.e.
flowgraph) information as well as extensive manually added descriptive information such as
resource utilization, black box code segment function and internal processing rules.

2.2.5 Graphic User Interface (GUI)

Previse recognizes that, for a productivity tool like ALTS, the design of the GUI is a coie
technology. At present, with ALTS hosted in an IBM RS/6000 environment, all screens are
devi'.oped in AlX/Windows, using the AIC interactive screen design tool. Design of the GUI
and the manner in which the human user interacts with ALTS, is perhaps the single most
critical factor influencing the end-user productivity impact of ALTS.

GUI screens will typically be organized around DBMS transactions and logical software
maintenance activities. Consequently, in addition to System Load and Entity Decomposition
screens which exist now, additional screens will be added for such functions as Edit, Build and
Release.

In addition, screens will be created to address specialized processes such as Software Patch
Removal.
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2.2.8 Static Analysis

ALTS will support the capability to generate and manipulate a flowgraph describing branch,
read and write relationships in the target code.

To date, Previse has completed an inexpensive, data driven, semi-automated flowgraph
extraction algorithm capable of automatically extracting control and data flow information for
all code except where indexed and indirect addressing is employed. For these, manual
intervention is required, though Previse expects that further labour reductions can be achieved.

Previse has also prototyped a simple yet effective platform for manipulating flowgraph
information. Semi-automated extraction of entities, and high level program flow is feasible via
flowgraph compression techniques similar to [7] and [9].

To illustrate the power of combining static analysis data with the ALTS DBMS approach, a
simple query to identify dead code (i.e. unreachable code), was produced in only an hour.
And even this simple query is reusable for all eventual target machnines.

2.2.9 Dynamic Analysis and Test Capability

Extensive test capability is required for full system testing. To provide this wide range of test
capability ALTS will include a library of core machine emulation functions to emulate the CPU
instruction set, machine data storage (eg. memory, registers and disk etc) and peripherals. A
diverse set of test instruments will use this common library to provide the required test
functions.

To date Previse has completed a machine emulator for the IBM 1800. Using this core library
we have created a source debugger capable of breakpoint set, watchpoint set and tracepoint
set. Program breaks can be set at an address, an expression (involving any address or
register), and upon a state change (eg to an address or register). Additional features include
a "history" function which records that last n instructions executed, a "unit test" function
permitting test case definition, management and execution, and a test coverage analysis
function. Only rudimentary emulation of peripheral devices has been attempted, and
immediate Previse plans call for development of a generic model, a class library, of peripheral
device interactions from a target software point of view.

Results to date indicate that an inexpensive, yet very representative machine emulation
capability can be provided, and that it can be instrumented to provide unit, subsystem, and
system test functions, as well as provide a source debugger facility.

- 1 2 6 -



2.2.11 Target Portability

The Previse target for ALTS is that the complete "design structure" be portable when porting
the ALTS toolset to support of a new target computer. In addition, Previse targets to be able
to directly port 80% of all ALTS source code. Previse strategy involves maximizing the
"genericness" of all parts of the system design within practical limits, while carefully isolating
all CPU or application specific code.

Experience to date indicates that some 60-70% of presently developed code would be reusable
on a new platform, though opportunities exist to increase this reusable portion to meet the
Previse target.

3. FUTURE DIRECTIONS

This Previse R&D programme is still in progress. This section describes the Previse plan for
continued R&D work.

3.1 Complete the "Packaging" of an IBM 1800 Toolset

Though the framework for the ALTS/1800 tool now exists, work does remain. Though most
of this work is low risk development at this time (eg full consistency verification queries, test
tool instrumentation, additional flowgraph manipulation etc), two key areas of research work
remain:

• Creation of reusable cla^3 library of peripheral emulation.
• creation of GUI environment for defining and editing target system software changes.

As described in section 2.2.2, risk in these activities is managed through a strategy of aiming
at maximum rather than complete automation.

3.2 Port ALTS to a Second Target System

Though ALTS is designed by staff familiar with many different assembly language
environments, and with the objective of target system portability, a port to a second target has
not been performed. When attempted, this port is expected to generate some problems (eg
dealing with macros and conditionally assembled code), and will test the manner in which the
original ALTS is designed.
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3.3 Add Additional Functionality

The key areas of additional functionality currently considered for the ALTS program include :

• Disassembler - Addition of disassembler capability will permit analysis of target
system code for which no source may exist (eg. vendor supplied software)

• Exploit Combined Static and Dynamic Analysis - Though still undefined, unique
capability is expected to result through the combined usage of both static and
dynamic analysis. Consider for example the analysis of lengthy history trace from the
dynamic emulator using knowledge of the software structure [6]. Or consider the
use of domain specifications in the DBMS for specifying the expected bounds of data,
then comparing run-time results from the dynamic emulator against these
specifications.

• Expert Systems - Does the expert system inference engine provide a portable means
for specifying DBMS invariant conditions? Can a usable user interface to such rule
definition be provided?

• Bottom Up ALTS/Top Down CASE - Can ALTS be integrated with additional
functionality for requirements definition and traceability as well as a software design
CASE environment?

• Multi-User - Expand the extent to which the ALTS serves a mulri end user
environment.

• Advanced Flowgraph Analysis - Can additional flowgraph capability be added to push
the envelope of capability in recognizing the meaning of code segments? [7]

• External Database - Provide capability to link internal ALTS data structure with
external data structures. Since ALTS supports embedded systems this will provide
substantial end user benefit.

Throughout all of this work, effort will continue to be devoted to two key "cost of sales"
issues for the ALTS programme as a whole:

• Maintenance of ALTS host portability
• Maintenance of ALTS configuration control, a task which takes on added difficulty

when trying to maintain both host and target portability.

4. ALTS APPLICATIONS

Most of this paper is devoted to describing ALTS as a tool set oriented to providing an
integrated workstation platform to support a broad range of software maintenance tasks.
However, the results of the ALTS programme can be packaged in several additional ways,
resulting in products suitable for different defined applications. Consider the following
potential applications, in addition to the "software maintenance environment" already
described.
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4.1 Standalone Test Tools

A set of standalone test tools, providing unit, subsystem and system levels of test capability as
well as a source debugger capability can be provided.

4.2 Reverse Engineering. Re-Engineering and Design Extraction

ALTS can provide an environment within which a piece of assembly language software can be
parsed, flowgraphed and decomposed into code segments. ALTS can provide capability to
analyze these code segments using either static or dynamic analysis, or a combination of both.
ALTS provides a DBMS environment within which to record the results of design extraction or
"porting" efforts. For instance, if IBM 1800 code is translated into C, ALTS would provide an
environment within which to maintain the trace from assembler to C, and the means to
concatenate C code segments into a preliminary C application.

ALTS can provide this functionality now, and though it does not result in automated
translation of code, ALTS will reduce the labour intensity of the work.

4.3 New Design with High "Software Instrumentation" Needs

ALTS can be of value even for new design projects, where the needs for "software
instrumentation" is great. Such projects include those with very high verification requirements.
ALTS would assist verification by providing the capability to generate detailed "views" from the
actual source code through a simple query/report writer mechanism. Code implementation
costs, though higher for assembly language than for a higher level language, constitute only a
small portion of the total costs for such projects. The reduced labour intensity resulting from
the ALTS assisted verification, would more than compensate for increased code costs.

For such an application it should be considered that any new assembly code generated via the
ALTS would be subjected to a new set of coding standards aimed at ensuring the effectiveness
of ALTS instrumentation. Through restricting the manner in which structured constructs are
implemented, and indexed and indirect addressing are accomplished, it will be possible to
completely automate the static analysis of the code. This means that ALTS would be even
more effective for new projects than it is for older target code.

4.4 System Level Emulation

Using the existing machine emulation libraries, it is possible to construct software to permit
execution of the target system code on a new platform. With the addition of peripheral
emulation, it is possible to create a black box the models the behaviour of the full embedded
computer system. This emulated model can be used in various ways, typically integrated with
models of the surrounding plant.
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Results to date indicate that IBM 1800 code can be run, in real-time, in a UNIX platform of
under 18 MIPS.

4.5 Other Applications

ALTS could be used to support the direct port of binary or executable code from one machine
to another using a technique similar to that described in [8]. This technique involves the
extraction of a flowgraph from the original binary, and mapping the flowgraph to a new
target machine.

ALTS can also be used to assist in the verification of compiler output by providing a data
management environment. By providing construct recognition algorithms to the existing
flowgraph capability, ALTS would support traceable verification.

5. SUMMARY

The ALTS programme results to date are promising.

Previse has been able to create an inexpensive static analysis platform with a high degree of
reusability in assembly language applications. Combined with a GUI interface and a DBMS,
the ALTS will provide a credible environment within which to edit and verify changes to
assembly language code.

Dynamic analysis results are even more promising. Using an inexpensive construction
technique, Previse has created powerful dynamic analysis capability. Current Previse plans to
develop peripheral models, combined with GUI interface environments, will enable Previse to
supply a suite of very capable test tools.

Viewed conceptually, ALTS provides extensive instrumentation of assembly language software
which will facilitate manipulation, test and documentation of the software in various ways
with a minimum of labour.

As a result, Previse remains optimistic that ALTS will lead to substantial reductions in the costs
of evolving assembly language software. Furthermore, Previse remains confident that this R&D
programme will produce additional, though still undefined, tools.
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ABSTRACT.

Real-time systems are characterized by reliability and predictability. So, ace.
to event driven systems one has to prove that requirement specifications are
met. Up to now tests of vital process software had been done as static
Cl-coverage tests. Applying this approach one can only show that there is no
dead code within source code. Basically, errors or inconsistences within
requirement specification cannot be detected this way. Based on run-time
instrumentation a new approach for dynamic analysis corresponding run-time
behaviour is presented. This method bases on events and intervals monitored
by a versatile timing analyzer. To specify events and intervals an event
definition language is introduced.

1. INTRODUCTION

In recent years the field of safety engineering has won importance in
nuclear power plants as well as in automated guideway transport systems. In
these fields vital devices and control systems are used. But, complex system
design impacts the application of computer controlled systems. Basically, one
has to realize that hardware computer design as well as vital process software
will never be error-free. So, within recent years a certain approach for vital
software validation has been developed, but we have to recognize that most of
these test activities had been done not at run—time. Such a static test
approach is not appropriate to detect potential race conditions between
different tasks in case of e.g. an interrupt avalanche within a distributed
real-time system.
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From our experience system developer become frightened at additional
costs caused by validation expenditure for dynamic analysis activities. So, up
to now system developers, customers, and licensing independent institutions
restricted themselves to certain limits ace. to validation procedure.;. These
limits had been oriented to the fact that in case of dangerous failure/accident
no partner could be accused due to carelessness. It is the intention of this
paper to show that a new approach of dynamic analysis could be a useful
completition to existing static evaluation technique.

2. FUNDAMENTALS ON REAL-TIME SYSTEMS

In the field of process automation we find real-time systems containing
one or more computers performing the control system commanding and
controlling a specific critical technical process. Because vital process control
implies disastrous damage to people and material in case of a hazardous
failure, two fundamental features have to be guaranted:

o Dependability
Dependability comprises reliability, safety, security, maintainability
and portability, ace. to EWICS TCI.

o Predictability
The system has to guarantee not only logical, but also timely correct-
ness; e.g. a correct command telegram generated a few milliseconds
past corresponding deadline may cause a dangerous system reaction.

The meet these requirements of predictability and reliability one can
choose between the following fundamental system structures:

o time driven systems
A computation is triggered by the control system itself, i.e., at a certain
point of time. A time driven system is e.g. a cyclical polling system.
But, it is intrinsically difficult to adopt such a system structure to
dynamically varying operating conditions.

-134-



o event driven systems
A computation is triggered in response to generated events within the
control system. Thus, the environment dictates the actions of the control
computer system. This system structure is characterized by a certain
flexibility following the requirements brought in by the environment.
But, there is an essential difficulty, namely to prove that the system as
a whole meets all requirement specifications.

Often software system design is done application oriented, but for saftey
related software system design one should not follow this approach, because it
may be a dangerous design practice. Usually application tasks are written
ace. to functional specification and their timeliness is checked afterwards.
Some years ago we developed a vital software for an electronic interlocking
system. To show that the whole system behaviour met time requirements,
during test phase the interrupt rate had been increased on a value three times
so high than estimated normal rate. Because, such an approach is not really
appropriate for validation reasonr, especially some typical problems within
distributed real-time systems have to be considered:

One has to recognize that not only application software but also the
operating system software has to be validated in case of vital process control.
Up to now some real-time operating systems or multitasking kernels have
been developed, but mostly the features of these operating systems are
streamlined in such a way to achieve low and deterministic context switch
times (CTS) and system call execution times. Thus, the functionality of such
an operating system will only export inherent problems to the application
software. Typical difficulties are caused by the usual static priority scheduling
in connection with standard service functions for interprocess communication.
Let us consider e.g. two typical problems:

o The explicit solutions of mutual exclusion via semaphores inherently
suffer from the well-known priority inversion problem.'. A low-priority
task occupying the semaphore can (indefinitely) block an urgent, high
priority task.
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o Relevance to safety and timeliness of a task are described by a single
(static) priority value used for scheduling, which causes that only tasks
at the highest priority level may be considered timely.

So, for validation purposes of vital process control there is no other way
than performing extensive and time oriented checks of the timing behaviour of
the complete software system.

3. MONITORING CONCEPT

To detect errors within sequential programs usually one applies debuggers
as state-of-the-art, which allow to set breakpoints within source code. When
breakpoint is sequentially reached, the execution of the corresponding
statement will be interrupted and control flow will be handed over to the
debugging software. In case of parallel program execution or within
multitasking systems some problems may arrise:

Debugging within a parallel program system will stop the execution of a
that task, in which a breakpoint was set. But what will the other parallel
programs/tasks do?

Because of a chosen scheduling strategy within a multi-tasking system it
cannot be guaranteed even in case of exactly the same input data that in a
reproductable manner the program system will be interrupted.

According to a vital control system one should avoid to interrupt some
task execution for debugging reasons. If one did so, corresponding deadlines
could be violated causing hazardous system states.

Because, fundamental goal of dynamic analysis is the determination of
temporal reserves of critical tasks (laxities due to corresponding deadlines),
one should use monitoring instead of debugging. Monitoring of computer
systems means to observe internal activities of a target system comprising the
following activities:
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o Event collection
A monitoring system records a stream of event occurences signaled by
certain "probes" installed into the target software.

o Data analysis
Applying some high sophisticated tools analyzing and displaying of a
recorded event stream will be possible to analyze the target system
behaviour.

o Replay
Some special monitoring systems have been designed offering a
so-called replay facility. That means using the recorded event stream to
re-execute a certain task. But, because within parallel program systems
it is not possible to guarantee identical behaviour of multiple task
execution, even in case of identical input data, we decided to exclude a
replay feature from a new monitoring system.

Our monitoring concept bases on some important terms:

o Event
One may define an event as the occurence of a specific change of a
system state. It should be described by the time of the occurence (using
a time stamp) and a certain subset of optionally chosen system state
parameters.

o Compound event
A compound event may be characterized by a start event, a termination
event, and additionally the description of a certain type of event.

o Event stream
An event stream is a sample of succeeding events.

o Interval
An interval means the duration between a certain start event and a
corresponding termination event.
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Thus, to define a concept of such a monitoring system the fundamental
features have to be detailled, so that the following records would be possible:

o occurrence frequency of one or more events,

o correlation between events

o temporal distance between two occurrences of a distinct event

o number of occurrences of one or more events during distinct intervals

o duration from stimulus until termination of corresponding action

o remaining laxity

o operation system function (like scheduling or dispatching)

o IPC-functions

With a monitoring system comprising the upper listed features one is able
to describe the temporal behaviour as well as to make measures on system
load, efficiency and performance of a vital control system. To realize an
event stream record, one needs a so-called run—time instrumentation.
Because every measurement within a technical process leads to the
"Heisenberg effect" (that means that in any case there is a certain feedback io
the process reaction), the following pre-conditions due to the target software
system have to be fulfilled:

o The target software system should not show obvious race conditions
between different task

o The real-time system has to be developed so that there may exist a
certain "security reserve time" for every task, because run-time
instrumentation would cause a certain delay. Otherwise, this run-time
instrumentation should not cause a modified task scheduling.
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4. THE VERSATILE TIMING ANALYZER (VTA)

Due to the described features a monitoring system called Versatile Timing
Analyzer has been developed. The necessary hardware configuration is shown
below.

J

controlled system

Hardware configuration
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The VTA may be considered as a very flexible, programmable
multichannel software storage scope tapping instrumentations into the target
software system at arbitrary points. The appropriate events will be
pre-processed, stored and eventually displayed subsequently.

The hardware configuration of VTA consists of a single UNIX
workstation (VTA host) and several VTA targets, which are connected via a
VTA ethernet network. The implemented hardware bases on VME bus system,
but the system is conceptually independent from a special target hardware.
Within each node there is a VTA target plugged into the node's VMI2 bus,
which performs certain monitoring activities concerning the processor of that
node. All VTA targets together perform the recognition of events generated by
the target software system.

The communication between VTA targets and VTA hosts was realized
applying a special ethernet network {deterministic ethernet, developed by
INRIA/France), that guarantees deterministic solutions in case of
communication collisions on network.

The VTA host provides the human interface for the whole VTA systems;
thus a user is able to specify certain events to be monitored, he can activate
or deactivate certain monitoring functions and take the necessary steps to
display traced data. The picture below shows at a conceptual level the method
of processing data connected with events generated by target software system.
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All events generated by the target software system can be characterized as
so-called primitive events P, which perform an event stream at the lowest
level of the recognizer component. Distinct sequences of primitive events may
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be combined to so-called compound events C, so that at the highest level of
the recognizer a combined event stream can be seen containing certain
primitive and compound events. These events/compound events will be sent to
the display manager component, which prepares the evaluated data to be
displayed to the user via human interface. The human interface supports

o defining, activating and deactivating of events/intervals,

o planning, starting and terminating of monitor functions,

o analysis and presentation of measurements.

5. RUN-TIME INSTRUMENTATION

Opposite to off-line instrumentation practice dynamic analysis of
real-time systems requires a so-called run—time instrumentation. That
means a new concept had to be developed to implement a certain patch into
source code to be analyzed without stopping that task. In order to minimize
delay times caused by the implemented "probes" into the target software, we
decided to use three possible sizes of patches: One at a minimal size,
implementing a MOVE statement only, one at small size to record one
parameter, and one at a maximum size to record a certain number of
parameters connected with an event. Depending one CPU Hardware one is
able to calculate the effective delay times caused by certain patches. Anyway,
the basic concept is to analyze the length of a statement within the source
code, to substitute it by a MOVE statement sometimes followed by certain
parameter, and then to execute the original statement (see figure below).
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In order to avoid a new compilation after setting a marker as a "probe" to
a certain source code statement, the source code file and the corresponding
object file together with line numbers, some variables and further source code
references etc. are held on the VTA host. The object file is then loaded down
as a memory image to VTA target. The CPU of the VTA target computes the
address modification caused by the "probe" at idle time. So, a new
compilation can be avoided successfully. Using small or up to maximum size
an event can be recorded together with one or more parameters such as
timestamp, event class, etc. as optional parameters.

6. CLOCK SYNCHRONIZATION

To record a certain event requires an exact time representation on each
CPU within a distributed real-time system. Thus requirement was met by a
suitable clock synchronization, which is performed by a deterministic ethernet
protocol due to IEEE 802.3 DCR (DCR=deterministic collision resolution)
combined with a special hardware component CSU (clock synchronization
unit). So, within the whole distributed real-time system a sufficient time
representation is performed due to a certain granularity.

7. EVENT DEFINITION LANGUAGE

In order to handle recording of all events, compound events and/or
certain intervals as well as defining of monitor functions, we developed an
object oriented specification language called GOLD MINE (i.e. Go ahead
Object Oriented Language for Defining Monitors, Intervals, and Events).
GOLD MINE uses the above described runtime monitoring capabilities of the
VTA. This specification language provides language constructs to specify
temporal order relationships and conditions which are to be met by the
parameters belonging to events, compound events or intervals.

Thus, to reduce the data rate that has to be processed with the VTA
system we decided to provide users with two essential features:
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o Clustering
i.e. combining certain events/event sequences to a compound event in
order to reduce data rate

o Filtering
i.e. event processing corresponding to a predefined condition

In order to provide temporal order management of events and intervals
certain event operators had to be introduced:

Symbol Name

< Before operator

Shuffle operator

I Or operator

? Zero or One

* Zero or More

+ One or More

I Cancellation

Description

all events have to succeed in a predefined
order

all events have to occur in any order

at least one of defined events has to occur

predefined event has to occur once
(exactly) or has to be missed within the
event stream

predefined event may occur one or more

(like Zero-or-More operator) but the
event has to occur at least once

An event following the cancellation symbol
cancels the whole comprund event

Event operators

According to Backus-Naur annotation the event definition language
(EDL) was defined as the following example shows:
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event-expression: := evenL_expression binary_operator event_expression
| '(event_expression)'
j evenUexpression binary_operator
I ! event_expression
| identifier

binary_operator::= < | - | 'J'

unary_operator::= ? | = | +

8. HUMAN INTERFACE

Based on event processing the primitive event stream together with the
compound event stream are recorded by the event recognizer and handed over
to the display manager. The interface between display manager and the user
level is provided by the fact that user definable windows may be created. The
figure below shows as an example how the human interface could be realized.
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For example, within one window source code could be displayed, and
within another window corresponding object code. Additional windows
provide the user with processed information display on a certain period of
event stream, so that e.g. the occurrence frequency of an event or compound
event can be displayed. Another possibility may be defined, e.g. to create a
window for interval reading.

To control the facilities of human interface, one or more control windows
may be opened.

9. CONCLUSIONS

In the upper sections, a new type of monitor system has been presented: a
versatile monitoring system, which seems to be a real powerful tool for
dynamic analysis of distributed real-time systems. Main features of this new
validation tool are

o distributed event recognition,
o user definable human interface design,
o clocksynchronization.

So, a highly flexible tool for validation reasons has been developed,
especially useable in the field of vital software systems.
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SUMMARY

In France, the operating licence process of nuclear power plants has
mandatory steps which include a detailed survey of the nuclear reactor
Instumentation and Control.

The use of microcomputer-based systems, like the "Integrated
Digital Protection System" (SPIN), which controls safety functions, have led to
the definition of particular provisions specific to the technology of the PWR 1300
MWe I and C. A first set of software dispositions has been established . This set
considers the quality assurance aspects, the organization of the software
development cycle in terms of phases, the independence between software teams
for development and validation, and tests on the manufacturer's trial platform
followed by tests on the first unit to complete the validation.

The operating experience, obtained since the startup of these
systems (1983), has led to improvements in the maintenance procedures. Each
new release of the software should be validated with a similar processus to the
one used for the initial design and in particular, tests have to be apply to the
whole software, not only to the modified modules.

At the present time, a new design of the 1400 MWe french nuclear
plants I and C (PWR - N4 project) is under evaluation. The manufacturer has
introduced important changes in the design and the realization processes of the
safety systems, specially, for the SPIN (CO3 - N4). Theses ones affect especially
the programming and design methods which are mainly based on SAGA. This
CASE tool dedicated to the software design and automatic code generation, has
been designed for data acquisition and data processing in a real-time system.
These new methods need particular requirements to ensure that improvements of
the testability and the maintenability of the software they produce are effective
and guarantee the intended safety for this type of system. Moreover, the
automatic code generation and the control configuration of the SAGA tool make
need for the validation of the full production line of the SPIN safety software.

New methods used by the protection system manufacturer will be
explained. The methodology of safety software evaluation of the N4 project and
the associated criteria will be set out.
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1 Introduction

The 1300 MWe pressurized water reactors have been operating since 1983 using
safety systems with a technology which is based on programmed
microprocessors. These include, in particular, the Integrated Digital Protection
System (SPIN), which triggers the emergency shut-down system and the
safeguard systems. The software employed must therefore give a very high level of
confidence in the performance of its functions. In the case of SPIN, three
companies play varying roles in attaining this objective. These are:

- the manufacturer of the protection system - Merlin Gerin,

- the nuclear steam supply system designer (NSSS designer), Framatome, which
orders the protection system from Merlin Gerin,

- the operator of the nuclear plants, Electricite de France (EDF), which is
responsible for the safety of its installations.

The regulatory authorizations are accorded by the French Safety Authority
(Direction de la Surete des Installations Nucleaires - DSIN) taking into account
the examination by its technical support (IPSN-DES) of the arrangements set up
by the operator.

This document presents:

- the provisions for the development of safety softwares of the 1300 MWe PWR
and the effect of feedback which has led to improvements in their maintenance,

- the methods used for development of the SPIN softwares for the 1400 MWe
PWR (N4 series),

- the procedure followed for evaluation of the safety softwares of the N4 series.

2 Arrangements set up for the P4 series safety softwares

The introduction of programmed systems into the I & C of 1300 MWe pressurized
water reactors (PWR), such as the Integrated Digital Protection System (SPIN),
has led the manufacturer of such a system to set up arrangements which are
specific to this technology. This concerns both the production of software for the
equipment of this system, and organization of the teams and the tasks which they
have to perform.The first set of arrangements was brought into operation for the
initial design of the SPIN system.This one includes the followings.

The production of a safety software has been split into three distinct phases, each
corresponding to a stage in the progress of the project:

- a design phase,

- a development phase,

- a test phase.
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The design phase takes the form of a functional analysis dossier produced from
specifications provided by the NSSS designer. This dossier then becomes the
reference document for the project. It describes:

- the functions to be accomplished,

- the expected level of performance and results,

- the man-machine dialogues and interfaces to other systems,

- the overall architecture of the system,

- the hardware to be produced,

- the methods to be applied.
The development phase is composed of the implementation of functions
described in the functional analysis dossier, in accordance with the principles
outlined in that document. This phase is divided into two parts:
- the organic analysis, which consists of splitting down the functions to be

produced into independent modules. These modules are described in the
organic analysis dossier,

- coding of the modules.

The tests performed in the course of the testing phase are aimed at different levels
that are overlaying. This phase is composed or:

- unit tests, described as partial tests since they are performed only at the module
level, and which are specified during the development phase,

- the testing system which tests the functions in the context of all of the software.
From the beginning of the P4 series project, a manufacturer quality assurance
plan has been set up. It includes the rules and procedures to be applied during
the production phases and the organization of the teams. It must be pointed out
that this document has established in particular two independant teams (one for
developing, the other for testing and verifying), rewiews, external approval and
checks that ?re carried out during the phases constituting the production of the
software.

At the design stage, the functional analysis dossier is submitted to the NSSS
designer for approval. The development phase begins only when this document
has been fully accepted.

The organic analysis dossier is subjected to an internal review achieved by
manufacturer's teams. The coding of modules cannot begin until the organic
analysis has been approved.

At the module level, static verification of the code is carried out before the
beginning of the test phase by the verification team.

This last phase is carried out by this team.
All of the procedures described above have lead to satisfactory results on the first
operating software release. They have proved insufficient to prevent the
introduction of errors during modification of the softwares later on.
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At present, nine software releases has been implemented for the 1300 MWe PWR
SPIN. The LI2 release is under examination for a futur authorisation.

The different errors and anomalies of the software releases can be cl ssitied
regarding the origine interrns of software live cycle as follows :

specification: 20
design: 15
coding: 17
others: 5

The analysis carried out by the technical support of the French Safety Authority
indicated that it was necessary to clarify the functional requirements up-stream
from the design, and that the tests should be strengthened.

In this context, additional measures have had to be introduced during the
development of new releases of the safety software, in order to give the operator
more evidence that the modified software is complying with the specifications
and with safety requirements.

The measures introduced with a view to improving the specifications include:

- description of the functional requirements by the operator, NSSS designer and
manufacturer,

- approval by the operator and the NSSS designer of the functional specifications
(technical solutions) prepared by the manufacturer.

During the initial design of each item of equipment, unit and system tests
dossiers were made up. At each software release, a selection of tests was
performed on the basis of the following criteria:

- those related to the affected modules only,

- those relative to the affected functions of the system.

The new arrangements concerning the test phase require that unit tests has to be
performed on modified and unmodified modules, so that errors as closely as
possible to the coding. In addition, formal approval of the system tests by the
operator has been set up.

Finally, in order to improve traceability of the unit tests, the manufacturer has
developed an automatic tester which makes all of the tests on each module
whenever the software is modified.

3 Methods used for development of software for the N4 series protection system

The SPIN of the 1400 MWe PWR, like that of the 1300 MWe PWR, is composed
of:

- four redundant and independent acquisition and protection processing units
(UATP),

two redundant and independent logical safeguard units (ULS).
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These units trigger opening of the emergency shut-down circuit-breakers and
control the safeguard actuators when two out of four redundant measurements on
any single physical parameter have passed a predetermined threshold level.
In the case of the N4 series, the SPIN includes in addition :

- eight redundant local protection networks, of the Nervia type providing in
particular for exchanges between the UATPs and the ULS,

- two redundant local signalling networks of the Nervia type,
- a periodic test system,

- actuators networks inside the ULS to transmit protection commands between
the processing units and the actuator cards.

Each SPIN unit is built around a Motorola 68000 microprocessor. The software
which binary code is installed in REPROM is developed in C language and 68000
assembler.

The general procedure for the N4 software project is described in a specific
Software Quality Plan of the manufacturer, Merlin Gerin. The arrangements
encompasses the software development process in a V form, an Assisted
Specification and Application Generation tools (SAGA, a CASE designed
specifically for this project), as well as the programming rules and the separation
of the design and verification teams.

The software development process is split into seven phases, each of which gives
rise to one or more documents. The phases, and the associated documents, are
as follows:
- the software requirements, with which is associated the Software Specification

Document (SSD).

- the preliminary design, with which is associated the Preliminary Software
Design dossier (PSD),

- the detailed design, with which is associated the Detailed Software Design
dossier (DSD),

- the coding, with which are associated the programming dossiers with the
instruction listings of the different components of the software,

- the unit tests, with which are associated the test dossiers of each component,

- the software integration tests, with which is associated the Software Integration
Tests dossier (SIT),

- the software validation tests, with which is associated the Software Validation
Tests dossier (SVT).

Four documents (SSD, PSD, DSD and SVT) give rise to a review carried out by
the leaders of the design and verification teams and the quality assurance
manager. These reviews form part of the quality procedures which are activated
throughout the development process.

In addition, the SSD is submitted to the approval of the NSSS designer.
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Following each satisfactory review, the next development phase of the software
can then commence.

SAGA participates directly in several phases of the development process, by
means of five tools:

- the specification tool,

- the generation tool,

- the programming tool,

- the documentation tool,

- the administration tool.

The specification tool is used in the preliminary and detailed design phases.
Through its interactive and graphical interface, it provides a top-down
description of the software being developed in functional boxes, which are in turn
broken down into smaller ones to a level that allow easy programming.

The generation tool produces a program in C language for the description
obtained at the end of the design phases.

The programming tool assists the programmer with the design and production of
the source program of a component by offering him a model framework and by
checking the coherence whitn some of the programming rules. The interface of
the component is generated automatically from its design.

The documentation tool is used in the course of preliminary and detailed design,
and produces the text documentation associated with the components which
have been described by means of the specification tool.

The administration tool allows access by the various users to the resources of
SAGA.

The programming rules impose consistent programming which facilitate software
testing and maintenance and take in account the prescriptions of the IEC 880
standard, ("Software for computers in the safety systems of nuclear power
plant").

Separation of the design and verification teams, already used in the quality plan
for the 1300 MWe PWR, again has been adopted in order to maximise the
number of independent checks.

4 The methodology used at the IPSN-DES for evaluation of safety softwares

In addition to the arrangements set up in the manufacturer's quality assurance
plan, the designer of the reactor must also provide for independent validation of
the safety software of the SPIN. He approves the specifications for the system
and also carries out audits, in particular during the testing performed in the
software validation phase at the premises of the manufacturer.
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Furthermore, the tests carried out on each item of equipment with the validated
software of the SPIN (UATP and ULS), and then on the SPIN and its interfaces
to the other systems, give rise to common reviews by the manufacturer, the NSSS
designer and the operator.

The arrangements and task organization described above constitute the technical
justification for demonstration of safety in relation to the protection system,
which must be forwarded by the operator to the Safety Authority.

The technical support (IPSN-DES) of this authority is then in charge of carrying
out all investigations which he considers appropriate in order to make sure that
the procedures put in place by the operator are correct.

In this context, the evaluation carried out on the safety software is aimed at
ensuring that the methods and techniques set up by the operator and the
manufacturer will guarantee the safety expected of the protection system
software, and will provide for adequate testability and maintainability of this
software. The evaluation procedure considers the following aspects in particular:
- the adoption of rational and rigourous software development methods in

accordance with a precise quality assurance plan,

- the adoption of strict programming rules to produce testable and maintainable
software,

- the provision of test resources to ensure an adequate degree of test coverage at
the manufacturer's premises and at the site.

The methods used at the IPSN-DES associate the static analysis, which
examines the whole of documentation produced throughout the software
development process, with the dynamic analysis which runs simulations of
program execution while subjected to certain stimuli.

In order to give an acceptable procedure in terms of the tasks to be performed,
and in order to provide the analyst with technical elements, certain tools are
needed. The Simulation and Test Tool (OST), developed by the Electronics and
Nuclear Instrumentation Department (DEIN) of the CEA, is operational, and
others are in the process of development or evaluation, aimed at easier
exploration of certain characteristics of the software.

The implementation of this method in the case of the P4 series protection system
software has led to achieve the following tasks:

- an analysis of consistency between the specification documents prepared by the
designer of the reactor and the functional analysis, and between the organic
analysis and the listing of the program concerned,

- simulations carried out with the OST on four of the seven functional units of an
UATP of the SPIN, using:

. either comparison between the results obtained from the simulation of the
executable code of a unit and the expected results,

. or comparison of the simulation results with those obtained by executing a
model of this unit written from the functional specifications.
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It should be noted that simulations were carried out as soon as the first release of
the OST monoprocessor product was available (1985).

At present, the safety software of the equipment making up the N4 SPIN is being
examined with the aim of giving a technical advise on the development methods
used.

For this new reactor design, the phases that are implemented for the safety
software evaluation are listed below:

- phase 1, a critical examination of the documents (see paragraph 4.1),

- phase 2, assessment of code quality (see paragraph 4.2).,

- phase 3, identification of the sensitive and critical software components (see
paragraph 4.3),

- phase 4, preparation of tests cases (see paragraph 4.4),

- phase 5, study of consistency between software design and code (see paragraph
4.5),

- phase 6, study of robustness (see paragraph 4.6).
Some of these phases are carried out in parallel ( 2, 3 and 5). Phases 1 and 2 are
more specifically oriented towards an analysis described as static, because it
needs no program run. Phases 4, 5 and 6 are oriented towards an analysis
described as dynamic. Phase 3 represents a transition between the static analysis
and dynamic analysis phases.

Due to the large volume of the N4 SPIN software, the IPSN-DES assessment is
carried out on:

- the totality of the specifications of the protection system,

- a representative sample of the functions of the system for judging the
manufacturer's design, coding and testing methods.

The softwares in this representative sample covers data processing of one or more
inputs coming from the NSSS instrumentation up to actuator commands. Two
channels have been selected, one related to an emergency shut-down request,
and the other corresponding to a safety injection request. These are implemented
in the following functional units which execute the safety tasks:
- two units for acquisition of the data from the process,

- a unit which processes the data and delivers if necessary a partial demand
corresponding to an emergency shut-down request or a safeguard action,

- a unit which votes on 2 out of 4 partial demands and controls the emergency
shut-down circuit-breakers and the safeguard actuators.
4.1 Critical examination of documents

This examination begins whith the documents containing the requirements
relating to the system hardware and software configuration. In particular, these
documents describe the architecture of the protection system, its general
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functional specifications, and its operation. This study allows verification that all
of the functions required for the safety are implemented, and that the functional
diversity which provide for protection against common modes has been correctly
observed. These functions depend upon protection signals, as for example the
high level in the steam generators, and lead to protective actions - an emergency
shut-down in this case - or other safeguard actions. Protection signals appearing
in the course of any given accident sequence should be processed in different
functional units of the SPIN. For example, the very low-pressure signals in the
pressurizer and the very high-pressure signals in the containment building appear
in the case of the loss of coolant accident (LOCA), and are processed in two
different functional units in the SPIN.

It is also necessary to check the consistency of the specification and design
documents for the different items of equipment in the protection system with the
documents containing the inherent requirements of this system. The decisive
functions, in terms of safety, must be described effectively in the specifications of
the equipment. This critical examination is conducted exhaustively on aspects
concerning the architecture and the functions of the system as a whole.

A study is then carried out on the completeness of the documents relating to the
software in the representative functional sample.
4.2 Assessment of code quality

All of the software for an equipment item is analyzed by means of a static code
analysis tool (MALPAS). This points out:

- dangerous structures for the source code language (C language):

. data flow anomalies (description and use of variable values, etc),

. arithmetical expressions (parentheses, division by zero, etc),

- execution conditions for certain paths:

. multiple input or output loops,

. variable-index loops,

. dead code,

. useless code.

It is then possible to verify, where appropriate, the compliance with applicable
prescriptions of the IEC 880 standard.

Any anomalies detected on components that are called sensitive may then lead to
additional tests to be performed in the course of phase 6 (robustness of the
software).
4.3 Determining the essential and critical software components

The programs of the units chosen as the representative sample contain several
channels. It is therefore necessary to look for the parts of the software which deal
with these selected channels. We call these parts essential components. Among
these , those which are critical must be identified, since their execution can result
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in a malfunction of the system. These searches are carried out by means of the
Failure Modes and Effects Analysis (FMEA) which helps to pull out the essential
components, and among them the critical ones.

4.4 Preparation of tests cases

The investigation of the critical components, and of those of the sensitive
components which the analyst has selected, is carried out by means of the
Malpas tool. This describes semantically all of the mathematical relations
between the input and output variables for each possible path of the section of
code concerned. For all of the input variables of a program, it determines its
behaviour of this path in all cases. The mathematical relations must be solved in
order to obtain the values of the input variables allowing the critical or sensitive
components to be tested. In addition, this type of analysis, described as
semantic, can be performed in order to check the completeness of the
manufacturer's unit tests on the selected software components.

4.5 Study of consistency

To allow simulation of an entire channel that goes through more than one unit, a
multiprocessor version of the OST has been designed. This provides for the real-
time testing of software by managing a set of tests and a simulation of interfaces
for each processor to be simulated. The simulation is based on three points:

- simulation of the processors on which the binary code is executed,

- simulation of the hardware environment of these processors,

- simulation of the process evolution (system inputs).

These points together are named as the simulated system.

The installation of such a simulated system is in progress at the present time. It
consists of the code and the environment of the selected SPIN units. In an initial
phase, it is planned to run periodic tests supplied by the manufacturer, in order
to validate the consistency of the simulation results with the results obtained by
the manufacturer.

This simulated system and its set of tests will be re-used in order to check that
there is not deterioration of software performance when new software releases are
produced.

4.6 Study of robustness
The objective of this last phase is to introduce malfunctions into the existing
simulated system. These malfunctions will be focussed on the critical and
sensitive components detected in phases 2 and 3, rather that on the system as a
whole.

Using the values of the input variables of these components, calculated in phase
4, sets of tests are drawn up in order to create simulation of abnormal operation.

As in the case of the consistency tests, these tests can be re-used for new software
releases, and can be enlarged to cover any new functions which may have been
added.
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5 Conclusion

Using the methodology described in this paper, different aspects of safety
software are evaluated to establish that the requirements concerning safety,
testability and maintainability of the software are satisfied. However, this is a
continuous process, and alternative approaches remain to be investigated.
Among other topics, these concern verification of the self-checking coverage
rate, the identification of software common modes and their avoidance, and the
use of this methodology on other systems.
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ABSTRACT:

This paper discusses licensing and assessment issues for computer software used in safety critical
plant. It is based upon a European collaborative research project called DARTS (Demonstration of
Advanced Reliability Techniques for Systems), implemented under the ESPRIT II phase of CEC
research projects. Its partners are from France, Germany, Spain, and the UK, and it is managed by
AEA Technology, UK. DARTS is a 4-year project, which began in the summer of 1989.

DARTS was conceived, amongst other things, because of the general lack or < videly-accepted
standards and guidelines for the development and licensing of safety critical systems employing
software. This paper focuses solely on the latter aspect, ie some of the current licensing issues faced
by developers, assessors/licensors, and licensees, and describes how the DARTS project is attempting
to resolve some of those issues. For example:

what criteria should be considered for licensing software?
what are the cost/benefits of the various licensing approaches?
how does the licensor weigh the submitted justification?

DARTS consists of 4 diverse hardware and software multi-input channels feeding into a majority
voting system; this represents a protection system for a notional nuclear reactor.

The individual channels are implemented, followed by a 3rd party independent assessment, and then
subjected to licensing, the broad objective of which is to determine if the channels are qualified to
form part of a high integrity nuclear reactor protection system. Following the channel licensing
procedure, the channels will then be connected to the majority voting system, and subjected to system
assessment followed by system licensing.

The focus of this paper is licensing issues related to the DARTS project, but the paper also discusses
wider licensing and assessment issues, including emerging standards and guidelines, and future
directions for software licensing and assessment. The implications both to senior management and
technical staff of these future directions are mentioned.

-166-



1. INTRODUCTION

DARTS is a European wide, CEC part-funded research initiative with participants from the UK,
France, Germany and Spain. The project started in June 1989 and is due to be completed by June
1993. AEA Technology is the trading name of the United Kingdom Atomic Energy Authority; SRD
is the Safety and Reliability Business of AEA Technology, and is one of Europe's largest independent
safety and reliability consultancies.

1.1 PES Licensing Problems

Programmable Electronic Systems (PES) are being increasingly depended upon in systems which have
the potential for unacceptable hazards to individuals, society, and the environment - for example in
industries such as nuclear, defence, oil & gas, and chemical process. There are also increasing
pressures from the general public, regulatory authorities, professional institutes, and governments to
ensure that systems with such large potential hazards exhibit a tolerable level of risk. In order to
ensure this level, a number of licensing and assessment problems need to be addressed, for eg:

What approaches/models are available for licensing and assessment?
What are the influences on licensing and assessment approaches?
How should emerging technology be dealt with, with respect to licensing and assessment?
What criteria should be considered for licensing software?
How much testing is needed to give adequate confidence?
What are the cost/benefits of the various licensing approaches?
How does the licensor weigh the submitted justification?

1.2 DARTS Aims

A subset of the aims of DARTS attempts to answer the above questions by providing guidelines on
the cost effectiveness of procuring (ie developing, assessing, and licensing) software based systems,
based upon European-wide practical experience; hence DARTS will be of interest to a wide audience.
The purpose of this paper is to show how the work carried out within the DARTS project addresses
the issues relating to software licensing and assessment listed above. The focus of the paper is thus on
licensing and assessment; other issues addressed by DARTS are discussed elsewhere [1].

1.3 Experiments in DARTS

The DARTS project provides a controlled environment under which a safety-critical, software based
system is procured. Within DARTS this procurement process consists of developing four diverse
safety-critical software and hardware applications, and licensing and assessing each software
application. Throughout the procurement, information (such as costs and detected errors) is collected
in order to provide the experimental evidence upon which the guidelines are based.

On completion of the procurement process the four channels will be incorporated into a demonstration
system which includes a voting mechanism. This will enable experiments aimed at investigating the
cost effectiveness of applying diversity. For example would it generally be more cost effective to
produce a number of cheaper diverse systems which have demonstrated a low reliability, rather than
one potentially expensive system which must demonstrate a high reliability?

-167-



1.4 Choice of DARTS Example

The application chosen for the DARTS experiment is crucial to the success and wide applicability of
the results of DARTS. The choice of application was therefore driven by a list of general
characteristics which were considered to be representative of those possessed by a wide range of real-
time, safety-critical systems. A number of diverse examples from various industries were considered
all of which were compared with the generic list of characteristics. The chosen example was a subset
of the steam generating heavy water reactor protection system (at AEA Technology, Winfrith, UK).
This sub-set requires trip action based ca neutron power, steam drum pressure and level.

1.5 Current Status of DARTS

The DARTS project can be viewed as three major phases:- project set-up, procurement process, and
analysis of the results. Currently the project is at the end of the procurement phase; the development
complete and the assessment work is approaching completion. Preparatory work on the licensing of
the channels and system has also been carried out. The project is in its final year, where the activities
will be focused on experimental analysis.

2 THE DARTS DEVELOPMENT APPROACHES

The development approaches in DARTS cover both established and emerging technology, as discussed
in [1]. The chosen development methodologies and their tool support are summarised table 1.

Table 1: Selected Implementation Methodologies for DARTS

Specification

Design

Coding

Testing

Channel 1

Vienna Development
Method
SPECBOX
MURAL

Jackson Structured
Design
PDF

PASCAL

SPADE
LDRA Testbed

Channel 2

Modal Action
Logic

FOREST

Modal Action
Logic
FOREST

Occam

None

Channel 3

State machines

HOOD

Object Oriented
Design
STOOD

Ada

Logiscope

Channel 4

Yourdon

TEAMWORK

Yourdon

TEAMWORK

C

VAX set

3 THE DARTS ASSESSMENT APPROACHES

In many systems, the cost of assessment/licensing can be of similar magnitude to that of development
costs. A clearer view of the cost benefit of applying assessment methodologies will be invaluable
when attempting to provide the optimal procurement costs. The DARTS Licensing and Assessment
framework is non-prescriptive, and hence provides for a number of assessment approaches.
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Approach A: This approach is a "Risk Analysis" approach, whereby the residual risk to the plant is
determined qualitatively from the weaknesses found i. *Jie analysis of the software safety functions.
The chosen assessment approach incorporates three main areas:

• Quality Review: The purpose of the quality review is to ensure 'hat the development process
and team meet 'current-best-practice'. This is achieved by appi : ,.g the DARTS Licensing and
Assessment Framework Guidelines [2], Health and Safety Executive PES Guidelines 13],
selected parts of the EWICS Guidelines [4], [5J, [6], and random quality audits.

• Safety Analysis: The purpose of the safety analysis is to help ensure that the correct safety
functions have been specified and implemented. This is achieved by reviewing the results of
the independent V&V on the system, and carrying out limited safety analysis of the system to
identify software hazards (eg Software Fault Tree Analysis, analysis of specific software
views such as the temporal and functional view of the software).

• Risk Management: Qualitative risk management strategies (for fault avoidance, fault detection,
& fault containment) used in the software development will be assessed.

Approach B: This is an analysis of "Process and Products":

• A manual "desktop" review of the DARTS Channel Safety Justification documents, including
the process description, is undertaken against DARTS Licensing & Assessment criteria,
DARTS implementation documents, and IEC 880. The source code is also analyzed to
determine if each perceived error in the above documents leads to an error in the source code.

• An manual "desktop" review of the code is undertaken (supplemented by the use of a tool to
assist with limited static checking), against the original Customer Requirement.

• Selected procedures are subjected to compliance analysis (to demonstrate the equivalence with
a formal specification derived from the HOOD design and the customer requirements) and are
also subjected to Control Flow, Data Flow, Information Flow, and Semantic Analysis.

Approach C: The plan for this channel is to carry out the assessment collectively by three assessment
teams. Because of the novel development a, ^roach of this particular channel, a totally new approach
to the assessment is taken, based upon the phased development and deliverables.

• Software Requirements Specification: The assessment considers if all functions exist, if any
new ones have been added, the consistency and correct implementation of the specification,
and the ability of the specification method (SCS) to find ambiguities in the requirements.

• Software Design: The assessment examines the 1 -to-1 mapping of the Software Requirements
Specification, and internal consistency; it notes the extent that theorem proving and animation
were used (and where not, why not).

• Code: The assessment intends to demonstrate that the OCCAM maps to the most detailed
MAL representation, to the SCS representation, and to the Software Requirements, with
respect to completeness and correctness. Additionally functionality will be searched for;
checklists will be set up for code inspection, and the code inspected against the checklists.
The code will be statically analyzed "mentally", tested, and checked for maintainability.
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• The development documentation is checked for compliance with requirements in the DARTS
Licensing and Assessment criteria [2J, and other standards, eg [7|.

Approach D: This is a Verification and Validation approach:

• Software Requirements Specification: This is achieved by using Structured Analysis (SA)
Techniques from the Customer Requirements. A check will be made to determine if all
functions exist, that they are correct, and consistent.

• Software Design: Assessment will be based on the Structured Design (SD) representation
delivered from the Teamwork Tool, by demonstrating compliance the SD functions with those
on the previous level (SA).

• Code: This will be assessed via a desk inspection against a coding convention checklist, static
analysis, and subjecting samples to a reverse engineering procedure.

• V&V: The assessor will develop test cases which will be executed at the developer's site.

• Maintainability: This will be assessed in terms of simplicity of control flow, modularity,
conciseness, consistency.

The aim of the above is to examine the strengths and weaknesses of" the diverse assessment
approaches, and determine their cost effectiveness. This will be achieved by logging the resources
needed, the errors found and comparing with the dynamic performance of the channel. The
assessment activities will help address the questions:

• What approaches are available for assessment?
• What are the influences on the assessment approaches?
• How should emerging technology be dealt with, with respect to assessment?

4 THE DARTS REGULATORY MODEL

Note: For the purpose of common understanding within the DARTS project, the term "Regulator" is
used to mean either a DARTS Licensor or Assessor.

4.1 The DARTS Regulatory Organisation

There are many guideline*:/standards addressing the development of software-based systems but little
guidance assessment & licensing. There is also evidence which suggests little commonality in the
regulatory approach worldwide [8]. However, a number of emerging standards and guidelines, eg |9J,
[lOj, [11J, [12], [4], [5], [61, [131, are providing input into the assessment of software-based systems.

In order to address the lack of generic guidance and a common regulatory approach DARTS has
produced a generic guidance document - a Licensing and Assessment Framework [14J, for software
based systems. This framework provides the consensus view of the project participants of 'current
best practice' in licensing and assessment.

In particular this framework focuses on the interaction of organisations within the procurement
process, defining their relationships and responsibilities, thus helping to avoid misunderstanding and
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conflict. It also suggests that the development, assessment and licensing activities should be planned
and scheduled together to enable any problem areas to be readily identified. The DARTS regulatory
organisation is represented in figure 1.

Each channel is developed by a separate team, which produces a safety case ("Safety Justification") at
the end of each development phase, and each assessment team produces its own Assessment Plan
detailing how the assessment of its selected channel is to be carried out. This Safety Justification (and
other development documentation) is used by the assessors to identify strengths and weaknesses of the
safety argument which are then used by the licensing organisations to make judgements about the
acceptability of the channels/system, and decides if a licence can be granted.

System
Licensing

System
Assessment

Channel
Licensing

STRENGTHS
WEAKNESSES

Channel 1
Assessment

Channel 2
Assessment

Channel 3
Assessment

Channel 4
Assessment

CASE

Channel 1
Develop

Channel 2
Develop

Channel 3
Develop

Channel 4
Develop

FIGURE 1: DARTS Assessment and Licensing Organisation

After the channel licensing activity, the four channels are tested in a back-to-back configuration; this
performance test forms the basis of the system assessment. This activity should help to answer the
question "How much testing is needed to give adequate confidence?" Once this testing is complete, its
results and the channel licensing documents are input to the system licensing task.

5. REGULATION - OBJECTIVES & ROLES

The basic objectives of the regulators in DARTS are to ensure that the correct safety functions have
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been specified, that these functions have been correctly implemented, and that safety will continue to
be maintained in operation life.

5.1 Assessor's Role & Objectives

The assessor analyses the channels and system in detail, identifies the strengths and weaknesses of the
Safety Justification against pre-defined criteria, and provides the licensor with a log of hazards,
together with a judgement of their impact on system safety.

The assessor could either be contracted to the licensor (to provide independent assessment into the
licensing task) or the system producer (to feed back the results of the assessment to the producer,
hence potentially improving the chances that the channel will be granted a license to operate). In
DARTS, the assessor acts as the agent of the licensor.

5.2 Licensor's Role & Objectives

The licensor reviews the results of the assessment against the licensing criteria, and judges the
adequacy of the assessment approach used (eg is it auditable, a well established assessment model,
etc), and issues the licence to operate providing that the justification and its assessment are adequate.

The objective of channel licensing in the DARTS project is to provide a high level and balanced
judgement on the adequacy of the safety aspects of each of the 4 DARTS Channels based on
documentary information submitted by the channel assessors. This judgement will consider approaches
to licensing in other industries and emerging and established standards/guidelines.

6 LICENSING PHILOSOPHY

In order to meet the overall licensing and assessment objectives, die licensing model uses the
following basic philosophy:

• Integration with System Safety. The safety assurance of a PES should form part of a coherent
whole system safety assessment and licensing approach. The functional behaviour and other
requirements for a PES should link back to the plant safety case.

• Licensing based on a combination of assessments. No single method will give complete
assurance of a PES safety function, especially in highly complex software systems. The basic
approach is to base assurance on assessments of the development processes (management,
personnel, methods), and product assessments.

• Non-prescriptive. Particular implementation approaches are not enforced. Any approach is
acceptable if it is shown to satisfy the overall licensing objectives.

• No surprises. The assessment basis should be clarified & agreed at the project outset.

• Least Effort. Ideally (for the assessor) the producer should provide most of the justification
for the system and it should be compatible with the licensing approach.

• Continuous assessment. Problems and unacceptable practices are much easier to detect and
correct if they are found early. Involvement of the Regulators from project initiation should
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minimize rework, delays and result in a more assessable system.

6.1 Channel Regulatory Model

The regulatory model for the DARTS Channels is a subset of that shown in figure 2:

STEP 1: PRODUCE LICENSING AND ASSESSMENT FRAMEWORK: Due to the lack of
recognised standards for licensing of software, DARTS specific guidelines were specially developed
by the DARTS regulators [2].

STEP 2: PRODUCE CHANNEL SAFETY JUSTIFICATION: Each of the channel producers submit
a Safety Justification for the channel, which is subsequently reviewed by the assessors.

STEP 3: PRODUCE CHANNEL ASSESSMENT PLAN: The assessors produce detailed plans of
how they intend to carry out the channel assessments.

STEP 4: CARRY OUT CHANNEL RISK ASSESSMENTS: The assessors review the channel safety
justifications, the strengths and weaknesses being communicated to the licensor, together with an
opinion on whether the channel is suitable for licensing or not.

STEP 5: ASSEMBLE RISK ASSESSMENT CRITERIA: The risk criteria upon which DARTS is
based is taken from [2]. Generally this would be supplemented by existing and emerging standards
and guidelines eg [11], [12], [13]; the intent of these existing/emerging standards is that the chosen
standards represent the level of rigour that is currently demanded by society.

STEP 6: COMPARE OUTPUT OF ASSESSMENT WITH ASSESSMENT CRITERIA: The licensor
will compare the output from the channel risk assessments with the risk assessment criteria, to
determine the tolerability of risks from any remaining hazards.

STEP 7: ISSUE LICENCE TO OPERATE: If the above comparison results in tolerable risk, then a
"Licence to Operate" will be issued.

STEP 8: RE-ASSESS FOLLOWING RISK REDUCTION STRATEGY: If the risk is intolerable, then
a risk reduction strategy must be employed to reduce the risk to tolerable levels, and/or the risk
assessment criteria reviewed to determine if it can be relaxed. This latter task will help answer the
question "What criteria should be considered for licensing software? Wherever intolerable risk results
in the application of a risk reduction strategy, the impact of this strategy must be reviewed by the
assessor, and the above procedure repeated.

STEP 9: REFUSE LICENCE TO OPERATE: A licence to operate will be refused wherever the
risks imposed by a single channel can't be reduced to a tolerable level.

The above model will help answer the following questions:

• What models are available for licensing?
• What are the influences on licensing?
• How should emerging technology be dealt with, with respect to licensing?
• How does the licensor weigh the submitted justification?
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7 TRENDS IN SOFTWARE LICENSING & ASSESSMENT

7.1 Trends

In 1987 the UK Advisory Council for Applied Research & Development (ACARD) visualised the
need for certification of not only the software, but of development organisations, their staff, and their
development methods; ACARD also recommended the use of formal mathematical methods and
suggested categorisation of systems based upon failure consequence, hence allowing the amount of
analysis to be geared to the failure consequence. This vision is now materialising with the advent of

Some of the above trends, as perceived by SRD, in assessing high integrity software based systems,
are being addressed not only by DARTS, but by other research activities being carried out by SRD,
building upon our DARTS work, and by UK and European software initiatives.

The DARTS project aims to provide valuable guidance on the cost effectiveness of current technology
in developing and assessing high integrity systems. We believe that the DARTS guidelines, coupled
with the maturing of formal system development approaches such as Z, VDM and OBJ will form the
basis of the development of a cost effective development and assessment route for high integrity
systems. This goal is being pursued through two research projects: Safety Assessment of Programs
(SAP II), and Safe Formal Methods (SafeFM).

The SAP II project is being carried out in collaboration with the Halden Reactor Project, Norway and
is part funded by the UK Ministry of Defence. The purpose of the project is to investigate the safety
implications of using formal methods when developing high integrity systems and focuses upon the Z,
OBJ and LARCH formal notations. The project will address issues such as the definition and practical
use of safety invariants within a large formal specification and how these can be used to increase
confidence about the safety of the software.

The SafeFM project is a collaborative research initiative part funded under the Department of Trade
and Industries' (DTI) SafelT initiative. The project aims to provide guidelines of a cost effective
approach using formal methods in the development and assessment of high integrity software systems.
The project also aims to devise a methodology and calculus for constructing provably coherent system
specifications.

7.2 The Implications

The implications to managers and technical staff of the above trends are many; amongst the more
significant is the level of investment required in these new methodologies and their consequent tool
support, and in obtaining suitably qualified staff or retraining existing staff in the complex techniques.
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ABSTRACT

The quality assurance and quality control (QA/QC) program for the digital safety protection
system in Japan has been reviewed to set up a practical implementation method of the QA/QC
activities clarifying the design and manufacturing process.

In the first place, a risk analysis was made comparing analog systems with digital systems
to find that:
- hardware failures occur at random and can be effectively eliminated by proper use of
redundancy,

- programming errors may cause common mode failures and must be eliminated, and proofs of
the elimination must be verified by the QA/QC activities.

It is evaluated that software of the digital safety protection system for Kashiwazaki-Kariwa
unit 6 and 7 (K-6/7) can be easily verified by the use of cyclic with no interruption execution
program and symbolic language called POL (Problem Oriented Language). Therefore, it is
concluded that the integrity of software needed for the safety protection system can be verified and
validated by:

- clarifying design and manufacturing process
- verifying conformance at each phase of the process
- having third persons individually review the program
- documenting the review as defined in JEAG 4609.

In the second place, the implementation of QA/QC plan was reviewed to find that the V&V
aims at ensuring clarity and traceability, which is the same purpose of the conventional QA/QC. In
other words, the V&V is defined to express detailed procedures explicitly within the framework of
the conventional QA/QC. The implementation method of the V&V was set up according to this
review, and regulatory review wilHbe made in a short time.

1. INTRODUCTION

Micro-processor based digital controllers have been widely used in the industries with the
rapid progress of the electronics in the recent years. In the Nuclear Power Plant, the use of digital
controllers has been expanding in non-safety systems to improve their reliability and
maintainability. The Tokyo Electric Power Co., Inc. (TEPCO) applied for the Establishment
Permit for its Kashiwazaki-Kariwa unit 6 and 7 (K-6/7), in which digital controllers are used for
the safety protection system, and the permit was given in May, 1991.

Upon application of digital controllers to the safety protection system, software verification
and validation (V&V) methods are among the major concerns in the world. In Japan, JEAG 4609
gives a standardized method for this purpose. The digital safety protection system used in K-6/7
will be the first application in Japan. Therefore, a review was made on the basic design and the
design policy of the overall digital safety protection system and its software regarding the reliability
and safety necessary for the safety protection system.

A most significant difference between the conventional and digital controllers lies in the use
of software. Since quality assurance and quality control (QA/QC) procedures are supposed to be
examined in the Construction Permit (CP) examination, and V&V activities are within the
framework of the QA/QC, the content of the CP examination is reviewed here. In the review, the
QA/QC plan for K-6/7 was taken as a reference.
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2. OVERVIEW OF DIGITAL CONTROLLERS

This chapter discusses digital controllers in comparison with the conventional systems to
find the problems associated with the introduction of digital safety protection system, and to clarify
the objective of the V&V method.

2.1 Comparison of Conventional with Digital Controllers

As shown in Figures 1-1 and 1-2, the conventional system consists of relays and analog
instruments and the control logic is executed on the hardwired circuits described with the
Elementary Control Wiring Diagram (ECWD). In the digital system, on the other hand, control
logic and instrumentation circuits are made of software and installed within the digital controllers,
and the control logic is executed according to the procedure.

Figure 1-3 shows the difference of signal transmission between the conventional and the
digital system, i.e., while signals are transmitted through metal cables in the conventional system,
they are done through multiplexing lines in the digital system.

Conventional System
(Belay Sequence) Block Diagram

Digital System
(Logic Sequence)

24 R

N3 2 1

0
13 AND

5 N4

OUT

Fig. 1-1 Difference between Conventional and Digital Systems
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Conventional System
(Analog)

PID Control Board

Block Diagram

Digital System Xi
X2

PIO

X2

ADD PID

Fig. 1-2 Difference between Conventional and Digital Systems

Conventional System Digital System

Control Panel

Metal cable

Local

Control Panel

Local

Fiber Optic
Cable

Made up of relay logic and analog
instruments for each individual system
or auxiliary equipment
One to cne signal transmission on metal
cable

Control logic and instrumentation
circuits are installed in controller

Multiplexing signal transmission on
fiber optic cable

Fig. 1-3 Difference between Conventional and Digital Systems
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2.2 Application Status of Digital Controllers in Nuclear Power Plants

Rapid progress of the applied electronics in the recent years made it possible to improve
system functions, to reduce sizes, and to realize higher reliability. With reduced number of
components of the digital system and self-diagnosis, the reliability and maintainability have been
improved, and the quantity of control panels and cables has been reduced.

Since the time when digital controllers were applied to radio-active waste treatment plants
in the Nuclear Power Plant in the early 1980's, they have been applied to wider areas in non-safety
systems, and now in the latest plants under construction they cover almost all pans of the plant
except for safety protection systems. Even in the existing plants analog controllers have been
replaced with digital controllers. Figure 2 shows the application status of digital controllers in
BWRs.

Fig. 2 Application of Digital Controllers in BWRs
- Year

Application — —

(1) Single Loop Controls

* Part of Auxiliary Equipment Controls

" Dedicated Controls

(Feed Water Controls, Turbine Controls)

(2) System Controls

* Radio-active Waste Treatment Plant

• Non-Safety Systems

" Safety Systems

80 85

1

90

L

95
Remarks

In operation: 21 plants

Under consL/planning: 7 pianls

In operation: 16 plants

Under consL/plinning: 7 plants

In operation: 7 plants

Jndcr cr.-tt-/plannuig: 6 plants

Jndcr consL/plarjiing: 6 plus

Jndcr consi /planning: 2planis

2.3 Problems to be solved upon introduction of digital controllers to the safety protection system

Table I shows a risk comparison of the digital system with the conventional system. The
following discusses major risk? and software verification and validation.

2.3.1 Delay in Response

In the digital system, although sensors continuously monitor plant status, the continuous
data are not directly used for trip signals for the protection system. They are discretely stored in
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Table L Risk Comparison or the Digital system «-iih the conventional system (1/2)

Potential Risk

[.Hardware

1.1 Random failure of componcnU

1.1.1 Componenis/dcvices

(sensors, connectors, relays.

D-ansUws. ha.-3-cablej, in-

board wiring, power supplys

etc.)

1. 12 Micro-processors

1.2 Common Mooe Failures

1.2.1 Causes from outside'

(Fire, etc.)

(Earthquake)

(Cumputer virus)

1.2-2 Causes inside

(Rapid changes on physical

characteristics by environmental

changes)

Conventional System

(Analog)

* Lou of function in one chennd
1 Large number of componcnu

' Some causei of drift

• Some causes of aging
1 Can be detected by survaillancc

test (once a month)

Not applicable)

[Local)

' Damages remain in one channel

[Main Control Room)

* Lou of function; if occurs, but

normally causes shutdown.

containment function is

automatically maintained by fail-

safe design, cooling is done from

RSS

Seismic class: As

\*o relevance

Verified on the postulated

environmcnul conditions

Digital Systcn

* Lou of function in one channel

• Less number of components

* Few causes of drift

* Few causes of aging

* S«ne as left

* Lou of function in one channel on

tingle failure

[Local)

Same as left

(Main Coidrol Room)

Same as left

Same as left

Sot possible, isolated from outside

Same as left

Evaluation

o
0
o
o
o

o

o

o

o
o

Q

System functions against one

ailurc wfih ( I / 2) • 2 logic, and

wo failures *»ith ( 2 / 4 ) logic.

:ailurc detections and early

cpairs arc pouibk on Digital

iys;em with self-diagnosis.

alidatton tests were performed

or fiber optic cables against

adialion exposure.

Table L Risk Companion of the Digital system with Ihe conventional system (2/2)

Potential Risk

£. Software

2.1 Errors in basic design phase

(Errors in scram conditions.

errors in set points)

2.2 Errors in detailed design phase

(Errors in drawings)

2.3 Errors in manufacturing phase

(Errors in wiring)

(Programming errors)

* Less • / system function; but errors

can be detected in design review.

acceptance tests, pre-operational

tests.

RI*S. MSIV)

* Lou of system function (tame

drawing is used for each channel)

ECC5)

* Lou of function in one channel.

but errors can be detected in design

review, acceptance, prc-opaation

tests.

' Lou of function in one channel

Errors can be detected in acceptance

tests, prc-operational tests.

*•© programming)

Digital System

* Same as left

[RPS. MSIV)

* Same as left

[RCCS)

* Same as left

* Lou of function in one chamd

Leu quantity of wiring

Simc u left

[RPS. MSIV)

Lou of system function

•CCS)

1 jots of function in one channel

Evaluation

0

o

o

o
o
o

Remarks*

•nor detection a enhanced for by

Yaw.

kcai icof lhc kith level

an(itage (POL. OC-X and -uufic

^ id prograi^nwig crron MK

wt likdy to «ccur.

jrors can be detected in design

evicw, ftcccpijnce tests.

jtor detection U enhanced by

AV.

Note: O : Digital is better. O : Comparable. A : Conventional is belter
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the memory with a given interval. Trip signals for the safely protection system are issued by
reading the stored information with a given interval. Therefore, there are some rime delays in the
digital system. This is one of the major differences when compared with the conventional system.
However, the delays were included in the overall delay in the safety protection system in the safety
evaluation for K-6/7. These time delays must be guaranteed by proper design and fabrication, and
shall be examined in the Construction Plan Examination and the Pre-Use Inspection as in the
current procedure.

2.3.2 Hardware Failure

Regarding hardware failures, the digital system consists of sensors, connectors, wiring,
power supplies, semi-conductor devices, etc., as the conventional system does, and failure modes
of the digital systems are similar to the conventional system. One of the exceptions is that a failure
in Central Processing Unit (CPU) may cause simultaneous loss of plural functions. However,
CPUs are free from moving parts like relays, and by properly separating the CPUs, system by
system and division by division, the effect of a single failure can be made comparable to that of the
conventional system. In addition, seeing that the number of components in the digital system is
less, and that early repair is possible by self-diagnosis, it can be said that the digital system is more
reliable than the conventional system.

Fiber optic cables are characteristic of the digital system. However, there are no particular
failure modes when compared with the metal cables.

2.3.3 Software Errors

Software errors ccn be classified into errors in design and those in manufacturing. The
errors in design are identical with.'those in the conventional system. However, since programming
errors may propagate beyond the division, the errors in manufacturing can be a serious problem
for the digital system.

2.3.4 Necessity of Verification and Validation

The previous discussion clarifies that problems to be solved upon introduction of digital
controllers to the safety protection system can be reduced to a problem of how to achieve the
reliability of software in the manufacturing process. The safety protection system in the Nuclear
Power Plant is required high reliability, and also required is the clarity of validation for any
persons. Therefore, not only the errors must be eliminated but also proofs of the elimination must
be clearly presented.

A standard for software design and manufacturing upon the introduction of digital
controllers to the safety protection system was issued as ANSI/IEEE-7.4.3.2 in 1982, followed by
RG-1.152 in 1985 in the United States. In Japan, JEAG 4609 was issued in 1989, in which
basically the same method is used as in ANSI/IEEE-7.4.3.2. Verification and Validation (V&V)
methods are specified in these standards and guides to achieve the reliability and validity of
software. Figure 3 shows the correspondence between the design and manufacturing flow and the
V&V flow as defined in JEAG 4609.
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Fig.3 Design/Manufacturing and Verification Phases
(from JEAG 4609)

Design and Manufacturing Flow
1. System Design Requirement

Specifications
(Function Requirements)

i
2. Hardware/Software Design

Requirement Specifications
(Block Diagrams)

I
3. Software Design

I
4. Software Manufacturing

i
5. Integration of Software and

Hardware
(Software Loading on Hardware)

Validation Tests

Verification Flow
(Verification-1)

System Design
(as usual)

(Verification-2)

(Verification-3)

(Verification-4)

(Verification-5)

(Validation)

The purpose of this V&V is to achieve reliability and validity by clarifying the design and
manufacturing process, and requiring individual review by third persons to keep traceability.

The characteristics of the software for the safety protection system for K-6/7 is shown in
Table II. By using a symbolic language, the programming process is made simple, and

"able II Applicability of V&V Procedure lo Software

No.

1

2

3

4

5

6

Evaluation Point

Possibility of expressing in small number of kinds of
flow-diagram based logic elements

Simple logic and arithmetics, or complicated calculation
procedures

Priority execution with interruption on events, or cyclic
execution

Kinds of status of input variables and set values

(inds of status of output variables

fypc of Language (FORTRAN, symbolic, etc.)

Characteristics of Safety-
Protection System

Possible

Simple logic and arithmetics

Cyclic execution

Some tens of kinds

Primarily On/Off signals

Symbolic language
Kinds of symbols:

some tens
Number of symbols:

Some hundreds
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verification is also made easy for third persons' review. This software uses cyclic and no
interruption execution program for easy verification. The software size is relatively small, which
also enables to verify easily after the system integration. For the software whose design and
manufacturing process is simplified as described above, it is possible to realize sufficiently high
reliability and validity required for the safety protection system by using the V&V method, i.e.,
verifying at each phase of the design and manufacturing process.

3. QUALITY ASSURANCE PLAN FOR THE DIGITAL SAFETY PROTECTION
SYSTEM

This chapter discusses the QA/QC plan for the safety protection system, and considers the
implementation of the V&V.

3.1 Quality Assurance Plan

The quality assurance plan for the digital safety protection system for K-6/7 is shown in
Table HI. The QA/QC activities are divided into five phases; design, manufacturing, installation,
system function test, and startup test. Verification-1 through -3 correspond to the design process,
and Verification-4, -5, and Validation correspond to the manufacturing. Witness tests or test report
check are performed on those items listed in the table. When a need arises, QA audits are
performed on manufacturers' document control, design management, procurement management,
fabrication management, and quality assurance activities.

When this plan is compared with the QA/QC plan for non-safety digital controllers, the
only difference is that V&V activities are added. The V&V is defined to express detailed
procedures explicitly within the framework of the conventional QA/QC. Therefore,
implementation of the V&V can be incorporated in the conventional QA/QC procedure.

3.2 Role of Verification and Validation

In summarizing the V&V defined in JEAG 4609, it can be said that the V&V is the
activities where:

- conformance between any two phases is verified
- by third persons other than the designers
- at each phase of the design and manufacturing process, and
- the results of the review are documented.

When this is compared with the general quality assurance in the Nuclear Power Plant, no
significance can be found. However, considering, on one hand, the following facts that:
- the design, manufacturing, and tests and inspection procedures have not yet been sufficiently

standardized due to its short history,
- with only general QA criteria, it is difficult to show that tests and inspections cover entire

sequence of the software,
- in practice, there are many cases in which those persons other than the designers can not exactly

trace the software, and inspections are performed by the designers themselves,
and, on the other hand, the V&V is effective to show third persons the reliability and validity of the
software with which general people may not be very familiar, and to intervene inadvertent
modifications during the software manufacturing, it can be concluded that the V&V is necessary

- 1 8 5 -



Table III Quality Assurance Plan for Digital Safety Protection System

Phase Document Test & Inspection Verification & Validation

Design Syeiem design specifications

Equipment design specifications

Block diagrams

In-board wiring drawings

Software Drawings, etc.

(Design Review) Verification-1

Verification-2

Verification-3

Manufacturing ' Test and inspection plan General structure inspections

Wiring Inspections

Sequence tests

Performance tests

Verification tests for instruments and

relays

Insulation resistance tests

Insulation strength tests

Aseismic tests

Combination tests, etc.

If necessary, acceptance tests for com-

ponent is performed.

Verificaiion-4

Verification-5

Validation

Installation Installation manuals .

Electrical equipment'test proce-

dures

Restoration tests

Transmission interface tests

Sequence tests

Analog signal verification tests

Valve function tests

Safety protection function tests, etc.

System Function

Test

System function test plan Interlock tests

Valve function tests

Safety protection function test?

Facility function tests, etc.

Startup Test Startup test plan MSIV closure test, etc.

Note : Implementation of manufacturers' document control, design management, procurement management, fabrication

management, and quality assurance activities shall be confirmed by QA audits at factories at proper timi of the design

and manufacturing phases.
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for the digital safety protection system in that context.

3.3 Implementation of V&V

The Japanese licensing procedure for Nuclear Power Plant is shown in Figure 3. In the
procedure, QA/QC procedures are examined in the Construction Permit (CP) application.
Manufacturing can be started after the CP approval. Pre-use inspections are performed to see that
the products satisfy the requirements and specifications and QA/QC activities are carried out
according to the procedures in the CP documents.

Considering the V&V within the framework of the conventional QA/QC activities, it can be
said that V&V is primarily a manufacturers' activity, in which utilities are involved by performing
witness tests or test report check, and that the regulation side examines the procedures in the CP
application, and confirms the results in the Pre-use Inspection.

Fig.3 Licensing Procedure for Nuclear Power Plant (from Site Selection lo Start of Operation)

Site Selection

Electric Power Development

Cordir v'-«n Council

Decision of Elect/ic Power

Developmenl Plan

(by Prime Minister)
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(held by MITI)

1
MfTI Safety Examination

1 Inquiry

Technical Advisory Committee

on Nuclear Power Generation

Atomic Energy
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(AEC)

Nuclear Safety

Commission

Report

Second Public Hearing

(held by NSC)

Permission of Modification of

Electric Structures

Application for Sanction of

Construction Plan (CP)

1
MITI CP Examination

Technical Advisory Committee

on Nuclear Power Generation

Sanction of Construction Plan

Start of Construction

I Start of Operation I

Permission by the Minister of MITI

- | Consent by the Prime Minister

Pre-use Inspection

Welding Inspection

Fuel Assembly Inspection

Sanction of Tech. Spec.

Periodical Inspection

Reports on Operation ol

Nuclear Power Plant

On-the-spot Inspection
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4. CONCLUSION

Through the use of digital controllers in the non-safety systems, sufficient experiences on
design, manufacturing, QA/QC, operation, and maintenance have been obtained for introduction of
the digital controllers to the safety protection systems. With this background, Verification and
Validation methods were discussed and issued as JEAG 4609 by the Japan Electric Association. A
validation test of the safety protection systems were performed by the Nuclear Power Engineering
Corporation (NUPEC) including implementation of the V&V TEPCO decided to install digital
safety protection systems in its Kashiwazaki-Kariwa unit 6 and 7. The Establishment Permit (EP)
for K-6/7 was granted in May, 1991, and the Construction Permit application is now under
examination. •

Here reviewing risks, purpose of the V&V, and QA/QC procedures, it was found that:
- errors in manufacturing of software are the ones which must be eliminated by implementing
proper QA/QC,

- the purpose of the V&V is to demonstrate and document the integrity of the software,
- V&V is an activity within the framework of the conventional QA/QC, and can be implemented

in the same manner as in the conventional ones, i.e., primary activities are performed by
manufacturers; utilities perform witness tests, test report check, and QA audits; regulatory side
examines the procedure in CP application and confirms it in the Pre-use Inspection.

Through the procedure above, the integrity of the software for the safety protection systems can be
achieved.
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ABSTRACT

Finnish utility companies, Imatran Voima Oy (IVO) and Teollisuuden Voima Oy (TVO), and the
licensing authority, the Finnish Centre for Radiation and Nuclear Safety (STUK), are preparing for a
new nuclear power plant in Finland. Plant vendors are proposing programmable digital automation
systems as well for the safety related as for the operational I&C systems in this new unit. Also in
existing plant units the replacement of certain old analog systems with state-of-the-art digital ones
will become necessary in the years to come. Licensing of programmable systems for safety critical
applications requires a new approach due to the special properties and failure modes of these sys-
tems. The major difficulties seems to be in the assessment and quantify cation of software reliability.
The Technical Research Centre of Finland has in co-operation with the authority and the utilities
conducted a project (AJA) to develop domestically applicable licensing requirements, guidelines and
practices. International standards, guidelines and licensing practices have been analyzed in order to
specify national licensing requirements. The paper will describe and discuss the findings and experi-
ences of the AJA-project so far.

In addition the experience in introducing advanced programmable digital control and computer
systems in the operating nuclear power plants will be covered briefly. Although these systems have
not been safety related but systems of more general interest regarding nuclear safety, some routines
regarding the licensing of safety related systems have been followed. In these backfitting and re-
placement projects some experience have been gained in how to license safety related programmable
systems.

1 INTRODUCTION

Programmable digital systems are offered for both the operation and safety automation of the new
nuclear power plant for Finland. This seems to be the longest technological leap in the otherwise
quite customary plant concepts. In the existing four plant units - two VVER-440 PWR units in
Loviisa and two 710 MW Asea Atom BWR units in Olkiluoto - it may also become necessary to
replace analog systems with digital ones.

Favourable experiences with programmable systems have been gathered from conventional power
and other process plants. In the nuclear field the experience is limited, especially in safety-critical
applications. In the Darlington plant in Canada an entirely digital reactor protection system has
recently been licensed, and in the UK the Sizewell B plant will use digital operation automation and
primary reactor protection systems. In the French N4-plants digital technology is used extensively.
Partly due to problems with this technology, the commissioning of the first plant, Chooz B, has been
delayed. Japanese Kashiwazaki-Kariwa units 6 and 7 planned to be started in 1996 also will have
microprocessor-based automation systems. Althogether, the trend towards digital systems seems to be
common to all leading nuclear countries.

There are many good reasons for using digital systems. They are more efficient, allowing the con-
struction of many operator support and safety functions that would be impossible to realize with
analog technology. They are more accurate and flexible and are easier to maintain. Digital systems
require less space in buildings and can be commissioned in a shorter time span, and therefore lead to
cheaper total construction costs of the plant. They can also, if properly designed and realized, be
more reliable than analog systems. One important reason is the common trend towards digital sys-
tems in other process industries; it would not be wise to deviate from this trend in the nuclear
industry and thus miss the opportunity to benefit from the experiences of other branches.
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The behaviour of programmable systems deviates to such an extent from the conventional analog
systems that their licensing for safety-critical applications requires a new kind of approach. The
Technical Research Centre of Finland has in co-operation with the licensing authority, the Finnish
Centre for Radiation and Nuclear Safety (STUK), and the utility companies Imatran Voima Oy
(IVO) and Teollisuuden Voima Oy (TVO), conducted a project (AJA) to study the licensing require-
ments of programmable systems. The objective of the AJA project is to develop the methods, tools
and practices needed in an independent safety assessment of programmable automation systems in
Finnish nuclear power plants. There is no single means of demonstrating that a programmable system
is safe enough, but confidence in the "safety case" must be based on a multitude and diversity of
means being employed to that end.

The AJA-work is carried through in three lines: 1) by analyzing the proposed automation concepts of
the potential plant vendors and their technical, managerial and quality assurance aspects, 2) by
gathering and analyzing applicable international standards and guidelines [1] and 3) by getting ac-
quainted and analyzing common licensing practices in other countries [2]. Based on these studies
common grounds will be synthesized for the requirements and guidelines to be applied by the utility
companies and licensing authorities in the procurement and licensing of programmable systems.

2 PROELEMS OF SAFETY ASSESSMENT

"The safety assessment of a programmable system can not follow the conventional pattern because of
the difficulties in quantification of the reliability of the software as well as the hardware" [3]. In the
case of the software it is widely acknowledged that quantification is difficult. The hardware has
equal problems due to the dependence of the effect of a hardware failure on the instruction being
executed at the time of failure.

There are two kinds of problems in producing safety-critical programmable systems; (a) difficulties
in producing specifications for safe behaviour and (b) difficulties in assessing whether or not one has
produced a system which is safe. One can never be certain that a software-controlled critical system
is 'safe', but it is possible to systematically determine which techniques can (if properly applied)
reduce uncertainties, or doubts, about system safety [4].

'Failure modes' of the software are through design errors rather than random component failures.
Redundant lines of the system can therefore fail simultaneously, and some kind of diversity is
needed to compensate for the residual errors contained in the system software. Software behaviour is
discontinuous: minor diversions may cause drastic changes in behaviour. Therefore it is not easy to
extrapolate from known past to future performance, and it is difficult to predict the required high
levels of software reliability by normal statistical techniques.

Due to the uncertainty of the reliability assessment, additional means should be used to get more
assurance about the systems ability to fulfil the basic safety requirements. Two basic principles for
getting assurance are available: comprehension and diversity. "Assurance arises from comprehen-
sion of, and diversity in, the complete procurement process, and the methods and tools used in
development and evaluation" [4]. One can either regard the assurance as a predictor of reliability or
prefer the assurance before the reliability. The level of assurance achieved by using a particular set
of means can be hypothesized to correspond to a certain level of reliability. Experimental validation
of this hypothesis, however, seems improbable to be feasible in practice. The absence of a complete
model of the operational environment for the system makes it impossible to compute with complete
confidence the reliability of the system, and the discontinuities and non-determinism in software
behaviour make it impractical to infer with complete confidence future reliability from past reliabili-
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ty. Therefore "the deployment decisions about critical systems are, and probably have to be, made on
the basis of assurance, not reliability" [4].

3 ACHIEVING ASSURANCE

The main factor contributing to the assurance is the evidence produced during software development,
and this in turn derives from the verification and validation activities. The goals of the development
of a safety-critical system are [4]:

to develop the software in such a way that it is impossible or extremely unlikely that its
behaviour (execution) will lead to a catastrophic failure.
to provide evidence that will convince both the developers and the assessment authority jf
the dependability of the software.

These cannot be established for software in isolation, but it will be dealt as independently of its
operational environment as possible. One should achieve and demonstrate, for the software in a
system that [4]:

its specification does not admit (allow) executions with would lead to catastrophic failure in
its operational context (identification of all possible threats to, or failure modes of, is impos-
sible; however it is possible to apply techniques which reduce the likelihood that the specifi-
cation is catastrophically flawed),
it is free from design flaws which could lead to catastrophic failure in its operational context,
i.e. it satisfies its specifications (or, at least, the safety relevant part of it),
it can protect itself against the failures of other components of the system (which are not
trapped by other means, e.g. hardware memory protection), and from external threats or
attacks which could cause catastrophic failure.

Main contributing factors to assurance is the evidence produced during software development, and
this in turn derives from the verification and validation activities. Due to the inconsistencies in the
quantification of reliability, the software safety case has to be based on deterministic measures, with
an accompanying confidence building element, although a limited reliability claim can be made
based on the method of production of the software. The main objective of the deterministic measures
is to produce a high quality system which conforms to the specified requirements and expectations of
the user in almost all respects. This implies a complete, correct and unambiguous requirements
specification with the software being produced using the 'best1 practices. This is then supported by
confidence-building measures that allow greater precision to be set on the obtained but unknown
reliability claim. The features of such a claim need to be evidence of error avoidance, error detec-
tion and error tolerance during initial design and manufacture, through commissioning to final
operation [3].

One widely promoted class of techniques is program verification. This involves expressing a specifi-
cation in discrete mathematics, e.g. set theory and predicate calculus, and then using the inference
rules of logic to show that a given program conforms to the specification. A (suitably formulated)
program proof can show that the program conforms to its specification under all possible inputs, and
all possible sequences of inputs. The analytical techniques, however, do not show that the software is
safe; there may be flaws in the specification or inaccuracies in the model of the hardware implicit in
the specification of the program, which can only be found by testing the programs in their operation-
al environment - or at least on a representative hardware platform.

Responsibility for safety is placed on the licensee, who must take all reasonable practicable measures
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to ensure safety. He is obliged to demonstrate safety to the authority. The licensee produces a safety
case which justifies the claim that the plant is safe. The safety case is subjected to review both by an
independent group (peer review; second opinion from independent authority which employs, as far as
possible, diverse means to obtain its view) and the authority, who also review the 'peer review' [3].

4 AUTOMATION CONCEPTS

As a starting-point and background material for the AJA-project a state-of-the-art review on the use
of the new technology for the instrumentation and control systems in nuclear power plants was
ordered from the OECD Halden Reactor Project [5]. The clear trend towards digitalization was
revealed in this review, but due to the slow rate of construction of new plants in most countries the
pace is low and no uniform international approach has yet emerged.

A central part of the AJA-work has been the familiarization with and analysis of the proposed
automation systems of the potential plant vendors and their design, project management and quality
control/analysis procedures. The utility companies had 'Topical Reports' made by the offering plant
vendors on their proposed automation systems, which will be analyzed in the project. So far the
topical reports on reactor protection system and on the control room design of one of the vendors
have been analyzed and thoroughly discussed in a series of meetings with the vendor representatives.
Similar reports from other vendors are coming in. So far the proposals seem feasible although more
development is still needed.

Two different basic approaches to realize the automation system can be distinguished. One approach
is to construct tailored systems for the new plant 'from scratch' ("computer system project"). In this
case it is easier to follow the development process and get assurance on the system safety by analys-
ing the total specification, design, implementation and verification and validation (V&V) process. In
other case the automation system will be built ("configured") using the components of an existing
general purpose industrial automation system ("automation system project"). In this case one impor-
tant part of the 'safety case' should be the analysis of the vast amount of existing operation experi-
ence from many different applications in conventional power and other process industry. In practice
the approach usually is purely neither of these alternatives but lies somewhere between these extre-
mal cases; this is the situation also in the present proposals for the new Finnish nuclear power plant
although a clear difference in this respect between the two main alternatives is to be seen.

5 STANDARDS AND GUIDELINES

One of the most important aspects in getting assurance about ihe system safety is the adherence of
the total specification, design and implementation process of the system to the proper internationally
accepted standards and guidelines. The analysis of the standards and guidelines applicable for the
programmable systems has therefore been one of the main tasks in the AJA-project [1]. Standardiza-
tion is still under development and follow-up of and participation in the international standardization
process will therefore be important also in the future.

Most of the new standards for programmable automation in nuclear power plants approach the
problem from the project control point of view. This approach suits well for a computer system
project (see previous chapter), but is more difficult to apply for an automation system project. Most
important international standards and guides (IAEA, ISO, IEC, IEEE), and their principles both for
system and application programs have been studied. Nuclear standards have drawn the main empha-
sis, but also some general standards have been examined. Based on these studies important items for
qualification have been identified. The division of projects into two different types and applicable
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standards is given in Appendix 1 and a classification of standards in Appendix 2.

5.1 Qualification principles and methods

Basic standards IEC 780 [11] and IEEE 323 [17] define three basic methods for qualification of
electrical items of safety systems and class IE equipment, type testing, operational experience and
analysis. Other important aspects affecting on the quality of the system are the quality assurance
system, project routines, safety classification and the safety architecture.

5.1.1 Type testing

According standard IEC 780, type testing is the most acceptable way of qualification. If the size of
the system or some other practical reason limits the application of type testing, other methods can be
used. IEEE 323 does not prefer type testing among the other principles.

5.1.2 Operating experiences

Based on operational experience a device can be approved for conditions similar or less severe, than
experience. According to IEC 780 the quality of operational experience can be estimated according
to the type and amount of documentation used. IEEE 323 demands the adequacy of documentation
for the use and maintenance and similarity between the equipment and the equipment to be qualified.

5.1.3 Analyses

Qualification based on analyses requires a mathematical model. Both standards require here a quali-
tative analysis of the mathematical model, based on test data, operating experience and laws of
physics. Most emphasis is on environmental tests and component ageing. These methods do not
apply to software. Programs and their parts (eg. modules in the system library) can be tested dynami-
cally by simulation or in a real environment. Static testing can be done by inspecting the code or
with test programs. Operating experience can be collected from programmable devices. Programs can
also be analyzed but here the methods of the standards are not convenient.

An alternative is to apply reliability engineering methods to a programmable system in addition to
other analyses. A standardized qualitative method is the failure mode and effects analysis (FMEA),
which is presented in standard IEC 812 [12]. The relationship between reliability and single failure
criteria is presented in IAEA 50-P-l [24].

The use of formal methods in system specification and design phases can also be considered as an
analytic method. In this case it would be better if the system development project were controlled
from the very beginning. The application of formal methods require a mathematical model between
initial state data and final state data and the verification of this function. The Def Stan 00-55 [28] is
the first general (military) standard setting the requirement of using formal methods as mandatory for
safety critical software.

One way to analyze programs is to analyze the organisation which produces the programs and the
discipline of making programs.

5.1.4 Quality assurance system

A common feature of program quality assurance standards is the requirement for a life cycle model.
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This contains project phases from requirement and functional specification through implementation to
operation, maintenance and disposal.

Standards sufficient for the basic system are general quality standards in the ISO 9000 series and
especially ISO 9000-3 [8] for programming. ISO 9000 determines the quality assurance system
which is the basis for evaluating the system supplier. Standards present terminology, definitions and
methods, which are minimum requirements for the potential supplier quality assurance system. ISO
9000-3 defines tasks during the system life cycle for both the supplier and the customer and also
common tasks for both. IEEE 730.1 [20] is a general qualiLy assurance standard for programs and
determines how to control the programming project. It presents a program with 15 points, which
should be followed to obtain an acceptable result. The standard is written in rather short manner but
it contains many references to standards dealing with the items in different points.

In nuclear quality standards the most important items are the program development phases sucn as
design and coding, the verification of the phases, system hardware/software integration, system
validation, maintenance and modifications. These standards are IEC 880 and 987 (programs and
equipment), and ANSI/IEEE 7-4.3.2. Also IAEA TSR 282 [25] covers this subject.

IEC 880 is today the most important standard dealing programmable automation in nuclear plants. It
provides requirements for different phases of the life cycle, such as design, development, quality
assurance, maintenance and documentation. On the other hand it does not make a difference between
basic programming and application programming. When using it to assess a practical system it may
be difficult to judge how the principles of the standard have been taken in account in the previous
phases of the life cycle. The hardware part of automation system is handled in IEC 987. Concerning
the integration of hardware and software it refers to IEC 880. It also proceeds the same way and
states that the most important advantage is obtained when the principles can be verified from the
beginning of the project. It presents also a diagram of qualification of the hardware part of the digital
automation system.

RG 1.152 [15] presents a method which is recommended for programmable digital computer systems
in nuclear power plants which high reliability requirements. The method u applied to design, verifi-
cation, application and validation of programs and ;: has been published as a standard ANSI/IEEE-
ANS-7-4.3.2 [19]. This standard has been written according to the principles of IEEE 603, taking in
account the special features of digital automation. Compared with IEC 880 this standard is older and
shorter, but the basic principles are the same. IAEA TRS 282 gives the quality functions of a pro-
gramming project during a life cycle.

5.1.5 Safety classification

Safety classification for the Finnish nuclear power plants is presented in just recently updated YVL
guide 2.1 (valid since 1.7.1992) [30]. It refers strongly to the IAEA Safety Guide 50-SG-D1. The
systems, structures and components are assigned to safety classes 1, 2, 3 and EYT. Classes 1, 2 & 3
together correspond to the IEEE IE-class (defined in the IEEE 603 as equipment and systems that
are essential to emergency reactor shutdown, containment isolation, reactor core cooling and contain-
ment and reactor heat removal or are otherwise essential in preventing significant release of radioac-
tive material to the environment) and EYT to the non-IE-class. P.otection automation that is needed
to start reactor scram, emergency core cooling, containment isolation or other safety functions needed
during anticipated accidents belong to the safety class 2. Part of the operation automation systems,
eg. reactor control, core power distribution monitoring etc. belong to the safety class 3.

IEC 880 and ANSI/IEEE-ANS-7-4.3.2 refer to design principles and functional requirements present-
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ed in IAEA 50-SG-D3 and IEEE 603. In IEEE 603 the safety systems is divided into three parts; (1)
reactor trip system and engineered safety features actuation system, (2) auxiliary supporting features
and (3) other auxiliary features. Further it defines different portions to each of the parts, namely
sense and command features, execute features and power sources. IAEA 50-SG-D3 defines the
purpose of the protection system in chapter 1.1. It is (a) to initiate automatically the operation of
appropriate systems including, as necessary, the reactor shutdown systems in order to ensure that
specified design limits are not exceeded as a result of anticipated operational occurrences; (b) to
sense accident conditions and to initiate the operation of systems required to mitigate the conse-
quences of such accident conditions; (c) to be capable of overriding unsafe actions of the control
system. Further it defines in appendix the extent of safety systems in a following way: Safety sys-
tems consist of the protection system, the safety actuation systems, and the safety system support
features.

Both basic standards define the safety systems slightly differently by extent and terminology. In
addition IEEE 603 classifies the electrical portion of the safety system as IE. Protection systems in
both standards are sufficient to YVL 2.1 classes 1 and 2 including reactor shutdown system and the
actuation automation of other safety functions. In the case of other safety systems the definitions are
not as compatible and the matching with YVL guide is more unclear. Any exceptional rules for
design principles, functional definitions or safety classification of programmable automation systems
are not given in standards mentioned above.

Safety classification is used by STUK in establishing inspection procedures. YVL guide 1.0 requires
that protection and control systems must normally be isolated from each other. Further there is a
requirement for independence of protection and safety systems from other system. These require-
ments are not strict, and exceptions may be accepted if one can prove, that the safety level is not
reduced.

5.1.6 Safety architecture

Safety architecture means here design principles applied to safety systems. YVL guide 5.5 [31] refers
here to IAEA 50-SG-D3 [22], KTA 3501 [26] and IEEE 279 [16]. Standards name design principles
eg. redundancy, independency and diversity for protection and safety systems. Requirements for
class IE systems are also given in IEEE 603.

The other standard made for quality assurance of digital system software is IEC 880. It is based on
the functional principles in IAEA 50-SG-D3 and does not either give any additional functional
principles. The standard is applied to protection systems, safety actuation systems and safety system
support features defined in IAEA-50-SG-D3. For the hardware part of digital system there exists a
standard IEC 987. The basis of this standard is again IAEA 50-SG-D3. In addition this standard
refers to the qualification principles of IEC 780, when qualifying digital systems, and especially to
the operating experiences.

Software standards handle shortly matters that should be taken into account in addition to guidance
of traditional standards, when programmable system is considered. The requirements are written for
the product, not the project.

6 LICENSING PRACTICES

The second strand of the AJA-project has been the analysis of the state of the international pro-
grammable automation licensing situation [2]. This shows that the methods and practices in most
leading nuclear countries are still under development or even embryonic. For the Finnish situation

-197 -



the most interesting case (on which the previous discussion in chapters 2 & 3 is largely based) seems
to be the Sizewell B licensing process now going on in UK, next to the Darlington plant licensing in
Canada. With good grounds one can claim that the practices and requirements can not be fixed very
strictly beforehand but they will first be shaped and solidified along with and during a real plant
licensing process. The trend in the regulatory process also seems to be towards nonprescriptive,
performance-based regulation, because "performance objectives, if well conceived and stated, are less
likely to be changed than is a particular means for achieving them" [6}.

7 EXPERIENCES FROM EXISTING PLANTS

During the last ten years advanced programmable digital control and computer systems have also
been introduced in the operating nuclear power plants. Although these systems have not been safety
related but systems of more general interest regarding nuclear safety, some routines regarding the
licensing of safety related systems have been followed. In these backfitting and replacement projects
some experience have been gained in how to license safety related programmable systems.

7.1 The Olkiluoto plant

The Olkiluoto Nuclear Power Plant is operated by the utility Teollisuudcn Voima Oy (TVO). The
utility operates two identical 710 MWeKl BWRs supplied by ABB Atom. The units have been opera-
ting since 1978 and 1980, respectively. The units are of a design which is technically modem even
today, about 15 years after the commissioning. They are equipped with concrete containment, inter-
nal recirculalion pumps with wet thyristor controlled motors, fine motion control rod drives and
physically, electrically a functionally separated four channel protection and safety I&C system. The
I&C system is of an electronic type with a control room based on compact modular mosaic tile
technology. The operation of the control rods according to the sequence is performed with the assis-
tance of the plant process computer. The units are operated as base load units. The operation has
been quite successful with an accumulated availability which is over 80 %.

The maintenance and development of the I&C has until these days mainly been based on using spare
parts of the original design and doing minor modifications and additions to the existing equipment.
In recent years the discussions have gained momentum about how to utilize programmable control
equipment in the modifications and upgrades and gain all the favourable advantages, which has made
the digital system market leaders on the conventional industry side. The systems which are not
relevant from the nuclear safety point of view are by necessity the first to be used as a "test bed" to
gain insight in the Feasibility of the new technology in replacing obsolete equipment in an operating
nuclear power plant. Especially in the case when a modification, which aims to increase the func-
tionality of a system shall be done, the introduction of a programmable control system is attractive.

Up to now two such plant modifications has been done. The very firrt modification introducing
programmable control equipment was in replacing the temperature controller for the water cooling
system of the generator. As this system is "non-nuclear" much attention from a licensing point of
view was not paid, but the modification was made according to the general stringent plant modifica-
tion routines. The second modification involved a major upgrade of the feedwater control system,
which was done during the refuelling outages in 1990 and 1991. The degree of automation was
increased to make possible automatic control from a very low feedwater flow (and power) level. A
programmable control system was added to the original three channel analog control system to take
care of the low feed flow operation. By an agreement with the licensing authority, the authority was
informed and submitted material about this modification according to the routines for a safety related
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system, in spite of that the system at the time of the modification was not classified as safety related.
The acceptance of the system was based on arguments of "excellence" and wide industrial use of the
base system and on the quality assurance routines and nuclear experience of the vendor developins
the application. In addition the system was tested in several steps at the factory and the site. Final
assurance of the reliability of the system has been gained during the years of operation after the
commissioning of the added system.

The plant process computer in the units is classified as non-safety, but it has anyhow an important
role in the supervision and control of the power plant. From this point of view the reliability of the
system is of great importance. The plant process computer consists of a multicomputer configuration
with a distributed process interface. The computers were replaced and upgraded during the 80's to
the present day state of the art without radical functional development. As a last step the replacement
of the man-machine interface (MMI) in the control room has been done. This replacement project
was initiated in late 1990 and has been completed during the rebelling outage in the spring this
year. As a part of the project the number of high resolution colour CRT's in the control room has
been increased from 4 to 7. In a later development stage display stations will also be provided in the
Technical Support Center and in the Emergency Operation Facility. New functionality has been
introduced in the system. Especially a SPDS function supporting the use of symptom oriented emer-
gency operating procedures is developed and tested during this year.

7.2 The Loviisa plant

The Loviisa plant is operated by the national power company Imatran Voima Oy (IVO). The plant
consists of two VVER-440 PWR units (442 MWencl) supplied by the ex-soviet Atomenergoexport
(AEE). The units have been operating since 1977 and 1981, respectively. The main I&C system is of
conventional electronic type by Siemens/KWU except the reactor control and protection system,
which is of original soviet technology. The control room is of conventional type but the five process
computer CRT displays having important role in plant monitoring from the beginning.

A large process computer upgrade has taken place in the Loviisa NPP, where new process informa-
tion systems for the two units and for the full-scope training simulator have been in operation since
the beginning of 1990. The role of process computers has been very essential since the commis-
sioning of the units in late 70's. Computers are not used for direct control of the process, but due to
the extensive information and applications supporting the operator, the computer systems are a
necessity for the continuation of the plant operation and they can be considered as one of the contri-
butors to the high load factor figures of Loviisa plant.

The new computer systems - among the largest and most advanced in the world - are based on
distributed configuration with networked real-time data base, graphic work stations and Ethernet
LAN technology. The key factors affecting the hardware and software solutions have been perfor-
mance, availability and upgradeability requirements resulting in independent highly redundant sub-
systems for data acquisition, main data processing and man-machine interface. Due to the high
degree of distribution and standard GKS and X Window graphics, a good compatibility with new
technology - ranging from the most powerful work stations to ordinary PC's, with full functionality -
has been achieved. Practically the whole software maintenance is performed by means of high level
software tools thus reducing human errors and effort as well.

The main functions of the new process computer system are essentially the same as those of its
predecessor: process data acquisition, preprocessing and display in various forms to the operator,
event/alarm processing including alarm reduction, storage/archive/retrieval functions and man/mach-
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ine communication. Applications software in the initial phase included mainly plant performance
calculations, covering all the major process components, and reactor calculation software for moni-
toring the core by utilizing the extensive in-core instrumentation. Core calculation is also used for
determination of fuel burn-up.

Several new applications, many of which can be considered as Computerised Operator Support
Systems, have been taken into operation after the computer system replacement project. These are
typically implemented by means of software tools without the need of writing program code. Among
the major new applications in the systems are:

Monitoring Critical Safety Functions (CSF, SPDS).
Early Fault Detection, a model-based fault detection for high-pressure preheaters.
Leakage detection for primary system including distinction if the leakage is located in the
water phase or in the vapour phase.
Monitoring I&C system interlockings and control sequences.
Task oriented displays to support operators in specific tasks such as start-up, shut down and
other transients. Typical examples of these are operating point (x-y) diagrams and curves
indicating operating area and possible limit violations.
Materials stress monitoring for prediction of cracks and lifetime of pipes, tanks etc. This is
based on counting thermal transients in the critical points by utilizing temperature and strain-
gauge measurements.

An area where up to now preliminary studies only have been carried out is Computerised Operation-
al Procedures Presentation. A project team has been formed to analyze possibilities for utilizing
process computer system in guiding the operator to the relevant procedure, in presenting the proce-
dures dynamically and interactively on displays and in the follow-up monitoring of actions required
in the procedures.

Except the process computer applications described before plans for adding actual programmable
control and protection systems in Loviisa do not exist today but as a longer sight replacement of
analog system may become necessary.

8 CONCLUSIONS

A cautiously positive stand to the applicability of programmable technology for control and protec-
tion systems in the next nuclear power plant has been bom in Finland. It has been seen, however,
that certain modifications io the existing plant vendor proposals are still needed.

The international standardization is still developing and eg. one of the central standards, the IEC 880
will have an amendment concerning the latest development of technology in a near future. More
standardization and guideline support is also needed for the validation of existing software and
systems built according the "automation system" approach. The stand to the use of formal methods
needs elaboration (to day there is one - not nuclear - standard, the UK MOD Def Stan 00-55, that
states their use as mandatory).

National licensing requirements and practices are still undeveloped or even nonexistent in most
countries. The most advanced licensing system the authors know seems to be in UK next to the
Canadian. The shaping and co-ordination of the establishing an universally accepted licensing system
and supporting guidelines should be one of the highest priorities of the IAEA NPPCI and a coordi-
nated research programme in this field should quickly be founded. IAEA should also follow-up the
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international standardization work and disseminate its results through its channels; the actual stan-
dardization work shall, however, be left to the existing international organizations like IEC, IEEE,
EWICS etc.
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Appendix 1

PROJECT TYPES AND APPLICABLE STANDARDS

COMPUTER
SYSTEM
PROJECT

PROGRAMMABLE
AUTOMATION SYSTEM

THE SYSTEM IS
BUILT FROM THE
"CLEAN TABLE"
BY TAKING IN ACCOUNT
THE SPECIAL
REQUIREMENTS OF
NPP

IEC 880

IEC 987

IAEA 282

ANSI/IEEE
7-4.3.2

IEC 780

IEEE 323
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I
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A E
S S
I
S
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T
A
N
D
A
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AUTOMATION
SYSTEM
PROJECT

A COMMERCIAL
AUTOMATION SYSTEM
(LONG DEVELOPMENT
HISTORY)

ISO 9000-3
IEEE 730.1
ETC

IEC 780
IEEE 323

SYSTEM THAT
FULFILS THE
REQUIREMENTS

PROCUREMENT

APPLICATION
PROGRAMMING
PHASE,
MAINTENANCE ETC.

ISO 9000-3
ANSI/IEEE
7-4.3.2

SYSTEM THAT
FULFILS THE
REQUIREMENTS

IEC 880
IEC 987
IAEA 282

SYSTEM THAT
FULFILS THE
REQUIREMENTS
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Appendix 2

CLASSIFICATION OF STANDARDS

A U T O M A T I O N S T A N D A R D S

N U C L E A R S T A N D A R D S

SOFTWARE
QUALITY ASSURANCE
DURING THE PROJECT

- IEC 880 (1
- ANSI/IEE-ANS

7 - 4 . 3 . 2 (2

G E N E R A L
S T A N D A R D S

HARDWARE
QUALITY ASSURANCE
DURING THE PROJECT

- IEC 987

SOFTWARE
QUALITY ASSURANCE
DURING THE PROJECT

- ISO 9000-3
- ANSI/IEEE
730.1

REFERENCES TO
IEEE SOFTWARE
STANDARDS
TAXONOMY:1002

DESIGN PRINCIPLES TO SYSTEMS
IMPORTANT TO SAFETY AND
PROTECTION SYSTEMS

- IAEA 50-SG-D3 (1
- IEEE 603 (2

YVL 5.5

-IAEA 50-56-03
-IEEE 279
-KTA 3501
-IAEA 50-SG-D8

QUALIFICATION OF
A PRODUCT

- IEC 780
- IEEE 323

QUALIFICATION
PRINCIPLES:
1. TYPE TESTS
2. OP. EXPERIENCE
3. ANALYSES
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ABSTRACT

UK law determines that the responsibility for the safety of a
nuclear installation rests with the licensee. He is also
responsible for producing a supporting, documented safety
case. Firstly this is to satisfy himself that the proposed
plant will be adequately safe but it is also the vehicle by
which he must similarly convince the Nuclear Installations
Inspectorate, Nil (a Division within the UK's Health and
Safety Executive), whose permission by law he must obtain
before the plant can be operated. The Nil assessment of the
licensee's safety case will be undertaken against its own
Safety Assessment Principles. These comprise a published set
of objectives whose primary purpose is to secure radiological
safety. They are currently undergoing substantial revision,
but until the new version has been adopted the old Principles
remain in place. When the Principles were developed the
impact of computer-based technology on nuclear plants had not
extended into the crucial areas of safety systems and the
particular problems of their safety demonstration had not
been encountered. It had been recognised, however, that
certain safety issues (eg pressure vessel integrity) are not
readily resolvable by the traditional approaches, and so a
Principle, the so-called "Special Case Procedure", was
included. This offered the option for the development of a
safety demonstration "formula" matched to the particular
problem and geared to providing acceptable confidence in the
safety claimed. Hence this Principle has been invoked to
address the particular problems associated with the safety
demonstration of software-based systems in high integrity
applications.
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THE UK REGULATOR'S APPROACH TO THE ACCEPTANCE OF
SOFTWARE-BASED SAFETY SYSTEMS

1. SUMMARY

The basis of the UK's licensing approach is presented and,
for the assessment of licensees' safety cases, the role of
Nil's Safety Assessment Principles is described. Details are
given of the "special case procedure", developed within the
Principles' framework specifically to handle the particular^
problem of the assessment of software-based safety systems .

2. BASIS OF THE UK NUCLEAR LICENSING APPROACH

UK law determines that the responsibility for the safety of a
nuclear installation rests with the licensee. He is also
responsible for producing a supporting, documented safety
case. Firstly this is to satisfy himself that the proposed
plant will be adequately safe but it is also the vehicle by
which he must similarly convince the Nuclear Installations
Inspectorate, Nil (a Division within the UK's Health and
Safety Executive), whose permission by law he must obtain
before the plant can be operated.

When any operator proposes to build a nuclear facility he
must first obtain a nuclear site licence. Even where the
proposal is a development on a site already covered by an
existing licence he must still make formal application to the
Nil and in virtually all circumstances he will need to obtain
Local Government planning permission. Where the proposed
plant involves a potentially significant off-site
radiological risk, the planning application process in the UK
will generally trigger a Public Inquiry.

In preparation for an Inquiry the proposer develops the basis
of his safety case, the Pre-Construction Safety Report
(PCSR), which defines the safety goals and describes the
features of the plant design which will satisfy these goals.
This is the effective starting point for Nil's assessment
process and is the key reference for Nil's contribution of
evidence to the Inquiry.

Given a satisfactory outcome from the Inquiry the Nil then
will grant a construction licence which covers the phases of
the project up to, but not including, operation. In order to
maintain effective regulatory control it is Nil's practice to
define "stage" hold-points for the construction and
commissioning programmes. These hold-points provide a
framework for securing timely confirmation about the adequate

* The term "Safety System" conforms to the IAEA definition,
and replaces the earlier Nil term "Protection System".
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provisioning and proving of key safety features. Only on the
basis of a satisfactory demonstration at each hold-point can
the next stage of work proceed. Before plant operation will
be allowed the licensee must present an acceptable Pre-
Operational Safety Report (POSR) and additionally show
evidence of the successful completion of the testing and
commissioning programmes. The Pre-Operational Safety Report
up-dates the PCSR by developing the plant safety case through
analysis of the engineering systems actually installed. By
the inclusion of "Technical Specifications" it also defines
the safe operating regime for the plant.

3. NII'S SAFETY ASSESSMENT PRINCIPLES

3 .1 General Approach

Whereas a licensee will design a plant and write his safety
case with reference to his own adopted safety standards,
Nil's assessment of that safety case will be undertaken
against its own Safety Assessment Principles. These comprise
a published set of objectives whose primary purpose is to
secure radiological safety. The objectives are presented in
three tiers.

The first tier collates the strategic objectives. These are
known as the "Fundamental Principles", and were derived from
recommendations of the International Commission on
Radiological Protection which were subsequently embodied in
the Ionising Radiations Regulations 1985.

The second tier presents the criteria and objectives
associated with achieving an acceptably low level of
radiological risk, giving separate treatment to the
circumstances of normal operations and fault conditions.
These principles define quantitative criteria which relate
dose levels to frequency. Broadly, two boundaries are
defined. The upper boundary (where the risk is highest) is
the dividing line between the intolerable region of risk and
the just tolerable region. If the risk is in the intolerable
region the plant will not be licensed. If the risk is at or
below the lower boundary (where the risk is lowest), there is
no further obligation on assessors to pursue further
improvement in safety. In between, assessors should
critically consider the possibility of safety improvement and
challenge the licensee accordingly.

The third tier of objectives comprises the engineering and
safety demonstration principles which together define the
practical means of achieving the objectives of the first two
tiers. Compliance with all of the Principles is sought
although individual Principles in this third tier can be
negotiated where the licensee can make an acceptable case for
so doing. Such a case will be judged on the principle of
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"reasonable practicability". The requirement is for the
licensee to make his plant as safe as is reasonably
practicable, so to justify non-compliance with a particular
Principle the licensee must show that the cost of its
implementation is grossly disproportionate to the relative
safety improvement that it provides.

3.2 Specific Principles

It is fundamental to the maintenance of assessment
objectivity that Nil involves itself only in adjudicating the
adequacy of safety, not in the selection of the particular
engineering provisions. Choice of technology and method are
regarded as the province of the licensees. Nil's avoidance of
a prescriptive approach in this sense is reflected in the
generalised, non-plant-specific nature of its Safety
Assessment Principles.

This is best illustrated by the following examples applicable
to safety systems.

Identification of Necessary Safety Systems

All fault sequences and combinations of fault sequences
which might cause a radiation hazard should be identified,
representative or bounding faults analysed, and
appropriate monitoring and safety systems provided where
necessary.

The Single Failure Criterion

No single failure within the safety system should prevent
any safety action achieving its required performance in
the presence of any specified fault or external hazard
initiating a demand on the safety system.

Common Cause Failures

A limitation should be placed on the claimed reliability
of any system employing redundancy through the use of
identical components, measurements or actions. For safety
system equipment this limitation should be in the range
corresponding to one failure per 1E3 to 1E5 demands,
depending on the complexity and novelty of the system.

30 Minutes Rule

The safety system should be automatically initiated. No
operator action should be necessary in a time-scale of
approximately 30 minutes. However, the design should be
such that an operator can initiate safety system functions
and can perform necessary actions to deal with
circumstances which might prejudice the maintenance of the
plant in a safe state but cannot negate correct safety
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system action at any time.

3.3 Independence of Control and Protection

Another Principle includes the important requirement for the
avoidance of fault mechanisms able to cause both a demand for
protective action and failure of the associated safety
system. Within the control and instrumentation field
compliance with this Principle calls for avoidance of any
commonality between safety systems and plant control (eg
"safety related") systems. Where computer-based technology
is involved this consideration extends to the use of common
software.

The set of Safety Assessment Principles from which the above
examples are taken is currently undergoing substantial
revision but until the new version has been adopted the old
Principles remain in place. Introduction of the new version
is imminent.

3.4 Computer-Based Systems

When the Principles were developed the impact of computer-
based technology on nuclear plants had not extended into the
crucial areas of safety systems and the particular problems
of their safety demonstration had not been encountered. It
had been recognised, however, that certain safety issues (eg
pressure vessel integrity) are not readily resolvable by the
traditional approaches, and so a Principle, the so-called
"Special Case Procedure", was included. This offered the
option for the development of a safety demonstration
"formula" matched to the particular problem and geared to
providing acceptable confidence in the safety claimed.

More recently this Principle has been invoked to address the
particular problems associated with the safety demonstration
of software-based systems in high integrity applications.

Special Case Procedure for Software-Based Safety Systems

Where the design of a safety system is such that the system
reliability is significantly dependent upon the performance
of computer software, the establishment of, and compliance
with, appropriate standards and practices throughout the
software development life-cycle should be made,
commensurate with the level of reliability required, by

(i) the thorough application of technical design
practice consistent with accepted standards for the
development of safety critical software;

(ii) the implementation of an adequate guality
assurance programme and plan in accordance with appropriate
Quality Assurance standards;
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(iii) complete, and preferably diverse, checking of the
finally validated production software by a team which is
independent of the system suppliers;

(iv) the application of a comprehensive and
independently assessed testing programme formulated to
check every system function and to demonstrate the system
reliability.

This special case procedure has two key elements. Firstly it
calls for a demonstration of production excellence, covering
initial specification through to delivery on the plant of the
commissioned system. Strongly evident in the production
process should be the features of (a) avoidance of errors,
(b) detection and removal of those not avoided and (c) an in-
built system tolerance to those errors not detected.
Secondly the procedure calls for an independent and searching
examination whose objective, by finding no significant number
of errors, is to confirm that a high integrity system has
indeed been delivered. This second element should be seen
firmly in the role of confidence building, not as a further
layer of system debugging.

The independent assessors may also contribute to the peer
review of the safety case by evaluating the adequacy of any
tests performed towards demonstrating the probabilistic
reliability of the system.

The philosophy of this procedure determines that the real
argument for system acceptance centres on the true strength
of the production process. It follows that if the
independent assessment activities reveal a significant number
of system errors, confidence in the strength of the
production process is brought into question and appropriate
additional activities must be implemented to restore that
lost ctonfidence. The remedy must go further than simply to
correct the errors found by the independent assessors; it
must include the identification, strengthening and the
appropriate recycling of the suspect part(s) of the
production process.

4. Nil ASSESSMENT GUIDES

Assessment guides relate to individual, or groups of, Safety
Assessment Principles. They are in the process of being
updated and extended to encompass new technology and modern
methods of assessment. Their aim is to promote consistency
of assessment by clarifying and developing the concepts of
the Principles. The guidance material also technically
directs Nil's assessment by the documentation of detailed
check-lists of the points to be examined.

One such assessment guide, "AG3, Software Aspects of Digital
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Computer-Based Protection Systems", has particular relevance
to the special case procedure for software-based safety
systems. The guidance material is in line with applicable
internationally accepted standards. A feature of this guide
is the acceptance that reliability quantification of a
software-based system, at least by means of analysis, is not
currently practicable. The guide therefore concentrates on
the detailed qualitative features of the software life-cycle
that maximise the expectation of high integrity performance,
itemising those required and those which should be avoided.

Other guides address assessment of safety systems and safety
related systems, the single failure criterion, diversity,
segregation, equipment qualification, safety system
overrides, and commissioning.

5. PRACTICAL ASSESSMENT OF SOFTWARE-BASED SAFETY SYSTEMS

The above discussion sets down the principles that have been
established for the assessment of software-based systems, and
describes their role within Nil's assessment of licensees'
safety cases.

It will be useful however to illustrate how they are applied
in practical situations, involving differing reliability
requirements.

5.1 Nuclear Reactors

For reactor safety systems, where high reliabilities are
essential, the full force of the above special case procedure
is applied in challenging the safety case.

For modern reactors a necessary design requirement is that
the frequency of occurrence of an unacceptable radiological
release from the reactor should be less than once per
1,000,000 years. Within this target it is also required that
no single fault sequence should contribute more than 10% of
the value. Therefore, for the most frequent initiating
faults, generally occurring not more than once per annum, the
reactor safety system must reduce the frequency of the
associated consequence by a factor of at least 1E-7; which
defines the reliability (expressed as the probability of
failure on demand, PFD) that the system as a whole must
achieve.

In general, to meet this level of specified reliability the
design must incorporate not just replicative redundancy but,
because of the potential for common cause failures, also
diversity. If one of the diverse systems depends upon
software, then a case for adequate diversity will be
difficult to make unless the other system is non-software
based. Additionally, it is Nil's view that 1E-4 represents
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the claimable PFD limit with currently available safety
justification methods for software-based systems of any
significant size.

Reliability demonstration at the 1E-4 PFD is very demanding,
and must be achieved in the absence of any analytical
methodology that allows the reliability of a software system
to be predicted. It was for these reasons that the special
case procedure applicable to software-based safety systems
was developed.

The first stage of the procedure calls for demonstration of a
high quality production process. Although not mandatory, the
case for excellence of manufacture is greatly assisted by
evidence of the systematic application of national and
international standards, as appropriate, coupled with a case
by case justification of non-compliances. One such standard
is the IEC 880 publication, "Software for computers in the
safety systems of nuclear power stations". This covers all
aspects of the software life-cycle but does not include
requirements for a formal mathematical specification. This
represents a shortfall that is in course of correction by an
IEC working group. It will be recommended that any software
developed for a reactor safety system should apply formal
methods in the formulation of its requirements specification.

The production process is expected to involve prototype
development to facilitate testing of the design principles
and demonstration of the integrated hardware/software system.
On-site commissioning will be expected to include a
substantial period of "soak", when the system will be
operated (together with any auto-testing functions) whilst
being progressively integrated into the main plant as the
other systems also become commissioned.

Verification of all phases of the production process and
validation of the integrated safety system against its
requirements specification should be undertaken by an
independent team (who may be a part of the design company if
adequate separation from the designers can be shown), and
should be supported by automated tools where appropriate.
These activities are still part of the production process,
and quite separate from 'Independent Assessment' which forms
items (iii) and (iv) of the special case procedure, as set
down earlier.

Experience has shown that a considerable resource of effort
is needed for the independent assessment process, which
should only begin when the design company has released the
finished software. The work should include, as appropriate,
comprehensive static analysis of the finally verified and
validated code, systematic checking of any special
configuration and calibration data, reverse engineering to
verify the correct operation of the compiler, and extensive

-213-



dynamic testing of the integrated system.

The static analysis (examination of the software as a set of
language instructions) of the code should use a mature and
well practised technique designed to examine in detail the
structure of the program, the functioning of the system, and
compliance with its specification.

Dynamic testing should be carried out on the integrated
software and hardware system. One possible arrangement would
be to use the production prototype system, equipped with a
test harness for supplying inputs and monitoring outputs. By
means of the harness the system may be subjected to a large
number of random input challenges.

The dynamic testing activity is aimed at building confidence
in the dependability of the system; it should not be
regarded as a further stage of debugging however. Whereas
such a test facility should provide a good qualitative
challenge of system dependability there is also the
potential, in principle, for statistical reliability
estimation.

5.2 Nuclear Chemical Plants

From a safety system point of view there are substantial
differences between chemical plants and reactors. Generally,
for a chemical plant, there is more time available from the
onset of a fault to a resulting accident, and worst case
accident consequences are less severe. Safety system
functions are usually relatively simple, and fewer post-
shutdown actions are required for safety purposes. These
differences, coupled with the multi-stage nature of a
chemical plant, result in more widespread use of separate and
distributed safety systems, often engineered using
proprietary equipment.

For plants under construction systematic methods are applied
to identify all foreseeable hazards, together with associated
initiating events and their frequencies, and resulting
unprotected consequences. Safety system requirements can be
determined for each fault sequence, and appropriate
reliability targets can be specified. At the same time
qualitative engineering requirements for safety systems have
to be met, as indicated above in the SAPs discussion, their
stringency depending upon reliability requirements.

Computers are used extensively, mainly for control, but also
for certain safety system functions. However because of the
type of system employed - programmable logic controllers,
distributed control systems, etc, - the embedded software is
not amenable to scrutiny. Furthermore the standards applied
in development of application software are generally not
better than good commercial quality.
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hence the ability to apply the special case procedure to this
type of software is severly limited, and therefore the
alternative is to reduce the reliability claims for systems
employing such software. This is the current approach, and
depending upon functional complexity and degree of testing,
usually values between 1E-1 and 1E-2 PFD hê ve been
justifiable. The basis of the justification is "demonstrable
pessimism" - ie where there are uncertainties in performance
(as in unproven software systems) a sufficiently pessimistic
expectation of reliability should be applied such that, if
the reliability is in fact as poor as this, then the system
can be expected to fail during the commissioning period or
very soon afterwards. This pessimistic approach has two
important effects. Firstly, where a high reliability safety
system target has to be met there must be one or more
independent hard-wired systems in addition to the software
system. Secondly, regardless of the safety system
reliability requirement, there is very limited safety
dependence on software systems.

Similar considerations also apply in allocating failure
frequencies (ie demands for safety system action) where there
are software-based initiating events such as control system
failure. Here again demonstrably pessimistic values are
used, generally in the range 1 to 1E-1 per year.

Other factors are taken into account as follows:-

a) If a software safety function is closely coupled to a
system that is involved in the initiating event then no
credit is allowed for its effectiveness. In other words a
system is not assumed capable of protecting against one of
its own faults.

b) If two or more protective functions are performed by the
same software system in a given fault sequence then a factor
of about five reduction in PFD may be justified, provided
that they are identifiably different functions. This is to
allow for the reduced like.lihood of a software fault
affecting two different functions in a system compared with
affecting only a single function. This corresponds to a beta
factor of 0.2.

c) Credit is not usually allowed for the fact that a system
has been used successfully in other applications. This is
because its performance in other applications is generally
not rigorously recorded, it is not certain that the systems
are genuinely identical (manufacturers often alter products
without customer knowledge), and even if an identical system
is known to be successful in one application there can be no
guarantee of similar success in a different application.

d) Very little additional credit is allowed where a software
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system is carrying out only simple logic functions. This is
because although the transfer function between inputs and
outputs might be simple, the operation of the device is via
complex embedded software, faults in which might affect its
behaviour. However, in such cases if the application
software is indeed simple, and if the input/output
combinations can be exhaustively tested, then some limited
credit can be given, subject to presentation of a well argued
safety case. In these circumstances the safety case is
expected to show that the application software is
significantly less likely to be in error than for more
complex applications.

Because it is felt that these latter two factors might be
somewhat harsh in some circumstances, research is being
undertaken to investigate ways in which appropriate credit
might be justified.

6. CONCLUSION

The use of software systems in nuclear plants is increasing
rapidly, and their potential for both good and harm is widely
recognised as significant. Hence it is appropriate for
regulators to devise a policy for judging software in safety
cases, to declare it openly, and to welcome external scrutiny
and constructive debate.

Unfortunately, as yet, software reliability cannot be
accurately measured or predicted, so a qualititive and
tailored form of engineering judgement is necessary. A great
deal of thought has been applied within the Nil to this
problem, and wide external consultation has been entered
into. It is believed, as a result of these activities, that
an effective, albeit conservative, assessment approach is in
place which is consistent with the philosophy embodied in the
Safety Assessment Principles.
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ABSTRACT

As part of the regulation and licensing of nuclear power plants, AECB staff are called
upon to review and assess software used in systems important to safety. This paper
consolidates AECB staff experience over the last few years into a guide for assessing
software should be done. The assessment covers three complementary aspects:
confirmation of the people and the process used to develop the software, systematic
inspection of the software, and review of the testing done on the software.

1. INTRODUCTION

1.1 Background

During the last few years, the issue of the use of software in safety systems of nuclear
power plants has been of great concern to the AECB. The difficulties in assessing the
software for the Darlington shutdown systems made it clear that better software
engineering standards were needed. Ontario Hydro and AECL (the "OASES
Committee") have been working hard to develop those standards. However, it is also
clear that AECB staff need a way of reviewing and assessing the products of the software
development process.

Our hands-on experience with the Darlington shutdown systems has been augmented by
a number of research projects in which we have consulted various Canadian and
international experts. We have benefited from the advice of David Parnas (plus a
number of his colleagues and students), Wolfgang Ehrenberger, Harlan Mills, Nancy
Leveson, Dan Craigen, Susan Gerhart, Ted Ralston, Robin Bloomfield, Prior Data
Sciences, Rolls-Royce and Associates, and the Statistical Consulting Centre at Carleton
University. This paper is an attempt to bring together that experience and advice in the
form of a guide for AECB staff for the assessment of software. This may help to
standardize the assessment process, and may also help to answer the licensee's perpetual
question "What is the AECB looking for?"

1.2 Acknowledgements

Although this paper is written in the form of firm directives to licensees and AECB staff,
it is mainly intended to bring out the ideas for discussion. A number of people at the
AECB have seen drafts of this paper and have offered their advice and suggestions, but
what is presented here is primarily the views and opinions of Richard Taylor, and should
not be considered as being the position of the AECB. I would like to thank Lyne
Tougas, Artur Faya, Kurt Asmis, David Connelly, Yolande Akl, Nicky Ballingall and Les
Innes for their help. However, if there are any errors or omissions, the fault is mine.
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2. THE BASIS FOR ASSESSMENT

Software used in systems important to safety in nuclear power plants shall be available
for assessment by AECB staff. The assessment shall take place throughout the
development of the software. Any software to be assessed shall have a unique identifier
and a list of uniquely identified components and associated documents which relate to
that version of the software. The documents provided to the AECB shall be the same as
those used by the licensee.

It is the intent of AECB staff to assess software against the requirements of this
guideline. The assessment will cover three complementary aspects [1]:

(1) Confirmation of Process and People,

(2) Systematic Inspection of the Software, and

(3) Review of Software Testing.

2.1 Confirmation of Process and People

Software shall be developed by properly qualified people following a controlled and
accepted software development process.

2.1.1 Software Development Process

A properly defined software development process shall address the following issues. The
associated principles are important for the development of good quality, reviewable
software.

(1) Life "Cycle"
The development process should be divided into a planned and controlled set of
phases. However, the plan should allow for iterations and rework during
development. Document the results as if the development had proceeded in
logical steps.

(2) Methodology
The method used to design and document the software should emphasize
reviewability. Formal specification reduces ambiguity and allows formal
verification, and is therefore recommended.

(3) Phases of Development
The basic development processes are Specify - Design - Verify. These three
processes should take place for all identifiable development items.
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(4) Documentation
The same documents should be useful to the people working on the development,
to reviewers, and to maintainers of the software. Documents submitted to the
AECB shall be the same as those in use on the project.

(5) Tools
Tools used in the development of software should be selected or developed to
meet explicit criteria. An assessment report on how well each tool meets these
criteria should be provided. Software documentation should be held in a
database. Each piece of information should exist only once and can be uniquely
identified for cross referencing and verification. The existence of tools is not
sufficient to ensure their proper use - policies and procedures must be in effect
and enforced.

(6) Pre-developed Software
Build for re-use and build by re-using well specified and verified software
components.

(7) Quality Assurance
The Quality Assurance programme should be to follow the development and
verification processes in a controlled, systematic and monitored manner. It must
be possible to trace all requirements through the design to the code and also
through the verification and test processes.

(8) Maintenance
Identify problems or changes to requirements first, then determine how best to
address them. All changes to software should follow the same development and
verification processes as the original product.

(9) Project Management
Make sure the entire process is monitorable and monitored.

The licensee shall demonstrate that the process can be monitored and controlled, and
that the products of the process are reviewable by external authorities. Reviewability
shall include ease and facility of both functional analysis and safety analysis (see section
3 below). There also should be evidence that the process results in good quality
products and that it conforms to applicable Canadian and international standards.

AECB staff should receive a project plan at an early stage of any licensee's software
development project. The project plan shall describe the process to be used and shall
describe or reference detailed procedures and guides for the production of each physical
product of the development. AECB staff will review the plan and procedures against the
principles listed above and will try to determine if the products will facilitate the
appropriate level of analysis and review.
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2.1.2 Personal Qualifications

(This area is recognized as sensitive and controversial. It is unfortunate that the field of
"software engineering" does not yet have any widely recognized means of qualifying or
accrediting professional practitioners. The AECB intends to work with industry and
standards committees to try to improve this situation.)

Each physical product of the software development, analysis and testing processes shall
include the names and (if possible) signatures of the people responsible for creating it
and reviewing it. Each product shall be reviewed by at least one person independent of
the people creating the product.

The licensee shall be prepared to defend the implied claim that the person or team
responsible for creating and reviewing any given product is properly qualified to do so.
Ncie that this is not inconsistent with the Canadian Standards Association Quality
Assurance standard N286.1, which states "Personnel... shall have the appropriate training,
qualifications and competence to perform effectively their assigned tasks." [2] Proper
qualifications include knowledge, skills and attitudes.

Knowledge refers to the information people have learned. Knowledge is verifiable
through training course results, educational records, or records of specific experience.
The knowledge needed by people responsible for creating and reviewing a software
product must include all aspects of their role in the project as defined by the project
plan. The project plan shall include an assessment of personnel qualifications and
training needs.

Skill is the ability to apply knowledge and perform a task properly. Skills are verifiable
through records of specific experience and products on which the skills have been
applied.

The attitude most needed of the developers and reviewers of software important to
safety is to accept responsibility for the quality and safety of their products. While it is
difficult or impossible to verify attitudes, the licensee is expected to maintain an
environment in which workers feel responsible for the quality of their work and in which
safety is given the highest priority. When a person signs a product, it should be clear
that this signature represents an acceptance of that responsibility.

The assessment of the qualifications of "software engineers" is a difficult task. There is
much disagreement within the field as to what constitutes appropriate qualifications.
Until some standardization is achieved in this area, AECB staff will review personnel
qualifications and training plans given in the project plan of any software development
project, and will assess them against the individuals' roles on the project. At the
moment, it seems inevitable that this assessment will be somewhat subjective.

Even more difficult to assess is the qualification of the proposed team of software
developers and verifiers. The integration of individuals into a team can often have a
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profound effect on the quality of the product, yet it is hard to anticipate how well a team
will work together on the basis of individual qualifications. The only suggested
guidelines at present are that there be separate teams for development and verification,
that the teams be fairly small, and that the roles and responsibilities of each team
member should be clearly defined. This information should be contained in the project
plan.

2.2 Systematic Inspection of Software

Software shall be subject to systematic inspection by the licensee that is subject to audit
by AECB staff. The systematic inspection shall include both analysis of the functionality
of the software and analysis of the safety of the software. Evidence shall be provided
that the software does what is wanted and that the software does not do what is not
wanted.

2.2.1 Functional Analysis

Functional analysis shall demonstrate, beyond reasonable doubt, that the software
performs all required functions and does not perform any unintended functions. The
specification of required functions shall be complete, understandable and unambiguous.
The functional analysis shall be subject to audit by AECB staff and must therefore be
understandable in units smaller than the entire analysis. It is strongly recommended that
the specifications and functional analysis be based on mathematical notation and
techniques.

Functional analysis shall include verification that each product is complete, is consistent
with preceding products, and conforms to the standards and guides as specified in the
project plan. It shall also include validation that the final system meets all system
requirements and user needs. It is recommended that verification and validation take
place throughout the project and that results of these processes be given to AECB staff
for review as they become available. AECB staff should check these results to make
sure that the verification and validation is complete, correct and convincing.

2.2.2 Safety Analysis

Safety analysis shall demonstrate that the software does not initiate any unsafe actions
under any circumstances. A system level hazard analysis [3] shall identify system
hazards and trace them through the system to determine the contribution of the software
to each hazard. If a software failure could result in serious consequences, the analysis
should be extended into the software to increase confidence that such failures, or
hazardous states cannot occur. This means that safety critical software must be simple
enough that a complete safety analysis is both feasible and credible. Safety critical
software should be isolated from non-critical software. .Software shall be designed to
incorporate fail-safe and fault-tolerant features where the increase in safety justifies the
additional complexity. Safety analysis shall include an analysis of both the expected and
all possible operations of the user interface.
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AECB staff shall review at an early stage of the project any system level hazard analysis
used to categorize the criticality of the software (see section 3.2 below) and should come
to an agreement with the licensee as to the level of further safety analysis. A safety
analysis will be checked for completeness of coverage of anticipated hazards, and against
the software design.

2.3 Testing of Software

Software shall be tested to find and remove as many faults as reasonably possible, and
shall also be tested to establish confidence in the safety and reliability of the final
product. Deterministic testing exercises the software with inputs selected to cover as
much of the functionality and logic of the software as possible. Random testing exercises
the system with inputs randomly selected from a realistic operating profile.

The licensee shall submit test plans for review by AECB staff and shall make all test
procedures and test results available for audit.

2.3.1 Deterministic Testing

Deterministic testing shall include unit testing, integration testing and system testing.
Deterministic tests shall check every function of the software. A measure of test
coverage shall be recorded including "typical" cases, boundary-value cases, and cases
representing all system hazards. Deterministic testing shall also include checking the
timing and performance requirements of the software running on the target computer.
With the exception of unit testing, test specification and testing should be performed by
people independent of the developers.

2.3.2 Random Testing

Statistically valid random testing establishes confidence that a product will function
without failure under specific operating conditions. Statistical validity shall be
demonstrated by showing that a large number of independent, randomly selected test
cases have been run without failure. The selection of input data for the random tests
shall be shown to represent accurately either real operating conditions, or operating
conditions in the area of greatest concern. The method of detecting failures shall be
shown to be reliable.

For pre-existing products, the usage history may be acceptable for establishing
confidence in the reliability of the product. In such cases, there must be evidence of
careful and thorough usage data collection, and the other uses of the product must be in
similar environments and applications to that being proposed. Pre-existing software is
not acceptable for safety critical applications without evidence of the same degree of
carefully controlled development, systematic inspection and testing as is required of
newly developed software.
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3. STANDARDS

3.1 Existing Software Standards

The licensee may propose in the project plan the use of an existing software
development or quality assurance standard. This will be taken as evidence of good
process, but will not preclude review and assessment of the process described in the
standard as per section 2.2.

The AECB has sponsored, and will continue sponsoring research in the area of software
engineering and testing, and has made the results of this research available to Canadian
and international standards committees, as well as licensees [4], [5], [6], [7], [8], [9], [10].
AECB staff are participating in some of these committees and have arranged training
and information exchanges with other regulatory bodies with the goal of improving the
quality and safety of software used in nuclear power plants worldwide.

3.2 Categorization

A number of existing software engineering standards propose that software be
categorized to various levels according to "criticality" or the impact of possible software
failures. The degree of formality and completeness in software development, analysis
and verification is then made dependent on the criticality level to which the software is
assigned.

AECB staff are not opposed to this idea of categorization, provided that the
categorization process is explicitly integrated with a plant and system level safety and
hazard analysis. Category definition is not trivial. It should be based on unambiguous
definitions of failure impact.

Software categorized as the most critical will be assessed against the full range of criteria
as described in the subsections of section 2 of this paper. Less critical software will still
be assessed for all three of the basic aspects listed in section 2, but to a less detailed
level. The areas which may be relaxed are the degree of formality of specification and
verification, the extent of the hazard and safety analysis (if the system level hazard
analysis shows that a software failure cannot have a serious impact, then further hazard
analysis may not be necessary), and the amount of testing required.

4. HARDWARE

Software must inevitably be integrated with hardware to form a system. This guideline
does not include the assessment of either the hardware or the complete system.
However, system and hardware assessment concerns are closely linked with the software
assessment.
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4.1 System = Hardware + Software

A system is a bounded physical entity that achieves in its environment a defined purpose
through the interaction of its parts [3]. Software assessment assumes that the bounds
and the purpose of the system have been defined in a System Specification. It is also
assumed that a system design process has occurred that has determined the hardware
and software parts of the system and how they must interact to achieve the defined
purpose. Systematic Inspection and Testing of the software depend on these
assumptions.

4.2 Selection of Hardware

System design should identify the role of the hardware in the system. This role should
be specified completely and unambiguously. Hardware should be selected or developed
to meet this specification. If the specification cannot be met by existing hardware or
feasible development, then the system should be redesigned and the hardware
respecified.

4.3 Interface Between Hardware and Software

There are several different interfaces between the hardware and the software that will
affect the software assessment. Functional analysis, software design and coding depend
on a complete and unambiguous definition of the computer instruction set, as extended
by the device drivers for the associated hardware devices. This interface may be
encapsulated in a compiler for a higher level programming language, plus an operating
system. Timing analysis and testing depend on the timing, sequencing and interrupts of
the hardware. Since timing analysis is generally difficult and error-prone, performance
testing is very important and should be done on the target hardware configuration as
much as possible. Safety analysis of software should be part of a system safety analysis
and depends on knowledge of the failure modes, failure effects and failure frequencies of
the hardware. A failure analysis of the hardware could result in self-testing requirements
for the software.
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6. GLOSSARY

Note: The following definitions are provided in an attempt to avoid misunderstanding,
and as suggestions to p-omote better communication. Definitions with the note "(DEEE)"
are adapted from the IEEE Standard Glossary of Software Engineering Terminology,
ANSI/IEEE Std 729-1983.

boundary-values
values on either side of a discontinuity of a function

compiler
a tool for translating instructions written in a high level programming language
into executable machine code

computer instruction set
the set of machine code instructions that can be executed on a particular
computer

deterministic testing
testing which attempts exercise all parts of a program as specified or designed,
with a goal of finding errors (there are many ways of partitioning a program and
determining test coverage)

device drivers
computer programs forming an interface between developed software and various
devices attached to the computer (examples of devices include analog-to-digital
converters, disk drives, communication ports)

documentation
any material that describes a system or component of a system

fail-safe
the ability of a system to move to a pre-determined safe state when a failure
occurs

failure
the inability of a system to perform a required function within specified limits
(IEEE)

fault-tolerant
the ability of a system to continue to operate in spite of internal faults

formal
based on mathematical definitions and transformations
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functionality
the transformation of inputs to outputs required or performed by a system

hardware
in the context of software-based systems, "hardware" refers to the physical
electronic components of the system

hazard analysis
the identification, assessment and tracing of system states that can lead to
accidents under certain environmental conditions

independent
(1) when referring to people: not influenced by the same ideas, goals and

motivations

(2) when referring to test cases: the selection of one test case does not
influence the selection of another test case

integration testing
testing done when components of a system are brought together, and with the
goal of detecting errors in the interfaces between components

life "cycle"
the ordered sequence of phases of a software development process

maintenance
for software: the process of making changes to delivered, operational software to
correct errors, to change functionality or performance, or to add new features, all
of which may be necessary for the software to continue to be used

methodology
regarding software development: a set of specific techniques for designing and/or
documenting software

operating system
a program or set of programs that provide an interface between application
software and the specific set of hardware, especially for initialization, resource
allocation, process scheduling, file management and communications

operating conditions
the characteristics of the external environment that a system will experience in
actual use

physical product
a document or computer file which describes the system, the computer program,
the project, the analysis, the testing, or the use of the system
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pre-developed software
software which becomes part of the software component of a system but which
was developed prior to the initiation of the development of the system

programming language
a language that can be used to describe how requirements can be implemented
and that can be mechanically translated into machine code (see computer
instruction set and compiler)

quality assurance
a planned and systematic pattern of all actions necessary to provide adequate
confidence that the system and all physical products conform to established
technical requirements (IEEE)

random testing
testing of a complete system with test cases randomly selected from the expected
operating conditions, with the goal of gaining confidence in the reliability of the
system (sometimes used with the goal of finding and eliminating the errors most
likely to occur in actual operation)

software
a computer program and the associated documentation which describes it

software development process
a method of specifying, designing, verifying, analyzing and documenting the
software component of a system (see also quality assurance)

systems important to safety
IAEA definition:
(1) Systems whose malfunction or failure could lead to undue radiation

exposure of site personnel or members of the public (this includes
successive barriers against the release of radioactivity from nuclear
facilities);

(2) Systems that prevent anticipated operational occurrences from leading to
accident conditions;

(3) Systems which are provided to mitigate the consequences of malfunctions
or failures of structures, systems or components.

system testing
the process of testing an integrated hardware and software system to verify that
the system meets its specified requirements (IEEE)
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target computer
the computer which forms a component of the system as installed for operation
(in some cases, software is developed on a separate computer, different from the
target computer)

tools
in the context of software development: computer programs used to help develop,
test, analyze, or maintain other computer programs or their documentation
(IEEE)

unambiguous
a statement which uses precisely defined terms and which can only be interpreted
as having a single meaning

unit testing
when software is designed as a set of smaller units (modules, procedures,
subroutines), unit testing refers to separate testing of each unit against the unit
specification and/or unit design

validation
checking (or testing) that a system or description of a system is complete and
consistent with system requirements and user needs

verification
checking (or testing) that a product is complete, is consistent with preceding
products, and conforms to all relevant standards and guides
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Panel Session: Software Licensing Issues

Chairman

In our discussion we have four regulators, from four different countries, who will give some
indication of their approach and then will give you an opportunity to ask all the questions that you
eagerly wanted to ask them and get clarification. The format which well go, will allow each one
of the regulators to give about a five or ten minute overview description of their point of view. HI
then take one or two questions if they are of an extremely critical nature and you just feel you can't
wait until the end. I'll allow one or two questions at that time and then we'll cut off discussion and
go on to the next regulator and then at the end we'll allow lots of time for informal discussion and
questions and discussion among the regulators and yourselves. So what I've asked you to do as
each regulator is speaking make sure you write down all the questions you have and then if you are
not able to get your question in at one of the two, right after the regulators speak, you can bring it
up at the end after all four have finished speaking.

The first person to speak today is Pierre Courtois from the Belgium Regulatory Authority. He is in
the Accident and Safety Analysis Branch and is also a professor at the Computer Science
Department of the University of Louvain-La-Neuve in Belgium. He has had a long interest and
has worked for a number of years in areas of software reliability, performance evaluation and
software engineering and he is currently at work on an IAEA state-of-the-art report as part of die
team for software that is important for nuclear power plants.

P.-J. Courtois

My organization, AIB-Vincotte, is in charge of the safety analysis, the supervising and the
monitoring of operation in nine PWR nuclear plants in Belgium. Now, I think that in this debate
on software it is worth remembering that the primary objective of a regulatory body is the nuclear
safety of the installation. If I look at a document that is in preparation at the IAEA, that mission is
described as being to protect individuals, society and the environment from harm by establishing
and maintaining a nuclear installation effective defense against radiological hazards. So, with
respect to software, I think that our mission, the primary one, and the only one, is the effort to
make sure that safety critical and safety related software perform their intended safety function, and
that the non-safety related software is indeed non-safety related, which means that it should not
interfere with safety; and that is the only thing, but the whole thing, that we should guarantee to
society. For instance, reliability and availability are of concern but only to the extent that they
support safety. In other words, from the regulatory point of view, the requirements placed on
software need not be different from those which are placed on other technologies; not more
demanding, but no less. What is different is the assessment of these software requirements. How
do we assess them? We have to assess the same thing, but the method is different.

So, that brings me to our safety assessment policy. (The general safety assessment policy -1 think
the software assessment policy should be inspired by the general one). That general policy is based
on principles that are similar to those which are valid in other countries and quite similar, for
instance, to what Albert Ball mentioned a bit earlier, and, in fact, inspired in part by the papers
which were published recently in England.

First, we think - and in Belgium also - that ultimately the operator remains responsible for the
safety of his installation and it is his responsibility to demonstrate the safety to the authorities.
Now, the soundness - the validity - of this demonstration is evaluated with respect to state-of-the-
art techniques, international and national standards (basically European and American - the NRC
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has a big influence in Belgium) and deterministic safety design criteria, which are those that are
applied to the system into which the software must be embedded. We are very anxious to try to
make sure - to guarantee - that deterministic safety criteria, like single failure criterion, the
separation of protection and control function - or safety function, the testability in operations, fail-
safe design, defense-in-depth, access control -1 should also add diversity - that those deterministic
criteria that are applied to the system, should also be applied, perhaps in a different way, to the
software. So the basic philosophy certainly is inspired by that.

In general, we are modest, and we are also concerned with the fact that we have to keep an
independence of judgement, and we are therefore not prescriptive. We sometimes even do not
recommend the preferred technology or design solution to satisfy these criteria. The safety
properties of the systems - of many systems, not all of them - are verified against these criteria
when the design is complete. However, there are exceptions, and even for certain traditional
technologies, like welding and brazing, one must resort, and one must invoke, the concept of not
special case as Albert mentioned, but we are in favour of the concept of special process, defined in
the ASME standard as being a process, the results of which are highly dependent on the control of
the process or the skills of the operator or both and in which the specified quality cannot be readily
determined by inspection or test of the product. In those cases we must monitor the design process
as such. And this standard, which applies to brazing and welding, applies amazingly well to
software. We have the same problem. We have a product that we cannot evaluate when it is
completely terminated - finished. Thus the whole set of procedures for work quality control
inspection, verification of personnel qualifications, halt points, which are associated with this
concept of special process, should basically, in their basic principle, also be applicable mutatis
mutandis to the construction process itself.

The major point is that the software is just an intellectual construction, and as such, leaving aside
the hardware on which it runs, this construction is completely determined by the production
process. So, what I just want to emphasize is again this shift of emphasis from product to process;
and the current approaches to assessment of software are much too often restricted to the product
behaviour alone. For instance, quantitative software assessment, like statistical testing, reliability
growth models and those things, do not consider the processes that have led to the product, and if
you look at software process assessment in guideline standards and so on it is qualitative only.

So, we need to pay attention to this production process as a regulatory body and especially to the
main complements of the main axis which drive this process and, as has already been said, these
are essentially, I think, the competence and experience of the designers and the programmers. It is
very difficult to find good programmers - it is a very difficult job, it is a terribly intellectual job.
Many of us here, I think, are unable to do it properly; and we have also to pay attention to the
design, the programming and the validation disciplines that are enforced on those people, or that
they chose. The tools, as has been said, and the documentation, I explained in my talk [Session #1
Standards], so those points - staff, discipline, tools, documentation - are quite important and good
practices along these lines are essential to contribute to the absence of software defects in the end
product. However, like testing, which can reveal software errors but cannot prove the absence of
errors, I think also that a posteriori verification and assessment can only show bridges to these
good practices, but cannot certify their correct application nor their achievement during the design
itself, which means that I think the regulatory body has to assess these practices during the design
itself. This does not mean of course that we do not consider as being indispensable to put the code
to static and dynamic analysis, functional, statistical and, when possible, operational testing of
course. The three leg approach is certainly an important one.

The last point that I would like to mention is the subject of categorization, which is a topic of
discussion in Belgium between utilities and the authorities. It is sure that the same level of
demands need not be imposed on all software products and production processes, and
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categorization with these very difficult issues. The definition of categories and the definition of
this demand are, as I said, still a current subject of discussion and very difficult, except perhaps,
for the most critical category, where it is not too difficult to say you have to do the maximum.
Otherwise it is more or less natural to consider three categories: the safety of life category, the
safety related category, and the other software. The critical software, the software which is not
critical but related and the software which is completely independent. That makes three categories.
Discrimination between more than three categories, three classes, is a very difficult exercise. Not
because there is a lack of criteria, there are plenty of criteria according to which you could rank the
software. But the problem is that when the number of categories increase it is difficult to find good
reason to relax in category X+l a software quality attribute that is required in category X. On what
basis do you relax the requirement and by how much? I have never heard people talking about that.
We talk about categories, we talk about criteria to rank the categories but what do we do in each
category? How do we relax and on what basis do we justify this relaxing? The reason is that there
is in general no way to measure the impact of requirement relaxation on the quality of the end
product.

So, we are thinking of three categories and it is not too difficult to do. That software of the first
category is the one which is the classical safety critical software. The second category is perhaps
the most important one and in general, of course, there is probably manual or human backup that
exists for this category. Now, the criteria to discriminate between these categories can vary. In
general we are in favour of criteria that are deterministic rather than probabilistic, and, which are
not orthogonal to each other. That is what I mean by commensurable measure of the severity of
the other consequences.

We are not in favour of a criterion which would be risk which is the product of the probability by
the consequences of an accident. Risk may be, in certain cases, a valid concept to define maximum
admissible probabilities of occurrence to accident but is an ill-conditioned concept to define the
minimum quality which is required from a product. Let me try to explain why. Risk is the product
of a small quantity which is a probability by usually very large quantity which measures the
consequence of the accident; and the probability is difficult to evaluate, is a mathematical concept,
which is the limit of a frequency, which can be used only if a lot of simplifying assumptions are
taken into account, and probably only in terms of relative values and not absolute values. When
people represent risk, which is the product of the probability by the consequence of the acci.ient,
they are represented by a branch of an hyperbolic function which is completely symmetrical. They
forget that the probability varies between 0 and 1 while the consequence of the accident may vary
between zero and tens of thousands of deaths. Now, an exact representation of this risk function
would not be this but that - not a symmetric function but an asymmetric one. Which means that if
you have a very small variation of the probability 10~4 to 10"^ or 10~5 you have a big variation on
the consequence of the accident for the same risk; and people tend to play with that. If, in the
evaluation of the risk, you make an estimation of the probability with an error of 10~4 you may
have large deviation on the estimation of the risk, and therefore on the estimation of the category in
which the public should be. It is better to be very careful with this ill-conditioned function. In
practice it means that if you cheat a little on the probability you can cheat quite a lot on the risk and
on the category. So, I don't think that risk, when it is defined as the product of a probability by
the consequence of an accident, is a good criterion.

So, I suppose that many of you will not agree with that. That is all what i wanted to say.
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Chairman

The next regulator will be Jerry Mauck from the US Nuclear Regulatory Commission. He is a
Section Chief with Instrumentation and Control in the Systems Branch dealing primarily with plant
backups. He has been licensing power plant retrofits for a long time with analog controls, and for
the past seven years he has been wrestling with the added question of software-based backups.

J. Mauck

Let me start off with a little bit different slant on what we have been hearing for the last two days
and this is a particular problem that I think is only applicable to the United States regulator and that
is the use of 50-59 which is a law (it's in the code of Federal Regulations) for power plants to
follow; and the problem that we have been having is that there has been numerous digital
changeouts over that the last five or six years. Most of the digital changeouts have been sent to us
for staff review and approval before they are implemented at the staff, but several fairly large
digital changeouts, including trip systems, have been done under this 50-59 process. I guess a
brief word about that is that the way the regulation is written, a power plant can make a system
changeout if, without coming to the Nuclear Regulatory Commission if it doesn't involve a
technical specification change, if it doesn't introduce an unreviewed safety question, and if it
doesn't alter the Chapter 15 Safety Analysis. A lot of plants and a lot of the instrumentation
personnel have been treating these digital systems as black boxes and that the inputs coming into
the black box are the same and the outputs coming out of the black box are the same - and their
committees have deemed that this does follow 50-59 and that it doesn't have to come before the
NRC staff for review.

So, I think this a particular problem that the US is facing. The problems that we have with that is
that we feel that it does introduce new unreviewed safety questions - some of those are on here and
the topmost one is the one that I think we all have been wrestling with and that is the common
mode failure by software, which is a new failure mode that you didn't have in the older analog
systems; and a few hardware problems have been introduced that weren't there - new susceptibility
to EMI, ESD, RFI, possibly new susceptibility to higher temperatures, power quality has to be
better, grounding loop problems, and then in some case we have had plants that have consolidated
inputs and one of the bases for licensing these plants have been the diverse functions and the fact
that these functions are going into separate racks and into diverse racks and now they have
consolidated these so you have lost some of the diversity, which is another argument against the
use of 50-59. The others are if you are using commercial dedication and then the on-site
experience that exist at a lot of plants.

Our final analysis - and this has been an ongoing process for a long time the bureaucratic wheels of
NRC work rather slowly. This is an unreviewed safety question therefore it will not pass the 50-
59 requirement. It will require - any safety digital backfit does require - a review by the NRC staff;
and the last bullet is the draft generic letter as currently scheduled - that has been published for
public comment. But that generic letter is out for public comment and it has been sent to a lot of
the utilities, the vendors and the laboratories in the US and one of the comments we are looking for
goes into Mr. Courtois and other points and that's the threshold question: Does the Nuclear
Regulatory Commission have to spend resources to review every safety related digital changeout?
Is there a level of safety system that we can have confidence mat the utility and the vendor are
going to do it right and we do not have to get involved with it?

The primary purposes for that is because of limited staff resources, limited time and plants are
usually under an accelerated schedule to implement these, so we are trying to lessen impact on
plant startups.

-235-



Just a brief detail on the review approach we have been taking on the backfits for plants and that is
we have been following our IEEE 7432 1982, which is in a re-write form, and I think that it is due
for publication within the next year and it's a fairly extensive re-write on the 7432. But we do
work with the vendor of the software and we do review the process that the vendor has used to
provide the final software. We do look at the specific plant application, changes that have been
made from previous plant applications - we audit sample plant parameters - we do the thread audits
- we follow it through from the sensor all the way through to the trip on certain parameters and we
also look at timing problems that have been introduced with the digital backfits.

I think most of you have seen this by other presenters. The software regulatory guides are 1152,
which is basically an endorsement of the 1982 version of IEEE 7432 and recently we have been
referencing other IEEE software standards and we have been using IEC 880 as a reference. The
most up to date backfit review that we have done, that has all of this in there, is the one on the Zion
station which was an Eagle 21 design by Westinghouse. In addition a problem that we have all
been wrestling with and I think we finally are approaching a satisfactory resolution - at least on
operating plants - is the defense against common mode failures. We have determined that you can
either get rid of these by quality or by diversity and I think that we are all of the opinion that quality
is very hard to approve, and most industry experts on software that we have been working with
have pushed the diverse application for software.

So, for the Zion station - and this was the first time that this was applied to an operating plant - we
had the Zion station - in conjunction with Westinghouse - do a defense-in-depth analysis of their
plant, and this analysis was to couple their Chapter 15 with all of the trip functions that they were
bringing through the Eagle-21, and to take a credible common mode failure potential, and a guide
that they were to use for that - not required to use but that we recommended, was NUREG 493
which is based on the Westinghouse RESOAR 414 which was published in 1979. In that analysis
we requested that sufficient diversity within the design be demonstrated for each event and that if a
postulated common mode failure could disable the safety function, then diverse means had to be
shown by the plant; and we were a little bit liberal in that, in that the diverse means did not have to
be safety related - that diverse means could be non-Class 1A and in addition with the proper time,
they could take credit for manual actions from the control room if the manual actions were using
instrumentation that was not dependent on the digital system that had been backfilled in the plant

Now, I want to put up a little bit of a different position for our advance reactors. The advanced
reactor section is going a little bit different path from the one that we are doing on operating plants.
They are applying that defense-in-depth analysis with one addition that they are presently requiring
of the plants, but this position hasn't been approved by the Commission yet, so it is still in its draft
form, and that is a requirement that a set of safety grade displace controls that is independent of the
computer system located in the main control room shall be provided for system-level actuation and
monitoring of critical safety functions and parameters. Obviously the controls have to be in the
right place and some of the key words are that the displays and controls shall be conveniently
hardwired and the system architectured to the lowest level practicable. I think those particular
words are causing some of the vendors heartburn because it is not clear to everyone as to what we
mean by the lowest level practicable. 1 guess we are struggling with everyone else as to trying to
come up with a modern, up-to-date regulatory guide or standards on the use of software. We do
have extensive laboratory contracts out with Lawrence Livermore to help us in the development of
software standards but that is not going to happen this year. Maybe we'll get something out of
Lawrence Livermore by next year. But at the present time we are just using IEEE 7432 and using
the other IEEEs and the IEC 880 as a guide.
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Chairman

The next regulator is from Canada. />Jtur Faya is with the Atomic Energy Control Board. He is
head of the Control & Engineering Group. His background has been primarily in the areas of
system behaviour and simulations and the experience in Darlington has caused him to alter
considerably his previous view of the nature of software.

A. Faya

Much of what I wanted to say has already been said by Richard Taylor and also by Paul Joannou
in his summarization yesterday. So, in the last two days I noticed - especially yesterday - that the
regulator has been on the receiving end of some punishment by some speakers and what I was
planning to do was to present some historical perspective to show some of the reasons that lead the
AECB to some of the decisions but I will try to compress that for the benefit of time.

I will try to touch on the control computers, fuel handling computers, and trip computers as well.
The control computers were introduced in CANDUs because of several reasons but some of the
most important ones are CANDUs have a negative coolant temperature proficient reactivity
coefficient so they are hard to control, and the large size of the reactor and the large number of
reactivity devices makes manual control very difficult. In fact, in theory you could split a CANDU
in two or more critical reactors. Pickering 'A' is the first fully computerized reactor regulating
system. I believe 1973 was the startup date. The AECB has not reviewed the control computer
software basically because they are backed up by fully independent shutdown systems and they
have some protective actions such as step-back and set-back that reduce the power of the reactor to
prevent the shutdown because CANDUs poison out very quickly. But those protective actions are
not credit in the safety analysis.

Fuel handling computers are very complex and are critical in the sequence of operations. The
AECB has not reviewed the software for the fuel handling computers but there was an incident at
Bruce 'A' in February 1989 where the bridge that supports the fuelling machine - the software
error induced the release of the brakes and the fuelling machine was clamped to the fuel channel
and the fuel channel was damaged. So, the AECB is reconsidering its position of reviewing the
software for that special machine.

A computer-based software trip system was introduced in Point Lepreau and Gentilly 2. In this
case they are programmable logic comparators and they have one programmable logic comparator
for each trip parameter basically. The AECB has conducted a limited review of the software but
we didn't compare against safety critical standards.

The safety system monitoring computer at Bruce 'B' has not been reviewed because it is basically a
monitoring device with an aid to the operator. I believe it is linked by an optical connection and
what can it can do wrong is give wrong information to the operator basically and induce a human
error. But it does not have any effect on the shutdown system at all. So, fully computerized
shutdown systems are introduced on Darlington. 1990 is the startup date for Darlington 'A' Unit
#2 and in this case we had a very thorough review of the software using a consultant as well as our
staff. I had planned to go through the chronology but I think that it is going to take too much time
and I would rather have your questions. As a result of the Darlington assessment some findings
were that the code was too complex, difficult to maintain, and some errors that were found, they
would have caused a fail-safe condition. One of the conclusions was that the code was not suitable
for long-term operation. So the first conclusion I should have written is that it is acceptable for use
in the short term The AECB wrote to Ontario Hydro requesting re-design and also that the licensee,
probably with the help of AECL, which is happening now, elaborates standards for developing
safety critical software and now has been extended to non-safety critical as well.
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There is also random testing in the Darlington assessment - it did not review any error. By realistic
trajectories I mean these trajectories are simulated with scientific codes and input to the trip
computer. But, again, we did not get any indication of the reliability as a number.

The Darlington review approach has been generally successful and comprehensive and the formal
inspection procedure is good but require some more development especially in automatizing the
inspection procedure. The procedure we used was the one mentioned by Dr. Courtois yesterday,
the Program Function Table.

Lack of software design standards for safety critical software - as I said Ontario Hydro and AECL
are working on those standards and they extend to safety related systems as well.

By diversity between shutdown systems I mean diversity of software really. Systems are diverse
as far as hardware is concerned but what I am trying to say here is that similar kinds of software
errors might be present in both shutdown systems.

I think Number 5 has been said probably ten times yesterday and today. Personnel qualification -
Richard Taylor spent quite a bit of time talking on that on training - what basic set of skills we
should be looking for in software engineers. Those are questions I don't propose that the AECB
should be regulating on personnel qualification. I just trying to raise the issue. Should there by an
accrediting agency similar to the agency that accredits engineers? I'm trying to raise the
responsibility issue that Richard Taylor has touched upon.
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Chairman

Our last speaker before we get into the general panel discussion is the regulator from the UK -
Albert Ball has already been introduced to you earlier today - he is from the Nuclear Installations
Inspectorate and as already has been mentioned most of his experience is related to nuclear
chemical plants but he does have a lot of interest in nuclear power plants as well.

A. Ball

I have already spoken about the Nil's policy regarding assessment of software in safety systems
so for a few minutes now I will talk a bit more generally about nuclear safety management in the
UK where the licensee is the Nil and other bodies are involved.

The licensee is the owner, the operator of the facility. There has to be a site license in existence
before any facility can be built on that site and the Nuclear Installations Inspectorate issue the site
license.

As I said before the licensee is responsible for safety - he has to convince himself that he has
incorporated appropriate safety precautions in his plant and, secondly, he has to provide substance
to the belief in the form of an objective safety case which is presented to the Nuclear Inspections
Inspectorate, and we judge the adequacy of that safety case.

The Nil is a government body, it is a division of the Health and Safety Executive. It is
independent of the licensees. The system is an adversarial system - the licensee puts up his safety
case as a demonstration of the adequacy of safety and the Nil will try to knock that safety case
down - we will challenge that safety case. If we succeed in knocking the safety case down then
either the safety case itself or the plant has to be improved appropriately, and on either front
improvements will be necessary.

There is a difference: the plant may be entirely safe, but if the safety demonstration is not complete
and not adequate then that needs to be strengthened because that is the objective evidence of the
adequacy of safety on the plant. So, in either sense, we are not satisfied with the case, or we
might be satisfied with the case but believe it shows the plant is inadequately safe, then
improvements will be necessary.

To back up that position we have comprehensive legal powers - as I've said we issue the site
license The site license has many conditions attached to it. One of these conditions is to g^ve
ourselves even more power in the sense of applying hold points between the various stages of
construction and development of a plant. If we wish to restrict the development from one stage to
the next - as we generally do, then we will require there to be a license instrument, a consent given
by ourselves before progressing to the next stage. So the licensee will have to come to us and
demonstrate that his safety provisions are appropriate for that stage of the development before we
will issue the license instrument to go on to the next stage.

If something goes wrong with the plant, if there is an incident the Nil has the power to prosecute.
Clearly if something has gone wrong there will be one or more breaches of the site license and
therefore the licensee is in breach of the law and we will make the decision whether or not to
prosecute the licensee.

We are a non-prescriptive organization - we do not tell the licensee how to design his plant - we
don't tell the licensee how to present his safety case - and it is important that we don't because we
don't set ourselves up as more knowledgeable or cleverer than the licensees - all we ar*1 is
independent of the licensee - its an application of the principle of diversity: two heads are better
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than one. The licensee designs his plant: he satisfies himself that he has incorporated adequate
safety, and tries to convince us that he has done so. If we get involved in the design process by
suggesting design solutions to problems, we are as likely as the licensee to miss some safety
feature involved in that design. So that is quite wrong. By the same token we don't tell the
licensee how he should present his safety case. The way he demonstrates the adequacy of his plant
is up to him - we try not to apply any restrictions on the way the licensee goes forward. So, we
get the full benefit of the diversity in both senses - the safety case and the plant.

Outside of that there is another body - the Advisory Committee on the Safety of Nuclear
Installations which is the third layer of the onion if you like. This is a body which is again
independent. They deal with masses of nuclear safety policy in the UK. Although they are
independent of the Nil and licensees, there are representatives on the committees - standing
members from the licensees and the Nil. So we are represented and the licensees are represented.
But nevertheless the responsibility of the Advisory Committee on the Safety of Nuclear
Installations is global. It is not restricted to the interests of the licensee or the interests of the
Nuclear Installations Inspectorate. It consists of recognized experts drawn from a wide range of
disciplines, from universities, from industry. So, we have as broad a spread as possible. A lot of
members don't have anything whatsoever to do with the nuclear industry. So, they can be very
much more objective than can people from within the nuclear industry. As I've said their task is to
advise government on matters of nuclear safety policy. They can set up study groups if they wish
- if they have particular areas of concern - they have pretty free reign over what they look at and
what they do. They will set up sub-committees, they will nominate the members of those
committees to carry out various studies and review the results and give advice as a result.

They also keep an eye on what the Nuclear Installations inspectorate is doing. That might be some
comfort to licensees but we also find ourselves under the microscope occasionally - and that is
perfectly appropriate. The Advisory Committee on the Safety of Nuclear Installations is a body to
decide whether or not the policy which is being applied by the Nil is an appropriate policy for
giving the best nuclear safety for the United Kingdom.

So briefly - to review - the licensee is responsible for safety. He looks after the day-to-day safety
of his plant. He is concerned with making sure that things operate in a safe manner continually.
The Nuclear Installations Inspectorate oversees the licensee's capabilities for managing safety on a
day-to-day basis, and the Advisory Committee on the Safety of Nuclear Installations oversees the
whole process and advises on policy matters.
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ABSTRACT

This paper discusses the benefits of combining both mathematically based
formal methods, and informal conventional structured methods in the
development of safety-critical software. The strengths and disadvantages of
the two approaches for specification and verification and validation are
discussed. The methods discussed in the paper have been developed from
practical experience of specifying, designing, building and validating
safety - critical systems.

1. INTRODUCTION

Rolls-Royce and Associates Limited (RRA) has developed a wide range of
skills which are particularly appropriate to the civil nuclear power
generation industry, with its requirements for high integrity engineering.

RRA started using formal methods over 8 years ago. This was in the
development of electronic protection, control and instrumentation systems.

From the experience of these and subsequent projects, RRA has developed a
lifecycle which uses formal methods in conjunction with more conventional
methods for the development of safety-critical and other high integrity
systems, (References 1, 2 and 3).

'This paper concentrates on two areas, specification and verification and
validation to show how the different strengths and weaknesses of formal and
conventional development approaches can be used together to produce a more
trustworthy system.

These areas are of most interest from the point of view of cost-
effectiveness. Investment in the specification stage is important because
any errors left in will be extremely costly to correct and have a serious
impact on the project. The validation and verification phase accounts for
the largest proportion of the total system development costs and any savings
made here should therefore be most significant.

2. SPECIFICATION

The specification fulfils several purposes:-

• It gives the customer confidence you are going to build what he
wants.

• It is a baseline for the designer to work from.

• It is a target to test the product against.

• It is a document to describe the system.

In order of increasing rigour the specification may be written in : Natural
Language, Structured Methods (e.g. Ward-Mellor, Mascot, 00D etc), or in a
Formal Language (e.g. VDM, Z, HOL, VHDL etc). Where a natural language is
used great care is needed to ensure that the ambiguity inherent in natural
language is removed.
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Structured Methods have a proven record in helping analysts to partition and
understand the required system. They also have the advantage of being
pragmatic techniques which were developed by practitioners in a wide range
of industries. They are therefore accepted as being flexible and friendly
by the people who must use them and are seen as a real aid in ensuring that
complete, correct and consistent requirements are captured.

They are easy to use and understand, and result in well documented, modular
systems which can be worked on in parallel by teams of people. The standard
methods also have relatively mature toolsets, which can perform extensive
syntactic and semantic checking, in addition to their capabilities for
documenting the system.

Formal Methods have not yet been widely accepted in industry. They are
often labelled as impractical and suitable only for unrealistic case
studies. However, where formal expression of requirements have been used,
their mathematical basis means that they are rigorous, unambiguous and
amenable to use in reasoning about the system. In addition they can be
translated into an executable form to provide an animation of the proposed
system. When difficulties are found in expressing the requirements
formally, this gives an early indication that the final system will be
difficult to validate, and the concept should be questioned.

Using the structured method to capture and partition the system, and then
using a formal language to express the details of processing requirements,
data structures, state transitions and entity relationships means that the
strengths of both approaches can be harnessed and the disadvantages
overcome, (References 4, 5 and 6).

Having a formal specification at the start of the project is important
because:-
• Errors in the specification are most costly to correct.

• Errors in the specification are unlikely to be found until system
testing.

• Errors in the specification are most disruptive to project
management.

Or in other words confusion (from ambiguity) costs money.

3. VERIFICATION AND VALIDATION

The problems of conventional testing are:-

• It is very costly.

• You need something to test against.

• Because exhaustive testing is impossible there is no definite end
point at which you have done enough.

• It is not comprehensive - it only tests the tests cases applied.

• Errors are usually found bottom up.
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However on the positive side:-

• Standards, strategies and tools for testing are being developed.

• It provides a real demonstration that the product works (including
compiler, microprocessor, peripherals etc.).

• It needs experienced but not especially well qualified staff.

• It can be done in sufficient quantities for a statistical meaning to
be applied.

The formal techniques of verification and validation (refinement proofs and
static analysis) have different strengths and weaknesses. Their strengths

are:-

• They find errors for all possible inputs.

• They can find very subtle errors.

• Tools are available to do the basic operations automatically, and to
help the analyst in the more complicated stages.

Unfortunately:-

• It is also necessary to demonstrate or prove the correctness of the
compiler, processor, peripherals etc.

• It needs specialised staff.

• Tool support is still immature.

• Large sections will probably need repeating if the code is changed
only slightly.

There are two different but related approaches to formal verification of a
system. These are refinement proofs and static analysis.

Refinement proofs:-

• Are Top Down (from the specification downwards).

• Require a Formal Specification.

• Are consistent with strategies of undertaking validation as early as
possible in the project.

• Need advanced tools.

• Are goal orientated.

• Have been confused with the process of design.
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Static Analysis:-

• Is performed bottom up (on the code).

• Starts after code is written.

• Has more mature tools.

• Relies on experience of practitioners to know what to abstract.

• Is useful in non-formally specified projects.

• May be expensive - because it results in the production of a Formal
Specification bottom up, if one does not already exist.

For formal verification of code, costs are minimised when:-

• A formal specification already exists.

• There is close mapping between the specification and the code.

• There is good tool support.

4. CONCLUSIONS

Structured methods are a practical means of ensuring good requirements
capture and they help in the design process.

A formal specification will be needed for full static analysis and it is
most cost-effective to create it at the specification stage of the project.
The existence of the formal specification will then help to reduce the risk
of cost and timescale overrun, due to late changes or discovery of errors.

Conventional testing provides a demonstration that the whole implemented
system functions correctly. It can also provide statistical data on which
to estimate the reliability or availability of the system. It is a
relatively mature discipline, but is costly and would benefit from further
automation.

Static Analysis and refinement prove the functionality of the system over
the full range of conditions and can detect errors which are too subtle for
conventional testing. It needs specially trained staff, and the tools are
immature, but for a formally specified system it is less costly than
attempting to achieve the same confidence by conventional testing.

Neither formal nor conventional methods should be used on their own. They
are complementary methods for ensuring error free software.
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ABSTRACT

Atomic Energy Control Board regulations state that Canadian CANDU reactors shall have two fully
effective, independent and diverse shutdown systems. The Darlington Nuclear Generating
Station is the first power plant operated by Ontario Hydro to make use of software-based
computer control in its shutdown systems. By virtue of the reliance placed on these systems to
prevent exposure of the public to harmful radioactivity in the event of an accident, the shutdown
system software has been categorized as safety critical software. An important issue that was
considered in the design of the Darlington shutdown systems was how the software should be
designed and incorporated into the systems to comply with the independence and diversity
requirement. This paper describes how the independence and diversity requirement was
complied with in previous CANDU shutdown system designs utilizing hardware components. The
difference between systems utilizing hardware alone, and those utilizing both hardware and
software are discussed. The results of a literature search into the issue of software diversity, the
behaviour of multi-version software systems, and experience in other industries utilizing safety
critical software are referred to. This paper advocates a systems approach to dasigning
independent shutdown systems utilizing software. Opportunities exist at the system level for
design decisions that can enhance software diversity and can reduce the likelihood cf common
mode faults in the systems. In the light of recent experience in implementing diverse safety critical
software, potential improvements to the design process for CANDU shutdown systems are
identified.

1. HISTORICAL PERSPECTIVE

During the design and construction of the Bruce Nuclear Generating Station (NGS) in the early
1970s, the concern arose as to whether a single shutdown system could be relied on to shut down
•he reactor in a timely manner in the event of a serious process failure, such as a large
ioss-of-coolant accident. In view of the uncertainty of the magnitude and sequence of events
following such a failure, both the Atomic Energy Control Board (AECB) and Reactor Safety
Advisory Committee voiced the concern that the shutdown system may not survive the physical
consequences of accidents involving vessel ruptures, pipe whip, and pressure and temperature
excursions unimpaired. Jt was to allay this concern that the concept of a second shutdown system,
functionally separate from and as fully effective as the first shutdown system, originated. With the
introduction of a second shutdown system of suitable design, the AECB accepted that at least one
shutdown system would operate as expected following a single process failure. The requirement
for "two independent and diverse" shutdown systems has become an AECB regulatory
requirement [1, 2].

An important result of the decision to incorporate a second shutdown system was that credit could
be taken for a timely and effective shutdown system action in the design of other reactor systems.
For example, the containment structure need not be designed to withstand the pressure surges
associated with a failure to shut down the reactor following a process failure.

Regulatory requirements relating to single failure immunity, and the ability to perform on-line
testing to confirm that the reliability target is being achieved [2], have given rise to the design
decision to channelize CANDU shutdown systems. Each CANDU shutdown system has three
separate channels, monitoring reactor systems data via separate instrument loops, and providing
trip output to the shutoff mechanisms via a two-out-of-three voting arrangement. Additional
benefits of the channelized design are that it is possible to achieve a higher reliability target for the
system than for any of the individual channels, and that spurious reactor trips are reduced.

It follows that if a second shutdown system is to provide assurance of timely and effective
shutdown action, where a single shutdown system could not, the introduction of the second
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system must entail an improvement in the reliability of overall shutdown system action. Shutdown
system redundancy alone can accomplish some of this improvement, but in order to achieve the
maximum benefit in reliability, the two shutdown systems must be as independent of each other
(and other systems) as is practicable. Independence of the two shutdown systems implies that they
are free from potential causally linked (common mode) failures. The approach used to achieve
independence in the two shutdown systems has been to incorporate as much diversity as is
possible, or practicable, into the designs of the systems.

Certain aspects of shutdown system independence have been achieved by enforcing high-level
constraints on the two shutdown systems. These independence aspects, and some of the design
diversity mechanisms that help to achieve them, are given below:

1) Physical independence. This implies that the two shutdown systems are in no way
connected to each other through common components, and that the two systems are as far
apart spatially as a common reactor vessel and containment structure will allow. This
reduces the probability that a process or sub-system failure could cause common mode
failures in both shutdown systems.

2) Functional independence. This implies that the two shutdown systems employ different
principles of functioning to the greatest extent practicable. An example of functional
diversity is gravity-driven shutoff rods for one shutdown system, and injection of a
neutron absorber (or "poison") into the moderator for the other. This kind of diversity
reduces the probability that similar conditions could adversely affect the two systems in the
same way.

3) Operational independence. To the extent permitted by the safe operation of the reactor,
operator interaction with the two shutdown systems should be separated in space and time,
and the operational procedures should be created with this in mind. This reduces the
possibility for common mode failures due to erroneous operator input to both shutdown
systems.

2. SHUTDOWN SYSTEMS USING HARDWARE ALONE

Prior to the design and construction of Darlington NGS, all CANDU nuclear generating stations
typicall) utilized shutdown systems composed entirely of hardwired logic components, such as
analog comparators and relays. The reason for this is largely historical, in that the advantages of
digital and software-based devices in this type of application have only been realized in the last
fifteen years or so, and the earlier stations were designed prior to that.

2.1 Characteristics of Systems Using Hardware Alone

Hardware systems usually consist of hardware components that are connected together according
to a deMgn that might be prepared, for example, as a schematic drawing or logic diagram. The
manner in which the components are linked together will be referred to as the overall system
design. In operation, the reliability of a system will depend on the reliability of the individual
hardware components, and the correctness of the overall system design. During operation, a
system failure can occur as a result of:

1) an individual hardware component failure due to the component wearing out,
2) an individual hardware component failure due to an internal design fault, or
3) a fault in the overall system design.
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These three potential sources of failure have to be considered during the design and implementation
of a system. In the case of individual hardware components, common practice has been to select
components that have been proven in use. This provides confidence that design faults in an
individual component are likely to have been reduced to a very low level. Failure due to wearing
out may still occur, but, because failures due to wearing out usually occur at random times, the
failures can be considered independent.

Potential design faults in the overall system design are addressed using proven methods of design
review and system testing. Using these methods, confidence can be established that the probability
of overall system design faults remaining after testing is complete is low. Note that hardware
system design and review is normally conducted using a standard "language" (e.g., logic
diagrams) that is understood by many practitioners, has been accepted for use, and has proven
itself in use.

Common practice in the design of CANDU shutdown systems utilizing hardware has been to use
components from different manufacturers in the two systems, and to put different design teams to
work on the two systems. This gives further assurance that component design faults will not cause
common mode failures between the two systems.

By adopting the practices described above, it is assumed that system failures will occur
predominantly as a result of individual hardware components wearing out. With this assumption,
and knowing component reliability characteristics such as failure rates, relatively accurate
mathematical predictions of the reliability of the overall system can be made.

Because hardware failures occur randomly, system availability and reliability can be improved
further using fault tolerance techniques such as triple modular redundancy, where three
components or groupings of components, of the same type, and performing the same function,
feed output to a voting mechanism that produces a final output based on a two-out-of-three vote.
Availability and reliability can be improved using this technique because, for hardware, failures are
considered independent and random, and the two-out-of-three voting mechanism allows system
operation to continue in the event of a single component failure.

This approach assumes that the probability of failure due to design faults in the hardware
components themselves, or in the overall design of the system, is very much less than the
probability of failure due to wear out.

3. THE USE OF SOFTWARE IN CANDU SHUTDOWN SYSTEMS

Darlington NGS is the first Ontario Hydro CANDU nuclear generating station to employ
computerized (software-based) trip logic in its shutdown systems. Three trip computers per
shutdown system (one computer for each of three channels) accept input signals from analog
transducers and operator pushbuttons, perform analog to digital conversion where necessary,
perform trip logic decisions, provide monitoring information, and produce digital outputs that feed
into the two-out-of-three voting in each system. There are a number of benefits to a software-
based shutdown system, when compared to the analog hardware approach:

1) There is a potential for making design changes to the system more expeditiously, and in a
more cost effective manner.

2) It is possible to perform more self-checking in software, which ultimately can result in
greater safety reliability.

3) The interface to computer-based operator display and monitoring systems is simplified.
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4) Since all of the shutdown system logic is embodied in a standardized computer platform,
much hardware logic component interface engineering can be avoided. Programmable
hardware is also less expensive than the equivalent hardwired logic.

During, and following, the preparation of the Darlington software, a number of general concerns
about the effect on reliability of using software in safety critical systems were raised:

1) Software implementations are more complex than those in analog hardware. The increased
complexity is likely to result in design faults that could lead to failures. The increased
complexity is due to a number of factors:

a) designers often provide more complex functionality in software than they would in
hardware;

b) software is inherently more complex than analog hardware because it operates in the
discrete, discontinuous domain, and is much more sensitive to "small errors" than
hardware;

c) most software implementations involve sequential execution of tasks, as opposed to
analog hardware, in which independent functions can operate concurrently. This
imposes complications on the scheduling of tasks in software in order to meet
system timing requirements.

2) Software is difficult to test. Situations that were not anticipated by code designers are also
often overlooked by testers.

3) Multiple versions of programs that have been developed by independent teams have been
shown, in a number of cases, to possess design faults that are correlated.

The Darlington shutdown systems were designed to meet the same regulatory requirements as the
analog hardware shutdown systems that preceded them. Both hardware and software sub-systems
of the two shutdown systems were designed by separate teams. The software was developed from
two different software requirements specifications, conforming to the same high-level requirement
The hardware components in the two systems, including the computer platforms, originate from
different manufacturers. A different computer language is used in the software of each shutdown
system. Design measures such as these enhance the diversity between the two shutdown systems,
providing some assurance that the two systems will not experience common mode failures.

The software in each Darlington shutdown system is virtually identical among the three channels of
each system, since only two "versions" of software were produced. The use of identical software
in the three channels of each of the shutdown systems means that any latent software design faults
would be reproduced identically in each channel. Even though each channel monitors its own
input data via dedicated sensors separate from the other channels, so that the inputs will not be
identical among the channels, the potential for coincident failures among the channels would be
increased by such a common mode fault Each shutdown system, however, does receive a
reliability benefit from the triplication of the hardware components of each channel, including the
computer platforms, since they are expected to fail randomly. The potential for common mode
software failures is accounted for in the overall reliability estimate for each shutdown system.

3.1 Characteristics of Software

The distinction, made earlier, between internal design faults of individual hardware components
and design faults in the system of which the components are a part, does not apply very well to
software. The state of software development has not yet reached the stage where proven software
components can be pulled "off the shelf' and linked together in the way that hardware components
can, although there is considerable work under way to achieve that goal. The important point to
note about software is that it does not exhibit the wear out characteristic of hardware components,
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and thus, all software failures are caused by design faults. This fundamental difference in Che
predominant failure mode of hardware and software is at the root of the concerns about the use of
software in safety critical systems.

To address some of these concerns, a review of the use of software in the Darlington shutdown
systems was carried out recently. One area of the review with which the authors have been
involved is software diversity, particularly the concerns about the likelihood of common mode
errors being present in the versions of the software running in the two shutdown systems.

3.2 Software Diversity Review

A literature search on the topic of software diversity focused, in particular, on the causes of
common mode errors in multi-version software, since this relates directly to the situation in the
Darlington shutdown systems. The literature search identified the following as the prime
contributors to faults that gave rise to coincident software failures in multi-version software:

1) incorrect software requirements,
2) software design faults, and
3) overlapping fault domains in areas of the software that are not logically related.

A number of authors emphasized the importance of directing considerable effort towards obtaining
correct, unambiguous requirements, using formal methods whenever possible [3,4, 5,6]. Even
starting with correct requirements, there is strong evidence that, in areas of complexity, individuals
have the tendency to interpret the requirements in the same, incorrect, way, thereby introducing
design faults that can give rise to common mode errors [7,8]. The third contributing factor arises
because it is difficult at the present stage of software engineering to write a significant piece of
software that is free of faults. The discrete nature of software gives rise to the possibility that the
same set of inputs fed to two different versions of a program may result in the two versions failing
at the same time due to faults that are not logically related [9].

The main reason for introducing software diversity is to improve the reliability of the system of
which the software is a part. However, there is still a great deal of controversy regarding the
increase in reliability that can be achieved. There appear to be no suitable metrics mat relate
reliability to diversity. Furthermore, it is not practical to demonstrate conclusively through
statistical testing that the ultra-reliability desired for safety critical operation has been achieved [10].

A number of authors say that it is essential to use a well-defined software development
methodology so that as many faults as possible are avoided in the early stages of the software
development process, and to make sure that the complete development process is under control
[11, 12].

During the software diversity review, it became apparent that software diversity could not be
addressed properly without considering the system of which the software was a part. This
realization indicated that perhaps some of the issues of diversity in general, and software diversity
in particular, would be best addressed at the system level. A systems approach is being proposed
by some practitioners for safety critical systems such as railway systems [13] and aircraft flight
control [14].

4. ISSUES AND OPPORTUNITIES FOR DIVERSITY

The overall goal in managing diverse development is to arrive at systems that not only exhibit
diversity in structure and content, but are as free as possible from the possibility of coincident
failures.
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4.1 System Requirements Diversity

Diversity in the system requirements is normally outside the designers' control. However, it is
important, in the case of CANDU shutdown systems, to recognize those high-level requirements
which are conducive to diversity and to follow through on a design which does not compromise
that diversity.

In addition to the general diversity and independence requirement between shutdown systems, the
regulatory requirements for CANDU shutdown systems explicitly call for dual parameter accident
coverage for each shutdown system. Briefly, this requirement calls for each shutdown system to
possess two different parameter trips for shutting down the reactor for each design basis accident.
This requirement reduces the probability that failures, either within a shutdown system or between
shutdown systems, will preclude safe and effective shutdown. In complying with this
requirement, designers should reduce the potential for common failure modes between trip
parameters and their backup parameters by, for example, not using common sensors for trip logic
inputs.

4.2 System Design Diversity

Regulatory, or other high-level requirements, can provide opportunities for diversity that the
designers should exploit. At the system design stage of the development process decisions are
made that can have a significant impact on diversity. For CANDU reactor shutdown systems, the
system level requirements are the same for the two shutdown systems. However, at the system
design stage decisions have to be made regarding h~w the regulatory requirements pertaining to
physical, functional, and operational independence will be met.

In the Darlington shutdown systems, the decision was made to have shutdown system one (SDS1)
cause a reactor shutdown by inserting shutoff rods into the core, and for shutdown system two
(SDS2) to cause a reactor shutdown by injecting poison into the moderator. This design decision
was aimed at introducing functional independence into the two systems. However, this decision
introduced other aspects of diversity into the systems. Although there are regulatory requirements
that the two shutdown systems be independent and equally and comprehensively effective, there is
no requirement that the two systems act at the same time, or that they exhibit the same input-
response behaviour.

Since there is a significant production penalty associated with spurious poison injection, some
system design decisions that applied to SDS2 did not apply to SDSl. Briefly, the system design
for SDS2 incorporates the following two additional constraints:

1) As far as practicable, and as far as safe operation and effective shutdown will allow, SDS2
shall not initiate shutdown action before SDSl.

2) SDS2 shall not initiate shutdown action if an effective shutdown is already in progress.

In meeting the above design constraints, care must be taken that the independence requirement on
the two shutdown systems is not violated. For example, it would not be permissible for SDS2 to
monitor SDSl to determine whether it should act. The effect of the above two constraints on
SDS2 is to enhance the diversity between the two shutdown systems, since they are required io
perform their safe action for different input sub-domains. Even if a common mode fault existed in
both systems, the probability of a coincident failure occurring is reduced, because it would have to
persist for a broader domain of input conditions.

It is at the system design stage that decisions are made about the split of functionality between
hardware and software, the level of redundancy within sub-systems, and how redundant sub-
systems will be voted upon.
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In partitioning the functionality between hardware and software, attention must be paid to the
following general considerations:

1) Functions that are likely to change in the future should be assigned to software.
2) Software should be kept as simple as possible to reduce the chance of design faults. The

results of multi-version experiments indicate that complex areas in software are more prone
to common mode faults.

By choosing different boundaries between hardware and software in the two systems, and by
procuring hardware from different manufacturers, the potential for coincident failures is reduced.

4.3 Managing Diverse Development

A number of authors have documented their experiences in coordinating the development of
diverse software [15,12], and have established an independent group to perform the coordination
activities. A sensible approach is to install a core group, composed of senior experts from various
relevant disciplines, to oversee and direct independent design teams in all areas of system
development, from high-level system design to detailed hardware and software design.

The function of the core group would be to control the level of diversity among development
projects and to safeguard the independence of the design teams by:

1) Identifying opportunities for diversity at all stages of system development, and suggesting
options.

2) Suggesting diverse algorithms for complex areas of software.
3) Ensuring that project schedules permit comparison of design decisions made by the teams

at equivalent stages of the system development
4) Monitoring the design decisions made by each team and instigating changes when justified.
5) Mandating certain aspects of the design, such as system design constraints. Examples

would be the type of neutron flux detector to be used in the hardware input, or the
computer language to be used in the software.

6) Controlling the transfer of information between design teams. An example of valid
information that should be made available to all design teams is clarification of high-level
requirements, should the need arise.

7) Prioritizing the design attributes that each team should strive for. Ideally, the priorities
should be different among design teams. For example, in the Airbus fly-by-wire software
development [16], two software design teams were given the different goals of faster
performance versus smaller program size.

8) Balance cost, schedule, and licensing risk with the level of diversity. For example, [17]
suggests that the cost of developing, verifying, testing, and maintaining "n" versions of
software may be close to "n" times the cost of a single version. Thus, economic feasibility
plays an important role in determining how many versions of software should be produced.

4.4 Improvements in the Software Development Process

In software used in safety critical systems, the faults that must be avoided and removed are those
that would result in failures of the executing software to comply with the software requirements.
By adopting systematic and comprehensive procedures for eliminating faults in software systems,
the result will be systems for which coincident failures are unlikely.

The techniques of fault avoidance begin with the use of software engineering standards and
procedures that give software developers guidance on how to achieve a high-quality product The
Standard for Software Engineering of Safe y Critical Software [18], developed jointly by Ontario
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Hydro and AECL CANDU, is such a standard. This standard arose out of the experience of the
extensive design verification and testing that the Darlington NGS shutdown systems software
underwent The standard defines the various engineering activities to be performed and the outputs
to be developed at various stages in the software design process. It also establishes the
requirements for the content of the outputs. Associated standards, some of which are still under
development, mandate the methodologies and work practices to be followed at each stage of the
design process.

An example of an associated standard is the Procedure for Specification of Software Requirements
for Safety Critical Systems [19]. This procedure mandates a mathematically-based Software
Requirements Specification (SRS) with the need for active reviews, and checks to ensure
completeness and lack of ambiguity in the specification. It is anticipated that the use of such an
SRS will eliminate many of the programmer misunderstandings that have contributed to coincident
failures in experiments to measure the independence of multi-version software [7].

The Standard for Software Engineering of Safety Critical Software also requires the production of
a mathematically-based Software Design Description (SDD), in addition to the code itself. Formal
verification is required from the Software Requirements Specification to the SDD, and from the
latter to the code. These verification steps must also be documented, and all discrepancies
identified and justified. A code hazards analysis is performed:

1) to identify failure modes or sequences of inputs that could lead to the software causing an
unsafe state,

2) to recommend changes, and
3) to document the results in a report.

All verification documents are subject to review. The reviews are to be conducted by people with a
cross section of pertinent expertise, including application and software experts. These verification
procedures and reviews should create a high degree of confidence that the code correctly
implements the requirements in the specification.

The technique of fault removal refers to techniques utilized to remove faults from software before it
is placed in service. Design verification and reviews are one vehicle to accomplish this. In
addition, the Standard for Software Engineering of Safety Critical Software [18] provides
comprehensive requirements for testing of software. Briefly, the standard calls for four types of
testing: unit testing, sub-system testing, validation testing, and reliability testing. The standard
calls for documentation of the test procedures and the test reports.

Unit testing confirms that the executable computer code behaves as specified in the SDD. Sub-
system testing confirms that the executable code, integrated with its target environment, meets the
requirements in the SRS. Validation testing confirms that the executable code, integrated with its
target environment, meets the system level requirements. Reliability testing employs statistically
valid random testing of the executable code, integrated with its target environment, to demonstrate
that the software meets the reliability target specified in the SRS. Key to reliability testing is the
use of realistic input data to the software system, particularly inputs that should cause the system to
perform its safety critical function.

The standard requires that testing be directed by people independent of those that design the code.
Also, validation testing does not require detailed knowledge of the SRS, the SDD, or the code, and
reliability testing does not require detailed knowledge of the SDD or the code, so that neither of
these test suites should be unduly influenced by the code design. This helps address the concern
that testers would make errors similar to those of the programmers.
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5. CONCLUSIONS

There is a basic difference between the failure modes of hardware components and those of
software, which influences the reliability of the systems of which they are a part. The reliability of
hardware components is based on the fact that proven hardware components fail randomly, and
thus independently, due to wear out. Software, however, does not wear out. All software failures
are the result of design faults and this means that design approaches to enhance reliability, such as
modular redundancy, must be viewed differently for software systems than for hardware systems.
The special concern with software systems is the potential existence of common mode design
faults, which could lead to coincident failures of systems performing a similar function that are
required to be independent Particularly important in the design of independent software systems
is the implementation of design diversity, reducing the probability that common mode design faults
occur, as these kinds of faults are likely to generate coincident failures.

In the case of shutdown systems for CANDU nuclear generating stations, there is a regulatory
requirement that there be two diverse and independent systems for every reactor. If both shutdown
systems contain executing software to perform the safety critical functions, then design
methodologies and procedures must be in place to ensure that the independence and diversity
requirement is complied with. The best design approach, based on experience with Ontario
Hydro's Darlington NGS, is to introduce diversity from the system design level down to the more
detailed design phases. Opportunities exist to introduce or enhance diversity at various stages in
the system development, starting with the system requirements and continuing with the partitioning
of system functions between software and hardware.

One way to ensure independence in the two shutdown systems is to adopt a rigorous software
design and verification methodology, as mandated by the Standard for Software Engineering of
Safety Critical Software [18]. This methodology arose out of the experience of the extensive
verification and testing that was performed for the Darlington shutdown systems software. By
implementing such methodologies confidence can be established that executing software complies
completely with requirements. This reduces the probability that software design faults of any kind
exist to produce failures, let alone coincident failures.

The issue of managing design diversity between shutdown systems utilizing software should be
more than just putting independent teams to work on the designs. By installing a core group of
senior designers and experts to oversee all aspects of the shutdown system design as they pertain
to diversity and to safeguard the independence of the design teams, less reliance is placed on the
chance that diverse designs will be generated.
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ABSTRACT

Software is increasingly becoming a component of many
systems within CANDU nuclear generating stations,
including special safety systems. There are no widely
accepted standards to which software may be engineered
that provide adequate assurance that the software will be of
acceptable quality. Ontario Hydro, AECL CANDU and
AECL Research have initiated a joint development program
to establish standards, methods and tools for software
engineering to be used in control, protective and
monitoring systems.

This paper describes the need for standards, the framework
for the set of standards under development and how the
standards are to be applied to a specific project.

The result of the standards development work wiil be a set
of standards to define the requirements on acceptable
software processes and products, and a definition of the
methodology that will be used by Ontario Hydro and
AECL.

The benefits of the standards development program and its
relationship to national and international standards is
discussed.

This paper provides details on the initiatives and the status
of the joint Ontario. Hydro and AECL work program.

INTRODUCTION

The use of software in control, protective and monitoring
systems in'CANDU stations is growing. The most recent
addition to Ontario Hydro's generating system is the
Dar'ington Nuclear Generating Station (DNGS), a 4 x 880
MWc CANDU plant. DNGS is the first CANDU plant to
fully utilize computers to implement the decision-making
logic in each of two independent shutdown systems for each
reactor. Future stations to be designed by Ontario Hydro
and AECL will continue to make significant use of

computers.

The safety critical nature of the DNGS shutdown systems
necessitated a high degree of confidence in the software. It
was necessary to demonstrate to the Atomic Energy Control
Board (AECB) thai the developed software was the product
of a disciplined and documented engineering process. There
was no accepted definition of the acceptable quality that the
software had to have in order to be approved by the AECB
so obtaining approval was a cosily and difficult process.

The experience gained in developing and licensing the
software for the DNGS shutdown systems led directly to
formulating a joint Ontario Hydro and AECL strategy for
developing a set of standards, procedures and guidelines for
software engineering.

This set of standards, procedures and guidelines will
ultimately evolve into a family of standards, procedures and
guidelines addressing software for all levels of criticality.
This will include software for safety related applications, and
real-time monitoring and control in non-safety related
applications. The family of standards will also address the
qualification for use of prc-dcvclopcd software for the
various levels of criiicality.

This paper describes the need for the development of ihc set
of standards. Although the paper concentrates on safety
critical software standards it also describes the framework of
the family of standards aimed at software for all levels of
criticality. The paper also describes how the standards will
be applied to a software engineering project

This paper provides an overview of the high level standards
for software engineering. It then describes the fundamental
principles that arc being embodied in the high level standard
for software engineering of safety critical software. Tlicsc
fundamental principles were established based on (EC 880
[11 and on the experience gained in developing and licensing
the software for the DNGS shutdown systems and software
for other safety critical applications.
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The benefits that are expected to arise from the standards
work are described and the relationship of the standards
work to national and international standards is discussed.

The status of the initiatives is also described.

THE NEED FOR STANDARDS

An assessment of the existing standards for software
engineering was done to determine if they could be applied
to the software engineering of safety critical software. It
was found that there is no agreed upon, measurable
definition of what constitutes acceptable quality for safety
critical software within the existing standards. There is also
no definition of what constitutes acceptable assurance that
the software is of acceptable quality. It was determined
that none of the existing standards are suitable to meet our
needs directly, although many contain useful elements that
can be adopted for our use.

As a result, standards arc being developed:

i) to provide a measurable, agreed upon definkion of
acceptable quality.

ii) to provide a definition of what constitutes adequate
assurance that the software is of acceptable quality
in a manner that can be demonstrated to the
AECB.

iii) to provide a means of assessing the acceptability
of custom developed software (whether developed
in-house or by a contractor), embedded software
that is part of a purchased device, and pre-
dcvelopcd software.

iv) to define standard work practices and procedures
that will result in a consistent and coherent
approach being taken for all software with similar
quality requirements.

v) to define common processes for software
engineering so that tools may be developed to
reduce the cost associated with producing software.

STANDARDS FRAMEWORK

The framework for the standards to be produced consists of
Ihc following components:

i) a guideline defining the procedure for categorizing
software with respect to the effect of its failure on

iv)

nuclear safety (with safety critical as tiic most
stringent category).

a high level standard addressing the overall
software engineering process for each category.

for each category, sets of standards, procedures,
and guidelines to be used to perform specific
activities within the software engineering process.

a standard defining how to qualify pre-developed
software for use in each category.

The high level standards for software engineering define the
requirements on the software engineering process, define the
outputs from the process, and define the requirements that
must be met by each output. The requirements arc specified
to be as measurable as possible, but do not unnecessarily
constrain the methodology used to produce the output. For
example, in the standard for safety critical software the
requirements on the software requirements specification
output specify that the specification must define the required
behaviour of the software using mathematical functions but
docs not specify which notation or formal should be used.

A set of specific standards, procedures, and guidelines arc
developed for each of the categories. These specify the
detailed methodology to be used in producing the outputs
specified by the corresponding high level standard for the
category.

Any of the specific standards, procedures, and guidelines and
the standards for qualifying prc-dcvclopcd software may
consist of or reference industrial and international standards
provided that they conform with the appropriate high level
standard.

APPLICATION OF STANDARDS

The high level standards mandate thai each softwurc
engineering project begin with a prcdcvclopmcnt planning
activity. The outputs of this activity arc a Software
Development Plan (SDP) and a Standards and Procedures
Handbook (SPH).

The SDP defines all activities in the software lifecyefe ami
adopts a lifccyclc model. Activities arc classified as
development (software requirements dcfinii.jn. software
design, and code implementation), verification (requirements
verification, design verification, code verification, and
testing) and support (planning, configuration management,
training, and audit). The SDP also defines the software
project organizational structure and interfaces and the
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independence requirements for the software engineering
rotes. It describes the tools and development and test
facilities to be used for the project.

The SPH contains or references all standard work practices
and procedures specific to the project. All standards,
procedures, and guidelines referenced by or contained in the
SPH must satisfy the requirements in the appropriate high
level standard.

HIGH LEVEL STANDARDS

The high level standards establish acceptance criteria by
which the acceptability of the software for a particular
criticality category will be determined. The requirements
in the standard are those requirements that must be satisfied
in order for the acceptance criteria to be met.

The requirements on the development outputs (Software
Requirements Specification, Design Description, and Code)
are grouped by quality attribute. Quality attributes are
those characteristics of the outputs that determine its ability
to satisfy the acceptance criteria. The requirements under
each quality attribute define the measures that arc to be
used to assess whether the output has the required quality
attribute.

For example, the quality attributes used for safety critical
software arc: completeness, correctness, maturity,
predictability, robustness, consistency, struciurcdncss,
verifiability, modi/lability, traccability, modularity,
understandability. These quality attributes are defined by
the standard.

The requirements arc based on a set of fundamental
principles for performing software engineering.

The following two sections of this paper focus on the high
level standard for safety critical software.

ACCEPTANCE CRITERIA
FOR SAFETY CRITICAL SOFTWARE

The acceptance criteria which must be met by the products
of the software engineering process for safety critical
software are:

Safety It must function correctly, in a consistent
and predictable manner, under all
conditions; when it can no longer perform
its designed role, it must act to maintain
the system in a safe slate in all .situations.

Functionality It must perform all required functions and
meet the performance requirements.

Reliability It must perform its required functions such
that the probability of it successfully
performing those functions is consistent
with the reliability requirements of the
system of which it forms a part

Reviewabiliry It must be written and documented so that
it can be systematically inspected by a
third party for conformancc to
requirements.

Maintainability It must be structured so that those items
most likely to require modification can be
changed reliably and efficiently. Also, the
rationale for design decisions must be
evident to a third party.

FUNDAMENTAL PRINCIPLES
FOR SAFETY CRITICAL SOFTWARE

The fundamental principles which were the basis of the
requirements in the high level standard for safety critical
software arc described below.

A planned and systematic Software Engineering Process
must be followed over the entire lifecycle of the software.
Both the original development and any revisions must be
treated as an integral, continuous and interactive process.
Any changes must be verified to the same degree of rigour
as the original development.

In order for software to be "engineered" it must be
developed according to a planned and systematic process
that has been designed to produce software of the required
quality. In order to maintain the quality, all revisions made
to the software until its retirement should also be performed
according to a planned and systematic process.

The plan must adopt a specific model for the software
engineering process breaking it down into well defined
activities, the inputs they require, and outputs they produce.
The scope of work for each activity must be unambiguously
described. The plan must also specify the approach and
methodologies to be used for the activities. Detailed
standards and procedures must be in place before work can
commence.

The plan must specify suitable facilities, tools, and aids to be
used for the software engineering process and identify the
necessary support personnel required to maintain and
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manage the facilities.

The plan must be revised when there are major changes to
either the software scope of work or to the organizational
structure.

Periodic audits must be performed to verify that the
software engineering process is being conformed to and that
the product is of acceptable quality.

Documentation must be prepared to clearly describe the
required behaviour of the software using mathematical
functions written in a notation which has a well defined
syntax and semantics.

Mathematical functions provide a mechanism for
completely, precisely and unambiguously specifying the
required behaviour of the software.

By having the behaviour of the outputs specified by
mathematical functions the following advantages arc
achieved:

i) the requirements will be more complete since input
domain coverage can be checked to determine if
the required behaviour of the outputs has been
specified for the complete, valid range of each
input and for all combinations of inputs that affect
each output.

ii) the requirements can be uniquely interpreted since
the notation has a well defined syntax and
semantics. This will avoid misinterpretation of the
requirements by the various users of the
requirements specification; i.e. the specifier, the
designer, the verifier, the validator, and the
auditor.

iii) the mathematical representation facilitates the use
of mathematical verification techniques that allow
the design to be transformed into a mathematical
function form for direct comparison with the
requirements. This provides an effective
mechanism for demonstrating that the software
conforms to its requirements.

The outputs from each development process must be
reviewed to verify that they comply with the requirements
specified in the inputs to that process. In particular,
those outputs written using mathematical functions must
be systematically verified against the inputs using
mathematical verification techniques or rigorous
arguments of correctness.

Stepwisc refinement is an important concept not only
because ii allows the developer to tackle several more
manageable problems instead of one large one. but also
because it allows Ihe verifier to more effectively perform
review. It is very difficult lo review software listings to
determine if they represent a solution to the right problem.
It is much more manageable to first verify that the
requirements are correct, then verify that the design
description correctly satisfies the software requirements, and
then, finally, verify that the code satisfies the design
description.

As mentioned earlier, madiematical verification provides an
effective mechanism for demonstrating conformance to
specifications. Mathematical verification is most effective
when it is integrated into the design process.

This means that Ihe requirements specification uses
mathematical functions to specify the required behaviour of
the software system in terms of system inputs and outputs,
the design description uses mathematical functions to specify
the required behaviour of each program in terms of its
program inputs and outputs and that the code provides a
representation of a mathematical function of the program
outputs in icrms of program inputs.

The design description can therefore be mathematically
verified against the requirements specification and the code
can be mathematically verified against the design
description.

The structure of the software must be based on
"Information Hiding" concepts.

Information hiding is a software design technique in which
the interface to each software module is designed to reveal
as little as possible about the module's inner workings. It
was developed by Dr. D.L. Pamas in 1972 and is described
in reference [3J. In this way, if it is necessary to change ihc
functions internal to one module, the resulting propagation
of changes to other modules is minimized. This results in
modules that arc loosely coupled or independent of each
other as much as possible.

Loosely coupled modules arc easier to review since the
reviewer can focus on the module under review instead o(
the dependencies between several m<xiules. Also. Kxiscly
coupled modules mean less interaction between various
software developers which results in higher productivity.

Those functions of the system which arc mast likely to
change and the form those changes arc likeiy to lake should
be identified by the engineer responsible for prcpar'«g the
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system requirements. Based on tills information the
software engineer designs software to localize and isolate
these functions to facilitate the potential changes.

Both systematic and random testing must be performed to
ensure adequate test coverage.

Testing is the process of executing a progiam with the
intent of finding errors. Errors may consist of non-
conformance with the requirements specification or the
design description, or incorrect object code produced by the
compiler or assembler. It is impractical lo exhaustively test
the software because the number of test cases to provide
every input combination (exhaustive input testing) or to
cause every path through the software to be executed
(exhaustive path testing) is too large. The question is
therefore "What set of tests, less than exhaustive tests,
constitutes an adequate set of tests?".

Adequate test coverage must be accomplished through a
combination of systematic white-box and black-box test
cases along with randomly generated test cases. The design
of the black-box and white-box test cases should be such
that a predefined coverage is accomplished that should
uncover many of the most common errors. The purpose of
the random test cases is to improve the effectiveness of the
test cases by compensating for false assumptions and biases
of the tester.

Testing must be composed of different overlapping
activities which use the code, the design description, the
software requirements and the system requirements as a
basis for establishing test cases and reviewing test results.
Test reports are required to demonstrate that adequate test
coverage has been achieved successfully.

Reliability of the safety critical software must be
demonstrated using statistically valid, trajectory-based,
random testing.

As discussed above, it is hot practical to exhaustively test
software. As a result the software will be placed in service
with the knowledge that it may encounter a combination of
input conditions never tested for and for which ihc software
may fail lo meet its requirements. It is essential lhai this
degree of uncertainty be quantified so that it can be shown
to be consistent with the reliability requirements of the
overall system.

It is possible to use random testing as a means of
determining the probability mat a software product will
encounter an input sequence that will lead to errors. From

this it is possible to determine the number of random lest
cases required to demonstrate a specific reliability value. [2]

To use random testing as a means of measuring software
reliability it must be trajectory based and statistically valid.
To this end the following requirements must be met

i) For each test case, the initial values of ihc test
inputs must be randomly selected from the set of
input values for which the system docs not lake
action (i.e. the test starts in a normal system state).

ii) For each test case, the fina/ values of the test inputs
must correspond to values for which the system
must lake some action (i.e. the test ends with the
system in an accident scenario state).

iii) The time period of the each test case must be
sufficiently long to ensure 'Jiat the effects of the
retained memory of the software do not invalidate
Ihc statistical validity of the tests.

iv) The behaviour of the test inputs over the test period
must be defined by a time-related function which
corresponds to the function that the input would
assume during an accident scenario. The function
must include the effects of instrument response
times, signal noise, and any other charactc-isiics
that arc known about the inputs.

v) The initial values, final values, and time related
function must be consistent with what the software
would experience during an actual accident
scenario.

Configuration management must be maintained throughout
the entire life of the software to ensure up-to-date and
consistent software and documentation.

The objective of Configuration management is to identify ihc
configuration of a software system at discrete points in time
for the purposes of systematically controlling changes to the
configuration and maintaining the integrity and iraccabiliiy
of the configuration over the entire lifccyclc of the software.
Configuration management of the outputs of the processes

must be maintained to ensure that the correct version of'each
output is being used at any point in time.

The objcciivc is also 10 conirol ali changes made to ihc
software. Software engineering is iterative in nature since
changes to requirements, design, code, and verification
procedures occur at many points during the process. Change
requests must be formally documented and reviewed to
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assess the impact of the change requested, to approve or
reject the request, and in the event of approval, to decioi, on
the scope of the change 10 be made, and to issue an
approved change request to the appropriate personnel for
action.

Configuration management also provides an ongoing
analysis of encountered errors which is used as input to the
continuous improvement of the standards and procedures.

the same manner and to the same degree of rigour as
changes would be verified during initial development.

Audits must be performed periodically to ensure that the
software and all development-related processes conform to
standards and procedures.

To provide assurance that the planned, systematic software
engineering process is being followed, periodic audits must
be performed. This is important both with respect to
improving the development process and wiih respect to
demonstrating to a licensing authority that the software was
developed using a disciplined software development
process. Deficiencies and non-conformanccs must be
followed up in a timely manner.

Ongoing training must be undertaken to ensure thai
personnel have the skills required to perform their jobs.

Since software engineering is a relatively new field, there
is not yet a definition of the minimum set of skills that a
software engineer must possess. This problem is also
complicated by the fact that software is being introduced in
areas where personnel arc not familiar with the specialist
techniques required to develop safety critical software.

Therefore it is necessary that the skills required to perform
the various software engineering processes be identified and
compared with the skills of the individuals performing the
processes. Training must be undertaken to make up for any
deficiencies and be tailored to the various software
engineering roles (e.g. designer, verifier, validator, auditor).

Verification of the software must be carried out
throughout its entire life. All changes to an output must
be verified in the same way as the original output.

Between the lime software is first released for use and us
final retirement it undergoes changes to correct detected
errors and to respond to modifications and enhancements in
requirement. To ensure that the software docs not degrade
over time, the level of verification must be maintained.
The verification of changes must therefore be performed m

Independence of design and verification personnel must be
maintainedij . :lp ensure an unbiased verification process.

The effectiveness of the verification process is grcaiJy
enhanced when personnel other than the designers perform
the verification. Independence of the verifiers provides a
perspective to the verification that is not biased by the
design of the software but is strictly based on (he available
documentation.

Because verifiers will become intimately involved in the
internal.1; of the design and code during the course of
performing their work, it is necessary that they not be
involved in the final validation of the software against the
original system requirements. For this work to be performed
objectively, il is necessary that it be carried out by an
independent validator whose perspective is strictly from the
requirements.'

Besides the designer, verifier, and validator, it is necessary
to identify a fourth independent role to act as an overseer ol
the enure sofiware engineering process. This role, known as
auditor, will ensure that all standards, procedures, and
guidelines established for the project arc being followed
correctly.

A nalyses must be performed to identify and evaluate safety
hazards associated with the computer system with the aim
of either eliminating them or assisting in the reduction of
any associated risks to an acceptable level.

To provide adc;jatc confidence that the salety critical
software will operate in a safe manner at all limes an
analysis must be performed whose purpose is to identify any
failure modes that may lead to an unsafe action, and men
cither eliminate them or, where possible, ensure iliat the
failure mode can be detected and the system put into a sale
state.

BENEFITS OF THE STANDARDS WORK

A number of benefits arc expected to arise from live work on
the soliwarc standards. The following benefits arc
10 safety critical soliwarc; most apply to all s
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Safer software.

The use of hazards analysis will provide a thorough
verification of the safe handling of safety related failure
modes. The explicit focus on safety requirements in the
software requirements and design documentation will
encourage close scrutiny of safety throughout the software
engineering process.

Improve confidence that system requirements will be met
by the software product.

The creation of precise, consistent documentation will
decrease misconceptions during the development process.
It will also facilitate a more detailed review process and the
creation of more complete test procedures. The stepwisc
verification and overlapped testing processes will improve
the probability of identifying design errors.

Reduce licensing risk.

The existence of a standardized software engineering
process will permit early acceptance of methods by the
licensing authority. The creation of revicwablc software
documentation and code using these methods wiii facilitate
the licensing process. In all, this will allow for a clearer
estimation of the scope and cost of the work required to
obtain licensing.

Provide assurance of software reliability.

The use of trajectory based, statistically valid random
testing will provide quantitative reliability statistics for the
software.

Ease implementation of software modifications.

The use of Information Hiding techniques will reduce the
scope of effort to complete software changes.

Improve confidence in quality being maintained.

The use of a comprehensive configuration management and
change control process throughout the useful life of the
software will provide a more controlled environment for
change. The continuing application of the planned and
systematic software engineering activities used during
development will allow the mainiaincr to sustain the
software quality.

More predictable budgeting and scheduling.

The precision of the documentation will provide a clear
understanding of the scope of the work. The existence of

standardized software engineering methods will provide the
basis for accurate estimates of the engineering effort.

Reduce re-work.

The stepwise verification process will uncover design flaws
earlier in the process leading 10 a reduction in expensive
retrofitting.

Tailorability of methods to satisfy the standard:.

The high level standards provide a measurable set of
requirements for producing software without providing
specific how-to's. The standards can be used by any number
of distinct software development and maintenance
organizations using their own established methodologies.

Improved methods and tools can be incorporated into the
process.

The developer and maintaincr can take advantage of more
reliable and cost-effective development methods and tools as
they become available. The set of standards will improve as
lime progresses and experience is gained.

Increase reliability and productivity through tools.

The existence of wcll-documcntcd methodologies will assist
in the identification and development of pertinent and
effective tools.

Progressive cost reduction of the software engineering
process.

As more systems arc developed the set of detailed
procedures, methodologies and associated tools available for
reuse will grow. The overhead of software development will
be reduced through reuse of these standardized practices.

Improve communications among the stakeholders.

The production of precise documentation at all stages of the
software life allows for active understanding by and
involvement of the various stakeholders at all stages. The
definition of the process will ensure that these stakeholders
will be involved in appropriate activities.
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NATIONAL AND INTERNATIONAL STANDARDS

Our goal is to establish national standards for software
engineering that will meet our needs. These standards will
be used as input to international standards bodies. An
associated, longer term goal is to work towards establishing
international standards that are consistent with our national
standards.

Work is currently active in the CSA Nuclear Standards area
on producing a set of standards for software engineering of
real-lime software in CANDU plants, including N290.14 on
Software Engineering of Safety Critical, Real-time Software
in CANDU Power Plants. The standard produced by
Ontario Hydro and AECL will be used as a basis for the
safety critical software standard.

Technical Committee 45A of the IEC (International
Elcctrotcchnical Commission) is working on a supplement
to standard IEC 880 [1]. We are invotved at the working
level to attempt to get the principles outlined in this paper
embodied within the IEC 880 supplement.

The EEC and ISO (International Standards Organization)
have formed a Joint Technical Committee 1 on Information
Technology. Subcommittee 7, of JTC 1, is addressing
Software Engineering and Quality Assurance. This
subcommittee is attempting to rationalize the large number
of standards in the software engineering area so as to
produce a cohesive and comprehensive set of standards.
Again we arc involved at the working level in order to have
the fundamental principles embodied within ihcsc standards.

To date the work on the software engineering standards for
safety critical software has established consensus among
OnLario Hydro, AECL CANDU and the AECB. Consensus
from a wider scope of people will come from having the
requirements in the standards included in CSA, IEC and
ISO standards.

STATUS OF INITIATIVES

A work program to establish software engineering
standards, methods and tools is being carried out by Ontario
Hydro, AECL CANDU and AECL Research. The work
f rogram is being planned and coordinated by the OASES
(Ontario Hydro / AECL Software Engineering jnd
Standards) committee to

• Identify development work needed in the area of
real-time software engineering to satisfy committed
and future nuclear projects.

Coordinate related development activities at Ontano
Hydro. AECL CANDU and AECL Research,

Promote a common approach 10 software
engineering that wiJi be cost effective, acceptable to
end users and regulatory authorities, and

• Provide a mechanism for sharing and acquiring
knowledge of developments in the sol ware
engineering field.

A high level Standard for Software Engineering of Safety
Critical Software was issued for trial use in December 1990.
The 1991 work program worked towards producing detailed
procedures, methods arid tools for the highest priority areas.
The high priority areas arc

• Software Criticality Categorization
Nuclear Safety Performance Requirements

• Software Requirements
Software Design
Systematic Design and Code Verification
Reliability Testing

• Hazards Analysis

In 1992, our objective is to apply the standards, procedures,
methods and tools to an actual application. A digital t/ip
meter, to replace an existing analog trip mcicr that has
become obsolete at an existing Ontario Hydro plant, is
targeted to be the first application for the methods to be
applied. The trip meter is a good candidate because it is a
small, simple system so that any aerations required because
of problems with the methods used will not incur a large
economic penalty.

AECL CANDU will be applying the results of the above
work to the development of the shutdown system trip
computers for the Wolsong 2 project being delivered to
Korea.

Work is underway to produce standards, procedures,
methods and tools for lower categories of criiii-aliiy and lor
qualification of prc-developed software. The need lor them
is being driven by a major project to rehabilitate Ontario
Hydro's Bruce A nuclear generating station and by AECL
CANDU's CANDU 3 work program. CANDU 5 involves
the design of a new generation of CANDU plant jiul hence
involves computer technology of all cnuculity c.neiinncs.
The Bruce A Rehabilitation project has been spin uno -H
work packages of whicn 32 will involve the use ol~computer
technology. To minimize licensing risk, and to ensure thjt
the software delivered has an adequate level oi' quality
assurance, standards and procedures arc being produced for
these projects. The standards and procedures will provide
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for early review by the AECB of the principles being
applied for software development and qualification, as well
as provide a mechanism for consistently applying an agreed
to set of principles.

SUMMARY

One of the first products of the current standards work has
been a high level standard for software engineering of
safely critical software. Work has continued towards
producing detailed standards, procedures, methods and tools
to support this standard. Trie first application of them is
targeted for 1992.

Additional work is underway to produce high level
standards for other software categories. These high level
standards will define an acceptable software engineering
process, define the outputs from the process and define the
acceptability of each output for the other software
categories. Detailed standards and procedures will
document the methodology for software engineering thai
will be applied by Ontario Hydro and AECL.

The existence of cicarly defined standards and detailed
methods will assist in obtaining acceptance, by the
regulating authority, of the process prior to development of
software for a specific project. This is vital if we arc to
avoid past difficulties in producing liccnsablc systems
within budget and on schedule.

The goal is to define a family of standards for software for
the whole range of real-lime applications used in Ontario
Hydro and AECL.
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Integrated Approach
System Design Methodology

ABSTRACT

The Integrated Approach is a formal methodology for the design of critical
systems. It proceeds from a system description through hardware design specification and
software requirement specification to software design and automatic generation of executable
code. A characteristic of the process is the use of a graphical functional notation to specify the
functional software requirements. This permits review of the software requirements by people
of many disciplines more readily than with other formal notations. Further, in performing the
software design, the structure of the software requirements is maintained. Only local logic
additions and small transformations are performed. Finally, since the notation of the software
design is formal, executable code is generated directly from it without the need for a manual
coding step. In addition, rigorous static verification techniques are used between the software
requirements and the software design and between the software design and the executable code.
This ensures, in addition to testing, that all the requirements on the software are met by the
executable code. The use of the methodology will result in a high quality cost-effective product

1. THE INTEGRATED APPROACH DEVELOPMENT PROCESS

The Integrated Approach (IA) is a formal(i) methodology for the design of control
and safety computer applications. It takes a general description of required system behaviour
and proceeds through the stages of software requirements specification, hardware design
specification, software design, software hazard analysis, and the generation of executable code.
It promises a formal, yet cost-effective, solution to the development of critical systems where
functionality is added at each stage but never re-specified. Figure 1 shows this process.

The first stage is the formal specification of the Software Requirements
Specification (SRS) from an informal general description of the desired system behaviour and a
description of the hardware configuration. The format of the specification is in two parts. The
functional requirements are presented as a hierarchical data-flow description of die logic. These
requirements are specified in a top-down manner, incorporating the principle of information
hiding. This type of presentation permits an easy review of the requirements by people of many
disciplines, including control system designers who are familiar with hardware data-flow
schematics. The remaining requirements constitute statements of performance target numbers, a
reliability target number, numerical accuracy targets and other non-functional requirements.

In parallel to the generation of the SRS, a Hardware Design Description (HDD) is
created which identifies, among other things, the hardware configuration, the likely failure
modes of the hardware, and the self-checks to be implemented in the system. With the IA
methodology, the Procontrol-PS PLC hardware manufactured by Asea Brown Boveri is used
because it directly implements the high-level building blocks used in the SRS specification.
This is one of the factors that helps provide the integrated solution.

(1) "Formal" signifies the notation used in the documentation is syntactically and semantical])' unambiguous.
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The next stage is the creation of the Software Design Description (SDD) from the
SRS and the self-checks identified in the HDD. The functional requirements in the SRS are
duplicated in the SDD and the performance, reliability, and accuracy targets are replaced in the
SDD by measures to achieve these requirements. These transformations comprise additions to
the logic of the SRS, as well as some minor reorganization, but will not modify the structure of
the requirements. This is an important feature of the process which significantly eases the
verification of the SDD against the SRS. The software designer's role is not to organize a
design, but to ensure all the requirements in the SRS are met while minimizing the distortion
introduced in the transformation.

The next stage is the performance of a hazard analysis on the SDD. It identifies
the consequences of some processor failures such as a word failure of an instruction EPROM or
a word failure in a data RAM. From this analysis additional self-checks and failsafe measures
may be recommended which would then be incorporated into the SDD.

The final development stage is the translation of the graphical diagrams in the
SDD into the high-level instruction set of the platform. Since the graphical notation is formal, it
is not necessary to go through an additional coding step. The notation is translatable directly to
executable code. A data-flow editor and translator named FUP which accompanies the
Procontrol-PS system is used to perform this.

2. PRINCIPLES OF THE DEVELOPMENT PROCESS

This entire process is possible because of the high level of abstraction in the SRS.
The following five principles of the SRS notation provide the cornerstone for the Integrated
Approach.

i. The building blocks of the requirements notation should be powerful and suitable for
safety or control system development. This high level of abstraction in the blocks
permits a concise description of the requirements. Also, once the specifier has
learned the workings of the blocks, he can write a precise specification without being
encumbered by the details of the internal logic of the blocks.

ii. The requirements should be shown graphically with a clear description of the data
flow between the blocks. A graphical presentation is the best way to present the
interrelationships between different items. Problems encountered in the past in
understanding a system were often due to not understanding whether and how
different items were interconnected.

iii. The requirements should be expressed in a hierarchical manner. This permits a
reviewer to see the overall structure of the logic and then examine each of the
components at the lower levels of the hierarchy in more detail.

iv. There must be a way to encapsulate common logic so that it is not replicated. This
simplifies the review because a person is only required to learn the workings of the
encapsulated logic once, no matter how many times it is used. This simplifies
maintenance of the software as well.

v. The means of connecting the building blocks should be simple and intuitive. The
sequence of execution of the logic should be the same as the data-flow ordering of
the blocks. Also, the initialization of the logic should be conveniently expressed.
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As mentioned, an additional principle of the development process is that the SDD
is derived from the SRS without modification to the basic structure of the requirements. This
eases both the development and the verification processes.

Lastly, since the notation of the SDD is formal, and all the aspects of the software
design have been addressed, the logic can be translated directly to executable code. This
eliminates the need for an additional coding stage.

3. SOFTWARE REQUIREMENTS SPECIFICATION

This section shows, by way of example, the method for specifying the functional
requirements portion of an SRS. The example is taken from a prototype implementation of the
Darlington Shutdown System Number One trip computers. A complete SRS in the IA would
otherwise include the following main sections :

i. Notation

ii. Interface Specification (Computer input/output list and information)

iii. Functional Requirements (Functionality defined by data-flow diagrams)

iv. Input/Output Transformation (Mapping from computer inputs to software inputs
and mapping from software outputs to computer
outputs)

v. Performance Requirements (Response time of computer to different stimuli)

The functional requirements section contains diagrams of three types : a system
overview diagram, a page, and a macro definition diagram.

The system overview diagram presents the logic at the highest level, showing the
data-flow from system input to system output. The logic is partitioned into loops and pages with
all the signals used by a page shown as inputs to the page. A loop is merely a named collection
of pages. This overview diagram facilitates a very quick general understanding of the entire
system as well as shows how the pages link together. Figure 2 shows an example system
overview diagram that has been photo-reduced. On the left side is the average power logic
which is used for selecting power dependent setpoints and preventing spurious trips at low
reactor power. In the middle column are the different parameter trips of the shutdown system.
On the right is the channel trip and channel reset which combines all the parameter trips into a
single computer trip signal.

A page defines requirements on the page outputs in terms of the page inputs. The
logic is specified by connecting function blocks and macros together to define the functional
behaviour of a portion of the application. Figure 3 shows a page containing the logic for the
Primary Heat Transport Low Flow Parameter Trip. There are four sensors, /PHTFlow_l/ to
/PHTFlow_4/, each of which is input to a "&TRIP" macro. The macro makes a sensor-trip
decision based on its input signal "Sig", a high setpoint "HiSP", a low setpoint "LoSF\ and a
hysteresis width "Hys". The high setpoint is a constant and the low setpoint is selected by the
"&SETPOINT" macro based on the average power input signal "!AvePow_l!'\ The sensor trips
are OR-ed together (>=1 block) and then AND-ed (& block) with the inverted output of the
"&CONDPOW" macro to form the low flow parameter trip signal. The purpose of the
"&CONDPOW" macro is to prevent a trip from occurring when the reactor is at low power.
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Figure 2 : "Darlington Prototype" System Overview Diagram
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Figure 3 i "Primary Heat Transport Low Flow Trip" Page



To understand the purpose of a macro, however, one must consult its macro
definition diagram. This type of diagram defines a macro in terms of function blocks and other
nested macros. The macro itself is shown at the top of the diagram and the logic defining the
macro on the remainder of the diagram. The topmost input to the macro corresponds to the
topmost input to the logic. Similarly, the /i'th input to the macro corresponds to the «*th input to
the logic. The outputs map similarly. Figure 4 shows the "&TR1P" macro definition diagram.
The "GOG" and "GVG" blocks in the diagram are primitive building blocks in the SRS
notation. They represent a high limit comparator with hysteresis and a low limit comparator
with hysteresis respectively. If the the input "Sig" is higher than the high setpoint "HiSF' or
was higher and is now in the hysteresis band, 'Trip" will be true. Also, if the input "Sig" is
lower than the low .^tpoint "LoSP" or was lower and is now in the hysteresis band, 'Trip" will
also be true. Otherwise it will be false.

Ultimately, all the logic is defined in terms of primitive function blocks in the
SRS language. The language has a variety of blocks, from the AND, OR, Adder, and Multiplier,
to the 2 Out of N Voter, Duration Timer, and Linear Interpolator. For each of the blocks, a block
definition page formally defines the block's behaviour. The forma! definition is given as a
condition table or an arithmetic expression, whichever is more appropriate. Figure 5 shows the
"GOG" block definition page.

There are two properties of the SRS language that significantly ease the task of
review. The first is that the reviewer need not be concerned with the sequence of execution of
the logic in the final executable code. The sequence of execution is identical to the data-flow
ordering in the SRS. That is, if one block generates an output that another block uses, the first
block will be executed before the second. The second property is mat there can be no interaction
between entities (pages, macros, or blocks) except through the explicitly shown links on the
diagrams. This allays any concerns during a review about potential unknown and undesirable
interactions between different subsystems in the software.
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4. THE INTEGRATED APPROACH VERIFICATION PROCESS

In addition to the testing activities which aren't described here, rigourous static
verification techniques are applied. The static verification process, however, is not difficult
because of the single notation used between the different development documents with
functionality never re-cxprcsscd in a nev- notation.

The SRS is reviewed against the System Description to ensure that the desired
functionality has been described correctly.

The SDD is verified against the SRS by doing a diagram by diagram comparison
to ensure that the modifications introduced in the transformations have not changed the logic of
the requirements. This is much simpler than the typical formal verification process which
compares the logic for a particular output scattered across a design against the logic for the
corresponding output scattered across the requirements. Also, any additional logic in the SDD is
reviewed against the non-functional requirements of the SRS, or the self-checks required by the
HDD or hazard analysis to ensure it has been implemented correctly.

For safety critical applications with the Procontrol-PS system, the need to make
arguments for the quality of the FUP translator is obviated by verifying the object code against
the SDD directly. This is a relatively easy, although tedious, task because there is a one to one
mapping between the primitive blocks in the graphical language and the executable instructions
generated. For each primitive block with n inputs and m outputs there is exactly one instruction,
n input addresses, and m output addresses generated. With the aid of a disassembler and a map
file mapping physical addresses onto logical variable names, the disassembled code is visually
compared against the data-flow diagrams. A check-list is given to the verifier with items to
check on each drawing.

5. CONCLUSIONS

The Integrated Approach system design methodology provides a formal and
efficient design process for control and safety applications. The formal notation of the SRS
combined with die systematic design process (including verification) ensures that a highly
reliable system will be produced. The streamlining of the process where requirements, once
specified formally, are never re-specified in another notation ensures a much more efficient
design process and significantly simplifies the verification process. Finally, the hierarchical and
graphical initial specification permit a wide audience of reviewers to ensure that the application
requirements are unambiguously correct The use of the methodology will result in a high
quality cost-effective product.
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Abstract

The activities of the Nuclear Energy Agency in support of software engineering programmes
are described. Long standing activities include the Computer Program Services of the NEA
Data Bark which collects, tests and distributes software mainly for nuclear power
applications and rV software validation activities under the auspices of various NEA .anding
committees. A new series of activities related to advanced computers (vector and parallel
processors) and to quality assurance issues are being initiated by the NEA Nuclear Science
Committee.

1. INTRODUCTION

The Nuclear Energy Agency's (NEA) activities in support of software engineering in its 23
Member countries have essentially dealt up to now with design and modelling software. In
this area the NTEA has co-ordinated a large number of validation projects which have served
both to improve the reliability of the software as well as to test the models themselves. The
NEA Data Bank, on the other hand, has been involved with collection, verification and
distribution of software. Some new activities in advanced computing and quality assurance
are being set up and will be Iriefly described.

2. THE COMPUTER PROGRAM SERVICES

The NEA Data Bank collects, tests and distributes computer programs and numerical data in
the field of nuclear energy applications. This valuable information is shared worldwide for
the benefit of scientists and engineers. Sixteen European countries and Japan finance the NEA
Data Bank, while the United States and Canada contribute to a common pool of technological
information through similar centres (ESTSC and RSIC at Oak Ridge and NNDC at
Brookhaven). Information is exchanged with other countries through a cooperative
arrangement with the IAEA [1].

2.1 Software collection

The collection contains today about 1500 active computer codes of a total of 5000 references
to other known codes. Thus as well as servicing requests for current codes meaningful replies
to user enquiries on some other useful software for nuclear applications can also be provided.
On the average ten percent of the codes are renewed each year. As new programs are added,
older programs, for which replacements have been identified, are placed in the archive of
codes for which maintenance and publicity is suspended.

The subject area of interest for these codes has evolved over the years. Some large interest
fields such as static design studies and cell calculation were very popular many years ago.
This field reached a satisfactory level of development at an early stage and most scientists and
engineers now have adequate programs for present needs. The areas of reaccor safety, hazard
and accident analysis received major attention during the last ten years. Recently, programs
for safety assessment of radioactive waste repositories and radioactivity dispersion problems
have become popular. This shows the increased attention given to environmental and radiation
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protection questions. Cell calculations, and static design studies have received renewed
attention recently in view of investigations on advanced reactors. In many instances the
original modelling used in these codes had to be extended to cover the new physical problems
that need to be tackled in these new concepts.

The distribution of active computer programs by subject field is shown in Figure 1.

F i g u r e 1 . P r o g r a m C o l l e c t i o n • S u b j e c t C a t e g o r i e s
T o t a l number is 174 0

litnagfratal (EX)

Radiation Skidding (BC)

Htll • • • F l u * Fi l l | I I )

Static O*tign Study CBS)

Eip. DttB Proc*l»ing (4S)

Riiclir Sitlm (111

. . . . . . . i . l CJD

I t t t i o * C»r i trot ( I I )

Crm Svcl I t n Cl I c

Siricianl • a i l f i u (511

lurlt.r f u l l . (Ml

Vllltf l l l IC1I l l t f . (11«|

2.2 Software acquisition

The acquisition of new computer programs is governed by two factors:

- Requests by users for programs not yet acquired;

- Anticipation of requests in subject fields covering new trends in nuclear application
activities or newly released versions of existing codes.

2.3 Processing

Programs are, as a rule, "tested" before they are distributed. The process involves:

- Screening the material received for completeness (in particular with respect to
documentation) and cataloging the material.
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- Compiling the software and performing static analyses using software engineering tools.
Syntactic incompatibilities or errors are identified in this phase as well as flow errors and
non initialized variables. Where necessary, errors are corrected or syntax standardized or
adapted to the compiler used for this verification. Contacts with the author may be
necessary to resolve some of the problems.

- Linking and external data file associations are performed and the code is executed on one
or more sample problems normally provided by the author. This verification is
complementary and independent to the one carried out by the author.

This description of the processing of software at the NEA Data Bank is clearly a fairly basic
software verification activity. Resources required to perform state-of-the art verification and
validation on the bulk of the software collection would be enormous. Such an activity would
also not be meaningful unless it would be started at the design stage in cooperation with the
author. This activity is, however supplemented by international validation exercises on
selected programs as described below in Section 3. It is envisaged, also, to perform in-depth
Verification & Validation on a few selected codes in connection with the work began by the
NEA Working Party on Advanced Computing described in Section 4.

2.4 Distribution

About 20 000 computer programs have been sent out to requesters since the beginning of this
service in 1964. The annual average distribution during the last few years has amounted to
more than 1500 codes.

The computer code packages are generally distributed on magnetic media with the exception
of the associated documentation. The preferred distribution characteristics for each requesting
user is stored in an information system as well as all transactions with authors and requesters.
This provides an efficient means of processing the requests and enables the users to receive
notifications pertaining to the codes they requested.

For the last three years, an online electronic network service is available to accredited users.

2.5 Feedback

An important process in software maintenance is the handling of the end user's experience.
The NEA Data Bank collects the following feedback from the users:

- detected errors or shortcomings
- inconsistencies between the program and its documentation
- undocumented limitations found in its applicability
- improvements carried out by the user
- extensions or generalisations of the program
- auxiliary software developed
- information on validations carried out
- information on the portability to other platforms

This information is distributed to the authors of the software and to the other users of the
software. It is also used to update the software if required.
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2.6 Workshops

In conjunction with the Computer Program Services, the NEA Data Bank organises seminars
and workshops on specific codes for existing or potential users of a code. This is considered
not only a service to Member countries but also as a small step to improving the quality of
user performance in the framework of user certification.

3. VALIDATION ACTIVITY

The NEA has, for many years, conducted international code intercomparisons or
"benchmarks" to validate software used in the nuclear industry for design and modelling. This
is an essential activity for any software qualification process.

Validation exercises have been carried out for neutronics (power distribution calculations,
shielding, criticality), noise analysis applications (loose parts detection, core barrel vibrations),
thermalhydraulics (transients and breaks) and nuclear physics models. Two benchmarks of
interest are currently in progress involving about 40 participants:

Calculations of power distributions within reactor core assemblies. The main objective
here is to compare different techniques of the flux assessment derived from coarse mesh
calculations or transport schemes [3].

3-dimensional light water reactor transient calculations.. The interest here is focussed
primarily on the performance of models and numerics of the calculational tools developed
for the simulation of the core neutronics and thermal hydraulics phenomena in conditions
where the power distribution changes in space and time cannot safely be assumed to be
separable. The next phase will include comparison against data from reactor operation [4].

Typically, the validations usually involve a number of distinct codes developed independently
and occasionally the same code used by different users. High quality experimental data are
generally used as a referee for the contributed calculations, in particular in the case of "blind"
benchmarks where the participants have no prior knowledge of the experiment. In some cases
the validation process is carried out for predictive applications where no experimental data
exists.

It is crucial that the problem exercise be well specified at the outset in order to avoid
ambiguities leading to discrepant contributions. Even then, it is usually necessary to perform
further rounds of calculations after the first analysis of the results show non-negligible
differences due to user input errors or actually uncover software coding errors.

The results of the validation exercise are documented in a report which is useful for future
validation work by individual organisations: For new versions of a code as well as newly
developed codes or to train new users. In some specific cases, the experimental data, well
defined versions of the codes used and the input data files are archived for future reference.
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4. ADVANCED COMPUTING

At the first meeting of the newly established NEA Nuclear Science Committee (NSC) in
December 1991, a Working Party on Advanced Computing for Nuclear Applications (WPAC)
was mandated to deal with various aspects of software engineering; including software
developments and maintenance methods, research in verification and validation methods, and
the use of advanced computing equipment such as vector processors, parallel computers and
personal workstations.

The objectives of the WPAC are:
to provide a primary source of information to Member countries of current developments
incorporating both hardware and software;
to advise the nuclear community in the Member countries on the importance and
relevance of developments incorporating current requirements and practice;
to provide advice to the nuclear community on the strategic developments in advanced
computing and their potential future impacts in operational, safety and R&D areas;
to act as a catalyst for symposia and conferences covering developments in advanced
computing and their relevance for the nuclear industry.

In order to deal efficiently with various key areas of interest identified at the first meeting of
the Working Party, a number of task forces and projects were defined.

4.1 Scientific Applications Software

A large number of codes used for design and modelling were developed 10 to 20 years ag v

without the benefit of modern QA techniques. This body of software is widely in use today
and is crucial to nuclear science and engineering. The cost-effectiveness of the maintenance
of this software poses a serious problem and development of replacement software is usually
out of the question as national nuclear R&D programmes have shifted scarce resources to
other needs.

A task force has been formed to review the issues of "backfitting" existing software through
QA management methods. Not all software of this kind needs to go through a substantial
effort cf redesign as the codes have established a high confidence experience over the years
such as through the validation activities mentioned in Section 3. Therefore, It will be
necessary to establish a classification of software according to the level of qualification
needed.

4.2 Vector and Parallel machines

Architectures of the most advanced computers have evolved considerably in the last decade.
They have moved from vector processors to vector/parallel processors and are now moving
to massive parallel systems. Hardware advances have outpaced software design; indeed the
old algorithms are not really suitable for these new computers.

Recent conferences in mathematics and computations as well as reactor physics show that an
increasing effort is now devoted to rewriting computer codes to include parallel constructs and
features. Engineering is in fact moving towards full scale simulations and increased use of
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computers for design optimization. This requires very high speed computing systems; it is
clear that this can, to a large extent, be achieved through massive parallel computing.

The work of the NEA Data Bank has been influenced by these developments through the
recommendations of its management committee. In fact, during the last decade, codes
specially adapted for improved performance on vector processors were acquired, tested and
distributed. The NEA Data Bank has also co-organised the first conference on supercomputing
in nuclear applications (SNA'90) [2] held in Japan and is sponsoring the next one (SNA'93)
to be held in Karlsruhe. In the framework of WPAC additional activities are planned and
coordinated through a specific task force.

Potential activities of the task force on supercomputing include:

Devise an internationally agreed and appropriate set of criteria and measures which help
identifying the most effective computer for solving particular problems. Future
supercomputer systems will have essentially three components: scalar, vector and massive
parallel processors. In a multi-user environment the efficiency is strongly dependent on
the correct choice of processor for each computation.

Preparation of a state-of-the-art report on technologies for producing software with
massive parallel constructs with emphasis on algorithms for equations required for
nuclear applications.

Benchmarking and validation of parallelized programs and determination of speed ups
achieved.

Organisation of seminar, workshops and conferences addressing specific topics in massive
parallel programming.

Advice to the NEA Data Bank on acquisition and dissemination of general solvers and
important codes for nuclear power applications which have undergone thorough testing,
thus avoiding duplication of efforts in the Member countries.

4.2 Standards and Quality Assurance

Because a multiplicity of standards is developing among the NEA Member countries, the
Agency has been asked to organize an analysis of the standards and QA procedures in order
to extract the common elements and identify the key issues which would form the basis of
a consensus review of the current approaches.

The multiplicity of standards and approaches is due in part to the different levels of quality
assurance needed in various applications: Not all software needs to be qualified as thoroughly
as safety critical software. In fact, for some design software it may only be necessary to
accept that the existence of adequate documentation and a minimum maintenance procedure
are sufficient.

In support of this review activity the NEA Data Bank will begin collecting and compiling
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the various source cocuments pertaining to QA standards including formal standards,
guidelines and drafts currently circulating for comments. This collection of documents should
also serve as ui international repository of standards to support developers of specific
guidelines. A bibliographical index to the collection should attempt to include information on
the past and current use made of the standards.

4.3 Process Control Systems

Most of the aspects covered so far have pertained mainly to design and modelling software.
In the more specific area of process control systems a number of separate issues need also
to be considered in the framework of collaboration between the NEA member countries.

Initial proposals for review work have been suggested on topics covering qualification of PC
architectures, surveillance systems, diagnostics systems, databases used for operation or
maintenance and software reliability assessments. Good work has already been accomplished
by IAEA on safety critical software but there is a need to also tackle safety related and non-
safety related software.

In the coming months, the detailed programme of work will have been defined, and the task
force will begin to review the state of the art in this field. Based on that groundwork,
recommendations for Research and Development in Member countries will be discussed.
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ABSTRACT

Computer software is of increasing importance to safety in nuclear power plants
as more software controlled systems important to safety are being installed in new plants,
and the modernization of instrumentation and control equipment and systems in existing
plants by means of digital data processing is progressing in many countries. The IAEA
last year initiated activities to assist Member States in ensuring that software based
systems important to safety are themselves safe and are properly licensed. This paper
provides an overview of these activities, their results and future plans. A state of the art
report dealing with key issues of software engineering related to applications important
to safety is now being finalized. It will serve as a basis for the development of an IAEA
Safety Guide on software. In future, both regulatory and technical aspects of software
important to safety will be addressed by the Agency.

1. BACKGROUND

In general, the nuclear power industry has been cautious in the application of
software-based devices in nuclear power plant (NPP) systems important to safety1.
However, the.e is already a significant experience with software controlled systems
important to safety, and there is a trend towards replacing existing controllers, monitors,
display systems and data acquisition and interpretation systems with modern software
controlled devices.

Relevant experience includes the use of Programmable Digital Comparators
(PDCs) in CANDU 600 nuclear plants to implement the trip decision logic for the
process trip computers, of fully computerized shutdown systems in Ontario Hydro
Darlington NPP, and of an integrated digital protection system in the Electricite de
France 1300 MWe P4 plants to protect personnel and equipment by prompt shutdown,
trip and safety feature actuation. Furthermore, in the United States over a dozen nuclear
plants have performed analog to digital modifications in safety systems, and in the United
Kingdom a software based primary protection system is being developed for Sizewell
NPP. These examples illustrate an overall trend in the modernization of I & C systems
in nuclear plants by means of digital data processing which is progressing in many
countries.

1 'Items important to safety' are defined in IAEA NUSS Safety Guide 50-SG-D1 as:
(a) those structures, systems and components whose malfunction or failure could lead to undue radiation
exposure of the site personnel or members of the public (this includes successive barriers set up against the
release of radioactivity from nuclear facilities); (b) those structures, systems and components which prevent
anticipated Operational Occurrences from leading to Accident Conditions; and (c) those features which are
provided to mitigate the consequences of malfunction or failure of structures, systems or components.
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Increasing utilization of software controlled systems in NPPs and the inherent
possibility of failure of all software requires a concerted effort to ensure that these
systems have the required reliability and that they contribute to, rather than compromise,
plant safety. The International Atomic Energy Agency, as an intergovernmental
organization established by the United Nations to serve its Member States in the area
of peaceful uses of nuclear energy, is a logical facilitator for this effort.

The functions of the IAEA as laid down in its Statute cover a broad area,
including fostering the exchange of scientific and technical information, encouraging the
exchange and training of scientists and experts, and establishing or adopting standards of
safety and providing for the application of these standards. However, in the area of
software past IAEA activities have been rather limited; a manual on software QA was
issued in 1988 and some information exchange meetings were held. Existing publications
in the IAEA Safety Series do not deal with and do not provide guidance for the problems
particular to software controlled systems important to safety. In addition, internationally
agreed criteria for the assessment of software in these applications are not available.

In response to the present situation and expected developments described above,
a programme of activities was initiated by the Agency last year to assist Member States
in ensuring that software based systems important to safety are safe and properly
licensed. These activities, their results to date and planned work are described in the
following sections.

2. 1991-1992 ACTIVITIES AND THEIR RESULTS

2.1. Recommendations of Advisory Group

As a first step, the IAEA convened an Advisory Group Meeting (AGM)2 in April
1992 to obtain advice on activities appropriate to the needs of Member States. The
Advisory Group recommended to the Agency a programme of activities on Software
Important to Safety in Nuclear Power Plants with the following objective: "To ensure that
computer systems in NPPs are adequately safe and efficiently licensed".

The scope of recommended activities, aimed at those designing, building, operating
and regulating NPPs, include: the development of technical guidance documents;
information exchange on selected topics through technical committee or specialists
meetings, seminars and symposia; co-ordinated research programmes on safety issues of
common interest; training courses; and engineering safety review services. These
activities are intended to complement and supplement activities carried out by other
international organizations and to address those issues that are of the highest importance
to the clear industry. It is also intended to co-ordinate IAEA activities with ISO, IEC
and ot.er international organizations, as appropriate, to avoid duplication of effort.
Howeser, in the opinion of the Advisory Group, it is essential that the IAEA provides

2 AGM participants: G.H. Archinoff, G.J.K. Asmis, R.J. Hohendorf and D.L. Parru ^ of Canada; J.MA.
Rata of France; W.G. Ehrenberger of Germany; A.Bali, R.E. Bloomfield, BA. Carre and G. Hughes of
United Kingdom; N.G. Leveson of the United States of America; and J. Pachner of IAEA.
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authoritative guidance to promulgate uniform safety and licensing standards for software
throughout the nuclear industry.

The Advisory Group provided detailed recommendations for the preparation of
guidance documents on the development and use of software in systems important to
safety in NPPs. It identified fourteen key issues of software engineering of which
Member States should be aware when undertaking the development or acquisition of
software important to safety and which should be addressed by the guidance documents.
Among other things, the Advisory Group recommended preparation and dissemination
of case study reports on important experiences, difficulties encountered and lessons
learned in efforts to use computers in NPP safety systems. Finally, the Advisory Group
suggested an action plan for the implementation of the recommended activities.

2.2. Development of state of the art report on software important to safety in nuclear
power plants

Development of the above report based on the AGM recommendations
commenced in June 1991 and has continued at a high pace since then. It has involved
drafting and revision of the report by a small working group and review by both AGM
participants and a Technical Committee Meeting held in June 1992. The report is now
being finalized using the feedback obtained. Its publication is planned in 1993.

The focus of the report is on safety critical applications3 of general purpose
processors controlled by custom developed software. However, it is expected that the
general principles and techniques arising from safety critical software will have a broader
application both in other applications important to safety and in other types of computers.
In this context the objectives of this report are:

(1) to document the situation with regard to the key issues in safety-critical software
specifications, design, development, validation and licensing, and

(2) to provide a technical basis for an IAEA Safety Guide on software important to
safety.

The key issues of software engineering relating to applications important to safety
that are addressed in the report are given below.

(1) Engineering Context: How general nuclear engineering and system engineering
techniques can and should be extended to software development.

(2) General Principles: General principles important for engineering software for NPP
safety systems.

(3) Management: Issues unique to, or of particular importance to managing
development of, safety critical or safety important software.

3 'Safety-critical applications' in NPPs are applications for implementing safety functions of emergency
reactor shutdown (also referred to as reactor trip, reactor protection or scram), emergency core cooling and

containment.
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(4) Modelling: Extension and management of the application of standard engineering
modelling and analysis to software engineering.

(5) Documentation: The types and forms of documentation that should be required
for NPP software.

(6) Programming: Principles of programming and programming languages that should
be applied in NPP systems.

(7) Verification and Validation: How software can be shown to be in
conformance with requirements.

(8) Testing: Special issues related to testing of computer software.
(9) Figures of Merit: Measurement and assessment techniques for software.
(10) Maintenance: Appropriate approaches for changing software throughout its

lifetime.
(11) Tool Support: The qualification and appropriate use of tools for software

development.
(12) Use of Existing Software: Potential problem areas in using software that has been

constructed independently from the NPP system being developed.
(13) Personnel Qualifications and Training: Education and experience requirements for

personnel developing NPP software.
(14) Balance: Making trade-offs when undertaking a software project so as to satisfy

sometimes conflicting requirements.

In addition to providing a solid technical basis for the IAEA Safety Guide on
software important to safety, the report promises to be a source that identifies example
practices and documents their strengths and weaknesses for dealing with some of the
software engineering problems that confront NPP system designers, software producers
and regulators. It should also be of interest to software users to alert them to the issues
to which they must pay attention when specifying or obtaining software for systems
important to safety.

3. FUTURE ACTIVITIES

Future Agency activities on software important to safety in NPPs will address both
technical and regulatory aspects. However, because of the current shortfall in Member
States' funding of the Agency's programme and the priority of improving the safety of
nuclear plants in eastern Europe and safeguards implementation, it will not be possible
to implement all activities that were recommended by the Advisory Group in April 1991.
This situation provides further impetus to better co-ordination and collaboration amongst
all engaged in software related activities.

Development of Safety Guide on Software

To fill the gap in the IAEA Safety Series, work will start in 1993 on the
development within NUSS (Nuclear Safety Standards) Design area of a Safety Guide on
Software Important to Safety in NPPs. This work will be based on the report on software
described in Section 2.2 and will take into account relevant standards and guides issued
and under preparation by other international and national organizations. The target
completion date is 1995.
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Information Exchange

A specialists meeting is planned in 1994 to facilitate in an interactive environment
the exchange of ideas and information on lessons learned from the use of software-based
safety systems. More specific topics for the meeting will be determined in consultation
with Member States. Consultancy services will be used to prepare a TECDOC to further
disseminate the information from the meeting.

Engineering Safety Review Services and Training

At the request of the Czechoslovak regulatory body, the Agency is planning a
Technical Co-operation project to help in the licensing of software important to safety.
Expert services are planned to assist with the licensing of modern digital I&C technology
that will be used in safety applications at Temelin NPP, a two 1000 MW unit station of
Russian VVER design. In addition, the training of Czechoslovak specialists through an
IAEA fellowship programme is planned to transfer relevant know-how. Collaboration
of Czechoslovak specialists with software experts provided by the Agency is aimed at
developing the national capability to license software-based safety systems independently
in future.

4. CONCLUSIONS

The IAEA recognizes the increasing importance of software to NPP safety as more
and more software controlled systems important to safety are being used in both new and
existing nuclear plants. The Agency also recognizes the attendant need for a systematic
effort to ensure that software based systems are themselves safe and properly licensed.
Activities on software important to safety initiated by the Agency in 1991 are aimed at
facilitating and stimulating this effort. It is likely that Member States will continue to
request the provision of both generic guidance and safety reviews of specific cases.
Continued strong interest and participation in relevant IAEA activities will ensure both
the quality and timeliness of this guidance and thus will contribute to the safe operation
of nuclear plants.
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PRINCIPLES OF ARRANGING A SPECIALIZED OPERATING SYSTEM

FOR THE NPP APCS

V.Vasilenko, A.Khairutdinov, V.Chernykh

The paper presents consideration of problems related to

development of software for the low level computers of the NPP

automated process system (APCS), connected directly to monitoring

and control of process equipment and control board of the NPP

unit. A complex of different controllers and computers for

process information input, primary processing and output is

involved herein.

Proposed are the concept and principles of developing a

specialized system software, incorporating the operating system,

communication arrangement, process information interface,

hardware and software of the complex fault-tolerance, principles

of system check and reconfiguration in case of failures and

recovery.

Wa proceed from an assumption that the NPP APCS has as a

rule a 2-3 level structure. For the upper level and optional

functions it is allowable to use the universal software

(operating system, network support, data bases, presentation

graphics, etc.), however, for the lower levels with account of

unique strict requirements, imposed on hardware and software, it

is necessary in our opinion to develop a special software. This

specialization shall consider the requirements for the hardware
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configuration and functions, imposed in such cases of application

as in the NPP APCS.

The scope of requirements is considerable and some of them

are not easily satisfied at a time, therefore it is necessary to

single out main groups of contradictory requirements and a

compromise between them will contribute to featuring the system

appearance and principles of the complex arrangement as a whole,

taking into account all the main factors, but not their separate,

possibly very important, aspects.

The operating system specialization consists in the

following:

- operating system supports functioning of the fault-

tolerant configuration with multichannel redundancy;

- operating system provides for a high rate of response for

events occurring in the objects, strict time check of functioning

and subsequent reconfiguration at different failures in system

components;

- provision is made for exact reference of the information

input from the object and revealed events to the astronomical

time;

- operating system supports long-term continuous functioning

of the system (several thousands hours) in view of a necessity to

ensure the repair and recovery of the complex failed computers

'•at running" during plant operation;

- operating system provides for the metrological support and

scaling at a rate of processing.
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Preliminary it is required to make some clarification

related to the operating system description:

- when describing the operating system specialization used

such terms as "quick", "large flows of information", "exact

reference", etc. All these notions are evidently relative, one

shall specify at once, that this development is already in use

and its further updating is intended for such objects as nuclear

power plants, thermal power plants of medium and large power,

etc. Surely, there are other applications where the time step of

interaction with an object or that of processing shall be by an

order less, or information flows per time unit by an order

greater (aviation, radar installations). However, in such systems

in general these are no requirements for other parameters or they

are considerably less stringent. For example, in the foregoing

cases either the system functioning duration is considerably

less, or the object itself is rather simple, as its behavior is

characterized by 2-3 orders less, than for the NPP;

- relativity of characteristics "quick", "exact" depends

upon characteristics of the used computers and object interfaces;

- possibility to employ the described operating system in

other "more simple" applications, not requiring such quick-

operation at interaction with an object or having small amount of

parameters, is not excluded. The use of this operating system in

such cases can be justified by its efficiency and small

"dimensions" and/or by its capability to support fault-tolerant

complexes, which is a new feature in comparison with other

commercial operating systems;
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- required indices of reliability and fault-tolerance at

multichannel (2-3) redundancy are ensured by the operating system

due to supporting the disconnection and recovery functions of the

system faulty components "at running". The necessity to employ a

system with recovery depends upon the system components

(computers, interfaces with an object, network means) reliability

indices and duration of its guaranteed operation. The operating

system can be used as well for constructing the unattended

systems, if the given parameters allow. In this case the

operating system is applied for checking the system functioning,

isolating a faulty control channel from the object, storage of

the system component failure statistics, remote signalling at

system failure as a whole by means of corresponding communication

systems.

Without further clarifications and definitions we only

state, that in the given case it is meant to use the development

in the APCS design for the WER-500 power unit.

Realization of the operating system supposes a certain

hardware support:

- tc arrange the synchronous timed operation at multichannel

configuration, to provide for monitoring and signalling in the

complex as a whole a check and disconnection block is used. This

block synchronizes operation of all system computers with a

preset period, which is kept with a great accuracy, and is used

as a tic mark timer;

- to arrange mutual control of computers in the cluster, is

used a communication system, forming a bidirectional closed ring.
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This enables to localize reliably a failure or malfunction of any

control channel in the complex and to signal about it;

- to arrange time check in the complex, checking the check

and disconnection block failure (which can be a system general

failure source); to arrange a system "clock", used in addition

are 2-3 programmable timers;

- to provide for high rate input of process information

large flows into computers this input shall be performed under

conditions of direct memory access;

- to provide for computer communication with the upper

levels the appropriate devices ~re required to connect the

computer to the process control network of the unit APCS,

operating under conditions of direct memory access as well.

The notion "module cluster" is introduces, incorporating a

complex of computers for the APCS process level/ having a common

interaction and mutual control and diagnostics of malfunctions

and failures of separate modules and their components.

Cluster modules (C-modules) can perform one or several

undependable or independent functions of APCS.

For C-modules a single time step is introduced for

interconnection and work synchronization. In every time step all

C-modules exchange the packages, containing besides the process

information the status matrices. The latter are used for

diagnosing and indicating the malfunctions and failures of the

module and its environments, for the C-modules reconfiguration

and warning about their availability at recovery.
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The timer service (up to 3-4 timers per module) with a

common synchronization and correction in response to the

astronomical time signals is arranged for strict time check of c-

modules functioning.

The proposed operating system has an "onion-layer"

structure, including 3 following layers:

Z-kernel of the system provides for rather simple

principles of the core-resident program operation organization

and control;

- T-kernel ensures execution of a complex of functions,

required as a minimum for arranging the interaction with

environment (control object, other computers), system fault-

tolerance and reconfiguration at failures and recovery;

- S-kernel incorporates drivers of devices included into the

computer technical configuration, scheduler and monitor of

asynchronous processes, providing for application program

operation (computation and functional check of the object,

primary programs of object diagnostics, metrological support).

The application program level is denoted further as F-level.

Z-kernel provides for process activization, their

interconnection through an event apparatus, organization of

process dispatching by tic marks. It includes a number of prime

programs-primitives to be used by the programs of all other

levels for interconnection with the operating system. Z-kernel

programs are so arranged, that duration of their operation, when

the interrupt system is disconnected, doesn't exceed a certain

value (in this case 100-300 msec) . This is necessary for exact
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reference of measured information to the astronomical time and

synchronization of the complex as a whole.

The contrast to conventional multi-purpose operating systems

the T-kernel includes the programs, being of vital importance for

the APCS module operation:

- programs for process information input from the object and

its check;

- programs for object control action issue;

- programs for forming the control actions, required as a

minimum for object control;

- programs for checking the operation of the module and its

environment;

- programs for system reconfiguration at failures and

recovery. T-kernel functioning and organization of its

interconnection with environment are based on the timing

principle.

The tacting operation of the T-kernel allows to solve a

number of problems:

- checking the correct functioning of the module, its

components and environment;

- referring the process information to the astronomical time

and its synchronization;

- organization of quick reconfiguration at failures and

simplification of algorithms for cluster modules recovery after

repair.

T-kernel is a principal part of the system, its "heart",

which coordinates operation and ensures functioning of all module

system processes. A complex of works, executed by the T-kernel,
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is called the alpha-rhythm. Every time step starts from

processing an interrupt signal, given by the tic mark generator,

single for the cluster, which specifies the system operation time

step. The generator (check and disconnection block) in every C-

module is checked by means of its own check timer, restarted at a

value of T + dT, when the interrupt signal is received from the

check and disconnection block. After check timer operation the

program for processing and checking the mentioned block

malfunction is started with the following signalling and

reconfiguration.

T-kernel performs process information input into the module

and output of control actions to the object. The general

principle used at alpha-rhythm formation is incorporating all

control functions of check, input, output and interrupt

processing process, related to completion of these operations.

These programs have guaranteed short phases of execution (about

several Ms). All the rest time of the time step the alpha-rhythm

"watches" tic marks, checks the timing diagram run and normal

completion of all operations in the time step.

All operations, related to asynchronous devices and

potentially long-term periods of time periods of time (more, than

a time step) are carried out on S- and F-levels.

Particularly important for the NPP APCS are the aspects of

checking the system proper functioning, reconfiguration at

failures, taking into account their possible superposition,

recovery, after repair. These problems are solved in a different

way at different redundancy methods:

- massive redundancy at a level of programmable controllers;
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- internal redundancy;

- structural redundancy.

Three types of checking are used in the cluster:

- internal checking (self-checking);

- checking by the C-module (of those modules, which are

inter connected with it);

- checking by the modules cluster.

The check results are available for all the uses through the

failure-tolerant data transmission system and finally a common

field is formed as a two-dimensional failure matrix, used for

failure indication and localization, as well as in

reconfiguration algorithms. This matrix represents the status of

all system devices and modules.

Three sothods of checking are employed:

- time checking,

- information (syntax) checking,

- content (semantic) checking.

For time checking the timing is introduced of all system

modules interconnection and operation, as well as the modules

synchronization from one time. The tic marks are used in all

modules to check devices (time-out organization), environmental

users, with which the module is interconnected, to synchronize

data and exchanges at recovery after repair.

Thus, the time checking shall be intended for all devices,

computers and data transmission systems.

Information checking includes conventional methods (sum

check, parity check, redundant codes, data format check). Besides

-303-



measuring systems are checked by reference sources and signals,

control action issue by "reverse input".

Semantic checking means check of the computed results at the

lowest level, using different simplified models, for example

discrete models of object devices, check of the parameters mutual

correlation or balance ratios. Semantic check programs are used

at the application program F-level.

Reconfiguration algorithms depend upon the accepted

redundancy method (parallel operation, hot reserve), number of

redundancy, channels and allowable level of degradation.

A generally applied principle at multichannel redundancy is

a parallel operation with a degradation down to one control

channel. Reconfiguration algorithms themselves are based on the

failure matrix.

Three cases can be considered herein:

module self-disconnection because of its devices

malfunction, initiated by the internal self-check program;

- module interlocking, initiated by environmental modules,

interconnected with it on the majority principle;

- module disconnection from the system at a maintenance

personnel command for preventive and repair work execution.

In all cases the system users are informed about module

disconnection by a corresponding mark in a failure matrix and by

marking the module quantum exchange in the data transmission

system by the network controller.

The procedure of the module correct putting into operation,

is a very complicated problem, effecting the reliability and

quality of the APCS functioning.
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several aspects can be considered here:

- F-programs loading into the module;

- data restore;

- identification of the module operating conditions and

module adaptation to the current (program starting);

environmental informing about module readiness for

operation in the system and waiting for an instruction to start

operation in the system;

- starting of operation in the system and bringing into

stationary operating conditions.

These problems shall be solved with a support of hardware,

being a part of the APCS.

Realization. The proposed principles and decisions have been

developed since 1978 and passed several stages of realization and

trial operation.

The system, realized for controlling the computing complex

with a 3-channel redundancy, based on the Soviet computers of CH-

2M type, was successfully used in 1985 for conducting the

experiments with a direct digital control of the ship reactor

plant.

At a 100 Ms time step of T-kernel operation there were

measured up to 500 analog channels and up to 400 discrete

binary) ones. The time for detecting a malfunction or failure in

one of the branches and reconfiguration was 200-300 Ms.

The capacity of the system T-kernel is 10-12 KB.

At present furthe- development and evolution of the design

are implemented, basing on modern microprocessor systems.
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ABSTRACT

An Integrated Control System (ICS) for NPP including
microprocessor - based protection system is being developed now at
RDIPE. V&V of ICS safety related software is planned to be
performed in general in aooordanoe with TATCA and IEC standards and
guidelines. GPAN (Russian nuclear regulatory body) requires the
obligatory numerical reliability assessment of software designed
for safety related control, monitoring and protection systems of
NPP. This direction is under way at RDIPE now in the framework of
software quality assurance activities. Methods for numerical
assessment of software reliability at the stage of design and
source code development were proposed for both software modules
and large software systems. At the present time these methods have
been implemented at PC. They will be used for reliability
justification of software being developed. It is planned to
implement a number of alternative methods of reliability
calculation. Proposed methods to evaluate the software reliability
at the Btage of sof tware testing and pilot operation are based on
DjelinBki-lforanda model. It iB planned to implement several
alternative methods of software reliability assessment at the
Btage of testing together with the adaptive mechanism of their
initialization. Computer System for Software Reliability
Assessment (GSSRA) is being developed now to predict and evaluate
parameters of the software complexity, reliability and quality at
all stages of the software life-cycle.
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1. INTRODUCTION
Advanced integrated system of control, monitoring and protection
is under development at REIPE now. It is being planned to be
installed at NPPs with channel-type reactors, and being designed
in strict adherence to the basic principles of ensuring nuclear
plant safety.

Software reliability assurance is one of the key directions of the
software part of this project. Integrated use of procedures of
software quality assurance (QA) allows to decide this problem more
or lesB satisfactory. Nevertheless application of QA techniques to
Bophi-stioated software does not ensure 100% correctness and
reliability of this software. Therefore it is important to get
quantitative assessment of software reliability at various phases
of its life-cycle. Calculation of software reliability allows to
make well-grounded conclusions concerning delivery of software or
in-time development of countermeasures, enhancing its reliability
[11.

Proceeding from practice requirements, GPAN (the Regulatory body
of Russian nuclear industry) raised the issue of obligatory
reliability assessment of software designed for NPP safety-
systems. Presented paper includes the results of methodology
development for quantitative assessment of the software
reliability, and requirements for support tools, necessary for
such assessment.

, i J.WJ.XU11 » i «/" £/£.Û *UWl_P V i U U

and development could be marked: software specification and
design; development of source codes; debugging, verification and
validation, as well as maintenance during xhe pilot operation of
software. These phases are in accordance with different methods
and purposes of the reliability assessment [2,31-

Main reliability criteria for restorable systems, and most of the
software systems are like that, are the time between failures T
and availability factor Ka [41- The main probabilistic

characteristic of -random value T is the probability of faultless
operation P(t)

P(t) - P(T > t) (1)

The integral reliability criterion iB the failure rate X(t) which
characterises distribution density of the time between failures:

d In P(t)
M t ) = _^ f t > o (2)

There are some concepts for the software reliability assessment
alternative to those above mentioned. They include the concept of
a statistic evaluation of software reliability proposed by
D.L.Farnas [5], a concept of forced testing [31, and one basedon
the finite machine theory. In some cases the model of reliability
increase turns out to be useful. Nowadays all these the concepts
have a weak practical applicability. Nevertheless their intensive
study is planned in order to develop alternative solutions.
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2. APPROACHES TO QUALITY ASSURANCE OP SOFTWARE

The early '70s saw the advent of computers at Soviet NPPs. One of
the most complex existing computer systems until now iB the
Information Computer Aided System (ICAS). ICAS was designed for
Ignalina NPP Unit 1 (1934) and then it was adapted for Unit 2 with
inBignifioant changes (1987). The main functions of the ICAS are
acquisition, logging, processing and representation of process
data for plant operator.

The ICAS software was designed using the method of structured
programming and is implemented as a modular structure. This made
it possible to carry out a parallel development and debugging of
the individual programs, to adapt the software with no significant
changes, and to take into account real-time program functioning.
The total number of the program modules is more that 600. They are
combined into 33 functional packages.

Advanced integrated system of control, monitoring and protection
is under development now. It will widely use programmable
facilities in the sphere of NPP control, including the functions
of automatic control and protection. Advanced integrated system is
planned to be installed beginning with 1995 at NPPs with
channel-type reactors. Advanced, control system is designed in
strict adherence to the basic principles of ensuring NPP safety.

To fulfill QA activities for NPP system software independent
software V&V team will be established at RDIPE. V&V team will also
fulfill quantitative reliability assessment of software at all
phases of its development. Independence of YfeY team is considered
as fundamental issue of satisfactory organization of QA activities
[6,7,8,91- The main criterion to define necessary degree of
independence is an objectivity of Y&V team. Software Y&Y team will
be in charge for the following activities [6,8,9]:

compiling of software development plan;
taking part in software specification;
ensuring strict fulfillment of software development plan;
checking parts of software for compliance with specification;
checking developed parts of software for compliance with

documentation;
compiling testing plans and test cases for software checking;
fulfillment of stand-alone testing and taking part in

integrated testing of software;
preparing and fulfillment of validation testing;
quantitative assessment of software reliability;
preparing testing documentation;

Tk-naTTamnfF ri i-\ ITI i m a n "I" *a 4- -i r-v. » r\n T«ODT*1 -4- o .—.-f tra-nn -Pi ,->«a 4-1 AVI
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configuration management, and software testing. The main duties of
Y&Y team will include checking the correct implementation of
established functions by software, absence of missings and faults
i ~*~t A i-%i-M l m a i r f n 4- •£ j-v>n *av*/1 la"Koan."»Q t-\-P -P*ai i l 4" o *art/̂  «aixiV\n m I A I I O A^r\~x o ~\ i-^rtc?
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being made at a l l pliases of development cycle.
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3. RELIABILITY ASSESSMENT AT THE STAGE OF
SOFTWARE SPECIFICATION AND DESIGN

To assess the number of expected errors in large software packages
the following equation has been suggested [1]:

V
3D

- (3)Trim

Here V - value of the package volume

Y = L logo n (4)

Here L - value of software package length, which is determined by
the equation.

o - software glossary
o-o i +r,o > where

»i - the number of operators types;

>?9 - the number of operands types;

f^ - the number of "i-operator" entries;

fo^ - the number of "j-operand" entries.

Equation (3) is valid for programs with the length of 2.6 * 103 <
5

L < 10 units. Such programs are classified as large programs or
software systems, and are mostly interesting from the poxnt of
view of practice. For software modules performing separate
functions the application of equation (3) leads to overestimation
of the resulting values. For Boftware module correctness
assessment special equations have been developed [1].

At the stage of software specification and design it is convenient
to assess the package volume in accordance with the following
equation

Y = (£\

*
hers V - potpotent ial volume of package

Y = f;3 + 1 < * « \ * 1.-̂ ™ to J. 1 A * « \ (<7\

Q- the package quality level A
1

* re j. inn ( °^ x m
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here r>ov - the number of input-output variables of the paokage

1 m pr

p = {1, 1} - software module hierarchy level number,
r^= {1, m} - software module number at "p" hierarchy level
ngx - number of input-output variables of "r" module at "p"
hierarchy level. By means of the further conversion the value of
package volume in terms of initial data at the stage of software
specification and design can be written in the following form:

hok
7 = 11 (2+1.4flok) logo (2+1-4»ok) [5+log2(—p + 1)] (10)

Reliability exponential model defines the residual number of
errors N during debugging in dependency on the expected initial
number of errors N n and debugging time "t" as

N = Noexp(-Kr), (11)

Here K - the rate of error detection during debugging. For
defining the rate of error detection during debugging one can
introduce the notion of a conditional error detection rate:

Equation (12) is based on the condition that the average program
debugging time T ,,_•>_„„ equals to the time of programming T__ which
at the stage of formal specification design is estimated on the
basis of the following equation:

E
T™ = = 6.75 (2 + 1.4 urt1r) logo(2 + 1.4 »rtlr) *rtlr)

[5 + log^—5-+ 1)] (13)

E - conditional wort: on programming,
S - Straud coefficient (S=18).

Then the equation (11) has the following form

N = N exp (-KOT) (14)

With the preset reliability parameter in the paokage specification
- the number of errors, present after debugging - the required
time of debugging duration t can be estimated. Proceeding from the
expected number of errors K in the software package the estimation
of probable absence of errors in the paokage can be evaluated as
well [ 2 ].
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At the stage of design the estimation of errors number, which
present in the source codes N, can be evaluated by the following
formula:

V V
N = * 2 logp; (15)

_j/^*-j\_/

The equation (15) is correct with limitation Y>2500 units. The
package volume V is defined on the basis of the equation (4).

The alternative method of estimating the expected number of errors
N in the software at the stage of design is based on the
application of the following linear relation [10]:

N = E a4z. , (16)
j=1 J J

here z • " j " parameter of the Boftware,
•J

r - the number of parameters,
a.- - coefficient.
As z_. parameters the following values can be selected:
â  - complexity of the conditional IF operators;
.CJr) UKJ U U X X 1 . L J U U U W X U X fc/X C U 1 U U U U 3

Zn - total number of connections with application software;
zA - total number of connections with system software:
2c; - the number of input/output operations;
rr *t*Vi a viiifnKa'n f\& f%f\mmi + o 4- *i A«*J ~\ n n o t v a 4* AI>O •

Zry - the number of data processing operators;
za - total number of comments.

As a result of experiments it was possible to derive a regression
coefficients a- for various types of programs: control programs;
input/output programs, etc. If the number of expected errors is
estimated, then the program failure rate can be evaluated:

_ N
(17)+

"run
where t_,_ - the average time of the program single run;

r - the averaged value of r - conditional probability of
the fact that the software error will occur during single run
under condition that the error does exist in the software.

Experiments with various large programs have shown, that estimation
of the number of errors on the basis of equation (16) in most_
cases is in good correlation with the equation (3). However, in a
number of cases discrepancies have been revealed, therefore the
further studies are necessary to clarify calculation methodology.
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4. ASSESSMENT OF SOFTWARE RELIABILITY AT THE STAGE
OF TESTING AND OPERATION

The methods to evaluate the software reliability at the stage of
software testing and pilot operation are based on similar
approaches, and they do not differ principally. The basis for them
is acquisition of the experimental information on software syBtem
failures and its statistic processing in accordance with the
adopted assumptions.

There are lots of different models employed to assess software
reliability according to experimental data. One of the modelB
which has most actual application is the Djelinski-Moranda model.
With regard to Djelinski-Moranda model assumptions the probability
of the free-of-failure software operation as the function of time
t- is given by the following equations:

-x.t-
P(ti) = e

 1 1 , where (IS)

xn. = K (N^- (i-1)) , (19)

here K - proportionality coefficient,
Nn- initial number of errors in the software.

K and N,-j values can be determined according to the experimental

data obtained while testing by the likelihood maximum method, for
example, [1]:

o« n o 1
Nrt = [ — + E (i-D tt ] — (20)

K ., -" iX 2
E t,

i = 1 •*•

n 2 1
K = [ E J n o (21 )

Here n is the total number of failures recorded during full-soope
testing of software system. A preliminary assessment of the
initial number of errors Nn, which the software system contains,

can be made on the basis of the expressions (3) and (16).

Further study of different methods to assess the software
reliability at the testing and operation stages and investigation
of their comparative efficiency are necessary. A gradual inclusion
of alternative methods and use of the strategy to employ the set
of procedures which supplement one another are being planned [11].
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5- RESULTS OP EXPERIMENTAL CALCULATIONS

Experimental reliability calculation of several large programs
ip.olud.ed in software of PC-based work place of Deputy Main
Engineer of Ignalina NPP on Safety was made as a part of studying
the methods of reliability assessment of source codes [12]. This
software was developed with use of Turbo Pascal Y5.5.

Program 1 is developed for displaying of color multi-screen forme,
representing NPP status (31 forms). Program 2 organises
hierarchical menu of processing and displaying the results of
accident data registration, and archiving. Program 3 of the most
significant length is intended for processing and displaying the
accident data in the form of various tables and trends [133.
Calculation results are represented in table 1.

Table 1

program

£

-LJl^XJ£- U l i *—'A.

TITIA rnvatn
^ • X WjC^L CJkllt

1711

636

2241

J.1 '.^111*/*.- 1 U X WA X. \-'±. fcJ

i i - _• '

A 4

On source ccd.es dsta

1 variant
a K

o< a
1— 1 * W

O TT*a-r»4 -a-n +
1— V C&X X C U t U

4-0

29-1

As it can be seen from table 1 results of software reliability
assessment, conducted in accordance with different methods, are in
good correlation. Data on real number of errors revealed during
development of these programs are absent.

Source data for reliability calculation were prepared by manual
scanning of source codes. The main purpose was clarification and
formaliaation of analysis techniques and their application. This
did not allow to analyse more representative set of programs. ̂
Nevertheless the results obtained are in a good correlation with
experimental data accumulated during development of several
serious in-built control software projects. The volume of
representation (54 programs), analysed in [1], exceeds the volumes
accepted from the point of view of statistical significance in
software development area.
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6. DEVELOPMENT OP COMPUTER SYSTEM
FOR SOFTWARE RELIABILITY ASSESSMENT

Computer system for software reliability assessment (CSSRA) at the
phases of design and program implementation is under development
at RBIPE now. It is aimed at reliability calculation of software
being developed for use in NPP systems. In future this system will
be included as part of integrated computer support system of
software reliability analysis at all phases of software life -
cycle. CSSRA is being designed to fulfill the following functions:

assessment of expected number of errors in both software
modules and software complexes based on design data;

assessment of expected number of errors in both software
modules and software complexes at the phase of program
implementation based on analysis of source codes statistic
indices;

assessment of expected number of errors in the software at the
phase of program implementation based on analysis of source codes
linear regression analysis;

assessment of software reliability indices based on calcrlated
expected number of errors in software complex;

organisation and support of reliability database for several
pro j ects siiuultaneously;

support of reliability analysis for source codes, developed
with use of several programming languages;

interactive subsystem for correction of reliability database;
compilation of reports on expected reliability indices;
ensuring sanctioned access to GSSRA.

CSSRA will be implemented as LAN, consisting of several IBM
compatible PC. Its software will include the following subsystems:

database management subsystem;
reliability indices calculation subsystem;
source codes scanning subsystem;
user dialogue subsystem;
reports compilation and printing subsystem.

CSSRA database will be developed as set of separate databases,
relating to different projects being developed. Every separate
database will include the following information: software project
passport; software modules passports; source codes; information
about CSSRA users and their rights.

Reliability indices calculation subsystem will include software
implementing various algorithms of calculation of expected number
of errors in the software, and also secondary reliability indices
at all phases of design and program implementation.

Source codes scanning subsystem is aimed at automated scanning and
analysis of source codes for preparing of Bource data for
successive reliability calculation.

CSSRA will support analysis of source codes, developed with the
use of the following programming languages: Turbo Pascal, C ++;
t o s a t n h l i r "I-ani-m-a rr.=i<= .= +.-> fTTJio i->T»,̂  + .-̂ +-irr-»Ci a w o f o m jlgo-i^rigjl f O ? TUTb
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