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ABSTRACT

The programmable systems deviate by their properties and behavior from the conventional non-
programmable systems in such extent, that their verification and validation for safety critical
applications requires new methods and practices. The safety assessment can not be based on
conventional probabilistic methods due to the difficulties in the quantification of the reliability of
the software and hardware. The reliability estimate of the system must be based on qualitative
arguments linked to a conservative claim limit. Due to the uncertainty of the quantitative reliability
estimate other means must be used to get more assurance about the system safety. Methods and
practices based on research done by VTT for STUK, are discussed in the paper as well as the
methods applicable in the reliability analysis of software based safety functions. The most essential
concepts and models of quantitative reliability analysis are described. The application of software
models in probabilistic safety analysis (PSA) is evaluated.

1 INTRODUCTION

Within nuclear industry programmable digital technology will likely be used for safety-related and
safety automation systems. For existing nuclear power plants this technology may be proposed to
replace parts of the control and protection systems. Experience on programmable systems is
available from conventional power and process plants.

It has widely been recognized that the programmable systems deviate by their properties and
behaviour from the conventional non-programmable systems in such extent that their verification
and validation (V&V) for safety critical applications requires new methods and practices /1/. The
safety assessment can not be based on traditional probabilistic methods due to the difficulties in the
quantification of the reliability of software based systems. The reliability estimate of the system
must be based on qualitative arguments linked to a conservative claim limit /7/. Qualitative
arguments are based on sound engineering judgement and represent deterministic rather than
probabilistic criteria.

Due to the uncertainty of the quantitative reliability estimate other means must be used to get more
assurance about the system safety. There are no single means to prove that a programmable system
is safe. The confidence on system safety is based on the multitude and diversity of the methods
which are used to elusidate the different aspects of the system. It seems to be possible that one can
systematically define technical, quality assurance and project management issues that, if properly
applied, can produce a safe system.

Chapters 2 and 3 of (his paper are based on the work /1,2/ carried out by the Technical Research
Centre of Finland (VTT) for Finnish Centre for Radiation and Nuclear Safety (STUK) in order to
give the technical basis to develop and update the regulatory guidance in Finland. The current



regulatory position /3/ is discussed briefly in chapter 4 and a recent licensing case is presented in
chapter 5.

We appreciate the experiences from other countries like UK, Canada, USA, Japan, Germany and
France where software based systems are applied also in safety-related systems. Especially the
experiences of licensing the programmable reactor protection systems at Darlington, Zion and
Sizewell S are most interesting /11/.

2 DIVERSITY AND TESTING AS SAFETY ISSUES FOR THE PROGRAMMABLE AUTOMA-
TION SYSTEMS

Practices used to reduce the uncertainty about the system safety can be divided into two main
classes:

excellence of the production of the system during the whole design and development process-
and

confidence building measures through independent analysis and testing of the completed
system.

Production excellence requires that

the algorithms used are correct (system correctness),
the system is a correct implementation of the algorithms (implementation correctness) and
the hardware is sufficiently reliable.

The first point relates to the requirement and functional specification of the system, which as such
is a very demanding task, but is not directly depending on the technology used. The methods for
the third point are known of the old and the change to programmable technology does not require
any principally new solutions.

The reliability and confidence problems specially connected to the use of programmable technology
are related to the implementation phase. For this the best methods, tools and practices /10/ must be
applied throughout the total design and development process

to minimize the probability of introducing errors (error avoidance)
to maximize the probability of detecting and correcting errors (error detection) and
to maximize the ability of the system to tolerate the remaining errors (error tolerance).

Problems in producing and validating a programmable safety critical system stem from

the complexity and
discontinuous behavior of the system and
from the systematic nature of program faults.

In a programmable system much more complex functions can be realized than would be possible
in non-programmable systems. Although in safety critical applications the system should be kept
as simple as possible, different self-diagnostics, switchover and recovery functions etc. make the
system more complicated than an analog system realizing the same basic functions would be. The
superiority of programmable systems, on the other hand, is largely based on the above mentioned
features including fault-tolerance. Different parts of a programmable system also are more tightly
connected and the system can not as readily be decomposed in small parts for testing and evalu-
ation purposes than an analog system would be



The behaviour of the software is discontinuous and minor changes in inputs may cause enormous
changes in the behaviour of the whole system. This together with complexity makes the testing
difficult and tedious because it is not possible to generalize a test result by some physical laws of
continuity to cover a larger part of the input space. In principle a complete testing requires the
execution of all input parameter combinations and sequences. This is except some most simple,
unpractical cases, impossible due to the large amount of test cases and testing time required.

Software faults are more systematic by nature as opposed to random hardware component failures,
which are caused by ageing and wear. Therefore all identical program versions fail simultaneously
and redundancy can not protect against common mode failures caused by program faults. It is
impossible to produce and prove a program to be totally free from errors so a safety critical
programmable application must have some error tolerance. The most critical functions must
therefore be realized with diverse redundant systems.

Use of diversity and testing can from the above conclude to be central issues in producing safe
programmable system and in proving them to be safe enough.

A safety critical programmable system shall include divers; redundant parts so that no residual
program fault can not cause the failure of the intended function of the system. Diversity can be
realized on functional level by introducing two or more different part functions for the same safety
function. On the other hand, different subsystems can be realized ffor she same function either by
diverse programs or hardware. When diverse program versions are used one should assure that the
versions really are different enough; two programs produced by two independent programming
teams from the same specifications do not necessarily fulfil this requirement

VTT has concluded in /1/, that by combining functional and programming diversity in a suitable
way one can produce a system that is safe enough without having a non-programmable back-up
system, although in some cases this kind of back-up still are used (eg. Sizewell B; opposite
examples are eg. Darlington and French N4-plants).

Applying diversity is an important concept in confidence building measures for the implemented
system. Independent analysis and testing of the system should use different methods and tools from
those used in the production and validation process by the system vendor.

Although the complete testing of a programmable system is impossible, different tests anyhow have
a central role in the production and validation process of the system. Tests for the total system and
its parts can be divided into two main groups. Tests done during the development process are
intended to detect all possible faults and correct them. Tests done in validation phase should not
reveal any more faults, but they are used for getting assurance on the high quality and reliability
of the system. If errors are found at this stage this would jeopardize the whole acceptance of the
system. Mere correction of errors is not enough at this stage, but one should return to the
development phase and find out why faults are introduced and why they are not revealed, and
corresponding repairs shall be done in the development, testing and quality assurance procedures.

Tests by the system vendor are done in two phases. First the programmers test and debug their own
programs. After that the product is moved to an independent qualification unit of the vendor for
validation testing and analysis. For system with limited reliability requirements this often can be
considered to be enough, and the licensing authority checks that tests and documentation are carried
out properly. For safety critical applications a thorough validation testing by a competent third
party totally independent from the vendor and user organizations is necessary. The safety authority
of course can do this by himself, but usually his resources do not allow this and an independent
consultant is needed.

The purpose of the validation testing is to make during a restricted time span as many tests as
possible to improve the confidence on correct operation of the system. Usually it is not possible nor
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suitable to use the test results for the statistical evaluation of the system reliability; test amount
necessary for this purpose would exceed all time and other resource limits.

During normal operation the system shall be tested continually or at fixed time intervals mainly in
order to detect and correct random hardware failures. One important advantage of programmable
system is their ability to perform continuous self diagnostics so the failures are detected and can
be corrected instantaneously. The systems can even correct some type of errors by themselves (eg.
bit errors in data transfer).

COMMENTS ON METHODS FOR THE RELIABILITY ANALYSIS OF SAFETY FUNCTIONS
BASED ON PROGRAMMABLE SYSTEMS

The reliability analysis of any system includes both qualitative and quantitative considerations. The
objective of qualitative analyses is to identify and reduce the failure possibilities of the system. The
quantitative analyses are applied' to give a numerical estimate of the systems reliability. The
reliability is expressed with probabilistic concepts: the interesting characteritics of the system are
its failure probability or the probability of successful operation at demand situation.

The probabilistic safety assessment (PSA) of a nuclear power plant includes the identification of
the initiating events and the fault and event tree models describing the failure sequences originating
from the initiating events to the accidental release of radioactive material from the reactor. The
failure models are based on the systems structure and careful analyses of the component failure
modes. Finally, the frequency of the accident sequences is evaluated numerically on the basis of the
reliability data concerning the various failure modes. As results form PSA also the relative impor-
tance of the systems and components with respect to the total safety are obtained. This information
may be used to direct the design effort to the most critical systems and to guide the possible design
changes of the plant under analysis.

The reliability analysis of protection systems and safety functions is thus an essential part of PSA.
If the safety functions are based on conventional technology, there are no methodological problems
to include the reliability models of automation systems in the PSA model. In practice, the level of
details of reliability analyses of automation systems is varying from one PSA to another. In the
case of safety systems based programmable automation the situation is more problematic. First, the
usual qualitative reliability analysis methods may not be used directly and without modifications
to identify the errors and their effects of the software. Secondly, the quantitative failure probability
estimates of software are not easily obtained.

As already stated earlier, the most common qualitative reliability engineering methods are not
directly applicable to the analysis of programmable systems. However, there are lot of modifica-
tions of these methods to be applied for this purpose. The usual phases and methods of software
safety analyses are /13,14,15/.

- preliminary hazard analysis (PHA)
- software requirement hazard analysis (SRHA)
- subsystem hazard analysis (SSHA)
- system hazard analysis (SHA)
- operating and support hazard analysis (O&SHA)
- failure mode and effects analysts (FMEA)
- sneak circuit analysis (SCA).

The preliminary hazard analysis is a coarse level analysis method applied in the early design phase.
It is based on simple think- and walkthrough analyses and checklists. In nuclear power applications
this may be unuseful if a preliminary PSA of the plant exists. SRHA is based on the preliminary
safety or hazard analyses, and it is used to identify the factors weakening the safety due to errors



in the software specification. The results of SRHA and PHA may be collected to safety matrices
indicating both a coarse estimate of the failure probability and its consequences. SSHA is the
continuation of PHA to the subsystems of the whole protection systems /13/.

The software FMEA is rather similar to that of hardware components. First, the most critical aspect
are identified from the specification of software, and secondly the relationship of the possible
weaknesses is evaluated. The results of analyses are collected to specific FMEA-forms. The FMEA
is further developed for the analysis of software /14/. SCA is used to identify the latent failure
sequences by analysing the outputs of the software leading possibly to the wrong control signals.
The causes of the wrong outputs are then evaluated and, in some cases, modelled with fault trees
/15/.

The software may also be analysed by a software fault tree. It is a graphical model of the failure
possibilities of the software. Software fault tree is based on fault tree templates for each control
structure of the coding language. The failures of each critical function are first identified and then
explained with the fault tree templates. Finally the causes of failures of the functions are either
identified or proven to be impossible. The software fault tree may thus be used as a tool for
reachability analysis. The software fault tree is usually rather easy to understand by reliability
engineers and it does not require very much resources. However, the applications of software fault
tree in the nuclear applications are limited /16/.

The conventional software reliability models are used to estimate the probability distribution of the
number of errors in the code or the software failure rate /17/. In PSA, the probability that the
system does not operate when demanded is required. The models existing do not produce this
estimate. Usually the parameters software reliability models are estimated using the information
obtained from the tests. In order to demonstrate very low error probabilities the tests should very
extensive and still the estimates are sensitive to die prior assumptions on the structure and the
parameters of the model.

The estimates needed in PSA may be, however, generated by applying qualitative or engineering
judgements. These judgements may involve information on the results of software reliability
analyses, correlation between the software metrics and the error density in software and information
on the methods appb'ed in the quality assurance of the software development and the software
development methods. By constructing a judgement aggregation method one can produce subjective
estimates needed in PSA in a consistent way. In the present status, this kind of methods are still
under development /18/. These estimates can be updated with information obtained from tests and
operational experience. If these estimates are used in PSA the importance of the safety functions
may be evaluated. If the estimates are conservative, then the quantitative safety criteria may be
evaluated in a credible way. It should be noticed, that even as best this approach may be only one
part of the acceptance routines.

Some methods for the reliability analysis of safety functions based on programmable automation
are available. The qualitative methods should without doubt be applied in the validation of the
systems in safety critical applications. The FMEA and other qualitative methods may reveal
important weaknesses also due to the interface between the software and the process.

The methods like the quantitative reliability estimates to be used in PSA cannot be based totally on
objective information and therefore expert judgements must be made. This does not decrease the
usefulness of PSA, which is a method giving the overall view on the plant safety. Further, the
proper PSA model helps to identify the most important failure modes and thus it can be used in
generating input samples for testing of the software.

REGULATORY CONCERNS
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The nuclear safety requirements can be divided into three categories /3/. It has to be noted that no
technical requirements are contained in the Nuclear Act nor in the Nuclear Energy Degree, but
those legislative documents provide the administrative framework for nuclear plant licensing and
regulation.

The mandatory requirements (first category) are given in the "Decision of the Council of State on
the general regulations for the safety of nuclear power plants (395/91), /4/.

The next level of requirements (second category) consists of the YVL Guides issued by the
regulatory body (STUK). Those requirements are not mandatory. Alternative solutions can be
accepted if supported by firm evidence which demonstrates achievement of equal level of safety.
The requirements contained in the YVL Guides and the formal decisions by STUK expressed in the
letters to the utilities.

The requirements which are not explicitly written in official documents but represent the current
position taken by the regulatory staff and are communicated to the utility and vendor representa-
tives in discussions on future plants form the third category.

The third category requirements for the control and protection systems are listed below:

It is evident that the future plants will have digital control and protection systems. The dif-
ferent vendors offer systems with different development histories and operating experience.
Therefore, the requirements to be set for demonstration of adequate reliability have to be
adopted individually to each licensing case.

One possible approach is a well documented system development which has used formal
methods for avoiding programming errors and for facilitating error detection. Also, it is
important that the systems have been developed to tolerate errors.

Systems developed over a long time with less formal methods can be licensed based on
quantitative evaluation of hardware reliability and qualitative evaluation of system and
application software reliability and on carefully documented extensive experience from
industrial applications.

Two independent programs (in programmable systems) are not considered to provide
adequate diversity, and programmable systems alone are not approved in protection system
/12/.

In the future main control rooms most monitoring and control will take place with CRT's or
equivalent monitors. However, it is required that an overview picture of the state of the main
systems be permanently provided in a large display.

5 A SAFETY CASE: LICENSING OF LOVIISA CRITICAL SAFETY FUNCTION (CSF)
MONITORING SYSTEM

In the Decision of the Council of State on the general regulations for the safety of nuclear power
plants (395/91), /4/ it is stated concerning the monitoring and control of a nuclear power plant that
the control room shall contain equipment which provide information about the plant's operational
state and any deviations from normal operation as well as systems which monitor the state of the
plant's safety systems during operation and their functioning during operational transients and
accidents (Section 22).

Also the Guide YVL 1.0. "Safety criteria for design of nuclear power plants" /5/, issued by STUK
requires that the control room shall be equipped with devices that at all times give enough



information about the operational state and function of the plant. Furthermore, the control room
shall be equipped with alarm equipment which indicate deviations from the normal operating
condition, and with appropriate, properly assured data collecting, processing and display equipment
assisting the operators during operational occurrences and under accident conditions.

When updating the Guide YVL 5.5, "Supervision of electrical and instrumentation systems and
components at nuclear facilities" /8/, it is the staff opinion to include in the guide also requirements
for the main control room with human-system interfaces (HSI). Also the supervision phases will
be described in Guide YVL 5.5 as is done also in the present guide. The updating process of the
Guide YVL 5.5 has been started during December, 1992.

The supervision of the Critical Safety Function (CSF) monitoring system /9/ has followed the
licensing of a class 3 system though it is not safety-classified. The safety classes are 1, 2, 3 and
EYT (=NNS). /6/.

The CSF monitoring system was tested based on the initiative of STUK in May and June in 1990
at the Loviisa training simulator. The utility company Imatran Voima Oy (IVO) had performed an
extensive test program before the "licensing tests" defined by STUK. The test program designed by
IVO included testing of all input signals by using the "off-test"-facility of the training simulator.
The second test phase was the dynamic testing of the computer algorithms in about twentyfive
different transient situations with the simulator. During these tests the operators made over twenty
discrepancy reports. The corrections were retested. As a third phase the algorithms were tested in
real plant environment at the plant computer. The performance of the algorithms were followed
during the plant shut down and start up phases. The fourth test phase included the tuning and
acceptance of the degrees of severity during the test transients. All the test results were
documented. Finally IVO included in the test program over twenty validation transients. The total
number of all test runs was over one hundred.

The purpose of the STUK's initiative was to demonstrate the behavior of the CSF algorithms
during different accident situations without "real" operators. Further the purpose of the tests was to
analyse the effect of the new CSF monitoring system to the behavior of a control room crew.
STUK defined beforehand five different accident sequences which were run without operators and
three special sequences with a crew operating the simulator. The three sequences which were run
with operators were quite complicated and included multiple transients and component failures, and
this provided a good overview of the support of the CSF monitoring system for the operators.
Based on the documentation prepared by IVO for STUK and the results of the test runs, STUK
made some remarks concerning the CSF system implementation itself. Also some additional reports
eg. the reliability and quality of the software was required.

The utility IVO International Ltd has the experience of the approach based on the validation of the
ABB Combustion Engineering Inc.'s CFMS concept at the Loviisa training simulator. The
validation project was coordinated by OECD Halden Reactor Project (HRP) together with VTT.
The results of the validation have been widely published by HRP, VTT and IVO.

STUK has required that the CSF monitoring system has to be in confonnance with the main
symptom-based emergency'operating procedures (EOP). When the main EOP and CSF monitoring
system are used in parallel, the control room staff has to have a clear operational model to use the
main EOP and the CSF monitoring system.
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