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ABSTRACT

In this work an evaluation was made to determine if a backup mass tracking
computer would significantly reduce the probability of criticality in the fuel
reprocessing of the Integral Fast Reactor. Often tradeoff studies, such as this, must
be made that would greatly benefit from a Probably Risk Assessment (PRA). The
major benefits of a complete PRA can often be accrued with a Simplified Probabilistic
Risk Assessment (SPRA). An SPRA was performed by selecting a representative fuel
reprocessing operation (moving a piece of fuel) for analysis. It showed that the
benefit of adding parallel computers was small compared to the benefit which could
be obtained by adding paraiieiism to two computer input steps and two of the
weighing operations. The probability of an incorrect material moves with the basic
process is estimated to be 4 out of 100 moves. The actual values of the probability
numbers are considered accurate to within an order of magnitude. The most useful
result of developing the fault trees accrue from the ability to determine where
significant improvements in the process can be made. By including the above
mentioned parallelism, the error move rate can be reduced to 1 out of 1000.

1. INTRODUCTION

The SPRA is a good method for conducting trade-off studies. PRA's allow the
evaluation of the effect of additional and parallel equipment and procedure upon an
overall system or process. Traditional PRA's3 , while necessary for certain safety
evaluations, are very costly, time consuming, and unnecessary in many other
applications. The major benefits of a complete PRA can often be accrued with a
Simplified Probabilistic Risk Assessment (SPRA). In this work an evaluation was made
to determine if a backup mass tracking computer would significantly reduce the
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probability of criticality in the fuel reprocessing of the Integral Fast Reactor6. In
addition, conclusions were reached as to how to decrease the total error probability.

The SPRA method, as defined here, begins by considering the overall process
and selecting a representative operation which is then analyzed in detail with fault tree
analysis. The foremost consideration in the IFR fuel reprocessing operations 3s the
prevention of criticality. It is made incredible by restricting the amount of fissile and
fissionable material in a region and by designing all processes such that several low
probability events would have to occur simultaneously in order to produce criticality.
Some of the restrictions are administrative, others are physical. One of the most likely
scenarios for producing criticality is the multiple violation of these restrictions to allow
more material in a region than the limits. Several material move mistakes are required
for a criticality to occur. Minimizing the probability of making a single wrong move
will also minimize the possibility of a criticality. Thus, a single material move is picked
as the representative process operation.

Simple fault trees were constructed to analyze the probability of making a single
incorrect material move. Fault tree construction and evaluation methods were based
on Vesely8. Equipment failure probabilities based on experience can be obtained in
Eide et a!.1 and six references cited there. A large computerized data base is available
in Gertman et al.2. Human reliability numbers are provided in Chapter 20 of Swain4.
Often, good judgement alone will be sufficient in the estimation of failure probabilities
for SPRA's. As will be seen, the absolute accuracy of these estimates is not critic M
to obtaining valuable results and estimates accurate to within an order of magnitude
are usually sufficient. The relative contribution of each of the initiators rather than the
absolute value is important to determine where parallel processes and/or procedures
should be included to decrease the probability of the wrong event occurring. SPRA's
should be used as an aide in making good judgements, not in place of them.

2. PROCESS DESCRIPTION

The move process is illustrated in Figure 1. The objective is to remove some
fuel or other material from a storage container and place it in a transfer tray which
would then be loaded into the electrorefiner. Only one type of material is placed in
any given transfer tray. A storage container is selected which has the desired material
in it and this is moved to a scale, bar code station to measure the signature weight
and read the bar code to identify the storage container. The storage container is
opened and an inner container is moved to the second scale and a check is made to
ascertain that the weight removed from the storage container is the same as that
which has arrived at the scale. The inner container is then moved to a holder
location.

Then a transfer tray is moved from its storage location to scale #2. It is weighed and
its weight (defined as tare weight) is identified as being that of an empty storage tray.
The tare weight is subtracted from the scale reading so that it again reads zero. Then



the fuel (or heavy metal) transfer is made. After the desired weight is transferred, the
weight of the material in the transfer tray is recorded and the tray is moved back to
the storage location. The inner container is moved back to the storage container and
the storage container returned to its storage location. For purposes of developing
fault trees, the above procedure is identified in terms of the following numbered steps:

PROCEDURE • SINGLE MOVE OF FUEL FROM STORAGE TO A TRANSFER TRAY
A. Plan the Move.
1 . Engineer prescribes the move.
2. Operator enters move information in computer.
3. Computer tells operator which container to get fuel out of.
4. Independent hand check of move.
5. Engineer prescribes additional information abou* move which modifies or adds to computer

instructions.
B. Select Material for Move. #

6. Operator identifies container and picks it up.
7. Move container to scale 1 and bar reader station.
8. Comparison of weight to a recorded value, bar code, and container ID.

C. Make Move.
9. Open up storage container.

10. Remove one inner storage container and place on scale 2 .
1 1 . Press button-computer records weight of both storage and inner storage container to

assure weight is conserved.
12. Remove inner container from scale and move it to holder location.
13. Place transfer tray on scale 2.
14. Push button to tell computer to record weight of transfer tray when empty (tare weight).

Computer zeros scale reading so weight additions will be displayed directly.
15. Pick up fuel pieces from the inner storage container and move them to transfer tray untii

the desired total weight is moved. Scale 2 records weight each time.
16. Push button to instruct computer the desired amount of fuel has been moved.
17. Computer records total weight moved with scale 2 reading.
18. Computer compares weight moved to initial instructions and notifies operator if there is an

error. #

19. Operator initiates recovery action if necessary.
20 . Operator returns transfer tray to storage location.
2 1 . Operator returns inner container to storage container.
22 . Operator returns storage container to storage rack.

Steps in the above procedure which can contribute to making an incorrect fuel
move are demarcated by an asterisk.

3. FAULT TREES ANALYSIS OF MOVE

As indicated in the above steps, there are three major steps in a move: A)
planning what to move, B) selecting the material to move, and C) moving the material
and recording the move. An error in any of these three major steps can result in the
undesirable event of a wrong material move as is shown in the upper level fault tree
in figure 2. Each of these major undesirable events is investigated in detail in figures
3 to 5 and each are traced to initiating events. Initiating events are shown by dashed



boxes rather than circles since they allow more efficient layouts. Computer error is
generic in several places in figures 3 to 5 and causes of computer error are considered
in more detail in figure 6. The numbers and letters in the upper left hand corner of the
boxes are related to the steps in the above procedure as the possible generators of
the error.

Figure 3, the fault tree for the first major step, shows that the initiating errors
in the left hand branch can occur from incorrectly prescribing the move, from the
operator entering the wrong information, computer error, and the failure of the
independent check. The right hand branch results from the engineer prescribing the
wrong move, or the operator applying the prescription incorrectly for non-standard
input. This latter branch occurs because additional information is needed often that
was not originally thought of when designing the computer program.

Figure 4 shows the two major errors considered in process 3: 1) identifying the
wrong container or 2) using the right container which has the wrong material stored
in it. There are many checks and balances in step B to avoid selection of the wrong
material.

Figure 5 shows the errors associated with process C which consist of four
major errors either of which can produce the undesirable effect of moving the wrong
material, mistakenly adding material to an already loaded transfer tray, or incorrectly
subtracting the tare weight or recording the material moved. The latter occurrence
does not result in wrong material being on the tray but would result in an error in a
succeeding move. In order to prevent material from being put back in a storage
container that does not match the material in that container, an administrative limit
specifies that only one type of material can be loaded into a transfer tray. Mixing of
materials does not occur until the trays are unloaded into the crucible. Note that a
weight error is possible in several steps in process C and this error is treated
genericaliy at the bottom of the figure.

One error which has not been considered in process C is the dropping of fuel
during the various moves. The equipment is being designed so that no fuel could be
lost in this manner. Also, some erroneous actions in process C might not result in a
net error. For example, if the operator puts the container back without taking
anything out of it, the computer would not record any weight change so no
permanent mistake is made. Further, recovery actions from a known error could
introduce many errors not considered here. Only the most probable of these have
been included.

The computer errors are considered in Figure 6 and are seen to consist of three
sources: transmission, hardware, and software errors. The software errors are the
most probable but the software consists basic accounting (mass tracking) and should
be possible to adequately debug. Some of the considerations needed for an accurate
software program are included in the figure.



Transmission errors are considered to be much less likely than software errors
because of the automatic checks which are made in the system software (for
example, parity errors). Additional checks will be included in project developed
software (for example overall mass balances). The least probable error is hardware
error but adequate periodic system checks are needed to maintain sufficient reliability.

4. PROBABILITY ESTIMATION

Although the usual method of evaluating the probability of the top event in a
fault tree involves determining the minimum cut sets using Boolean Algebra (Vesely,
1981 *), the SPRA method produces fault trees which may be evaluated rapidly by
hand beginning with the initiating events. Major contributors can be determined easily
without use of a program to determine influence factors. In combining probabilities
of multiple events, the fault trees have been designed to make all the errors
independent. Therefore, events which combine through "and" gates are multiplied,
the probability of events combined in "or" gates are added.

To emphasize the approximate character of the computation, an order of
magnitude analysis is made and only the first significant digit is retained. The
probability estimates of each event is included on the top of the fault tree symbols in
figures 2 to 6. The probability of the initiating events are estimated first and then
combined to arrive at the probability of the top most event, the probability of making
a mistaken move. Lower level fault trees are discussed first since results from them
are needed for the higher level trees. The unmodified move process is evaluated first
in 4.1 and then a modified scheme in 4.2 which reduces the error probability.

4.1 ORIGINAL PROCEDURE EVALUATION

Figure 6 contains probability estimates of the computer error. The software
error is estimated at 1 error in every 10,000 attempts to use the program. This is
attainable with a reasonable development and checking process for the software.
This error rate is the probability that a given call to the program wiK produce an
incorrect answer and not the probability that the software has at feast ore error in it.
This latter probability is close to one.

The transmission line error is assumed to be at least an order of magnitude less
than the software error and the hardware error rate an order of magnitude less than
this. Eide1 in his table 7 suggests a channel failure rate of 1.3x10"5/yr which
conservatively justifies the 10'5/request used here. These two error rates must be
justified by the manufacturer of the equipment and will require a maintenance program
to keep these low error rates. The software error rate dominates so that the total
computer error, "or gate" addition of the three probabilities, is about 1O*4. This
estimate is transferred to the appropriate locations in figures 3 to 5.

Figure 3 includes the error rates of Process A. Of the two faults in the two



lower left portion of figure 3, the operator error rate overwhelms the computer error
rate when the two are added together in the "or" gate. In the fault trees in processes
A, B, and C, it will be seen that other error rates always dominate the computer error.
In this case, a human error rate of input of computer information of once per 100
entries is used. Swain4 recommends using a value of .003 for HEP (human error
probability) for errors of commission and omission when no other details are used.
This value is consistent with that used in WASH-14007. Many factors affect the HEP
which can easily increase this error rate by a factor of ten or more. For computer
input error where many inputs are similar, the slightly higher 0.01 value used here is
reasonable. A variation of a factor often either way would not change the conclusion
reached about the small influence of computer error.

The combination of the two lower gates is then "and-ed" with an independent
manual check of the amount of material to be moved- This error rate is taken to be
1 in 10 {Table 20-22 *). The human error involved in checking an existing input or
calculation is a factor of 10 higher than the HEP. Still the check in this left hand
branch is valuable because the combination gives a lower total error estimate of 1 in
1000. Since the left branch is "or-ed" with an error rate of 2x10'2 in the right branch,
the error rate in the right branch is the one which should be improved before the left
branch. The right branch involves non standard procedures-those most prone to
mistakes and the HEP of 0.01 mentioned above is used.

It is worthwhile to consider the improvement which could be made to process
A with a redundant computer. Major improvement to the left branch couid b3
obtained by decreasing the operator input error by requiring a redundant computer
entry by a second person with the computer comparing the two entries. On the right
hand portion of this branch, the independent hand check could be improved. A
redundant computer would not be required or desired to accomplish either of these
improvements. The hand check provides a check method which is not amenable to
common mode failure. An independently developed computer program would not be
satisfactory because the common mode failure probability would be too high. Even
if independence of a redundant computer program could be assured, it would only
reduce the error of this branch from 10'3 to 10"4. A much simpler improvement of
from 10'3 to 10~5 could be obtained by having a redundant Operator input the same
information independently so that the operator error is reduced from 10*2 to 10*.

The overail reliability of process A will not be increased by a large improvement
in this left hand branch if a similar improvement isn't made in the right hand branch.
The right hand branch will be dominating unless similar improvements are made in it.
Therefore, a redundant computer would not be valuable in reducing the probability of
process A.

Figure 4 includes the error estimates for an operator selecting the wrong
material (Event B). The left hand branch of this fault tree, moving the wrong storage
container, is made up of three inputs to an "and" gate and yields a very small net error
rate to the whole process. Redundancy in the computer system is not useful here.



The multiple checking provided by the bar code system is responsible for the low error
contribution. The bar code reader is desirable for other purposes but is really not
required since even without it the contribution of this branch would be negligible.

The right hand branch does not include any dependence on the computer. This
branch is the major contributor to the wrong material selection. The possibility of the
wrong initial inventory is the greatest contributor since it is assumed to be due to a
human error of loading incorrectly. This error could be reduced substantially with an
adequate program of periodically checking the inventory. The right hand side of this
branch results from an error made in the past when incorrect material is returned to
a storage container and when the container with the wrong material was picked.
Each of these probabilities is taken to be 10'2 although the second one would increase
if there was no program in place to correct errors which occurred {i.e., eventually
many containers could have the wrong material in them).

Figure 5 includes the error rates for Process C, moving or recording the wrong
amount of material. The left branch of this fault tree estimates the probability that
the wrong amount of material is moved and is dominated by scale weighing errors.
The computer has little effect on this branch. This branch could be improved by
redundant scales or weighing but the contribution of this whole branch is small so
neither of these remedies are required. The second branch is concerned with weight
recording errors and is again dominated by an incorrect scale weight. Since the error
rate of this branch is high, a possible improvement in reliability could be accomplished
by using redundant scales or readings here.

The third branch is a tare weight error caused by either forgetting to tare the
weight or doing it at the wrong time. Although the computer will provide a check that
the tare weight is reasonable, not much credit is taken for this because no interlocks
prevent the operator from proceeding without a tare weight. This branch also yields
a large error which could be reduced by an interlock (physical or administrative) to
prevent proceeding on if the tare weight step is not taken. The idea of subtracting
a tare weight has both good and bad points. The downside is that some weight could
be subtracted at any time and cause an underestimate of the weight added. This
downside risk appears to be adequately protected against.

Finally, the branch on the right estimates that the possibility of adding material
to a tray that is already loaded is quite small. In both the third and fourth branches
the relatively high error to fail to identify incorrect weights is due to the scale and not
the computer. The contribution of the weight error is small enough that this does not
indicate redundant weighings are necessary in this area.

Figure 2 includes the probability of a wrong move for the entire process which
is the error addition rate of the three major processes A, B, and C. The result is a
total error of 4x102 . This value may not be accurate even in the first digit but the
order of magnitude probably is. The first conclusion reached from this result is that
the order of magnitude of this error rate should be reduced {one or more errors per



hundred moves is too high from both a safety and operational standpoint}. The other
conclusions which should be of concern is the relative contribution of each of the
error initiators. Some of these errors are determined by the particular equipment being
purchased. This shows another use of fault trees; as additional requirements placed
on the purchase of equipment. In particular, the computer transmission line error
rates and computer hardware error rates should be specified as being less than 105 .

4.2 MODIFIED PROCEDURE

The above analysis readily allows one to evaluate where improvements to the
basic scheme are most effective. It is desirable to make the maximum contribution
from each of processes A, B, and C to be of the order of 10'3 or less. All steps which
make a contribution greater than this to the total must be reduced.

The only errors which contribute probabilities of 10*2 to the top level event are
1) two human errors in Figure 3, and 2) two weight errors in Figure 5. The errors in
process A could be reduced by supplying an independent check of both of the human
error processes. These could reduce both error probability contribution by a factor of
10 (using the Swain4 recommendation of 0.1 for checking error). The cognizant
engineer mistake would be the most difficult to safeguard against and might require
several people with different background skills to check the logic of the desired move
in a complex new process.

The major contributors of process C are from a weighing error and tare weight
errors. The principal contribution of the weighing error is due from the scale itself.
The assumed value of 1 in 100 errors in weighing can be used as a specification for
purchase of the scale. Redundant scales would be very beneficial here or the
purchase of a scale which could guarantee weighing errors no greater than 10*.
Similar improvements could be made in assuring that the tare weight subtraction is
correctly made by a redundant check by another operator. With both of these
modifications, the error probability of process C could be reduced to 10'3 or less.

Other suggestions have been made in section 4.1 to decrease the errors of
other areas if further reduction in the probability is desired. If the above four
suggestions are adopted, the move error probability would be reduced to 10*3. One
additional improvement is recommended in process B. The major error in selecting the
wrong material, due to the possibility of the inventory being wrong, could be made
much lower with an adequate program of inventory verification.

5. CONCLUSIONS

This SPRA has shown what steps in the fuel movement process are important
in reducing errors. Use of redundant computer hardware or software would not
produce such a reduction unless other error rates were reduced significantly. From



the analysis, four steps were identified where improvement would significantly reduce
the move error probability. These were two human errors identified in process A and
a weight recording error and a tare weight error in process C. inclusion of parallel
processes in these steps would reduce the move error from 4 in 100 to 1 In 1000.
Since several move errors must combine in order to produce a criticality event, the
latter move error probability of would be sufficient to make a criticality from this
source incredible (defined as less than 10'8/year). The SPRA was also shown useful
in providing reliability requirements for purchased equipment and for maintenance of
all the equipment. This study produced reliability requirements for computer software,
hardware, and data paths as well as for balances used for weight measurements.
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Fig. 1 Schematic for a Fuel Move
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Fig. 3 Event A Fault Tree
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Fig. 5 Event C Fault Tree

Fig. 6 Computer Error Fault Tree
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