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ABSTRACT

Concepts of using application-specific integrated circuits
(ASICs) in nuclear reactor safety systems are evaluated. The
motivation for this evaluation stems from the difficulty of
proving that software-based protection systems are
adequately reliable. Important issues concerning the
reliability of computers and software are identified and used
to evaluate features of ASICs. These concepts indicate, that
ASICs have several advantages over software for simple
systems. The primary advantage of ASICs over software is
that verification and validation (V&V) of ASICs can be
done with much higher confidence than can be done with
software. A method of performing this V&V on ASICs is
being developed at Oak Ridge National Laboratory. The
purpose of the method's being developed is to help
eliminate design and fabrication errors. It will not solve
problems with incorrect requirements or specifications.

INTRODUCTION

Application-specific integrated circuits (ASICs) are analog
or digital integrated circuits (ICs) designed to perform a
specific function. This function may be complex
computations, as a computer might do; switched logic
computations; or analog signal processing. Until recently, it
was necessary to build tens of thousands of ASICs to make
them economical over other implementations, but advances
in fabrication methods have made it economical to build
fewer than ten IC chips. This makes it feasible to study and
implement ASICs in low-volume applications. A potential
application being evaluated is to use ASICs in nuclear plant
safety systems. The motivation for such a study is that
software, although very powerful, has questionable reliability
and putenlial common mode failures that could fail multiple
channels.1 This research project at Oak Ridge National
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Laboratory (ORNL) is investigating whether ASICs can be
made such that they do not have the same common mode
failure mechanisms as software and whether it is beneficial
to use them in nuclear plant safety systems. An advantage
ASICs have over analog systems is that they can be made
almost equally as powerful as software for simple systems.
The first phase of this project is to develop a 2-of-4
coincidence logic circuit and demonstrate a method of
verification and validation (V&V) that can be used to justify
high confidence in a highly reliable system. If this is
demonstrated, then ASICs may complement or compete
with software in nuclear safety systems.

Until recently, nuclear plant safety systems in the United
States consisted of many individual components wired point-
to-point. Hardwired systems using individual components are
easier to license because there is extensive experience with
them and because their failure modes and reliability are well
understood. However, systems consisting of many individual
analog components are subject to excessive drift, lower
accuracy, and time-consuming calibration. Computers and
ASICs have advantages over discrete analog systems in
these areas. Potential advantages ASICs have over
computers are that they are nearly as powerful as computers
for small, special-purpose applications; their reliability can
be estimated with higher confidence; and their failure
modes are better understood than those of digital
computers. The first critical issue being addressed for ASICs
is to determine whether V&V of ASICs results in a final
product that reliably meets the requirements and that
achieves high reliability at a reasonable cost.

Several problems inherent in digital systems were identified
by staff of the Nuclear Regulatory Commission at a joint
Instrument Society of America and Electric Power Research
Institute (ISA/EPRI) conference.2 These problems include
the following:

1. the increased complexity of computer system tasks
makes it more difficult to verify correct task
performance under all possible circumstances;



2. the increased complexity of software makes it more
difficult to verify freedom from programming errors;

3. computers use a large variety of small but complex
components whose failure is difficult to detect and
localize;

4. computers normally use standard tools such as operating
systems or compilers, both during on-line operation and
development, and it is impossible lo make such tools
error free; and

5. it is impossible to demonstrate high reliability of
software.

Several of these problems are related to the ability to verify
and validate software to achieve high reliability. This paper
addresses these issues and discusses how ASICs can be
applied such that they may not be subject to these problems
to the same extent as software. Notable areas of concern
identified in the same NRC presentation2 include: software
common mode failure; sensitivity to plant environment;
effect on safety margins by consolidation of inputs; lack of
on-site experience; and commercial dedication. How ASICs
affect the issues of software common mode failure and
consolidation of inputs is addressed in this paper, but the
sensitivity to plant environment, lack of on-site experience,
and commercial dedication are not specifically addressed.

VERIFICATION AND VALIDATION OF ASICs

The following paragraphs address how ASICs compare to
the five inherent problems of digital systems listed above.

The increased complexity of computer system tasks makes it
more difficult to verify correct task performance under all
possible circumstances. In a nuclear safety system, ASICs will
not depend on software operating systems nor on common
components to transmit information for independent
functions. Reduction or elimination of shared components
simplifies tasks and reduces the effects of failure of any one
component. Potential paths for flow of information in an
ASIC are limited by the number of physical connections to
each switch on an IC. If one device in a path fails, that path
of information is disrupted but other paths are unaffected.
This means that the tasks for any one component in an IC
are limited and that the IC can be tested to determine that
it functions as designed for those tasks. In the case of
software, it is more difficult to convince safety engineers
that there is not a circumstance that will cause a
safety-grade computer to fail. This problem most closely
relates to the issue thai most accidents are system accidents
and involve complex interactions between many components
and activities. A detailed discussion of the complex nature
of accidents is discussed in a paper on the Therac-25
accidents.3 The Therac-25 is a computer-controlled radiation
iherapy machine that was involved in six massive radiation
overdoses to at least six people. In these accidents there
were many contributing factors, including software errors,
racing of dependent operations, and lack of protection
system diversity. It is an objective of this research project to

evaluate whether ASICs applied to safety systems can
contribute to resolution of these particular problems and
simplify resolution of system interaction problems.

ASICs are designed with software packages similar to the
way software is designed. These software packages are used
to design, test the design before fabrication, and generate a
software file for fabrication (similar to compilation for
software). However, the intent of this study is to show that
safety-grade V&V of ASIC design, test, or compilation
software is unnecessary because subsequent IC hardware
testing is adequate. Acceptable results of V&V depend on
knowing failure modes and on being able to test ASICs
adequately to ensure that their performance under all
circumstances is predictable. Complexity of design is always
an important issue that affects V&V and involves trade-offs
between capability, performance, and reliability. Computers,
which are known for their capability and performance, are
complex in their operation. Complexity is subjective, but
ASICs have similarities to hardwired systems, where circuit
paths and information flows are easier to trace. The ability
to test circuit operation by operating every device and by
knowing how the devices fail provides confidence in the
reliability estimates.

Increased complexity of software makes it more difficult to
verify freedom from programming errors. If a system is
complex, it is difficult to verify freedom from errors
regardless of whether it uses software or not. Software has
additional complexities in that its performance depends on
complex operations such as interrupt handling, sequential
timing of operations, etc. However, for any system it is
important that the safety functions be kept simple. A study
of software risks' indicated that approximately one-third of
the errors remaining in a well-debugged software program
were those that occur once every 5000 years. Removing one
of these errors has little impact on system reliability. The
same study also indicated thai there is a 50% probability
that a new 5000-year error will be introduced by the fix. In
an ASIC design, location of independent functions in
separate ICs reduces complexity and simplifies identification
of errors.

Computers use a large variety of small but complex
components whose failure is difficult to detect and localize. In
an ASIC design, there will be several small components, but
with proper attention to function separation, ICs will not be
overly complex; and by using standard designs, there will not
be a large variety of ICs. Just as with computers, there is
the capability of monitoring ICs on-line for failures. The
on-line monitoring IC should be separate from, and have
minimal effect on, safety functions. On-line monitoring can
be done by transmitting important data from an IC
performing a safety function to a separate IC that connects
to a monitoring computer. Because safety functions are
specific to an IC, isolation of a failed component should be
simplified. Connections between ICs must be few to limit
interactions between ICs. The limited connections between
ICs also should simplify identification of failed components.
Several standard circuits can be designed and reused in an
ASIC just as standard software modules can be reused, but



with ASICs the circuits can be put in separate ICs. The use
of separate ICs for functions that have no interactions also
simplifies V&V because they have no direct connections.

Computers normally use standard tools such as operating
systems or compilers, both during on-line operation and
development, and it is impossible to make such tools error
free. ASICs use compilers for development, but they do not
depend on an operating system during normal operation. A
software design program and compiler are used to develop
ASICs in a manner similar to that used to develop software.
It is not feasible to guarantee that either computer software
or ASIC compilers are error free, but ASIC V&V does not
depend on highly reliable design or compiler software.
Errors in design or fabrication are detected by hardware
tests. ASIC testing and software testing are performed
similarly to detect errors, including compiler errors, but an
advantage of ASICs is that they can be designed with
unrelated functions separated to simplify testing. Although
ASIC technology can be used to combine many functions on
an 1C, there is a limitation based on the ability to verify and
validate an IC and to provide acceptable separation for
defense-in-depth.

// is impossible to demonstrate high reliability of software.
Techniques to estimate software reliability have been
studied, but there is no general agreement on methods to
estimate the reliability of software designed to be highly
reliable.14 ASICs have hardware failure modes that are well
understood. IC hardware can be designed and qualified and
made highly reliable to perform in a mild environment
where most of the nuclear safety system electronics are
located. Qualification for use in a harsh environment would
be difficult. Most important, the functions of ASICs can be
verified and validated with innovative methods being studied
in this project. If the V&V of ASICs results in high
confidence in functional performance, then ASICs may have
a significant advantage over software in safety applications.

There are several software development processes
incorporating V&V plans. One of these is described in
IEEE 1012, "IEEE Standard for Software Verification and
Validation Plans." A development process based on this
standard consists of the following phases: concept,
requirements, design, implementation, test, installation and
checkout, and operation and maintenance. This
development process and associated V&V plan are
proposed to be used for ASICs. The V&V plan would
include design tests using software simulation. In the test
phase, the fabricated ICs would be tested with the same
tests performed during the design phase, and these test
results would be compared. These tests would be used to
verify fabrication and validate the design to the
requirements. The tests would be formulated to operate
ever)' switch in an IC to assure that they function properly
in all likely combinations. Analog components on ICs would
be checked at several points throughout their ranges.

It is not feasible to check every possible combination of
switches in a complete safety system, but if ICs are not
complex, it is feasible to check all possible combination of

switches on each IC. Locating nonihteracting functions on
different ICs makes it feasible to test all combinations of
switches that generate different flow paths of information
through the circuits. A difficult problem is to develop
complete tests and to provide a means to monitor
component performance. A 2-of-4 logic circuit for one trip
parameter is shown in Fig. 1. Testing a 2-of-4 coincidence
logic IC would be similar to testing a coincidence circuit
using relays. For a safety system with 20 trip parameters
using local coincidence logic, there are a total of 180
contacts. The contacts in Fig. 1 open to trip. Because a trip
occurs only when two contacts open, the tests can be
arranged to monitor the results of opening two contacts
simultaneously. All combinations of 180 contacts taken two
at a time (i.e., two contacts open and all others closed) is
16,110, but there are only six combinations per circuit and
120 for 20 circuits that cause a trip. All 16,110 combinations
could be tested with a computer within one day if each test
required less than S s. These combination tests are part of
V&V that would not be performed during normal
operation. They are done in a test laboratory with a
computer that changes inputs and monitors outputs. More
detailed internal monitoring of ICs is feasible if current
monitors are inserted in each branch of the logic circuit
shown in Fig. 1. These monitors could be used during V&V
testing, but they could also be used by an on-line monitor
during normal operation. These monitors add complexity to
the circuit, which must be weighed against their benefits.
For example, it requires 120 connector pins to monitor an
IC containing 20 circuits. The purpose of designing a
coincidence logic circuit and the V&V tests is to
demonstrate design and testing methods. These methods can
be used for more complex functions as the methods are
developed, tested, and accepted.

THE POWER OF ASICs

Most applications of ASICs involve integrating many
complex circuits into one or a few packages. There is a
significant effort within the semiconductor industry to
develop submicron technology to pack even more circuits
into an IC. The use of ASICs in nuclear safety systems will
not benefit much from dense packing of circuits, but safety
systems can benefit if ASICs help achieve the goals of
improved reliability, availability, longevity of support,
accuracy, response time, and ease of maintenance.
Optimizing these goals for a safety system involves
trade-offs. ASICs are versatile with trade-offs because
different design variations and implementation methods can
be used. For example, physical separation of ICs can be
used in order to separate functions that may contribute to
defense-in-deplh. Analog design may be used to simplify a
complex algorithm, but a resulting trade-off is that
calibration is more difficult than for a digital circuit. Other
important considerations include on-line testing circuits,
fault-tolerance built into an IC, and interfaces to computers
for monitoring. ASICs emulate computers in several ways.
One way is by digitizing data and performing computations
digitally. However, a digital ASIC would not be like a
general-purpose computer, but its components would be
dedicated to performing one function. Another advantage of
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Figure 1. 2-of-4 Coincidence Logical Circuit for Paramater 1, Channels A, B, C, and D.

ASICs is that many points can be digitized and brought out
of an IC to a multiplexer such that a computer can collect
data for display or on-line monitoring. ASICs also have
advantages over analog systems. In a typical analog safety
system channel, there will be several modules performing
specific functions such as signal conditioning, computations,
set point comparison, filtering, etc. Each of these modules
has temperature drift and inaccuracies that affect system
performance, and each module must be calibrated
separately. ASICs can reduce temperature drift and simplify
calibration by combining many of these functions into one
IC where accuracy and temperature drift can be closely
controlled and calibration is limited to fewer separate
modules. The input parameters can be processed as analog
or digital data depending on the designers' choice after
consideration of the trade-ous affecting that channel.
Another advantage over computers is that an ASIC can be
designed with internal fault-tolerance if a designer
determines that additional fault-tolerance improves
reliability or availability.

A POTENTIAL APPLICATION FOR AN ASIC-BASED
SAFETY SYSTEM

Significant advantages of ASICs are that they can be
designed to perform comparably to software in systems that
are not too complex, that the reliability and failure modes
are more predictable, and that system functions can be
performed by different ICs to remove some of the common
cause failures of digital computers and software. Another

advantage for research reactors such as the Advanced
Neutron Source (ANS), currently in conceptual design at
ORNL, is their faster response times. Many commercial
reactor protection systems cannot be used in research
reactors because they do not meet the response time
requirements. Therefore, ASICs are being researched for
application to the ANS. In the ANS, reactor protection is
provided by primary and secondary shutdown systems that
are fast, redundant, and as diverse as feasible. ANS
conceptual safety analyses revealed there are a few
fast-occurring accidents that require that safety rod insertion
begin within - 3 0 ms of detection of the accident. These
fasi-developing accidents can bo detected by neutron flux,
flux rate, or primary coolant pressure. The response time
required for these parameters is faster than typical
commercial nuclear protection systems respond. However, it
may be feasible to connect these three parameters to an
ASIC-based protection system and to use a computer-based
protection system for the remainder of the parameters.
Connecting some parameters to ASICs and others to a
computer also provides separation of inputs and of functions
in the safety system. For diversity, it is feasible to use ASICs
in one of the shutdown systems and to use a computer in
the other. These designs are being researched as the design
of the ANS progresses.

Commercial nuclear power plants may also benefit from
ASICs to solve some of the safety concerns with computers.
ASICs could be used to separate some of the protective
functions that provide defense-in-depth. In these designs,



ASICs would be integrated with the computer such that an
on-line monitor and test processor would function for both.
In this way ASICs would complement a software-based
protection system. If ASICs perform well in safety systems,
they may be used for diversity.

CONCLUSIONS

ASICs have potential applications to nuclear safety because
they have several of the advantages without some of the
significant disadvantages of software-based and analog-based
safety systems. An important potential advantage of ASIC-
based over software-based safety systems is the feasibility to
verify and validate to a high degree of confidence with tests
that ASICs meet their specifications. However, an ASIC
design does not protect against inadequate specifications or
misinterpretation of specifications. These are important
issues that are problems for other research projects. Other
ASIC advantages permit separation of functions important
to defense-in-depth; V&V are simplified because the final
product contains no software; simplified designs permit
on-line monitoring and component failure detection; errors
caused by development software and compilers can be
detected by testing; and the time response of ASICs can be

made fast for research reactor application. For these
reasons, ASIC-based safety systems have DOtential
applications in nuclear power plants and research reactors.
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