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ABSTRACT

Issues of obsolescence and lack of infrastructural support in (analog) spare parts,
coupled with the potential benefits of digital systems, are driving the nuclear industry
to retrofit analog instrumentation and control (I&C) systems with digital and
microprocessor-based systems. This movement away from analog can be expected to
increase in advanced light-water reactors (ALWRs), which will make extensive use of
fiber optic transmission, multiplexing techniques, and microprocessor-based
technology. Although these technologies have several advantages and, in fact, have
been in widespread use in the non-nuclear industry for several years, their application
to safety-related systems in nuclear power plants raises key issues relating to the
systems' environmental and functional reliability. For example, does the new
hardware introduce additional system aging degradation mechanisms that could
adversely impact the safety of the plant? Do the systems introduce the possibility of
new and different malfunction scenarios or increase the probability of common-mode
failures that could reduce the reliability of the safety system?. Are current
environmental qualification standards adequate for microprocessor-based I&C
systems?

Accordingly in 1991 the Nuclear Regulatory Commission (NRC) initiated the
Qualification of Advanced Instrumentation and Control Systems program at ORNL to
investigate issues that may arise with the use of advanced digital I&C in ALWRs.
The results of our studies to date are summarized in this paper.

INTRODUCTION

In late 1991 the NRC initiated the Qualification of Advanced Instrumentation and Control Systems
program at the Oak Ridge National Laboratory (ORNL) to develop an understanding of the
technical issues involved in evaluating long- term properties and performance of "advanced" digital

"Research sponsored by the Office of Nuclear Regulatory Research, U.S. Nuclear Regulatory Commission
under Interagency Agreement number 1886-8179-8L and performed at Oak Ridge National Laboratory,
managed by Martin Marietta Energy Systems, Inc., for the U.S. Department of Energy under contract DE-
AC05-84OR21400.



I&C systems proposed for use in ALWRs. Initial studies under this project focused on providing
answers to the following questions:

(1) How effective are environmental qualification standards/procedures in reducing
environmentally-related problems in present-day protection system I&C? To what extent can
environmental qualification standards/procedures be extended to protection system I&C
proposed for ALWRs?

(2) Are there any proposed I&C components and systems that could potentially introduce
additional aging degradation mechanisms in ALWRs?

(3) What are the environmental and functional issues that need to be addressed in evaluating
protection system I&C proposed for use in ALWRs?

To address the first question we investigated the frequency of reactor trip and engineered safety
feature (ESF) actuations that were attributable to environmentally related faults in I&C systems. The
Licensee Event Report (LER) database was used for the study. We also studied environmental
qualification procedures and standards to identify areas that could be strengthened in anticipation of
the increased use of microprocessor-based technology in nuclear power plant I&C systems.

To address the second and third questions we developed an environmental, functional, and aging data
template for the protection channel of each current ALWR design. As far as practicable using
available information provided by manufacturers, we identified environmental conditions find stressors
lo which I&C equipment in reactor protection channels may be subjected. We also addressed
functional and environmental qualification issues for ALWR protection system I&C in the light of
applicable standards.

ENVIRONMENTALLY-RELATED PROBLEMS WITH SAFETY SYSTEMS

A search of the LER database over a ten-year period (1982-1991) yielded a total of 1065 reportable
events. Some of the events related to faults that occurred in safety-related systems, whether or not
they resulted in a reactor trip or ESF actuation. Others were not necessarily faults, but were
reported for various reasons such as Technical Specification violations, etc. Out of the 1065
reportable events, the following was used as the selection criterion for further analysis:

Did the fault in the safety-related system result in a channel trip, a full reactor
trip, or an ESF actuation ?

A total of 216 LER events that met this criterion occurred in pressurized water reactors (PWRs),
while 294 events occurred in boiling water reactors (BWRs). Table 1 lists the causes of the LER
events by reactor type, with the faults in each category given as a percentage of the number of
selected events of the same reactor type. That is, the second column shows the LER events falling
into each category, computed as a percentage of the total number of PWR events that met the
selection criterion. The third column shows similar data for BWRs. The fourth column lists the
faults in each category as a percentage of the total number of selected events (PWR and BWR). The
category listed as 'other" includes events for which the cause(s) were not clearly stated or could not



be clearly inferred, and events that could not be categorized as directly attributable to environmental
causes. The latter includes causes such as a "failed amplifier," "faulty summator in the signal
conditioning circuitry," etc.

The LER events were selected without regard to operating power. That is, the reactor might already
have been in cold shutdown when the trip or ESF actuation occurred. The assumption made here
was that if the reactor were operating when the problem occurred, there was no reason to believe
that the results would have been different.

It is possible that a (small) proportion of the faults listed as "other" were actually environmentally
related, although it was impossible to ascertain this from the documentation related to the LER
event. For example, the cause of a failure might be reported as a "failed undervoltage output driver
card," but there would be no indication that this might have been due to high ambient temperature
or other environmental parameter.

The "maintenance error" category includes errors that were not directly attributable to the operator
or technician, but were nevertheless caused by a human error. An example is inadequate written
procedures for a test sequence that causes a trip or ESF actuation.

Trips or ESF actuations listed under the "EMI/RFI" (electromagnetic interference/radio frequency
interference) category include transient noise spike(s), the source of which could not be ascertained
from the LER event; trips that were attributed to the use of portable radios in the vicinity of
transmitters; EMI/RFI-induced noise spikes in protection channel or safety-related circuits; or
electrostatic discharge (ESD) induced in safety-related circuits. This breakdown of EMI/RFI-related
trips or ESF actuations is tabulated in Table 2. The numbers in parentheses indicate the EMI/RFI-
related events in that category as a perc*. itage of the total EMI/RFI-related events. Thus, 59.4%
of all EMI/RFI-related trips or ESF actuations in PWRs were attributed to safety-related circuits that
failed directly as a result of EMI/RFI noise spikes. In BWRs, the figure was 74.1%. This category
(III) includes EMI/RFI-induced faults that were attributed to the use of portable radios in the vicinity
of cabinets, noise due to a floating electrical lead, etc. Note that category II also involves EMI/RFI-
related faults attributed to the use of portable radios. However, category II relates to only faults that
were induced in transmitters, whereas the category III faults occurred in circuits and systems other
than transmitters.

Results from this study indicate the following:

(1) Environmentally-related reactor trips and ESF actuations seem to occur much less frequently
than those due to maintenance error and other factors. Thus, existing qualification methods
appear to be effective in reducing system faults due to environmentally-related causes.
However, the proportion of EMI/RFI-related causes appears to be significant compared to
other environmental stressors, suggesting that improvements in qualification methods and
standards are needed to address this issue.



Table 1. Causes of reactor trips and ESF actuations,
as a percentage of total selected events.

Cause of problem

Temperature

Humidity

Corrosion

EMI/RFT, ESD

Lightning

Maintenance error

Other

% PWR

3.3

4.6

1.4

14.8

5.1

20.8

50.0

% BWR

0.7

4.4

2.7

9.2

1.4

16.3

65.3

% (PWR+BWR)

1.8

4.5

2.2

11.6

2.9

18.2

58.8

Table 2. EMI/RFI-related causes of trips and ESF actuations.

Category
Number

I

II

III

IV

Specific EMI/RFI-
related problem

Transient noise spike(s) of
unknown source

Use of portable radios
resulting in false reading of
transmitters

EMI/RFI-induced noise
spikes in safety channel
circuits

Electrostatic discharge in
safety channel circuits

PWR

Number of events
(% of EMI events)

5
(15.6)

7
(21.9)

19
(59.4)

1
(3.1)

BWR

Number of events
(% of EMI events)

2
(7.4)

5
(18.5)

20
(74.1)

0
(0.0)



(2) The use of automatic testing and surveillance techniques could significantly reduce system
faults due to operator errors. In addition, advanced diagnostic techniques that will enable the
prediction of impending malfunctions in circuits could significantly increase ihe reliability of
safety systems by reducing random circuit failures (due to aging, etc.) and should be
encouraged.

While the contribution of EMI/RFI-related disturbances to reactor trips or ESF actuations in present-
day nuclear plants appears to be significant, it is difficult to make any firm conclusions from a study
of the LER database concerning EMI/RFI-related problems, not only because of lack of specificity
in many of the descriptions, but also because several equipment/locations in a nuclear power plant
are potential sources of both conducted and radiated EMI/RFI. Some of the common sources of
EMI/RFI are the following:1

(1) unsuppressed relays and solenoids,
(2) high-power motors,
(3) hand-held or mobile communications equipment,
(4) switching circuits of computer or control rod drive system,
(5) switching power supplies.
(6) lightning strikes and line surges,
(7) welders and contactors,
(8) DC motor commutators.

In digital retrofits as well as ALWR I&C systems, many of these potential RFI sources (such as
motors and welders), will remain unchanged while other sources (e.g., computers and hand-held
radios) may see increased use.

It could be argued that the change from analog to digital (microprocessor-based) systems may actually
reduce the number of incidents due to EMI/RFI sources. This argument is based on the observation
that analog systems traditionally have been more susceptible to EMI/RFI.2 Radio frequency energy
is often rectified by the semiconductor junctions in the high gain operational amplifiers used such that
the rectified signal tends to produce instrument offset errors and spurious trips that characterize RFI
problems. In contrast, digital circuits have higher noise margins, i.e., noise must be present at a
higher amplitude than the signal threshold before the digital system will mistake a noise signal for a
legitimate input. Conventional CMOS (complementary metal-oxide semiconductor) logic, for
example, has a built-in noise immunity level of one-half the power supply voltage. Also, error
checking and error correction can be made very sophisticated in microprocessor-based systems, which
could help reduce the number of failures.

However, experience indicates that in EMI/RFI environments the use of digital circuits does not
necessarily improve the system's reliability despite the higher operating thresholds.3 While analog
circuits may be disturbed momentarily with subsequent continued operation, a digital circuit may fail
in such a way that recovery is not possible. In addition, the trend towards the use of higher clock
frequencies, lower logic levels, and ever denser packages leads to a greater probability for upsets.
First, the increasing levels of integration tends to decrease the noise immunity of the digital devices.
On-chip protection methods help to protect the devices against interference-induced damage, but they
have not eliminated upset problems. In fact, even fault-tolerant systems do not generally achieve
reliable system performance in some high EMI environments.4



With regard to nuclear power plant operational safety, the problem with the susceptibility of
microprocessor-based protection systems is not so much the probability of an increase in the frequency
of EMI/RFI related upsets, but the rather unpredictable effect of the upset. In general, three
categories of upset modes may be observed in a microprocessor:4

(1) The microprocessor may fetch instructions and output data, address, and status signals which
may not be defined by the software;

(2) The processor may be stuck in some valid or invalid endlessly repeating sequence (tight loop);

(3) The processor may intermittently execute a number of instructions successfully, then enter
into an undefined mode, and vice versa.

In the case of trip systems, where bytes of digitized transmitter information may be compared to
check for trip set points, a fourth category may be added to this. A bit change in the wrong place
due to an EMI/RFI upset may result in the channel not tripping when in fact, it should. In this case
the microprocessor itself may function perfectly after the EMI upset, even though a problem has
occurred because of data corruption.

The foregoing suggests that EMI/RFI effects on microprocessor-based safety-related systems is a valid
issue for concern. Thus, while standards and appropriate regulatory guides can help reduce the
probability of EMI/RFI-induced upsets, there is an identified need for research to improve our
understanding of microprocessor behavior in EMI/RFI environments, as well as software failure
modes in the presence of EMI/RFI.

ENVIRONMENTAL AND FUNCTIONAL ISSUES ARISING WITH ALWR PROTECTION
SYSTEMS

We addressed functional and environmental qualification issues for ALWR protection system I&C
by developing an environmental, functional, and aging data template for the protection channel of
each current ALWR design. As far as practicable using available information provided by
manufacturers, we identified environmental conditions, materials, and stressors to which I&C
equipment in reactor protection channels may be subjected. An abridged generic template used as
a basis for discussion is shown in Fig. 1.

Transmitters

Although there are several similarities in the approach taken by ALWR manufacturers in the
implementation of protection system I&C, there are also some differences. For example, in some
cases the transmitters performing protection system functions will be hardwired to the protection
cabinets. In others the signal from containment will be processed by multiplexing equipment
strategically located throughout the plant outside containment. In all cases studied, indications are
that conventional analog transmitters will be used and that environmental conditions in containment
(e.g.. temperature, humidity, and radiation) are not likely to be significantly different from those in
existing nuclear plants. This observation may also apply to EMI/RFI sources to which



instrumentation within containment will be subjected. Under normal plant operating conditions,
transmitters are subjected to aging stressors from temperature, moisture, radiation, and vibration, with
temperature being the dominant stressor in most cases.5 However, transmitters may also be subjected
to aging stressors from testing and maintenance practices, the monitored process, and power supply
variations. Humidity levels under normal plant conditions should not pose a problem for nuclear-
qualified transmitters, since such transmitters are sealed for design basis accidents (DBA) such as
main steam line breaks.

Currently, most transmitters for use within containment have a qualified life of 10 to 40 y, depending
on type, materials of construction, and other factors. For example, the strain gauge transmitter has
a qualified life of 40 y, while the differential capacitance transmitter is qualified for 10 y. Seals and
gaskets for transmitters may have a much lower qualified life (e.g., 4 y).56 The performance and
lifetime of transmitters will be the same for ALWRs as for conventional reactors.

Although conventional analog transmitters are most likely to be used, I&C systems for the next
generation of nuclear power plants are still evolving, and it is possible that some form of "smart"
transmitter technology could be used in future plants. Work is progressing on the development of
several technologies with low-power capabilities, such as CMOS silicon-on-insulator, that can
withstand a total radiation dose of several tens of megarads (Si).7"9 This development will enable the
advantages of smart transmitters to be exploited for the nuclear power plant (containment)
environment. These advantages include (1) capability for remote calibration, (2) capability for remote
verification of calibration, (3) capability for remote range changes, (4) automatic diagnostics, and (5)
little cost difference between smart and conventional transmitters.

Apart from improvements in transmitter electronics, new pressure sensing technologies are also being
evaluated to improve pressure sensor performance.10 Present-day pressure transmitters are subject
to certain failure modes that are unacceptable, especially in safety-related systems of nuclear power
plants. An example is the loss of oil from an oil-filled transmitter." This type of failure significantly
increases the transmitter's response time and may also limit its dynamic range. These effects,
however, are not observable during steady-state operation. Technologies that are currently being
investigated for the development of improved transmitters include fiber optic, mechanical tuning fork
resonance frequency, and quartz pressure sensor technologies.10

Cables

As with transmitters, cable types and connections within ALWR containments are not likely to be
different from those used in present-day reactors. Stressors that are known to increase cable
degradation include temperature, radiation, and moisture. Cable materials experience ambient
temperature and radiation for long periods of time. Under accident conditions, however, they may
be subjected to much higher radiation and temperature transients, and this is taken into consideration
in their design and qualification. Electrical cables are normally qualified for 40 y, and their
performance and lifetime will be the same for ALWRs as for conventional reactors.

As far as the protection channels of ALWRs are concerned, optical fiber data links will be used for
interchannel communication and, in some cases, between subsystems within a channel. Fiber optic
cables also will be heavily employed in the (distributed) control system and in the interface between
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Fig, 1 Environmental and aging data template for a generic ALWR protection system.
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the trip system and the ESF systems. Protection system cabinets are typically located in areas having
a radiation level lower than that of containment. Temperature and humidity levels are also less harsh.
However, since ALWRs are subject to design changes and requirements, it is conceivable that
eventually fiber optic cables may be used in harsher environments than have so far been designated.
In any case, it is important that long-term mechanical and optical degradation mechanisms in optical
fibers be understood. Several environmental variables, or their synergistic effects, can result in aging
and increased failure rates for certain fiber optic cables. These include high relative humidity, high
temperatures, high pH,12 excessive installation strains, inadequate cable design, choice of fiber
coatings,13 low initial fiber strength, and residual cable installation stresses.14

Commercial application of fiber optic technology is, of course, extensive and well proven. Although
many applications are in mild environments, applications experiencing harsher conditions of
temperature and humidity are not uncommon. In such applications choice of coating material is of
primary importance. Aging tests have shown that, with suitable coatings, present-day fibers can
withstand at least 20 years of exposure to an extreme outside plant climate.15 This suggests that the
proposed application of optical fibers in the control systems and in the interface between the
protection and engineered safety feature systems in nuclear power plants could be encouraged. (Such
cabinets and systems are generally located in environments that are less harsh than containment
environments.) This conclusion appears to be supported by a study of the performance of fiber optic
cables from several vendors.16 The study, which was conducted to determine the radiation sensitivity
of commercially available radiation-hardened fiber optic cables, concluded that fiber optic cables are
currently available which perform reliably in nuclear reactor environments. While some fibers
fluoresce enough under radiation to obscure low-strength signals, others (such as pure silica core
fibers) exhibit no performance change with doses as high as 3800 Gy. It appears that the choices of
fiber type and coating for application in nuclear power plant environments are very important, and
some specifications may be necessary in appropriate standards. Also, the long-term radiation effects
on optical fiber, fiber connections, optical sources, and detectors need to be characterized before the
use of these products in containments is encouraged.

Electronic Hardware

Instrument and protection system cabinets normally have been placed in areas classified as "mild." and
discussions with ALWR manufacturers suggest that this will also be the case for their respective
protection system cabinets. A mild environment is defined as "an environment that would at no time
be significantly more severe than the environment that would occur during normal plant operation,
including anticipated operational occurrences."]1 For protection system cabinets, this assumes that
environmental parameters such as temperature may remain well within operational limits at all times.
However, locally elevated temperatures can exist undetected in inadequately cooled uninstrumented
cabinets, thus resulting in accelerated component aging and failure. Because this may not be easily
identifiable, a pattern of component failures may have to be tracked over time before the cause can
be identified as internal cabinet temperatures or elevated ambient temperatures.18 In some of the
ALWR designs considered in our study thus far. several temperature monitors appear to have been
provided in the cabinets.

Safety systems such as protection cabinets are environmentally qualified at the cabinet level rather
than at the component level. That is, environmental qualification tests typically involve the total



equipment, not the individual electronic components inside the cabinet. Nevertheless, environmental
reliability must be built into the system at various levels. Figure 2 illustrates the various levels of
protection against the environment for the actual circuits/components performing safety-related
functions.

The first level of environmental protection is provided by the heating, ventilation, and air conditioning
(HVAC) system in the room or enclosure where the safety-related equipment is installed. While the
HVAC system controls environmental parameters such as humidity, temperature, and airborne
particulates, the room itself may serve as a radiation shield for the equipment and provides a level
of protection against the spread of smoke and fire. While details of ALWR HVAC system
configurations are manufacturer dependent, at least one configuration divides the protection channels
into two fire zones. Fire Zone A includes two class-IE electrical rooms, each housing the cabinets
for one protection channel. Fire zone B includes a similar set of rooms for the other two protection
channels. Each of the two fire zones is serviced by a separate and independent HVAC system. In
addition, the rooms reportedly have built-in 24 hour "passive cooling," which means that loss of
HVAC in one fire zone will not adversely affect protection channel performance for at least 24 hours.

The second level of emironmental protection for the protection channel electronics is provided by
the cabinet itself. Various design features such as fans, filters, and EMI/RFI shielding should be
considered in the cabinet design. The fans and fan filters provide smoke protection by drawing air
away lYcrr. sensitive components and trapping smoke particles. The bottom shelf of a cabinet may
be raised off the floor to prevent submersion in standing water. Holes may also be provided on this
shelf to prevent standing water. With regard to this, cable conduits connected to cabinets help to
prevent standing waier if connections are made from the bottom of the cabinet.

The third level ot environmental protection may be the modules, racks, or circuit boards inside the
cabinet, depending on the particular system design. Circuit boards may be mounted vertically to limit
soot. dust, or water accumulation. Modules may be designed in such a manner as to reduce smoke
and paniculate deposits in case of fire. For example in one design, each module is enclosed within
rugged structural foam covers, and closed-cdi foam fills the cavities within the modules, "excluding
excess air even under varying environmental temperature and pressure."19

.As far as v-e have been able to determine. ALWR protection system cabinets appear to have some
emironmental protection at the circuit board level, although none are quite as elaborate as having
structural foam covers around circuit boards, etc. Different approaches are being used in their
respective system designs, including vertically mounted circuit boards with adequate cooling using heat
sinks on appropriate components, etc.

The final level of environmental protection for system components is at the chip level. Thermal
management problems at the chip level become increasingly significant as clock frequencies increase.
while more circuitry is crammed into microprocessors and other integrated circuits. Moreover, as the
number of on-chip input/outputs increase, new and often complex schemes must be used to make the
necessary connections between closely packed circuits. This complexity has led to increasingly
sophisticated packaging technologies. In many cases, the IC packaging is as sophisticated as the
microcircuits themselves. The state-of-the-art packaging technique is the multi-chip module (MCM).
Replacing individual chip packaging, an MCM consists of several bare dice mounted on an
appropriate substrate and strung together with a high density interconnect.2021 MCMs have the
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Smoke, participates.
corrosive gases,
vibration

Internally generated
heat

EMI/RFI effects
Smoke, participates,
corrosive gases,
vibration

Temperature
Humidity
Particulates
Corrosive gases
Seismic
EMI/RFI

Temperature
Particulates
Radiation
Humidity

Environmental
controls

Type (TTL, CMOS)
Packaging
(insertion mount,
surface mount,
chip on board)

Heat sinks
Shielding
Board layout (wire
trace material
coating)

Fans
Shielding
Board enclosure
design (e.g., inner
foam cover)

Fans, filters
Cabinet design
Shielding

HVAC, filtering
Fire protection
Shielding (gamma)
Location

Fig.2. Levels of protection against environmental stressors for safety-related electronic hardware.



advantage of being smaller and supporting higher signal speeds than printed circuit boards. Also, an
entire level of packaging, with its attendant propagation delays, is thereby eiiminated. Reduction of
propagation delays in microprocessor-based protection and control systems is beneficial. However,
cooling several chips operating at tens of megahertz inside a small package presents a challenge to
packaging engineers.

ALWR system manufacturers indicate that their system designs use CMOS and NMOS (N-channel
MOS) technology, which reduces power consumption. Various board design techniques using
conventional through-hole, surface mount, and MCMs are employed.

Stressors

Many of the stressors that contribute to I&C system age degradation in present-day reactors will also
affect ALWRs. These are temperature, smoke, chemical spray, vibration, radiation, moisture,
environmental cycles, and EM1/RFI. Smoke is a particularly interesting stressor because it may cause
electronics systems relatively far removed from a fire to degrade and malfunction over time. The
particulates that settle on electronic boards and other equipment contain chlorides and sulfides. The
chlorides are a result of burning polyvinylchloride insulation and cables and halogen fire extinguisher
compounds. The sulfides originate mostly from burning paper. In the presence of moisture and air
(oxygen), these corrosive particulates can literally eat away the metal interconnections on electronic
boards or other metal contact surfaces, causing degradation and system faults long after the
occurrence of a fire.

We investigated the steps taken by ALWR manufacturers to protect safety systems against smoke.
In general, smoke and particulates are not monitored inside the protection system cabinets. Rather,
smoke detectors are located in the rooms and any abnormal conditions are indicated in the control
room. Typically, two class IE electrical divisions (each division accommodates one set of protection
channel cabinets) are served by one ventilation system. The supply air handling units and
return/exhaust air fans for each ventilation system are connected to a common ductwork which
distributes air to the class IE electrical rooms. When smoke is sensed in a protection room, dampers
reportedly close automatically so that the smoke does not enter the other room serviced by the
common ventilation system.

Functional Issues Arising With ALWR Protection System Designs

The use of digital computers in safety-critical applications elicits requirements not necessarily
applicable to analog safety systems, and new approaches may be necessary to meet them. In this
study, we investigated the approaches taken by the ALWR manufacturers to address issues such as
channel independence, diversity, capability for test and calibration, and access control. Our study
indicates that manufacturers are using somewhat similar approaches in addressing these issues. Some
of these approaches are outlined in Fig. 1.



CONCLUSIONS

This paper has presented a summary of our findings to date under the NRC initiated Qualification
of Advanced Instrumentation and Control Systems program. This program, though far from complete,
has produced the following conclusions thus far:

(1) Current environmental qualification methodologies appear to have been effective in reducing
the number of safety system problems due to environmental stressors such as tempeiature,
humidity, and vibration. It is reasonable to expect this trend to continue with regard to safety
system I&C proposed for ALWRs.

(2) Although there are several similarities in the approach taken by ALWR manufacturers in the
implementation of protection system I&C, there are also some differences. For example, in
some cases the transmitters performing protection system functions will be hardwired to the
protection cabinets, while in others the signal from containment will be processed by
multiplexing equipment strategically located throughout the plant (outside containment). In
all the cases studied, each set of cabinets providing protection system functions for one
channel will be housed in a separate class IE room. This appears to improve the level of
protection against fire, smoke, and flooding.

(3) The types of transmitters, sensing lines, and cabling, up to the multiplexing and sampling
components, are likely to be the same for ALWRs as for existing light-water reactors.
Environmental conditions (e.g., temperature, humidity, and radiation) are also likely to be
similar. However, a potential issue for ALWR safety systems is a reduction in safety system
reliability due to the increased use of microprocessor-based technology and software. Thus,
it appears that while safety systems in ALWRs will have to be qualified to the same
environments as current LWRs, they may have to be qualified to more stringent EMI/RFI
standards.

(4) The advantages to be gained by employing microprocessor technology in the design of safety-
related systems appear to be significant. However, the possibility of EMI/RFI effects resulting
in unintended safety functions also appear to be a valid concern. While standards and
appropriate regulatory guides can help reduce the probability of EMI/RFI-induced upsets,
there is an identified need for research to improve our understanding of microprocessor
behavior in EMI/RFI environments, as well as software failure modes in the presence of
EMI/RFI.

(5) Field experience with optical fibers outside the nuclear plant environment, as well as research
on their application in radiation environments, indicate that fiber optic cables that can be
used reliably in non-containment areas in nuclear plants presently exist. While some fibers
have been shown to perform reliably in radiation fields comparable to containment
environments, there is a need for further research concerning the long term radiation effects
on optical fiber, fiber connections, optical sources and detectors, before they can be used in
containments. Even in non-containment areas certain specifications such as fiber coating and
fiber type are important factors, and some guidance may be appropriate in standards and/or
regulatory guides.



(6) There is an identified need for regulatory guidance on multiplexing standards for nuclear
power plant applications.

(7) Similar approaches appear to have been taken by ALWR manufacturers in implementing
reactor protection system I&C with regard to diversity, independence, capability for test and
calibration, access control, etc. Several of these issues are currently being addressed in the
rewrite22 of ANSI/IEEE-ANS-7-4.3.2, "Standard Criteria for Digital Computers in Safety
Systems of Nuclear Power Generating Stations." It seems therefore, that continued
endorsement of this standard in appropriate regulatory guide(s), perhaps with modifications -
such as ways of addressing the possibility of software common mode failure - is needed for
evaluation of safety systems for the next generation of nuclear power plants.

(8) There is an identified need for research into advanced diagnostics techniques that will enable
the prediction of impending malfunctions in circuits. This could significantly increase the
reliability of safety systems by reducing random circuit failures (due to aging, etc.).
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ORNL is Evaluating Long Term Properties and Performance
of Advanced DigitalJ&C Systems Proposed for ALWRs

Effectiveness of environmental qualification standards
and procedures

"New" I&C components and the potential introduction
of additional aging degradation mechanisms in ALWRs

Environmental and functional issues for safety-related
I&C systems in ALWRs

KK2wrsim -10/22/92 ©ml



Environmentally-Related Faults in Protection System I&C
Were Investigated

Category
Number

I

II

III

rv

EMI/RFI-related causes

Specific EMI/RFI-
related problem

Transient noise spike(s) of
unknown source

Use of portable radios
resulting in false reading of
transmitters

EMI/RFI-induced noise
spikes in safety channel
circuits

Electrostatic discharge in
safety channel circuits

of trips and ESF actuations.

PWR

Number of events
(% of EMI events)

5
(15.6)

7
(21.9)

19
(59.4)

1
(3.1)

BWR

Number of events
(% of EMI events)

2
(7.4)

5
(18.5)

20
(74.1)

0
(0.0)

Causes of reactor trips and ESF actuations,
as a percentage of total selected events.

Cause of problem

Temperature

Humidity

Corrosion

EMI/RFI, ESD

Lightning

Maintenance error

%PWR

3.3

4.6

1.4

14.8

5.1

20.8

% BWR

0.7

4.4

2.7

9.2

1.4

16.3

%(PWR + BWR)

1.8

4.5

2.2

11.6

2.9

18.2



Techniques for Diagnosing Impending Failure in Electronic
Systems are Needed

• Can reduce frequency of random circuit failures

70

60

50

40

30

20

10

Causes of BWR trips and ESF actuations

Percent of totai BWR events

60

Causes of PWR trips and ESF actuations

percent of total PWR events

Temp. H/molsture Corr. EMI/RFI/ESD Lightng. M. error Other

Cause

Temp. H/molsture Corr. EMI/RFI/ESD Lightng. M. error Other

Cause
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Present Environmental Qualification Methods Appear
to Need Improvement in the Area of EMI/RFI

Proportion of EMI/RFI-related causes of reactor trip or ESF
actuations appears to be significant compared to other
environmental factors

IEEE 323-1983 does not specifically spell out EMI as the
1974 version does

Details of EMI susceptibility testing need not be explicitly
defined in 323, but required standards that deal with
such criteria should be specified
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Unpredictable Effects of EMI/RFI-Related Upsets in Digital
Safety Systems are a Valid Concern

Processor may be operating in a mode undefined in software

Processor may be stuck in a tight loop

Processor may cycle between a defined software mode
and an undefined software mode

Processor may appear to function perfectly, even though
a problem has occurred due to data corruption
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ORNL Has Developed Environmental, Functional, and Aging Data Template For
ALWR Protection Systems

Containment

(harsh environment)

Class 1 E electrical room

ToCJTSof.
other
channels.

RTS
group 1

Reactor trip
subsystem

RTS
group 2

DIBS

From
GTS or
other
c runnels.

From
M-G seta

C iv in)

GTS

Globil Trip
Subsysicm c , ' v

Cm
To control
rod drives

Transmitters
Class IE electrical penetration rooms and cables

(Transmitters are hardwired to integrated protection
cabinet)

Microprocessor based boards performing tnp functions Swilchgear

Materials

Transmitters will be identical to those found in present-day power plants
MATERIALS IN CAPACITANCE TYPE PRESSURE
TRANSDUCERS:3

Housing: Aluminum with epoxy polyester paint or 316 stainless steel.
Fill fluid: Silicon oil.
Isolation

diaphragm: 316 stainless steel.
Housing

seal: Ethylene propylene*.
Electronic

components: Seals and insulating malerials used on electronic
components^

Circuit
boards: Epoxy glass laminate*

Optical fiber datalinks will be used in the interfaces between protection,
control, and engineered safety feature actuations. Will also be used in
the interfaces between subsystems.

Silic: ore fibers will be used. Data on coaling material used here could
not 1.: ascertained. Choice of fiber type and coating are important
factc s that can affect fiber performance in power plant environments.

Seals and insulating materials used on electronic components,
encapsulating materials for electronic components, and solder joints,
are all subject to aging degradation.

MATERIALS SUBJECT TO AGING DEGRADATION IN CABLES:
Insulation (cross linked polyethylene).
Sheath (Neoprene).
Outer jacket (Galvanized steel).

a Materials subject to aging degradation are representative of other transmitter
types.

Materials subject to aging degradation.
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ORNL Has Developed Environmental, Functional, and Aging Data Template For
ALWR Protection Systems

Containment

(harsh environment)

Class 11; electrical room

^= L

RTS
group 1

Reactor trip
subsystem

RTS
group 2

To GTS <>(•«
other - ^
channt'ls. ^

DIBS

Dynamic Trip
Bus Subsystem

GTS

Global Trip
Subsystem

. From .,
[ __ GTS of ]
I p other I
I I f channels. C IV

Civ

On

. From
M G sets

ib

To control
rod drivel

Functions performed in software

Radiation

Ambient temperature

Stressors

Protection against the environment

Electronics implementation technology
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ORNL Has Developed Environmental, Functional, and Aging Data Template For
ALWR Protection Systems

Containment

(harsh environment)

Class IK electrical room

-n _
U

I ~ ~ L

%

KcacliT inp
subsystem

RTS
group 2

Dynamic Trip
Bus Subsystem

Globil Trip
Subsystem

C,v

Cn

• rrom
MGKIS

Cm
To control
rod drives

Communication modes

Human interfaces

Materials

Channel independence

Diversity

Control of access
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Safety-Related Electronic Hardware May Be Environmentally
Protected at Various Levels

PROTECTION
HIERARCHY

Electronic
component

Circuit
board

Module/Rack

Class 1E system is
qualified at this level

Room

Stressors

Radiation
Heat dissipation
Vibration

Heat
EMI/RFI effects
Smoke, participates.
corrosive gases,
vibration

Internally generated
heat

EMI/RFI effects
Smoke, participates,
corrosive gases,
vibration

Temperature
Humidity
Particulates
Corrosive gases
Seismic
EMI/RFI

Temperature
Particulates
Radiation
Humidity

Environmental
controls

Type (TTL, CMOS)
Packaging
(insertion mount,
surface mount,
chip on board)

Heat sinks
Shielding
Board layout (wire
trace material
coating)

Fans
Shielding
Board enclosure
design (e.g., inner
foam cover)

Fans, filters
Cabinet design
Shielding

HVAC, filtering
Fire protection
Shielding (gamma)
Location
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ORNL's Preliminary Conclusions May Help
The Regulatory Process

Current environmental qualification methods appear to
have been effective. Similar expectations for ALWRs.

No optical fibers are used in containment; both
hardwiring and multipplexing of transmitter signals to
protection cabinets are employed. Separate rooms
for individual protection cabinets appear to provide a
more desirable level of protection against fire, smoke,
and flooding.

Regulatory guidance on multiplexing standards and
optical fibers for the nuclear industry is needed.
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ORNL's Preliminary Conclusions May Help
The Regulatory Process

Research is needed to improve uderstanding of
microprocessor behavior in EMI/RFI environments,

Research is needed to develop advanced diagnostic
techniques that will enable prediction of impending
malfunctions in circuits.

Guidelines for implementing on-line, automatic
calibration, surveillance, and diagnostics may be
necessary.
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Future Work Will Involve a Broad Range of Issues

Failure modes and effects of microprocessors in the
presence of EMI/RFI.

Different communication protocols and their robustness
in the presence of EMI/RFi.

Review manufacturer test programs (electronic
components; differences between military and
commercial; Hardware V&V issues).
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