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ABSTRACT

An Operator Advisor (OA) consisting of four integrated expert systems has been under
development at The Ohio State University since 1985. The OA was initially conceived as
two independent systems, one to manage procedures for the operator, and the other to
diagnose plant faults and to validate sensor data. The OA has used the Perry Nuclear Power
Plant simulator as the reference plant. It has been programmed with knowledge gathered
from power plant experts and plant documents. Following incremental programming, the OA
has been tested off line by running scenarios on the plant simulator and verifying that the
OA responded as predicted by the simulator. Specifications have been developed and
periodically published in the literature over the past four years. These are currendy being
collected and expanded upon as pan of a formal Verification and Validation (V&V)
Program. The V&V Program is defined by three types of documents: specification
documents, a V&V document, and procedures to support implementation of the specifications
and V&V program.

INTRODUCTION AND BACKGROUND

An Operator Advisor has been under development at The Ohio State University for the past
four years. The Operator Advisor is a combination of four expert systems. The first to be
developed was a Dynamic Procedure Management System (DPMS) (1, 2). The second was
a Diagnostic and Sensor Validation System (DVS) (3). The next step in development was
to combine these two expert systems into a single system. Prior to doing this, however, it
was necessary to determine what actions power plant operators performed to assure that a
system would be developed that would be responsive to their needs.

Generalized Task Analysis

A generalized task analysis of the actions performed by reactor operators during nuclear
power plant operations was conducted. Specifically, their actions in response to abnormal
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plant conditions were analyzed (4, 5). This analysis resulted in the identification of several
high level tasks, which are to:

1. Monitor and comprehend the state of the plant.

This task is usually performed in the background. That is,
operators are usually busy with several control room duties such as
working with maintenance personnel. Actual monitoring is done by
the plant instrumentation and alarm systems. During power
changes or evolutions involving the starting or changeover of
equipment, operators must directly observe parameters and identify
whether the evolution is progressing normally.

2. Identify normal and abnormal plant conditions.

During normal steady state operations, reactor operators are able to
perform several responsibilities. When an alarm sounds, operators
change tasks, identify the abnormal condition causing the alarm,
and respond to the alarmed condition. During normal transient
evolutions, operators will identify normal and abnormal conditions
by direct observation as well as by alarm response.

3. Identify abnormal conditions.

When an abnormal condition is identified, operators determine the
underlying reason for the condition in order to appropriately
respond as effectively as possible. In some cases, they must
respond independent of the cause of the abnormality in order to
maintain the safety of the plant.

4. Predict plant response to specific • control actions to be taken in
response to diagnosed abnormal conditions.

Prior to taking an action, operators anticipate the expected result.
That is, for example, if a pump has tripped, they have an
expectation that starting a standby pump will restore pressure to the
system discharge header. They also anticipate the next action that
will be required should the standby pump fail to start.

5. Then select and implement the best available control action to
mitigate the abnormal condition, and monitor the results of that
action, and

6. Determine backup control actions in the event of a failure of the
primary action.

Thus, an effort was begun to develop the Operator Advisor as a single system that would
perform the monitoring and diagnosis functions, and that would advise (provide) the operator
with a procedure to follow for fault mitigation, monitor the performance of the procedure,
and advise the operator on backup steps to follow should the primary procedure fail.
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Svstem Architecture

This effon has resulted in a system to monitor all available nuclear plant process variables
and alarm states, diagnose deviations from normal operations, and advise the plant operators
on action to be taken to correct the abnormalities. In the process, two additional expert
systems have been developed.

A Plant Status Monitoring System (PSMS) was developed to monitor plant variables and
aJarm states. Tnis system also has the capability to perform simple diagnosis, and to direct
the activities of the two previously developed expert systems (6, 7).

Finally, an interface with the plant data was developed. Tnis interface is an intelligent
database system that receives and manages data supplied by the plant computers (8). Tne
goal of this development effon was to enable the Operator Advisor to make use of as much
pre-processed data as possible. Further abstraction is performed as needed in the intelligent
database.

The architecture of the Operator Advisor is shown in Figure 1.

The current effort involves expanding the Operator Advisor to perform diagnostics and fault
management on a broader scope of plant systems, implementation of a formal Verification
and Validation (V&V) program, and interfacing the Operator Advisor to receive input
directly from a plant referenced simulator.
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Figure 1. Architecture of the Operator Advisor
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Reference Plant and Plant Interface

The Operator Advisor consists of the system shell and the knowledge. While the shell is
designed using the Generic Task Approach developed at The Ohio Stace University
Laboratory for Artificial Intelligence Research (LAIR) (9), the knowledge must reflect the
procedures and components of a real plant for the OA to be testable.

For this reason, a plant with an operational plant referenced simulator was sought. The
Perry Nuclear Power Plant was selected because it is close to Ohio Stale, is heavily
instrumented, has a state of the an Safety Parameter Display System (the General Electric
Emergency Response Information System (ERIS)) for pre-processing of data, and because
key members of the development team are familiar with the BWR system.

The interface with the plant will be through the two plant computer systems. One of these
is the plant Process Computer, and the other is ERIS. The Process Computer provides raw
plant data for each sensor that is monitored. ERIS provides pre-processed data for a number
of variables that are necessary for determining the state of the plant for safety level
monitoring. For example, rather than providing eight reactor level values, ERIS provides a
single average and validated value.

However, prior to interfacing the Operator Advisor to the plant, an interface to the plant
referenced simulator will occur. This interface will be to the simulator computers.

Installation of the Operator Advisor on the Perry simulator involves the interfacing of a
Sun 4 expert system work station with the two Gould 32/55 minicomputers that perform the
simulation process, and the Gould 32/77 minicomputer that is used to perform the ERIS
simulation.

The Gould 32/77 also receives data from the simulator computers through shared memory.
Approximately 250 analog inputs, 250 analog outputs, and 1000 digital signals from the
plant simulator are stored in a common area of memory. All simulator data is accessible
through this common area.

Serial communications software is currently being developed to control the flow of data, to
assure the maintenance of data integrity, and to transfer binary data packets in a logical
sequence.

The data will be transferred across a one-way link to assure that the expert system will not
interfere with the operational integrity of the simulator.

V&V OF EXPERT SYSTEMS

V&V of expert systems is different from that of conventional software because both the
knowledge base and the coding must be considered. Since expert systems are normally built
with a prototyping (or rapid prototyping) process, as has our Operator Advisor, the V&V
effort should be started early in the development process. Then, as the knowledge base
expands, V&V must be repeated continually.

Eefore discussing V&V further, it is necessary to define specifically what is meant by the
two terms - verification and validation. For this, we rum to two recent EPRI publications
(10, 11) that describe the V&V process we are attempting to implement.
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Verification pertains to she internal correctness of the system and addresses the
task of eliminating errors made by the builders in transianng their original plan
into a detailed design and coding it. Validation, on the other hand, refers to
external correctness which is manifest in correct or desired output when the
system is operating in a realistic environment. (10)

This was stated more descriptively in (11) where it is said that

. . . verification assures the system is working properly as designed, while
validation assures tltat the system acvually helps the user as intended in the
requirements and specifications.

Both representations of V&V allude to the need for system specifications to be developed
prior to coding.

A formal V&V effort should progress from the development of system specifications to
coding, then to verifying that the coding meets the specifications. An iterative process
should occur with additional coding being performed followed by additional verification after
each incremental coding step. Validity of the system should be embodied in the
specifications, and also should be tested periodically during the coding to assure that the
system continues to approach the needs of the intended users.

SPECIFICATIONS FOR THE OPERATOR ADVISOR

Development of the Operator Advisor began with a limited set of specifications for a
procedure management system based primarily on the concept of maintaining the critical
safety functions (12) of the plant. It was also decided to integrate the recently (at that rime)
introduced symptomatic emergency operating procedures into the system. Following initial
prototyping, these specifications were published (1, 2) in the normal course of typical
university research.
Shortly after the procedure management effort began, a second effort was started to build an
expert system diagnostic aid. Again, safety function maintenance was established as the
primary specification, and the plant emergency, abnormal, and operating procedure structure
was to be considered when establishing the malfunction hierarchy. But no other formal
specifications were established. The design of this system was also published in the open
literature (3, 4).

It was also about this time that we conceived a need and a process to integrate the
diagnostic and procedure management systems into a single system that would eventually
become the Operator Advisor. A generalized task analysis was performed, and a structure
was proposed for the development of an expert system that would automate the operator
tasks of monitoring the plant status and diagnosing faults, and that would then advise the
operator on a procedure to follow, moniior his progress through the procedure, and advise on
the implementation of backup steps should a primary step fail. The task listing and
structure were also published (4, 6, 7).

Until recently, this set of papers has served as the primary specifications for continuing
development of the Operator Advisor. They have now been compiled into a paper thai
details the purpose of the system, the structure, and the software of the Operator Advisor
(13). But this paper was not meant to, and doesn't, fulfill the need for a formal set of
specifications.

The Ohio State University Operator Advisor V&V Program p 3 g e 5



Formal specifications are currently being developed. They follow the general guidelines
provided in EPRI NP-5978. Three specification documents are being prepared.

The first document includes the general specifications for the application of the Operator
Advisor to assure that it meets user needs. This document will provide the basis for the
validation of the Operator Advisor.

The second document includes the detailed system specifications. It specifies how each of
the general specifications should be met at the functional level. This includes the division
of the Operator Advisor into its sub systems, specifications for the operation of each sub
system, specifications for interconnections and communications, hardware specifications, man-
machine interface specifications, and data/knowledge input specifications. This document
will be used by the system programmers to translate the system requirements into code, and
by the V&V team as the test standard.

The third document will include the software design specifications, including requirements
for specific tools to use, and rule and object structures. It will describe how the Operator
Advisor shall be built. It will specif/ requirements for programming procedures, and wiil
serve as the standard for the exhaustive testing of the rules, objects, -inferene'e strategies, and
communications paths.

V&V OF THE OPERATOR ADVISOR

We have performed the V&V function during our earlier development work by comparing
the operation of the Operator Advisor to the sequence of events that occur on (he Perry
simulator following initiation of an hypothesized malfunction. However, this process has not
yet been effectively formalized,, it has not included sufficient involvement from the plant
operators, and it has not been done with the Operator Advisor receiving continually updated
data from the simulator (that is, the Operator Advisor has not been on line at the simulator).

In this context, we have concentrated on the Verification side of the V&V equation. We
have verified that the results of the expert system analysis are correct relative to the input
parameters, and the emphasis in these efforts has been on DVS. We have not yet
determined whether the results will be available in a format or in a time frame to be of use
to the operators.

Preparation of the V&V Plan

In our current efforts, we are moving to correct these deficiencies, and to follow the general
guidelines for V&V of expert systems recently published in EPRI NP-5978." The
specifications for the Operator Advisor are being developed with their testability being kept
in mind.

A document is being prepared to detail the V&V Plan. This document will describe the
V&V process and the V&V team membership; the procedures to follow to confirm that
specifications can be tested, audited, and are being met; software tests; knowledge base tests;
and documentation requirements.
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V&V Activities
/

To effectively verify ar.d validate the Operator Advisor, it wi]l be necessary to expand the /
number of systems and malfunctions monitored by the Operator Advisor, and to increase the
involvement of the plant operators in the testing process.

The Operator Advisor development to date has concentrated on the plant feedwater system to
validate the feasibility of the approach. For implementation of the system at the plant site,
the knowledge base will be expanded to include additional systems and additional
malfunctions. This task, which expands the utility of the Operator Advisor, is proving to be
an effective means of bringing new team members on board. It introduces them to each
aspect of the expert system, and enables them to rapidly gain expertise in the operation of a
small portion of the nuclear plant as they learn how to succinctly organize their thought
processes.

Development of this type system involves the hypothesis of malfunctions, or the hypothesis
of malfunction scenarios. As each scenario is outlined and entered into the knowledge base,
it is tested on the simulator to verify and validate the correctness of the knowledge base
(database contents), and correct operation of the diagnosis, and procedure- management
systems. .

A future part of the process will include monitoring of human operator performance as tasks
are performed with and without the Operator Advisor. Results of this analysis will be used
to improve the Operator Advisor and the man-machine interface.

Only by testing a large number and variety of scenarios can we verify that the Operator
Advisor works properly under all design conditions. Likewise, it is only through extensive
running of scenarios that we can validate the Operator Advisor's abilir/ to actually help the
human operator perform his duties.

Other tests will be performed to check the programming by assuring that each and every
node in the Operator Advisor properly fixes when the appropriate conditions are simulated,
and that the rules and objects all meet the requirements and software specifications. Tncsc
are the only possible exhaustive tests.

Regulator/ Approval

Another concern we have about implementing an effective V&V process is in eventually
achieving regulatory approval. Tnis effort actually began when we first started developing
the individual modules for the Operator Advisor when the initial objectives for the system
were specified. Verification that the system operates according to these specifications has
occurred as off line tests have been run using the Perry simulator.

As we enter the implementation phase, the V&V process requires further formalization as
previously stated, and the validation phase must be initiated. Since the Operator Advisor is
expected to provide high level conclusions and recommendations to the human operators, it
is expected that the V&V process will need to follow the more rigorous NRC guidelines
normally reserved for systems such as the reactor protection system. Success in obtaining
regulatory approval will depend on the quality and integrity of the V&V process. To
maximize the probability of success, we will be rigorously foDowing the life cycle V&V
process detailed in EPRJ NP-5978.
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We anticipate that most V&V efforts can be completed on the plant simulator, including
integrity checks, integration tests, acceptance tests, and field modification tests. However,
we recognize that plant specific simulators do not model ail plant components and control
actions, that those modeled are not always of perfect fidelity, and that additional
modifications will be necessary for installation on the actual plant. Thus, in anticipation of
the regulatory approval process, a plan will be formulated to modify the code and to V&V
these modifications for the installation phase.

PROCEDURES

The specifications and the V&V Plan state the requirements for design of the Operator
Advisor. Procedures need to be developed to precisely and accurately implement these
requirements. We have informally used many unwritten procedures to date. This has been
possible because of the limited size and closeness of our development team. However, as
development is continuing and turnover (known as graduation in our environment) occurs, it
is becoming more important to formalize the procedures for this process.

Each procedure will be referenced by the V&V Plan. This will likely be in an appendix to
be used to audit the adequacy of procedures to assure the integrity of the development
process.

Procedures are expected to fall into three general categories: (1) Those required to
implement the specifications, (2) Those required for the user to interact with the Operator
Advisor, and (3) Those required to implement and audit the V&V Plan.

The procedures will eventually be translated into additional documentation such as
Operations and Maintenance Manuals for the Operator Advisor.

Specific procedures currently being considered or developed deal with source code
commenting, rule and object structuring, software change and documentation requirements,
user updating of the software and knowledge bases, verification tests, and data/knowledge
acquisition and input. Only the last of these will be discussed in this paper.

Data/Knowledge Acquisition and Input

A key concern of the development team is the assurance that data is properly collected and
properly coded into the database and the knowledge base. Tnus, a key procedure wiil
describe methods to obtain information from experts, methods to extract information from
written material, such as plant procedures and operations manuals, methods for assuring the
consistency of the data and knowledge, and methods for assuring the consistency of the
knowledge representation in coding.

Tnis element of the development process breaks down into two categories: (1)
Data/knowledge acquisition, and (2) Data/knowledge encoding.

Data/Knowledse Acquisition.

Procedures arc needed for the following aspects of data and knowledge acquisition:

1. Identification of experts/key expert
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2. Resolution of conflicts among experts

3. Verification of most recent revisions

4. Requirements for documentation of source, revision number, date

Data/Knowledge Encoding.

Two aspecis of encoding must be considered.

The first, and the one for which policy and procedures need to be established is that of the
perspective and philosophy of the writers of the code. This should be stated in the General
Specification, and then detailed further in the System Specifications. However, if it is not
also emphasized in the procedures on how to enter information, the approach intended by
the formulators of the expert system can quickly be lost or modified. The worst case
scenario is that the knowledge will be entered with a mix of approaches for analysis, and it
will be extremely costly to make the many changes that are likely to be needed.

As an example, we have specified that the Operator Advisor will detect deviations from
normality. Thus, we axe interested in detecting that water level is not within a normal
range. We are not interested in detecting that water level is low. This is a very subtle
difference, but it can have major impacts on the reasoning associated with more complex
conditions where many (rather than just two possibilities such as high or low) possible
abnormal states could occur. In particular, we might not identify an obscure state.

The second aspect of encoding involves the structure of the objects and rules themselves.
They must conform to clearly specified styles and formats. This is easier to manage
because they can be given structure, and this structure can be tested. Further, much of the
testing may be automated with software that exhaustively tests each rule and object.

SUMMARY

The V&V Program for the Operator Advisor consists of system specifications, a V&V Plan,
and procedures for implementing the specifications and the V&V Plan.

Ideally, a V&V Plan would have been put into place prior to any coding of the Operator
Advisor. This would have included development of the general and functional specifications
for the system, as well as the procedures for implementing them.

However, because of the research and development environment in which the Operator
Advisor has been developed, this process was not followed. We are now formalizing the
process that has been in place during the past several years. It is anticipated that this
formalization will assure a precise and accurate implementation of the general specifications
for the Operator Advisor, and will assure that the completed system will be an effective aid
for control room operators.

Another imponant aspect of implementing an effective and well documented V&V Plan is to
assure success in the regulatory approval process.
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