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CONDUCT OF, OPERATIONS: THE FOUNDATION C.F SAFETY-
AN OVERVIEW

ABSTRACT

This paper discusses issues ancl approaches dealing with conceptualizing, implementing, and
maintaining configuration control commensurate with the conduct of operations approach
defined by DOE ORDER 5480.19. Specific topics reviewedwill include key elements o_assess-
ments to determine the status quo such as assessment criteria, assessment personnel, and
assessment scope; administrative programs to maintain the status quo such as organizational
definition, responsibilities, interfaces, and priorities; oversight to determine control effectiveness
via compliance and performance assessment.

DISCLAIMER

1"his r©port was prepared as an account of work sponsoredby an agency of the United Stat¢_
Government. Neither the United States Government nor any agency therco/, nor any of their
employees, makes any warranty, ¢xprcss or' implied, or assum,;sany legal liability or responsi-
bility for rh© accuracy, compl¢tcness,or us¢fulness of any information, apparatus, product, or
process disclosed,or represents that its use would I]ot infriP.g¢ privat¢ly owned rights. Refer-
¢nc¢ herein to any specific commercial product, process,or service by trade name, trademark,
manufacturer, or otherwise dots not necessarily constitute or imply its endorscm¢nt, recom-
mendation, or favoring by the United States Government or any agency thereof. The vi©ws
and opinions of authors expressed heroin do not necessarily state or reflect those of the
United States Government or any agency thereof.
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CONDUCT OF OPERATIONS: THE FOUNDATION OF SAFETY.
AN OVERVIEW

1.0 INTRODUCTION

This paper incorporates some of the work done for the U.S, Department ol Energy (DOE) as
part of the program to develop an assessment program to be used by DOE for assessment of
DOE and contractor self-assessment activities, and as such the program was intended to

provide a "top-down" programmatic assessment of compliance coupled with a "bottom-up"
assessment of performance to objectively verify program effectiveness, This program was to
develop assessment criteria and methr_dologiesthat could be applied consistently on a
national basis and could also be used to determine and monitor for increasing/decreasing
levels of performance. In addition to assessment program development work, insights gained
from assessment of a variety of DOEfacilities and programs for conduct of operation were
factored in.

The work described in this paper was performed by Pacific Northwest Laboratory (PNL).(``)
However,this paper does not necessarily represent the view of DOE. Opinions expressed and
conclusions drawn are the author's and represent but one avenue of thought.

Safe operations of nuclear facilities arc dependant on an adequate conduct of operations pro-
gram. Implementation and maintenance of such a program are dependant on three functions
that must work in concert. These functions are as follows:

1. initial assessments to determine status

2. an administrative program that will maintain a current facility and safety envelope

3. periodic reviews of operations to verify adequacy.

These three functions need to be expanded upon and d!scussed in greater detail,

Function 1. To be effective, the initial assessment is dependent on the following key areas:

• Assessment criteria must be appropriate.

• Assessment personnel must be experienced.

(a) Pacific Northwest Laboratory is operated for the U.S. Department of Energy by Battelle
Memorial Institute under Contract DE-ACO6-76RL.O1830.
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• Assessment must be comprehensive.

Function 2. lo be successful, the administrative program is reliant on several vasiables'

........ • The program must be comprehensive.

• The program interfaces must be well integrated.

• The program implementation must be consislent and simple.

Function 3. To be useful, the .review of operations must be based upon the following
considerations:

• Quality cannot be inspected in. The primary focus for quality review should be on
programmatic aspects of quality programs w_rsus inspection

• Assessments must be based on elements ot performance as well as compliance.

• Quality is the responsibility of the Line Organizations and not an external QA organization.
Therefore, reviews should focus on line organizations not on QA performance.

1.1 PREREOUISITES

The prerequisites to implementing the three functions that comprise an adequate conduct of
operations are:

• The As-Built must be known and documented. (As-Built in this context does not mean

construction drawings but means essential drawings: piping and instrument drawings and
electrical single line drawings of sufficient detail for operations to ascertain the status of, and
to maintain control of, the systems and processes.)

• The sysiems required (design basis) and current configurations must be known and
documented.

• Ali components, indicators, piping, breakers, switches, etc., must be labeled and reflected
on tile As-Builts.

Befol'e adequate facility equipment control can be established, first the design must be
known its intended configuration(s) must be known, and these configurations must be con-

firmed (i.e., the position of the system's breakers, valves, switches, etc., through field
inspection).
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When the design/configuration is known and components have unique identifiers (which

also forms the basis for instituting additional controls such as Tag _Lockout, independent verifi-
cation, and Iogkeeping), it is then possible to proceed to the next vital step--Procedures.

Completion of procedures is the pre'equisite for formalized training of operators and staff.
These procedures also provide the basis for implementing changes and modifications.

The first hurdles that must be overcome for the conceptualizaLion and implementation of a
conduct of operations program commensurate with the need are depth and magnitude of
application (i.e., you ao not need a sledge hammer to kill a fly). The concept of implementing a
"graded approach" is to ensure that the depth of detail required and the magnitude of

resources expended "are commensurate with the programmatic importance, potential environ-
mental, safety, and/or health impact" (i.e., hazard level classification). Assurance and depth are

somewhat philosophical and subjective and need to be applied from the following perspective:

• The criteria contained within conduct of operations Order 5480.19 contain the minimum
programmatic elements necessary to function as a whole (i.e., comprehensive, integrated,
and effective program).

• These elements are links of equal strength in a chain, which forms the basis for an

integrated and comprehensive program, that collectively provides the foundation for other
programs (like maintenance, DOE ORDER 4330.4A).

• This foundation acts like and provides support much like the skeletal structure, on which the

graded approach can be used to add additional muscle to accommodate any
"programmatic importance and potential environmental, safety and/or health impact."

• The minimum elements of 5480.19 are not to be implemented for a low-hazard facility to
a lesser degree than a high-hazard facility, but instead these elements should be
augmented incrementally as perceived hazard increases.
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2.0 FUNCTION i- INITIAL ASSESSMENT

2.1 ASSESSMENT CRITERIA

In this section, the word "criteria" is used to identify factors to be considered in an

assessment. The discussion does not address criteria for determining the adequacy of an

organization's programs with respect to these factors.

The following criteria are generic and assun_e that a mature organization is being assessed.

This presupposes that the design, as-built, and system configuration are known and doc-
umented, and that policies, procedures, training and other normal organizational and admini-
strative entities are already established. If this is not the case, then other criteria would have to
be developed first to bring the organization/facility up to this minimum level.

2,1.1 Program Adequacy

(The following criteria were developed by Jon Olson of PNL-Human Affairs Resource
Center.)

The evaluation of management at DOE facilities requires a valid and reliable set of criteria
that can be applied irrespective of facility or function, while at the same time recognizing that

the precise measures that are used to represent the criteria, and the relative importance of
individual criteria, may vary from facility to facility and from function to function. Further, the list
of criteria and associated measures should be comprehensive enough to represent ali

important aspects of management, yet concise enough to be usable and readable. Thus, it
seems appropriate to assess management using a few higher-level criteria comprised of
several subcriteria. These subcriteria, in turn, may be represented by facility or function-
specific measures. The following model contains the five broad features, which have generic
application to ali areas, and subcriteria that can be used to determine the extent of

management's controls for the review and control of facility activities.

Resource Allocation

tn classic management theory, budgeting is stressed as a central management function.
However, budgeting is only one aspect of the more general management activity of resource
allocation. Resource allocation refers to the process of ensuring that adequate personnel,
facilities, materials, and information are available for the conduct of necessary tasks, including
safety-related tasks. Impo,qant subcriteria of resource allocation are:

• Establishing priorities: Management neeas to aetermine objectively where resources are
needed, wha; resources are neeaed, and in cases of resource sc.arcity, where resources are
neeaed most (i.e., risk assessments).
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• Adequacy of resources: Resources need to be of the right quantity and quality.

• Timeliness of resources: Management needs to anticipate when resources will be needed
so that signifisant delays in having the right resources available are not encountered. This is

particularly irrportant in the area of staffing since assessing human resource requirements
normally take_ considerable lead time.

Coordination

A normal part of most organizations is that individuals who depend on each other for task

inputs and outputs are laterally related. This means that neither one has clear authority over
the other. ,Thus, one of the primary functions of management is to provide the authority and
direction that allows laterally related functions to interact effectively. Important aspects of
coordination include:

• establishing task responsibilities and procedures to ensure effective interface between
functions

• establishing committees, task forces, and other mechanisms for solving problems that affect
more than one function

• resolving conflicts between functions.

Control

Most tasks in organizations are routine. Well-developed standards for the conduct of these
tasks can be established in advance, and worker performance can be monitored relative to

these standards. Control is the process of monitoring and correcting performance deficiencies
relative to established standards. There are several important subcriteria of control:

• Standard setting: includes establishing authorities and responsibilities, task descriptions,
administrative and task procedures, and performance objectives

• Traintng' involves instructing workers in the accepted standards

• Monitoring: involves such activities as direct supervision, monitoring performance indi-
cators, and evaluating the quality of outputs

• Corrective actions: involves the determination of human factor causes and effective

corrective action when performance does not meet established standards, in acidition to
ensuring that defective work is corrected.
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Leadership

Leadership is a very important part of management effectiveness in DOE facilities, For pur-
poses here, leadership refers to establishing direction for others through one or more of the fol-
lowing mechanisms'

• communicating organizational values, standards, and goals through words and exan=ple

• administering the reward and sanctiop system of the organization to improve perlormance

• establishing new directions for the organization through effective decision-making

• providing the organizational context within which others can make and implement decisions
effectively.

Problem Solving

The solution of significant problems facing the organization is essentially a management
responsibility. Only management has the authority and control over resources necessary to
implement proposed solutions, Several important subcriteria of problem solving are:

• Decision-making' deciding among known alternatives. Is the decision timely? What
motivates the decision? What effort has gone into gathering facts?

• Learning: analyzing and improving on the basis of experience

• Innovating: coming up with new solutions to existing problems, which includes successfully
adapting solutions invented elsewhere.

2.2 ASSESSMENT PERSONNEL "A lack of operating experience in people responsible to
evaluate the competence of organizations leads too often to focusing on trivial details or on
vague generalizations"- Admiral H. G. Rickover

Assessment personnel must be experienced for the following reasons'

• The assessor's experience provides the contrast that is necessary to highlight outstanding
areas (both good and bad).

• Experience gives the assessor the perspective needed to ascertain and rank the important
issues f'romthe lessor.

• Experience provides the assessor with the background to know why a practice or policy is
inadequate.
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In addition to the above objective reasons, it is extremely important for the assessor to be

experienced for the following more subjective reasons:

• Management and staff are more likely to listen and respond to someone they respect. Con-

sequently, they are more likely to be open with an assessor who has a similar background.

• An inexperienced assessor can "turn people off" with his demeanor, ask inappropriate ques-
tions, pose a threat with his questions, not know how to put people at ease and elicit their
response, and come up with the wrong conclusion through leading the interviewee,

2.3 COMPREHENSIVE ASSESSMENT

A comprehensive assessment is necessary for several reasons:

• An area may appear to be inadequate, but it may be taken care of by another program. I_a
change is forced because of personnel prejudice and not for unsatisfactory performance, a
variety of new problems can result.

• Ali organizations have functional areas with varying degrees of adequacy. Each organiza-
tion excels in one area when compared to its peers. Likewise each organization has one
function that provides the poorest example relative to other organizations.

• Factors beside the apparent causes are often the root of the real problem. Many factors
other than training can be the cause for numerous personnel errors. There may be use of
excessive and/or extended overtime. The overtime may be the result of inadequate per-

sonnel resources, which in turn may stem from management's inadequate pay structure.
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3.0 FUNCTION 2- ADMINISTRATIVE PROGRAM

/

3.1 COMPREHENSIVE AND INTEGRATEDPROGRAM

The administrativeprogram must be comprehensive, Since so many factors can influence
safety,the program to address each factor must be developed systematically and be
comprehensive,

The facility organizations are responsible for effective performance and control of ali facility
activities. A clear understanding by personnel of their authorities, responsibilities, accountabil-
ity, and interfaces is essential. Policies and procedures should be clearly written and readily
available to support the safe, reliable, and efficient conduct of ali facility activities. Mechanisms
should be established to provide management support and guidance so that personnel can
easily determine actions required under varying circumstances.

The scope for facility organization, administration, and control of activities encompasses
seven general areas. These areas and specific functions within these areas are outlined below:

1. Organization and administrative structure
- organizational structure
- management succession
- facility resources
- communications and standards of performance and policies
- administrative controls

- performance improvements.

2. Human Resources

- personnel planning
- personnel training and qualification
- professional development
- performance appraisals
- compensation and reward system
-employee assistance programs.

?. Management Activities

- communication of goa{s and objectives
- management involvement

- managerr...,_,ntactivities monitoring
performar_ceindicators and status reports

- operating experience reviews
health and safety policies.
problem identification and resolution

£



4. Quality Programs
- scope and frequency of assessments
- conduct of assessments

- deficiency reporting and tracking
- management reports
- assessment of quality program effectiveness.

5. Safety Review Program
- safety review group's charter
- documentation of reviews

- assessment of safety review group's effectiveness.

6. Industrial Safety (Radiological, Hazardous Materials, Industrial Hygiene)
- management policy
- meetings and training
-identification and correction of deficiencies

-incident investigations
- periodic assessments
- industry feedback.

7. Document Control

- control and administration

- procedures
- drawing control
- equipment records
- updating records.

3.2 CONSISTENCY
I

An effective program for oversight of safety at multiple facilities must be based on a consis-
tent set Ofpriorities. These priorities direct the focus of company policies and form the basis
for accountability, r_onitoring, feedback, and assurance that corporate goals are being imple-
mented. Risk assessment provides a formal and disciplined approach for implementing an
effective safety program. A sound basis, which focuses company policy, must be formulated
for decisions regarding whether the risk can be accepted, reduced, or eliminated. Accident
costs or safety costs are included in ali project costs. Risk management and assessment are
basic to overall safety management. Specifically, risk assessment provides:

• risk identification

• consistent basis for evaluation of risks

10
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• cost effectiveness by concentrating resources on high-risk areas

• optimization of safety program costs for a given level of control

• evaluation of the impact of codes, standards, regulations, and policies

• probability estimates for certain events.

Once the risks have been identified, it is management's responsibility to provide appropriate
resources to reduce or eliminate specific risks and assume responsibility for the residual risks.

The systems approach to risk (safety) management includes:

• establishing company policy and goals

,' • determining risks through assessment

• allocating resources to control risks consistent within company goals

• accepting responsibility for residual risk at company policy levels

• assessing operations of the safety program to ensure continuance of appropriate levels of
safety.

ComPanY goals and policies must be clear. Assumptions must be identified, and analytical
methods and results must be clear and concise. A variety of analytical methods are available
(i.e., probability, statistical, subjective, historical, and worst-case). Upper-level as well as lower-
level risk must be established.

Since the conduct, control, and safety of operations are line functions, the responsibility for
risk management rests with line management. Generally, hazards-search, risk analysis, and
hazard monitoring will be delegated to a safety organization because these are not directly
related to the conduct of operations and require special expertise. The specification and
acceptance of risk as well as application of controls require input from various groups within
and outside of the operations organization. The necessary steps are outlined as follows:

1. Establish acceptable risk levels and goals

- Policy should identify limits, codes, standards, and regulations (i.e., above, below etc.).
- Establish accountability for assuming risks

- Risk should not be out of line with that which is commonly accepted.
- Risk level must be consistent with resources to deal with the risk.

11
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2. Determine Risk

- define what risk assessment will accomplish and what questions need answering
- define the operations being analyzed
-identify hazards
- assess the risk
- evaluate the risk.

3. Allocate Resources

- to line management
- to safety program.

4. Accept Residual Risk
(

- The manager, not risk analyst, should make the final decision regarding risk acceptability.
- The sa,ne level of authority that sets standards is needed to exceed limits.

5. Monitoring and Control
- establish safety documents and procedures
- provide training
- institute design review (quality con_rc,l and inspections will ensure implementation and
feecl_3ack).

Portions of the preceding, which is a systems approach to a safety program, were extracted
from DOE (1982). Risk analysis is a useful method at any level; however, appropriate manage-
ment oversight at lower levels cloes not ensure overall safety or consistency or appropriate
distribution of safety resources.

12
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4.0 FUNCTION 3 - SELF ASSESSMENT

4.1 QUALITY ASSESSMENT

"Quality cannot be inspected in"

The Ford Amendment (Sec.13[b] of public lav, 97-415)study concluded, in NUREG-1055,
"Improving quality and the Assurance of Quality in the Design and Construction of Nuclear
Power Plants," that: 'q'he major quality problems that have arisen in design were related to
shortcomings in management oversight of the design process, including failure to implement
quality assurance controls over the design process..." This report also stated that in cases of
poor management, management failed to use quality assurance (QA) as a management tool
but instead used it as a substitute for management. The report concluded that the root causes
of QA breakdowns go well beyond the purview of the formal QA program itself and that the
solution of the QA problem goes beyond how to devise new or better QA programs.

10 CFR 50 Appendix B defines QA as "ali those planned and systematic actions necessary
to provide adequate confidence that a structure, system, or component will perform s:_tisfac-
torily in service." This definition speaks of confidence relative to performance, which is not a
document or activity but a state of mind.

The key to a successful QA program is not in the procedures, audits, and tests but is depen-
dent on implementation, application, and leadership. In an effective QA program, the workers
are aware of the quality requirements, and management has provided adequate resources to
allow performance to the desired level of quality and has provided leadership to assume
implementation.

4.2 PERFORMANCE ASSESSMENTS--GOALS AND AN EXAMPLE OUTLINE

Assessments should be made based on performance indicators. Once construction has

been completed, the emphasis should shift to ensuring ongoing quality execution of opera-
tional responsibilities. The goals of performance-based assessments are:

• increased emphasis on actual observations of ongoing facilities activities

• reduced emphasis on document reviews

• assessment of activities that impact reliability and/or safety.

The key to performance assessments is development of performance indicators, criteria,
and/or diagnostics to assess the activity. The following is an example of an outline of an
assessment process that could be utilized to assess design changes and modifications. Note

13



that the following assessment contains both compliance criteria for programmatic assessment
(i.e., document reviews - steps 4.2.1 through 4.2.6) and performance indicators (i.e., data
analysis/diagnostics- step 4.2.7).

4.2.1 Program Existence

Verify that there ark writtenpositiondescriptions_natuefine the detailed func_tionalrespon_i-
biliti_sof the personnelinvolvedin plant/facilitydesign change and modification activities,ano
that the charter of the organizaticn is documented and clearly understood at ali levels of the
organization(i.e., what isthe responsibilityof the organizationand to what level is the individual
held responsible for execution).

4.?..2 Program Implementation

_,'erifythat the establishedcontrolsfor safety-relateddesign change and modification activ-
itiesare properly implemented, including the following specific areas:

• Policyand procedural controls meet the requirements.

• Policiesand procedures arecontrolled.

• Department staffingis in accordance with the requirements.

• Selected design change and modification activitieswere performed and completed as
required.

4.2.3 Program Awareness

Interviewselected facilityand lineorganization personnel to ensure adequate knowledge
level and understanding of the safety-related design change and modification program.

4.2.4 Program Verification
t

At random select two design change/modifications from each of the following:

• Incomplete, or in progress (One should be a temporary modification.)

• Proposed and/or rejected (Ifproposed, talk with originator to see how long proposal has
been under consideration; if rejected, talk with the originator to determine the satisfaction

t with the disposition.)

• Completed recently or some time ago. (Takethe file and work backwards to see if or how

the documentation and review/approvals flowed and were completed.)

14
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These changes or modifications should be apportioned among the following categories'

• a safety system or system important to safety (shutdown, isolation, etc.)

• an emergency or accident mitigation system (UPS, emergency pov.,er,ventilation, fire
protection, lighting)

• a support system to one of the above (cooling water, fuel, battery, supply, etc.).

4.2.5 Qualification and Training

\,_rifythe adequacy of the personnetqualifications, experience,training, and retraining inthe
area of safety-related design change and rnodification activitiesincluding the follow=ngspecific
items:

• qualification requirements (what are the documented minimum requirements ?)

• documented training program (do the individuals meet the requirements ?)

• documented retraining program (assess as to whether the present level of qualification is
equal to or better than the initial intent).

4.2.6 Program Adequacy

Verify that facility or line office procedures and instructions have been established to ensure

that the safety and related design change and modification activities are properly controlled,
including the following specific areas:

• classification and identification of safety-related structures, systems, components, and
activities

• initiation of design change and modification activities

• performance of a written safety evaluation

• QA department functions during design change and modification activities

• functional testing for the design change and modification activities

• documentation assembly, review,and storage requirements

• industry reports made available to cognizant design personnel

• design change and modification tracking system,

15
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4.2.7 Performance Indicators

To determine the effectiveness of a program or' function, assessments should be made of
objectively verifiable evidence (i.e., performance indicators), The following indicators are

specific to design changes and modifications.

• Have there been events that are linked or have root causes that can be linked to

inadequate:
- design review
- design modification
- modification training
- temporary installations during modifications
-improper documentation of previous modifications?

- Are there any repeat scenarios linked to an inadequate understanding of a design
modification?

• Has a design modification led to the failure or loss of performance of a linked' system?

• Are events that have been identified during this review and personnel interviews pertaining
to installation and initial operations for modifications documented in facility event tracking
systems?

• Are there excessive temporary modifications?

. Are temporary modifications of repeat or long duration?

• Are there excessive numbers o'f modifications awaiting"
A) Approval
B) Implementation

C) Funding
D) Other

NOTE: Performance-based assessments can be applied to ali areas of operation
including management.

16



4.3 QUALITY RESPONSIBILITY

Quality is the responsibility of the line organizations and staff. The QA function should not
be regarded as the responsibility of the QA group. The QA group should be viewed as a
support role to management; one that provides management with feedback/data on how well

management's criteria and policies have been implemented, and how effective these criteria
and policies have been in controlling activities at the level management has prescribed.

"Quality assurance is not a department, a manual, or a program--it is a state of mind."
Although the key to achieving quality and QA lies in line management, the workers must realize
that they are the first level of QA.

17
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5.0 SUMMARY

Implementation of an adequate conduct of operations program starts with understanding the
facility (design basis), maintaining the facility in a knowr :;onfiguration (aaministrative program),
and ensuring that the facility and programs are adequate to maintain the configuration within

defined limits (self-assessment). Each step is as important as the next, and ali are necessary to
the aggregate success.

5.1 CONTACT

For information, please contact

Dennis Wilier/,, Senior Research Engineer
Nuclear Systems & Concept Department

Pacific Northwest Laboratory
P.O. Box 999

Richland, WA 99352

Phone (509) 376-2067
F'TS 444-2057

FAX-9200
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