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Abstract

What activities are required to assure that a performance
assessment (PA) computer code operates as it is intended? Answers
to this question will vary depending on the individual's area of
expertise. Different perspectives on testing and control of PA
software are discussed based on interpretations of the testing and
control process associated with the different involved parties.
This discussion leads into the presentation of a general approach
to software testing and control that address regulatory
requirements. Finally, the need for balance between regulatory and
scientific concerns is illustrated through lessons learned in
previous implementations of software testing and control programs.

Configuration control and software testing are required to
provide assurance that a computer code performs as intended.
Configuration control provides traceability and reproducibility of
results produced with PA software and provides a system to assure
that users have access to the current version of the software.
Software testing is conducted to assure that the computer code has
been written properly, solution techniques have been properly
implemented, and the software is capable of representing the
behavior of the specific system to be modeled. Comprehensive
software testing includes: software analysis, verification
testing, benchmark testing, and site-specific calibration/
validation testing.

1.0 Introduction

Performance assessment computer codes are used to model a
variety of processes. Many of these processes art v-ory complex and
require state-of-the-art computer codes to provide an adequate
representation of system behavior. Such computer codes have three
notable characteristics: (1) thousands of lines of code, (2)
constantly changing to incorporate new approaches and capabilities,
and (3) numerical techniques are approximations of the actual
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process. These characteristics provide the basis for formal
testing and control of performance assessment software.

Software testing and control involves a combination of rigid
requirements related to version control and documentation and
scientific judgement regarding adequacy of testing. Regulatory and
scientific staff each have perspectives and roles in these
activities. Specific concerns tend to be based on individual
perspectives. If regulatory and scientific concerns are not
balanced, a software testing and control program can be so
restrictive that no progress can be made or so flexible that a lot
of work is completed with no record of its adequacy. Identifying
ways to obtain a balanced approach is the primary objective of this
paper.

A discussion of regulatory requirements and general standards
is provided in Section 2.0. Perspectives of regulatory and
scientific staff with respect to the software testing and control
process are provided in Section 3.0. General elements of the
software testing and control process are discussed in Section 4.0.
Section 5.0 summarizes lessons learned in previous efforts to
implement software testing and control programs. This paper places
emphasis on the sections discussing perspectives and lessons
learned from previous experiences. For detailed discussions and
examples of software control and testing, the reader is referred to
a guidelines document prepared for the National Low-Level Waste
Management Program (Seitz et al., 1990).

2.0 Regulatory Requirements

The U. S. Nuclear Regulatory Commission document entitled
"Standard Format and Content of a License Application for a Low-
Level Radioactive Waste Disposal Facility" (NUREG-1199; U.S. NRC,
1988) includes requirements for performance assessment software
control and testing. In summary, the applicant is expected to
provide the following (based on U.S. NRC, 1988, pp. 6-2, 6-8, and
6-10):

• Documentation for the computer code and mathematical
model using NUREG-0856 as a guide

• Description of uncertainties and limitations associated
with the computer code and mathematical model

• Description of methods and results of verification and
calibration testing, including sensitivity analyses and
any model validation techniques that may have been used.

Software engineering standards (ANSI/IEEE, 199 0) have been
produced by the American National Standards Institute (ANSI) and
the Institute of Electrical and Electronic Engineers (IEEE). These
standards are well-known in the computer industry and are intended
to apply to a wide variety of software. ANSI/IEEE Standards should
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be followed whenever possible. However, due to the general nature
of the standards, certain aspects do not transfer well to
performance assessment software. Prior to implementing procedures
baaed on the ANSI/IEEE Standards, it is important to recognize the
parts of the standards that do not directly apply to performance
assessment software.

Specifically, ANSI/IEEE Standards and procedures based on
these standards place a large amount of emphasis on the software
development cycle. In most cases, the performance assessment
software already exists, and thus, development issues do not
directly apply. Thus, special provisions must be developed for
existing software that address the intent of the ANSI/IEEE
Standards.

A second conflict occurs in the definition of validation in
ANSI/IEEE as opposed to the performance assessment definition.
ANSI/IEEE define validation with respect to whether the software
meets the requirements specified for the software development
cycle. If other general standards require validation of computer
models, this general definition is the one that is intended to be
followed. Validation of the mathematical model (i.e. the
performance assessment definition) is included as part of the
ANSI/IEEE definition of verification, which addresses a "formal
proof of correctness" of the computer code. In this respect, it is
not required that a computer code and mathematical model be
validated (in the performance assessment sense), but some
validation testing should be conducted to provide an indication of
the capability of the computer code and mathematical model to
simulate site-specific system behavior. Future references to
validation in this paper will assume the performance assessment
definition.

In summary, NUREG-1199 requires that a license application
include proper documentation of the computer code, documentation of
the limitations and uncertainties associated with the computer
code, and a description of verification, calibration, and
validation (in the performance assessment sense) testing that has
been conducted. ANSI/IEEE has published general standards that
address software engineering practices. These standards should be
followed to the greatest possible extent, recognizing that
application-specific variances to these standards are necessary in
the case of performance assessment. Specifically, these variances
are necessary with respect to existing software and the definition
of validation of software.

3.0 Regulatory and Scientific Perspectives

Regulatory and scientific concerns related to software testing
and control emphasize the day-to-day responsibilities of the staff
members. Regulatory concerns are typically focused on consistency
issues and the use of accepted standards. On the other hand,
scientific concerns are focused on identifying problem-specific
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limitations and defensibility issues. If the concerns of either
party are not acknowledged, the requirements can be too restrictive
or too flexible. In either case, credibility of the process can be
lost.

Conflicts identified in Section 2.0 are examples of potential
problems. From a regulatory perspective, the initial emphasis
would be to follow the ANSI/IEEE Standards to the letter. The
intent being to ensure consistency with accepted practices.
However, Section 2.0 identified that large amounts of performance
assessment software have already been developed and require special
consideration as existing software. The scientific role involves
the identification of genuine application-specific limitations to
balance the desire of the regulator to standardize. It is
recognized in the scientific community that provisions are needed
for existing software to be treated differently than software that
is being newly developed, but no standards are available. For
example, in many cases the quality of the computer code would not
be significantly improved in comparison to the effort that would be
required to retrofit an existing computer code to the ANSI/IEEE
Standards related to software development.

Balancing the concerns is not intended to circumvent the
standards, but to allow genuine limitations to be considered.
General standards are developed to apply to a wide variety of
situations. The intent of the standards should always be
maintained. However, in cases where the "letter of the law" does
not directly apply, flexibility is necessary to allow other means
of meeting the intent of the standard. Scientific staff must be
held responsible for defending a different approach to meet the
intent of the standard.

In summary, regulatory and scientific staff each have valid
concerns related to software control and testing. Balancing these
concerns is essential to maintain the highest levels of
credibility. An example regarding existing software was presented
to illustrate why balance is important. Balancing concerns should
not be used to circumvent requirements or standards, but needs to
be used where genuine conflicts exist. Section 5.0 will focus on
lessons learned in the context of balancing concerns.

4.0 Software Control and Testing

Software control and testing are conducted to maintain
traceability and reproducibility of analyses and to assure the user
that the software correctly solves a given problem. Software
control typically includes version and change control. Software
testing typically includes: software analysis, verification
testing, benchmark testing, and site-specific calibration/
validation testing. Brief descriptions of these activities are
provided in this section. Detailed discussions and examples of
software control and testing are provided in Seitz et al. (1990).
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4.1 Software Control

Most performance assessment computer codes are constantly
undergoing changes. Changes are made to add new capabilities or
correct errors as they are detected. A system is required to
assure that users are applying a current and tested version of a
performance assessment computer code. The system must also have
provisions for distributing subsequent updates of the computer code
to the users. Furthermore, traceability of the versions of the
code and accompanying test data must be maintained, such that
results obtained with previous versions of the code can be
reproduced in the case of an audit. Software control issues are
based on the presence or absence of documentation, thus relatively
strict requirements can be set. A requirement might be phrased as
follows, the analyst must be able to reproduce all results
generated for a license application on request.

Version control is necessary to maintain a controlled version
of the computer code for use in license-related analyses. Since
many performance assessment compucer codes are state of the art,
research versions may be maintained separate from the controlled
version to test new capabilities. Changes to the research version
should be at least informally documented to maintain a continuous
record of the efforts. When the new capabilities are added to the
application version of the code, a formal record of the changes
will have to be made. Change control is necessary to maintain a
record of modifications that are made to allow previous versions of
the code to be reproduced. Since users will be completing license
applications at different times, it is possible that different
versions of a computer code will be applied by different users.

4.2 Software Testing

When a new computer code is completed or modifications are
made to an existing code, testing must be conducted to assure that
the code performs as expected. The following types of testing are
recommended for a comprehensive test program: software analysis,
verification testing, benchmark testing, and calibration/validation
testing. As opposed to software control, the adequacy of software
testing is based on scientific judgement. Requirements for levels
of testing are more qualitative and flexible. Thus, peer review
should be used to "audit" a testing program. Each type of testing
is discussed briefly in this section. For detailed discussions and
examples refer to Seitz et al. (1990).

Software analysis is a general process that can be applied to
many types of software other than performance assessment software.
Programming errors can be identified and input can be provided to
the other testing activities. Three activities are recommended for
software analysis: cross reference analysis, complexity analysis,
and coverage analysis. Cross reference analyses are used to
identify improper variable and storage usage. In this respect,
programming problems can be identified and corrected prior to other
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testing. Complexity analyses are used to identify the subroutines
with the most logic paths (most complex) within a computer code.
Research has shown that the probability of error is greatest in
complex subroutines. Complexity analysis can provide information
to focus the testing program on the subroutines of greatest
concern. Coverage analyses are conducted following testing to
identify parts of the code that have and have not been tested by a
given set of test cases. The results of a coverage analysis
indicate the percentage of logic paths that are executed by each
test case.

Verification, benchmark, and calibration/validation testing
address the capability of a computer code to model physical and
(or) chemical processes. Verification testing involves comparing
the results obtained with the computer codts with results to the
same problem using an analytic (exact) solution. Problems with
analytic solutions are typically relatively simple and are ideal to
check the accuracy of the numerical approximation implemented in
the computer code.

Benchmark testing involves comparing the results obtained with
the computer code to results from another recognized code. Since
different numerical approximations may be used, the comparison
provides an indication of the consistency between the codes as
opposed to the accuracy. The benefit of benchmarking is that
testing is expanded to more complex and application-oriented
problems, which do not have analytic solutions.

Calibration/validation testing is used as final proof of the
adequacy of the mathematical model embodied in the computer code to
represent site-specific system behavior. Results of the computer
code are compared with actual field and laboratory data. In the
calibration stage, parameters are perturbed within ranges of
uncertainty to duplicate past behavior and current conditions. The
calibrated model is then used to predict future conditions.
Finally, monitoring data is collected to assess the accuracy of the
predictions.

5.0 Lessons Learned

Based on previous experience, a number of things can be done
to improve the effectiveness of a software testing and control
program. The suggestions discussed in this section are a
combination of approaches that have been proven to work well and
philosophical ideas based on problems that have been encountered in
the past. As the following text indicates, many past problems can
be attributed to a lack of balance between the regulatory and
scientific points of view.

In the past, the need for software testing and control
programs has been identified through audit findings. Audit
findings generally indicate that there is a lack of control or
consistency. Responses to audit findings have tended to attempt to
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implement strict controls and cure the problem in a short period of
time. It is important to recognize that software testing and
control is required for the license application. Thus, instead of
overreacting and implementing controls immediately, it is suggested
that controls be implemented gradually such that everything is in
place in time for the license application. Past experience has
shown that an overreaction to implement controls quickly has caused
unnecessary work to be done and set back the program even further.
A second reaction is that since a lack of control caused a problem,
then strict controls will solve the problem. It is critical to
maintain a balance between control and flexibility, where
necessary. Overly strict controls will only cause new problems.

An underlying theme to a software control program is to
minimize the impact to everyday activities, while improving the
effectiveness of the process. Software control in a broad sense is
simply generating proper documentation to ensure traceability and
reproducibility of the computer code and results. One way to
minimize impacts is to automate as much of the process as possible.
A small initial effort to develop an automated software control
system can save time and effort in the future. Analyst time can be
dedicated to productive activities such as developing codes and
conducting analyses as opposed to filling out paperwork.

Efficiency can be improved by involving more than one person
or organization in the testing and control process. Ideally, at
least one person with a regulatory (or software control) point of
view and one person with the scientific (understanding of problem-
specific limitations) point of view will be involved. Dual
involvement adds a level of independence to the process, as well as
providing balance between the two points of view. Additionally, it
allows the individuals to focus on the tasks for which they are
trained.

When setting requirements for a testing program, perspective
must be maintained on the application for the computer code. Each
application will have inherent uncertainties and will use certain
ranges of data values and execute specific routines within a
computer code. The acceptance criteria for testing should reflect
uncertainties in the data, numerical techniques, and the overall
licensing process. For example, a computer code should not be
required to predict system behavior within 1% accuracy, if an input
data value is only known with an error of ±50%. Likewise, the
testing program should focus on ranges of values and routines in
the code required for the proposed application. The initial
reaction may be to require the code to be completely tested.
However, such an effort would be extremely costly and time
consuming. Balancing the need to conduct comprehensive testing
with problem-specific requirements can produce a code that is
tested comprehensively for the application in a time-and cost-
effective manner.

It is important to recognize that effective software testing
and control requires an investment of time and funding. Once
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testing has been completed and documented, the majority of effort
is related to software control. Development and maintenance of an
automated software version and change control system is a
relatively small cost that will significantly improve system
effectiveness. Such a system will ensure that documentation is
prepared efficiently, while maintaining consistency and compliance
with specified requirements. A further problem is that with or
without automation, the costs of software maintenance and control
are often overlooked as part of the overall cost of a performance
assessment.

In summary, the objective of a software testing and control
program should not be to bring progress to a halt. The goal is for
the license application to conform to the requirements in NUREG-
1199 and other applicable regulations and standards. Thus, the
objective should be to allow progress to continue on activities
leading to the license application, while implementing the controls
necessary to assure that the final activities specifically for the
license application meet the NUREG-1199 requirements.
Effectiveness of a software testing and control program depends on
recognizing the need to balance regulatory and problem-specific
scientific concerns.
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