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ABSTRACT

This paper outlines the objectives and preliminary results of a research programme aiming to
increase the advantages of electronic simulators used for reliability studies of complex systems.
Research work has resulted in the design of a device based on an electronic simulator capable
of carrying out all types of simulation without the drawback of wiring, as is currently the case. Its
performance levels as regards speed are comparable to those of wired simulators and this is its
main advantage over studies made on a computer. In addition, the simulator is connected to a
computer which greatly increases system flexibility and user-friendliness. The first results
obtained illustrate what characteristics can be expected of such a system, both as regards the
anticipated computation time and the extended processing capabilities (such as the study of
common cause failures).



1 . INTRODUCTION

Large present-day projects such as nuclear power plants, aerospace
projects, rail transport and telecommunication networks all involve
operational safety studies at the design stage and after completion, in
order to take modifications and maintenance policies into account. In
general, these studies are highly complex due to the large amount of
interconnections and redundancies between system components.

Numerous design codes have been and continue to be developed to
carry out these studies. Traditional programs based on fault tree
analysis or on the Monte-Carlo method lead to difficulties or even
impossible situations due to extremely lengthy computation times for
complex simulations. The current tendency consists in using
knowledge-based techniques to analyse problems which occur, from
automatic generation of reliability models to processing of them.
However, nowadays, these methods are designed for special
applications and cannot be generalised to other systems [1]. In addition,
as far as expert systems are concerned, problems arise in guaranteeing
results and ensuring that rules are coherent if they are numerous or
stem from the experience of several individuals [2] and [3].

In parallel to all this, there are other more specific reliability study
methods which make use of wired simulators. Here, simulation is
represented by means of electronic logic gates which are wired up to
"draw" the operating diagram or fault tree of the system being studied. A
random [4] or systematic [5] fault combination generator is connected to
the simulator. There is also an unwired project which makes use of a
random generator [6]. Due to the particularities of these simulators, they
have the uncontestable advantage over computers of processing at
high speed, since commands pass through the gates in a matter of a
few nanoseconds. This characteristic makes them highly flexible, user-
friendly and more efficient than other methods. Nevertheless, there
remains a manual wiring operation which would be better done away
with.

If we taken into account recent developments in computers and
computer science, is it worth continuing to develop specific reliability
analysis systems?

Systems based on wired simulators are very powerful when dealing
with problems of complexity and redundancy or problems involving a
large number of components, whereas computer programs are only
powerful and effective for small or medium-sized complex problems [7].
In view of the respective performance levels of each and the increasing
number of very varied requirements in the field of reliability, it appears
worthwhile to develop an even more flexible and powerful dedicated
system than those which already exist, by maintaining ihe performance
levels of the latter and taking the advantages of computers into account.



2. OBJECTIVES OF THE RESEARCH PROGRAMME

Development of an up-to-date dedicated reliability study system means
that the performance levels at least of wired simulators have to be
maintained and new processing capabilities added, below are the
basic reasons for these high performance levels:

- the time taken to obtain a result after the fault combination has been
fed into the simulator is very short, ie about one microsecond,
regardless of the magnitude of the problem,

- simulated problems may include numerous cases of redundancy,
interdependence in the fault trees, common cause failures and a
large number of components without affecting system performance
levels,

- when fault combinations are produced by a systematic generator,
sweeping is exhaustive. Probability values do not have to be known
at the beginning of the study, as is the case for the Monte-Carlo
method. Analysis begins with a qualitative study which provides
extensive information on system operation. It continues with failure or
system repair probability calculations until the most highly detailed
variables, such as importance coefficients, are obtained.

Improvements should, however, be made in the following areas:

- wiring (with wires connecting electronic gates) of a complex system is
a delicate matter with a high risk of error. Stringent checks should be
made to make the wiring more trustworthy,

- the programs which run the machine and formulate the results should
be able to be modified, with, if possible, sufficiently high language
levels to accommodate modifications by different individuals. The
programs should provide flexible interfaces so that the user can adapt
the results to his own requirements.

This analysis revealed the need to develop a machine including a high-
speed electronic simulator which has no wiring at simulation level, is
not specific to the problem to be processed and can therefore be
reconfigured as often as necessary depending on the system to be
studied. Connected to this system is a computer which is the most
suitable means due to its flexibility, user-friendliness and adaptation to
everything in the purely computing field. Close links between the
computer and the simulator are necessary if the machine is to be
reliable.



3. DESCRIPTION OF PROTOTYPE CORE

These lines of research have led to the design and manufacture of a
prototype intended to operate as a peripheral of a PC-type computer (or
other) and to which preliminary simulation results are sent. Each
element in the assembly is therefore perfectly adapted to its task. We
shall describe these tasks in more detail after giving a reminder of the
use made of a traditional electronic simulator.

3.1 Wired simulator

With present-day wired simulators, simulation is carried out using
electronic logic gates. Let us assume that the system below — a circuit
with two valves mounted in series (no.2 and no.3) in parallel with a
single valve (no.1) — is being studied. Item 4 is the circulating water.
Output S is supplied with water by two pipes which meet at the outputs
of valves 1 and 3.

Figure 1 : System being studied

The system is simulated as shown in Figure 2. Each component (valve)
is simulated by an AND gate with two inputs, one of which represents
the signal to be transmitted (in this case, water) and the other the state
of the component. This state is represented by logic level 1 for correct
operation and logic level Q for failure.

If the component has failed, the signal is not transmitted to the rest of
the simulation, which corresponds to a 0 logic state at the output of the
AND gate, regardless of the data input state (presence or absence of
water). Simulation is created by wiring up all the gates.
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Figure 2: Logic simulation of the system

E1, E2 and E3 represent the state of the three valves and the OR gate
links the two branches of the circuit. E4 simulates the presence (level 1 )
or absence (level 0) of water.

3.2 Semi-wired project

One way of improving this simulator consists in grouping together
various logic gate and connection assemblies into macro-elements,
each one being simulated in an electronic component known as a
programmable logic network (PAL). This type of network contains
several input-outputs and can be programmed by means of fuses, using
the logic equation corresponding to the section of the simulated system.
Thus the number of logic boxes required for simulation is reduced.
There are, however, two disadvantages:

- circuits have to be handled since they have to be moved to a special
machine to be programmed for each new simulation,

- one single circuit cannot contain a complex simulation if it exceeds a
certain number of components. Wiring therefore has to be provided to
connect the circuits.

3.3 Unwired project

3.3.1 Use of RAM

The first problem (circuit handling) is solved if logic networks are
replaced by random access memories (RAMs) which can be loaded
remotely; below is a description of how they operate within the
simulator.

Instead of representing part of the system by logic equations, a truth
table is drawn up. The procedure to be followed, shown in Figure 3, can
be illustrated by taking the example above.



In the configuration in question, it is considered that a RAM is arranged
as a table of data, each with a value of 0 or 1. To each position in the
table there corresponds an address, identified by a number. The
electronic component comprising the RAM has n address wires which
make it possible to select an address and output the logic level of the
data value on a wire we shall call the data wire. By placing logic levels
1 or 0 on the data wire, a binary number is obtained which corresponds
to one address of the 2n addresses possible.

To make the link between the RAM and the system described, each
simulation input is assigned to an address wire and the simulation
output is assigned to the data wire. Let us suppose that we have a
memory containing a four-wire address and one data wire. The address
wires are identified as A4, A3, A2 and A1 and the data wire as D1.

A1 is assigned simulation input E1, A2 input E2, A3 input E3, A4 input
E4 and D1 output S. From the logic diagram (figure 2), the output logic
level can be determined for each combination of input states. The
prototype carries out this initial operation automatically (by means of the
computer) from logic equations describing the system. This can be
illustrated as follows:

- If all the inputs are at 0, the output is obviously at logic level 0. As far
as the RAM is concerned, it is said that at address 0 (0000), the data
value is equal to 0.

- Similarly, if all inputs are at 1, the output is at logic level 1. At address
15 (1111 ), the data value is equal to 1.

- If component 1 is at logic state 0 (failure of valve no.1) and all other
inputs at 1 (correct operation), the OR input connected to the output of
gate 1 is at logic level 1 (indicating the presence of water) and the
other input is at level 0. Output S is therefore at logic level 1
(indicating the presence of water at the output). At address 1 (0001),
the data value is equal to 1.



The values of the data corresponding to each address are
determined more and more precisely, resulting in Table 3 which
corresponds to the truth table for the simulation illustrated in Figure 2.

Address no.

0
1
2
3
4
5
6
7
8
9
10
11
12
13
14
1S

A4

0
0
0
0
0
0
0
0
1
1
1
1
1
1
1
1

ADDRESS

A3

0
0
0
0
1
1
1
1
0
0
0
0
1
1
•j

1

A2

0
0
1
1
0
0
1
1
0
0
1
1
0
0
1
1

A1

0
1
0
1
0
1
0
1
0
1
0
1
0
1
0
1

DATA VALUE

D1

0
0
0
0
0
0
0
0
0
1
0
1
0
1
1
1

Figure 3: Truth table for system simulated in Figure 2

After this truth table has been drawn up, the memo7 into which it is to
be fed is remote-loaded via the prototype computer. This RAM makes it
possible to use simulation in exactly the same way as with wired
electronic logic gates. It should be noted that the operation described
above is tantamount to integrating several traditional components into a
macro-element using a single electronic circuit. Only one component
has to be handled.

The RAMs selected are of the traditional 16 input, 4 output type (each
output can represent a logic equation for all or some of the 16 inputs). It
is very powerful as regards speed, with a through time of
25 nanoseconds. This characteristic leads us to predict computation
times for the system close to those of traditional wired simulators.



3.3.2 RAM connection

The second point still has to be finalised however: like a PAL, a RAM
cannot contain an entire complex simulation. The simulation therefore
has to be broken down into several macro-elements of a size
compatible with a single RAM.

It is then necessary to provide routing to link the outputs of certain RAMs
to the inputs of others in such a way as to recreate the entire simulation.
While this paper aims to give a simple description of the principles of
breakdown and macro-elements, the routing system is far more
complex in design and therefore more difficult to explain [8] and [9]. In
addition, patents are pending, tho contents of which cannot be divulged
at present. The simulator has a wholly configurable structure intended
to dialogue as simply as possible with the computer. Depending on the
study, the simulator is loaded up with the various simulation elements
(truth tables) and corresponding routings.

After the simulator configuration has been selected, the operation
phase begins, during which an exhaustive generator supplies a series
of failure combinations. For each of these combinations, the generator
applies the failure logic levels to the RAM inputs involved, as shown in
the following example: taking the system described already, the
generator produces at a given moment the E1 E2 failure combination
(indicating that valves 1 and 2 have failed). This sets a logic level 0 on
RAM input wires A1 and A2. When the time required to cross the circuit
has elapsed, a logic level 0 appears on RAM data wire D1.

Generally speaking, several circuits are required to represent the
system to be studied (if the preceding example had been more
complex, D1 could have input to another circuit). In this case, the
simulator supplies the result of the simulation in progress after signal
transmission time within the RAMs and the time taken to cover the
routing have elapsed. Because connections are made in parallel within
the routing, the time taken to transmit signals to the output is very short.
Times are given in the chapter on results.

Another advantage of a simulator such as this is that it is possible to
check that it is operating correctly by testing it with simple or known
cases.



4. SIMULATION PREPARATION AND RUNNING

The simulator is closely linked to a computer which has several tasks tc
carry out.

Preparatory phase

- representation of the problem in the form of logic equations which
may alter to provide data acquisition in the form of a drawing or a
standardised language. Using the keyboard, the user types in the
system to be studied. The corresponding data are stored in a
computer file. The characteristics of the latter make it possible to
include tests to check for any possible incoherence.

- breakdown of the problem to adapt it to the simulator architecture:
breakdown into macro-elements, truth table calculations and creation
of routing. At present, some operations are carried out directly by the
operator, in particular those pertaining to breakdown. There are no
reasons to doubt that in the future all these operations will be carried
out automatically by the computer.

- loading up of simulator with prepared data.

Operating phase

- operation of machine and retrieval of preliminary results: list of cut
sets, minimum cut sets, incoherent cut sets and number of each of
these events,

- formatting and printing of results.

- probability calculations: probability data (failure rates, repair or
probability rates after time t) for each component are fed into the
computer which uses them to make the corresponding calculations.

Computer programs should be organised in such a way that the user
can easily add his own programs to those already existing. In particular,
he may use his own programs providing assistance with modelling
during the system representation phase or sophisticated result
processing programs.



5. NEW PROCESSING CAPABILITIES

A certain number of new capabilities compared to those cf current wired
simulators have been forecast, such as common cause failure
processing and the study of damaged and partial systems.

5.1 Common cause failures

The machine has been designed for the detailed study of common
cause failures which are failures affecting a group of components
simultaneously or in series. This failure may be due either to an event
such as fire, flooding etc. or to a common characte'istic such as
identical manufacture or maintenance.

The method generally used to study common cause failures is the
shock method [10]. Components are taken as failing two by two, three
by three etc. A probability value can be assigned to each of thesp
events: different models are proposed to distribute the failure rates
according to the number of components invo'ved in the common cause
failure.

The frequently-used binomial model [11] expresses the probability
distribution between the different events and is given by the following
formula:

= c pk(1-p)(m-k)

fk is the probability that k components of the m involved in the common
cause failure will fail following the event. In the case of a common
causa failure, ail the components have the same probability p of failing.

The random probability shock model (RPS) [12] gives another
distribution function (more complex) for values of p which produces a
distribution function for f̂ .

The distributed failure probability (DFP) model is very general and
takes into account the different environments of components, ie the
factors influencing failure probability. A direct approach is used to
determine a function fk with experience feedback data.

The fault combination generator connected to the simulator was
designed for studies of this type. The user types in each common cause
failure, indicating the components involved in each case. The computer
is then capable of producing a list of all or part of the common cause
failure combinations. This list is transmitted to the combination
generator. During combination sweeping, all the items on the list are
scanned in the simulator. Any probability value at all can be assigned to
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each of the combinations, including in particular a value deduced from
the models described above.

5.2 Partial and damaged systems

The machine has also been designed to study partial or damaged
systems.

A partial system is a simulation in which certain components never fail
and damaged system is a simulation in which certain components
always fail. These two cases can be studied very easily thanks to a
special device installed in the combination generator.

For partial systems, the group of components which never fail is
removed from the list of faults.

For damaged systems, the components which always fail are
systematically added to trie common failure combination.

These operations, which can be carried out rapidly, make it possible to
study various possible states of one system with great flexibility, without
having to enter a new simulation diagram each time.

11



6. RESULTS

Right at the beginning of the study, a complex system was adopted as a
reference, making it possible to compare several possible solutions and
make choices as the work progressed, other simulations were taken
into account later to confirm these choices. A case involving
80 components, proposed by UKAEA as a benchmark and already
simulated on a wired simulator (14), was adopted as the reference
system since it was medium-sized (for a simulator), enabling certain
manual operations (breakdown into macro-elements), and sufficiently
complex and difficult to study using traditional means, due to the large
number of connections. Figure 4 gives a general view of this reference
system.

Figure 4: Reference system
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The simulator prototype is connected to a PC compatible computer
(386, 20 MHz). At present, simulations are broken down by operators
"by hand" in compliance with the following criterion: the macro-
elements obtained from breakdown must have a maximum of 16 inputs
and 4 outputs to take into account the RAM configuration selected for
the simulator. Each macro-element is then fed into the computer in the
form of logic equations and compliance with the above criterion is
checked automatically. By proceeding in this way, the reference system
is broken down into 10 macro-elements. Two of these macro-elements
are shown in Figure 4. Macro-element no. 1 has 16 inputs (which are all
basic events) and 4 outputs; macro-element no. 2 has 12 inputs (11
basic events and 1 from an output of macro-element no. 1) and 4
outputs.

After the problem to be processed has been fed into the computer, truth
tables are calculated by the computer from the logic equations. The
computer then assigns a simulator RAM to each of these tables and
creates the corresponding routing.

In view of the problems encountered, all the circuit inputs are not
normally used. The typical computation time for a truth table with 14
inputs and 4 outputs is 15 seconds with the computer we used.

For the reference case, there are around 270 initial connections
between logic gates, excluding the 80 basic events. After breakdown
into macro-elements, only 70 connections have to be made by the
routing system. The computation time for this routing by the appropriate
program is generally 1.5 minutes. The time taken to transfer a 14-input,
4-output truth table from the computer to the simulator is 8 seconds. The
reference case routing is loaded in 5 seconds.

Truth tables, breakdown and routing are, of course, calculated once
and for all and are stored on diskettes to be reused directly by the
simulator. The times achieved are wholly compatible with flexibility of
use of a system such as this which will always involve relatively long
data acquisition times, regardless of user friendliness. These very short
times should also be compared to the wiring times required for wired
simulators.

The most important characteristic sought is speed of simulation during
operation. At the time of writing, an overall test has been scheduled for
the near future. Current assessments show that for the reference case,
approximately 2 microseconds will be required to obtain the simulation
result after a failure combination has been fed into the simulator.
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7. CONCLUSION

The preliminary results of tests on a prototype core illustrate the
feasibility of the non-wired simulator approach for complex system
reliability studies (and, of course, for more simple systems).

The time required to obtain a valid result, during simulator operation, is
similar to that required for wired simulators, corresponding to the
targeted performance level. Overall tests will make it possible to obtain
the total amount of time required for simulation of the reference case
and hence to compare the results with those obtained for a wired
system.

Various provisions have been made to ensure that future versions will
meet the requirements of different users: numerous basic programs,
ability to add programs downstream or upstream of the study (modelling
of system to be studied or personalised processing of results),
possibility of extended computations (common cause failures, damaged
systems and other possibilities envisaged but not described in this
document).
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