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Design of a sensor failure detection system by Kalaan filtering methodology is described. The method 
aodels the process systems in state-space form, the information on each state being provided by 
relevant sensors present in the process rystem. Since the aeasured states are usually subject to 
noise, the estiaation of the states optimally is an essential requirement. To this end the detection 
systea coaprises Kalaan estiaation filters, the nuaber of which is equal to the nuaber of states 
concerned. The estiaated stat** of a particular signal in each filter is compared with the correspon
ding aeasured signal and difference beyond a predetermined bound is identified as failure, the sen
sor being identified/isolated as faulty. 

1. INTRODUCTION 
In parallel with the advent of fast com

puting possibilities by means of advanced hard
ware processing units the real-tine applica
tions for nuclear power plant (NPP) surveil
lance and diagnosis received a great deal at
tention in the last decade. In the surveillance 
process, failure identification is by no aeans 
an easy task due to the complexity of possibil
ities which eventually result in a failure in 
the surveillance process. In this context, one 
can divide the failures into two major cate
gories, viz. system failure and instrument 
failure. Although it is of major importance to 
identify the system failures for rapid action 
for SBfe operation, the operation would be more 
reliable if the quality of signals from the 
sensors/instruments could be properly vali
dated. Conventionally, sensor failure detection 
is performed by the method of majority voting 
aaong redundant hardware sensor. However, owing 
to the improved computational capacity of the 
modern computer systems, functional redundancy 
methods have been gaining importance (refs. 
1-5). In these methods, redundant signals are 
generated from non-redundant sensors and pro
cessed by the help of the dynamic model of the 
systea under surveillance. The dynamic model is 
traditionally carried out by means of Kalman 
filtering methodology as the method is optimal 
for the estiaation of the state variables of a 
linear time-dependent dynamic systea providing 
measurements of process variables. Kalaan fil
tering is a time recursive technique which can 
be used for estimating unmeasured signals (ref. 
6) and can be extended to non-linear dynamics 
(ref. 7). 

Although the analytical redundancy method 
by Kalaan filtering methodology, as a theoreti
cal approach to the problem, is seemingly ra
ther straightforward, it requires several tuned 
Kalman filters and elaborated decidion-aaking 
process for keeping the false failure reporting 
to a minimum. In this respect, the present work 
describes the application of a functional re
dundancy method combined with sensor redundancy 
to the detection of sensor failures In nuclear 
power plant together with the application of a 
sequential statistical process for failure de
tection. 

2. KALMAN FILTERING METHODOLOGY 
Since the original papers by Kalaan and 

Bucy {refs. 8,9) a nuaber of literature has 
become available on the theory and applications 
of Kalaan filters together with comprehensive 
textbooks (refs. 10-12) as the outlines or the 
filtering aethodology is presented below. 

Consider a :-L.iear discrete systea and 
assume that modelling techniques have produced 
an adequate description in the form of a linear 
stochastic systea to describe the propagation 
in time of a state vector X(k) 

X(k) « •tk.k-l) X(k-l) • B(k) U(k) 

• G(k) W{k) (2.1) 

Y{k) • C(k) X{k) • V(k) . (2.2) 

Here. X(k) i s an n-vector state process; 
*(k,k-ï) the non-singular nxn system dynamics 
matrix; B(k) nxr input matrix; U(k) the r-vec-
tor deterministic input; G(k) the nxp noise 
input matrix; W(k) the p-vector white Gaussian 
noise process; Y(k) the m-vector measurement 
process; C(k) the nxm aeasurement matrix; V(k) 
the m-vector white Gaussian measurement noise 
process. The s t a t i s t i c s of the noise process 
W(k) and V(k) are assumed to be 

E[W(k)] - 0 

ETWdrj) W(k2)T] - 9 0 ^ 

E[V(k)j - 0 

E[V(kl) V ( k / ] - 3 ^ 

(2. ;) 

(2.1) 

(2.5) 

(2.6) 

where <5 is the Kronecker delta, 0,(k) and R(k) 
are pxp symmetric positive-seaidefinite and 
positive-definite matrices, respectively. The 
system noise H(k) Includes the effect of varia
bility in the natural systea as well as model 
structure errors. The measurement noise V(k) 
represents the uncertainty associated with the 
measurement process. The initial condition X(G) 
is assuaed to be Gaussian with statistics: 



E[X(0)] • X(0) (2.7) 

E{[X;O)-X(O)] E[X(0)-Ï(0)] T] • P(0) (2.8) 

where P(0) is the nxn symmetrie postive-defi-
nite matrix. 

The estimate or the systea state X(k) can 
be obtained by the help of the information pro
vided by the systea aodel and the measurements 
Y(k) obtained from the actual systea. For the 
solution of this filtering problea the Bayesian 
approach is used and the conditional probabili
ty density of the state X(k). conditioned on 
the entire history of the measurements is iden
tified. Once this density is explicitly des
cribed, an optiaal estiaate of the state X(k) 
can be defined. Under the assumption of the 
aodel given above, the conditional density is 
Gaussian and it is completely characterized by 
its aean and covariance matrix. Hence, the 
estiaate of X(k) based on the conditional den
sity will result in the saae estimated ft(k) and 
the saae covariance matrix of the estiaat ion 
error P(k). The optiaal state estimate is pro
pagated runs from measurement time k-1 to mea
surement time k by the equations 

X(k|k-1) - J(k.k-l) X(k-l|k-i) • 

* §00 U(k> . (2.9) 

.T P(kjk-l) - »(k1.k-l) P(k-l|k-l) • (k.k-l)
1 

G(k) g{k) G(k)T . (2.10) 

At measurement time k, the aeasureaent Y(k) 
becomes available. The estimate is updated by 
the equations: 
*<k|k) - Jt(k|k-1) • K(k)(Y(k) -

- C(k)X(k|k-l)] . (2.11) 

P(k|k) • P(k|k-1) - K(k) C(k) P(k|k-l).(2.12) 

whsre 

K(k) - P(k|k-1) C(k)T«[C(k) P(k|k-1) C(k)T • 

*W] -1 (2.13) 

is the filter gain. 
The performance of the filter can he 

evaluated by monitoring the residual sequence 
which is defined as the difference between the 
observed value and the one-step prediction 
value: 

Z(k) - Y<k) - C(k) «(k|k- ) . 

which has the properties 

E[Z(k)]- 0 . 

E[Z(k)Z(k) T ] - £(k) P (k |k -1 ) 

J ( k ) T • R(k) . 

(2.14) 

(2.15) 

(2-15) 

(2.16) 

S ince the t h e o r e t i c a l s t a t i s t i c s of the 
r e s i d u a l s Z(k) are known, the actual residuals 
can be monitored and compared with the resul t 

above. This gives the p o s s i b i l i t y to vari fy the 
correctness of the mathematical model used for 
the descr ipt ion of the dynamic physical system. 

I t i s noteworthy to point out t h a t , i f 
the i n i t i a l condit ion X(0) the system n o i s e 
H(k) end the measured noise V(k) are not a s 
sumed tu be Gaussian, but only described by 
the ir mean end covariance. the Kalman f i l t e r 
equations are s t i l l optimal i n the l e a s t squa
res sense . However, in t h i s c a s e , knowledge of 
the mean &(k|k) and covariance P(k|k) does not 
provide complete information about the probabi
l i t y dens i ty function of X(k). conditioned on 
the aeasureaent Y(k) and the measurements pre 
ceding i t . 

3 . SIMPLIFIED DYNAMIC MODELS FOR THE 
PRESSURIZER AND STEAM GENERATOR 

V I . Pressurizer Model 
Since Kalman f i l t e r i n g i s an o p t i a a l me

thod for the e s t i a a t i c n of s t a t e v a r i a b l e s o f a 
l i n e a r time dependent dynamics s y s t e a us ing 
measurements of process v a r i a b l e s , a d i s c r e t e 
t i a e l inear aodel of a PWR pres sur i zer i s em
ployed. The model equations are derived from 
the f i r s t p r i n c i p l e s , the case being s i m i l a r ;o 
the LOFT reactor p lant (ref- I 'D . 

A general schematic presentat ion of a 
commercial power plant pressur izer i s shown in 
Fig. 1, together with a real one where W i s 
surge water flow; W i s spray water flow, 
W i s r e l i e f water Plow; L i s p r e s s u r i z e r ' s 
water l e v e l . Assuming steam and water are i n a 
homogeneously saturate1! mixture form with the 
qua l i ty of X in the pressur izer , we wr i t e : 

dM 
T ^ » W • W - w 
a t su sp rv 

d(M h ) 
P_P_ 

dt 

dP 

p dt • Q • W h • 
su w 

• w h - w h 
sp sp rv s 

( 3 D 

(3.2) 

where h i s the saturated water enthalphy; M i s 
the f lu id mass. V i s the volume o f the p r e s 
sur i zer . P i s the pressurizer pressure , Q i s 
the input power. 

Heater 

Cold leg 

fif. 1: Scfiimatic r«srr««nla<ion of th» prttturittr 
an<t thi prtMturwir of (he Soristit NPP. 



The specific volumes of saturated water 
and steam being v and v . the relation between 
v .v and X .M can be expressed by the equa
ls w p p 
tions 

V /H 
P P 

v • X (v -v ) 
w p s w 

h - h * X (h -h ) . 
p w P s « 

(3-3) 

11M 

Subst i tut ion of Eqs. (3-3) and (3-1») in to 
Eqs. (3-1) and ( 3 ? ) y i e l d s the s t a t e equation 
of the fora 

dP 
_ E 
dt 

- v »h 
7 7 - ^ { V —* (W *W - V ) 
V J ' p )X su sp rv 

P P 
»v 

• T? [<»** (« "h ) »X l su w p 
P 

- H (h -h >]} . 
rv ' s p J ' 

W (h -h ) 
sp 5p p ' 

(3-5) 

dX 
_ £ 
dt 

v J!: 

V J * p1 Su Sp rv' ' aP 
P P 

«v 

V * 

r r * t Q*W (h - h ) • W (h -h ap l s u ' w p' s p ' sp p 
P 

- W (h -h ) ]} . 
rv s p J ' 

where 

J -
av 
_JE 
ap 

ah 

ax 

av ah 
" [ ax ap V P ] ' 

(3-6) 

( 3 7 ) 

and the s t a t e var iab le s are P and X . Also, 
assuming f i r s t - o r d e r dynamics Tor the tempera
ture sensor, the aeasured, saturated f lu id 
• i x t u r e teaperature and the actual teaperature 
being T and T r e s p e c t i v e l y , we write ps p 

dT 

dt 

T -T 
_p__pa 

so that T is the third state variable meas-
ured teaperature of the saturated fluid aixture 
of this aiaplified dynamic model, t is the 
tine constant. However, state equations (35) 
and (3-6) are non-linear and require the ap
plication of extended Kalman filtering. 

For the lapleaentation of the aodel for 
sensor failure detection the non-linear aodel 
aust be linearized about a noainal operating 
point and then discretiied. The state vector X, 
input vector U and aeasured vector Y are de
fined to be 

(3.8) 

U • 

r i 
w 

su 
0 

W .P 

. V 

(3-9) 

pa 

13-10) 

The pressure l e v e l measurement i s re lated 
to the s t a t e var iab le X by means of the r e l a -
t ionsh ip 

L - A U-X ) V — 
P P P P v ( 3 1 1 ) 

where A is a constant converting water volume 
to water" level-

3.2. Steaa Generator Model 
A general schematic representation of a 

coaaercial power plant steam generator is shown 
in Fig. 2. where W_ is the feedwater flow; 
H is the steamfiow, L is the steam genera
te rBs water level. Assuming steam and water are 
in a homogeneous saturated mixture form with 
the quality of X in the steaa generator, we 
write 

dH 
_55 
dt 

w_' - w . 
fw stm 

d(M h ) 

dt 

dP 
_S£ 

sg dt ' Q * Wfwhfw 

(3-12) 

(3-13) 

where h is the feedwater enthalphy, h is the 

saturated steaa enthalphy: H is the fluid mass, 
V is the volume. P is the pressure. Q is 
tfif input power. Witn*these definitions, sub
stitution of Eqs. (3.3) and (3.4) into Eqs. 
(3.12) and (3-13) yields the state equations of 
the form 

dP 
_sg 
d t 

v ah 
- - * * - f v — S * (W v J l sg ax l fw 

sg ° s g 
«stm> 

I T * f «•wrw<hr«-h.B» " w s t a ( V h s g ^ 
s g (3-11») 

S t e m i VV' 

Steam Dome 
r 7 r fT~» i = - W„ 

Primary 
Wet -

Feed Woter 
Het 

Water 

Primary 
Outlet 

Fig. 2 Sctometic rtprtÊtniaiion •ƒ IM i«««* fnrrator 
and IA» *t*am gntratt •ƒ tht Bortnl* tfPP. 



at. 
v (W- -W ) { -~ 
sg fw stm' * «P 

sg 
- v ) • 

sg' 

»v 

aP~ 
sg 

(3-15) 
where 

J - - 5 * 
»P 
sg 

»h 
s 

iX 
Sg 

v Ï - (3.16) 

The steam flow and the feedwater flow are mo
delled in linear form as 

where K. 

K, W 
1 stm 

J fw 
K.,. K, and K 

(3.17) 

K* (3.18) 

where X g,» K, and KK are the model parame
ters describingrthe power plant being consi
dered. After linearization of Eqs. (3.1$) and 
(3-15) and discretization of the resulting 
equations together with Eqs. (3.17) and (3.18), 
we define the state vector X. input vector U 
and aeasureaent vector Y of the fora 

X * 

«g 
» 
sg 

'fw 

st*1 

y . [Q ] 
r i 

Y * 

(3-19) 

(3-20) 

(3- 2D 

sg 
p 

sg 

fw 
L St»1 

4. KALMAN FILTERING IMPLEMENTATION AND SENSOR 
FAILURE DETECTION 

fr.l. Kalaan Filtering Implementation 
Sensor failure detection by Kalaan fil

tering aethodology is carried out using the 
averaged analytical redundancy of the tensor 
signals combined with sensor redundancy. The 
nuaber of Kalaan filters employed is equal to 
the nuaber of state variables of the model in 
each case, viz. pressurlzer's and «tea» gene
rator's sensor failure detection. The method 
can briefly be described as follows. 

Each filter Is provided with the measured 
signals corresponding to the state variable In 
such a way that sensory information from se
veral sensors related to a state variable is 
averaged before introduction to any filter as 
the case is schematically shown in Pig. 3, whe
re the filters are seemingly identical. 
However, each filter Is desensitized to a dif
ferent averaged sensory signal by turn, so that 
in a sense each filter is assigned to a par.i-
cular averaged sensory signal(hence to a stata) 
individually. By doing so, the state estimation 
for a signal for which the filter is desensi

tized is carried out using the essential infor
mation obtained froe the remaining sensors. 
Hence considering this particular filter, its 
estiaation Tor a state for which it is assigned 
is mainly not dependent on the incoming sensory 
information relevant to this state. Continuing 
to consider this particular filter in hand, we 
see that ir there is a sensor failure for a 
signal for which the filter is desensitized, 
this failure is easily identified by comparing 
all the sensory signals for which the filter is 
desensitized and the corresponding filter 
estimate. 

The desensitization of a particular fil
ter is performed by increasing the variance of 
the observed state estimate that is diagonal 
element in the measurement covariance matrix 
g(k). corresponding to the State being ob
served. By increasing the diagonal element 
R(k). the Kalaan gain for the corresponding 
signal is diminished, so that the filter relies 
on old measurements for its estimates and is 
oblivious to new measurements, for the signals 
for which it is desensitized. Thus if an abrupt 
change occurs, e.g. sensor failure, the filter 
will respond quite sluggishly for this particu
lar sensory signal- It is important to note 
that as we desensitize the filter, we effect
ively decrease the bandwidth of the Kalman 
filter. 

k.2. Sensor Failure Detection 
Sensor failure detection can be carried 

out as result of the comparison of the filter 
output with the sensory signals for which the 
filter is assigned or, strictly speaking, for 
the average of which the filter is desensi
tized. The comparison can be nade by means of 
innovation sequence which is obtained during 
the filtering process as given by Eq. (2.1*1) 
and the covariance matrix is given by Eq. 2.16. 

Fig. 3: Block tehim* of IA« $wnsor failutt 
df lection for prtsiuriitr stniort. 



A fundamental property or the Kalman filter is 
that the innovation sequence thus obtained is 
zero-aean and white. Hence the sequential dif
ference e. seen in Fig. 3 obtained fro* the 
filter i which is assigned to sensory signal 
X. in an innovation squence. The failure de
tection can be carried out by aeans of the in
novation-based detection systems (ref. 15). 
Innovation-based failure decision function by 
aeans of which failure decision (ref. 15) and 
further elaborates (ref. 16) are described in 
literature. In the present work innovations-
based different approach, namely Sequential 
Probability Ratio Test (SPRT) method (refs. 
16.17) is iapleaented. 

The SPRT is a sequential check based on 
statistical hypothesis, for sensor degradation. 
It makes decisions on the basis of cumulative 
information provided by the measurement history 
in contrast to the basis of a single observa
tion. The method is an optimal procedure con
cerning the failure decision making as the re
quired number of samples for decision-based on 
specified missed and false alarm probabilities 
is kept to a minimum. In a general sense, the 
SPRT is applied to the difference between the 
sensor output value and the estimated value of 
the measured process variable. In the present 
application the difference involved is the re
sidual sequence mode available. Namely, let the 
measured value of a process variable X given by 
a particular sensor i be X.(t ) at time instant 
t and its estirated counter part be X.(t ). 
n in 

The measurement residual e.(t ) • X,{t )-X (t ) 
is computed at each sample during normal opera
tion to deterrine a mean 9 and a variance a . 

o o 
These define the Gaussian probability density 
function (pdf) modelling the normal mode signal 
error as 

1 (e-e ) 2 

f{e|e a ) - exP [ 5 — ] . 

/ 2 n o 2 2 o o <"»•» 

* o 
Since the residual sequence is zero mean white, 
for a normal sensor 6 >0. The sensor failure 
can be detected by a change in the mean value 
9 or a change is the variance o . Failure 
tRresholds in terms of mean and variance values 
are defined, and the corresponding Gaussian 
density functions model the output statistics 
from degraded sensors. The present approach for 
statistical assessments of failure detection is 
based on the Gaussian residual sequences in the 
iypotheses testing process. 

The bases for the SPRT lies in the recur
sive calculation of the logarithm of the like* 
lihood ratio (LLR) function A , representing 
the degradation information or a sensor based 
on n samples: 

P{e,.e- eje a.) 

p(el'e2 «„'•«•"o1 

where 8,, o. Is the mean and variance corres
ponding to a degraded mode. The logarithm of 
the likelihood ratio above is updated at each 
sampling instant and its value is compared 
against two boundaries (o<0 and &>0) derived 
from the specified false alarm (FA) a , and 
alarm failure (AF)fl probabilities asa 

In ( 
l-o 

1-P. 
in ( ) 

(*.3) 

(t.t) 

For a normal sensor, the ratio initially 
assumed to be zero remains in between lower and 
upper bounds a and ft. respectively. For a de
graded sensor, the ratio would increase or de
crease beyond the specified bounds a and 0. In 
the later case, decision would be made that the 
sensor is degraded and the ratio is reini
tialized to zero. 

Assuming that the residual sequence eft ) 
is Gaussian, the joint density function in the 
expression for the LLR is obtained by multiply
ing the individual Gaussian pdfs. so that the 
recursive procedure becomes additive to the 
form 

f<*JVV k • k * l n 

° n_1 r<*JV°o> 
(*-5) 

Distinguishing between bias (mean) degradation 
and excessive noise degradation, the general 
fore of the LLR can be simplified. To check for 
only bias degradation (0-0 *o). the expression 
of the LLR is reduced to the form 

81 9i 
*n * V l * 1 <en " F » • 

o 
C».6) 

which is of particular concern of sticking sen
sor failure. 

To detect only for over/under estimated 
noise level (o «o_*0). the LLR has the form 

o o, o 1 1 

These two recursive formula were used in the 
SPRT program to detect bias and noise sensor 
degradation, respectively. 

5. APPLICATION 
Simulation studies were performed for the 

verification and validation of the sensor fai
lure detection aethod for dynamic systems pre
sented. The simplified pressurizer and steam 
generator model parameters are assessed for 
Borssele NPP and the signals in the real time 
environment from the NPP are used (ref. 18). 
The on-line signals analysis system at the 
Netherlands Energy Research Foundation ECN Is 
capable to process 32 signals from the NPP. For 
the real time surveillance of the power plant 
Borssele (PWR) a large set of dynamic reactor 
signals has been linked since early 1982 
through a special telephone line of about 200 
km to a minicomputer at ECN to monitor the 
signals. The signsl monitoring system Is 
schematically shown in Fig. 4 and described in 
ref. 19. The Borssele NPP has been built by KWU 
and is operating since 1971* under the manage
ment of NV EPZ (Electricity Production Company, 
the Netherlands). The plant's electricity power 
is <*50 MWe. PWR type with two steam generators. 

The signal monitoring system consists of 
a patch panel (PP) where 90 sensory signals are 
connected. The PP provides for a selection of 
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32 out of Che 90 available isolated reactor 
signals . The signal conditioning part contains 
32 programmable signal conditioning channels. 
Each channel provides one input and two output 
s ignals , viz . DC-signal gain of unity and AC-
noise signal gain of 2000 aax. The AC-chain 
contains a high-pass f i l t e r , a preamplifier, a 
low-pass n i t e r and a final amplifier in se
quence a l l being reaote controllable f roc ECN. 
The signal conditioning unit (SC) can digitize 
the analog signal with 14-bit accuracy. The SC 
comprises a aicroprocessor unit and the system 
Is operated under the control of down loading 
prograa run by the main computer (VAX-H/75O) 
of the dynamic signal analysis (DSfl) system at 
ECN. The recording of signals i s carried out 
blockwise In the main computer and the data are 
made available to users commonly on a condi
tions basis through the ethern-t for real-tiae 
applications. For test ing the pressurizer and 
steam generator's model and the failure d«>tec~ 

Table 1. Number of sensors and the related NPP 
signals 

Signal 
Number of sensory signals 

Pressurizer Steam 
Generator 112 

Steam Flow SGF 
Steam Pressure SGP 
Steam Temperature SGT 
Water level SOW 
FeedWater PressureFWP 
Feed Water Flow FWF 
Feed Water Temp. FWT 
Pressurizer Press.PP 
Pressurizer Temp. PT 
Pressurizer Level PL 

tion validation use «as made of two signal re
cordings of August and October 1990. The sig
nals used are obtained from the pressurirer and 
two steam generators. The available signals are 
indicated in table 1-

Two data sets for the same signals are 
prepared using the NPP signals sample at UHr. 
One was used as reference data which were ob
tained during steady i-.wtr operation. The other 
was used as test data where typical sensor 
failures were introduced through the computer 
simulation. The steam i-ressure and feed water 
flow sensor failure results for the steam ge
nerators are shown in Figs. 5 *nd 6. Tempera
ture and water-level sensor failure results for 
the pressurizer are shown in Figs. 7 and 8. 
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6. CONCLUDING REMARKS ANO CONCLUSIONS 
The simulation studies of the failu^ 

detection methodology demonstrate te effecti
veness of the «ethod. In particular the SPRT 
for failure aakes decision on the basis of cu-
aulative information provided by the measure
ment history so that the reliability of deci
sion-making for failure becoaes relatively 
high. However, in the course of implementation 
there are some limitations which have to be 
observed. Although the average sensory signals 
are employed in the fora of analytic redun
dancy, sensor redundancy is also required for 
the proper working of the method. In return for 
this is the gain of less numer of Kalman fil
ters to be used. viz. the number of filters Is 
equal to the number of state variables rather 
than the number of measured sensory signals. 
Another point noteworthy to point out ia that 
since the averaged sensory signal Is somewhat 
effected in case a SP. ior contributing to that 
signal fails, the other state estimates are 
also effected and therefore this effect has to 
be allowed for in failure decision process. As 
the number of redundant sensory increases the 
averaged sensory signal degradation becomes 

less. 
An important advantage of the SPRT for 

failure detection is the possibility of dis
tinguishing between sticking failure and bias 
failure. 

The relatively less number of filters 

required by the method is rather desirable in 
particular for real-time applications since the 
computational work is substantially increased 
for each additions filter esclo-.ed-
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