
IAEA-TECDOC-592

Case study
on the use of PSA methods:

Human reliability analysis

INTERNATIONAL ATOMIC ENERGY AGENCY fl/^UZ/—v



The IAEA does not normally maintain stocks of reports in this series.
However, microfiche copies of these reports can be obtained from

IN IS Clearinghouse
International Atomic Energy Agency
Wagramerstrasse 5
P.O. Box 100
A-1400 Vienna, Austria

Orders should be accompanied by prepayment of Austrian Schillings 100,
in the form of a cheque or in the form of IAEA microfiche service coupons
which may be ordered separately from the INIS Clearinghouse.



CASE STUDY ON THE USE OF PSA METHODS:
HUMAN RELIABILITY ANALYSIS

IAEA, VIENNA, 1991
IAEA-TECDOC-592
ISSN 1011-4289

Printed by the IAEA in Austria
April 1991



FOREWORD

Probabilistic Safety Assessment (PSA) is increasingly being used to complement the deterministic
approach to nuclear safety. From the traditional discipline of reliability engineering, PSA developed
as a structured method to identify potential accident sequences from a broad range of initiating events
and to quantify their frequency of occurrence.

PSAs use inductive (event tree) and deductive (fault tree) logic and plant specific as well as
generic component failure rates and frequencies of initiating events. Plant specific test and maintenance
schedules, human errors and common cause failures are also considered in the probabilistic models.

PSA is nowadays a fundamental tool that provides guidance to safety related decision-making.
By its very nature PSA recognizes the uncertainties associated with the logic models used to represent
reality and quantifies the variability in the data of the parameters in the models.

The IAEA is promoting the conduct of PSA studies through standardization of the methodology,
co-ordination of research, assistance through its Technical Co-operation Programme, and development
of PSA software (PSAPACK). In addition it offers International Peer Review Services (IPERS) to
review PSAs at various stages of completeness.

Emphasis at present is concentrated on "level-1" PSAs which quantify accident sequences up to
estimates of core-damage probability. Level-2 (releases of radioactivity) and level-3 (off-site impacts)
will be addressed at a later stage.

The work described above on the conduct of PSA is complemented by a programme on how
to use the results of PSA in nuclear safety. For this purpose a series of CASE STUDIES has been
prepared. The objective is to provide those who have performed PSAs with practical examples on how
PSA results have been used. Those authorities and utilities still reluctant to request or perform PSAs
will find convincing evidence on the benefits of such studies for nuclear safety.

With these objectives in mind, the IAEA requested a number of internationally recognized
experts to document, in a uniform and suitable format, actual experience with the use of PSA for safety
decisions. The documents were peer reviewed by an Oversight Committee for quality and completeness.

It is hoped that this series of CASE STUDIES will significantly contribute to the use of PSA
to improve nuclear safety.
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PREFACE

A series of CASE STUDIES has been prepared to summarize practical examples on how the
results of PSA studies have been used in nuclear safety. They draw from the experience of major
studies and, to the extent possible, use a similar format to guide the reader. The studies illustrate the
range of applications in a specific topical area. It is the objective to take examples which are using
level-1 PSAs rather than individual accident sequences or systems reliability. Emphasis is given to a
logical step-by-step description of the analysis and documentation of calculational procedures and data.
The interpretation of the results explicitly addresses the problem of uncertainties and limitations of
the studies, and includes the results of Peer Reviews.

This CASE STUDY addresses the modelling quantification of human error which, based on
experience derived from PSAs, has been demonstrated to contribute significantly to the potential for
severe accidents in nuclear power plants (often larger than 50%). A systematic framework is presented
which allows systems and human reliability analysts to incorporate good engineering judgment. Different
techniques to quantify human error probabilities can be used in such a framework.

The purpose of this CASE STUDY is to provide good examples on how the modelling and
quantification of human error in PSAs, including recovery actions after an incident/accident, can be used
to evaluate the benefits of changes in the presentation of critical plant information, emergency operating
procedures and training to cope with accidents.

The following additional Case Study documents are available:

IAEA-TECDOC-522 A Probabilistic Safety Assessment Peer Review: Case Study on the Use of
Probabilistic Safety Assessment for Safety Decisions (1989)

IAEA-TECDOC-543 Procedures for Conducting Independent Peer Reviews of Probabilistic Safety
Assessment (1990)

IAEA-TECDOC-547 The Use of Probabilistic Safety Assessment in the Relicensing of Nuclear
Power Plants for Extended Lifetimes (1990)

IAEA-TECDOC-590 Case Study on the Use of PSA Methods: Determining Safety Importance of
Systems and Components at Nuclear Power Plants (1991)

IAEA-TECDOC-591 Case Study on the Use of PSA Methods: Backfitting Decisions (1991)

IAEA-TECDOC-593 Case Study on the Use of PSA Methods: Station Blackout Risk at the
Millstone Unit 3 (1991)
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1. INTRODUCTION AND PROBLEM DEFINITION

Adequate treatment of human interactions in PSA studies is a key to
the understanding of accident sequences and their relative importance in
overall risk. Human interactions with machines have long been recognized
as important contributors to the safe operation of most industries.
Increased attention has been given to the role of humans in the safe
operation of nuclear power plants. Human interactions affect the
ordering of dominant accident sequences and hence have a significant
effect on the risk of power production. By virtue of the ability to
combine the treatment of both human reliability and hardware reliability,
PSA provides a unique way of developing an understanding of the
importance of specific human actions for overall plant safety [1].

PSA studies of nuclear power plants have found both beneficial and
detrimental contributions of human interactions with machines [2].
Detrimental actions include, for example, those that result in the
unavailability of plant systems before an initiating event that cause an
initiating event to occur. Beneficial actions include correct diagnosis
of the nature of an event and the implementation of a recovery
procedure. The many beneficial human interactions in controlling,
operating, maintaining and testing equipment have helped to improve
system and plant availability. Conversely, when accidents do occur, the
human error contribution can be significant. For example, it has been
estimated that human errors cause 90% of the accidents in some parts of
the chemical industry [3].

Techniques for performing a quantified analysis of operating crew
actions were described in the Reactor Safety Study [4] and continue to be
refined. However, it is recognized that Human reliability analysis (HRA)
techniques in their current state of development have limitations and
difficulties in their application. In particular, Ref. 5 highlights the
following:

(1) Human behaviour is a complex matter that does not lend itself
to simple models such as those for component and system
reliability. This makes the analysis of human interactions
more dependent on the judgement of the analyst.

(2) Human impacts have been described as binary success and failure
states to match the logic used for equipment failures. This
method does not account for the full range of human
interactions, including, for example, time dependent effects
and alternate response opt5.ons.

(3) A simplified and comprehensive model including the various
factors that affect human performance has yet to be fully
developed; generic human error probabilities have therefore
often been applied.

(4) The analysis of dependences has concentrated on the dependences
between crews members rather than those between the crew and
the plant.



An EPRT review of three recent PSAs [2] drew the following
conclusions concerning the HRA evaluations contained within the
studies:

(1) All the quantifications were essentially based on the same data
source (Ref. [6]), modified by expert judgement and
supplemented in some studies with plant specific data.

(2) Considerable variation was observed between the studies (and to
some degree within a given study) in the selection and
application of an approach to quantifying the human interaction
error probabilities. Additionally, there were differences in
interpretation of the data in the handbook.

(3) The quantification of recovery actions varied considerably and
was observed to have a marked effect on the overall core damage
frequency.

More recent EPRI reviews of three contemporary PRAs, namely Oconee
[7], Seabrook [8] and Shoreham [9, 10], indicate that there have been
improvements in the human reliability techniques used.

However, it is clear that HRA techniques are still not fully
developed and rely heavily on analysts" judgement for developing and
applying the appropriate crew models and particularly for selecting data
for quantification [11]. It must also be recognized that HRA is
developing, and that recommendations now may well change in the future in
line with improvements in the techniques, models and data [12]. However,
at present variations are to be expected in the perceived adequacy of the
HRA presented in a PRA owing to the great amount of judgement that has to
be exercised, both by the analyst and by the reviewer.

Steps have been identified [133 and taken by EPRI and the USNRC to
improve the quality of HRA studies. The issues that have been tackled
are: the organization of the HRA process [14, 15], the development of
acceptable models of operator cognitive processing based on observation
[16,17], the construction of a human reliability database [19 - 25j,
collections of data from simulators and development of techniques Lo
quantify expert judgement [26 - 29],

In order to provide a scrutable HRA for review, a well structured
framework is needed to incorporate human-hardware interactions into the
PRA. One documented framework is the EPRI Systematic Human Action
Reliability Procedure (SHARP) [14].

The main purpose of the SHARP project was to develop a systematic
analysis framework to aid the analysts in selecting the approach and
quantification technique for incorporating the different types of human
interactions into PRA studies. SHARP is not intended to prescribe a
particular method of human reliability analysis, but rather to allow
systems and human reliability analysts to incorporate good engineering
judgement into the study. In addition, it encourages the analysts to
state their assumptions clearly and explicitly in a scrutable manner.

The SHARP document has been reviewed by various peer groups in the
USA and Europe. It has been recommended as a useful framework by
Brookhaven National Laboratory [30]. SHARP was used in the assessment
for testing by the NRC/EPRI team that participated in the European human
reliability benchmark study organized by the Joint Research Centre at

10



Ispra, Italy. A limited human reliability benchmark study was funded by
EPRI in 1985. Three teams completed the study, two from the USA and one
from France (EdF). The techniques have been applied in several PSA
studies and updates of previous PSAs. The analysis process has thus been
practically employed by various analysts [31].

The framework described in SHARP is clearly not the only suitable
one that could be devised, but it does have certain features that should
be included in any analytical approach adopted. The examples provided
here address the different safety significant ways that operators can
interact with the plant; for example, before and after an accident
occurs. The next sections provide the objectives and an overview of the
analysis based upon SHARP.

2. OBJECTIVES

The overall objective of treating human reliability in a
probabilistic safety analysis (PSA) is to ensure that the key human
interactions of typical crews are accurately and systematically
incorporated into the study in a traceable manner. By carefully
documenting the assumptions, expert opinions, and so on, the results will
be made more useful to future users of the PSA study. Furthermore, an
additional objective is to make the human reliability analysis (HRA) as
realictic as possible, taking into account the emergency procedures, the
man-machine interface, the focus of the training process, and the
knowledge and experience of the crews. Human reliability analysis is
highly interactive with other PSA tasks which are expected to provide
inputs as well as uses of the results. The majority of human actions
identified for analysis will most probably emerge from the systems
analysis task. It may be most effective for the systems analysts to
define and apply the qualitative screening rules which are reviewed by
the human reliability analysts. The human reliability analysts can focus
on the detailed analysis and quantification of important human actions
identified during the screening process. This analysis process is
derived from SHARP.

Section 3 describes an overview of this analytical process which
leads to three more detailed example, problems described in Section 4.
Section 5 discusses a peer review process. References are presented that
are useful in performing HRAs. The example studies illustrate:
(1) how the SHARP methodology can be employed by analysts as guidance in

helping to make assessments of human reliability suitable for use in
a PSA;

(2) how different techniques can be used within the SHARP framework;

(3) how innovation can be employed when current techniques are deemed
insufficient for adequately investigating the case under study.

The case studies are not intended to provide:

(1) definitive solutions to these case studies, but to point out some of
the important issues;
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(2) any plant specific data, but tc point the way for obtaining such
data;

(3) a cookbook for such analysis, but to identify which techniques seem
to be the most appropriate for the situation being analysed.

In addition, to support this document, appendices are provided for
definitions (A), selected data (B) and a generic list of Performance
shaping factors (C).

3. OVERVIEW OF THE ANALYSIS

SHARP consists of seven steps, and each rtep addresses a particular
part of the HRA task. Each SHARP step is made up of activities and
rules. These have been written to help both the systems and human
reliability analysts carry out and document each individual step. The
seven steps are:

(1) Definition. To ensure that all human interactions are adequately
considered in the study.

(2) Screening. To identify the human interactions that are significant
to the operation and safety of the plant.

(3) Breakdown. To develop a detailed description of important human
interactions by defining the key influence factors necessary to
complete the modelling. The human interaction modelling consists of
a representation (e.g., a qualitative model), an impact assessment
and quantification.

(4) Representation. To select and apply techniques for modelling
important human interactions in logic structures. Such methods help
to identify additional significant human actions that might impact
the system logic trees.

(5) Impact Assessment. To explore the impact of significant human
actions identified in the preceding step on the system logic trees.

(6) Quantification. To apply appropriate data or other quantification
methods to assign probabilities for the various interactions
examined, to determine sensitivities, and to establish uncertainty
ranges.

(7) Documentation. To include all necessary information for the
assessment to be traceable, understandable and reproducible.
The human reliability analysis methods can be used to analyse and

investigate different types of human interactions for both internal and
external events.

Figure 3-1 illustrates how the steps can be linked and denotes the
sections which describe the analysis steps.
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STEP 1
DEFINITION
Sect 3 3 1

STEP 2
SCREENING

Sect 3 2

YES

STEP 7
DOCUMENTATION

Sect 3 3 2, 4 0

STEP 6
QUANTIFICATION

3 3 3 , 3 3 4 . 4 0

STEP 3
BREAKDOWN

Sect 33

FURTHER EVALUATION
REQUIRED''

STEP 5
IMPACT ASSESSMENT

Sect 3 0

STEP 4
REPRESENTATION

Sect 3 3 3,4 0

FIG. 3-1. Overview of HRA/PSA steps.

Interface with other PSA tasks
Initial event trees (ET) and fault trees (FT) are typically

developed by the systems analysts as part of the internal core damage
assessment. These trees automatically include failure events related to
human error within the definition of the "component" boundaries.
Alternatively, other human errors identified by the systems analysts may
be explicitly noted. For each evant to be included in the logic models,
the systems analysts can use a classification system recommended by the
human reliability analyst. The classification system can help analysts
to identify possible ways in which human actions could affect the
unavailability of the system or accident sequence. Information needed to
help define the human actions includes emergency procedure;-;, maintenance
instructions (e.g. tagging procedure), incident reports (e.g. LERs) and
past PRA studies. It is important to limit the identification process to
areas where the human actions are likely to be important and to include
only those human errors not already included in component data.
Therefore, the PSA analysts should define fault tree and event tree
construction rules for including human actions of testing and maintenance
and for operator control actions in the systems analysis.

The systems analysts should provide a list of human actions to be
quantitatively screened. The human reliability analysts should perform
the quantitative screening analysis and provide documentation.

Step I of SHARP can be completed when the event and fault trees
constructed by systems analysts are examined by the human reliability
analysts to ensure that the trees contain all the significant human
interactions (except recoveries which are identified later). If the
trees are not complete, the human reliability analysts are expected to
enhance the list of human reliability events. The iterative process of
incorporating these changes into the accident scenario logic models is
part of the impact assessment Step 5 in SHARP. This step is not
described in detail in the following examples.
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3.1. Step 1 - definition

The definition step addresses the issue of completeness. The PSA
analysts should define a process for defining the human actions to be
included in the model. As an aid, it is desirable to adopt a human
interaction classification scheme. One such classification scheme is
given in Ref. [14]. This classification scheme, given in the following,
helps analysts to consider possible interactions in the different areas
of accident sequences. This method should help PSA analysts to ensure
completeness by considering actions of these types at each point in the
fault or event tree.

Five types of human actions are described in the EPRI sponsored
SHARP project:

(1) Testing and maintenance actions prior to an initiating event.
(2) Human causes for accident initiation.

(3) Amelioration of an accident by correctly responding to the event.

(4) Exacerbation of an accident by taking incorrect actions.

(5) Amelioration of an accident in progress by improvisations which were
not specifically Included in the procedure.

By defining these hypes of action categories, the selection of the
most appropriate analysis and quantification techniques can also be made
to account for differences in the mechanisms leading to significant human
errors. For example, miscalibration events and failure to restore
equipment following maintenance (Type 1) occur under controlled
conditions (e..g. no accident, little or no time pressure.) By contrast,
the interactive Type 3 and 5 actions may be dependent on operator
recognition of the requirement to carry out specific actions in a limited
time under high stress. These distinctions call fox' different analytical
techniques and treatment of human actions.

Event trees typically contain top level plant system elements. The
corresponding human interactions which can be represented as event tree
headings are diagnosis and decision making and, of course, initiating
events. Hence, the time dependent diagnosis and decision making aspects
of Type 3 and 4 human actions often appear in event trees or at the top
of the fault trees.

Fault trees typically embody all the testing and maintenance actions
which are considered-, including failure to return equipment to working
state after tests. The manual actions associated with human action Types
3 and 4 may be included in fault trees along with those human actions
associated with testing, i.e. Type 1. Type 5 human actions are included
as modifications to the cut sets.

Type 2 actions appear implicitly in the initiating event frequency.

3.2. SHARP Step 2 - quantitative screening

The set of human interactions identified during the systems analysis
should be reduced by the use of screening techniques to those
interactions that may be called key interactions.
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Screening is typically carried out by a combination of qualitative
system analysis rules and quantitative methods. The quantitative
methods, suggested in Appendix A of Ref. [14], appear to have some
advantages if the end states are well defined, e.g. core melt. The
suggested screening methods are similar to the qualitative screening
rules and component definitions for systems analysis.

The quantitative screening to be performed by the human reliability
analysts could include the values in Tables 3-1 and 3-2 applied in steps
shown in Table 3-3. The values for screening can be incorporated into
the fault trees in accordance with equipment failure probabilities and a
screening logic for the human interaction described in Table 3-4. A
logic for assignment of the type of cognitive processing is provided in
Fig. 3-2.

Table 3-1. SCREENING VALUES FOR TYPE 1 HUMAN ACTIONS

Type 1

- Maintenance

- Corrective
- Preventive

Skill

10-3

10-2

Rule

10-2

10-1
3x10-2

Knowledge

- Testing
(5xlO~4 -
SxlO-3)

(5xlO~4 -
5xlO-2)

(5xlO~3 -
SxlO-1)

0.3
0.1

Assumptions - Ho time pressure (multiply x 2 if less than 30 min)
Nominal stress conditions
Average training
If a systematic tagging/logging procedure is in place,
reduced by 10 to 30 (except for knowledge based actions).

see Ref. [14] Appendix A
NUREG/CR/1278
NUREG/CR/2254
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Table 3-2. SCREENING VALUES FOR PROCEDURAL HUMAN ACTIONS IN
RESPONDING TO EVENTS (TYPE 3)

Type 3

Non-response
probability

Short
Long

Wrong action
(Uncorrected)
15 min

Less Than 5 min

Skill

3xlCT3
5xlO~4

10-3

0.1

Rule Knowledge

5xl<r2 1 - 0
5xlO~3 0.1

3xlO-2 3X10-1 3x10-1

1.0 1.0

Assumptions - Responses were not found in database.

Long time means longer than 1 h.

Short time from 5 min to l h.

Failure probabilities include Type 4 human action.

Screening values may be conservative by factors of
from 100 to 1000

see Ref. [14], Appendix A
NSAC 60
NUREG-1278

Screening steps
Table 3-3. SCREENING STEPS

Responsibility

Apply qualitative rules for
construction of fault trees
results and define human
actions for HRA

Systems analyst

Classify human action according
to type, compare results of data
assessment.

Human reliability analyst

Assess the level of cognitive
processing.

Human reliability analyst

Assign HEP screening values for
specific cases.

Human reliability analyst

Provide table of results to fault
tree analysts

Human reliability analyst

Document screening assumptions,
and review application in fault
trees, etc.

Human reliability analyst

Perform analysis to determine the
importance for more detailed analysis

Systems analyst
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Table 3-4. QUANTITATIVE SCREENING LOGIC

TYPE 1 TYPE 2 TYPE 3 TYPE 4 TYPE 5 OTHEH

Table 3-1 Initiating Table 3-2 Assume HEPs 1.0 Screening
event data failures for HEP =1.0

of Type 3 screening

Operation Transient or Operation Procedure Procedure Procedure Personnel Human Behavior
Routine Unenbigously Not Covers Understood By Well Practiced Type

Understood by Operator Required Case Personnel In Use of Procedure

YES

NO

-o-

SKILL

SKILL

RULE

RULE

SKILL

RULE

KNOWLEDGE

KNOWLEDGE

KNOWLEDGE

The proposed characterization of the expected human behavior is based on the following interpretations of Rasmussen's definitions

o The behavior can be classed as skill-based if the operator is well trained, motivated to perform the task, and has
experience in performing the task with no ambiguity

o The behavior can be classed as rule-based if the operator has a clearly understood set of rules to follow in responding to a
well understood transient or situation

o The behavior can be classed as knowledge-based if the above do not apply or the operator must understand the condition
of the plant, interpret some of the instrument readings, or make a difficult diagnosis

FIG. 3-2. Logic tree to aid in selection of expected behaviour type.
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3.3. Application of HRA models and data

Steps 3, 4, 5 and 6 are Breakdown, Representation, Impact and
Quantification. The outputs of the screening Step are lists of human
interactions considered to be very important contributors to core melt
frequency, i.e. key interactions. These key interactions can be analysed
in greater detail, as described in the following.

3.3.1. Overview of the analysis pathways
The next few steps in SHAB.P are concerned with the gathering

together of all the relevant information and data about each interaction,
modelling and quantifying the interaction, and incorporating the
interaction into the appropriate systems logic structure. The
identification of the type of human interaction leads toward a choice of
a suitable model, representation or correlation. The more important the
interaction, the more likely the model is complex and composed of a
number of constituent parts. For example, the model could be made up of
the operator action tree (OAT) [32], the human cognitive reliability
(HCR) correlation [16, 17], and a human reliability analysis (HRA) tree
16], with some of the human reliability estimates obtained from
NUREG/CR-1278 Tables (see Appendix B). This arrangement would be used to
model important time dependent decision making human interactions and
their subsequent manual and recovery action based on difficult
procedures, e.g. actions following a steam generator tube rupture in a
PWR. For human interactions of lesser importance, a simple binary logic
might be used, with the quantification accomplished by the use of expert
judgement.

Table 3-5 gives an indication of how the various classification
Types (SHARP) might be modelled. At present, there is no industry
consensus on the best combination of models, representations and data
sources to be used. Figure 3-3 shows the various pathways to
quantification which have been used in past PRAs. Examination of this
figure shows that there are numerous analysis pathways involving
combinations of approaches.

For the examples, a recommended analysis pathway for each human
action type is described in the following section.

TABLE 3-5. EXAMPLE TECHNIQUES FOR DIFFERENT HUMAN ACTION TYPES

HUHAN INTERACTIONS - ,. K a
CLASSIFICATION TYPES

KO. DESCRIPTION X*g»™ «PRESENTATION

1 Haintenance and test

2 Accident initiation

3 Procedure following,
including decision-making

4 Aggravation of
accident sequences

5 Recovery improvizations in
accident management sequences

Qualitative

or

quantitative

method —

e.g..

Appendix A

EPRI
NP-3583

IIRA tree

tike other
initators

OAT/HRA tree

OAT/HRA tree,
confusion matrix

OAT/HRA tree
Cut-set element

R P STEPS

INTEGRATION
STEP 5

Fault trees

event
tree

Event/fault
trees

Event/fault
trees

Event trees,
cutsets

QUANTIFICATION
STEP 6

THERP Data Base
{NUREG/CR-1278

Table 20-XX)

Experience base,
expert judgment

HCR/NURE6/CR-1278

Expert judgment, e.g.,
(SUM MAUD)

HCR/NUREG/CR-1278
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ANALYSIS PATHWAY -

REPRESENT ATION-

SELECTION OF APPROACH

(eg .SHARPSTEPS)

REPRESENTATION

eg ,OAT, HRATREE,
CONFUSION MATRIX

MODEL/DATA-

HUMAN
REUSABILITY
DATA BASE

(e g ,
NUREG1278

TIME-
RELIABILITY

CORRELATIONS

(eg,
simulator

response times)

MATHEMATICAL
MODEL OR

CORRELATION

(eg ,
HCR model)

EXPERT OPINiCNIO
ESTIMATE HUMAN

RELIABILITY

(e g ,
PAIRED

COMPARISONS)

FIG. 3-3. Anaiysis pathways.

3.3.2. Currently suggested analysis pathways for each type of
human interaction

Approaches which can be used to model the human error probability
for each type of human interaction are described. It is expected that
these approaches will be improved to meet more detailed analytical needs
as advances are made in the techniques.

Type 1

The actions that lead to failures in this class consist of testing,
calibration and maintenance errors that degrade system availability. The
latent system failures due to miscalibration or testing and maintenance
have typically been modelled using either direct data, technique for
human error rate prediction, (THERP), or expert judgement. The results
from THERP and expert judgement are often based on an analysis of plant
testing and maintenance procedures.

It is recommended to use data from actual plant operation, or THERP
if none are available. These Type 1 human errors in maintenance, testing
or operation may initially be identified by the development of fault
trees for each system by the systems analysts. Typically these will be
identified as "valve in incorrect position following test or maintenance"
or "miscalibration of a pressure measurement channel". The human
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reliability analyst then evaluates the test, calibration, or maintenance
procedure to estimate the likelihood of human errors. The priority of
the analysis pathway could be:

(1) Use of directly applicable data from the plant being
analysed, as included in the data for equipment and system
unavailability.

(2) In cases where such data is unavailable, the human reliability
analyst may use the THERP as described in the handbook [6]
to evaluate HEPs from the application of procedures.

In some situations it may be necessary to apply expert judgement in
establishing the dependence between human actions. In these cases the
analyst can consult with plant personnel or specialists to develop
appropriate quantification.

Type 2

Interactions of this Type which have occurred at the plant or other
plants can be summarized in the data section of the PSA dealing with the
initiating events. Examples of initiating events caused by human actions
are plant trips following mistakes in testing procedures, or errors in
controlling feedwater, leading to a plant trip. The PSA assessments are
usually based on initiating event data. No examples of this type of
analysis are provided here. Past detailed evaluations of trips by INPO
[33] indicate that 40-50% of the trips during the period 1980 to 1984
were due to human errors. Task analysis techniques can be used to
identify specific causes; however, this process is not usually employed
in a PSA.

Type 3

The interactions in this group are extremely complex since the team
of operators in the control room has to recognize that an incident has
occurred, identify the causes or type of equipment failures, decide on a
series of actions and perform those actions within the time necessary to
prevent damage to the core. Key human failures at any stage in the
series may well result in an overall system failure. The basic logic for
this description is shown in Fig. 3-4.

In analysing a given initiator, the relevant operating procedure or
manual provides human actions that are foreseen to cope with the course
of the accident. The PSA systems analysts typically ask for the
probability to achieve the necessary action or the complementary failure
probability.

At this point the human reliability analyst should examine the major
crew choices as shown in Fig. 3-4 (e.g. correct response, no response, or
wrong response). The major analytical difficulty is to determine which
wrong actions are possible and what new accident sequence could be
initiated by the operator at this time. These wrong actions which lead
to the genesis of a new accident sequence become Type 4 actions as
described in the following. The methods of recovery are discussed in the
Type 5 recovery actions. The analyst should concentrate on just a few of
these action types for any one event tree.
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FIG. 3-4. Operator action tree.

If the possibilities for such wrong actions are very low because of
diverse displays, such as a safety parameter display, or if the wrong
actions are no worse than no action, then the basic detection, diagnosis
and decision tree can be coalesced into a single cognitive node, as shown
in Fig. 3-5.

In all events which take place after a plant transient there is a
strong time element. That is, the operator has to perform certain
controlling actions within a given period of time in order to maintain
the plant in a safe state. In turn, each of the actions he has to
perform takes a finite time, so the time element is a fundamental factor
in assessing operators' performance. Time must be dealt with in any
model used to quantify the probability of the operators* failure to
perform an action.

A model can help in determining the failure probability associated
with each branch (i.e. failure mode) of the operator action tree. One
model used for the non-response branch is the human cognitive reliability
model (HCR) [16,17]. This integral time model can treat the overall
non-response probability rather than breaking all the operators' actions
down into subtasks for evaluation. In addition to the time element, it
recognizes that the crew"s performance of actions in the control room can
be influenced by the types of cognitive processing. These are treated in
three basic groups, defined as skill, rule and knowledge. Application of
the model seeks to provide an understanding of the timing, cognitive
processing type and key performance shaping factors affecting the
operators' non-response probability.
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Depending on the definition of the cognitive node, this non-response
probability can represent all three failure branches of the operator
action tree or only the lower one. (See Fig. 3-4 and 3-5 for the
relationship.) In the latter case, other models such as THERP, the
confusion matrix 17], or the engineering/expert judgement success
likelihood index method can be used to supplement the non-response
probability by considering the various causes of wrong actions.

Identifying cases where coalescing the cognitive node is not
appropriate is the key to noting potential problem areas in the human
interactions. The first indicator is a potential for many alternative
strategies for coping with the event by the crew. In these cases the
plant information system and functional procedures become extremely
important performance shaping factors in helping the crew to monitor and
control the plant to a safe state. The third example addresses this
process.

Even when the cognitive node can be coalesced, there are a number of
conditions for which the HCR model is not applicable, particularly in the
extended time frame when the control room crew will be augmented by
additional personnel and shift changes will take place. In this case
expert judgement methods and comparison with previous work can be used to
estimate the failure probabilities.

The basic interim parameters of the HCR model were derived using
simulator data and small scale tests. A major EPRI programme is under
way to validate the basic models and to attempt to gain an understanding
of the elements of sensitivity in the results.
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Type 4

As discussed under Type 3 actions, these human interactions consist
of responses made in the belief that they appropriately mitigate the
consequences of the accident but which instead exacerbate them. They
include concentrating on diagnosis or the recovery of failed equipment to
the exclusion of developing an alternative acceptable option for
controlling the plant core conditions. If carried to an extreme, a point
can be reached where this control option is no longer available. These
human interactions are viewed as a subset of the errors in Type 3 and 5
interactions which cause operators to take wrong actions as a result of
misdiagnosis of the situation. The branch in Fig. 3-6 which represents
failure to diagnose includes such misdiagnoses.
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One way to support such quantifications is to identify cases where the
operators* mental image of the plant can differ from the actual state,
and thus the operators perform the actions appropriate to the wrong event
or fail to take the correct actions. Only a few PRA studies have
attempted explicitly to include this type of interaction, and then to
only a limited degree. Very few data are available for predicting this
type of human interaction. However, a retrospective analysis of human
actions during actual events can usually identify a number of Type 4
human interactions. In many cases which have occurred there have been
recoveries of these initial misdiagnoses. Strictly speaking, in the PSA
an event is a Type 4 only if it is non-recoverable prior to core damage.
If it is recoverable, then the event tree can show follow-on recovery
actions.

Identification of this type of error can be addressed on a case by
case basis. Quantification can be performed by use of the most
appropriate model or combination of models, such as HCR, THERP or SLIM,
as described in Section 3.3, or a confusion matrix.

The creation of a confusion matrix begins by listing initiating
events vertically and horizontally. The horizontal column represents the
actual plant condition and the vertical list represents what the crew
might perceive as the event. Thus each matrix element corresponds to a
potential misdiagnosis. The analysts can then provide qualitative and
quantitative arguments about the likelihood and importance of each
potential misdiagnosis. An example misdiagnosis is when the crew
mistakes a steam generator tube rupture for a loss of coolant accident
(LOCA). This might cause operators to try to reduce primary pressure to
stop the leak, which action could cause core damage if a LOCA were
occurring. An example matrix is shown in Fig. 3-6. No further
discussion of Type 4 actions is given here.

Type 5

This type of interaction comprises recovery actions included in
accident sequences. The actions include the repair of failed equipment,
the use of alternative equipment to fulfil the needed function or the use
of non-standard procedures to ameliorate the accident conditions. The
probability of failure to perform the recovery action can be incorporated
into the PSA as a non-recovery probability for each group of failures,
represented by a minimal "cut set" in a specific accident sequence, for
which the recovery action is applicable. A variety of models can be used
to determine the non-recovery probability. In some cases a direct
estimate can be used based on engineering judgement or a time curve
correlation between performance and requirement. The HCR model may also
be useful in some cases, particularly following failure of autostart of a
system, which may be considered a Type 3 action instead of Type 5.
Recovery actions in the control room may be significantly enhanced by
"safety parameter display systems", which help operators to recognize
trends. Furthermore, the type of procedures can be important (e.g.
safety function oriented).

3.3.3. Description of human reliability quantification methods

This section describes several models that can be used to quantify
HEP values. It includes a general discussion on each method that has
been mentioned in the previous section. These are the human cognitive
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reliability model [16,17], THERP [6] and some interpretative subjective
quantification models (e.g. SLIM) [27,29].

For most human errors of Types 1 and 2, the THERP model and/or plant
specific data can be applied to assess the HEPs. For Types 3 to 5, two
situations can be considered. In the cases in which the cognitive
response dominates the HEP, the HCR model may be used for
quantification. Otherwise, the HEP will be the sum of the cognitive
non-response probability from HCR and a slip error HEP from operating
experience, THERP or judgement.

Brief descriptions of the methods used in the analysis are given in
the following paragraphs.

Technique for human error rate prediction (THERP)

The steps in THERP are similar to those in conventional systems
reliability analysis, except that human activities are substituted for
equipment faults. The steps are:
(1) Define the system failures of interest. These pertain to

system functions that may be influenced by human errors and
for which failure probabilities are to be estimated.

(2) List and analyse the related human operations.
(3) Estimate the relevant failure probabilities.

(4) Obtain the probability of human failure to achieve the system's
functional operation.

These steps typify the use of HHA as a tool in identifying HEP. For
PSA purposes, the HRA will include only those tasks that will have a
material effect in the system event or fault trees. In this case study,
the term HRA event tree is used to distinguish this event tree from other
kinds of event trees used in PSA. In the HRA event tree, Fig. 3-7, the
limbs represent a binary decision process; i.e. correct or incorrect
performance is the only choice. Thus, at every binary branching, the
probabilities of the events must sum to 1. Data at each branch come
mainly from the Handbook [6] and some interpretive judgement supported by
data if possible. Where data are available they should account for
pertinent PSFs. Limbs in the HRA event tree show different human
activities as well as different conditions or influences upon these
activities. Each tree must be interpreted for the conditions being
analysed. For example, if Actions A and B in Fig. 3-7 are both required
for success, then the HRA representation is for series actions. If the
actions are redundant backups, then they could be treated as parallels.
The values assigned to all human activities depicted by the tree limbs
(except those in the first branching) are conditional probabilities. The
first limbs may also be conditional probabilities if they represent a
carryover from some other tree. That is, the first branching in an HRA
event tree may represent the outputs of another tree.
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SERIES S
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blâ BlA

TASK "A" = THE FIRST TASK
TASK "B" = THE SECOND TASK

a = PROBABILITY OF SUCCESSFUL PERFORMANCE OF TASK "A"
A = PROBABILITY OF UNSUCCESSFUL PERFORMANCE OF TASK 'A"

b I a = PROBABILITY OF SUCCESSFUL PERFORMANCE OF TASK "B" GIVEN a
Bl a - PROBABILITY OF UNSUCCESSFUL PERFORMANCE OF TASK *B" GIVEN a
bl A = PROBABILITY OF SUCCESSFUL PERFORMANCE OF TASK "B" GIVEN a
BI A = PROBABILITY OF UNSUCCESSFUL PERFORMANCE OF TASK "B" GIVEN a

FOR THE SERIES SYSTEM
Pr(S) = a(b a)
Pr(F) = 1-a(b a)-a(B a) + A(b A) + A(B A;

FOR THE PARALLEL SYSTEM
Pr(S)=1-A(B A)-a(b a) + a(B a) + A(B A)
Pr(F) = A(B A)

FIG. 3-7. HRA event tree for series or parallel system.

Human cognitive reliability (HCR)
The essence of the HCR model is a normalized time-reliability curve

whose shape is determined by the dominant human cognitive processing
associated with the task being performed. This model applies to cases of
short time duration in which the thinking and decision times are
important (e.g. less than one hour). The normalized curves of Fig. 3-8
correspond to three categories of cognitive processing which might match
those initially described by Rasmussen 134]. These are termed skill,
rule and knowledge.

HCR CORRELATION

IE-3 -

1EO
NORMALIZED TIME (CREW TIMES / T1/2)

FIG. 3-8. HCR model curves.
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The normalized time is the actual time divided by the median time
Tl/2 taken by crews to perform a given task. The median time for most
actions can be obtained from simulator measurements. If such data are
not available, then estimates can be obtained from task analyses or
expert judgement. The effects of operationally induced stress, the
arrangement of control room equipment and so on, on crew performance are
accounted for by modification of the median time to perform the task.
This simplifying assumption is that the type of cognitive processing is
unaffected by the factors mentioned but the time to perform the task is
affected. A logic to help decide to which cognitive process a human
action belongs is shown in Fig. 3-4.

Although the HCR model can be applied as a model in the general
sensev it can also be represented by a mathematical correlation. The
basis of the curves representing the various cognitive processing types
is described in Ref. [16]. The shape of the curves obtained from
simulator data can be approximated by a three parameter Weibull
distribution, although other distributions could also be used. The forms:

______ (1)
P(t) = exp -

where :
is the time available to the crew to complete a given
action or set of actions following a stimulus;

T^/2 is the estimated median time taken by the crews
to complete an action(s) or task(s);

•̂ i» Bi, Ci are correlation coefficients associated
predominantly with the i-th type of mental
processing, e.g., skill, rule or knowledge,
which can be calibrated with simulator data;

P(t) is the the crew non-response probability for
a given system time window t.

The critical time t will be defined from analysis of the sequence of
events following the initiating event, and the median time T^/2 can be
found from either analysis of existing simulator data on similar plants
or from interviews with plant operating crews.

Interim values for parameters A^, B^ and C^ are shown in Table 3-6.

TABLE 3-6. HCR INTERIM PARAMETERS

Cognitive Processing Type

Skill

Rule

Knowledge

0.407

0.601

0.791

0.7

0.6

0.5

1.2

0.9

0.8

27



For a very long critical time t, a cutoff HEP of 10-4 is
recommended for initial screening. The cutoff value 10~4 is based on a
generic evaluation of possible slip errors when a good man-machine
interface exists. At this time this minimum value can be applied in all
cases. If dominant core damage sequences contain this HEP, the operator
actions can be re-evaluated for Type 5 recoveries.

Interpretive data

For those human errors which are not cognitive response dominated,
probabilities for slip errors must be considered. Data from other PSAs
or other documents can be used if modified on the plant-specific
situation and/or operating crew.

For those human actions for which historical and/or simulator timing
data can be sampled, a correlation between operator performance time and
system critical time results in the required HEP.

In the cases where no data are available or where the existing data
may not be applicable, we can use quantified expert opinion in lieu of
data. In this task, techniques for using expert judgement include paired
comparison, success likelihood index method, multi-attribute utility
decision (Refs. [27,29]) and a direct or indirect numerical estimation
(Ref. [19])-

Success likelihood index method (SLIM)

SLIM-MAUD is a process designed to help multiple analysts in
estimating HEPs for specific tasks. Success likelihood index methodology
(SLIM) helps analysts to identify and structure their judgements about
factors which influence human performance. Multi-attribute utility
decomposition (MAUD) helps analysts to compare, rate and prioritize PSFs
which influence the tasks. It calculates the relative importance of each
PSF, and the relative importance as a success likelihood index for each
task. These success likelihood indices can then be converted to HEPs
through the use of anchor points which represent the best data available
for two of the tasks being analysed.

An underlying assumption is that the success or failure of a human
task depends upon the combined effects of PSFs which influence that
particular task, and these differences can be related to an index which
can be calibrated to HEPs by a logarithmic relation. PSFs can include
situational characteristics, complexity, procedures, equipment
characteristics, or any PSF that can be imagined.

To ensure that the human error probability is estimated correctly,
the following three steps are emphasized and followed:
(1) The event to be estimated needs to be described carefully and

clearly to an expert team (systems analyst, plant personnel
and human reliability analysts).

(2) The experts chosen for the estimate must have the appropriate
experience to make the required judgements.

(3) The values should not be used without careful consideration
of the accompanying sensitivity issues and uncertainty bounds.
It is important to check the consistency of expert judgement,
and to achieve good reproducibility.
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3.3.4. Dependence

For the cases where more than two HEPs exist in a minimal cut set of
failures in the core melt sequence, dependence must be considered. The
level of dependence from Ref. [6] will be used with equations for the
conditional probability HEP of failure given failure on the previous task
and with Po as its independent HEP value.

Zero dependence: HEP = P0
Low dependence: HEP = 1 +19 Po

20

Moderate dependence: HEP = 1 + 6 Po
7

High dependence: HEP = 1 + Po
2

Total dependence: HEP = 1

For the case of the HCR model, the HEP actions are treated in an
integral fashion and thus include intra-crew dependences. The system
dependences are included in the construction of the representation and
the way they are integrated into the event trees.

3.3.5. Sensitivity/uncertainty analysis

Each HEP is an estimate derived from using models, more basic (task
oriented) data and judgement. To assign a distribution to an estimated
HEP depends on expert judgement since there are no actuarial background
data for deriving the KEP. Chapter 16 of the Handbook (Ref. [6])
describes basic assumptions on distributions for HEPs. A simple
assignment scheme can be assumed. For each specific HEP a best estimate
and an upper and lower bound are provided. It is suggested to use the
log-normal distribution with the upper and lower bounds as the 5th and
95th percentiles.

In performing uncertainty analysis for the PSA, typically it is
required to provide the quantitative value of the uncertainty in the HEP
estimates rather than to identify precisely the underlying causes.
Hence, a simple method of assessing uncertainty on an overall HEP was
developed (Ref. [7]). The HEP results using the best estimate numbers
can be split into two regimes (0.1 to 1.0, and less than 0.1).

A beta distribution family can represent the distribution of an HEP
in the regime 0.1 to 1.0; that is,

1
P(x) = _____ xr~l (1 - x)3"1 (0 < x < 1)

B(r,s)

where B(r,s) is a normalization factor, r and s are both greater than
unity, and the mean v = r/(r + s).

The choice of r and s generally follows the process of choosing the
smallest integers larger than 1 that give the appropriate y
point estimate. For example, if p =0.1 then r = 2 and s = 18; if
]t = 0.7, then r = 7 and s = 3.
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For the regime of HEPs less than 0.1, the guidelines stated in the
Handbook can be used, to assign a. log-normal distribution to the HEP.

P(x) = (2-<J7>iXfx)-1/2 exp - (In x - yi)2 ( x > 0)
2 o2

where the mean is a -- exp ((p + 0.5) 2) and the median is X50 =
exp v

If the range is estimated to be 100 (i.e. XQS/XQS = 100), a is
1.4, and the HEP is quoted as a mean value, y, which is considered to
be log-normally distributed about a median, then X5Q = 0.38 a, with
the 95th percentile being 3.8 a and the 5th percentile being 0.038 ct.

In the case of uncertainty assessments, for the HCR model typical
data can be used to define uncertainties in the input parameters (T^/2»
system time window and performance shaping factors). The approach must
be compatible with the way uncertainty is treated in the overall PSA.

For sensitivity analysis, changes in the assumptions regarding
performance shaping factors and assumptions of the human reliability
assessments can be performed to identify the range of quantifications
that could be expected.

3.3.6. Human reliability data

The objective of this section is to discuss data sources for the
detailed quantification process. The most appropriate source should be
be sought.

(a) Plant site visit(s). In performing a PSA, certain information can
be obtained only by carrying out a site visit. For example,
carrying out task analyses on key interactions with control room
operators and examination of access to equipment required for
recovery actions are key items to be examined at the plant site.
The site visit should be very carefully planned to minimize the
impact on operator time. The assessment will include review of the
control room layout to assess the potential for misdiagnosis in
specific sequences. The visit will also cover the estimation of
time necessary to carry out remote startup of critical equipment and
the human factor problems with the use of key equipment, such as the
remote shutdown panel. The visit should consist of a number of
walkthroughs of the plant, during which time photographs of the
critical equipment should be taken or obtained for the record. A
comparison of the control room and simulator should be made to
identify significant differences affecting human reliability
issues. Likewise, the training facilities for maintenance and test
personnel should be examined to identify significant differences
between plant situations and training, so that the human reliability
assessments made on the basis of training knowledge can take these
differences into account. This helps in identifying and organizing
a human reliability database that includes specific performance
factors affecting the quantification for use in the study.

(b) Adaptation of data from existing sources. Past PSAs include a
wealth of information available for use in future PSAs. Such
information has been compiled in (Refs. [7,10,20]) and in current
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NUS work foc EPJRI. Based upon the evaluations of the plant specific
conditions identified, the information sources can be used to
develop a set of plant specific human reliability screening values
for application during the study, prior to any detailed
evaluations. This will apply to the five types of human interaction
and will allow analysts to use screening values to help in
construction of the initial fault trees and event trees.

(c) Data for detailed human reliability analysis. Once important human
actions are identified, specific data needs can be identified. Past
PSAs have drawn heavily on the tabJes in Ref. [6] (Chapter 20).
These tables are very likely to be replaced by more extensive data
sources derived from simulators, actual power plants and suitable
models. Various human reliability databases are in the process of
being established in the USA and Europe; for example, the USNRC is
initiating such a database (see NUREG/CR-4010).

Because of the limitations in THEHP, various time reliability curves
(TRC) have been produced to address the quantification of
diagnosis/decision interactions. Amongst those are the OAT TRC (Ref.
[21]) and the TRC contained in the latest version of Ref. [6]. These
TRCs satisfied the immediate need, but were deficient in that they did
not address the issue of different responses from the crews depending on
the situation. The HCS mcJel has been produced to help the analyst
quantify time dependent human interactions, especially those associated
with diagnosis and decision making.

EPJRI has funded a simulator based model validation programme. A
primary objective of the programme is to provide validâtfed models of
control room crews for use in PRAs. For example, the data can be used to
make estimates of T^/2 and uncertainty. In cases where these are not
available» then operator interviews could be used to support expert
judgement. Evaluation of LERs can also provide insights.

Situations can still arise during the execution of a PSA in which
there are no applicable models or simulator data. For these cases, the
only method of quantification remains expert opinion.

3.3.7. Analysis records

Some elements to consider in record keeping of a detailed human
reliability analysis are described here:
(a) Failure mode description

Operators leave high pressure injection system unavailable

(b) General description
Objective of operator action To verify that the train of

the emergency core cooling
system is operable.

Classification Type 1, potential Type 2

Cognitive aspects Instructions to perform
test, verify that system is
operable.
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Manual actions To follow procedural steps
for alignment, test and
restoring system.

(c) Success criteria: Timing for test, consequences of not performing
test, impact on system (e.g. common mode), contribution to system
unavailability.

(d) Prior PKA/HRA quantifications and other data analysis (from HRA
database task): only failure to restore after test, or maintenance
is important.

(e) Important PSFs: special PSFs which are significant in the case
being analysed (e.g. stress, procedure quality, both overall and
specific), man-machine interface, training, clarity of understanding.

(f) Representation (e.g. HRA tree, expanded OATs): HRA tree is used.
(g) Quantification (THERP, HCR model, direct data, etc.)

— point estimate
- sensitivity issues.

(h) Modelling location in fault tree/event tree (if modified).
(i) Review comments by plant representative (if needed).

(j) Recommendations for improved human performance (if needed).

4. EXAMPLES

The purpose of Section 4 is to provide examples of detailed analysis
which can be performed during the HRA portion of a PSA study. The first
example addresses a Type 1 action using the THERP methods, the second
example for a Type 3 action illustrates the HCR method, and the third
example describes how the analysis of a Type 3 human action could be
influenced by a Type 5 recovery action. Consideration of Types 2 and 4
are discussed in Section 3, but no examples are given.

4.1. Example quantification for Type 1 (e.g. latent human errors)
Most of the human errors occurring prior to the initiât5 on of an

accident sequence initiation can be estimated by the THERP method because
these operations are covered by procedures. Typically, the two most
important operator errors in this category are common miscalibrations of
measurement channels or set points and the incorrect repositioning of
valves after testing or maintenance. Assuming that such errors are
identified by the systems analysis, the following analysis could be
performed.

32



Mean unavailability for manual valve in wrong configuration

A THERP approach to the typical case of a valve in the wrong
position is evaluated below and the results are compared with the data.
However, owing to the uncertainties surrounding judgements that must be
made in THERP, the use of plant (or generic) data is deemed more
realistic.

One great concern in performing a PSA system analysis is the
possibility of procedural errors leading to the failure of valves in more
than one system or in more than one train of the same system to be left
in the closed position, causing train or system unavailability. This
possibility is addressed in the first case study. Procedures associated
with system operation include:

(1) Maintenance procedures.
(2) Maintenance reports (frequency of maintenance).
(3) System test procedures.
(4) System test schedule (frequency of tests).

In the following, typical examples can be studied for determining
the mean unavailability for a manual valve in the wrong position. This
is typical for a two train system consisting of two similar manual valves
V-XX1 and V-XX2.

Fault tree basic event: tests leave V-XX1 (or V-XX2 from Train 2) in
wrong configuration (unavailable on demand)

Task description
These manual valves could be left in the "closed" position from

either regular scheduled monthly functional tests or unscheduled
mechanical maintenance.
Success criteria

Following any test or maintenance activity, the valves are restored
to the open position. This means that the injection is properly aligned.

Initial conditions

Opportunity to close the manual valve V-XX1 will come from:
(1) Monthly system functional test.
(2) Unscheduled mechanical maintenance.

The frequency of functional tests is one per month. The
unavailability for mechanical maintenance is 2.2 x 10-2 per demand
(from pump failure data), or about 0.09 per month. This results in a
total frequency of 1.09 per month, or once every 4 weeks, to change the
status of valve V-XX1 (or V-XX2). From the discussion, it is evident
that most of the frequency for changing the valve status is contributed
from the monthly functional test.
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Procedure
The procedure for the monthly functional test, which is also applied

following maintenance outages, can be briefly described as follows:
(A) Decide to perform test.
(B) Verify plant alignment.
(C) Select appropriate train.
(D) Apply steps of procedure.

Step 1. Verify pump inlet pressure head
Step 2. Verify charging pump performance
Step 3. Verify mini-flow valve status
Step 4. Verify charging suction valve is locked open
Step 5. Close V-XX1 (or V-XX2) pump outlet
Step 6. Start CCP, verify performance characteristics
Steps 7/8. Record running data
Step 9. Stop CCP
Step 10. Open V-XX1 (or V-XX2)

(E) Verify valve in normal position.
(F) Assess test results.
(G) Decide on action to be taken.

Nominal PSFs are considered here since time criticality is low and
the tests are routinely performed during normal plant operation.

Quantification

In Step 5 the manual valve is closed, and the failure can occur at
Step 10 if the operator fails to restore the valve to its original "open"
position. From Item 1 of Table 20-6, Handbook (Ref. [6]), a probability
for failure to restore the valve into "open" of 0.01 is recommended. The
completion of the procedure is checked by quality control (QC)
personnel. Given an independent HEP for QC personnel's failure to detect
the fault as 0.1, Item 1, Table 20-22 (Ref. [6]), and using dependency
equations as described in Section 3.3.3, a "Low Dependence Interaction"
between these two groups results in a conditional HEP of:

HEPC = 1 + 19 x 0.1 =0.15
20

Thus the probability of V-XX1 being in wrong configuration
immediately following test/maintenance is then estimated as

0.01 x 0.15 = 1.5 x IQ-3

However, there are three opportunities for weekly flow path
verification between two manipulations from the given 0.01 as
verification restoration error and Fig. 4-1, the mean unavailability on
demand between two manipulations is given by:

1.5 x 10~3 x (1/4) (1 + 10~2 + 10~4 + 10~6 ) = 4 x 10~4

This unavailability, 4 x 10~4, includes both the contribution from
manual error on a single train and the contribution from a manual error
commonly affecting both standby trains. In evaluating the unavailability
for commonly inducing wrong configurations for both train, the analysts
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FIG. 4-1. Unavailability given weekly test.

should consider the dependency between the A and the B-train test. Since
tests for these two loops may be performed by the same shift of operators
with the same shift of QC personnel successively, a high dependence will
be assumed between these two loop tests. Thus, given the probability for
valve V-XX1 in the wrong configuration as 4 x 10-4, the dependent
probability for V-XX2 in the wrong configuration is:

HEPC = 1 + (4 x 10 -4) = 0.5

This results in a mean unavailability for common error of both
valves in the wrong configuration of:

(4 x 10~4) x 0.5 = 2 x 10-4

Uncertainties and sensitivities
Since this HEP is in the regime less than 0.1, the log-normal

uncertainty estimate can be applied with a range of 100 for Xg5/x5.
Since 2 x; 10"4 is a mean estimate, the median is:

2 x IQ"4
*50 =

exp 1 62
2

= 7.5 x 10-5

and

x5 = 7.5 x 10~6
= 7.5 x 10-'
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If a mean unavailability of 2 x 10-4 is deemed too high, then ways
of reducing the failure probability can be sought in the areas of design,
procedures, or quality control. The design could include a status
monitor on valves V-XX1 and V-XX2 so that the position information would
be available on monitors in the control room. This would add a second
level of status checking. As a. minimum this should reduce the HEP
contribution to the mean unavailability.

4.2. Simple detailed analysis of a Type 3 action

This example illustrates a Type 3 action which is an initial
response to a trip signal.

Task description

Following a loss of main feedwater initiating event in a PWR
operating at 100% power, one important huiuan action to analyse is the
control room crew's probability of manually inserting control rods if the
automatic protection system fails and the control rods are not
automatically inserted.

Success criteria

This Type 3 action should be included in the reactor trip fault
tree. From a Westirtghouse study (Ref. [35]), the crew has an estimated
79 s to insert control rods into the reactor to stop the production of
power, thus preventing overpressurization of the primary system.
Procedures

For a loss of feedwater event, review of the procedures reveals that
operators are instructed to insert the control rods manually as an
immediate action if the automatic system fails.

Important performance shaping factors

To understand the impact of influence factors in this illustration,
the overall task of inserting the control rods into the core is broken
down into two subtasks so that the key influence factors likely to affect
the non-success probabilities can be identified. The expanded OAT is
useful in ordering the subtasks. Many performance shaping factors have
been considered in HRAs. The ones identified in Step 3 of SHARP should
be associated with the representations or models to be used in subsequent
steps. As an example, the human cognitive reliability model inputs
provide a list of influence factors (see Tables 4-2 and 4-3). Some key
quantification factors are: the system time window, the information
interface, the type of cognitive processing, median time to detect and
diagnose, operator training and stress level.
Subtask definition

The emergency procedures and the OAT structure identify subtasks for
manually inserting control rods. Since only one method is assumed to be
presented in the procedures and stressed in training, optional actions
can be neglected. Furthermore, the potential for misdiagnosis of reactor
trip failure is assumed to be very small. Hence, the subtasks for this
event are detection and action based upon diagnosis of an automatic trip
failure.
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Quantification factors

The system time window is taken to be 79 s as discussed. If the
action is performed in 79 s the PORVs will remain closed. The
information interface available on a typical control panel for the
operators to detect that the control rods have failed to insert when they
should have is good. The indications that the rods should have tripped
include: (1) indication of turbine trip and maiSn feedwater pumps trip;
(2) the reactor trip alarm annunciator is on; (3) the reactor trip
monitor lights are on. Indications that the trip did not occur include:
(1) control rod positions are not changing; (2) rod bottom lights are not
on; (3) reactor power meters are not decreasing; (4) the reactor trip
breaker position indicators indicate that the breakers remain closed.
Based upon these indications, a well trained crew has adequate
information to realize that a reactor trip is needed and did not occur.
To perform a manual trip, the crew has two reactor trip switches located
on the main control panel. Hence, the quality of the operator plant
interface is judged to be good because of adequate information and
convenient manual control points.

From the beginning of training, the crews are instructed to initiate
a reactor trip manually immediately upon detecting a failure of reactor
trip. Hence, the operators are assumed to be well trained for this
situation. Because of the limited time and the importance of the event,
the level of stress is high. However, only a moderately high stress
factor is assigned because initially the plant has sustained no damage
early in the event.

The information presented here suggests that while the event is not
routine, the transient is well understood, and that procedures cover the
case very well and are understood and well practised in training
sessions. Hence, the expected type of cognitive processing is skill
based as determined by the logic tree in Fig, 3-4. Data exist on
response times for manual reactor trip following automatic trip failure
from simulators and some actual experience. For this example, the median
times for crew detection and diagnosis for taking action are estimated to
be 10 and 15 s respectively. The information discussed for these issues
is summarized in Table 4-1, which is the typical output of SHARP Step 3.

Representation

The representation selected for this example is a reduced version of
the Expanded OAT. The two Tasks from Table 4-1 become the top event
blocks in the success/non-success logic tree for manual reactor trip
shown in Fig. 4-2. Since time is limited, the non-success branches are
assumed to be dominated by the non-response probability. Misdiagnosis and
use of non-viable options are assumed to be small contributors.

Depending on the quantitative values, the results of SHARP Step 5
wight be to examine further recovery actions associated with this
sequence.

Quantification

In this example, selection of a quantification approach can make a
significant difference in the assignment of human success probabilities.
For example, referring to the nominal diagnosis model in the 1983
Handbook [6] for times between 1 and 10 min yields a diagnosis error
probability of between 1.0 and 0.1 with an uncertainty range of 10. This

37



TABLE 4-1. BREAKDOWN OF THE MANUAL REACTOR TRIP TASK

Sub task
1. Crew detects failure

of auto trip
2. Crew diagnoses and

completes manual reactor
trip task

Dominant human
behaviour

Operator
experience

Stress level

Quality of
operator/plant
interface

Median time for
test completion
(sec)

Time available
to complete the
task (sec)

Skill

Well-trained

Potential emergency

Good

10

Skill

Well-trained

Potential emergency

Good

15

79 *

This is the time available to the crew to complete subtasks 1 and 2 to
avoid overpressure of the primary system.

Initiating
Event

Crew
Detects
ATWS

Crew
Diagnosis
and Trips
Reactor

States

RT

RT

RT

RT = Reactor Tri p

'RT = No Reactor Trip

Success

Non-Success

Non-Success
(Non-Response)

FIG. 4-2. Operator success/non-success logic tree for manual reactor trip.
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method does not discriminate between different types of cognitive
processing and reasons for differences in results are difficult to
identify. If a time reliability curve was selected to best approximate
the non-response probability, assuming a skill based response from Ref.
[21], the non-response probability would be between 10~3 and 10~4.
However, it is difficult to state clearly the factors affecting the
results and the rationale for selecting one curve over another. The
emerging human cognitive reliability (HCR) correlation sponsored by EPRI
[16,17] to overcome some of the difficulties discussed earlier provides
another example of a quantification approach. The HCR correlation yields
a non-response probability of 2.9 x 10-3/demand in 79 s.

This latter approach is selected for detailed consideration.

Quantification with HCR model

The use of the HCR model requires analysts to consider response
time, system time windows, important performance shaping factors
affecting the type of cognitive processing and other performance shaping
factors which alter these factors. An example of the adjustment process
is now discussed.

Performance-shaping factors (See Table 4-2)
KI: Average training for this event is assumed, hence, from

Tables 4-2 and 4-3, KI is 0. This means that there is no impact on the
Ti/2 for this performance shaping factor.

K2: The stress level using the logic described earlier with
Tables 4-2 and 4-3, K2 is 0.28.

K3: For the information interface described in Tables 4-2 and
4-3, KS is 0.0.

TABLE 4-2. QUESTIONS AND CRITERIA FOR INITIALIZING PSFs

PSF Questions Answers Criteri*

Crew
Whit is experience level
of ere«

1. Expert, well trained

2. Hell trained

3. Novice

Licensed with more than five jeers
experience.
Licensed with more than six months
experience.
licensed with less thon si» months
experience.

Expected Stress level of Crew
Whst is the expected work,
condition; •for the crew?

1. Grave emergency High stress situation, emergency with
operator feel ing threatened.
Hild stress situation, part-way
through accident wills high work, load
or equivalent.
Optinsl situation, crew carrying out
small load adjustments,

fl. Vigi lance problem (low stress) Problem with vigilance, unexpected
transient with no precursors.

2. High work load/
potential emergency

3. Optimal condition/normal

Control Room
K 3 Wha t is quali ty of plant 1. Excellent

2. Good

3. Fair

4. Poor

5. Extremely poor

Advanced ' Operator Aids are available
to help in accident situation.
Displays are carefully integrated
Information with SPDS to help operator
Displays hunan-engineered, but require
operator to integrate information.
Displays are available, but not human-
engineered.
Displays are needed to alert operator
not directly visible to operators.
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CABLE 4-3. INTERIM HCR MODEL PERFORMANCE-SHAPING
FACTORS AND RELATED COEFFICIENTS

Coefficients
OPERATOR EXPERIENCE (Kj)

1. Expert, well trained
2. Average knowledge training
3. Novice, minimum training

STRESS LEVEL (KZ)
1. Situation of grave emergency
2. Situation of potential emergency
3. Active, no emergency
t. Low activity, low vigilance

QUAUTÏ OF OPERATOR/PLANT 1HÏÎRFACE (K3)
1. Excellent
2. Gaod
3. Fair
<. Poor
5. Extremely poor

-0.22
D.OO
0.44

0.44
0.28
0.00
0.2S

-0.22
0.00
0.44
0.78
0.92

Since the only factor which is not nominal is stress, the median
times are adjusted from 10 s and 15 s to 12.8 s and 19.2 s, respectively,
according to the coefficients in Table 4-2. Since the influence factors
for Tasks 1 and 2 are the same, the median times can be added and the
correlation can be calculated once. The median time adjusted for stress
becomes 32 s, whereas the nominal time is 25 s.

To illustrate the graphical technique for the HCR model, the
normalized time can then be determined by noting that 79 s divided by the
median operator response time of 32 s is 2.47. By finding 2.47 on the
abscissa of Fig. 3-8, one can note that the non-success probability is
2.9 x 10~3 on the ordinate. This is confirmed by use of the
formulation shown below. The time-dependent plot for this assessment is
shown in Fig. 4-3.

vl.2
= exp - J (79/32) - 0.7

[ 0.407
= 2.9 x 10~3/demand

Sensitivity and interpretation of results
The assignment of the coefficients in the HCR correlation is based

on grouped simulator responses of crews, and where little or no data
exist, expert judgement information has been employed (e.g. stress). The
results of the HCE quantification yield the best estimate for existing
conditions plus the controlling sensitivities. The sensitivity of the
non-response probability to changes in the influence factors can be
easily performed by variation of one parameter at a time. For example,
if the stress was changed to optimal (e.g. K£ = 0)t the non-response
probability would be 1.7 x 10~4/demand. If knowledge based cognitive
processing was required for this event, the HCR model would yield 2.8 x
10~2/demand.

If, in addition, the system time window was reduced to 60 s, the HCR
result would be 1.5 x 10-1/demand. Hence, the results using the HCR
quantification approach appear to be sensitive to the factors influencing
the operator response.
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F!G. 4-3. Non-response probability for manual reactor trip.

No matter how the quantification is derived, the non-success
probability becomes an input to an event tree or fault tree for failure
of manual reactor trip. Since some PRA assessments for automatic trip
system failures are in the range of 10"4* to 3 x 10"~̂  [6J, the
combination of automatic plus manual backup yields an unavailability of
about 10~7/demand for failure to insert control rods before a pressure
transient causes the relief valves to open.

4.3. Example detailed analysis of Type 3 and Type 5 dynamic actions
Introduction

This is a representative analysis of a loss of feedwater transient
and loss of secondary cooling system for a large PWR. It does not
necessarily reflect procedures and conditions at any specific plant.

Operator error description
Operators fail to open PORVs to initiate safety injection and

establish feed ana bleed cooling.

General description

In cases in which the secondary heat removal system is unavailable
(e.g. main and auxiliary feedwater), the operating crew must use the feed
and bleed procedure to remove heat from the core. When conditions such
as high reactor coolant temperature or low level in the steam generator
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prevail, the procedures tell the operators to block open manually (e.g-
three) PORVs. This allows the safety injection to maintain the coolant
inventory while heat is exhausted through the PORVs to the containment.
It is assumed that the relief valves have enough capacity to remove the
decay heat load.

Success criteria

Operators have two key ways of being successful: (1) by recovering
secondary cooling to steam generators to avoid the need for feed and
bleed before damage to fuel (e.g. 70 min); (Ref. 12]) operators initiate
feed and bleed before (e.g. 60 min) then core damage is avoided by
injecting cool water into the vessel and rejecting hot water arid steam
into the containment. Operators must also ensure that high pressure
safety injection is successful, and must switch RHR to containment
cooling mode in a time greater than 60 min (e.g. 2-3 h).

Procedures

Review procedures to identify steps, information interface, set
points, and so on. From review focus on the key steps: (1) restore
cooling to steam generators; (2) open PORVs and start HPSI; (3) switch
RHR to containment cooling.
Important performance shaping factors

Cognitive aspects. The operators must decide when to abandon the
most desirable strategy of recovering feed to steam generators (e.g.
recovery auxiliary feedwater) in favour of opening PORVs and ensuring
that safety injection is successful. RHR should also be aligned to
remove heat from the containment.

Stress/conflict. Conflict on opening PORVs is high because it is
contrary to actions in general practice. It exposes the primary coolant
and core to voids, and can result in damage to containment components.
It is a situation of grave emergency.

Training. Operators are trained on a simulator about once per year
for this sequence but have no actual events. This training, in general
removes many potential conflicts, but operators may put high priority on
recovery of a water supply to feed the steam generator,

Type of Cognitive Processing

Because of conflicting options and changes in strategy during the
event, knowledge based processing is expected (e.g. anticipate or wait
until the last minute). (See Fig. 3-4).

Dependence of actions

The feed and bleed action is time-wise dependent on the possibility
of recovering secondary feedwater for a strategy of trying to avoid PORV
opening and RHR containment cooling. If the crew follows a strategy of
anticipating the need for PORV opening, then RHR cooling should be
started when conditions exist for its initiation. This logic dependence
is modelled in the expanded OAT tree. Another dependency is in the
timing of actions for recovery. This dependency is accounted for in the
assignment of times for manual actions.
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TABLE 4-4. HUMAN RELIABILITY DATA SHEETS

COGNITIVE DATA FOR HCR MODEL SEt DEFINITIONS IN TABLE 4-2

PERFORMANCE SHAPING FACTORS TASK PERFORMANCE DATA

Oi STRESS INFORMATION EXPERIENCE BEHAVIOR MEDIAN SYSTEM EARLIEST NOMINAL HEP COMMENTS
LEVEL INTERFACE LEVEL TYPE TIME (Tl/2) W.'NDOW ACTION ACTION

TIME
DECIDE TO REFEED
STEAM GENERATOR -OA1 2 I 1 60 0 18 ~0 HAI DOM.

INITIATE FEED &
BLEED COOLING - OA2 60 20 1 0,019 Ts = 39M

OPERATE RESIDUAL
HEAT REMOVAL - OA3 »60 25 l ~0 HA3 DOM.

INITIATE FEED &
BLEED COOLING - OA2 0 1 60-70 60 1 0.02 Ts = 10M

ACTION DATA WORK SHEET SEE NUREG/CR 1278 & 2254

PERFORMANCE SHAPING FACTORS
CONTROL ROOM STRESS STATE
GOOD_X__ GRAVE_X__
FAIR__ POTENTIAL__
POOR__ NORMAL_____

LOW

OTHER

TASK DESCRIPTION POTENTIAL EPJWR NUREG/CR HEP
PROCEDURE STEP TABLE/HEM f

PSF ADJUSTED CCtMENTS

RECOVER SECONDARY NOT RECOVERED
COOLING IN TIME

KA1

N/A LOCAL ACTION SEE AT LEAST 15 TO » 60
TIME PRESS. TBL 4-5 NOMINAL 18 M
CAUSE UNKN

OPEN PORVs
HA2

START RHR
HA3

SKIP STEP,
FAIL TO
BACK UP SAFETY
INJECTION

»MISSION

T 20-7 # 0.001 0.001 TIME FOR ACTION
EST- 1 MIN.

T 20-7 * 0.001 SEE H3 TREE O.OC05 NOMINAL ACTION
EST, 1 MIN.

Prior HRA/PRA quantifications/data

Historically the quantification of feed and bleed in recent PRAs has
been in the range of 0.014 to 0.00014. At least one case can be found
for LERs (Crystal River) when feed and bleed conditions existed. The
operators did not initiate feed and bleed, but were successful in
recovering the steam generator feed.
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Detailed Analysis

StrateRJes

(1) Anticipatory: operators decide all methods of secondary heat
removal will be unavailable within the hour and decide to establish
feed and bleed as soon as possible.

(2) Procedure response: operators establish feed and bleed when the SG
water level drops to low level alarm, or the reactor temperature is
too high.

(3) Delayed response: wait until the last possible chance to recover
secondary heat removal. The data for these strategies is organized
on worksheets shown in Table 4-4.

External actions
In all three strategies, the crews are expected to request local

personnel to repair or realign both auxiliary feedwater and condensate
pumps for cooling SGs. The assumed Type 5 recovery probability for both
is shown in Table 4-5. In this case, time to recovery is 60 min;
therefore, the probability of failure to recover is 0.15.

TABLE 4-5. RECOVERY MODEL FOR TYPE 5 ACTION

Unavailability
fraction recovered Time Median recovery 18 minutes

0.2
0.3
0.3
0.15
0.05

3
15
40
60

»600

This HI combined curve is based on review of experience.
See worksheet Fig. 4.

Representation
For the manipulative actions a human reliability tree or ERA event

tree can be used. These representations can be combined as shown in
Fig. 4-4. In this case the human reliability tree for HAS is shown in
Fig. 4-5.

By using the ET in Fig. 4-6, we will quantify top events for the
three strategies above.
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FIG. 4-5. Human reliability fault tree for H3 (OA3}.
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FIG. 4-6. Combination of key human actions in EOAT tree.

Quantification

Strategy 1: anticipatory: in this case the operators are expected
to ignore refeed of steam generators (i.e. to decide they cannot be
restored).

In this case the data for the PSFs from Table 4-3 are used.

Tsw = 60 - 1 = 59 min
T1/2 = 8 (1+0.44)(1-0.22) = 9

P(OA2) = exp - J(59/9) - 0.5j°-8 = 6 x 10"3
1 0.791 T

P(OA2) + H2 = 7 x 10-3

Hence, the estimated HEP for Strategy 1 is:

= P(0i) x P(OA2) + P(OA2) x P(OA3)

= 1.0 x 6 x 10-3 + i x 10-3 + .993 x 5 10-4

^ 7.5 x 10~3
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Assumptions from review of plant conditions:

(1) Highest priority for feed and bleed to avoid the loss of sub cooling
margin.

(2) Systems analysis assumes 60 min until core damage occurs owing to
loss of subcooling margin.

(3) l min to carry out action.
(4) Cue is report that no actions will restore steam generator feed in

the next 3 h.

Strategy 2: procedure response: in this case the operators try to
restore feed until the earliest cues appear for feed and bleed.

P(0i) = 0.99, P!OI) = 0.01

In this case the data from the worksheets in Table 4-4 are used as
follows:

Tsw = 60 - 20 - 1 = 39 min
Ti/2 = 8 (1.44)(1-0.22) = 9

For knowledge based action:

_ f(39/9) - Û.5J0-8
P(OA2) = exp - \ __________[ = 0.029

0.791

For Strategy 2 the HEP estimate is:

Pf2 = IP(ÔÏ>] x EP(Hi) x (P"(OA2) + P(OA2) x P(ÖÄ3)J

+ {P(0i) x P(OA2)3 + [P(OA2) x P(OA3)]
= 0.9 x 0.2 x 0.029 + 0.98 x 5 x 10-*

+ 0.1 x 0.02 + 0.98 x 5 x 10~* = 7.2 x 10~3

This assumes:

(1) that the first priority for the operators is to restore secondary
cooling;

(2) that when earliest cues are received for the action, operators are
to go to feed and bleed;

(3) that the earliest cue is low level in the steam generator since
operators know that subcooling margin is maintained until the steam
generator dries out.

Strategy 3: delayed response: in this case the operators want to wait as
long as possible before implementation or feed and bleed because they
anticipate a good chance of obtaining refeed to the steam generator.
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Data are interpreted as follows:

=1.0, time for HI = 60 min, at which time a PORV safety
relief valve opens. At this time operators must open valves to
initiate safety injection or the pressure would remain too high with
the PORV reelosing (assume 10 min).

In this case:

f(10/3) - 0.6 1 °-6
HEP = exp - I _________ I =0.02

I 0.601 |

Hence, for Strategy 3 the HEP estimate is:

Pf3 = P(0X) x PCHi) x (P(ÖÄ2) + P(OA2) x [P(ÖÄ3)]

= (1.0 x 0.05 x 0.02) + (0.98 x 5 x 10~4) = 1 x 10-3

This assumes:

(1) that the first priority is to restore secondary cooling;
(2) that crews perceive that recovery is imminent;

(3) that crews are averse to opening the primary coolant boundary;

(4) that the action cue is high primary temperature or that the PORV
opens, which complicates the estimate of subcooling margin.

Sensitivity and interpretation of results

Depending on the strategy the HEP can range from about 10~2 to
10~3. Both the emphasis in training and the effectiveness of secondary
feed recovery are very important. In the present analysis it is assumed
that the current training influence for each strategy is: (1) 10%; (2)
60%; and (3) 30%.

Hence, the overall failure probability for feed and bleed scenarios
would be

HEP = (0.1 x Pfl) 4- (0.6 x Pf2) + (0.3 x Pf3) =

0.1 (7.5 x IQ"3) + 0.6 (7.2 x 10~3) + 0.3 (1 x 10~3) = 5.4 x 10~3

In the light of the foregoing analysis, the points for consideration
in improving the system from a human reliability viewpoint are as follows:

(1) Are different cues used by different crews to initiateaction?

(2) Condensate realignment reliability is important.

(3) Uncertainty in system time windows affects procedures and training.

(4) Behaviour of the core temperature after the first opening of the
relief valve is not clear, especially in view of the assumptions
relating to the opening and reclosing relief valves.
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Detailed analysis of these issues should affect the way the
procedures are written, the way training is carried out, and most
importantly identify information needs for the operators.

To further reduce the HEP, the use of a safety parameter display
system to address these issues should be considered. The issue of
different cues for action could be made more precise by having a specific
calculation of the subcooiing margin rather than by using hand
calculations or alternate cues. This would provide a precise time for
abandoning recovery actions in favour of bleed and feed. The issue of
the time window uncertainty is then also reduced. The fourth issue is
then eliminated by using the best available engineering calculations from
multiple input sensors to estimate the subcooling margin. It can be
argued that the crews would shift more precisely toward the third
strategy and implement feed and bleed at the most appropriate time
because of the excellent information interface. If the shift in
information interface was from fair to good using Tables 4-2 and 4-3,
then the median time for OA2 could be reduced to 6.25 yielding a
non-response HEP of 7.5 x 10~̂  compared with 0.029 for Strategy 2.

This reduction, combined with the failure to recover probability of
0.15, would yield 8.8 x 10~4, which represents reduction by about a
factor of 6 in the total failure probability. This illustrates how the
analysis framework can be used to help evaluate the benefits of changes
in information, procedures, training and so on for the operating crew.

5. PEER REVIEW PROCESS

The peer review process in these case studies was quite simple.
After the human reliability analysts completed the draft of each
analysis, the first drafts were sent to the systems analysts, to an
operational or training representative and to the PSA project manager.
The primary objective of this review is to verify the logic and
representation of the actions. It is important to have outside experts
review the probability assessments, since personnel involved in the
process might be biased in estimating their own success- or failure
probabilities. After the comments from these study participants were
incorporated, an entire section describing the human reliability analysis
was written. This section was then sent to the advisory review team,
consisting of independent human reliability experts from several
different firms (e.g. EPRI, NEC and consultants). This second draft was
reviewed from the perspective of much broader experience, and was very
important in identifying solutions to prospective problem areas.
Simulator tests were used to develop HCR curves. They can also help with
HCR curve inputs such as T^/2 and performance shaping factors, but the
HCR curves should not be considered as "verification" for low probability
event estimates.
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Appendix A

DEFINITIONS OF KEY TERMS

Accident situation:
an abnormal plant state identified in the PSA which may lead to a new
damage condition. Operating crew actions may prevent or aggravate the
accident progression.

Cognitive behaviour:
the mental behaviour of individuals or crews associated with performing a
task(s). Three types of cognitive behaviours have been classified as
skill, rule and knowledge. The prevailing type of cognitive processing
associated with a given activity is defined as dominant. The concept of
dominance permits analysts to ascribe one of three types of cognitive
processing to a task for the purpose of estimating the non-response
probability associated with the task.

Cognitive, response:
the operator action associated with a type of cognitive behaviour
initiated by an observable stimulus. The stimulus can be as simple as an
annunciator alarm going off, or as complex as multiple information inputs
within an accident sequence. Depending on the given stimulus and the
level of operator experience/training, the cognitive processing may be
classified as either skill, rule or knowledge. The times of response by
operator crews or individuals appear to be directly related to the type
of cognitive processing used.

Confusion matrix:
a logic representation which helps to identify possible causes of
mistaking one event for another by listing actual initiating events alone
and possible misdiagnosing events along a column. At each element of the
matrix the analysts roust assess and defend the assessment of the
probability of misdiagnosis. Expert judgement techniques are often used.

Human cognitive reliability:
the time dependent function which describes the probability of a crew
response in performing a specified task. The HCR model permits the
analyst to predict the cognitive reliability associated with a
non-response for a given task(s), once the dominant type of cognitive
processing, the median response time for the task under nominal
conditions and performance shaping factors are identified.

Human-system interaction:
the interface between a system generated stimulus and the operator
response actions; shortened to human interaction in this report.

Knowledge based behaviour:
when symptoms are ambiguous or complex the state of the plant is
complicated by multiple failures or unusual events, or the instruments
give only an indirect reading of the state of the plant, the operator has
to rely on his knowledge, and his behaviour is determined by more complex
cognitive processes. Rasmussen terms this knowledge based behaviour.
The performance of the human being in this type of behaviour depends on
his knowledge of the. plant and his ability to use that knowledge. This
type of behaviour is expected to be more prone to mistakes or
misjudgements and to require more time for the appropriate action to be
taken.

51



Median response time:
defined as a measurable or estimated time whithin which one half of the
control room crews faced with the same stimulus would complete a defined
action or function. In application, it is the time T^/2 at a
probability of 0.5 that the crew has successfully carried out the
required task. Measured median response times for task performance
include the impact of performance shaping factors. By adjusting the
measured median response time for different performance shaping factors,
a measurement in one application could be applied in other situations,
with different performance shaping factors, in which a similar task is
carried out.

Misdiagnosis:
a cause of non-successful operator responses or actions which stem from a
crew misinterpreting information corresponding to changes in the state of
the plant. The crew actions can still be successful despite a
misdiagnosis.

Mistake/error:
a classification of human error that stems from the mental formation of
the wrong intent.

Model:
a mathematical statement which is useful for correlating the observations
of a phenomenon in one situation to predict the behaviour of the
phenomenon in the desired respect for other situations. Such models can
be based upon first principles, or can be empirically derived from
observations and data correlations. An empirical model best describes
thé HCR correlation used to estimate quantitatively the operator
non-response probability.
Nominal conditions:
in the HCR model the physiological, psychological and environmental
situation for which all performance shaping factors are normal, such that
the median response time measured in a simulator environment is
equivalent to the median response time expected for crews responding to
an accident situation.

Nominal median response time:
defined as the time corresponding to a probability of 0.5 that the crew
has successfully carried out the required task under nominal conditions.
In the HCR model, this time is estimated by the analyst from measurements
or knowledge of how long different crews take to perform a task or
tasks. Such estimates can be obtained from simulators, task analysis or
expert judgement.

Non-successful response:
inability of an operating crew to perform the tasks required to resolve
an accident situation within the system time window. Four key
contributors to non-success identifiable from the review of data are (1)
non-response; (2) misdiagnosis or mistake due to the formation of the
wrong intent without correction in the time window; (3) a slip caused by
physically operating the wrong switch when the initial intent was
correct; and (4) choice of a non-viable response.

Non-response:
a contributor to non-successful operator responses or actions in which
the expected action is not taken within the system time window. If no
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action is taken this may be due to the lack of a cognitive response. It
does not mean that operators are not performing other actions.

Optional responses:
operator responses which are somewhat different than expected for the
most desirable response but can still be deemed successful.

Performance shaping factors:
physiological, psychological and environmental influences affecting human
performance. In most models these are accounted for by modifying the
nominal conditions or median time for task performance. Performance
shaping factors have been identified.

Probability:
a number in the range of 0 to 1.0 used to describe the likelihood of an
event.

Rule based behaviour:
in this case actions are governed by a set of rules or associations that
are known and followed. A major difference between the rule based and
the skill based behaviours stems from the degree of practice. If the
rules are not well practised, the human being has to recall consciously
or check each rule to be followed. Under these conditions the human
response is expected to be less timely and more prone to mistakes, since
additional cognitive processes must be called upon. The potential for
error results from problems with memory, the lack of willingness to check
each step in a procedure, or failure to perform each and every step in
the procedure in the proper sequence.

Skill based behaviour:
in this case, there is a very close coupling between the sensory input
and the response action. Skill based behaviour does not directly depend
on the complexity of the task, but rather on the level of training and
the degree of practice in performing the task. Different factors may
influence the specific behaviour of a particular individual; however, a
group of highly trained operators would be expected to perform skill
based tasks expeditiously or even mechanistically with a minimum of
mistakes. For rule and knowledge based behaviour the connection between
sensory inputs and output actions is not as direct as in skill based
behaviour.

Slip/error:
a classification of human error that stems from selecting the wrong
switch from a group of switches, given that the correct intent had been
developed.
System time window:
the time between a disturbance of the plant state and the time by which
the crew must act to prevent significant change in the plant state
important in the progression of an accident sequence.

Task(s):
a set of actions carried out in the process of responding to an accident
situation. A task may be composed of one or more subtasks. Each subtask
should be distinguishable by a difference in performance shaping factor
or failure modes that lead to the need for defining separate subtasks.



Appendix B
SELECTED TABLES FROM THE HUMAN RELIABILITY HANDBOOK

(NUREG/CR/1278)

TABLE B-l ESTIMATED HEPs RELATED TO FAILURE OF ADMINISTRATIVE CONTROL
[REF. [6], TABLE 20.6]

Item Task HEP EF

(1) Carry oui a plant policy or scheduled tasks 0.01 5
such as periodic tests or maintenance per-
formed weekly, monthly, or at longer intervals

(2) Initiate a scheduled shiftly checking or 0.001 3
inspection function
Use written operations procedures under:

(3) normal operating conditions 0.01 3

(4) abnormal operating conditions 0.005 10

(5) Use a valve change or restoration list 0.01 3

(6) Use written test or calibration procedures 0.05 5

(7) Use written maintenance procedures 0.3 5
(8) Use a checklist properly a) 0.5 5

a) Read a single item, perform the task, check off the item on the list.
For any item in which a display reading or other entry must be
written, assume correct use of the checklist for that item.
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TABLE B-2 ESTIMATED PROBABILITIES OF ERRORS OF OMISSION PER ITEM
OF INSTRUCTION WHEN USE OF WRITTEN PROCEDURES IS SPECIFIED a)
[REF. [6], TABLE 20.7]

Item

(1)
(2)

(3)

(4)

(5)

b) Omission of item: HEP

When procedures with check off provisions
are correctly used c):

Short list, <10 items 0.001
Long list, >10 items 0.003

When procedures without check off provisions
are used, or when check off provisions are
incorrectly used d):

Short list, <10 items 0.003

Long list, >10 items 0.01

When written procedures are available and 0.05 e)
should be used but are not used d)

EF

3

3

3

3

5

a) The estimates for each item (or perceptual unit) presume zero
dependence among the items (or units) and must be modified by
using the dependence model when a non-zero level of dependence
is assumed.

b) The term "item" for this column is the usual designator for
tabled entries and does not refer to an item of instruction in
a procedure.

c) Correct use of check off provisions is assumed for items in
which written entries such as numerical values are required of
the user.

d) Table 20-6 lists the estimated probabilités of incorrect use
of check off provisions and of non-use of available written
procedures.

e) If the task is judged to be "second nature," use the lower
uncertainty bound for .05, i.e., use .01 (EF =5).
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TABLE B-3 ESTIMATED PROBABILITIES OF ERRORS OF OMMISSION IN
OPERATING MANUAL CONTROLS a) [Ref. [6], TABLE 20-12]

Item b) Potential Errors: HEP EF

(1) Inadvertent activation of a control

Select wrong control on a panel from an array
of similar-appearing controls b):

(2) Identified by labels only

(3) Arranged in well delineated functional groups

(4) Which are part of a well defined mimic layout
Turn rotary control in wrong direction
(for two position switches, see item (8)

see text, Ch,13

0.003

0.001

0.0005

(5) When there is no violation of populational stereotypes 0.0005

(6) When design violates a strong populational stereotype 0.05
and operating conditions are normal

(7) When design violates a strong populational stereotype 0.5
and operation is under high stress

(8) Turn a two position switch in wrong direction or leave +
it in the wrong setting

(9) Set a rotary control to an incorrect setting (for two 0.001
position switches, see item (8)

(10) Failure to complete change of state of a component 0.003
if switch must be held until change is completed
Select wrong circuit breaker in a group of circuit
breakers b)

(11) Densely grouped and identified by labels 0.005

(12) In which the PSFs are more favorable 0.003-

(13) Improperly mate a connector (this includes failures to 0.003
seat connectors completely and failure to test locking
features of connectors for engagement)

3

3

10

10

5

10 d)

3

3

3

a) The HEPs are for errors of commission only and do not include any errors of
decision as to which controls to activate.

b) If controls or circuit breakers are to be restored and are tagged, adjust
the tabled HEPs according to Table 20-15.

c) Divide HEPs for rotary controls (items 5-7) by 5 (use same EFs).
d) This error is a function of the clarity with which indicator position can

be determined: designs of control knobs and their position indications
vary greatly. For plant-specific anlayses, an EF of 3 may be used.
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TABLE B-4 MODIFICATIONS OF ESTIMATED HEPs FOR THE EFFECTS OF STRESS
AND EXPERIENCE LEVELS [REF. [6], TABLE 20-16]

Modifiers for Nominal HEPs a)
Stress Level Skilled b) Novice b)

Item (A) (B)
(1) Very low x2 x2

(Very low task load)
Optimum
(Optimum task load):

(2) Step-by-step c) xl xl

(3) Dynamic c) xl x2
Moderately high
(Heavy task load):

(4) Step-by-step c) x2 x4

(5) Dynamic, c.) x5 xlO
Extremely High
(Threat stress)

(6) Step-by-step c) x5 xlO

(7) Dynamic+
Diagnosis d) 0.25 (EF = 5) 0.5 (EF = 5)

These are the actual HEPs to use
with dynamic tasks or diagnosis
- they are NOT modifiers.

a) The nominal HEPs are those in the data tables.

b) A skilled person is one with 6 months' or more experience in the
tasks being assessed. A novice is one with less than 6 months' or
more experience. Both levels have the required licensing or
certificates.

c) Step-by-step tasks are routine, procedurally guided tasks, such as
carrying out written calibration procedures. Dynamic tasks require
a higher degree of man-machine interaction, such as decision making,
keeping track of several functions, controlling several functions,
or any combination of these. These requirements are the basis of
the distinction between step-by-step tasks and dynamic tasks, which
are often involved in responding to an abnormal event.

d) Diagnosis may be carried out under varying degrees of stress,
ranging from optimum to extremely high (threat stress). For threat
stress, the HEP of .25 is used to estimate performance of an
individual. Ordinarily, more than one person will be involved.
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Table B-5 ESTIMATED PROBABILITIES THAT A CHECKER WILL FAIL TO DETECT
ERRORS MADE BY OTHERS a) [REF. [6] TABLE 20-22]

Item Checking Operation HEP EF

(1) Checking routine tasks, checker using written 0.1 5
materials (includes over the shoulder inspections,
verifying position of locally operated valves,
switches, circuit breakers, connectors, etc., and
checking written lists, tags, or procedures for
accuracy)

(2) Same as above, but without written materials 0.2 5

(3) Special short term, one-of-a-kind checking with 0.05 5
alerting factors

(4) Checking that involves active participation, such 0.01 5
as special measurements

Given that the position of a locally operated valve 0.5 5
is checked (item 1 above), noticing that it is not
completely opened or closed:

(5) Position indicator b) only 0.1 5

(6) Position indicator b) and a rising stem 0.5 5

(7) Neither a position indicator b) nor a rising stem 0.9 5

(8) Checking by reader/checker of the task performer in 0.5 5
a two man team, or checking by a second checker,
routine task (no credit for more than 2 checkers)

(9) Cheeking the status of equipment if that status 0.001 5
affects one's safety when performing his tasks

(10) An operator checks change or restoration tasks Above 5
performed by a maintainer HEPs

- 2

a) This table applies to cases during normal operating conditions in which a
person is directed to check the work performed by others either as the
work is being performed or after its completion.

b) A position indicator incorporates a scale that indicates the position of
the valve relative to a fully opened or fully closed position. A rising
stem qualifies as a position indicator if there is a scale associated
with it.
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Appendix C

THE ROLE OF PERFORMANCE SHAPING FACTORS IN HRA

Any factor that influences human performance has been designated as
a PSF. The quantitative estimates of human reliability in the Handbook
[6] centre on combinations of PSFs that effect the probabilities of human
errors. The combination of PSF effects are based on the manner in which
the human perceives, processes and responds to the inputs he receives
from the system. The PSFs largely determine whether the level of
performance will be highly reliable, highly unreliable, or in between.
Current estimation processes are not based on detailed theories of how
performance shaping factors affect behaviour in practical work
situations; the current state of theoretical development as described in
Ref. [6] is not sufficiently developed to do so.

Table C-l presents a listing of PSFs found useful for some HRA/
PRA applications. This table provides a good starting point for
considering PSFs that might be important. The PSFs are divided into
three classes: (1) the external PSFs: those outside the individual; (2)
the internal PSFs: those that operate within the individual himself; and
(3) Stressors. If there is a good match between the external PSFs and
the internal PSFs, performance of tasks will be more reliable than if

Table C-l
Some PSFs in Man-Machine Systems*

EXTERNAL PSFs STRESSOR PSFs INTERNAL PSFs

SITUATIONAL CHARACTERISTICS

THOSE PSF« GENERAL TO ONE OR
MORE JOBS IN A WORK SITUATION

TASK AND EQUIPMENT
CHARACTERISTICS-

THOSE PSF» SPECIFIC TO TASKS
IN A JOB

PSYCHOLOGICAL STRESSORS:

PSF» WHICH DIRECTLY AFFECT
MENTAL STRESS

ORGANISMIC FACTORS:

CHARACTERISTICS OF PEOPLE
RESULTING FROM INTERNAL t
EXTERNAL INFLUENCES

ARCHITECTURAL FEATURES
QUALITY OF ENVIRONMENT

TEMPERATURE HUMIDITY
AIR QUALITY AND RADIATION

LIGHTING
NOISE AND VIBRATION
DEGREE OF GENERAL CLEANLINESS

iVORK HOURS/WORK BREAKS
SHIFT ROTATION
AVAILABILITY/ADEQUACY OF SPECIAL

EQUIPMENT TOOLS. AND SUPPLIES
MANNING PARAMETERS
ORGANIZATIONAL STRUCTURE

(eg AUTHORITY RESPONSIBILITY
COMMUNICATION CHANNELS)

ACTIONS BY SUPERVISORS. CO-
WORKERS UNION REPRESENTATIVES
AND PEGULATORY PERSONNEL

REWARDS RECOGNITION BENEFITS

JOB AND TASK INSTRUCTIONS

SINGLE MOST IMPORTANT TOOL FOR
MOST TASKS

PROCEDURES REQUIRED
(WRITTEN OR NOT WRITTEN)

WRITTEN OR ORAL COMMUNICATIONS
CAUTIONS AND WARNINGS
WORK METHODS
PLANT POLICIES (SHOP PRACTICES)

PERCEPTUAL REQUIREMENTS
MOTOR REQUIREMENTS (SPEED.

STRENGTH PRECISION)
CONTROL-DISPLAY RELATIONSHIPS
ANTICIPATORY REQUIREMENTS
INTERPRETATION
DECISION-MAKING
COMPLEXITY (INFORMATION LOAD)

NARROWNESS OF TASK
FREQUENCY AND REPETITIVENESS
TASK CR1TICALÎTY
LONG- AND SHORT-TERM MEMORY
CALCULATIONAL REQUIREMENTS
FEEDBACK (KNOWLEDGE OF RESULTS)
DYNAMIC vs STEP-BY-STEP ACTIVITIES
TEAM STRUCTURE AND COMMUNICATION

MAN-MACHINE INTERFACE FACTORS
DESIGN OF PRIME EQUIPMENT.
TEST EQUIPMENT. MANUFACTURING
EQUIPMENT. JOB AIDS. TOOLS
FIXTURES

SUDDENNESS OF ONSET
DURATION OF STRESS
TASK SPEED
TASK LOAD
HIGH JEOPARDY RISK

THREATS (OF FAILURE. LOSS OF JOB)
MONOTONOUS DEGRADING. OH

MEANINGLESS WORK
LONG. UNEVENTFUL VIGILANCE

PERIODS
CONFLICTS OF MOTIVES ABOUT

JOB PERFORMANCE
REINFORCEMENT ABSENT OR

NEGATIVE
SENSORY DEPRIVATION
DISTRACTIONS (NOISE. GLARE.

MOVEMENT. FLICKER. COLOR)
INCONSISTENT CUEING

PHYSIOLOGICAL STRESSORS:

PSF» WHICH DIRECTLY AFFECT
PHYSICAL STRESS

DURATION OF STRESS
FATIGUE
PAIN OR DISCOMFORT
HUNGER OH THIRST
TEMPERATURE EXTREMES
RADIATION
G-FORCE EXTREMES
ATMOSPHERIC PRESSURE EXTREMES
OXYGEN INSUFFICIENCY
VIBRATION
MOVEMENT CONSTRICTION
LACK OF PHYSICAL EXERCISE
DISRUPTION OF CIRCADIAN RHYTHM

PREVIOUS TRAINING/EXPERIENCE
STATE OF CURRENT PRACTICE

OR SKILL
PERSONALITY AND INTELLIGENCE

VARIABLES
MOTIVATION AND ATTITUDES
EMOTIONAL STATE
STRESS (MENTAL OR BODILY

TENSION)
KNOWLEDGE OF REQUIRED

PERFORMANCE STANDARDS
SEX DIFFERENCES
PHYSICAL CONDITION
ATTITUDES BASED ON INFLUENCE

OF FAMILY AND OTHER OUTSIDE
PERSONS OR AGENCIES

GROUP IDENTIFICATIONS

Some of the tabled PSFs are not encountered in present-day NPPs (e .g . ,
G-force extremes) but are listed for application to other man-machine
systems.
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there is a mismatch. A combination of PSFs that reduces stress
facilitates human reliability in nature while mismatched PSFs becomes
disruptive and reduce human reliability. Since the effect of stress is
an individual internal characteristic of people, from a PSA viewpoint it
is perferred to deal with Stressors because they can be measured
externally.

The human reliability estimates in Ref. [6] are based on the use of
a task analysis to identify important PSFs affecting the performance of a
defined task, and the assignment of HEPs and their uncertainty bounds.
The tabled values are assumed to reflect the estimated effects of certain
combinations of these PSFs in typical online NPPs in the USA. Estimates
include the ability to reflect the likely effects of improvements in
display technology and other human factor considerations. It is up to
the analyst to match the PSFs he determines to be important (in a PSA) to
the PSFs in the Handbook and to use. the estimates of HEPs and uncertainty
bounds associated with these PSFs as a basis for the HRA.

This approach to modelling the effect of PSFs on human performance
is cnly approximate. In the present state of human reliability
technology, for example, it is not possible to assign weighting factors
to each individual PSF that would be applicable to each specific task and
situation in which an analyst is interested. One reason for this
limitation is that, most of the PSFs interact, and the interaction effects
are usually complex. The Handbook offers guidelines to identify
important combinations of PSFs in each task being analysed. The analyst
must use expertise to match these combinations to the appropriate PSFs in
the Handbook and to make the necessary adjustments for task-specific
considerations. The SLIM technique provides an analytical frame for
combining the PSFs to determine the overall impact on a relative basis
between different tasks. Another alternative is to consider only a fixed
number of PSFs in a defined pattern of interaction, as proposed in the
interim HCE model.

In view of the primitive level of knowledge of how to treat
performance shaping factors, the human reliability estimates in the
Handbook are based to a large extent on the. estimated influence of
different combinations and levels of PSFs. If the analyst finds that the
relevant PSFs are particularly beneficial in a given situation, B lower
HEP than that given in the document may be assessed. For example, if the
HEP is stated as 0.003 (0.001 to uncertainty bounds), rather than use. the
nominal (best) estimate of 0.003, the lower bound of 0.001 or some other
value less than judged particularly unfavorable for reliable human
performance, the upper bound of 0.01 might be used. In the Handbook, the
uncertainty bounds are estimated to include, the middle 90% of the true
HEPs for the task and combination of PSFs identified. To simplify the
analysis, the uncertainty evaluation process in Section 3 is recommended,
since this applies the performance shaping factor analysis to the overall
assessment of an entire task.
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LIST OF ABBREVIATIONS

AEA - Atomic Energy Authority
CSN - Consejo de Seguridad Nuclear (Spain)
EdF - Electricité de France
BOAT - Expanded operator action tree
EPRI - Electric Power Research Institute
ET - Event tree
FT - Fault tree
GRS - Gesellschaft für Reaktorsicherheit (FRG)
HCR - Human cognitive reliability
HEP - Human error probability
HPSI - High pressure safety injection
HRA - Human reliability analysis
IEEE - Institute of Electrical and Electronic Engineers
INPO - Institute for Nuclear Power Operations
LER - Licensee event report
LOCA - Loss of coolant accident
MAUD - Multi-attribute utility decision
MFW - Main feed water
NPEC - Nuclear Power Engineering Committee
NRC - Nuclear Regulatory Commission
NSAC - Nuclear Safety Analysis Center
NSF - National Science Foundation
NUS - NUS Corporation
OAT - Operator action tree
OECD/NEA- Organization of European Community Development/

Nuclear Energy Agency
PORV - Pressure operated relief valve
PRA - Probabilistic risk assessment
PSA - Probabilistic safety analysis
PSF - Performance shaping factors
PWR - Pressurized water reactor
RHR - Residual heat removal
SG - Steam generator
SHARP - Systematic human action reliability procedures
SLIM - Success likelihood index method
SRD - Safety & Reliability Directorate (U.K. Atomic Energy Agency)
THERP - Technique for human error rate prediction
TMI - Three Mile Island (U.S.A.)
TRC - Time reliability curve
USNRC - United States Nuclear Regulatory Commission
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