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ABSTRACT 

Conventionally, a reliability concept is considered together with 

both each basic unit and their integration in a complicated large 

scale systems such as a nuclear power plant (NPP). Basically, as the 

plant's operational status is determined by the information obtained 

from various sensors, the plant's reliability and the risk assessment 

is closely related to the reliability of the sensory information and 

hence the sensor components. However, considering the relevant infor

mation-processing systems, e.g. fault detection processors, there 

exists a further question about the reliability of such systems, 

specifically the reliability of the systems' decision-based outcomes 

by means of which the further actions are performed. To this end, a 

general sequential decision reliability concept and the failure rate 

assessment methodology is introduced. The implications of the metho

dology are investigated and the importance of the decision reliabili

ty concept in system operation is demonstrated by means of sensory 

signals in real-time from the Borssele NPP in the Netherlands. 
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1. INTRODUCTION 

Due to some serious nuclear reactor accidents in the last decade, the 

reliability and the risk assessment of nuclear power plants (NPP) has 

gained a paramount importance basically in accordance with the prin

ciple of "safety first". In the relevant studies, in the first place, 

reliability and probabilistic risk assessment are the essential con

siderations on which plant's ultimate status of being "safe" is 

based. As the plant ages, the probability of failure of reactor com

ponents increases. Conventionally, the reliability concept is consi

dered together with both each basic unit and their combination form

ing the NPP system and accordingly, its operational reliability and 

relevant risk assessments are performed. Basically, as the plant's 

operational status is determined by the information obtained from 

various sensors, the plant's reliability and the risk assessment is 

closely related to the reliability of sensory information and hence 

the sensor components and the attached devices at large, indicating 

malfunctions, if any. The development of fault detection processors 

in plant operation may result in significant savings in the number 

and duration of the plant's down periods and may improve operational 

reliability and performance. 

With reference to the above-mentioned information-processing systems, 

their reliabilities are considered and assessed, at large, the relia

bilities being based on the individual components' reliabilities. 

However, in such systems, the system itself can be in a position to 

make a decision to report the status of the plant of which it is in 

charge for surveillance. From this point of view, there exists a need 

for further consideration of the reliability of such systems, in par

ticular the reliability of the system's decision-based outcomes by 

means of which the further actions are performed. To this end, in 

this study, a general sequential decision reliability concept and a 

failure rate assessment methodology is introduced for systems in 

which decision making is an integral part of the operational process 

as described in the subsections which follow. 
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2. DECISION RELIABILITY CONCEPT IN STOCHASTIC SYSTEMS 

In the statistical terminology, decision-making is an important con

cept and it plays an important role, in particular in estimation 

probleas. For instance, in a point estimation problem several deci

sion-making- rel a ted definitions, such as decision function, loss 

function, risk function, etc. are required to proceed. In such cases, 

decision-making ensues the outcomes based on probabilistic considera

tions in which time does not take place. On the other hand, in stoch

astic systems, system dynamics is identified by means of stochastic 

signals and any decision-aaking process to be performed is generally 

expected to be carried out at the point of time t, complying with the 

data available up to time t. 

In parallel with the development of computer technology, there is a 

strong trend in signal-processing applications from off-line to 

real-time. This trend can be seen in both applications, namely by 

instrumentation known as hardware and by fast computers running 

appropriate programs known as software. In either mode of applica

tions, the real-time data processing is essential and common. One of 

the important goals of real-time data processing is the surveillance 

of the system under consideration for the purpose of fault-free ope

ration. This implies that any abnormal operational status has to be 

identified in the incipient stage before any serious malfunction de

velops as result of negligence or insensitivity which might be the 

case for both signal and fault detection. In any case of real-time 

operations, it might be necessary to make decisions at the current 

time about the status of the immediate past. Therefore, since in the 

stochastic systems decision-making is based on the probabilistic 

considerations, the new variable, namely time, let the case turn out 

to be a stochastic process, the relevant probability density function 

(pdf) being estimated statisfactorily, in most cases. 

In nuclear systems, utilization of noise techniques for surveillance 

and diagnosis purposes is gaining recognition, especially in the last 

decade. There are various advantages using these techniques, since 

the random parts of the signals are rich of information and an NPP is 

full of such signals. In return, a drawback noteworthy to mention is 

probably the requirement of relatively elaborated signal processing 

techniques for information extraction from random data. In such moni-
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toring systems, system performance is dependent upon the sensory in

formation cosing fro» the sensors placed in various places in the 

reactor. The signal analysis techniques can broadly be divided into 

two major groups. In one group, the signals are recorded continuously 

for later analysis. This type of analysis is termed as off-line ana

lysis and especially Fast Fourier Transfor» (FFT)-based frequency-

domain techniques are exhaustively applied in the 70's. In another 

group, the signals are processed immediately when the data become 

available in the continuous time basis. This mode of analysis is 

termed as real-time and especially time-series based time-domain 

techniques have been prevailing for analysis since the beginning of 

the 80's. 

In particular in NPP surveillance the real-time processsing of sig

nals is essential, since early failure detection and the immediate 

preventive action are required for safe operation. 

One of the important concerns in taking such immediate actions is the 

decision-making. In off-line noise analysis, decision making is 

purely probabilistic assessment. However, in real time analysis the 

same process becomes a time-dependent process as the amount of 

information is limited by the on-going moment; namely, the present 

time known as real-time. Accordingly, considering the surveillance 

algorithm run in a fast enough processor as a software device, its 

failure is dependent upon time, the formal definition of the device's 

reliability being verified, at large. As the performance of the de

vice is determined by the decision-based outcome, the device's relia

bility is equivalently expressed by means of the concept of decision 

reliability introduced in this study. 

Although the majority of the sensory signals in an NPP is in analog 

form, in order to be able to process them by means of a digital com

puter they are sampled and cast into a digital form. Therefore, the 

derivations below are carried out assuming the data in hand are ran

dom and in digital form. However, these are by no means central to 

the problem and the same considerations equivalently apply for con

tinuous-time data. 

In general sense, in order to be able to carry out a reliability 

assessment before a decision is made, the considerations which will 

be followed by the decision have to be known. For a random data se

quence, different statistical tests can be devised as criteria to 
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base a particular decision to be Bade. In this context one of the 

essential tests is known to be hypothesis testing in the statistical 

terminology and in this study adoption of such a test procedure is 

assumed. Statistical hypotheses are extensively treated in the lite

rature of probability and mathematical statistics [1]. 

Before proceeding further, the following related formal definitions 

are essential. 

- A statistical hypothesis is an assertion about the distribution of 

one or «ore randoa variables. If the statistical hypothesis speci

fies t**e distribution at large, it is called a simple statistical 

hypothesis; if it does not, it is called a composite statistical 

hypothesis. 

- A test of a statistical hypothesis is a rule which, when the expe

rimental sample values have been obtained, leads to a decision to 

accept or to reject the hypothesis of concern. 

- Let R be that subset of the saaple space which, in accordance with 

a prescribed test, leads to the rejection of the hypothesis being 

considered. In this case, the region R is called the critical re

gion of the test. 

- The power function of a test of a statistical hypothesis H is that 

function, defined for all distributions under consideration, which 

yields the probability that the sample point falls in the critical 

region R of the test. This implies that it is a function which 

yields the probability of rejecting the hypothesis under considera

tion. The value of the power function at a parameter point is 

called the power of the test at that point. 

- Let Hfl represent an hypothesis which is to be tested against an 

alternative hypothesis H. in accordance with a prescribed test. The 

significance level oT the test or, in other words, the size of the 

critical region R is the maximum value of the power function of the 

test when HQ is true. 

Let us denote the power of the test when HQ is true by the symbol a 

and the power of the test when H. is true by the symbol 1-0. In the 

terminology of statistics a is the probability of committing a Type-I 

error as the rejection of H_ when Hn is true, and p* is the probabil

ity of committing a Type-II error as the acceptance of H^ when H. is 

false. 

The error probabilities a and 0 are usually determined by the nature 
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of the problem:. Consider the problem of discriminating between two 

simple hypotheses: 

H - 0 * 8 H - 6 * 6 
n0 • 0 * 1 1 ' 

so that we concentrate on the cumulative distribution function 

F (X 0) of the observations x.. x_. — x given the parameter n n.o 1 e. n 

8 * 8 8 ; n is the sample number. 

We defined the operating characteristic function Q{8) as the proba

bility that H n is accepted as a function of 8, and the power function 

P(8) as the probability that H is accepted as a function of 8. 

'•posing the validity criteria P(n<»|8)=l for *s®n.Öt.
 we write 

Q(60) i 1-a , 0.(8^ i p . 

Thus* the statistical test will always sake a decision given a finite 

nuaber of observations when 8=8_ or 8=8 . The test will correctly 

accept H_ when 6*8n at least IOO(I-Q) per cent of the tine and will 

correctly accept H. when 8*8 at least 100(l-fJ) per cent of the tine. 

By Beans of the statistical definitions made above, several tests can 

be devised. Among these, aention «ay be oade of the Neyman-Pearson 

test, sequential probability ratio test (SPRT), Bayesian test, like

lihood ratio test, and so forth. However, at this point a question 

arises; namely, which statistical test would be the most appropriate 

for the case in hand. All tests have their own merits. In particular, 

except the sequential tests [2], the other test methods employ each 

time a fixed number of samples named as "data block" that it is not 

desirable for continuous time (real-tine) experiments. On the other 

hand, SPRT processes the sequence of observations successively and 

the test is terminated as soon as the test proves positive after the 

last incoming data in contrast to the last incoming "data block". 

In the above described procedures, as one immediately sees, each of 

the criterion employed is individual and they are not equivalent. 

Therefore, a unified common criterion is needed, reflecting the 

accuracy of the tests on a common basis, although in each case com

monly the test in hand is ended as soon as the criterion is satisfied 
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and appropriate decision is made for further action. In this respect 

another point of concern is the following: 

Although one can assume that the test can be devised such that it 

provides enough accuracy to make decisions, in aost cases the price 

paid for the accuracy achieved is the increase of the alar» failure 

(AF). To reduce AF probability keeping the FA probability constant, 

besides one-stage algorithms, algorithms employing two-stage [3] and 

even three-stage [4J anomaly detection procedures are described in 

literature. Because of the features of the statistical tests, the 

methods based on these tests are essentially used for signal valida

tion and sensor surveillance applications rather than for reactor 

surveillance task in real-time. For NPP surveillance more elaborated 

techniques are required, satisfying some particular optimality or 

favourable trade-off between AF and FA probabilities. In this re

spect, as an example, pattern recognition techniques are getting 

importance in the applications. Concerning all these different me

thods, decision-making is the common part of the processes they per

form and therefore the assessment of the methods' reliabilities would 

enable one to judge the performance superiorities for various test 

cases. 
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3. RELIABILITY COKSIDERATIOWS 

The Type-I and Type-II error probabilities a and P. being deterrined 

by the nature of the proble», in innovations-based surveillance sys

tems, generally number of saaples exceeding a level called 'detection 

level', based on c or {I or both, is considered. In such a case, the 

number of saaples exceeding the detection level is described by a 

Binomial distribution. Thus, out of total n samples, the probability 

of getting at least k saaples exceeding this level is given by: 

p(iik) - I tjl a1 (l-a)*'1 . (1) 
i=k 

If we consider the saaples which are At apart in time as a sequence, 

the set of Bernoulli trials foras a stochastic process, i.e. the 

Bernoulli process. In this process let k represent the nuaber of 

events which we define each event, for convenience, as failure. 

Then, if we keep the nuaber. or rather, order of the failures con

stant, the nuaber of saaples required for this outcoae becoaes a ran-

doa variable as represented by it. The probability density function 

(pdf) of « is given by 

p(n) - |JJ"j) ok (l-a)*'* with n = k.k*l.k*2,... (2) 

If At i s saa l l coapared to the time of k-th order failure, the Ber

noul l i ! process i s approximated by the Poisson process, the pdf of 

the k-th order failure tiae being given by 

k k-1 At 
f k ( t ) - t

k , 1
 e for tiO . (3) 

where A. is the average nuaber of failures per unit tiae and constant, 

given by 

A » a/At . (4) 

Above, the failure-order k is seen to be an integer parameter. Howe

ver, in place of k, defining a new parameter x which can take any 

posit ive real value we obtain the pdf of gamma pdf of failures of the 

form 

V c ' r(x) * ° ' 



- 12 -

Then, for cumulative pdf. i.e. the failure distribution function 

F (t) is 
x 

t . vX-1 -Av 

Fx(t) » ƒ
 M' V(x) e dV = 7(AttX) ' {6) 

wh$ch is r-distribution, Y(At,x) being defined by 

i At 1 

T{At.x) - zq-r / u x _ 1 e u du (7) 
1 w 0 

as the incomplete gamma function. 

For the application of the above given results for the reliability 

assessment of decision-making we can consider any statistical case 

described before. To increase the reliability of the failure assess

ment, we care for that the test is not ended when the test results 

in once beyond the confidence boundaries prescribed. In place, we 

assume the result of the test is a Type-I error and therefore, in 

view of decision-making to reject the hypothesis Hn is clearly a 

failure. Hence, if we consider the fault-detection scheme as a device 

of hardware or software or both, the reliability function R(t) of 

this device is given by 

R(t) « e"At . (8) 

Expressing the time t in terms of number of samples n as 

t - tiAt (9) 

and using Eq. (4) 

R{t) - e"OT . (10) 

If we take the mean-life length (T_) for the reliability assessment 

and hence 

R{T0) = e"
1 - 0.368 . (12) 



- 13 -

As it is seen, this rather poor reliability in a fault-detection pro

cess, i.e. decision reliability for fault declaration. 

To improve the decision reliability, higher failure-orders should be 

considered. In this case, by means of Eq. 6, the reliability function 

takes the form 

Rx ( t ) • x - ? k i n""1 e"u du (13) 

and in terms of the number of samples n Eq. 13 takes the form 

Rk ( T , ) = 1 ' F(kT ; u e_U du = 1_T(aT,'k> • W> 

which, in the terminology of reliability, clearly represents a renewal 

process. 

The basic asymptotic properties of a renewal process derived from the 

renewal theory are [5]: 

(1) For an arbitrary distribution law F(t) 

,. Hit) 1 

t»« Z l0 

where K(t) is the renewal function, which is equal to the mean 

number of failures that occur up to the instant t. The interpre

tation of this result can be stated as follows: For a long inter

val of time, the mean number of failures that occur per unit of 

time is close to the reciprocal of the mean lifelength of the 

unit. 

(2) If the continuous pdt' f(t) approaches zero as t+», then 

lim h(t) - jp . 
t-»» 0 

This assumption ref lects the fact that with the passage of time, 

a renewal process tends to become stat ionary and i t s local cha

r a c t e r i s t i c s cease to depend on time. 

The above-given two resul t s clearly indicate why a device should not 

be used for a long time from the point of view of r e l i a b i l i t y . Indeed, 

in control and instrumentation surveillance systems Tfl may well be 

around unity, namely TR * 1/A = At/a. Accordingly, in the su rve i l -
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lance systems considered in this study, the fault detection processor 

is used only for short enough time for high reliability of its deci

sion-based outcome. This implies that the maximum number of samples n 

considered in the reliability calculation is restricted to less than 

100, the exact number being dependent upon the failure order k. Thus, 

the results of the reliability computations as a function of n for 

failure order kilO results in that the relevant reliability is close 

to unity and the corresponding failure rate h(n) is computed from 

h<"> ' 5(2) (l5) 

which is derived from the relationship h{t) = f{t)/R(t), as described 

elsewhere [6]. 

Therefore it is to conclude that, for instance, for a reliability 

figure of R21-10 for failure order k=10, the number of samples n 

should satisfy the inequality nS48. In this particular example, for 

n>i*8 the case is considered to be unreliable from R2 1-10 point of 

view and a "new" fault-detection processor is "supplied". In effect, 

this means the fault-detection processor considers always the last 48 

samples in the form of a "sliding window" as maximum, sequentially and 

counts the number of failures to decide if the case indicates an ab

normal operational status as this is the case for k=10. 
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4. INNOVATIONS-BASED DETECTION 

The innovations-based failure detection method implemented in this 

study is based on the signal modelling by lattice realization using 

Kalman filtering methodology. A brief description of the method is 

presented below, while a full description will take place elsewhere 

[73* The signal modelling relevant to this study concerns, in essence, 

an autoregressive (AR) process in the form of a finite impulse respon

se (FIR) filter acting on the data, a particular form of which is cal

led lattice structure as shown in Fig. 1. Studies on the theory and 

applications of lattice filtering took place extensively in literature 

in the last decade [8-12]. Such a structure has several desirable fea

tures which find various application areas. From the present imple

mentation view point, it orthogonalizes the input signal stage-by-

stage, so that the lower sections of the lattice structure remain the 

same while the model order of the lattice increases. This failure 

allows comparison of pattern vectors formed by the lattice parameters 

for feature selection in the process of pattern recognition. 

The identification of the lattice parameters, called reflection or 

PARCOR coefficients, is carried out by means of lattice realization of 

Wiener-FIR filter in adaptive form, the adaptivity being performed by 

Kalman-filtering methodology [13~l4]. The lattice realization of the 

Wiener-FIR filter is shown in Fig. 2. 

The standard space-state form for linear stochastic models using 

single measurement channel is given by 

x(n) * A x(n-l) • v(n) , (16) 

y(n) » C x(n) • w(n) , (17) 

where 

x(n) • state vector, 

y(n) • data observed, 

A • state transition matrix, 

C • observation matrix, 

v(n) * zero-mean white system input noise, 

w(n) * zero-mean wh4te measurement noise, 
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so that 

E[w(n) w(m)] - <£ 6ïm , (18) 

E[v(n) v'(m)] - gv<5nB . (19} 

<5 being the Kronecker delta, run 

The optimal state estimator corresponding to the standard state-space 

form is given by the discrete Kalman filtering equations of the form 

x{n) = A x(n-l) • K(n) [y(n) - C A x(k-l)] . (20) 

Pa(n) » A P (n-1) A
T • Rv<n-1) , (21) 

K(n) - P^n) C ^ C P ^ n ) CT+ o^ (n)]"1 , (22) 

P(n) - Px(n) - K(n) C P^n) , (23) 

where 

K(n) * Kalman gain, 

P(n) * error covariance matrix. 

For the derivation of the Kalaan estimator equations, there are ex

cellent texts [15~17]t and there is a variety of Kalman filtering 

applications, e.g. |l8|, which might be approached. 

In the adaptive implementation of the Kalman filtering methodology 

each lattice filter parameter is taken to be a state, so that they 

altogether form the state vector x(n) = g(n). One of the important 

features of the state-space approach is that it provides error cova

riance matrix of the states at each time step with the result that in 

a multidimensional space the probabilistic distance measure (D) which 

turns out to be the Mahalanobis distance [19] for normally distributed 

parametersf can be computed for feature selection and thereafter clas

sification and decision making based on the reliability criterion be

ing proposed by this research. 

The distance measure D is given by 
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D » (£"£)' I _ 1 (E'S) . (24) 

where g is the state vector, 

g is the reference state vector which is the mean of g, 

I is the covariance aatrix. 

As known from statistics, if g., g?, — , g have a multivariate nor-

mal distribution with probability density function (pdf) 

exp [-D/2] . (25) 
<2n)P/2 /J!] 

then the random variable D (a quadratic form in the g.-g.) which is 

defined by Eq. 24, is X1 (p), where p i-s the model order of the lattice 

structure. 

Now the problem can be stated in the following way. The normal state 

of the system is determined by a given stationary pdf of the state 

vector, A change in the system dynamics is reflected in a change of 

the pdf of the state vector, so that decision about a change 

(presumably indicating a failure) in the system dynamics becomes a 

test of hypothethis, i.e. the hypothetis assuming the system is in the 

normal state is tested against the hypothesis that it is not in the 

normal state (a change in the system dynamics took place). Hence, the 

critical size a having been given as a design parameter which is re

lated to the X2(p) distribution of the discriminant D, under the as

sumption of normally distributed (approx.) parameters [20], the se

quential reliability considerations presented in the preceding section 

can now be implemented. 
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5- APPLICATION TO NPP 

The sequential decision reliability concept introduced in this work is 

implemented using the Borssele NPP signals in real-time environment 

[21]. The on-line signal analysis system present at ECN is capable to 

process 32 signals from the NPP. For the real-time surveillance of the 

power plant Borssele (PWR) a large set of dynamic reactor signals has 

been linked since early 1982 through a special telephone line of 

about 200 km to a minicomputer at ECN to monitor the signals. 

The signal monitoring system is schematically shown in Fig. 3. where 

the NPP is built by KWU and is operating since 197^ under the manage

ment of NV EPZ (Electricity Production Company, the Netherlands). The 

plant's electricity power is ̂ 50 MW . 

The signal monitoring system consists of a patch panel (PP) where 90 

sensory signals are connected. The PP allows for a selection of 32 out 

of the 90 available isolated reactor signals. The signal conditioning 

part contains 32 programmable signal conditioning channels. Each chan

nel provides one input and two output signals; namely DC-signal 

gain of unity and AC-noise signal gain of aax. 2000. The AC-chain 

contains a high pass filter, a preamplifier, a low pass filter and a 

final amplifier in sequence, all being remote controllable from ECN. 

The signal conditioning unit (SC) can digitize the analog signal with 

1^-bit accuracy. The SC comprise a microprocessor unit and the system 

is operated under the control of a downloading program run by the main 

computer of the dynamic signal analysis (DSA) system at ECN. The pro

cessing of signals is carried out blockwise in the main computer, the 

block size being dependent on the sampling rate and the number of 

channels selected. 

The blockwise available reactor data stored in the common block of 

the main computer are made available to users commonly for the im

plementations of various surveillance techniques. In this context, 

the present application is performed in a VAX-Work-Station-3100, 

which is connected to the main frame computer system through a local 

network ETERNET. In the present application's algorithm each channel 

is individually selectable for real-time analysis. 

In order to demonstrate the role of reliability in the decision-making 

process, we have chosen the secondary system steam flow-rate signal 

(RA01.F001). This signal contains an energy band up to 2 Hz and the 
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analysis was carried out up to 4 Hz. The power spectrum of the signal 

is given in Fig. 4. The spectra of the steam flow signals of the two 

steam generators indicate flow resonances at about 1.0 Hz and 1.05 Hz 

with calculated damping of 0.109 and 0.116 respectively. The rms va

lues of the steam flows are about 0.259 and 0.200 t/h, the average 

steam flow values being 1350 t/h and 1318 t/h respectively. In the 

preceding analysis, we have used the steam flow signal of the loop 1, 

i.e. RA01.F001. 

The method of analysis described in the preceding sections is coded in 

the VAX-3100 workstation in FORTRAN and the block scheme of the algo

rithm is given in Fig. 5- In the program real-time reactor data are 

introduced to the program as input from the common block of the main 

computer and the program first determines the lattice parameters' vec

tor (g) dimension of lattice model order p. by the help of adaptive 

Kalman methodology, within a certain learning period the duration of 

which is prescribed in advance as this is indicated by the learning 

block in Fig. 5» The lattice parameters calculated in real-time are 

used to form the Mahalanobis distance for discrimination, which is 

termed as future selection in the pattern recognition terminology. As 

the Mahalanobis distance is assumed to be a x* random variable, clas

sification is performed using a threshold value (x*) in the xJ proba

bility distribution and the decision-making is performed by the help 

of the reliability considerations described. 

Real-time sensory signal of flow was analysed on-line with preselected 

settings and for further investigations data of 12 hr were recorded on 

a magnetic tape for the purpose of re-analyses to be performed using 

the same data but under different conditions determined by the para

meter settings involved. 

Time variation of the signal used for test in this study is presented 

in Fig. 6, where the signal is in ac form, having no dc component in. 

The ac signal is amplified by a gain of 200 and filtered with the cut

off frequency of 4 Hz. The signal presented is in normalized form, the 

normalization factor being 2 * 8192. During the observation the 

measured signal presented corresponding by all means to a normal 

operation. The following parameters were kept constant for the opera

tion of the failure detection system (FDS) based on the decision 

reliability; namely X' • 4, which corresponds to type 1 error < 0.005; 
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lattice model order p=5; i\-$G. Also some other parameters were 

allowed» namely the number of failures (k) was taken to be both 15 and 

25; the variance of the system input noise rv, i.e. the element of R 

which, being associated with the Kalman gain, plays tne role of a gain 

factor in convergence involved in the adaptation, was taken to be both 

-5 -8 

rv * 10 and 10 , in this particular implementation. It is note

worthy to mention that the smal lier the rv is, the slower the adapta

tion, i.e. FDS is less alert to follow the system dynamics. 

For the experimental conditions, indicated in Fig. 6, i.e. rv * 10 , 

k»2^, T»*50, no failure indication is observed, as one should expect, 

namely since the data being processed originate from an examplary 

failure-free signal of a normally operating reactor, the decision re-
-12 

liability for reporting no-failure is unity within the limit 10 

To test Uie performance of the FDS, the number of failures (k) was 

taken to be 15» which corresponds to lowering the reliability of the 

FDS relative to the preceding case, where k is equal to 25. In the 

latter case, the anomaly indications reported are presented in Fig. 7. 

where the false anomaly indications clearly reflect the degradation in 

the reliability of reporting anomaly, or in other words, the degrada

tion in the decision-making reliability which 'esults in an incorrect 

failure assessment. 

A particular test for the performance of the FDS was carried out for 
-8 

rv • 10 , k*?5 and n=50, where the system input noise variance is 

lower 3d relative to the preceding case. This corresponds to oblivious 

behaviour of the FDS for following the system dynamics. The variation 

of the resulting discriminant and the relevant anomaly indication is 

presented in Fig. 8, where the irregular variation of the discriminant 

and the ensueing failure indications of long duration are obvious. 

This case, in particular, corresponds to a very sensitive operation of 

the FDS, so that any perturbation of the system's dynamics is identi

fied. 
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6. CONCLUSIONS 

Decision reliability is an important concept in real-time decision-

Baking based applications. Generally, in a specific real-time experi

ment for a certain outcome decision-making can be carried out accord

ing to some criterion. However, if a criterion used for failure as

sessment in an experiment is not always the same for* the same experi

ment, another decision-making process may produce different results 

and comparison of the outcomes of these two decisions becomes diffi

cult. On the other hand, reliability is a well-defined concept that it 

allows one to make precise assessments about his system performance 

and the expression of the results in terms of reliability make it 

possible to evaluate all decisions in a correct perspective. In other 

words, among others, the decision reliability concept also serves as a 

motivating force for the development of different decision-making cri

teria and as the yardstick for evaluating them. On the other hand, in 

the application of the reliability criterion the following observa

tions are essential: 

- It is important to ensure that the signal covers the total dynamic 

range. This implies that the appropriate sampling frequency should 

be selected. 

- The operation of the failure detection processor based on the reali-

bility criterion is independent on the type of discriminant used so 

long as the statistical Type I and II error considerations are ob

served . 

- The method can be used directly on the discretized sensory signal, 

the algorithm being run in a fast computer, e.g. plant computer or 

an attached workstation. 

- Although the computations seem to be rather comprehensive, applica

tion is possible to multi-channel operation in real-time due to the 

adaptive nature of the method in time-domain. Attention is drawn 

that it is essential not to lose data during the real-time opera

tion. The importance of the case stems from the fact that the mis

sing data in real-time Imply a change in system dynamics, that it is 

assessed as a failure by the failure detection system. As a matter 

of fact, both cases belong to a failure incident, however, the na

ture of the failure In each case being totally different. 
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Fig 2 Lattice Realization of one step ahead prediction (PARCOR). 
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