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FOREWORD

One limitation of existing in format ion support systems is that t ht«
"end user" (i.e., decision maker) is not properly «accounted for in these
systems. Therefore, it is needed to consider how the information to be
provided by the system is going to be used and to recogni/e the cognitive
decision making process.

To discuss how to consider the end user as an integral part of
decision support systems (DSS) a Technical Committee Meeting on "User's
Requirements for DSS" was organised by the TAEA in Vienna from 28
November - 1 December 1988.

The meeting was attended by 4pj participants from 2? countries and
international organisations. Sixteen papers have been presented in three
technical sessions, which addressed the following areas;

Problem Identification
- Design of DSS

User's Considerations in DSSs.

This report, prepared by the participants during the meeting,
highlights the main insights from the papers and outlines what the main
issues are that have to be approached upon entering the aroct of ÜSS,
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1. INTRODUCTION

Human actions are of utmost importance in the safe operation of
nuclear power plants and of other complex technological installations,
The Three Mile Island and Chernobyl accidents with nuclear plants and
man»/ of the accidents in other industries indicate how human errors can
defeat engineered safety systems by initiating or even worsening accident
scenarios. On the other hand, timely and correct human actions have, in
many instances, prevented the occurrence or deterioration of serious
accidents. The complexity of modern plant's operation require that
operating staff and other decision makers should be assisted promptly to
diagnose and correct unusual situations. In recent years a number of
operator support systems have been developed. They include computerised
aids based on monitoring of critical plant parameters and expert systems
based on previously performed safety analysis. In this framework,
results of probabilistic safety assessments are an invaluable tool to
analyse possible outcomes of plant disturbances and to anticipate
corrective actions.

In February 1988 the IAEA organized an international conference on
y."Man-Machine Interface in the Nuclear Industry" in Tokyo, Japan. The

conference, attended by about 500 specialists addressed the areas of
Instrumentation and Control, Robotics and Artificial Intelligence.

The conclusion of the conference confirmed the need for computer
aids to assist operators in accident analysis and management, and warned
against overwhelming the operator with information. It also stressed the
need to base any design of man -machine interfaces on the information that
is really needed by plant operators and managers to perform their tasks.

The Proceedings were published by the IAEA in November 1988.



2. PURPOSE OF THE MEETING

One limitation of existing information support systems is that the
"end user" (i.e., decision maker) is not properly accounted for in these
systems. Therefore, it is needed to consider how the information to be
provided by the system is going to be used and to recognize the cognitive
decision making process.

The purpose of this meeting was to discuss how to consider tho end
user as an integral part of decision support systems (DSS).



3. TECHNICAL SESSIONS

The meeting was attended by 4% participants from ?y countries and
international organ! /a t ion s . Sixteen papers have been presented in three
technical sessions, namely:

Problem Ident if icat ion
De-sign of OSS
User's Consideration'? in DWSs

Main insights from the papers and discussions during fach one of
the three sessions is presented next;

SESSION I

The papers presented in this session covered a relatively wide
range of topics and considered Decision Support Systems (DS*5s) of various
forms, from expert systems to intelligent Human Computer Interfaces
(HCIs) to advance alarm recognition systems. Particularly for expert
systems and HCÎ , the concerns of the user perspective on Dtfîî are very
similar, for example, user modelling and communication. Whereas, other
concerns expressed referred to more traditional aspects such as effective
presentation, and implementation, and the provision of an empirical boise
on which to build our models. Perhaps in this sense, the insights from
the papers can usefully be divided into those describing now problem
areas and those emphasising problems which have been with us for some
time.

A new area of concern relating to DS8 wo s that of distributed
decision making. The contention that DSS were not used to their full
potential due to the underestimated role of commun i < <*t ion was a recurrent
theme. Decision making as a process was viewed as relating to a group's
(crew's) shared background of agreed values and preferences and the level
of confidence attributed to information brought into this process by (he
individual members. Conceptualising control room decision making in this
way necessitates the incorporation of a communication component in the
decision making model .



The organisational arid group contexts need further consideration as
their influente ou decision making is not clear. These issues need to be
addressed when implement ing Computerised Operator Decison Aids (CODAs).
It was pointed out that CODAs should meet the needs of the operator and
that thpse systems require more justification for implementation than
merely the fact that they are technicalJy realisable. The application of
CODAs should ideally proceed with sensitivity. Specifically, lack of
foresight in the design can lead to a disparity between the system and
the current operating routines and procedures. Furthermore,
implementation of a system without an appreciation of the user needs may
lead to the introduction of a nuisance variable, particularly if it
interferes with crew communie aUons and alters the perceived supervisory
structure.

To counter the above negative outcomes, user involvement in the
early stages of the design process will engender a feeling of 'shared
ownership'. However, even with well specified user needs, there remains
com er n about whether these human factors guidelines are being adhered to
by designers Similarly, the limitations of operator performance require
clarification, utnd in this respect simulator training may be a useful
source of information. Besides supplying information on performance
problems, which should be fed back into system and procedures
development, data from simulator trials can be used as feedback aimed at
raising operator awareness regarding their performance limitations which
should encourage operator acceptance and dépendance on the installed DSS.

There is currently much effort in the area of modelling, and while
this is a noble pursuit, there are many problems of validation. There
needs to be a concerted effort at reestablishing the link between model
building and empirical validation Possibly because of this perceived
weak link, there is a tendency to fall back on more established aspects
of operator decision support. Hot issues such as display formats,
information filtering and on-line emergency operating procedures were
frequently referred to. This is seen as a reaction to pure knowledge
based solutions which advocate pursuing and exhausting rule based
solutions.

The above is a statement concerning the realities of
implementation, not one which precludes research in these areas. There
is obviously a wealth of support that the operator can be supplied with
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-in the long run- which is conceived in the development of expert
systems. However, one must do justice to the operators and utilities
which will have to use this new technology. The danger of practice
outstripping knowledge is one which must be controlled by the systematic
analysis of user needs and the specification of what 'decision support'
actually means in terms of the decision making process.

Mentioning the role of communication, it is perhaps appropriate to
mention the role of management philosophy, as many people regarded these
aspects as peripheral to the main issue. The discussion illustrated how
ambiguous management policy statements can influence the decision making
activities of operators. People with first hand operating experience
were particularly vehement on this matter, Ambiguous policies can lead
to unsafe operation, with operator emphasis on maximum plant availability
and minimum down time.

The problems so far reviewed are reasonably representative, but one
must realize that these can be innurnerated upon and complexities added.
For instance, when endeavouring to model decision making, to realise any
practical benefits one must consider the realities of the control room
(CR) situation. Creativity and intuition have been cited as elements of
decision making, consequently personality variables will come into play;
multiply these with the various intensities of Performance Influencing
Factors in different CRs, arid the situation approaches one which is model
resistant. In this case generic models need to be very powerful in terms
of validity and generality.

In conclusion, from a pragmatic standpoint it may be advisable to
channel efforts into the development of error tolerant systems with
mitigation of consequences. Another fruitful area may be the evaluation
of organisational variables and crew dynamics, on the effectiveness of
normal operations as well as decision making elements,

In the discipline of PSA, a situation exists where models can
generate human error probabilities, but whether these probabilities are
veridical reflections of the real world is not so easy to establish. It
was also mentioned that the human reliability models used in PSA are
oriented towards estimating human error probabilities as opposed to
intention oriented simulation, However, practitioners who need to do
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safety assessments are using these models, tf in the discipline of DSS,
we can extract useful cements from the models we develop, then all well
and good, but let us not overlook the other areas in which considerable
progress can be made.

SESÄIOW 2

Design of DSS

(\ total of four papors were presented during the session. The first
by Mr. Björn Wahlström addressed the design of decision support systems.
He stressed especially the need to look into how design is carried out
with the aim of bringing forward better methods for controlling the
design projects. In the second paper Mr. Alexey Petrovsky talked about
general models of structuring the decision problem to form the basis of a
design of decision support systems. He also gave examples of decision
support systems that had been developed at his institute. In the third
paper Ms Andrea Schenker Wicki presented a concept for a crisis
management system intended for evaluating counter-measures for reducing
ingestion dose after a release of radioactivity. In her paper she also
gave a general structure of a decision problem and the requirements to be
put on a decision support system. In the last paper Mr, Frank Baldeweg
talked .about knowledge based diagnostic systems and their use in nuclear
power plant Me gave aHo some examples of prototype expert systems,
which have been developed at his institute.

In the discussion around the theme of the first paper it was noted
that one reason for available guidelines not to be used might be that the
designers are not willing to follow rules. One reason might be the image
of design as a creative activity which should not be guided by strict
rules. It was, however, noted that the quality requirements on the design
are pine ing a demand on a more structured design. The need for educating
the designers was brought forward.

It is apparently very difficult to do a proper cost benefit
analysis of the different functions of a decision support system.
Present methods seem to be based on engineering judgement.
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There was a lively discussion on the aim for the decision support
systems and it was stressed that the systems should be used not only for
emergency situations but, also for normal operation to give the operators
the necessary skill in operating the systems. The use of expert systems
only for normal operations could, however, make the systems trivial. At
the moment there is probably not enough knowledge available on plant
behaviour to design decision support systems aimed for the 'beyond design
basis' accident sequences. Tt was stressed that there probably is a large
benefit of smaller not so complicated expert systems. The point was
made, however, that integration of these simple systems considering
operator's needs is of utmost importance.

ft discussion on the division of the tasks between the automation
and the operator brought forward the idea that such rules which could be
formulated explicitely should rather not be put into the decision support
system, but should b«3 implemented within the automation. This path has
been followed in the present increase of the level of automation, and in
progressing further in that direction, one should be careful not to leave
the operators with complex unstructured tasks. Progressing according to
this path it seems that the operators in the future wilJ be managing the
operation of the plants rather than to be operators.

In response to the third paper there was a discussion on the need
for including politicians as users of the decision support systems. It
is, however, important to note that the politicians have been given the
responsibility to make the decisions in front of the public.
Ms. Schenker-Wir.ki also in the discussion stressed that the Swiss
authorities explicitely had asked for a decision policy not based on a
model where safety would be calculated in economic terms.

The following general observations could be made based on the
papers and the discussions:

1. There is presently a good amount of guidance for designing decision
support systems. There seoms, however, still to be problems in
getting that material into use. One remedy could be to improve
guidelines and training and education of designers.

2. One of the important requirements of the decision support systems
is to make them user friendly. This means that they should include
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different help functions, they should be easy to understand and
they should be validated together with the final users. Et may be
difficult to get comments from the users on early design
suggestion, but this can be improved by the process of rapid
prototyping.

3. Any decision support system built should be carefully integrated in
the environment of the operator. This means that the use of the
decision support system should be reflected in the procedures, it
should be integrated in the information system, it should be
utilizing the same standards as the other systems, etc.

4. The issues in the present work in the decision support systems can
be divided into two parts of which one is directed towards the
practical implementation of the proposed systems and concepts at
the plants. The other, more research oriented issues are looking at
possibilities for improvements in the present knowledge. The
discussion of the more theoretical issues can bo confusing for the
more practically oriented needs at the nuclear power plants.
However, it should be pursued in the framework of research in the
field.

5. There is a need also to consider the human-human communication with
its possibilities of misunderstanding, which may lead to more
serious errors.

SESSION 3

User's Consj-derations ini,JPS_Ss_

This session contained a total of five papers which addressed the
following topics:

User modelling,
The design of operator support systems/SPDSs,

- Risk management as an example of a concrete DSS.
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The five presentations and the questions they generated covered
many different aspects, and did partly overlap with and refer to topics
that had been addressed in previous papers and sessions. The following
highlights a few of the main points of particular interest.

The definition of user needs:

3n order to design a DSS and take user considerations into account
it is necessary to know what these are. This is, however, not an easy
matter, and a number of problems wore listed.

First of all, users may have problems in articulating what their
needs are. This is very similar to the general problem that is met in
knowledge engineering and knowledge elicitation, i.e. that users or
experts may find it very difficult to explain the things that they know
or are able to do. In terms of users' needs, most users are probably
quite satisfied with the systems they have, and must be hoxrd pressed to
explicitly describe which improvements they would require. Quite aside
from that, there may be the more psychological factor of not wanting to
provide too much information because of the fear, real or imagined, of
being replaced by a machine or a computerised system.

Secondly, users may not really know what their needs are. The point
was made that this might be because they did not know what the technology
had to offer, hence were unable to specify which facilities they would
like. That is, however, a slightly strange point of view. Surely, the
needs should not be driven by what the technology can offer, but rather
by the tasks arid the problems that arise through them. The user's needs
should be the real needs irrespective of whether the technology exists
which can provide solutions for them.

Thirdly, users may not really be the best people to ask about their
needs. Put differently, users may not be the experts that should be
consulted to define the user's needs for a prospective DSS. Human beings
are generally very good at recognising the regularities of the situations
they frequently experience, and to use these regularities to improve
their performance. But they are very bad at unpacking or extrapolating
the same regularities, to say nothing of imagining what these might be
for totally new situations. In that sense, the users will always reply
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from their current frame' of reference, while the real need for the
designer is to find out what the requirements are in a new situation, It
may therefore actually bo the designer who is the real expert on users'
needs, strange as it may seem. This does not moan that user
participation as such has no Importance in the design and development of
OSSs. On the contrary, the users should be involved in the development of
the system from an early point in time, if nothing else then for
psychological and organisational reasons. But it is up to the system
designers to explain to the users what the DBS is going to be like and
which functionality it will provide for the user. Once the user has
understood that, he/she car« then be of assistance in evaluating the
solution and help shaping it to provide the intended functionality.

Application of ÖSS -- what is their real roJe?

User considerations and user needs also clearly depend on what the
role of the DSS is going to be in the daily work. There- is a tendency to
introduce DSSs, and similar systems, as glamorous additions to the
current system, thereby often increasing rather than reducing the
complexity of the operator's environment. The role of the DSS must
therefore be clearly defined, for instance whether it is to support in
the case of accidents and other off-normal situations, or whether it
shouid address normal situations instead (or as well). One important
effect of that is the ease by which the system can be used. Clearly, a
system that is in daily use will provide a more reliable functionality
than a system that is only used now and then. Quite apart from the
deterioration of operator skills that will take place for infrequently
used systems (almost irrespective of the level of initiai training and
the availability of simulator exercises), the general trust of the
operator in the advice of the system will also be greater, thus, his use
of the system will be more confident and efficient.

It should therefore be seriously considered whether one should aim
for crisis m<anagement systems that only are to be used in exceptional
cases, or for more mundane extensions of the existing functionality of
the computers in the control room. It was clearly pointed out in several
papers, and in the discussion, that there is considerable scope for
improving safety and efficiency simply by following well-known ergonomie
guidelines for, e.g. procedure writing, information display, work place
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design, «te. DSSs may be used with great advc^ntage to ease the normal
functioning of the control room, and in the long run tho efforts of that
may be far greater than those of a more sophisticated system. Although
DSSs and expert systems may seem technological i_v attractive (for the
designer) one should consider their merits in a very detatched way. Ihore
is no doubt that AI technology, expert systems, decision support systems,
etc. can be of considerable value in the control room, but they should
perhaps be used with caution, i.e. just riot where the latest prob Jems
are. Much of the development of operator support systems appears to have
been a chase after the newest problems (accidents) w i t h the newest
technology, and slowly neglecting the existence of the old problems. This
is quite often due to the remarkable adaptivity of huriiuui beings, which in
the end ensures that any system, no matter how sloppy its design is, will
be used appropriately.

The contents of the user model:

The two papers that addressed user modeling took opposite views on
what the contents of the model should be. One paper suggested that iho
model should reflect the complexity of the task, i e. it should be a
model of the complex 'environment1 in which the operator hud to work,
specifically the dialogue structure. The other paper suggested that the
model itself should reflect some of the cognitive functions (or at lr>.-t»t
an artificial surrogate thereof) which lies underneath the operator's
actions. The first position is consistent with the vjow that the now
technology (DSSs, expert systems etc.) should be used to improve the
general functionality of the working environment U S S woujd therefore
be a servant to the operator who handles a largo amount of data The-
second position is consistent with the view that this can best be done by
equipping the machines with some of the intelligence that the operators
clearly have. DBS would be therefore a companion with which the operator
will dialogue. Both positions can be supported by theoretical and
pratical arguments, and there is probably not at the moment any way to
determine whether one of them is right and the other wrong, whether they
both are right, or whether both are wrong.
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Evaluation and Validation of DSS:

Assuming that the users' needs have been appropriately defined, and that
a DSS has been designed and implemented, Lhe third main question is
whether one can determine thôit the desired effects have been achieved.
Two main solutions to that were mentioned during the meeting. The first
is to make an experimontai evaluation or validation. This is clearly very
difficult, oind the several attempts that have been made so far have met
with limited success. The general rule seems to be that in order to
obtain results that are scientifically valid and statistically
significant, one is often required to tighten the experimental
restrictions to such a degree, that generalisations are hard to make. In
other words, the hard empirical facts may be difficult to obtain. It may
be that the effects are elusive in the first place and that the area is
ill suited to existing experimental methodologies,

A different approach is to rely on user evaluations, e.g. their
expression of satisfaction in questionnaires, interviews, etc. This is
again a rather unsatisfactory solution. The general experience is that
users after a while declare themselves satisfied with the systems they
ctre given to work with. This effect is well established in social
psychology and has been known since the 1920s, and it is no surprise that
it shows up in control rooms as well.

The third solution, and perhaps the only realistic one, is to make
a long term evaluation of the system in use based on a number of
predefined performance parameters. This requires that one can agree on
what the relevant performance parameters are (e.g. reduced number of
reported events, improved efficiency, reduced down-time, etc.) and that a
record is kept for a sufficiently long period of time. It, of course,
also requires that the system is in near daily use and this approach is
therefore not suitable for systems that are intended for rare situations.
Since this evaluation is rarely done (if ever) the conclusion seems to be
that there is really no need to make a performance evaluation once the
system has been installed, perhaps with the exception of a few cases
where licensing demands have to be fulfilled. This may reflect the nature
of the decision to develop the system in the first place, as a political
(or managerial) rather than a technical one. I.e. technology plays a role
in the actual design and development of the system, but not necessarily
in the initial decision to have it.
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The papers and the discussions raised a number of other issues that
all haue a bearing on the topic of user considerations, such as 'human
error', the influence of practical restrictions on system dove!opinent,
the specific role of OSSs in relation to other support systems (e.g.
diagnosis, prediction, ...), the updatiny of the information/knowledge in
the systems, the responsibility and liability in using the systems,
whether the operator is a single user, a group or an organisational unit,
how user models can be implemented in DSS, how user models can be used in
DSS design, etc. An issue that seemed to be rather controversial, was
whether 'violations' was a separate cause of failures, and whether there
were any 'hard' theories which could be used to either support or
demolish the arguments about the importance of violations for the safety
of WPP operation.
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4. GENERAL DISCUSSION

In this final chapter wo intend to summari/e the comments made
during the general discussions by all participants. These comments may
contribute, in addition to the summaries of the sessions and to the
original papers, to outline what the main issues are that haue to be
approached when entering the area of Decision Support Systems (DSS). The
list that follows is structured very schematics«]ly, and possibly
important items are missing as they were not mentioned during the genera]
discussions. Many of the issues following deserve more thinking and
research.

One item that was at length discussed concerned one characteristic
of human behavior, i.e. errors of "violations". As they may depend also
on the organisational realm in which they appear different opinions were
expressed whether this important type of error can be classified together
with other types such as mistakes, slips, lapsps, etc., or whether it
deserves <A different methodological approach,

I.0 Identification of DSSs

1,J Taxonomy of DSS
A taxonomy has been proposed in which DSSs are classified according
to two main dimensions: problems to be solved (well-defined,
semi-defjned, not defined) and monitoring tasks (operational,
lactical, strategical).

Existing DSS approach well defined problems of operational nature
and fan be fronted, according to Rasmussen, into a rule-base
beiiavior sfenario Future OSS will probably address semi-defined
problems.

1 2 DSSs can be viewed also from another perspective: whether they are
tools that help to organize and present the information to the
operators or whether they must be conceived as tools that create
new knowledge and help the operator in his reasoning. The first
type refers mainly to existing DSSs whereas the second type deserve
now developments and the use of new technologies (e.g.
connec t i oni st approach, etc.).

20



2 - 0 Con te. x t_of_ JDSS s

2.1 The importance to model the communication aspects into the DSS has
been repeatedly mentioned (see also summary of Section 1),

2.2 Embodying the "user model" into the DSS has given rise to different
opinions (see summary of Section 3 for a more detailed description)

2.3 Use of PSft for some DSS application has also been advocated,
especially for what concerns assistance to operation in respect to
technical specification requirements, maintenance and repair
planning, and overall risk management strategies. In fact, these
tasks are the object of the present efforts for establishing a
"living PSA",

2.4 The problem of the mathematical methods used in DSS, for example,
to simulate decision processes has boen highlighted as deserving a
wider discussion and exchange of experiences.

2.5 The user (operator) needs have to be taken carefully into account
in designing OSSs; these needs have anyway to be filtered by the
designers which govern more properly the capability and the limits
of existing terhnology. In order to bettor account for the user
needs it has bnen advocated to investigate and simulate
decision making processes more deeply to build new descriptive and
normative techniques for structuring decision processes that
account for human errors, inconsistencies, intransitivities and to
assure the correctness of the data base by improving knowledge
elicitaHon and representation models

2.6 Wot only the user needs must be contained in the DSS, but also the
"process" needs.

3,0 Uses_of DSSs

3. t Use of DSSs could be extended also to maintenance activities, (not
only operational tasks).
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3 2 DSSs have to be built also for preventing human errors and
subsequent crises to happen: restricting the use of DSS to manage
the crisis is too limitative,

3.3 In case of crises DSSs have to address the process of decision that
takes place in the crew: the operator is not isolated, the
decision process is carried out in a cooperative/collaborative mode
by the group members. Communication plays a very important role.

3.4 Most importantly, DSSs have to address processes of decision and
communication taking place in the organisation surrounding the
crew. We refer to problems semi- de fined of tactical and
strategical characteristics.

3.5 Eventually, it is the organization itself that has fco be redesigned
to allow for a correct processing of information technology
methods: this could imply intervention on the structure of the
industrial management of the plant as well as on the degree of
automation of the plant,

4 . 0

4.1 Introduction of DSSs must not stop our exhaustive search for
helping the operator through more conventional means.

4.2 Introduction of DSSs have to account also for an increase of the
present instrumentation in the reactor if trivial systems want to
be avoided .

4.3 Backfitting of DSS in old plants has to be carried out at an extent
that is comfortable with the situation of the particular plant.

5 • 0 Con s t ru et i on of „„.DSS s

5.1 The user has to interact during the design/construction phase of
the DSS: prototypes have to be readily built to help the user to
better formulate his wishes and/or to create new needs and new
requirements .
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6 .o

6.1 Validation possibilities of DSSs as well as of operator models have
been discussed at groat length. Tf from one side a request for
validation has been put forward in a pressing way by the utilities
(users), the difficulty of calibrating behavioural science models
attd/or products has been stated by psychologists
and human factor people. 3 1 has been suggested that instead of
validations we will have to deal with evaluations to be carried out
during one or more years of use of the tools. The problem will be
shifted to the identification of the possible indicators of
performance (soe also summary of Section 3).

6.2 It has been recognized that performing cost/benefit analysis for
assessing the effectiveness of introducing DSS into plant operation
can be done onJy based on engineering judgement.

7 • ° PSSjCharac t erist i c s

7.1 The following characteristics have been mentioned as relevant for
the operation of DSSs:

credibility
- robustness
- inspectability

maintainability

7.2 The issue of credibility is very much linked with the major problem
of ultimate responsibility in decision making.
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KNOWLEDGE BASED DIAGNOSTICS
IN NUCLEAR POWER PLANTS
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Abstract

In the paper to be given a special process diagnostic system
(PDS) will be presented, taking into account corresponding
user experiences. It must be seen the result of a long term
work on computerized process surveillance and control on NPP ;
it includes a model based system for noise analysis of m e c h a n i •
cal vibrations, which has been enhanced by using of knowledge
based technique (expert systems). The paper will discuss the
process diagnostic frame concept and emphasize the vibration
analysis expertsyst em RADEX , with the parts
- modelling (building a knowledge base)
- man-machine communication aspects
- implementation

INTRODUCTION

Increasing complexity of technological plants requires growing
effort for safety and efficiency of the plant processes. Especially
in crisis situations - mainly due to misinterpreting of signals,
alarms by the human operator - it could be very complicate to
assure a continous work of the plant.
Recent experiences in plant operation, e.g. in Nuclear Power Plants
have proven that conventional surveillance systems may fail in
those very situations, when their assistance is needed urgently,
causing shortcomings of the man-machine communication /!/.
There are some ideas discussed to bypass man in such high risk
systems, especially in abnormal operation states and to assure
security by a highly automized level of the control systems /3/.

In our opinion man must nevertheless remain a vital link in the
control loop: to achieve this, the decision capability of man in
a man-machine-syst em should be adequate to the decision require-
ments of the plan state.
This may be approached by
- adaption the parameters of the machine in the man-machine-syst em

to meet the specific properties of man, i.e., taking into account
certain requirements concerning function, technical realization
and ergonomie factors

- restricting the probability of predictable failures by using
early detection méthode, e.g. noise analysis, disturbance
analysis e.t.c.
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Of course, to increase capability of the security system remains
as an important requirment. Especially by the use of modern know-
ledge engineering methods (e.g. expert system technique) it should
be possible to reduce the gap between automatic and dialog-oriented
surveillance and control and to reduce the number of automatically
initialized trips /4/ . The scope of their tasks comprises detection
of system failures, finding out of primary causes, prediction of
consequences, alarm handling, and checking the validity of sensor
data. Especially in a problem solving process like that of techni-
cal diagnosis, some relevant tasks should be overtaken be the
comput er due to
- memory capacity available for a large amount of detailed infor-

mation
- speed of informational operations
- non-existing subjective drawbacks
- to widespread the knowledge of the best experts, filling the

gap between individual levels of expertise
But especially predictive diagnosis proves difficult for inspec-
tions of internal parts of the plant; they are possible only at
long time intervals. Often in addition, only major faults ca be
detected during maintenance measures. By the use of noise analy-
sis methods informations about internal processes and states can
received /?/ • Mechanical v i b r a t i o n s for instance can be infered
form various signals e.g. neutron flux, body sound, pressure,
coolant flow e.t.c.
The interpretation of these signals is d i f f i c u l t because of the
complexity of relations between components of noise signals and
the process initiating them, and the number of these processes.
Exact algorithmic solutions seem to be not applicable, rather do
semiempircal approaches that compare the components of noise
signals from d i f f e r e n t detectors with reference data. In this
case, the experience of human reactor diagnosticians are valuable.
Only few experts apply knowledge of this kind actively and compre-
hensively. Expert systems are suitable to widespread this know-
how in form of operator support systems.
In the paper to be given especially a diagnosis system for the
analysis of mechanical vibrations of reactor components (core
barrel, control elements) will be presented. Vibrations of these
kind are undesired; they are surveilled in many reactor plants.
The vibration diagnosis system (VDS) must be considered a partial
system of a complex process diagnostic system PDS, furthermore
i n t e g r a t i n g the disturbance analysis system SAAP-2 /!/.

The noise analysis system has been first of all installed separatly.
The coordination of the both partial systems have not been satis-
fying yet; especially due to the very complicate know-how of diag-
nosis, which has to be activated by the plant operator and due to
some special problems in the computer controlled dialogue.
By using of knowledge based technique the capability of those
systems are being enhanced. The advantage of such technique there-
fore is twofold, at least.
Firstly: the informational structure of the partial processes
monitoring, interpretation of process states, diagnosis of faults,
planning of recovery actions becomes more efficient.
Secondly: a suitable natural language oriented man-machine dialogue
will be possible.

28



THE PROCESS DIAGNOSTIC SYSTEM (PDS)

Aims
The process diagnostic system, PDS essentially consists of the
disturbance analysis system SAAP and the noise analysis system
VOS. They are parts of the decentralized hierarchical informational
system HIS. (figure 1} which has been developed for monitoring and
control of the Rossendorf Research Reactor /!/. comprising the func-
tions :
- surveillance
- process analysis
- optimal power control
- start-up and shut-down

coit/rol -roD.'iv
instrumentation

•Seriell interface

process
momloring

power
control

atari-up
.shut-down

control
noise

analysis

/j/iyjica/ and lec/mo/ogi'ca/ process of (he reactor system

F1G.1. Structure of the distributed control system HIS.

It is meant to be a prototypical solution for large scale techno-
logical plant automation.

Archi tecture (figure 2) :
Following the concept mentioned above, SAAP was intended to ease
tasks of man by extending the scope of autonomous problem solving
as well as amending man-machine-in t eraction . Prinz ipally, desig-
ning of man-machine interfaces means to define and coordinate
automatic and interactive components.
a) automatic diagnosis: it creates an-d updates a process image

in computer memory and makes it accessible for interactive
diagnosis

b) interactive diagnosis: it makes the results of automatic
diagnosis visible for the operator, following a top-down
strategy from general categories to details about single
events.
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FIG.2. Generalized 3-level architecture of the process diagnosis system.

The knowledge-based extension is designed with a 3-level archi-
tecture (figure 2) :
Level 0: provides raw data for further analysis. The scope of the
tasks reaches from simple limit checking of analogue value to
complex numeric calculations to compute symptoms necessary for
advanced diagnosis.
Level 1: a separate analysis module for each physical partial
system is implemented. From symptoms given by level 0 they deduce
possible consequences. Degree and dynamics of disturbances are
determined to be heuri s t i cal1 y evaluated later.
Level 2: heuristic evaluation, which partial system should be
considered, is carried out; the required mode of operation
(operator-of menu-driven) is inferred from the actual process
states, specific information about the operator as well as from
his input, possibly given menu-or command-oriented. The know-
ledge necessary for such inferences is represented as production
rules.
The knowledge based version of the process
integrates the noise analysis system,
of mechanical vibrations of

diagnostic system PDS
e.g. for the identification
technological components.

Han-machine-aspects
Efficiency of surveillance and control, especially process diagno-
sis, and the capacity of man-machine-communicat ion must be seen in
a strong relation. These tasks, e.g. diagnosis, have to be executed
in real-time. The results must be presented and understood within
the context of human diagnosis , as an integral part of cognitive
processes .
Advanced operator support systems for power plants (e.g. NPP) ,
including more intelligent components like expert systems, support
knowledge-based problem solving by the operator staff. The man-
machine interface has to consider this fact. It seems to be neces-
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sary to turn over from currently widespread used computer controlled
dialogue to a user controlled dialogue using natural language.
By the use of AI methods such an " i n t e l l i g e n t power" should be
reached, that the computer unterStands the operator in any
situation.
The interface to the human operator should be a natural language
one. but support other inputs like function keys e.t.c., too. By
means of an associative memory the original inputs are translated
into reduced one's using a restricted word set ( elecninat ion of
synonyms) .
The reduced input is translated in a second step into a knowledge
representation considering the current context and background know-
ledge. This step includes language analysis which is based on the
ideas of word understanding.
It is expected that the information exchanges between the man-
machine interface processor and other one's occurs via a Local Area
Network (LAN) . For this reason the knowledge representation is
written on a "blackboard", where other processors can read the
information after activating. In the same way the results of compu-
tation are given back to the man-machine interface processor of
curse as a knowledge representation which is transformed into an
adequate output.
A major part of the system is the self organizing data base. Up to
now we favour an associative memory designed in software; a so-
called "serial net". It allows to compress large character strings
to simple numbers and therefore speeds up the internal work of the
c ompu ter.

THE VIBRATION ANALYSIS EXPERT SYSTEM RADEX

Ai m s
The system which may be considered a partial system of the process
diagnostic system (s. figure 2) is intended to advise the operator
in selecting test procedures in regard to their potential decision
capability, application constraints and minimization of costs. It
bases on the assumption, that all significant reactivity and trans-
mission effects become visible in neutron flux fluctuations. Special
emphasis is devoted to core barrel motion and vibration of control
elements of the reactor. The conventional system is well established
By using the expert system technique the following special expert
experiences are tried to be integrated:
- probability of di-fferent possible causes for given faults
- capability, constraints, and costs of test procedures
- experimentally developed vibration models for reactor components
- empirical interpretation of signal features in terms of diagnostic

and therapeutic concepts.
Only few experts apply knowledge of this kind actively and com-
prehensively. Expert systems are suitable to widespread this know-
how in form of operator support systems. In the application area
considered the following features of expert systems are of major
importance:

1. transparent knowledge representation by explicit, symbolic,
and modular pieces eases adaption to specific and often
changing working conditions
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2 . domain experts perform p r o b a b i l i s t i c reasoning to reach at
diagnostic hypotheses

3. diagnosis is focused by heuristic informotion (probabilities.
costs, priorities)

4. e x p l i c i t knowledge representation is a necessary p r e c o n d i t i o n
for a u t o m a t i c consistency checking, which becomes more i m p o r t a n t
as knowledge of d i f f e r e n t experts should be i m p l e m e n t e d .

Non-critical time requirements (due to a p p l i c a t i o n conditions)
by now, ease the use of expert system technology for the purpose
i n t e n d e d . Our system is based on the assumption t h a t . a l l signifi-
cant reactivity- and transmissions-effects become v i s i b l e in neutron
flux fluctions. From initial facts p r o d u c t i o n rules «ire fired in
forward chaining mode to establish general h y p o t h e s e s , e.g. vibra-
tion of certain reactor internals. These hypotheses can be verified
and refined by backward chaining in successive steps. For this
purpose, additional sources of information (pressure, sound and
flow signals) are exploited. In general, the acquisition of pro-
cess parameters comprises the usage of rath«r complicated numerical
approaches and physical experiments. The expert system is i n t e n d e d
to advise the operator crew in selecting l e s t procedures in regard
of t hoir p o t e n t i a l decision c a p a b i l i t y , a p p l i c a t i o n c o n t r a i n t s , and
m i n i m i z a t i o n of costs.

Arc hi tec ture
The architecture of the noiso un n lysis e x p o r t system may bt; seen
from f i g u r e ? . It comprises the t h r t> t> l e v e l s
- sign n 1 fjcquisition (0. l e v o l )
- sitjn.-il analysis (1. level)
- diagnosis strategy (2. lave!)

0. level: the basic i n f o r m a t i o n is sum p le ci: neutron flux fluctua-
t i o n s , accelerator or body sound, p r ess LI re and coolant flow.

1. l e v e l : the first step is lo achieve s i g n i f i c a n t signal func-
tions and parameters (auto-, cross cor r e l a t i o n s f u n c t i o n . power
density, coherence and phase shift relations). Figure 4 e.g.
shows the autospectral density of d i f f e r e n t n eutron flux signals
(in the frequency regions between 2 , . . 3 Hz there are significant
resonances, caused by flow induced m o t i o n of the c o n t r o l ele-
ments); the next step is to get i n f o r m a t i o n about the system by
interpreting the estimated signal f u n c t i o n s . There e.g. direct
(mathematical and physical models) or indirect m e t h o d s (pattern
recognition) can be used to find t lie relations between process
parameters and the specific noise sources an the one side and
noise sources and the signal functions at th<? other side.
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level: the computations of the 2. level are supervised by
heuristically developed rules, which determine a sequence
of tests suitable to find a correct interpretation for the
actual situation: in more detail from initial facts produc-
tion rules are fired in forward chaining mode to establish
general hypotheses, e.g. vibration of the reactor barrel.
These hypotheses can be verified and refined by backward
chaining in successive steps. For this purpose, additional
sources of information (pressure, sound, flow signals) are
exploited (1., 2. level). In general, the acquisition of
process parameters comprises the usage of rater complicated
numerical approaches and physical experiments.
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FIG.5. Draft of the natural language processor.

User requirements

RADEX was designed as a consultation system. Supposing the
occurrence of an abnormal situation, the user will ask RADEX
for diagnostic support, especialy to determine an effective
test strategy. This option is primarily responsible for the
vital importance of some special requirements, which must be
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fulfilled to finally gain user acceptance as a beneficial
diagnostic aid:
Dialog : The menu-driven dialog between RADEX and the user
promotes ease of access to all relèvent informations and both
efficiency and security of interaction. By special function
keys the user can initiate additional procedures, e.g. "number-
crunching" routines for data-to-fact conversion.
User Control: In normal operation mode RADEX actively directs
the consultation. But the user can take over control as well.
At the beginning of each session be can modify the agenda by
excluding improbable ones. Direct input of facts, which may
focus the attention on other hypotheses, is permitted at any
time.
Explanation: HOW special diagnoses, intermediate hypotheses or
facts have been obtained meanwhile, WHY the user is asked for
some facts and WHY-NOT alternative diagnoses could be confirmed
are rather standard explanatory capabilities of expert systems.
They increase confidence in the results achieved as well as
support trouble shooting«
Reaction Time: Using a compiled knowledge base the speed of
internal operations has been increased. For the extend of the
knowledge base available yet, the resulting reaction time meets
the user demands. Further extensions of the knowledge base will
be met by incorporating indexing schemes.
Multiple Use: Descriptive Programming, that means separating
knowledge from its application, offers the opportunity to
explicit the same body of knowledge for different purposes.
Besides its diagnostic capability, RADEX serves as a knowledge
storage. Browsing through,the knowledge base is completed by a
context sensitive supply of text files. They contain informa-
tions about the physical nature of facts, the methods they can
extracted with, and peognostic and therapeutic knowledge.
Tutoring and simulation will require additional features, e.g.
didactic methods and handling of different data contexts.
Installation: RADEX has been implemented in a version of
PROLOG which runs on standard hardware (PC). For this reason,
an operating environment: the user is customised with, access
to conventional programs and data bases as well as connections
to other computers (a main frams for large scale computations,
preprocessing units) facilitate user acceptance and the harmonic
interpretation within a superordinate automation system.

Instrumentation and implementation

The instrumentation of the noise analysis partial system is
shown in figure 3. The physical values are normalized and
transformed. The time averaged part u(t) and the noise part
u(t) are selected and suitably processed either off-line or
on-line. A monitor may be used to supervise special known
noise sources.
It is implemented on a 16-bit microcomputer system as the thigh
level part of the distributed control system HIS (see figure 1).
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CONCLUSIONS

The current version of the vibration analysis expert system is
of pilot character. It is dedicated to introduce plant operators
in using computerized diagnosis tools to motivate them for
further cooperation. Further training will incrementally enhace
their expertise in handling the system and to contribute to the
acquisition of knowledge:, which would enable the system to make
suitable decisions in a wide range of situations.
Emphasis is devoted to the computerized bases for creating and
managing knowledge bases (expert shells) and the development of
special hardware solutions (e.g. associative neuron networks)

The system is a partial system of the overall process diagnosis
system; the AI components are punctual solutions, yet. Some
effort must be done to integrate them into the overall system
to expand it to an operator assistent with multiexpert pro-
perties .
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Abstract

The principles of human-computer interface (HCI) realizations are
investigated with the aim of getting closer to a general framework
and thus, to a more or less solid background of constructing per-
spective efficient, reliable and cost-effective human-computer in-
terfaces. On the basis of characterizing and classifying the differ-
ent HCI solutions, the fundamental problems of interface construc-
tion are pointed out especially with respect to human error occur-
rence possibilities. The evolution of HCI realizations is illus-
trated by summarizing the main properties of past, present and fore-
seeable future interface generations. HCI modeling is pointed out to
be a crucial problem in theoretical and practical investigations.
Suggestions concerning HCI structure (hierarchy and modularity), HCI
functional dynamics (mapping from input to output informations),
minimisation of human error caused system failures (error-tolerance,
error-recovery and error-correcting) as well as cost-effective HCI
design and realization methodology (universal and application-ori-
ented vs. application-specific solutions) are presented. The concept
of RISC-based and SCAMP-type HCI components is introduced with the
aim of having a reduced interaction scheme in communication and a
well defined architecture in HCI components' internal structure. HCI
efficiency and reliability are dealt with, by taking into account
complexity and flexibility. The application of fast computerized
prototyping is also briefly investigated as an experimental device
of achieving simple, parametrized, invariant HCI models. Finally, a
concise outline of an approach of how to construct ideal HCI's is
also suggested by emphasizing the open questions and the need of
future work related to the proposals, as well.

Introduction

Man-machine system operation and especially human-computer system
functioning attracts increasing attention in theoretical and practi-
cal investigations because of increasing man-machine system complex-
ities and increasing risk of system failures.

This contribution tries to make an attempt to characterize some ba-
sic problems and to provide some suggestions concerning human-com-
puter interface operation, modeling and design, with the aim of get-
ting somewhat closer to efficient and reliable perspective man-ma-
chine system solutions.

However, as it is indicated by the title, there is no ambition in
the paper to formulate any kinds of ready recipes. Rather, a medi-
tating and certainly provocative way was selected and the only at-
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tempt of the contribution is to collect some aspects of investigat-
ing the very complex problems of human-computer interfacing.

The in te.r£ac ing problem C 2 ], [ 11 ]

The fundamental task in man-machine system (MMS) design is generally
to find

- error-free (or at least highly reliable),
- efficient and
- cost-effective

solutions to the system's functional specifications.

Although the "cost-function" is always prescribed on the full system
function, i.e. on the complete system, the way of solving the design
task relies in general on composing reliable, efficient and "cheap"

- components (human operators on one side and physical objects,
i.e. machines on the other side), together with

- component-interconnections in the form of interfaces.

Reliability, efficiency and cost of the components can be governed
by

selection, teaching, training, examining etc. of the humane
and by

- design, manufacture, test, maintenance etc. of the machines.

Tn addition, for full benefits,
- maximum monitoring on the machine side and
- minimum (or, better to say, optimum) physical, mental and
psychical load on the human side

are generally aimed at, and thus, the highest possible reliability
and efficiency of the working system is tried to achieve.

However, there is a fundamental problem in the application of the
mentioned method, namely that even perfect components can result in
imperfect system operation because they perturb or disturb the oper-
ation of each other.

The only way - and thus , the key - of overcoming this problem is to
make the interconnections (i.e. the man-machine interfaces or MMI's)
capable to play the role of appropriate "problem-solving" bridges
between the humans and the machines. That is, why the interfaces
should help

- satisfactory monitoring of the machine side to the human opera-
tors ,
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- well supported operator interactions to the machine operations
and

- well supported human decision-making, concerning system's state
diagnosis and intervention possibilities for

- error-free or error-tolerating operation of the full system and„
thus for

- efficient and reliable system functioning.
With the aim of having well formulated requirements against the
interface itself, it should be kept in mind that in any MMS there
are three well separable components serving the system function as
an integral triplet. The components are characterized by the follow-
ing main properties:

- the human operators receive, process and transmit informations
which are comprehensible and intelligible specially by humans,

- the physical system components (generally simply "machines")
receive, process and transmit informations which are of con-
trolling or monitored type and thus are certain types of physi-
cal system parameters while

- the man-machine interfaces should perform the translation or
interpretation of the operator-produced informations into phys-
ical system (controlling) parameters and the physical system
(monitored) parameters into human perceivable informations.

As far as the human and machine side of the MMS is concerned, we can
make a distinction between accidental and expert human users
(operators) and between natural and prepared machines (i.e. machines
of their pure, naked form and machines having a front-end computer
which performs pre- or post-processing of the informations in order
to have appropriate monitored or controlling data at the ports of
the natural machines, i.e. of the pure physical system components).

At this point, it should be noted that in case of natural machines,
accidental users can be considered as inappropriate operators in any
circumstances (which means that there is, in general, no hope to
successfully apply any kind of interfaces), while expert users con-
trol directly the naked physical components (and thus there is, in
general, no need to use any kind of interfaces).

On the other hand, the case of prepared (or computerized) machines
lends itself directly to interface application: accidental users are
unable to operate the machines without appropriate interfaces (which
means that interface application is generally a must), while the ef-
ficiency of expert operators can be enormously increased by using
appropriate interfacing (and thus interface application is generally
advantageous).

In the latter two cases (i.e. in the case of prepared machines) the
man-machine interface is considered as a human-j3PJDPUter_ „interface.
(HCI), which acts as the most important and at the same time the
only possible device of getting appropriate system solutions if the
objective is high MMS efficiency and reliability.
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High efficiency and reliability in man-machine systems, in turn, can
be achieved by

- teaching the machine (or, more precisely, the machine-side
front-end computer) to "understand" the human,

- teaching the operator to "understand" the machine, and
- mastering the interface for helping perfect (i.e. adequate,
fast and error-free) interaction.

Q£ HCI .operation. [2], [3], [5], [11], [12]

Machines in MMS can be considered as being causal and deterministic
(and can be designed by keeping in mind causality and determinism).

However, humans are neithe;r causal, nor deterministic, as far as MMS
operation is concerned (moreover, it is doubtful whether their be-
haviour can be fully experienced, again with respect to MMS opera-
tion): physiological, intellectual and psychological characters,
performances and attitudes make impossible to predict or even to
recognize and take into account any kind of causality and determin-
ism in their behaviour and actions/reactions.

Under these circumstances, the HCI is responsible not only for help-
ing interaction efficiency and reliability but also for removing
uncertainty associated to human characteristics and behaviours.

In order to try to formulate how these requirements can be (at least
partly) fulfilled, let us take a look at how HCI-based interactions
are (or can be) going on.

First, we can make a distinction among different possibilities of
what content and form the communicated informations may have.

As far as the content of the transferred informations is concerned
(which can be considered as the "mojle" of interfacing) , the follow-
ing three of the many aspects have special importance:

- what kind of information is transferred with respect to the as-
sumed knowledge of the receiver about the MMS operation (i.e.
what is transmitted and what isn't transmitted by the human to
the machine and by the machine to the human);

- what kind of abstraction is used concerning the transferred
information, i.e. what kind of model is postulated by the sys-
tem on itself (this model determines the abstraction not only
of the machine outputs but of the human messages - and natu-
rally the assumed familiarity of the human with the system
model - as well);

- what kind of symbolic and physical coding is applied to the
data belonging to the transferred information (this means again
means content-type characteristic because of possible informa-
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tion losses or errors caused by the coding in the information
transfer).

Concerning the form of information transfer (which is in close rela-
tion with the "mediuis" of the communication through the HCI), again
three important aspects should be emphasized:

- what kind of information transfer at the human side of the IF
is used, i.e. what generic form (numeric, alpha-numeric, tex-
tual, graphic, pictorial, audio, speech) the transferred infor-
mation has, independently of what representation the informa-
tion will have during HCI processing and at the machine side of
the IF;

- what parameters (speed, intensity, extent, variety etc.) belong
to the above form, characterizing quantitatively the qualita-
tive properties of the different forms of information trans-
fer) ;

- what frame or embedding the above information transfer has,
i.e. what underlying background is provided by the system
(especially by the HCI) for making the information transfer ef-
fective and reliable.

The different modes and media of the communication through the
interface change rapidly with the evolution of human-computer inter-
facing. Moreover, it can be recognized that besides the traditional
ways of having an only (fixed) transmission mode and a temporarily
fixed (but during interactions, possibly variable) medium, the first
trials of perspective interfacing based on a variety of temporarily
selectable modes and on the integration of parallel media of infor-
mation transfer have also appeared.

The evolution of human-computer interfaces [2],[3],[11]

Keeping in mind the above outlined aspects of human-computer inter-
facing and the above described classification of HCI interaction
possibilities, we can outline the history of HCI applications from
the very beginning to the most up-to-date solutions and even to the
foreseeable (hopefully not too far) perspectives, as well.

The consecutive generations of HCI evolution can be briefly
characterized by the following properties:

0. The "pre-historic" solutions (before and around the fifties,
in connection with the first electronic computers) were user-
made "HCI" trials by direct physical I/O on the human side.
These interfaces (although being almost, fully transparent,
without any processing of the transferred information) were
unique, exotic and - because of the lack of re-usability even
of the most fundamental elements in their realizations - very
expensive solutions. However, they helped to learn the first
lessons and they led to the first generation interfaces having
already some intended aspects of common and general usability.
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1. First generation human-computer interfacing appeared at the
beginning of the mid-fifties. Here, by using simple formal
language input-output methods, ad hoc standardization of the
interaction means has started. However, the solutions were
highly inconvenient, uncomfortable and meant much difficulties
to their users.

2. With the second generation, at the end of the fifties and at
the beginning of the sixties, ergonomie aspects emerged in HCI
construction. Formal I/O started to be much convenient and
easy by the introduction of macros and higher level solutions.
Moreover, the first attempts of using computer graphics out-
puts for direct and natural human perception were also made.
With these advances, efficiency and reliability of the inter-
action were increasing rapidly and started to play an impor-
tant role in HCI evolution.

3. The third generation of HCI's was brought by the end of the
sixties. With significant breakthroughs like the wide applica-
tion of terminals and time-sharing operation and with rapid
advancement of graphic I/O methods, true interaction started
to live with us. And a new device entered the scene, as well:
the first successful practical experiments with speech output
were promising signs of the forthcoming decades.

4. During (but mainly at the end of) the seventies, the fourth
generation started. At that time, intentional HCI design at-
tracted more and more attention. With the fast evolution and
proliferation of personal computers (PC's, and later, their
networks), database (DB) applications and different ways of
HCI dialogues, together with the more or less optimum matching
of the HCI I/O devices to the human users or operators, also a
new wave of standardization started: HCI protocols were (and
are) highly responsible for the reliability of the information
traffic through the HCI.

5. The fifth generation of the human-computer interfaces is the
result of our decade. To the second half of the eighties, by
using knowledge-based expert systems (KBES) and some forms of
artificial intelligence (AI), together with the first really
applicable solutions to speech I/O and together with sophisti-
cated graphical interaction methods, we entered a state in
which we can say that the "rational" matching of man and ma-
chine by the advanced HCI's is solved on a certain (but surely
not final) level.

6. The next generation of human-computer interfacing - which op-
timistically can be projected to enter at about the middle or
somewhat before the end of the nineties - will be certainly
characterized by a higher level of rational matching and at
the same time by the appearance of some early forms of emo-
tional matching, as well. With HCI's capable of recognizing
hesitations, contradictions, delays etc. in human actions and
reactions, of deriving some consequences from these recogni-
tions concerning the user's emotional state (or even of test-
ing human emotional states) and being able to adaptively react
to changes in the emotional state (e.g. by decreasing or in-
creasing the mental load of the human operator) , the effi-
ciency and reliability of man-machine systems can be increased
with orders of magnitude.
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However, the above "sixth generation" is just future and the projec-
tions are just speculations only.

But anyhow, for designing (or even understanding and simulating) any
generations of man-machine systems and HCI's, we need an insight
into the functioning of these systems. And our knowledge (based .on
this insight) about them should be formalized for handling in design
or simulation. This is why modeling of MMS and HCI play a key role
in their theory and practice, as well.

MMS. .and. HCJ _ BQ dolins. [14]

Man-machine systems - if we look at them from the outside world -
behave as any other systems having a certain (but by time, continu-
ously changing) internal state and reacting to the input excitations
with a characteristic output answer (again changing by time, i.e.
depending on the inputs and also on the temporary internal state) as
the reaction of the system onto the external world, while the inter-
nal state changes accordingly, as well.

A model working by the above principle - well known for many years
in control theory and other related fields - is characterized by two
mapping functions describing the continuous transformation from the
inputs and the previous internal states to the new internal state
and to the outputs.

If we denote the set of input variables (physical signals or more
complex "messages") by f/, the set of output variables (again sig-
nals or messages) by 7, and the set of internal state variables
(signals and internal parameters or higher complexity constructs of
them) by X, the mapping functions f and g perform the

f : {U,X} ———> X
and

g : {U,X} — —> Y

transformations.

If we could create appropriate models of man-machine systems by the
above way (where appropriateness means that all the relevant input
and output parameters and their variations are fully taken into ac-
count by using a well selected set of internal state parameters and
by having unique mapping functions for these I/O and state parame-
ters), the task of modeling - at least as far as system simulation
is concerned - were readily solved.

However, such models are extremely difficult to obtain (if there is
any possibility of achieving them, at all). The main problem - among
others - is the accounting of the human operator in the system
model: deterministic or even probabilistic models would need full
knowledge of the human performances and behavioural characteristics
and this need can be considered as an unrealistic one. That's why
in modeling, structured approaches are to be used.
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With sAruc_:fcure_d models, the complete MMS is subdivided into compo-
nents being more easily modelled and being interconnected not'only
by their function but concerning their models, as well.

Structural modeling doesn't solve all the problems. Human behaviour
and performance are as difficult to take into account as it would be
with aiming at complete, integral MMS models. However, the
partitioning provides a way of how to generate well working models
for the deterministic components, simplifies the modeling task of
the human components and, in addition, may result in a structure of
the full (interconnected) system model, by which not only simulation
but construction (design or synthesis, realization, evaluation or
validation, testing etc.) can be performed, as well.

The first, simplest step of the subdivision in this structural
modeling is based on the separation of the three main components in
MMS: humans, machines and interfaces. All the three types of these
components can have further sub-parts, with their separate, gener-
ally simpler models, but, for the sake of simplicity, let us take a
look only at the three-partite structured model: Fig. la. shows the
integral model and Fig. Ib. illustrates the three-component combined
model (subscripts H, I and M denote the human, the interface and
the machine).

HUMAN

Fig. la.

Fig. Ib.

However, there is a weak point of structured modeling, as well,
namely lack of the invariance in the component models: with tolera-
ble complexity they are generally not independent of how and what
further component models are interconnected to them. Thus, the com-
plete modeling task should be in most cases multifold: approximate
integral system models and approximations based on composed compo-
nent models are to be developed and combined, as well, together with
a further method, which could help to handle the modeling complexity
problem, namely the method of h±e£a.rfihLaaJL.m.Q.dfillng. where each com-
ponent in the structure may have a series of different models de-
pending on the complexity of it's respective {U,X,Y,f,g} set of
variables and mappings. This modeling hierarchy can result in better
and better models with increasing complexity and the requirements
against the full (integral or composite) system model do always de-
termine, where to stop with this complexity.

44



and HCL'.si.jarÄbleiaß.ancl. goals, concerning system., reliability
[2] ,[3], [5], [11], [13]

Just for illustrating the difficulties, Fig. 2. shows a simplified
diagram of how and what kinds of the different properties of man-
machine systems can and have to be taken into account by modeling.
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Here, it is to be noted again that human mo.deling means the main
difficulty (although HCI modeling and construction - which this con-
tribution is devoted to - can radically decrease not only the uncer-
tainties resulting from human behaviour but the requirements against
human modeling, as well). First, human performances and behaviours
are highly dependent on the "embedding" (i.e. on the man-machine
system, on the organizations, on the community, on the close and
broad environment of the MMS etc.). Second, humans are multifold
(they live and act by a very complex way and their activity is in-
finitely rich, resulting in enormous modeling difficulties even if
modeling for MMS purposes concentrates only on several of their mul-
tiple actions - perceiving informations, making decisions, trans-
mitting informations, communicating and interacting etc.). And last
but not least, humans can be characterized, among others, by their
uncertainty, heuristics, hesitations and colourful personality and
by different perception parameters, cognitive representations,
thinking styles, decision-making abilities, action-space ideas, mo-
tivations, action schemes etc., not mentioning the many properties
dependent on temporal circumstances. Again just for illustration and
without the aim of having even a nearly complete set of them, Fig.
3. shows a categorisation and a sample list of performance shaping
factors (PSF's) which may influence human behaviour and thus, human
or HCI modeling. It should be emphasized that the performance shap-
ing factors (which are widely and deeply investigated by numerous
publications in the literature) are either

- external PSF's, coming from outside to the human and being ei-
ther

= general (environmental, organizational etc., not associ-
ated directly to the concrete specific task of the human
in the MMS) or

= specific (i.e. belonging to the function and role of the
human in the MMS: mainly task forced requirements and
interfacing quality) factors;

- internal factors (i.e. factors which are brought by the human
into the MMS: characteristics, abilities, determinations etc.);
and

- Stressors (i.e. physical/physiological and mental/psychological
effects on the human, caused by his or her task and role in the
MMS).

The effect of the high amount of PSF's (and naturally, of the high
amount of PSF's being almost impossible to take into account in hu-
man modeling and in constructing the HCI) is easy to foretell: the
incomplete models - used in system analysis and simulation, system
design and system realization - generally result in e_crojieo.u§...sy.s_t.e.m
fun_atic»ning. because of

- unforeseen human behaviour and reactions,
- unhandled human errors and
- mutual perturbance of human models and HCI models because of
interconnections and embedding dependence of the models.
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EXTERNAL FACTORS
GENERAL

Temperature
Humidity
Air quality
Air flow
Lighting
Vibration
Noise
Cleanliness
Work hours
Work breaks
Tools
Equipments
Supplies
Colleagues
Authority
Responsibility
Communication
Prescriptions
Regulations
Customs
Benefits
Drawbacks
Recognition
Dangers
etc.

SPECIFIC

Beguirern.ent.9 =
Perceptual
Motor ic
Speed
Force
Precision

Interpretation
Memorization

Short range
Long range

Decision making
Complexity
Load
Repetitiveness
Frequency
Feedback
Cooperativity
etc .

HCJ qualityfactors ;
I/O content
I/O form
Interaction
means

Tools and
devices

etc.

STRESSORS

Hental_-:psycho-
loglcäl:
Sudden tasks
Stress duration
Task speed
Task load
Risk
Fear
Monotonity
Uselessness
Unevent fulness
Boringness
Motivational
contradictions
Intentional-
- instructional
contradictions

HCI -related
Stressors:
Noisy sound
Vibrating
picture

Confusing
message

etc.

Physicalrphysio-
iQgicaJL.:
Inconven ience
Discomfort
Hunger/thirst
Fatigue
Extreme exter-
nal factors

etc.

INTERNAL FACTORS

Educatedness*
Experience
Training
Qualification
Skill
Personality
Intelligence
Motivations
Preconcept ions
Emotions
Stress

Mental
Psychical

Physical
condition

Community
factors :

Family
Co-workers
Stratum

Sex differences
Age differences
etc .

Fig. 3.

Among the above three possible sources of system errors, the first
and the third are more or less capable of being taken into account
by well designed systems (first of all, by HCI's). But human errors
are very difficult to handle with traditional HCI's. Many reasons
and many versions may occur, among which only the types are listed
in the followings:

- lack of understanding the human
- misunderstanding the human

47



- faulty human diagnosis
- faulty human decision and
- faulty human intervention.

Although human errors don't always result in erroneous system
functioning (see Fig. 4. where "inadequate" human action, i.e. erro-
neous human intervention, as far as the received informations are
concerned, may be tolerable by the system), a significant percentage
of human errors can cause system errors, as well (see Fig. 4.:
"intolerable" interventions) and, in addition, sometimes adequate or
"logical" human interventions may result in erroneous system func-
tions, too. The relative amount of system errors (with respect to
intolerable and logical human interventions) is highly dependent on
the human-computer interface and thus perhaps the main purpose in
HCI design and realization is generally the minimisation of the er-
ror probability of the full system.

Although human errors don't always result in erroneous system
functioning (see Fig. 4. where "inadequate" human action, i.e. erro-
neous human intervention, as far as the received informations are
concerned, may be tolerable by the system), a significant percentage
of human errors can cause system errors, as well (see Fig. 4.:
"intolerable" interventions) and, in addition, sometimes adequate or
"logical" human interventions may result in erroneous system func-
tions, too. The relative amount of system errors (with respect to
intolerable and logical human interventions) is highly dependent on
the human-computer interface and thus perhaps the main purpose in
HCI design and realisation is generally the minimisation of the er-
ror probability of the full system.

Resulting system operation is
error-free erroneous

Human action is
adequate CORRECT LOGICAL
inadequate TOLERABLE INTOLERABLE

Fig. 4.
Qualification„pf human„actions depending upon

thsir ef£ect on. .fsyjsiejn .ppe.rst.ion

HOW to .construct hvsman.-fiompiitex. - interfaces [2 ] , [3 ] , [9 ] , [11 ] , [12 ]

As we have seen in the previous section, ideal human-computer inter-
faces are capable of helping man-machine interaction under very com-
plex circumstances belonging to general and specific effects summa-
rized in the list of PSF's on Fig. 3. This capability can be
achieved only if

a/ optimum control of the general external factors is assured by
automatic and traditional controlling functions built in into
the MMS,
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b/ minimum requirements against human properties are posed by the
specific external factors belonging to the specific MMS func-
tions ,

c/ optimum (and not always minimum) Stressors are continuously
produced by the working MMS for getting continuously an opti-
mum stress state of the human operator and

d/ the effect of the internal factors is eliminated (or, at least
minimised) by the MMS for having reliable and error-free sys-
tem operation independently of possible human uncertainties.

All the a. . .d conditions of the above list are to be (and can be)
taken into account in MMS design and construction, especially by ap-
propriate solutions in the HCI subsystem realization.

The way of achieving this purpose is relied on the task-orientednesc
and operator-friendliness of the HCI:

- task-orientedness means that we have application-specific HCI's
(with respect to system function specialities') while

- operator-friendliness means that we have flexible, adaptive
HCI's (with respect to operator specialities)

Application-specific HCI's can be considered in most cases as spe-
cially adjusted (completed and programmed) universa] HCI's where
universal interfaces are all-purpose devices making possible the
general interaction (exchange of data or informations) between man
and machine but providing nothing more.

On the other hand, flexible, adaptive HCI's can be achieved by as-
suring the possibility of personalization, individualization and
real-time adaptivity of the HCI , which means ideal matching of aids
and loads of the operator to his or her human properties and perfor-
mances .

These are the crucial aspects of HCI construction. By such solutions
the amount of human errors during MMS operation can be minimised.
However, human errors still remain and are never fully eliminated.
What can we do with the remaining human errors? The only possible
way is to minimise their effects on MMS operation.

Since there is no totally error-free system and error reduction is
generally very "expensive", the key of the solution is the applica-
tion of

- tolerant systems (i.e. systems tolerating human errors),

- correction possibilities (i.e. solutions allowing recognition
and correction of human-made mistakes) and

- consequence minimisation (i.e. keeping safe MMS operation even
under erroneous human interventions).
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These requirements can not be easily fulfilled. There are some sim-
ple ways to be applied (they are based on "low level" HCI tech-
niques, eg. the feedback from and acknowledgement of the results of
the human interventions and messages or the possibility of eliminat-
ing the effect of the latest interventions by stepping back or per-
forming "undo" functions during interaction), while there are some
very complex methods to be used, as well (they are based on high
level KB and AI of the HCI: they use eg. over-real-time simulation
techniques concurrently with the simulated real MMS operation and
they use adaptively tuned automation through substituting variable
extent of the operator control by automatic self-control of the ma-
chine side if decreasing the mental or psychological load on the op-
erator turns out to be necessary).

However, these are just useful and effective, but heuristic ways of
getting man-machine systems characterized by error tolerance, error
correctability and minimum error consequence.

A systematic fundamental method for the same purpose of getting
(almost) ideal solution characterized by minimum effect of human
errors relies on using BISC-based HCI where "RISC" stands for the
"Reduced Interaction Scheme Communication" principle.

With such RISC-based interfaces, two different cases may occur:
1. Data-driven HCI's:

- data output is performed by the machine side only for
initiating direct reactions of the human operator and

- intervening actions of the human operator are occurring
only as (compulsory) reactions on voluntary data outputs
from the machine side.

2. Request-driven HCI's:
- data output is performed by the machine side only on
direct requests (inquiry actions) or normal (intervening)
actions of the human operator and

- intervening actions of the human operator are occurring
only as (possible) reactions induced by requested data
outputs from the machine side.

Now, let's take a look at what data-driven and request-driven HCI
solutions mean?

The main difference is in s.uj>jeryJj&io,n_<ioraiaaa,Ge., i.e. in which com-
ponent of the MMS is the supervisor prior to and during the interac-
tions. As far as data-driven HCI is concerned, the supervisor is the
computer itself, while in the case of request-driven HCI, the super-
visor is the human operator. The fundamental question can be formu-
lated always as "Who is informed by whom?" . Let us make distinction
among three different and characteristic cases:

1. The computer is informed by the human (this is the case eg.
with CAD /Computer Aided Design/, where almost pure human su-
pervision and request-driven HCI operation dominates);
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2. The human is informed by the computer (this is the case eg.
with CAI /Computer Aided Instruction/, where almost pure com-
puter supervision and data-driven HCI operation dominates);
and

3. The "environment" of the human-computer complex is informed by
the HC couple or, more precisely, the naked machine side of
the MMS system is informed by it's front-end computer and by
the human operator (this is the case eg. with any real-time
process control /FTC/ system where the controlling function is
provided by the cooperation of the human operator and the au-
tomatic controlling computer and, where mixed supervision and
mixed driving of the HCI operation is used) .

Although pure forms of the first two cases rarely occur, it is worth
to mention that the above three cases mean three main areas of HCI
application, as well. And these three areas at the same time clearly
represent the most important internal, contradictions of the general
HCI requirements, too.

If we want to recognize the mentioned contradictions, we should take
a look at what requirements on computer I/O can be formulated in the
three cases of CAD, CAI and RTC:

- in the case of CAD, input from the human to the computer may be
extensive but output from the computer to the human should be
concise, for-sake of efficient MMS operation;

- in the case of CAI, output from the computer to the human may
be extensive but input from the human to the computer should be
concise, again, for sake of efficiency in MMS functions;

- in case of RTC, both input and output from and to the human (to
and from the computer, respectively) should be concise since
real-time operation of the MMS generally doesn't allow lengthy
information-transfer procedures.

Now, the internal contradictions of the HCI operation are easily
recognized:

- in CAD, in-spite of continuous expansion of the informations on
the computer side, the outputs from the computer to the human
should always be concise,

- in CAI, in-spite of continuous accumulation of the informations
on the human side, the outputs from the human to the computer-
should always be concise, while

- in RTC, requirements on information exchange rate between the
human and the computer may contradict concise I/O in the human-
computer interaction.

The contradictions can be resolved by intentional abstraction and
redilC-tlon of the informations transmitted in both directions of the
HCI-based intercommunication (and thus, in both sides of the human-
computer couple, as well), generally at the cost of decrease in the
redundancy of the transmitted, stored, or processed informations.
And this abstraction and reduction result generally in the increase
of the error probability during MMS operation, as well.
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HCI's as information processors [1],[2],[4],[81,[11]

If we want to be able to handle the effect of using abstraction and
reduction of the transmitted Informations on the efficiency and re-
liability of HCI operation, we have to investigate the HCI itself as
an information processing subsystem in the MMS.

Indeed, one of the most important properties of human-computer in-
terfaces is their ability of processing the informations being re-
ceived, stored and transmitted. This means that information process-
ing (generally in connection with the abstraction, reduction and, in
seme cases, expansion of the informations, together with different
kinds of automated decision-making based on the expertise, KB and AI
of the interface) is going on during HCI operation.

But different generations and different solutions in human-computer
interfacing are characterised by different levels of information
processing capability:

- in simplest cases, passive or transparent HCI's are used: they
perform only direct transfer of the information between the
human and the computer, while

- in complex solutions, active or processing HCI's are applied:
information transfer through the HCI between the human and the
computer means here information processing inside the HCI, as
well.

Between the two extremes of totally passive and highly active HCI's,
r,here is a. wide spectrum of different solutions characterized by
different "activities" and thus, by different amount and complexity
of information processing. But anyhow: such a processing capability
of the interface can be achieved only if the HCI has some internal
intelligence, characterized by and depending on it's HW/SW
realization.

HCI intelligence should again be classified, since there are some
elements of this intelligence being independent on the purpose and
way of the full MMS operation while there are some other elements
depending on the concrete MMS function and tasks. Thus we have to
distinguish between

- general HCI intelligence (being independent of MMS function)
and

- specific HCI intelligence (depending on MMS function).

General intelligence belongs to univ@rs.al HCJL'g. Interfaces having
only general intelligence but nothing more, are applicable in cases
of specific MMS functions too, but they have suboptimum properties
and thus their efficiency is far from optimum and reliability is
generally lower than it could be possibly achieved in the related
specific application.
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On the other hand, specific intelligence supplements general intel-
ligence in cases of true application-specific HCI's. Interfaces hav-
ing specific intelligence in addition to the general intelligence of
universal HCI's can provide high efficiency and high reliability but.
they are generally much more expensive than tolerable in case of
almost any practical application.

Again a contradiction, now between efficiency, reliability and cost.
And again, a solution is needed.

The key of resolving the contradictions belonging to universal vs.
application specific HCI's is the introduction of a new (third)
class of interfaces, namely the class of application-orienie.d HCI's,
by combining the benefits of the universal HCI solutions and of the
application-specific HCI's, and by eliminating their drawbacks.

A somewhat more detailed description of the three different classes
of HCI's (i.e. of the three different levels of HCI specialisation)
is as follows:

1. Universal HCI's are extreme, totally application-independent
and generally almost transparent (almost passive) interface
solutions. They perform (as a maximum) the tasks of
- information transfer (sensing, storing, transmitting, dis-
playing) ,

- basic protocol functions (timing, acknowledgement, admin-
istration, management),

- basic self-regulatory functions (self-diagnosis, self-re-
pair, self-reconfiguration) and

- basic help services (on the universal HCI functions).
Very important is that universal HCI's are easily pro-
grammable somewhere at the instruction level. They are thus
flexible, and they can be used in any MMS situations, for any
MMS functions.

2. Application-specific HCI is the other extreme. It is generally
a universal HCI programmed for a specific purpose, i.e. an in-
terface developed from universal HCI's by an enormous amount
of instruction-level programming for specific MMS functions.
Thus, the original general intelligence of the HCI is supple-
mented by specific intelligence provided by the programming
itself. This programming work is not re-usable because of it's
high dependence on

- kind of machine/computer in the MMS (as designed).
- kind of human/operator (as assumed) and
- kind of specific processing/intelligence (as required).

The benefit is the possibility of achieving optimum solutions,
the drawback is the cost and the lack of re-usability.
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3. Application-oriented HCI solutions combine the benefits of the
two extreme solutions, without their drawbacks. Application-
oriented HCI's are programmed universal HCI's, too, but here,
the aim of programming is not a specific MMS function, but a
wider class of functions and applications. Programming means
again an enormous amount of qualified efforts, but here, the
additional specific intelligence (introduced by the applica-
tion-oriented /instruction-level/ programming) is re-usable
since here a shell or frame is added only to the basic func-
tions of the universal HCI and this shell or frame depends
only on

- kind of supervision
- kind of modes and media
- kind of machine/computer class

- kind of operator/human performance class and
- level of processing/intelligence.

Such an application-oriented HCI is to be further programmed
for getting an application-specific solution. However, this
second programming phase is, although application-specific and
not re-usable, inexpensive because of the high programming
level which means generally only a filling up of a DB or KB
(data base or knowledge base) containing the parameters
specific to the very MMS function: a fast and easy task if a
good shell belongs to the application-oriented HCI. By this
way (i.e. by using high level application-specific programming
to application-oriented HCI's with the aim of achieving
application-specific HCI solutions) we have the possibility of
constructing high efficiency, high reliability and low cost
interfaces, in principle, for any MMS applications.

It should be noted here that universal HCI's and application-ori-
ented HCI's are not just cost-effective "raw materials" for generat-
ing application-specific HCI solutions but they can be inexpensive
off-the-shelf products being ready for final high-level programming,
as well.

The 6tnact.ur.al approach <?£ JBCI construction [7], [ 11], [ 12], [141

In the previous section we have seen that HCI's can be considered as
information processors. The way and the level of complexity in this
information processing depends on the complexity of the informations
themselves, handled by the HCI. Based on this aspect of levels (and
on the hierarchy of these levels) concerning complexity in informa-
tion processing, a hierarchy of HCI's can be defined, as well.

It should be noted that HCI.hierarchy is determined by the different
levels of complexity belonging not. only to information processing
but also to information transfer, error recovery procedures,
alarming systems etc.
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Several different attempts of defining well applicable hierarchical
systems for HCI's have been made, from the simplest three-level hi-
erarchies to the more complex five- or seven-level ones.

Probably the best proposal is the one following the 7-level hierar-
chy used by the ISO-OSI "Open Systems Interconnection" standard of
communication networks. This HCI hierarchy consists of the following
seven hierarchical levels :

1. Signals (the level of physical signals representing elementary
informations transmitted or received during HCI intercommuni-
cation)

2. Characters (the level of elementary abstract informations be-
longing to a specific series of physical signals in HCI-based
transactions)

3. Words (the level of character groups having specific meaning
and being understandable elements of meaningful messages in
HCI information transfer)

4. Sentences (the level of each meaningful series of words i.e.
of full simple messages transferred in HCI interactions)

5. Texts (the level of full complex messages built up from a se-
ries of sentences combined for HCI transmission)

6. Tasks (the level of a special combination of texts containing
statement-type complex messages where each such statement be-
longs to a certain step in a series of actions initiated by
the very HCI intervention) and

7. Goals (the level of complex systems of associated tasks where
all the tasks are aiming at the same purpose or goal in the
MMS and thus in human-computer interfacing).

Although the intentional information content belonging to a certain
specific situation in MMS operation and thus to a certain specific
HCI interaction is independent of the applied level of the interac-
tion, the complexity of the information quanta and, at the same
time, the possible abstraction used at the considered HCI operation
is depending on the very level. Thus, very important functions are
associated to the procedures used in changing the applied level,
i.e. in turning from a level to a neighbouring one. These procedures
belong to two main groups:

"analysis" procedures are used if a series of ith level
elements is combined and an i+lst level element is generated
while

- "realization" procedures are used if a series of i-Jfst level
elements is generated from an ith level element.

These procedures of analysis and realization are in close connection
with the mentioned processing functions of the HCI's, i.e. withthe
processing functions resulting in abstraction and reduction (or
expansion) of the transferred informations.
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The above described level hierarchy In MM3 or in HCI determine a
vertical structure in their construction.

However, the vertical hierarchy is just one side of the structural
properties of the interfaces. On the other side, there is a hori-
zontal structure resulting in modularity where modules belong to
different;

- modes (contents) and
- media (forms)

of information transfer in the HCI operation. Interfacing modes and
media have been dealt with in an earlier section: their many
possibilities were illustrated there.

Now, we can examine the main task of any component in the full
(vertical and horizontal) hierarchy of the HCI. The main and final
task of each component is to perform a well defined specific mapping
on the received informations. ThJs means that each component can be
considered as a module mapping the HCI input data onto the HCI out-
put data. But this mapping can be really complex and thus the inter-
nal properties of the modules are sometimes very complicated.

This complicated internal structure can be described in general by
the SCAMP scheme: Sensing, Communicating, Actuating, Memorizing and
Processing are the principal sub-functions appearing in any module.
This SCAMP scheme is shown on Fig. 5. where the connections between
the different SCAMP blocks are also illustrated.

•————&s|
T~*1 SENSE

Fig.5.

It should be noted here that all the SCAMP-like modules can be char-
acterized by

- mapping functionality and
- mapping capacity

where functionality is a qualitative property (telling us what the
module is able to do) while capacity is a quantitative property
(characterizing the limiting parameters /speed, dynamics etc./ of
the very SCAMP-based functions in the HCI module).
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Complexity, efficiency.*..reliability [2], [11], [12], [13], [14]

On the basis of the structural approach briefly described in the
previous section and of the functional properties associated to
HCI's and their components, now it is possible to introduce a
qualitative complexity measure of human-computer interfaces.

Complexity is determined by structural and dynamic characteristics
of the HCI. As far as the structural properties are concerned, ver-
tical hierarchy and horizontal modularity are the crucial factors,
i.e. the possible ways of the informations are determined and thus
the question of "what is the architectural complexity of the HCI" is
answered by taking into account the structural properties of the
HCI. On the other hand, concerning the dynamic properties,
functionality and capacity (associated to the functions) are the key
factors, i.e. the possible transforms of the informations are
determined and thus, the question of "what is the functional
complexity" is answered on the basis of HCI dynamics.

Structural (architectural) and dynamic (functional) complexities in
combination determine the aggregate complexity level of the HCI .

The next question is how efficiency should be considered. Here the
interface complexity and the interfacing needo are to be investi-
gated with respect to each other, i.e. structural complexity with
respect to required levels, modes and media of interactions on one
hand and dynamic complexity with respect to required transformations
of information and throughput of information processing and informa-
tion transfer on the other hand have to be taken into account. As
high interface complexity relative to the interfacing requirements
we have, as high the efficiency of the HCI is.

Efficiency would be in close direct relation with HOI reliability, if
there were no humans and human errors in the MMS. However, if
reliability is the question, under the very complex circumstances
they have with their MMS embedding, HCI's can be characterised only
by both efficiency and flexibility because the efficiency-determined
reliability parameters are highly sensitive to flexibility of the
HCI with respect to the MMS functions and to the human performances
(note that flexibility vs. MMS functions means the possibility of
using universal HCI's, application-oriented HCI's and application-
specific HCI's while flexibility vs. human performances includes the
properties of personalizability /prior to application/ and
adaptivity /during application/ of the HCI together with HCI-
introduced human error tolerance of the MMS).

Now, HCI reliability can be defined as a property of long-range er-
ror-free MMS operation resulting from efficiency and flexibility of
the complete HCI together with the reliability in the classical
sense of the

- structural components,
- structural interconnections,
- SCAMP module mappings and
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- switching between redundant paths
inside the HCI. And thus, we can conclude at the final consequences
resulting from the above statements: human error caused system error
probability in man-machine systems decrease with increasing

- HCI reliability (by minimizing the effects of human errors on
MMS operation) and thus, with the increase of

- HCI flexibility (by making possible the application of human
error tolerating MMS solutions) together with

- HCI efficiency (by minimizing the occurrence probability of hu-
man errors).

Summary and proposals, for future work [6],[1Q],[H],[14]

As it was emphasized, the major objective in constructing HCI's is
to achieve efficient, flexible and reliable HCI solutions. The re-
maining basic aspect of affordability (or, better to say,
appropriate cost/performance ratio) is assured by using universal
HCI's and application-oriented HCI's in the application-specific HCI
realizations.

The suggested principles of how to construct such "ideal" HCI's are
summarized in the followings:

- construct (or select from off-the-shelf products) structured
universal HCI of required complexity, built up from RISC-based
SCAMP-type components having simple, parametrized, invariant
models ;

- develop (or select again from off-the-shelf solutions) a shell,
oriented to your application; and finally

- develop the program (or fill in the related DB/KB) belonging to
your specific application.

Since the building blocks (the RISC-based SCAMP-type components or
modules) in HCI construction can be considered as structurally and
dynamically simple basic HCI components, they can be relatively eas-
ily modelled by (Ui,Xi, Yi, fi,gi} type models illustrated on Fig. 1.
Thus, developing the universal HCI, the shell and the content of the
DB/KB may rely on such models resulting from theoretical and
experimental investigations.

It should be noted that
- model simplicity means that the mapping characteristics of the
SCAMP-type components are described only,

- model parameters (in parametrized models ) describe functional-
ity and capacity, i.e. qualitative and quantitative properties
of the component dynamics, and
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- model invariance means independence of the model and of the
model parameters on their embedding or interconnections inside
the complete HCI .

Still some comments are due, concerning the theory and the experi-
ments resulting in the required parametrized models.

are to be made on simple working HCI 's (i.e. on basic
"building block" HCI modules or on some simple combinations of them)
while theory means always a consistent induction from the results of
real or imaginary experiments towards the parametrized models of the
HCI components.

The experiments themselves are of a very interesting and useful
character: they can be performed by fast, computerized prototyping
and by making controlled user tests on the prototypes. Here the pro-
totypes encounter the simulator of the HCI component being under
consideration, together with the simulator of the remaining of the
complete or partly complete full HCI and with the simulator of the
machine-side front-end computer. Moreover, the computer being the
host of the prototype, is (or may be) the controller of the ex-
periments and the evaluator of the experimental results, as well.

The outlined way of HCI construction is just one of the possibili-
ties and is just a basic set of principles. It is not detailed
enough in this form for being ready to practical application. Thus,
one important part of future work on HCI 's should aim at the
investigation of how to apply the suggested principles and of how to
set the practical design rules and guide-lines in accordance with
these basic principles.

Another bunch of forthcoming necessary investigations should examine
whether the suggestions are effectively applicable in HCI
construction. Here, quite an amount of open questions is to be
answered and this is indeed an exciting challenge.

Finally, a future perspective of how the next generation HCI 's will
look like and operate, should also be outlined.

Just as an illustration, Fig. 6. collects some of the important
properties of the basic HCI components belonging to today's and to--
morrow's human-comput'er interfaces. Although the lists on Fig. 6.
are far from being complete, concerning the present realities and
the foreseeable possibilities, some of the most important tasks of
development may also be extracted from them.
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BASIC MCI COMPONENTS

F.uture perspective

Modularity and hierarchy
Input translators
Output translators
Intelligent all-level analizers

and realizers
Sophisticated protocol drivers
Resource managers
Feedback controllers
Intelligent dialogue managers
Help managers
Real-time simulators
High level programmability
Large-scale programme/data

stores
Etc.

Present reality

No intentional modularity
and hierarchy

Signal transformers
Simple analizers/realizers

(Direct manipulation
métaphores,

Formal language
texts/sentences/words,

Natural language words)
Simple protocol drivers

(menus)
Simple dialogue/help

managers
Limited programmability

Fig. 6.

Op,en.

As it was already mentioned, there is a number of open questions
concerning the presented framework of HCI construction. A list of
the most important ideas and, at the same time, the most important
questions related to the suggestions of the contribution is given in
the followings.

It was stated but it is also questionable that the aspects of
- multimode, multimedia, multi-level HCI solutions,
- structured (modular and hierarchical) HCI 's.
- HCI classification by type of supervision,
- RISC-based, SCAMP-type HCI components and
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- universal HCI's individualized by shells and DB/RB fill-up
as HCI architecture and construction principles; the aspects of

- mapping as main function of HCI components,
- simple, parametrized, invariant HCI component models and
- controlled HCI experiments through fast prototyping

as HCI modeling principles; and finally, the aspects of
- intelligent, flexible, adaptive HCI's,
- error recovery, error tolerance and error correction in HCI's

and
- efficient, reliable and cost-effective man-machine interaction

as HCI operation principles are valid and useful assumptions.

The questions require answers, HCI construction requires theory. Un-
til these answers are not given and until the theory is not worked
out, MMS application remains in it's childhood in-spite of the high
number of reasonable and promising practical solutions. Recent re-
sults give hope of getting closer and closer to understanding the
basics of human-computer interaction and thus, of man-machine coop-
eration .
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Abstract

In this paper the needs and requirements for developing a cognitive model of
human behaviour are discussed and the architecture of a model of a plant operator,
currently being developed, is described in some detail. The potential applications and
the perspectives of such type of modelling approach for the development of decision
support system are analysed in details. The stand point that we maintain is that the
presence of the human being in the man-machine control loop is unavoidable and it
represents always the necessary catalyser for any type of prostheses to the decision mak-
ing process.

1. INTRODUCTION
The development of new AI techniques and the recognition of the role played by

psychological aspects in the management of complex plants, have shown the need to
implement more sophisticated models of operator behaviour as well as techniques for
the development of decision support tools (Rasmussen, Duncan, Leplat, 1986). In par-
ticular, human factors considerations and evaluations of engineered systems by means of
Man-Machine Interaction (MMI) methodologies have become key issues, and progress
in this field could greatly contribute not only to a deeper understanding of operator's
behaviour, but also to the improvement of the design of intelligent operator support sys-
tems (Hollnagel, Mancini, Woods, 1986).

In this context, hum an-com pu ter interaction is generally recognised as a central
issue in the design of a complex industrial system, and different research areas have
been involved in this topic; namely: artificial intelligence techniques in the design of
decision support systems; ergonomics in the design of control rooms and advanced MMI
tools; reliability and human factors in the safety studies focusing on the new role of
operators and their possible errors. Historically the modelling techniques and the aims
of the human models used in these three domains have been rather different. The
development of expert systems, for use in decision support to the operator, are based on
knowledge engineering techniques for expert elicitation (Ally, Guida, 1986), which are
aimed at condensing the heuristics of various experts in a specific field and at the repro-
duction of such expertise in a form which is easy to access. On the other hand, the
methods of ergonomics and design of control rooms have instead been focused on
models of human sensory-motor activities, having as primary objective the accessibility,
the efficiency and the salience of indicators and actuators on the command panels
(Johannsen, Rijnsdorp, Tamura, 1986). Finally, from a safety perspective, the tech-
niques, adopted by almost the totality of the approaches, are of behaviouristic nature, i.
e. only the external manifestation of the errors of operators are considered with little
account for the basic underlying mechanisms of their generation (Bersini, Cacciabue,
Mancini, 1987; Decortis, 1988).
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Although the modelling efforts in these three fields have made a lot of progress
and, nowadays, the tools in use are quite sophisticated and capable to tackle many
aspects of the related problems, all these developments suffer from a common weak-
ness, i. e. they do not consider the basic underlying mechanisms of human cognition,
and, consequently, they cover only that part of the MMI problem which deals with the
forma] intervention of operators on the plant.

This paper describes the architecture of a cognitive approach to modelling the
behaviour of operators in the context of a man-machine simulation, focusing on the
techniques used for representing the processes of reasoning. Section 2 of the paper
illustrates the proposed models for simulating reasoning and the structure of the
knowledge bases. In section 3, the potential applications and the scope that may be
obtained by coupling of such modelling approach to the decision support system technol-
ogy are analysed in detail. Finally section 4 presents some conclusive remarks and the
directions of future research.

2. A METHODOLOGY FOR ANALYSES OF MAN-MACHINE SYSTEMS
The approach that we are following at the JRC, Ispra Establishment, for the model-

ing of man-machine systems consist of a simulation methodology, where human
behaviour and plant response are modelled at theoretical level and are integrated for
studying interactions during abnormal occurrences. The architecture for such modelling,
identified with System Response Analyser (SRA), relies on two main levels, namely the
"driver" of the simulation and the "machine" and "operator" models. While the driver,
through the use of the DYLAM method (Amendola, et al., 1987), assures the coupling
of the "machine" and "operator" models and manages the evolution of the accident,
according to the possible states and behaviours of the man-machine system, the models
of the plant and of operator are typical deterministic simulations. This implies that, on
the one hand, the plant model relies on the basic principles of conservation and on the
state equations of the plant under study. On the other hand, similarly, the operator
model contains the fundamental mechanisms of cognition, which regulate the ilow of
actions and decision making of the human being: this is what we call a cognitive model
of the operator. The architecture of the cognitive model is a simulation of cognitive
processes that aiîows the exploration of possible human behaviour in accidental situa-
tions, ft can be used to:

identify difficult problem solving situations given the problem solving resources and
constraints (operator knowledge, man-machine interfaces, procedures).
identify situations that can lead to human errors and evaluate the consequences of
these errors,
prevent operators "cognitive lockup" (Moray, 1987), that is "to prevent the
operator's tendency to become rigidly stuck in one mode of behaviour when the
system behaves abnormally rather than exploring alternative possibilities during
fault diagnosis and management".
analyse how operators are likely to act given the particular context,
investigate the effects of changes in the man-machine system.

Since the architecture of SRA has been already extensively described elsewhere (Man-
cini, 1986; Cacciabue, Bersini, 1987) and given the objectives of the present work, we
will now give only a brief description of the main features of the cognitive model

The basic assumption of our modelling approach, developed in collaboration with J.
Reason (1986; 1987), concerns the Cognitive Heuristics by which stored knowledge
units are selected and brought into the Working Memory of the operator. The human
model presumes a dual information processing architecture comprising a limited, serial
but computationally powerful Working Memory (WM) and a virtually limitless Knowledge
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Base (KB), containing both declarative and procedural knowledge structures, i.e.
precompiled schémas. Three computational primitives have been identified: Similarity
Matching (SM), Frequency Gambling (FG) and Direct Inference (Dl). The SM primitive
compares the perceived cues of îhe world, i. &. the information gathered from the
machine, with previously experienced symptoms, listed in the accidents schémas avail-
able in the Knowledge Base. The FG heuristic solves possible conflicts 'jstween candi-
dates, selected by the SM heuristic, in favour to the more frequent, already faced
scenario. These two primitives acr as to minimise cognitive strain and to maximise the
chances of automatic pattern recognition, which are considered the foundations of
human strategy in problem solving. In case of persistent unsatisfaction, the '"conscious"
WM can reject the default products of this retrieval loop and start to build an adequate
rational and logics! accident explanation, applying general physical principles (NordvtK
Smels, Magrez, 1988} and practical rules of thumb. This switching is only possible when
sufficient attermonai resources ase available to sustain thï third prinniive, namely tne
Direct Inference. The DÎ heuristic is, thui., defined as a pragmatic reasoning process,
supporting deductive and inductive problem solving.

The processes described so far represent the interactions of the operator wish the
control system that do not require an active mteivention of die operator or. the plant
itself, but ratheï a sequence of verification and supervision of evolution of symptoms,
oriented to the identification of a familiar situation. The modeis ih&i simulate them,
requiring only observation of plant data and mental work of the operator, are called
ARCC (Abstract Reasoning on Concrete Cues) and INFER (INFEreimal Reasoning).
They lead to the formulation of a strategy of actions, which supports tLe actual process
of recovery: this is simulated by the model called FUGQS (Fuzzy Goal Orier-ted Script).

COMPLEX
WORLD

PROCESSES
Drtvcr Suo-Symoolics

Fig. 1 Distributed implementation of the cognitive model.
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A FUGOS process directly interacts with the Machine Model by sending orders of
actions and by asking for feedbacks about the results of actions execution. During such
a process, the man-machine interaction is directed by a hierarchical goal-oriented struc-
ture which contains a "top-goal" or main intention and a set of "sub-goals" or pre-
conditions, arranged in a "tree-type" structure and linked to each other by "AND" and
"OR" gates. The control of plan execution is achieved through the calculation and con-
frontation of various indices about the success of plan implementation, using Fuzzy-
Logic algorithms.

The architecture of the cognitive model, shown in fig. 1, is thus based on a double
feedback loop: an "external" one, which involves the interaction with the machine and
with the ongoing physical process, and an "internal" one, peculiar to the human being,
which accounts for the mind work and for cognitive processes. This part of the model
has been presented in a more explicit manner in a recent publication (Cacciabue,
Decortis, Masson, 1988), where its various components have been described in detail.

3. POTENTIAL USES OF COGNITIVE MODELLING IN DSS
Approaches arising from the field of expert systems (ES) have been more and

more put to use to build up intelligent decision support systems. This line of thinking is
indeed advisable. As the final purpose of an ES is to act and reason like a human expert,
it should also be able to give pertinent insight on the process of the operator decision-
making. Researches in ES have been focused on two major domains:

the search for new paradigms of knowledge representation, and
the search for powerful heuristics.

The former is made of the knowledge representation in itself and of various inference
techniques based on that representation. For instance, the production-rules paradigm has
as inference techniques the.modus ponens and the modus tollens; the frames have the
inheritance and the semantic networks have the network propagation. The latter express
the way inferences are chained to each other in order to produce a line of reasoning. As
a matter of fact many distinct inferences can often (always) be made at the same time
on the same knowledge-base. A choice has to be made between them to avoid a com-
binatorial problem. The heuristics help to make the right one: the more powerful the
heuristics are, the more the search-space is pruned which makes easier the emergence of
an adequate reasoning.

3.1. The rote of cognitive modelling in knowledge engineering.
The role of the knowledge engineer (KE) is to act as a link between the human

expert and the expert system. Beside other things, he is in charge of the knowledge
acquisition process: he has to conceptualize and formalize the expert's pieces of
knowledge using a paradigm which fits the best his needs. This elicitation stage is one of
the most difficult in the elaboration of an ES: it can be considered as the bottleneck of
ES (Hayes-Roth, Waterman, Lenat, 1983). Indeed, close to the problem of making
explicit the knowledge of the expert, this last has to be handle by the KE in order to
meet the knowledge representation. This kind of manipulation may degrade the informa-
tion and makes its use more ambiguous. That is why the quest for new paradigms,
more appropriate to cope with concepts and cognitive mechanisms used by the expert,
has been so intensive. In addition, despite of all the efforts made, ESs keep on showing
some limitations. Although they perform accurately in the domain they are intended to
do, as soon as they are confronted with problems outside their scope of expertise they
behave very poorly or not at all. This deficiency is aggravated by the fact that they are
not aware of their weakness. The implications of such weakness will be expanded
further in the following paragraph.
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Until now, all mechanisms brought into play in such systems have been supported
by well established theories: classical logic, graph search mathematics, probabilities, etc.
Their aims were more to formalise and then optimize human performance rather than
describe it. But the limitations expressed above seem to point out that these mechanisms
are not powerful enough or adequate to duplicate human cognition in all its aspects.
There is a need for finding new ways of modelling human thinking, i. e. induction,
deduction, learning, etc. in order to increase the number of tools available, such as
deduction and specialisation.

In emergency or critical situations the human expert is under great stress and has
to find an appropriate solution in a very limited time. According to our cognitive
approach, in such a situation no sophisticated reasoning activity can be performed and
the expert must resort to previous experience on similar cases. So he can only
remember sequences of action ready for use and apply them to the current situation. We
identify this mental process as a kind of immediate reasoning, which uses an immedi-
ately accessible part of KB that contains chunks of knowledge in the form: "situation
implies actions". In comparison with classical rule-based systems, this kind of knowledge
is much rougher, i. e. there are no deep explanations and, in this way, less inferences
are to be chained to find a solution to a problem: the line of reasoning has not to be
broken in small sub-reasonings and in primitive inferences which are not meaningful to
the expert! The elicitation is thus more straightforward. Indeed, the expert has more
facilities to express pre-compiled or ready-to-use statements than to decompose them in
pieces. In addition, these chunks of knowledge do not need to be manipulate by the KE
to fit into the knowledge representation, which facilitate even more the knowledge
acquisition process. Therefore, cognitive modelling must be kept in rnind by the KE in
order to integrate in his classical structure of ES the features mentioned above.

3.2. Cognitive Modelling supporting strength and preventing weakness of operators
The classical approach is to design expert systems as prosthesis (Reason, 1987), i.e.

replacements or remedies for deficiencies. The expert system guides the problem solv-
ing activity. It dictates what data need to be gathered, what observations and actions the
user is to take to solve the problem. A typical scenario of this interactive dialogue
between the user and the ES is as follows: the user initiates a session, the ES controls
data gathering, the ES offers a solution, the user has the possibility to ask for explana-
tion of that solution, the user accepts or overrides the ES's solution. A study of human
trouble shooters diagnosing faults with the aid of an expert system designed with the
"prosthesis paradigm" (Roth, Bennett and Woods, 1987), has revealed serious weakness
of this approach. Their results show that trouble shooters actively contributed to the
diagnostic process. The more the human functioned as a passive data gatherer for the
machine, the more the system performance was degraded. Those who passively followed
the directives of the machine expert reachçd dead-ends more often than trouble shooter
who took a more active role. Active participation of the trouble shooter in the problem
solving process led to more successful and rapid solutions : they attempted to cope with
unexpected conditions, to recognize unproductive paths based on judgements made out-
side the ES's directive.

Roth, Bennett and Woods (1987) remark, unfortunately without going into more
details, that there are several steps to convert the power of the ES into a more instru-
mental one:

to build displays that provide a shared knowledge for the operator and the DSS,
to provide more capabilities for human to direct the DSS's reasoning,
to provide the human with facilities to manipulate explicitly the attention of the
DSS.
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When coupled with a decision support system, the cognitive model and the DSS should
sustain operator's strength that is his capabilities in doing :
1. analogical problem solving,
2. temporal reasoning,
3 "homornorph" representations,
4 fully exploiting the partnership between man and DSS.
Hereafter, we will briefly discuss these points.

Analogical problem solving
The operator confronted by a novel problem for which no solution is a-priori

known can sometimes solve it by drawing an analogy to a similar problem that has a
known solution. Analogy is a central form of induction used to generate inferences in
pragmatically important situations (Holland, Hclyoak, Nisbett and Thagards 1986). Ana-
logical problem solving is one factor that makes human problem solvers more flexible
than current expert systems in AI. For this reason expert systems are often said to be
"brittle" because they require extensive intervention by the programmer in order to deal
with relatively small changes in problem domains. Understanding and modelling human
analogical problem solving mechanisms might suggest remedies for the brittleness of
mechanized problem solvers. Analogy is used to generate knowledge from a source
domain that is better understood. This is done through four basic steps (Holyoak and
Koh, 1987) : 1. constructing mental representation of the source and the target, 2.
selecting the source as a potentially relevant analogue to the target, 3. mapping the com-
ponents of the source and the target, 4. extending the mapping to generate a solution to
the target. The least understood of these steps is the selection of a source analogue.
Selection requires the retrieval of the source analogue from memory and noticing of its
relevance to the target problem. When the domain is disparate it is difficult to retrieve
a useful source analogue from a large knowledge base. Computational models of anal-
ogy evade this issue by implementing a psychologically implausible exhaustive search
mechanism (Winston, 1980). Retrieval of analogies can be facilitated in cognitive model
by organising the knowledge base according to similarities in problem elements such as
goals, typologies of situations, problem constraints, etc.

Transfer of analogies between a source and target problem may be helped using
DSS. The decision aid should sustain the process at the four stages described above and
especially at the second harder step. An interactive dialogue between the DSS and the
operator should then be created in which the operator tells the DSS about a hypothesis
concerning the disturbed state and the DSS supported by the cognitive model advises
the operator on a plausible analogy of the target problem.

Temporal reasoning and reasoning about changes
A central node of human operator expertise is to be able to reason about temporal

events and to predict future events (Decortis, 1988). Complex systems are dynamic.
New information continuously changes the nature of the problem to be solved. Thus, in
order to make decisions about the interaction with this dynamic environment, a process
plant operator needs to be able to predict the effects of his actions and of the changes he
observes. However temporal mis-estimation or mistakes in making predictions can be
produced, especially when controlling complex systems. DSS should help operators in
doing this temporal reasoning in order to sustain operator abilities to make anticipation,
to predict the next state of the system and what action to take, or what action to order
the execution by other people, to ensure that the system enters this expected state.
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Homomorphism representations
Another type of heuristic which should be sustained with a DSS is the mechanisms

by which the system complexity is reduced through homomorph (Moray, 1987). Mental
models are types of representation that are typically built through practice and are ways
of reducing the processing load. Mental models are formed by creating homomorphisms
in the mind which are drawn downwards on a lattice. Moray's suggestion according to
these ideas for the design of displays and aids is to first discover the natural
homomorphs of the complex physical system. Second to construct a lattice of the sys-
tem and then design intelligent aids in the light of the lattice. The DSS should then help
the operator to retreat to higher homomorphism. It should provide too efficient ways to
move around the lattice from any point to any other point even when the homomor-
phisms are such that the paths do not exist in the mental model lattice. The DSS should
be a guide through lattice space, moving the user from node to node in the easiest possi-
ble way and in such a way that the user does not lose track of the system states and
preserves the ability to retrace his steps.

Partnership between man and DSS
Interactive dialogue between DSS and operator should be articulated on transfer of

analogies, temporal estimation and the construction of homomorphisms. When a prob-
lem arises neither of the operator and the DSS is able to diagnose it alone. This diag-
nosis is a dual process shared between the DSS and the operator. The dialogue is based
on reciprocal confrontation of:

data which have been filtered either by the DSS or by the operator; these data are
not necessarily the same,
hypothesis on the disturbed state of the plant,
respective knowledge able to explain this disturbed state.

Through the dialogue, which in this case is not directed by the DSS but rather by the
operator, a solution is found and a strategy is defined in order to restore the system
equilibrium. This dialogue is dynamic according to the system evolution. This means
that both the DSS and the operator are able to integrate new information that continu-
ously changes the problem space and both may tune their reasoning process according to
the changes of the partner. The cognitive model sustaining the DSS is more appropriate
than a classical ES, as it contains cognitive heuristics which are closer to the operator's
line of thought.

3.3. Potential applications in supervisory systems for accident prevention
In this approach, which represents the long term potential application of our metho-

dology, the cognitive model is coupled with a model of the plant, into a larger simulation
framework. The final objective is the development of a tool for supervising operational
tasks, on the basis of the experience gained through a large amount of results of simula-
tion. To this aim, two steps have to be fulfilled. Firstly, the work environment is
modeled. Possible unsafe man-machine interactions are identified through simulation;
they are analysed and stored into a reports knowledge base. This is done by the elicita-
tion of prototypical accidents, where the occurrence of failures and repairs are not
assessed or computed a priori but become a very product of the man-machine simulation
itself. In this way, the dynamicity of the interaction between plant and human is fully
taken into account by the simulation. The simulated accidents knowledge base is set
into the memory of a Supervisory Expert System. This supervisory system then operates
on line, in the control room. Receiving as input the actions performed by the operator
or the team and the interrelated responses of the plant, such system is aimed to an "early
detection of risky sequences of events and to prevent the entering of a potentially catas-
trophic scenario. Each step of this programme is reviewed in more detail, in reference
to our modelling background.
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în a previous paper (Cacciabue, Decortis, Masson, 1988), we assumed that a cogni-
tive mode! of a human operator gains a new advantage when interfaced a) with a model
of a plant producing the process response to operator actions and b) with a simulation
driver able to generate variety in the interactions, introducing logical and stochastical
failures in both components and human performances. Extensive simulations can be
run in order to obtain most of the realistic interactions sequences, within computational
boundaries. A simulation starts wii:h initial physical and cognitive configurations and pro-
duces possible system histories. These sequences depend partially on the setting of vari-
ous features concerning the plant and the human models. The system is tuned through
a number of steps.

Fitting of the plant.
It concerns the functions performed, the corresponding layout and the operational
and reliability characteristics of the components.
Fitting of the human model.
As we assume that the stable properties of human problem solving are its cognitive
primitives, namely the Similarity Matching, the Frequency Gambling and the
Directed Inference, the main variables to be set are the size and the quality of the
knowledge base, the quantity of processing resources and the sensitivity of the
mode! to simulated environment. These are partially controlled by the evolution of
the man-machine interaction itself.
Fitting of the interface.
The third adjustable family of parameters concerns the nature of the data coming
from the interface and the type of actions allocated to the human model.

The criteria for terminating a run can, for example, be the recovery of an incident or,
in case of failure, the exceeding of a fixed time duration or the degradation of the simu-
lated system into an unsafe state. The entire simulation is driven by the DYLAM tech-
nique. All critical scenarii, produced by the simulation, can be learned by a kind of asso-
ciative memory, i. e. the associations between dynamic system configurations and
accidental outcomes can be fed and distributed in a connexionist network. Advantages of
this architecture are multiple (Rumelhart and McClelland, 1986). Such system would,
indeed, be fully flexible and adaptable. New associations and scenarii categorisations
would emerge from the structure of the network, without having to be explicitly built in
by the programmer. Partial matching between simulated cases and real system evolu-
tions (see below) would simply appear from the way in which the prototypical cases are
represented. Learning would also arise in a rather natural way, as it is supported by an
automatic process of connection strength revision in the network. Simulation outputs
can also be aggregated through classical statistical techniques in order to obtain generic
models of accident production.

Once available, simulation digests become part of the knowledge base of a Super-
visory Expert System operating in the control room. Such a system would be aimed at war-
ranting the safety of the plant under operational conditions. It receives as input all deci-
sions taken by the operator together with the plant evolution in real time. The supervi-
sor continuously tries to match these data with its referenced scenarii in order to iden-
tify, as early as possible, the drifting of the system into a degraded, potentially unsafe
operating mode. When such detection is made, the operator becomes automatically
informed of the danger of the situation. When threshold levels of risk-gravity balance
are attained, automatic shutdown are ordered to prevent further degradations.

The power of this approach comes from the very benefits of the simulation step.
Firstly, within an appropriate data system environment, running-times can be kept very
small and various initial system configurations can easily be explored. Secondly, the
simulation of man-machine interactions is not limited to the study of one particular plant
or operator, but can be generalized to various work situations.
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4. CONCLUSIONS
In this paper, the recent development of a "cognitive" model for simulating the

internal processes and representations of the operator, using the interaction of engineer-
ing judgement, psychological approaches and artificial intelligence tools, has been dis-
cussed. Its potential applications are very wide, covering the area of safety analysis and
design of procedures and interfaces of complex plants. In particular, the use of this
modelling approach for the development of Decision Support Systems has been analysed
in details, showing the improvements that its use could bring to the present generation
of DSSs.

The work to be done in this direction remains still very innovative and considerable
in all concerned fields of research, from psychology to knowledge engineering to com-
puter science. However, the recent developments of new generation of computers,
allowing much more flexible configurations and suitable programming languages, and the
mutual "understanding" and commonality of "languages" of engineers and psychologists
represent positive bases for a succesfui outcome of this fundamental research in man-
machine systems.

In the case of the present development, the reasearch in the domain of psychology
will focuse on the cognitive attitude towards:
* the mechanisms of deep reasoning,
* the use and understanding of the time dimension,
* inferencial and logical treatment of information, and
* the presence of the group for the decision making.
From viewpoint of the modelling implementation, these mechanisms have to be framed
in a structure that offers peculiarities of flexibility for interchanging models and mechan-
isms according to the overall state of the mind and of the environment. Consequently,
the development of a Blackboard architecture (Hayes-Roth, 1985; Engelmore, Morgan,
1988) is being carried over, in order to allow the partecipation of varied sources of
knowledge and modelling mechanisms to the simulation of the decision making process,
icluding, as an example, the representation by PDF algorithms of complex mechanisms
such as deep reasoning and diagnosis, that can develop in parallel during the human
decision making process.
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MAN-MACHINE INTERACTION AND DECISION
SUPPORT SYSTEMS: USER MODELLING AND
DIALOGUE SPECIFICATION
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Birkerod, Denmark

Abstract

Decision support can be given in two quite different ways, either providing the
user directly with the information he needs, or by providing him with assistance to find
the information he needs.

The former approach is traditionally applied in Computerised Operator Support
Systems, information systems, and decision support systems. It relies on a prior
specification of the various possible situations or cases that may arise, the analysis of
the tasks involved, and the design of displays and information retrieval facilities that can
serve them. The role of user modelling in this approach is two-fold: on the one hand to
facilitate the structuring of information presentation (ergonomie guide-lines for display,
layouts, attention-getting devices, etc.) and on the other hand to facilitate the selection
of the proper contents of the information (in other words: the morphology / syntax and
the semantics).

The second approach is to assist the operator in finding the information that is
needed in each situation. This overcomes one limitation of the first approach, because
it does not require a prior specification of a representative (not to say, exhaustive) set
of situations. Instead it requires a specification of the general steps (or generic tasks)
that the operator needs to carry out. This can on the most general level be done by
referring to a standard decision model. But to be really useful, the decision making
must be seen in the context of the specific process and its characteristic demands, as
provided e.g. by a cognitive task analysis. Based on this it is then possible to specify the
typical dialogue sequences that are part of the decision making. This can consequently
be used to assist the operator in implementing the dialogue rather than implementing
the specific steps (although this may later be added). User modelling in this approach
refers to the operator as an active partner in the dialogue, rather than as a process
supervisor or controller. The requirements to the Decision Support System will
therefore be derived from the context of an overall dialogue, whose goal it is to bring
about the decision, rather than from situation-specific requirements which may be
mutually conflicting.

This second approach works by structuring the situation rather than structuring
the tasks. Even though the overall decision making can be seen as composed of single
tasks, the focus is on the organisation (and control) of these tasks rather than the tasks
themselves.

1. USER MODELING

One crucial point about user modeling is that it must serve a purpose, i.e. there
must be an explicit goal or reason for it. In the context of man-machine systems (MMS)
in general, including Decision Support Systems (DSS), the purpose must clearly be to
improve the performance of the system and the quality of the outcome, e.g. the
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decislon(s) made. This purpose can, and should, be made operational in terms of a
number of specific aspects, either aiming to increase something (efficiency, safety,
throughput, speed, etc.) or aiming to decrease something (erroneous actions, time to
learn, release of dangerous materials, destruction of equipment, etc.). The reason for
stressing this seemingly obvious point is that unless there is a clearly stated goal, user
modeling easily becomes detached - something that is done for its own good. While this
may be quite acceptable and worthwhile in academic studies, it is not so in applied
research and industry. Furthermore, having a clearly stated goal for user modeling is
necessary to produce ehe functional requirements, hence makes it possible to specify
whas the user model is, ihow ii can be implemented, and whether it is successful.

The user model should accordingly be seen as a general enhancement of system
functionality, i.e. it has the same position as any other kind of knowledge or algorithms
(rule sets). It does not have a special status, and should not be treated as a separate
entity, i.e. as something of a different quality. Consequently, specifying the user model
in the system should start by analysing the purpose for having it, in as many details as
possible. This may, possibly, in some cases lead to the conclusion that the same purpose
can be more simply achieved by enhancing the functions that already exist in the system,
rather than by introducing a new element. In this sense there will be no explicit user
model but rather an implicit one, such as there always is (Hollnagel & Woods, 1983).
(A better term than user model might therefore be representation (or description) of
user characteristics or user features, where the specification of which features are
relevant depend on the context and the distinctive purpose.)

The central issue in user modeling, and in other types of modeling as well, is the
representation of a set of essential features of the object (i.e. the user) in a form which
can be accessed and processed by the system. The specification of which features are
essential must be derived from a definition of the purpose of the model and the ensuing
requirement specification. The selection of the form of the model must also comply
with the requirements to the use of the model, rather than with theoretical
considerations. A user model therefore does not need to have any resemblance to the
scientific models that one otherwise has of the user, e.g. psychophysical, psychological,
or cognitive models. A user model is really a very pragmatic affair where the decisions
about the practical implementation should be guided only by the purpose of the model,
i.e. whether the use of the model will have any discernible effect on the performance of
the system. (Thus, if the purpose is a deeper understanding of human psychology, then
it should conform with the established scientific facts.)
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1.1 Varieties of User

User modeling has become an area of great interest, both in the design and
development of Knowledge-Based Systems (KBS) and in the field of Computerised
Operator Support Systems (COSS) such as Decision Support Systems (DSS) - whether
or not these systems embody intelligence. Although user modeling in all cases should
have a single goal and serve a specific purpose, this can be achieved in many different
ways. Thus, a characterisation of the field will show several different typical varieties of
user modeling, often referring to their application:

o Genera! User Modeling - which aims to support various types of users for various
types of tasks, e.g. general intelligent help (Erlandsen & Holm, 1987), or using
KBSs as interfaces to large software packages (data bases, CAD/CAM systems,
engineering codes, etc.). Examples of this are found in numerous applications,
often implicitly contained in the guise of user-friendly systems,

o Dialogue Modeling - which aims to improve the system's ability to communicate
with the agents in its environment (the user). In order to communicate the
system must, however, be able to refer to and make use of a representation of
the user. This is necessary in order to understand and resolve ambiguous input,
to select or generate information that is appropriate for the current situation,
and to present it in a way which is easy to understand. In particular, the system
must know what goals the user currently is pursuing and which strategies are
being applied.

o Therapeutic Modeling - which aims to support modifications to user behaviour,
attitudes, and motivation through therapy, propaganda, etc. This has generally
taken place within the field of academic research.

o Student Modeling - which aims to support the selection of appropriate strategies
for systems that include teaching as an implicit or explicit goal. This is also
sometimes referred to as tutoring.

o Design Modeling - which aims to serve as a source of knowledge and support for
the design and test of new systems, retrofitting and modifications, etc. (e.g.
Rasmussen & Goodstein, 1986). This type of user modeling is currently limited
to rather low level tasks, but more elaborate types of task analysis, such as
cognitive task analysis (Woods & Hollnagel, 1987; Barnard, 1987) can serve to
extend the scope.
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o Decision Modeling - which aims to support the functioning of interactive
decision support systems, whether in management, administration, or process
control. In some cases the decision may be the ultimate product of the system, in
other cases it may enter as a part of a larger task.

o Operator Modeling - which aims to improve the efficiency of man-machine
systems and process control tasks and environments in general (Woods, 1986).
This corresponds, on the lowest level, to cognitive ergonomics and functional
human factors engineering, and on higher levels to an combination of several of
the other types mentioned above.

1.2 Contents of the User Model

The examples mentioned above serve to illustrate the variety of user modeling,
rather than e.g. as a proposal for a taxonomy. Some types of user models may actually
overlap in a number of cases but they are all elementary in the sense that they point to a
single, clearly identifiable goal. The characterisation can be further developed by
considering which aspects of the user one can possibly model, i.e. what the contents of
the model can be. Here some of the obvious candidates are:

o Traits and Characteristics - the way that the user typically makes use of or
processes information, e.g. cognitive style, problem solving style, and learning
style. This may be quite independent of any specific task or situation.

o Pians and Strategies - the goals of the user arid the typical solutions that are
being used to achieve them. This, of course, depends on the particular
application.

o Knowledge - what the user knows about the application, whether it is general
(tacit) knowledge or task specific knowledge and experience. While it is possible,
although not always easy, to represent application specific knowledge it is
extremely difficult to represent tacit or background knowledge.

o Skills - the repertoire of solutions, principles, procedures, and operational
strategies that the user can employ. This gradually blends into the plans and
strategies.

o Intentions and Desires - the affective or emotional factors and criteria that often
have a decisive influence on the user's behaviour. This touches upon the aspects
of so-called 'hot' cognition, in contrast to the 'cold' cognition that can be
described by information processing models, although intentions for practical
reasons often may be equated with goals.
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1.3 Specific Purposes of User Models

The choice of what to include in the model is closely related to the type of
application and the specific purpose of the model. At present, and probably also for the
foreseeable future, it will be impossible to develop user models that come even close to
having the complexity and richness of human behaviour. Instead, user models for a
particular application will concentrate on precisely those aspects of human behaviour
that are necessary and sufficient for the stated purpose. Some of the common purposes
in the field of industrial process control are:

o Procedural Support - either adapting the presentation and display of procedures
for normal or abnormal operations to fit the current situation, or following the
operator's execution of a set of chosen procedures. This is closely related to
Activity Monitoring.

o Activity Monitoring - to keep track of active strategies or plans, and prevent or
mitigate the occurrence of erroneous actions ('human error') through early
detection of possible incorrect operations. Activity monitoring may cover
procedures as well as other, more general, non-proceduralised types of action.

o Information Presentation - adapting information display in general to attract
attention, to attain maximum comprehensibility, and reduce the occurrence of
misunderstandings.

o Knowledge Support - to interpret semantically ambiguous queries and produce
answers that are appropriate and which can be understood in the given context.
Also, to help the user navigate in a complex knowledge field. This is particularly
important as a front end to information retrieval functions.

o Task Allocation - the dynamic allocation of tasks according to resource-demand
considerations, particularly as regards human functioning.

o Planning and Scheduling Support - the short-term and long-term determination
of activities and dependencies in all parts of the system. An area of particular
interest is the re-scheduling that must take place when unexpected events lead to
a disruption of the normal procedures.

o Decision Support - the matching of the decision requirements of the process to
the decision capacity of the system, assuming that decision making is distributed
rather than centralised. This includes channelling of information, optimising
resources, maintaining an overall goal structure, combining evidence and needs,
etc.
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In the case of DSSs, whether they are 'plain' or intelligent, the focus will be on
decision support as a specific application of dialogue modeling. The relevant aspects of
user modeling are, consequently, decision modeling, dialogue modeling, and operator
modeling. In terms of contents the models should focus on knowledge, plans, and
strategies. The specific purpose is to improve the decision by ensuring that the
necessary and sufficient information has been taken into consideration. This clearly
represents a combination of many of the purposes mentioned above, in particular
procedural support and activity monitoring. The choice of these as the most relevant
aspects should, however,, not lead to a neglect of the others. Knowing what to present
cannot reasonably be separated from knowing how to present h. Depending on how the
system is designed and implemented the various aspects of user modeling may,
however, be assigned in separate KBS.

2. USER MODELING AND DECISION SUPPORT; DECISION STRUCTURING

The goal of a DSS can be defined simply as providing the right information, in
the right form, and at the right time. This has traditionally been interpreted to refer to
Ihe actual retrieval, processing, and displaying of information by the DSS, in analogy to
the way in which information presentation normally takes place.

o The information must be the right information in the sense that it is the
information that is actually needed in the concrete situation. This presupposes
knowledge of what information to provide, either based on a prior analysis of the
conceivable situations (such as a requirement specification or a PSA) or on
(model driven) adaptation of more general specifications to fit the actual
situation.

o The information must be presented in the right form, which means that the
operator must be able to understand it without any effort. It must match the
other information that is being used (hence possibly requiring reformatting) and
it must fit naturally together with it (i.e. not blocking or obscuring it on the
displays). It must also fit reasonably well with the operator's frame of mind
(although that can be a severe restriction to implement).

o Finally, the information must be provided at the right time. In the case of
information that is retrieved, it means that there must be no undue delays in the
retrieval. In the case of information that is produced by the system, such as
advice or warnings, it means that the information must be synchronised to the
actions, being neither too early, nor too late.
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These goals of a DSS can, however, be attained in at least two quite different
ways which can be called decision structuring and decision administration. Decision
structuring means that the user is directly provided with the information he needs, while
decision administration means that the user is provided with assistance to find the
information he needs.

The decision structuring approach is the solution traditionally applied in a
number of Computerised Operator Support Systems, Information Retrieval Systems,
and Decision Support Systems. It relies on and requires:

o a prior specification of the various possible situations or cases that may arise,

o an analysis and decomposition of the tasks involved, and

o the design of displays and information retrieval facilities (functions) that can
serve them.

The decision structuring is, however, generally prone to the 'n+ V fallacy. This
means that the off-line analyses only will account for a limited number of cases or
situations; this number is called 'n'. Sooner or later, however, a situation will occur
which is not among the 'n' situations that have been anticipated; this is the !n+1'
situation for which the system has not been prepared. If the usual response is followed
the 'n+1' case, possibly together with a small number of similar cases, will be included in
the repertoire for which the system is prepared, hence increasing 'n'. But the fact
remains that (here will always be a 'n + V case.

The role of user modeling in decision structuring is two-fold: on the one hand to
facilitate the structuring of information presentation (ergonomie guide-lines for display,
layouts, attention-getting devices, etc.) and on the other hand to facilitate the selection
of the proper contents of the information (the syntax and the semantics). The first is a
rather basic level of user modeling which concentrates on representing characteristics of
the perceptual and peripheral information processing of the user. The second generally
relies on task analyses or hierarchical goals-means analyses to specify information
needs, which then are used as a basis for structuring the information presentation (e.g.
status information, alarm annunciation, display hierarchies, etc.).

2.1 User Modeling And Knowledge Representation

User modeling (whether static or dynamic) is clearly related to two types of
knowledge: knowledge about the user and knowledge about the domain or the task. But
it is really a third type of knowledge which is the most important: knowledge about the
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interaction between the user and the system, hence how the joint system carries out the
task. Knowledge about the user, knowledge about the domain, and knowledge about
their interaction belong together, and it would seem senseless to have one without the
other two. This has, however, quite often happened in user modeling because it is
implicitly assumed that modeling the user is the only - or at least the most essential -
aspect. But it is really the knowledge about the interaction which should be in focus,
and the other types of knowledge which, in a sense, should be derived from that.

It is, in fact, only by developing this third type of knowledge that any
improvements in system performance can be achieved. Knowing the goal(s) and the
dynamics of the interaction (hence what is important about it) makes it possible to
specify which part of the user and which part of the domain knowledge is relevant. Put
differently, we should concentrate on that which has an effect on the interaction or
which cars be affected by the interaction. Other types of knowledge about the user are
irrelevant for the purpose of dynamic modeling in DSSs even though they may be
interesting from a different perspective; and the same goes for the domain knowledge.

In decision structuring the design of a DSS must recognise whether the goal is to
provide data, information, or knowledge. The distinction between data, information,
and knowledge is important for how systems are designed and, therefore, also for how
models are made. The distinction is relevant both with regard to the level of messages
that are exchanged between the user and the system (the external mode) and the form
of representation used in the system (the internal mode). The established level of
interaction with the decision process can further be used to specify the type of output
provided by the DSS, and the general level of processing or elaboration that is intended.

o Data refer to representations of individual or isolated facts (e.g. measurements)
about the state of the target system and / or the environment. Examples are
analogue and binary values (measurements and logical states), which may be
displayed by instruments or expressed in single statements like 'the flow [of X] is
Y' or 'the temperature is Z'. Data are, in principle, meaningless. The algorithms
that are used in data processing will therefore process any number that is given
to them - and furthermore treat all input as numbers, if only given the chance.
This can be slightly improved by imposing limits and strong typing on the input,
such as one sees in some programming languages (e.g. PASCAL). Data
processing is characterised by working mostly with numbers and by caring
relatively little about the contents or meaning of the numbers. Neither will the
output be meaningful for the user, unless he knows the right frame of reference.
This may be provided explicitly through the presentation or implicitly by the
user. There is, for instance, a clear difference between saying:
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'The temperature was 39° C

and

'The patient's temperature was 39° C

In the latter case the measurement or datum can be unambiguously interpreted,
hence is meaningful for the user. There is a gradual transition from pure data to
pure information and data processing can easily produce information, i.e., the
output from the algorithms may be expressed in terms of relations. A simple
example of that is calculating the percentage or relative frequencies from simple
numbers.

o Information, for lack of a better word, can be defined as expressing relations
between data. This could for instance be 'the level is 82 %' (in contrast to 'the
level is 24.7 feet'), or 'John is higher than Peter'. Information generally consists
of symbols, with numbers being a special class of symbols. Information can also
be expressed in the form of rules. For instance, 'the alarm limit of X is Z' can be
expressed as:

'if x > z then there is an alarm condition'

or, more generally,

'if A then B else C

Representing information in the form of rules can easily become very complex,
as expressions become nested. Information usually requires a completely
different form of structuring and organisation (as well as presentation) than data
do, although the internal representations may be indistinguishable.

Information processing can produce knowledge, in the sense of second-order
relations. A good example is a simulator of a process or a phenomenon, which
can be used either as data or information processing, according to its purpose
and construction. Typically, if the target process is a well-described physical
phenomenon the simulator is being used in a quantitative fashion, as a complex
calculating or processing device. If the target process is less well described or of
a symbolic rather than numeric nature, a qualitative simulation may be more
appropriate. But if the simulator is used not in itself but as a part of a larger task,
e.g. as a way of predicting how consequences may propagate through the system,
it produces knowledge as output rather than just information. It is knowledge
because is being used as reasons or goals for other actions or choices.
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o Knowledge can be defined as expressing relations between information.
Knowledge consists of symbols, the relations between them, and the rules or
procedures for manipulating them. One of the fundamental characteristics of
knowledge is that it can serve multiple purposes, whereas information is more
specific. The relations are most often expressed as causal relations, i.e., the
reasons for observed facts and / or conditions. For example, the statement:

'the level rises because of X'

expresses knowledge because it connects an effect with a reason. Conversely, one
can deduce from the existence of the condition X that the level will rise,
assuming that there are no other conditions that have to be fulfilled, i.e.,

'when X exists then the level will rise'

Note that this can be used in an unreflective way as a rule. There is, however, a
not so subtle difference between saying 'Y occurs because X is the case' and 'if X
then Y' (or 'when Y then deduce X'). The latter is mechanical; what is lacking is
the underlying reason for the event. The former is an expression of knowledge
which draws upon additional knowledge or information. Thus, whereas
information describes conditions (as rules), knowledge describes relations
between conditions.

Knowledge is assumed to be the cornerstone of human thinking, but it is also that which
is least supported by Artificial Intelligence and expert systems, despite the enthusiasm
about and high expectations of knowledge processing systems. Knowledge-based
systems are in many cases simply sophisticated information processing systems, because
they remain on the level of rules.

It is obviously crucial for a DSS whether it should support knowledge processing
or information processing. Clearly, the requirements to the system cannot be the same,
neither in terms of dialogue nor in terms model representation or actual display design.
One is therefore required first to decide on what level the DSS is supposed to function
and then to provide the detailed functional requirements for that level. This is a case
where task and situation analyses have an important function, because they may
determine where the most difficult situations arise, and which type of intervention is
desired and required. (This may also be a matter of plant policy and management style,
as well as requirements from the authorities.) Once this has been clearly recognised and
the task / decision appropriately structured, the DSS and HCI can be designed to meet
the requirements. Here, as in other places, the important thing is to be clear about what
the purpose of the system is, before it is designed, rather than designing it from some,
possibly, vague ideas about which type of DSS is needed. Such matters cannot be
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determined on an ad hoc basis from the latest or most salient experiences, but must be
properly addressed through an analytical procedure. For any specific situation the
external mode of functioning will thus be predominantly in terms of knowledge or in
terms of information.

When it comes to the user model or the internal mode, this could either be on
the level of information (relations) or on the level of knowledge (reasons). Ideally, we
would like to express the models as knowledge, because we want to know how the user
really functions (the never ending human curiosity about ourselves). There is, on the
other hand, no such deep knowledge available. As modelers we must therefore reduce
our level of ambition and accept that it may be more appropriate to have the models
expressed on the level of rules, because this is where we can actually do some useful
work. And, taking a closer look at existing user models, these mostly function on the
level of rules (hence information) rather than knowledge. This does not preclude the
external mode from being on the level of knowledge. Quite to the contrary, it is one of
the advantages of KBSs that they can use information to produce knowledge, just as
information processing systems can use data to produce information.

3. USER MODELING AND DECISION SUPPORT: DECISION
ADMINISTRATION

Whereas decision structuring aimed at specifying the information the user
needed for each of a set of situations, the approach taken in decision administration is
to assist the operator in finding the information that is needed in each situation. The
information provided by the DSS can be seen in terms of the methodology or reasoning
the user should follow, i.e. a guided walk-through of an appropriate decision process. If
done correctly, this walk-through (or structured analysis) will produce the required
information. It is, in a sense, this structured analysis which the system designer performs
when he designs the DSS, and in particular the information handling mechanisms, in the
case of decision structuring. Specifying and structuring the information therefore
actually presupposes an adequate analysis of the possible situations. But rather than
focusing on the results of this analysis one can focus on the process itself, and introduce
that as the basis for the computerised support. This will shift the focus from specific
situations to a method which can be applied across a wide variety (and in principle all)
situations. The main advantage of that is that decision support also can be provided for
unexpected situations, when the right decisions are unknown.

Because decision administration does not require a prior specification of a
representative (not to say, exhaustive) set of situations it overcomes one major
limitation of the decision structuring approach. Decision administration instead
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requires a specification of the general steps (or generic tasks) that the operator should
carry out as part of the decision making, i.e. a generic task analysis for class of tasks.
Even though the overall decision making can be seen as composed of single (sub)tasks,
the focus is on the organisation (and control) of these tasks rather than the tasks
themselves. Decision administration thus works by structuring the situation rather than
structuring the tasks.

3.1 Dialogue Specification

In order to work, decision administration requires a higher level principle or
goal as a focal point for the analysis. This higher level principle can be the dialogue, but
could also be e.g. information flow, a goals-means analysis, a discourse structure, etc. It
could actually be anything that does not depend on a pre-specified set of situations or
cases. The choice of the dialogue as the higher level concept is based on the recognition
that decision making in practice is a goal driven activity rather than the straightforward
implementation of a predefined decision rule. The (implicit or explicit) dialogue
between the user and the system is therefore of prime importance for the quality of the
outcome, and a proper administration of that dialogue can lead to a much improved
decision.

Whereas the design of a technical system can be based on a substantial set of
physical laws, first-order principles, and guidelines, the design of a DSS has much less to
start from; this goes for display design as well as task analysis, HCI, etc. (e.g. Hollnagel
& Weir, 1988). Dialogue analysis and dialogue design have been treated extensively on
the level of generalised HCI (Alty et al., 1987). In the case of decision administration
the dialogue analysis must be applied to prototypical rather than specialised cases of
decision making. The dialogue structure must consequently reflect a general decision
scheme which essentially is situation independent, but which can be validated through
case studies.

The specification of the typical dialogue in decision making should be expressed
as a set of goals and sub-goals together with the actions necessary or sufficient to
achieve them, rather than directly as actions or functions. The difference is basically
that a description in terms of actions (and / or functions) will tend to be forward driven,
i.e. going from one action to the other as in the following of a decision rule. That may,
however, easily lead the decision process astray, unless the distance to the goal state
regularly is checked. If, on the other hand, a specification in terms of goals and sub-
goals is used, then the reasoning will rather be of a backwards going kind, i.e. reasoning
from the goals to the means that can achieve them. This will generally ensure that the
decision process is kept clearly focused. (I will in this context disregard the thorny
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problem of non-monotonie reasoning and truth maintenance, but rather assume that
the dynamics of the process are slow enough to allow a decision process to develop
without the need for revisions of the conditions leading to it.)

The analysis in terms of goals and subgoals can on the most general level be
done by referring to a standard decision model. One starting point for specifying the
dialogue needed in decision making might be the general decision model, e.g. in the
form of the 'step-ladder' model (Rasmussen, 1986). This would lead to the following
progression of steps (cf. Figure 1):

o Execute the chosen alternative. This requires that a decision has been made and
that a procedure has been formulated.

o Formulate a procedure. This either requires that a decision has been made, or
that a procedure is formulated for each of a number of alternatives.

o Task Definition. This is the most likely locus of the actual decision. It requires
that the situation has been clarified and the priorities set.

o Evaluation - Interpretation. This requires that the situation has been identified.
Evaluation - Interpretation occur as twinned functions or tasks.

o Identification. This requires that sufficient data and information has been
gathered through observation.

o Activation. This is the initial step of the decision making.

EVALUATION

INTERPRETATION

[ IDENTIFICATION! I DE™T
K,ON

OBSERVATION P R O C E D U R E
FORMULATION

ACTIVATION EXECUTION

FIG.1. The 'step-ladder' decision model.

85



The structure is obviously basically linear, just as the model is. The dialogue
occurs within each step, rather than in the progression of steps as a whole. The
dependency is accordingly only between a step and the previous one. This model is
intended to be quite general and is therefore not very useful as a basis for designing a
DSS.

Decision making must instead be seen in the context of a typical process or
domain and its characteristic demands, as provided e.g. by a cognitive task analysis. This
would typically be based on a state-space analysis of the process as shown e.g. in Figure
2 (cf. also Björn Wahlström's paper in this volume). This can be used to specify the
typical dialogue sequences that are part of the decision making and can consequently be
used to assist the operator in implementing the dialogue rather than implementing the
specific steps (although this may later be added).

Shut
Down

Recovery
State

Normal
Operation

i

Disturbed
Operation

T

Emergency
Operation

—

FIG.2.

In this sense the dialogue sequence may have the following set of goals and
requirements, which in themselves become sub-goals:

o Make the decision (actually: implement chosen alternative). This requires that
the criteria have been clarified, that the alternatives have been specified and that
the consequences of each alternative are known.

o Clarify the criteria, i.e. specify the goal conditions. This requires that the overall
goal is specified, and is basically a more detailed description of the positive and
negative goal criteria.

o Define the overall goals in the situation. This requires that the current system
state has been identified and that the expected system developments are known.
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o Specify the alternatives. This requires that the overall goals are known and that
the expected system developments have been described.

o Describe the expected system developments, i.e. check them for desired effects
and side effects. This requires that the system state has been identified and that
the event has been identified.

o Identify the current system state. This requires that the base state is known and
that the event has been identified.

o Identify the base state. This refers to the condition of the system before the
event occurred, e.g. in terms of a general state-space, or the status of critical
functions. This is triggered by the detection of the event, although it does not
require it in a strict sense.

o Identify the event. This is clearly one of the low level actions, which may be
assisted in many ways.

o Detect event. This can either be as a positive detection (e.g. an alarm or a
warning), or as a negative detection, e.g. that something does not occur when it
was expected to happen.

The outcome of this analysis is a structure that is rather complex and far from
linear, as can be seen in Figure 3. Each step can depend on a number of other steps,

._______. _______/
ClABIFY

CRITERIA

SELECT

ALTERNATIVE

DEFINE

GOAL(S)

S P E C I F Y

ALTERNATIVES

CLARIFY
C O N S E Q U E N C E S

O F
ANALYSIS

IDENTIFY

BASE

STATE

IDENTIFY

S Y S T E M

STATE

DESCRIBE
E X P E C T E D

S Y S T E M
D E V E L O P M E N T

DETECT

C H A N G E

IDENTIFY

EVENT

FIG.3. Example of decision dialogue structure.
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and although there is a general sense of progression through the description, there are
no clear linear relations. On this level of description there are no loops. It is, however,
possible to analyse each step further as a (sub)dialogue in its own right, continuing
recursively until the level of elementary actions has been reached. During this loops
may occur. If, for instance, the specification of alternatives does not produce any
results, It may be necessary to re-activate one of the previous steps. But instead of going
on to this ievel of detail Î will consider how this analysis can actually be implemented in
a system that provides decision administration.

3.2 Dialogue Analysis And User Modeling

The analysis of the dialogue required to carry out a decision can be used as a
basis for user modeling. Assuming that the overall goal is to reach the correct decision
(as quickly as possible, with as few resources as possible, etc.), ihe user can be helped if
the system can follow his progress through the dialogue. The dialogue structure thus
represents a space of knowledge 'slots' or objects that must be filled before the decision
can be correctly made.

As an example, consider the expression of the following four dialogue steps in a
pseudo object-oriented language. Each dialogue step is referred to as an ASSISTANT
of the following form:

:ASSISTANT Decision
rCriteria < haveBeenClarified >
.'Alternatives < haveBeenSpecified >
:Consequences < haveBeen Analysed >
:ifTrue makeDecision

ASSISTANT Criteria
:Goals < haveBeenDefined >
:ifTrue clarifyCriteria

ASSISTANT Alternatives
:Goals < haveBeenDefined >
rDevelopments < haveBeenDescribed >
:ifTrue specifyAlternatives
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:ASSISTANT Consequences
:Alternatives < haveBeenSpecified >
rDevelopments < haveBeenDescribed >
:ifTrue analyseConsequences

.-ASSISTANT Goals
:SystemState < hasBeenldentified >
:Developments < haveBeenDescribed >
:ifTrue defineGoals

ASSISTANT Developments
:SystemState < hasBeenldentified >
:Event < hasBeenldentified >
:ifTrue describeDevelopments

rASSISTANT SystemState
:BaseState < hasBeenldentified >
rEvent < hasBeenldentified >
rifTrue identifySystemState

ASSISTANT BaseState
rChange < hasBeenDetected >
rifTrue identifyBaseState

rASSISTANT Event
:Change < hasBeenDetected >
rifTrue identifyEvent

(The basic idea in this representation is that the action following the :ifTrue message
will be carried out if the preceding conditions are fulfilled. These, in turn, are tested by
querying the appropriate knowledge object, e.g. in order to specify the alternatives the
goals must have been defined and the developments must have been described. That, in
its turn, can be represented as the values of a slot, or an instance variable, of the object.
The whole dialogue structure can be represented as in Figure 4.)
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'ASSISTANT Basestate
:Change <nasBeenDetected>
:lfTrue idenfflyBasStale

D E T E C T

C H A N G E

ASSISTANT Criteria
:Goals <tiaveBeenDelmed>

:ifrrue darilyCriterla

:ASSISTANT Décision
:Cntena <riaveBeenClanfied>
Alternatives <naveBeenSpecitied>
Conséquences < haveBeenAnalysed >
:ifTrue makeDecision

ASSISTANT GoalS
:SystemState <hasBeenldentilled>
:Developments <haveBeenDescribed>
:ifTrue defineGoais

ASSISTANT Alternatives
:Goals <haveBeenDet!ned>
:DEVelopments <naveBeenDescnbed>

:itTnje specityAlternatives

•#•

\

ASSISTANT Conséquences
:Alternatives <naveBeenSpecified>
developments <riaveBeenDescribed>
:ifTrue analyseConsequences

ASSISTANT SystemState
:BaseState <hasBeenldentitied>
:Event <hasBeenldentltied>
:ifTrue

ASSISTANT Developments
:SystemState <hasBeenldentifled>
:Event <hasBeenldentided>
:iîTrue describeDevelopments

À

/
ASSISTANT Event

:Change <hasBeenDetected>
:lfrrue idenfllyEvent

FiG.4.



This could serve as the basis for a user model in administering the decision. It
represents the knowledge of how the decision should progress and how the steps of the
dialogue are interrelated, as well as the current status of the decision, i.e. what is known
and what is still unknown. This can be derived simply by examining the contents of the
slots.

In some cases the decision may be made even though all the requirements have
not been explicitly met (to the system's knowledge). This is analogous to short-cuts or
shunts in the decision structure, something that happens every now and then. In terms
of the orderly decision making this corresponds to omissions of part of the decision,
which can be detected by the system. Note, however, that omissions are detected
because a given slot not has been filled, rather than because a specific action has not
been carried out; the slot may have been filled in a different way. In many cases the
dialogue assistants or objects may also contain default information for the various slots.
This enables the model to follow a skilled decision maker as well as an unskilled one
and is a good example of how a model can be adapted to account for various skill
levels. Alternatively, slots may be allowed to remain open or unfilled e.g. in cases of
time pressure.

It is important to emphasise that the focus in this model is on goal-requirements
relations rather than goal-means relations. The requirements are that the slots have
been filled. The means are the ways in which the slots become filled. This may happen
in several ways, which are immaterial to the dialogue modeling.

The user model is, in a sense, the dialogue structure represented as the
dependencies between the dialogue segments. The decision administration is based on
the system trying to follow how the user gradually gathers the information that is
needed to make the decision. The system can guide the user with regard to which slots
remain to be filled, why that is required and possibly also how it can be done. It can at
any time check the completeness of the information, and warn when a decision is being
made on insufficient evidence. The user model can be queried at random, and there is
no requirement that the decision progresses in a specific order.

The representation in the model is clearly in terms of data and information, i.e.
the contents of the slots and the rules that describe the relationships between the
objects. The output from the model is in terms of information or even knowledge, if the
user asks for reasons why a certain step must be carried out.
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3.3 Steps Towards An Implementation

As indicated above, some of the elements of this decision administration system
are already in existence, although they have not yet been put together for this particular
purpose. These are the Dialogue Design Tool, together with supporting tools such as
the path algebra to check for dialogue consistency, and the RESQ system which can
recognise operator plans and detect a limited set of erroneous actions. This work has
been done within the scope of the ESPRIT project P857 - Graphical Dialogue
Environment.

3.3.1 ESPRITP857 - GRADIENT

In a pilot study (ESPRIT P600), a user survey and a literature survey identified
the 'real' problems associated with process supervision and control (S&C) systems, as
well as the possible technical solutions to these problems. The user survey indicated
that despite an overall general satisfaction with current S&C systems, the man-machine
dialogue was considered too restricted and dependent on predefined procedures, hence
inflexible and non-adaptive. The literature survey pointed to opportunities in the fields
of knowledge processing, cognitive and conceptual modelling to solve these problems.
Knowledge processing techniques can be used for intelligent support of the process
control operator during monitoring, fault diagnosis, and intervention. The new
modelling techniques can be used to increase the flexibility of the man-machine
dialogue when combined with graphical expert systems that enrich the information
presentation and facilitate the operator's process comprehension.

Building on the pilot study, the ESPRIT Project 'Graphics and Knowledge Based
Dialogue for Dynamic Systems' - in the following referred to as GRADIENT (for
GRAphical Dialogue environmENT) - has two main objectives:

o to investigate the use of knowledge-based systems to support the operator of
industrial process supervision and control (S&C) systems, and

o to enable the operator to conduct an intelligent graphical dialogue with the S&C
system, supported by graphical expert systems.

To achieve these objectives requires a set of interacting and co-operating expert
systems. These systems will partly serve as advisers to the operator and the S&C system,
and partly as support for an advanced dialogue system. They will provide the system
operator with intelligent support during fault investigation, emergency containment,
and system modification - as well as during normal operation - and will be built using
advanced techniques from the areas of knowledge processing and user modelling.
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3.3.2 The Dialogue Analysis

One main ingredient of the decision administration is the dialogue specification
and dialogue analysis. This can be supported by a dialogue design tool which has been
described in Ally et al. (1988). The Dialogue Design Tool (DDT) affords a means of
composing dialogue for any GRADIENT application, via an interactive design
environment, which allows the designer to describe his desired dialogue in high-level
(presentation independent) terms. As well as providing an executable form of the
specification, the design environment provides checking and analysis facilities which
help to ensure the integrity of the dialogue specification. The resultant specification
generates Dialogue Assistants which will execute within the GRADIENT Dialogue
System.

The aim of the DDT is to make dialogue design both easy and convenient. To
this end, the designer should be able to gain some impression of design efficacy through
the DDTs interface prototyping facility. Although the DDT has been developed with
the GRADIENT project as a reference, the same technique can easily be applied to
other cases.

3.3.3 The Plan Recognition

The second main ingredient is the actual following of the user as he carries out
the decision. This is a quite complex affair, because it must be assumed that the decision
is carried out in a mixture with other actions. The GRADIENT project has developed
an expert system, called RESQ (Wheeldon et al., 1988), which is able to recognise the
plans a user follows and trace his progress through the plans. Of particular interest for
this application is that RESQ also can detect deviations from the plan and classify them
according to taxonomy of erroneous actions.

RESQ is based on the use of powerful plan recognition techniques. It analyses
the actions of the user, attempts to recognize what plans and goals he is trying to
achieve and evaluates this goal in terms of the current system status. If the user's action,
plan or goal is found to be faulty RESQ attempts to diagnose the error and support the
user in correcting it. When RESQ has identified the plan that the operator is engaged in
the system can offer the user a "shortcut" to complete the remaining steps of the plan.

The third and final main ingredient is the representation formalism that is to be
used for the model - and thereby also for the decision structure. In the case of both
GRADIENT systems mentioned above, the Dialogue System and the RESQ system, the
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implementation has been done in either LISP or KEE. Much of the dialogue analysis
and specification is, however, in terms of a general object-oriented paradigm. If a
complete and specialised decision administration system is to be built, it would probably
be wise to use a truly object-oriented environment, such as SMALLTALK. Given that
many of the pieces already exist, it should be possible to construct a small prototype
with a very limited effort.
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Abstract

A safety parameter display system is being developed for the Forsmark 2 nuclear
power plant. The system should support the plant accident management strategy
ranging from handling of transients to severe accidents. This paper summarizes the
guiding principles behind the SPDS system development.

inThe system will support the operators decisionmaking by presenting information
a concentrated form. The system will primarily be a tool for the shift supervisor
and closely connected to the emergency operating procedures (EOF).

The system will monitor the four critical safety functions; reactivity, core cooling,
heat sink and radioactive release barriers.

A successful implementation of an SPDS system must in the early design process
involve the end users, a new information system must also be strongly connected to
existing work routines at the NPP.

Human needs and limitations must be carefully considered in the development of
computerized operator aids, human factors experts must also be involved in the
early design process.

Our intention in the Forsmark projects is to use an accurate model of the
system end user while developing an SPDS system. This will be done by using a
multidisciplinary project group and through active involvement of the end users in
the design process.

1. Introduction

This paper will present the intentions behind the development of a Safety Para-
meter Display System (SPDS) for the Forsmark 2 nuclear power plant. This develop-
mental project started in 1988 and is now in its first phase. The SPDS system will
support operator decision making in the new plant accident management strategy,
ranging from transients to severe accidents, The system is developed to support the
operators and especially the shift supervisor in monitoring critical safety functions
in a disturbance situation.

97



The Swedish State Power Board (Vattenf all) generates approximately half of the
electrical energy in Sweden. Nuclear power in Sweden generates 50 percent of the
electricity. Vattenfall generates about 65 percent of the above at the Ringhals and
Forsmark nuclear power stations.
Three of Ringhals nuclear power station units are pressurized water reactors designed
by Westinghouse and the other Swedish reactors are boiling water reactors designed
by ABB Atom. Other nuclear power stations in Sweden are Barsebäck on the Swedish
south coast and Oskarshamn 300 km south of Stockholm.
The Forsmark nuclear power station is situated on the east coast of Sweden, 170
km north of Stockholm. The plant consists of three units, Forsmark 1, 2 and 3.

An SPDS system has previously been developed for the Ringhals pressurized water
reactors and for the first generation BWR plants (Ringhais l). Modern technology
(artificial intelligence) will now be used for the implementation of an SPDS system
for the Forsmark 2 plant.

The Forsmark SPDS project is sponsored jointly by Vattenfail, Forsmark and the
Swedish Nuclear Power Inspectorate (SKI).

2. Why develop an SPDS system?

The Forsmark SPDS system will be developed to support the shift supervisor and
the plant manager with technical support (TSC) in management of transients and
severe accidents. The support will be given by alerting the shift supervisor of
degraded critical safety function and present an overview to help him coordinate
actions based on the functional state oriented EOP. The system also provides a
verification of safety systems readiness and operation. The SPDS will relate to the
EOP and the existing computer based information system. The system will also be
used to some extent during normal operation, eg. periodic testing.

Results from the evaluation of the Swedish PWR (Ringhals) SPDS system indicates
that the advanced SPDS system has been very valuable to the shift supervisor in
presenting an overview of process status and an indication of EOP actions (Waess-
man, 1988).

The evaluation of the Halden projects Success Path Monitoring System (SPMS), one
of the decision support systems developed by the Halden project, also displayed the
advantages of a support system for management of transients. The results from the
evaluation were that the use of an SPMS system improved speed and accuracy of
operator performance in taking appropriate corrective action (HWR-224). The SPMS
evaluation also concluded the importance of an integration between the SPMS system
and the plant procedures, which is one of the most important objectives for this
project.

The Forsmark SPDS system will provide for the following support functions:

1. State monitoring
The system provides a verification that the reactor has been safely shut down.
To achieve this the system will be monitoring the following critical safety
functions:

1 Reactivity
2 Core cooling
3 Radioactive release barriers
4 Heat sink
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2. Control of safety systems
The system provides a verification that the safety systems automatic sequen-
ces has been properly executed and that the important safety components are
working.

3. Documentation of transient
The system will provide material for an analysis of the cause of the transient.

The project will be conducted in six phases:

1. Functional analysis
2. Accident management strategy and specification of technical functions
3. System construction
4. Verification in small scale simulator

This verification of the system will be performed in a compact simulator
environment.

5. Implementation of prototype in the controlroom
6. Validation in full-scale simulator

A full-scale simulator for the Forsmark 1/2 power plants is under construction
and will be ready in 1991. A full-scale validation will then be carried out in
the new simulator.

3. How to develop an advanced SPDS system

The Forsmark 2 SPDS system is to be developed in close relation to the Emergency
Operating Procedures (EOP) and the SPDS work will be guided by the EOP structure.
A thorough evaluation of experiences from the Ringhals SPDS projects will also be
performed.

The project group for the Forsmark SPDS project consists of participants with
different backgrounds representing the utility, Vattenfall, the Swedish Nuclear
Power Inspectorate, the OECD Halden Group (IFE) and UNISYS (computer consul-
tants).
This group includes engineers, computer specialists, human factor specialists and
staff from the Forsmark operational department, Working groups with different
competences will also be created during different phases of the project, for accomp-
lishing subgoals.
User involvement through the entire design process is very important. The intended
system users have the best knowledge concerning crew organization and the infor-
mation support needed for decision making in transients and severe accident situa-
tions. The end users will be involved from the very beginning of the project. The
control room operators will be participating in and reviewing the work done by the
working-groups.

The Forsmark 2 operational department has formed a working group consisting of
operators for the first phase of the project. This group is responsible for how the
system should be used to be consistent with the emergency operation procedures.
Human factors specialists can provide knowledge of important human needs and
limitations which must also be considered in the design process of a technical system.
With the use of new computer technology a more flexible system design can be
obtained where it is possible to make system changes after the verification and
validation phases of the project.
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4. Human factors consideration for system design

Previously the contribution of human factors specialists was to instruct system
developers how to make the best use of functional capabilities of the individual.
The individual was treated as an engineering component, and the goal was to achieve
the best linkage between man and hardware and software. These visions must be
altered and we must view technology as an instrument of human needs.
A crew can be considered as a dynamic system consisting of technology, crew orga-
nization, work tasks and crew members in a continous interplay. A major change in
any of the above parts will affect the function of the other parts (Leavitt, 196^).
How can we meet high-level human needs in the design process of new technology?
Van Cott (1985) makes a few suggestions:

Early involvement of human factors specialists in the design process, so that
human demands and limitations could be considered at an early state.

User involvement throughout the entire design process; system planning,
design, test and maintenance.

It is essential that the human factors specialists can provide the designer with a
model of human cognitive functions. The human behaviour is concept driven, and
this characteristic of intelligent action is produced by an internal model or repre-
sentation of the environment, This "mental model" is used for planning and decision
making, for formulating messages to be sent, and for interpreting messages received
(Hollnagei and Woods, 1983).

Human needs and limitations which must be considered in the design process for
this type of application are:

An adequate stimulation level for the control room operators.
Working memory capacity and human selective processing. (Careful analysis
of information need to avoid informational overload).
No worktasks that demands continous attention.
Lowered functional ability during nightshift.
Adaptation of system to users "mental model" of the system - not the opposite!
"Learning by doing". Let the system provide opportunities.

5. Criteria for "usability" of computer systems

It is very important that the system is designed so that it is considered "usable" by
the users. It must be designed in accordance with human cognitive processes, infor-
mational need and decision support as expressed by the users. Dillon (1983) has
specified a number of criteria for system "usability".

What does characterize a "usable" system for this type of application.

1. Good work-station design

This criteria is related to work-station layout, keyboard layout and display
design.

2. Easy to learn and use

The computer is a means to an end, and not the opposite, The computer must
reflect the users "mental model" of the system. The system must be transpa-
rent, i.e. the systems actions must be clear and predictable for the users, and
it must be easy for the user to move around in the system.
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3. Good documentation

The system must provide an adequate documentation concerning how the
program is working, it can be in either a manual or a program.

4. System reliability

It must be difficult to destroy the system. The system should display repeated
and consistent functioning with few disturbances.

5. Error handling

It should be difficult for users to go wrong, and it must be easy to detect and
correct errors.

6. Appropriate input/output

A software and hardware input/output interface which is appropriate for task
and user is important, eg. touchscreen, joystick or knobball.

7. System response speed

The system must have a fast enough and constant response time to avoid
feelings of stress and uncomfortableness.

8. Cognitive organization

The cognitive organization of the system must be appropriate and apparent
for the user. The system structure must be consistent with the users "mental
model". Transparency of the system is also important for this criteria.

6. Conclusions

We consider the following objectives important for the design of an SPDS system:

An SPDS system should provide support for the operators and especially for
the shift supervisor.

The system displays the status of the four critical safety functions.

The system end users must be involved during the whole design process.

Human factors expertise should be utilized.

An SPDS system will be integrated with the existing work routines and emer-
gency operating procedures.

The system must be considered "usable" by the users.

The system designers must adapt the system to human needs and limitations,
and most important to the users "mental model".

The use of new technology (AI) will provide means to make a flexible system
that can be changed when demands arise.
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Abstract

Dec"ision Support" Systems (DSf>), which combine the oanabili—
ties of moderen comouters and human skills in solving comnlex 111 —
struet urod problems of organizational management, has bo p n
croatad as an evolution and develonment of Decision Theory,
Management Information Systems and Dot*a Bane Management flystems
The DS3 hei p users to for.mulato and analyse» decision alternatives
In a number of ways by making use of abjective and subject: 1 ve
dafa, models, knowledge.

The main cornponsnf« of a conceptual DSS modo! ara "usnr-
cyst-psm" Interface, block of problsrn analysis and structuring,
decision-making block, data barsn r model barari, and knowledge, bano.
The» " ussr-syrstem" Intesrfacra contains facilities for geînorating
and controlling th« dialogue. Th« blocke, of problem analyTir; and
decim'on-making incorporate procodurns and methods which hol n
formulate the nroblom, analy-^f? approaches^ to its «solution, and
generate tho result by making use of the data, model and knowlpsd-
g<? banar:. Tho DSf5 al-so contains facilities for data and knowledge
csl icitat ion, model construction, data and model management.

Tan preliminary analytic; and structuring of the problem are
carried out either by the decision maker alone or Jointly with a
skilled consultant-analyst- The ability to conceive the structure
of a problem correctly is an art reinforced by experience and
intuition- The comolexity of nvc?n a preliminary analynirs, and the
presence of numerous ill-defined factors, set a number of requi-
rements to OSS. An effective decision—making depends on both the
harmony of decision maker and consultant efforts and the DSS capa-
cities. Problems arising in designing oach of DfiS blocks and exam-
ples of its .successful implementation ara considered in paper.

At the raarly stages of its development OGS was treated as a
computer-based facility for assisting in processing huge amounts
of data with rigidly assigned models and in presenting decision
results. T t was explicitly assumed that the problem solved was
sufficiently clear and understandable. We believe, the major
purpose of the next generation of DSS roust be: assistance in
providing for a better understanding of tho problem solved;
assistance in the problem solution; assistance in decision analy-
sis. The future systems will be ablo to adjust to the style of
human thinking, simulate his techniques, and will be a sort of
extension oF the manager's ego.
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1. INTRODUCTION

Decision Support Systems (DSS), which combine the capabili-
ties of modern computers and human skills in solving complex
management problems, has been created as an evolution and deve-
lopment of Decision Theory, Management Information Systems and
Data Base Management Systems. There are various DSS definitions.
Many researchers view DSS as a system helping user to solve ill-
structured and unstructured problems. According to paper [7] the
DSS concept is shifting gradually from explicit statement "what a
DSS does" to operational characteristics "how the DSS's objective
can be accomplished".

In our opinion DSSs are computer-based systems that help
users to formulate and analyze decision alternatives in a number
of ways, to solve complex ill-structured problems by making use
of objective and subjective data, models, knowledge.

2. CONCEPTUAL DSS MODEL

The main components of a conceptual DSS model consistent
with the above definition are "user-system" interface, block of
problem analysis and structuring, decision making block, data
base, model base, and knowledge base [13].

The "user-system" interface contains facilities for genera-
ting and controlling the dialogue. The blocks of problem analysis
and decision-making incorporate procedures and methods which help
formulate the problem, analyze approaches to its solution, and
generate the result by making use of the data, model and knowled-
ge bases. The DSS also contains facilities for data and knowledge
elicitation, model construction, data and model management.

The block of problem analysis and structuring is one of the
major DSS's blocks: it helps examine and structure a problem. The
purpose of the problem structuring stage is to "tune" the DSS to
the user's object area, define the basic characteristics of the
source information, formulate the necessary requirements to deci-
sion techniques, models, and knowledge. The problem structuring
involves compilation of a list of the considered objects (alter-
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natives, factors, etc.), description of the objects' properties
(characteristics and attributes), identification of constraints,
and evaluation of criteria.

The decision making block is a core element of the DSS which
assists users in finding the most adequate means for solution of
the preliminary structured problems. In the block inputs there
are, on the one hand, a formal representation of the problem,
and, on the other, requirements to the form of the ultimate
decision, for example:

- ranking (quasiordering) the set of objects;
- dividing the set of objects into groups (classification);
- singling one or several best objects out of the set.
The formal representation of the problem and requirements to

the form of decision set certain demands on the types of the
necessary models and data, determine the need for subjective
expert knowledge, impose constraints on the employed decision
techniques. In order to perform its functions the decision making
block must contain a library of decision methods including those
for solution of multicriteria and single criterion problems on
objective and subjective models. Apart from the library this
block should incorporate a set of rules or an expert system,
adjusted by an experienced consultant, permitting selection of
the most adequate tools for the problem solution.

The decision making block should enable the user to combine
the structures, data, models, knowledge, and methods in an integ-
ral whole, choose between different decision techniques, make use
of different models and data. Note that such behavior of the user
is characteristic of practical situations: people use some deci-
sion method, analyze the obtained result, then try another method.
An opportunity for a DSS application in a similar manner looks
rather attractive. From a methodological point of view, however,
the decision block operation in the above manner gives rise to
considerable difficulties. At present, we may identify only indi-
vidual components of the mentioned functions implemented in some
or other DSSs. The development of a decision block intended for a
wide range of applications is a task for the future.
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The data base is a component common for all computer systems.
As applied to decision problems it must, to a certain degree,
replicate the structure of the problem and contain both objective
and subjective data (should they be necessary).

The model base must involve a library of possible standard
models resulting from problem structurization for the considered
object area. The library must contain both traditional objective
models such as assignment, transportation, game models and the
like, and subjective expert models.

The knowledge base of an effective DSS should contain objec-
tive information on the user's area and the subjective rules
reflecting the decision maker and experts' experience. It is
also highly desirable to accumulate, in the knowledge base,
information concerning the past DSS applications to solution of
concrete problems.

The problem of knowledge elicitation from experienced
experts is one of the poorly studied and developed points of
designing knowledge-based systems - intelligent DSSs and expert
systems [5]. Additional requirements to the knowledge elicitation
techniques are imposed by the methods of knowledge presentation:
hierarchical structures, graphs, semantic networks, frames,
production systems. It is very important, in constructing know-
ledge bases, to take account of the specifics and limitations of
the human information processing system which are practically
neglected by the existing methods of knowledge elicitation.

In real decision situations, the formulation (formal state-
ment) of a problem, selection of a method for its solution,
structurization of the source information in the form suitable
for some or other solution technique are rather complex. The
difficulties are overcome with special facilities for the design
of man-computer interaction when the problem is specified, and
the system's capacities for the problem solution become more
clear for the user.

The user-system interface, providing for the user communica-
tion with the DSS components, comprises facilities for the data,
model, and knowledge base management, as well as dialogue manage-
ment and generation. The data, model, and knowledge bases manage-
ment facilities serve for the creation, retrieval, and modifica-
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tion of the contents of the respective bases. In solving the
problem the user interacts with each base through the dialogue
management and generation system.

The range of functions performed by the user-system inter-
face determines the system's capacities in the decision support.
One of the most important requirements to the interface is its
friendliness toward the user. The availability of a friendly man-
machine interface is one of the distinguishing characteristics of
DSS. The conveniency of user-system interaction facilities invol-
ves flexibility of the dialogue, clarity of the system's behavior
for the user, easiness of training, simplicity of use, reliabi-
lity of operation.

3. COMPUTER APPLICATIONS IN DECISION MAKING

A variety of computer applications in decision making
requires to analyze principal capabilities of and constraints on
usage of computer in decision techniques, to consider computer's
correspondence with human abilities in decision making.

There are a lot of discussed problems on man-machine inter-
actions in decision making [13]. One of the most important issues
is the correctness of procedures of information transformation.
The dialogue correctness includes the following requirements:

- in information processing making use of elementary opera-
tions correspond to data character;

- in information elicitation and exchange making use of a
language which is routine and clear for users;

- in dialogue making use only the questions within the range
of human possibilities.

The second requirement is a comfortability of man-machine
dialogue that denotes:

- effective procedures of information processing and repre-
sentation;

- ability of promts and explanations at each stage of a
dialogue;

- checking possible mistakes and contradictions in decision
maker's preferences and answers.
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The third requirement is a correct determination of the
dialogue initiator. On some step of the dialogue it could be a
computer containing a complete scheme of a decision method. And a
decision maker is considered only as an information source. On
other steps a decision maker could handle dialogue himself
choosing necessary options from menus.

Yet another issue under discussion is computer application
to problem structuring [7,8]. As is known, the first stage of
decision making process is the preliminary analysis and structu-
ring of the problem. Usually this stage is carried out either by
the decision maker alone or together with a skilled consultant-
analyst making no use of computer. The ability to conceive the
structure of a problem correctly is an art reinforced by experie-
nce and intuition.

But now there are some DSSs which help decision makers to
formulate and structure the problem solved. The complexity of
even a preliminary analysis, and the presence of numerous ill-
defined factors, set a number of requirements to tools for
problem structuring. A successful analysis depends on both the
harmony of decision maker and consultant efforts and the DSS
capacities.

The above requirements to various components of the DSS are
only partially and to a different extent accounted for in the
present-day DSS. The most suitable for the DSS application are
multicriteria problems with objective models associated with
processing and analysis of huge data bases. In the course of
their solution the decision maker learns, gets a deeper insight
into the capacities and constraints of the objective model, and
realizes the necessity of a tradeoff between the conflicting
criteria. Poorly studied so far is an area of decision problems
with subjective models.

4. EXAMPLES OF DSS

One of the first DSS, capable of problem structuring, was
MAUD [8]. This system, designed for assisting decision makers in
individual choice situations, a priori does not contain any
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information on the problem under study. The problem formulation,
selection of the objects considered, assignment of criteria and
criterion estimate scales are exercised by the decision maker in
the course of interaction initiated by the system.

In operating the system, the decision maker can institute
necessary corrections, introduce and eliminate objects and
criteria, change his estimates and preferences. The system iden-
tifies the absence of contradictions in user's operations, checks
the information consistency, and prompts the user the procedure
stages to be carried out following the introduction of changes.
The user may interrupt the process practically at any stage and
resume it any time. As a result, the system ranks the studied
objects on the basis of decision maker's preferences (weighted
significance of the objects).

A second example is ASSIGNMENT system for solving a multi-
criteria assignment problem [16]. The system adjustment to the
subject area involves the construction of data and knowledge
bases, compilation of the lists of estimated objects and subjects,
identification of their mutual requirements and capacities,
forming criteria scales followed by an expert assessment of the
objects and subjects.

The problem is solved iteratively, and the decision maker
can interrupt the process, turn back to any stage, introduce
changes in the source data, criteria, and constraints, modify
decision rules. The solution process is registered by the system,
and the information on its current state is generated on the user
request. The system provides certain services to the user such
as prompts, instructions, and test examples. The system enables
the decision maker to evaluate opportunities for problem solution
with the available source data, quickly analyze the assignment
alternatives differing in sets of criteria, estimates, and cons-
traints, assess the impact of changes in decision maker preferen-
ces on the quality of generated decisions.

An example of a correct and scientifically valid decision
technique is provided by ZAPROS system which permits quasiorde-
ring of a given set of multicriteria objects on the basis of
decision maker preferences [10]. The questions to the decision
maker are in the form of verbal definitions in a language he is
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accustomed to (the criterion scales are ordinal). Presumably, the
criteria and scales have been identified and constructed in
advance. During an interview the decision maker is requested to
compare sequentially the pairs of multicriteria estimates near
the so-called reference situations determined by combinations of
the best or worst estimates upon all criteria.

The information elicited from the decision maker is tested
for consistency by special closed procedures. Note that the
amount of information increases as the problem complicates.
Should inconsistencies arise, the decision maker is presented the
inconsistent pairs of estimates for spelling out a correct ans-
wer. The rules of information conversion, built in the computer,
permit quasiordering of a variety of multicriteria alternatives.

An example of DSS with subjective model is provided by
MEDIAN system which permits ranking of a set of R&D projects on
the basis of decision maker preferences [14]. The DSS adjustment
to the programme object field is a procedure of expert ordering
general document file by a degree of document correspondence with
the programme. By making use of special man-machine procedures
"information weights'4 of documents from general file are calcu-
lated. The "information weight" of a document is determined by
the quantity of informative lexical units (words or terms and
their combinations) in a document's text and characterizes a
document's relevance to information needs of the user. According
to their information weights all documents from general file are
ordered by degrees of their correspondence with the programme.

An output of documents is executed from the ordered file. So
documents having the highest degree of correspondence with the
programme come first. The programme manager can abort an output
when he/she receives a sufficient number of relevant documents.
DSS MEDIAN is to help a programme manager to structure his/her
information needs, to quickly analyse large files of R£D docu-
ments, to search for and integrate a great number of R&D projects
related to programme matter.

One of possible approaches to constructing a complete and
consistent knowledge base in the form of hierarchical structure
for a diagnostic DSS was suggested in [6,12]. The system MEDICS
treats the diagnostic problem as an expert classification of
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multidimensional objects. Each object under study is described
with a set of attributes having a different degree of intrinsi-
calness (expression) for different decision classes (types of
diseases). The values of each attribute are assumed to be ranked
by an expert with respect to their relation with some class of
decisions; this procedure does not depend on the values of other
attributes.

The expert interview involves a successive consideration of
states of the object under study (of certain sets of symptoms or
attributes of the object) and assigning of each state, with
different degree of certainty, to one or several classes of
decisions (diseases). The dialogue with the expert is in the form
of a menu in a language the expert is accustomed to. The inter-
view implies systematization of classification rules used by the
expert, check of the obtained information for consistency, iden-
tification and correction of errors. Built in the interview
procedure is an algorithm minimizing the number of questions to
the expert.

The interview results in construction of an expert knowledge
base containing a complete (in terms of examination of all hypo-
thetically possible states) and consistent (agreement in esti-
mates and lack of errors) classification of states of the object
under study. The thus developed knowledge base, reflecting the
professional experience of a highly skilled expert, is conducive
to efficient DSS for a differential diagnosis of diseases.

5. CONCLUSIONS

At the early stages of its development DSSs was treated as a
computer-based facility for assisting in processing huge amounts
of data with rigidly assigned models and in presenting decision
results. It was explicitly assumed that the problem solved was
sufficiently clear and understandable, ffe believe, the major
purpose of the next generation of DSS must be: assistance in
providing for a better understanding of the problem solved;
assistance in the problem solution; assistance in decision analy-
sis. The future systems will be able to adjust to the style of
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human thinking, simulate his techniques, and will be a sort of
extension of the user's ego.

DSSs are becoming an effective means for problem solution.
But it is important to emphasize the term "support" in the name
of the system. DSSs themselves could not make new decision, they
only help people to make better decisions in a more effective
way. New computer tools may prompt an unusual question, help to
get a deeper insight into the situation, but they do not and will
be unable to substitute a creative human being.
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THE USE OF PROCEDURES FOR DECISION SUPPORT
IN NUCLEAR POWER PLANT INCIDENTS

A.D. LIVINGSTON
Human Reliability Associates Limited,
Parbold, Lancashire,
United Kingdom

Abstract

Procedures, particularly Emergency Operating Procedures (EOPs) form a key
element of the emergency response capability of operators in nuclear power
plants. This paper discusses the effectiveness of procedural support
based on a review of the l i terature and an evaluation of the role of
procedures in a selection of post Three Mile Island (TMI) incidents. The
evaluation suggests that despite the wealth of human factors research on
procedural support, the implementation of this knowledge remains wanting
in certain respects.

1. Introduction

Procedures, particularly Emergency Operating Procedures (EOPs) form a key

element of the emergency response capability of operators in nuclear power

plants. Whilst such aids may eventually be replaced by computer-aided
decision support systems, it is unlikely that the need for e f f ec t i ve
written procedures will diminish substantially in the next decade. Also,
the continued reliance on written EOPs may be particularly important for
those countries who have recently embarked on their first nuclear power
projects. This raises the question of just how effective is procedural
support?

A number of sources have identified deficiencies in procedures and
documentation to be a primary cause of significant incidents. For
example, the Institute of Nuclear Power Operat ions reviewed the root

causes of significant events in the US in the early 1980's and reported
the following statistics involving significant events caused by human
performance problems:-

deficient procedures or documentation
failure to follow procedure (16?)
lack of training or knowledge (185&)
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deficient planning or scheduling
miscommunication (6%)
deficient supervision
policy problem (2%}

Similarly, from the data reported by Fleming and Mosleh ( 1 7 ) , it can be
stated that about 2Q% of those common cause (dependent) failures which
involved human related causes were due to erroneous procedures. A smaller
proportion was attributable to operators failing to follow the prescribed
procedure. Finally, a study of NPP incidents reported by Carnino and
Griffon ( 1 9 ) , showed that the most frequent cause was procedures.

Procedures are an important method of operator support and one which
appears to be particularly vulnerable to problems. In a system where so
much emphasis is placed on the use of procedures it follows that any
procedural or documentation deficiencies are likely to lead to reduced
human reliability and hence to a lowered system reliability.

2. Hhat has been Learnt

The incident at Three Mile (TMI) Island provided the impetus for a wealth
of human factors research in the nuclear power domain. In the USA, the
Nuclear Regulatory Commission ( N R C ) , set up 'The Procedures and Test
Review Branch' responsible for evaluating all aspects of procedures. The
work of bodies such as this in other countries and international
organisations have produced a vast literature regarding mostly operating
procedures. A significant proportion of this effort has been directed at
upgrading EOPs.

A review of this literature was undertaken to collate factors relating to
the effectiveness of procedural support for abnormal incidents and
emergency situations. Typical factors which were documented by many
sources have been recorded and classified as relating to the technical
accuracy and completeness, format considerations, language considerations,
or location and cross referencing. A categorisation of frequently cited
procedural problems is given below.
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I. Technical accuracy and completeness

la. Technical information may be given in an inappropriate place in the
procedure or may be omitted.

Ib . Adequate instructional/documentational detail may not always be

prov id ed.
Ic. Technical guidance may be incorrect or inconsistent.
Id. Acceptable operating bands and tolerances may be presented in a form

that requires additional mental calculations.

II. Format considerations

lia. Information such as notes, cautions, warnings and conditional logic
may not be presented in the appropriate place (before the steps to
which they refer), or may be omitted.

lib. Information may be presented in an improper sequence,

lie. Instructions to reverse the preceding steps will be particularly
error-prone.

lid. Procedures involving complex activities may not break down the steps
into the level of detail requi red to avoid mi s - sequenc ing ,
overlooking of some steps,

lie. Notes and cautions may be used to present instructions. This may lead
to these steps being overlooked.

Ilf. Notes may be used to provide warnings instead of using "Cautions" or
"Warnings".

Ilg. Procedures often lack checklists for experienced operators.

III. Language considerations

Ilia.Signifieant typographical errors may occur.

IIIb.Text may be presented as upper case. This is more difficult to read
than lower case text.

IIIc.Multiple actions may be presented using text in paragraphs rather
than as separate steps.

IIId.The language used for the procedures may not be the first language of
the operators.

Ille.There may be a mismatch between the language used for the labelling
of the components and that used in the procedures.

Illf.Language should be simple, concise and precise.
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IV. Location and cross referencing

IVa. The use of a generic procedure which applies to more than one
component, unit or equipment may lead to misinterpretat ion and
operation of wrong component.

IVb. Procedures should be filed and identified for quick access.
IVc. Transitions between EOPs and other procedures should be clear and

unambiguous.
IVd. Procedures should incorporate place keeping aids.

3. Vbat has been Implemented

A sample of post - TMI incident investigations were reviewed in order to
ascertain the impact of the procedures upgrading program and to search

for examples in such incidents where procedures were deficient in some
aspect.

Procedural deficiencies which may have exacerbated the NPP incident were
recorded and compared with the categorisation of procedural deficiencies

identified through the literature review. The tables below illustrate a
subset of the recorded deficiencies for each of the incidents, and
indicate their categories.
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Incident
& Activity

Specific procedural problem Categorisation

San Onofre:
Loss of power

and Water
Hammer Event

Ground Isolation
Actions

Procedures did not alert
operators to the dangers
of tying the grounded 1C
bus with the normally
grounded 1A bus or working
around grounded equipment

Ha

Ground Isolation
Actions

Procedure did not provide
instructions for the method
and steps to identify ground
faults on a transformer

la

Safety Injection
Verification

Procedure only specified one
method of verifying SI actuations.
No guidance on alternate methods
or a caution that spurious SI
indicators will occur on loss of
certain electrical buses.

Ic/Ia/
Ha

Electrical Power
Recovery

Operators did not know the time Ib
required for the automatic system
to operate, consequently the decision
to manually re-energise the buses
rather than follow the procedure
seems reasonable, but it resulted
in errors due to a lack of detailed
information that was implicit in the
procedure
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Incident

& Activity

Specific procedural problem Categorisation

San Onofre:
Use of Diesel
Generators

The procedure provided no
guidance on how long the
attempt to restore power from

offsite power sources should
continue before using the
diesels.

la

Use of Diesel
Generators

Procedure did not specify the la/Id
maximum period of diesel operation
while unloaded to avoid overheating
and subsequent damage. (The
previous version of this procedure
had the necessary guidance, but it
was dropped when the procedure

was revised).

Decision not
to Recover Normal
Steam Generator

Water Level

The procedural guidance on
raising the steam generator
water level contained no
cautions concerning the effects
of this level change on the reactor

coolant system.

Ha
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Incident
& Activity

Specific procedural problem Categorisation

Oconee:
Steam Generator

Tube Rupture

Steam Generator
Isolation

Procedure called for isolation of
the steam generator with a leaking
tube but did not warn the operators
of the contingent dangers.

Ha

Procedure directed the operators
to prevent overflowing the
condensate storage tank, but did
not state the actions or precautions
needed to prevent an overflow.

Ib

Procedure did not specify the
minimum leak size for use of
the tube rupture procedure.
Operator training led them to

classify this event as a leak
rather than a tube rupture.

Id/Not included

in existing
problem list
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Incident

& Activity
Specific procedural problem Ça tegori sa tion

Davis-Besse:
Loss of Main
and Auxiliary
Feed water Event.

Time to restore the feedwater is
a critical factor regarding the
seriousness of this event. In
this instance the delay did not
have adverse consequences. However,
this illustrates the natural
reluctance of operators to initiate
any action resulting in plant
shutdown or other major economic
consequences. This consideration
should be recognised and reflected
through precise and clear procedures
which address such "actions".

IIIf/Not
included in
existing problem
list

EOPs required operators to ascertain
when both steam generators were dry.

However, this detailed information
required by the EOF was not available
from the CR instrumentation, due to
the lack of a trend recorder for steam
generator pressure. The SPDS was

intended to provide this data, but
both channels prior to the event were
inoperable.

Not included
in present
problem list
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Incident
& Activity

Specific procedural problem Categorisation

Ginna:
Steam Generator
Tube Rupture

Reactor collant
pump trip and
restart

The criteria for restarting the lib
RCPs were located very late in
the tube rupture procedure. If the

criteria had been placed early in
the procedure, many of the subsequent
problems could have been avoided.

PORV
Depressurisation

The procedure did not provide
operator guidance for the
possibility of void formation in
the reactor coolant system.
Expected system indications if
voids were formed and criteria

for verifying safe operation when
voids were present were missing.

la / Ha

Cooldown of
damaged steam
generator

The tube rupture procedure provided
no guidance for cooldown of the
damaged steam generator following

a steam rupture .

la

Steam Generator
Overfill

No procedural guidance existed
in the procedures to address a
steam generator overfill event.

Not included in
problem list
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Incident
& Activity

Spécifie procedural problem Categorisation

Ginna:
Blocking
Secondary
r elie f
valves

Ambiguity in procedural content
led to operator misinterpreting
"put the atmospheric steam dump
valve in manual closed position"
to mean that the valve should
be blocked.

Ib/IIIf

Procedure did not contain cautions
or steps to take to limit the
potential for pressurised
thermal, shock of the reator
vessel „

Ila/Ia

Rancho Seco:

Loss of Integrated
Control System
(ICS) power and
overcooling
transient

Vital systems
status
verification
and then
excessive heat
transfer.

The procedural guidance
available for these two
activities assumed that
ICS was available so that
operators could control
all ICS valves from the
control room i.e. The
EOF did not address the
loss of ICS power.

Not included
in existing
problem list
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Incident
& Activity

Specific procedural problem Categorisation

Rancho Seco:
Maintenance
of subcooling
Margin

Operators had considerable
difficulty reconciling the
dichotomy between avoiding
the pressurized thermal shock
region and regaining pressurizer
level (e.g. increasing high
pressure injection flow in
accordance with their EOPs).
Their training and procedures
were not adequate to resolve
this conflict and tended to
provide conflicting indications
of the appropriate priorities.

Not included
in existing
problem list

A recent modification allowing
valves to be closed from outside
the control room indépendant of
ICS power was made to accomodate
the possibility of CR fire.
However, other procedures were not
reviewed to determine the
applicability of this modification.
Consequently, the EOF did not
reference the remote control panel
procedures as being the appropriate
course of action for plant shutdown.

IVc
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Oconee, operator training influenced the classification of the event as a

leak rather than a tube rupture.

Examples such as the above may well be due to a lack of co-ordination
between operator training and procedures development functions. Indeed it
has been reported ( r e f . 1 ) that this has resulted in problems such as
absence of feedback from the trainers to the procedure writers and a
shared perception that emphasis on either training or procedures reduces
the need for the respective other. Additionally, when operators get into
blind alleys with procedures or if procedures do not cover the emerging
event, a greater plant knowledge may enable them to make appropriate
judgements.

Two other factors which were identified in the Davis-Besse incident
related to lack of specific control room data required by the EOF and
operator attitude regarding plant shutdown. In the former case, no trend
recorder was available and the Safety Parameter Display System (SPDS)
which was intended to provide such data was inoperable. Given the
attention now being focused on Computerised Operator Decision Aids
(CODAs) , perhaps consideration should also be given to the consequences of
their unreliability and the backup measures that are required.

The latter case regarding operator attitude illustrates the importance of
a clear management philosophy which defines the difference between
economic and unsafe operation. Ambiguity on such issues at a policy level
tends to percolate down into the procedures, leaving situations such as
occurred at Davis-Besse open to operator interpretation. The tendency to
delay plant shutdown needs to be considered and acted upon in the
development of safety critical procedures.

The remaining two factors relate to EOPs not addressing the event that
occurred. At Rancho Seco the event was loss of integrated control system
(ICS) power and at Ginna the event was a steam generator overfill.
Ironically, the loss of ICS power had been foreseen by the Anticipated
Transient Operating Guidelines (ATOG) and included an explicit procedure
for a loss of ICS power and the ATOG directs operators to that procedure.
However, this was not deemed to be credible enough to be included in the
EOPs. Added to this oversight was the omission of any classroom or
simulator training on the overall plant response to either the total loss
of ICS do power or the restoration of ICS dc power. Moreover, due to a
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plant modification for fire protection, all operators had received
training on how to remotely operate the atmospheric dump valves (ADVs) and
turbine bypass valves (TBVs) ,, However, the operators did not remember
this alternate method and it was not referred to in the EOPs.

During, the Ginna event, the "B" steam generator overfilled, filling the
"B" steam line with water up to the main steam isolation valve. The water
in the steam line added an extra load on the steam piping and supports.

Steam line piping supports , however, were not analysed for overfill
conditions until after the 1982 incident! This is another example of
where good plant specific knowledge is invaluable.

5. Conclusions

The limited number of case studies that have been reviewed imposes severe

constraints on the general applicability of the findings for the industry
as a whole. However, the findings do have a salutory function if they

serve to stimulate an assessment of the current state of procedures used
in NPPs . Nearly ten years of upgrading EOPs has served to develop a
potentially vast and knowledgeable literature on the human factors aspects

of procedure writing. Nevertheless, from this brief review of incidents
it is apparent that problems still remain in the face of the expertise to

circumvent them.

Ideally a wider range of incidents need to be analysed to scope the
magnitude of the problem. Analysis of simulator trials would also be
useful for identifying operator errors caused by deficient procedures, as
at present it is not certain whether this type of information is fed back
into procedures development. This particular strategy would be extremely
useful in assessing the impact of revised EOPs on other operating
procedures with which they may interact. The need to review the adequacy
of maintenance and test procedures that are currently used is another area
of concern, as they are a significant source of latent failures and have
not received the attention that EOPs have in the post -TMI era.

Finally, with the general trend towards the use of symptom based EOPs
there is an urgent need to investigate and report on the particular
problems posed by using this approach and how SPDSs are af fect ing
procedural operations.
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Abstract

As CANDU nuclear power plants become more complex, and are operated under tighter
constraints and for longer periods between outages, plant operations staff will have to absorb more
information to correctly and rapidly respond to upsets. A development program is underway at
Atomic Energy of Canada Limited to use expert systems and interactive media tools to assist
operations staff of existing and future CANDU plants. The complete system for plant information
access and display, on-line advice and diagnosis, and interactive operating procedures is called the
Operator Companion. A prototype, consisting of operator consoles, expert systems and simulation
modules in a distributed architecture, is currently being developed to demonstrate the concepts of
the Operator Companion.

1. INTRODUCTION

Atomic Energy of Canada Limited (AECL) has been a pioneer in the application of digital computer
control to CANDU (CANada Deuterium Ujanium) nuclear power plants [1-3]. The next
generation of CANDU plants will extend this leadership in the use of computer technology to the
areas of:

- distributed control systems and data highways,
- computerized safety systems,

advanced control room design,
decision support systems, and
advanced signal processing.

Recent developments in computer technology offer significant new opportunities to enhance
nuclear plant safety and to protect the investment by assisting and counselling the plant operations
staff in making routine and abnormal event decisions. Benefits to owners and operations staff will
be achieved through:

reduced safety and licensing concerns by providing enhanced plant monitoring systems
and decision aids,
reduced operations staff stress from fewer but more informative alarm messages,

- streamlined operational tasks, and
- increased reliability and reduced operational costs through automated testing and

predictive maintenance.

Development work is underway within AECL to use expert systems and interactive media tools to
assist operations staff in existing and. future CANDU plants. The complete system for plant
information access and display, on-line advice and diagnosis and interactive operating procedures
is called the Operator Companion [4]. Key functions that the Operator Companion will address
include alarm annunciation, fault detection and diagnosis, plant status and vital parameter
monitoring, and 'smart' operating procedures. AECL is working closely with CANDU utilities in
Canada to select the most urgent and beneficial Operator Companion applications and to
incorporate operating experience into them.

Nuclear plant operators continually access plant information - plant data, procedures, flowsheets,
operational constraints, equipment status and history, etc. - when performing critical tasks (e.g.,
reactor shutdown) or performing routine tasks (e.g., system check-outs). Discussions with the
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operating staff of Canadian CANDU's have led to the recognition that the amount of information
required to operate a reactor has increased with successive station designs. This increase can lead
to information overload of the operations staff. In response to this potential problem, station
personnel have indicated a need for enhanced support to operate these newer reactors to their full
potential.

This paper provides an overview of the work currently underway and being planned at AECL on
developing a prototype Operator Companion.

2. OPERATOR COMPANION OVERVIEW

The Operator Companion is conceived as a family of expert systems and other advanced computing
systems communicating with each other and with the plant via a local area network (see Figure 1).
This architecture offers a number of advantages:

a distributed computing network provides the necessary multiprocessor, multitasking
environment required to implement various strategies for multiple subsystems,
the data from the system can be made available in preprocessed form to match the
diagnostic strategy or strategies being considered,

- some modules can be dedicated, faster than real-time processors for plant data analysis,
real-time simulators or plant analyzers can be incorporated for on-line power plant
decision making and 'on-line' operations staff training,
redundant workstations can be used for recovery from equipment failure,
a modular approach provides greater resistance to obsolescence as technology evolves,
and

- a modular development and implementation strategy can be used.

Existing Plant Instrumentation

0JT

Alarm Annunciation

Fault Detection and Diagnosis

On-line Plant Configuration
and Equipment Status

Vital Operating Parameters

Smart Operating Procedures

Electrical
Systems
Expert

Station Operations/Maintenance Staff

Figure 1 : System architecture for the AECL Operator Companion.
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The following technical activities for the Operator Companion project evolved from discussions
with CANDU design and operations personnel.

Improved CANDU Alarm Annunciation Strategy

An improved alarm processing and annunciation strategy for CANDU plants is required
to assist the control room operator in obtaining a better and faster understanding of
plant upsets. Some remedies, such as alarm conditioning, sequence-of-event
recorders, classification of major and minor alarms, and sorting alarms by system, have
already been implemented into the design. Additional improvements are still required.

On-Line Fault Detection and Diagnosis

This activity addresses the broad problem of on-line fault detection and diagnosis for
any event, and providing advice to the operations staff on the most effective course of
action. Fault detection has traditionally been handled by interpretation of alarms.
However, diagnosis of the root problem is done manually by the operations staff
performing a time consuming search through flowsheets and manuals. The computer's
ability to continuously and exhaustively search through all plant data offers the prospect
for more automated fault detection and diagnosis and for providing a predictive
capability.

Plant Configuration and Equipment Status Monitoring

Advanced computer and interface tools will be used to enhance the ability of the plant
operations staff to monitor the physical status of the plant and major equipment Plant
personnel currently have to interpret the status of the plant from diverse information
sources such as operations reports, manuals, drawings, control panel displays, and
alarm indicators. On-line access to this information using advanced display techniques
will provide a better indication of the plant status on which to base decisions.

Vital Operating Parameters

Expert system tools and novel information presentation methods will be used to provide
the operations staff with a concise picture of the overall plant profile based on key
operating parameters, normal and safety limits and other essential data.

Plant Operating Procedures

The aim of this work is to provide the plant operations staff with convenient and rapid
access to relevant operating procedures and plant data as events unfold, and could
include the use of adaptive procedures based on the state of the plant

Specialized Operational Tasks

Expert systems technology offers the opportunity of capturing scarce expertise and
making it readily available to operations staff. Specific examples include fuel
management, interpretation of plant chemistry data and identification of fuel defects.

3. REQUIREMENTS FOR THE OPERATOR COMPANION

Discussions with Canadian CANDU plant owners have identified the monitoring of plant
configuration and equipment status and the on-line detection and diagnosis of system faults as
applications that can yield most immediate benefits. Functional requirements for each of these two
areas have been developed and are summarized below. These requirements have been used to
develop the prototype Operator Companion described in Section 4. The remaining components of
the Operator Companion for CANDU will be developed in the next phase.
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3. l Plant Configuration and Equipment Status Monitor

The configuration and equipment status monitor will provide a reliable and easily accessible record
of field component status and plant operating profile. Based on discussions with CANDU plant
staff, the system should offer plant personnel access to:

- a display of the flowsheets for the various operating areas of the plant,
a display of the current status of all operable devices on the flowsheets,

- the ability to provide hard copy prints of the flowsheets and operable devices,
- a display of the current device status including physical state (i.e., Open, Closed,

Throttled) and Work Protection Code tag state (i.e., red, yellow, green, or orange
tags),
the ability to perform simple modifications to the flowsheet displays to show temporary
system changes, and

- the ability to display and modify a power supply list and/or an air supply list for
applicable equipment.

3.2 On-line Fault Detection and Diagnosis

The on-line fault detection and diagnosis system should:

act as an "intelligent" operator assistant,
monitor plant components during normal operation to alert the operations staff of
incorrect operation and to detect changes in data profiles that indicate incipient
component failure or deterioration of economic performance, and

- reduce information overload during abnormal plant transients, to diagnose their causes,
and to suggest the appropriate human response to correct the situation.

4. IMPLEMENTATION OF A PROTOTYPE OPERATOR COMPANION

The prototype Operator Companion has been implemented using distributed workstations linked
together on a local area network (LAJM). Three modules have been developed and are connected
together by the LAN: a plant database, an operator console and a subsystem advisor (see Figure 2).

Operator
Console D

Advice File

OPERATOR
COMPANION

Local Area Network
(LAN)

Plant
Database

Subsystem
Advisor

SES Reactor

data link

Data
Acquisition

System

Figure 2: Overview of the prototype Operator Companion and the demonstration application.
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The requirements for the plant configuration and equipment status monitor lead to the need for a
plant database and an operator console. The plant database acts as a central data repository for :

raw data, such as sensor readings, in a form that is usable by other Operator
Companion modules,
component status (open, closed, work protection code, etc.) and trend data,
component maintenance records,
component specifications, and

- shift logs.

The operator console serves as a high-level interface to automatically monitor selected data from the
plant database, and as an intelligent interface to the subsystem advisor module (described below).

The requirements for on-line fault detection and diagnosis lead to the need for subsystem advisors
dedicated to specific subsystems of the plant. These advisors, which are based on advanced
computer technology, such as expert systems, communicate with the operations staff through a
message facility linked to the operator consoles or through more conventional alarm displays.

The network can contain any number of operator consoles and advisor stations. Each workstation
can be dedicated either to monitoring specific parts of the plant or to meeting the needs of a specific
operations group (e.g., operators, maintainers, etc.). One workstation of each type has been
implemented for the prototype.

The Slowpoke Energy System (SES) heating-type nuclear reactor [5] has been selected as the trial
application to develop the prototype Operator Companion as:

the system contains a sufficient number of components, sensors and alarms to
adequately test the concept, yet is not overly complex (so as to minimize the
development effort required to cover the system), and
the control computer provides access to the plant data.

Figure 2 shows this reactor with its own dedicated data acquisition system (DAS) together with the
structure of the prototype Operator Companion. The reactor and its data acquisition system are
considered to be independent of the Operator Companion; the only connection between the two
systems being through a high speed, uni-directional communication link. This link allows data
collected by the DAS to be transferred periodically to the plant database for use by Operator
Companion modules.

Networking is a key component of the Operator Companion and LAN's offer a means of
connecting low-cost systems into a more powerful distributed architecture. The LAN approach is
seen as offering the Operator Companion numerous benefits:

the cost of personal computers (PCs) is usually less than the cost of a large centralized
system,
the processing power of the newer PC-based workstations rival that of minicomputer-
based processors,
a simple Operator Companion network can be expanded to include multiple operator
consoles, multiple expert system advisors, multiple plant databases and fault-tolerant
redundant networks as the need requires,
equipment failure (e.g., of a single operator console) would not seriously impair
Operator Companion operation. Redundant workstations and networks can offer failure
recovery possibilities, and

- a distributed approach provides greater resistance to obsolescence as technology
evolves.

Development of the prototype Operator Companion has been centered around the Digital
Equipment Corporation (DEC) VAXstation computer for the plant database, the Apple Macintosh
family of personal computers for the network workstations, and Ethernet for the local area
network.
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The plant database has been implemented using the ORACLE relational database while the operator
console has been developed using HyperCard on the Macintosh personal computer. The expert
system shell NEXPERT OBJECT has been used for the the subsystem advisor. This
configuration is in the final stages of integration and will be undergoing evaluation shortly.

5. CONCLUSIONS

The concept of the Operator Companion consisting of a networked arrangement of engineering
workstations communicating with each other via a plant database, has been developed and
demonstrated at AECL. The database accesses plant data via a one-way link to the plant data
acquisition and control system. Expert system technology forms the basis for the subsystem
advisors while interactive media is the key technology for the operator consoles. A functioning
plant configuration and equipment status monitor console and a subsystem advisor have been
developed to prove the concept. Work continues on the development of a full scale Operator
Companion.
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Abstract

Prior to joining the CEGB, the author participated in a series of expérimental
evaluations of proposed operator support systems at the OECD Halden Reactor
project in Norway, In these studies reactor operators were systematically
observed coping with plant transients on a full-scale P̂ R plant simulator, bothwith and without prototype decision support systems. In general, these systems
were not based on specific operator models but more on evidence from task
analysis and event reports which identified certain task elements as presenting
particular difficulties. The operator aids assessed included advanced alarm
systems and safety parameter display systems. Overall the operators responded
enthusiastically to novel support systems and aspects of performance, measured
in terms of speed and accuracy of response, v®re enhanced. Nevertheless, it was
clear that performance could be further improved if closer attention was paid
to integrating the system vithin the prevailing task «nvironment. New displaysshould not only be physically integrated within existing consoles but the
information provided by the system should be consistent vith current control
room display conventions and operating procedures. Experimentation isparticularly valuable because it can reveal the behavioural consequences of
inconsistency or lack of proper integration in prototype decision support
systems.

1 Introduction

The experimental evaluation of new operator aids forms a significant part of the work of the
man-machine interaction group at the OECD Halden Reactor Project. In a number of studies
reactor operators were systematically observed coping with plant transients on a full-scale PWR
plant simulator, both with and without prototype decision support systems. In general, these
systems were not based on specific operator models but more on evidence from task analysis and
event reports which identified certain task elements as presenting particular difficulties. The
operator aids assessed included advanced alarm systems and safety parameter display systems.

2 The Halden Man-machine Laboratory

The setting for this programme of experimentation is the the HAlden Man-machine LABoratory
(HAMMLAB). The laboratory is equipped with a full-scope power plant simulator, which while
not being a replica of any particular installation, is representative of a typical Pressurised Water
Reactor (PWR).

The HAMMLAB experimental control room is "futuristic" in concept. Process information is
displayed on full-graphic colour workstations and operation is via touch keyboards and tracker
balls. Parts of the process have also been instrumented conventionally to allow for comparisons
between conventional and more advanced instrumentation. The control room is therefore de-
signed to be sufficiently versatile to allow for fairly easy and rapid changes to the configuration
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depending upon the requirements of the current experimental programme. It is particularly
tailored to permit the installation of new operator support systems for experimental evaluation.

In addition the laboratory is comprehensively equipped with facilities for observing operator
performance. Video and audio recording is used to collect data on operator remarks, movements
and use of the man-machine interface. The simulator produces detailed logs of specified plant
parameters, any requests to the interface, plant events and alarm lists.

3 The HALO Alarm. Handling System - Version 1

The Halden Project has been working with computer-based alarm systems for a number of
years. Experimental interest has focussed on two issues - whether a reduction in the number of
alarms presented to the operator helps him to interpret and handle a process transient, and how
best to use the flexibility and potential of a computer- based system in order to display alarm
information. The HALO (Handling Alarms using LOgic) system, developed at the Project,
uses logic to reduce the number of active alarms during a process transient. Processed alarm
information is subsequently presented to the operator on colour CRT's in a hierarchical display
structure. The first experiment to be conducted in the laboratory was an experiment to evaluate
aspects of this system.

A first version of the HALO system was implemented on the Halden simulator in 1984 and an
experiment was carried out comparing operator performance with three alarm display systems.
For a detailed account of the experiment the reader is referred to Marshall and 0wre 1986.

3.1 The System

Three forms of the alarm system were tested:

Standard computer alarm lists which did not include filtering (2 VDUs).

Filtered text lists where the number of alarms was effectively reduced (2 VDUs)

A graphic, hierarchical display system presented on three VDUs. One VDU presented a ded-
icated symbolic overview, the others were used to present the 15 system alarm group formats
which comprised both mimic and textual information. The process operation formats effectively
formed a third level of information.

3.2 The Experiment

The experiment observed teams of operators using the various display types to cope with a
number of plant transients. The aim being to compare performance with the three systems, in
the expectation that best performance in terms of detection and diagnosis would be with the
graphic system.

3.3 Results

Detailed analysis of the various data sources revealed little by way of systematic performance
differences. If there was any trend in the data, it was in favour of the text version of HALO.
However, operators expressed a clear preference for the HALO symbolic system with its three-
level display hierarchy of graphically presented alarm information. However, it was apparent
that, at times, operators found the three tier system somewhat cumbersome and time consuming
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to use. It was concluded that the methodology was perhaps too complex and the display system
needed to be simplified if systematic performance effects were to be demonstrated.

4 The HALO Alarm Handling System - Version 2

A second HALO version with a simplified display hierarchy was installed in 1986 (Marshall et
al, 1987). In addition a limited conventional alarm panel comprising 150 annunciator tiles was
implemented to provide an alternative system for comparison.

4.1 The System

The modified NORS/HALO system presented alarms at only two levels of detail. At the top
level, a permanently displayed mimic overview of the plant was implemented using a full graphics
workstation developed at Halden (Figure 1). All process alarms were filtered on-line to remove
redundant information and alarm data were then presented on the overview in two modes:-
1) as colour changes to alphanumeric text, bar graphs and the process mimic, and 2) as a
direct reference to lower level process formats. If a variable entered an alarm condition, the
alphanumeric process code for the format on which that variable was located started to blink on
the overview. The colour of the blink depended upon the priority of the alarm :- Red for high
priority and yellow for low priority. Alarms were accepted by using a standard touch panel to
call up the appropriate process format. At the second level, individual alarms were embedded
in the ordinary process formats where they appeared as colour changes to displayed parameters
and symbols.

4.2 The Experiment

Two groups of five subjects were observed coping with a complex feedwater transient scenario
using either the enhanced NORS/HALO alarm system or the conventional annunciator dis-
play. The transients were administered in the context of a realistic control room task which
involved running up a turbine and which lasted for over four hours. A set of computer-presented
procedures was provided to assist with this task.

The background scenario devised for this experiment sought to reproduce those aspects of the
operator's normal control room work which might be expected to influence his use of an alarm
system. Rather than present the operator with a series of transients in an artificially short
time period, the transients were embedded in a "background" task in which the subject was
required to take one of the two turbines from hot shut- down to 92 % power. This task was
adapted to give the subjects long periods of passive monitoring interspersed with short intervals
of activity; perhaps more typical of the operator's role in modern highly automated plant. The
main intention of this scenario was to avoid subjects waiting for something to happen and
unnaturally focussing attention on the alarm system. For this reason the transient sequence
was not initiated until about two hours into the scenario.

4.3 Results

Although efficient use of an alarm system undoubtedly contributes significantly towards diag-
nostic success, a comparison of more immediate and direct measures of subject performance
with the different alarm systems was made in this study. The experimental data were analysed
with reference to three criteria - the rapidity with which subjects were able to detect the first
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alarm for each fault, select the appropriate process format for more detailed investigation of the
disturbance and locate the disturbed variable on the format.

All HALO subjects rapidly selected the correct format and located the disturbed variable. They
subsequently concentrated oti this problem and failed to attend to further new alarms until the
appropriate remedial actions had successfully been implemented. In contrast, subjects using the
conventional tiles failed to find the right format and were seeking more information when the
first alarm for the second fault was triggered. Their response times to this alarm consequently
were relatively rapid, and both alarms were initially perceived as having a common cause. This
observation illustrates some of the problems which operators may face when dealing with parallel
and independent faults.

When alar m informât ion was clear and unambiguous with regard to the identity of the disturbed
plant system and the process format on which the disturbed variable is located, the conventional
alarm system was used effectively. However, when there was a conflict between the identity of the
process format and the plant system the conventional system was less efficiently used. Moreover,
important reservations about such alarm systems may be raised when large numbers of alarms
are active. If the entire simulated plant was equipped with alarm tiles, they would necessarily
be distributed over a wider physical area and more alarms would be active. In which case the
results would predict a further degradation in the success with which the operator could detect,
identify and interpret new alarms.

In contrast, it can be argued that an increase in the number of alarms is unlikely to affect
significantly the NORS/HALO operator's use of the alarm system. The alarm overview is
focussed on a single CRT screen, so the operator is not required to move from his central
control desk despite an increase in the number of alarms. Consequently, he is unlikely to
encounter such difficulties in detecting new alarms and identifying the process format on which
they are located. Moreover, as the overview presents the codes for the process formats on
which disturbed variables are located, an increase in alarm signals is not matched by a similar
proliferation in the number of alarms on the overview.

A number of general conclusions about the comparative value and practicability of computer-
based alarm systems can be drawn from this study:

The feasibility of installing a computer-based alarm system which includes logical filtering and
advanced colour graphics, on a scale commensurate with a real power plant, has been demon-
strated.

Subjects in this study showed a clear preference for symbols and colour in information represen-
tation. Thus if a computer-based alarm system is to be installed, its application should not be
limited simply to text lists of alarm messages. The computer's capability for logical processing
and graphic presentation should be fully exploited.

In a computer-based control room, the alarm system should be integrated with the system for
process information display. It would be disadvantageous to use a separated conventional alarm
system.

In mixed control rooms the alarm system should be part of the computer-based operating system.
There was no experimental evidence to support the building of conventional annunciator panels.

5 Critical Safety Function Monitoring

Information presentation in nuclear control rooms may be particularly inadequate during severe
plant conditions and various events have shown that the existing instrument arrays do not sup-
port operator decision making. A proposed measure, endorsed by the USNRC (1983), has been
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to provide a separated dedicated panel which displays a limited set of plant parameters which
are sufficient for maintaining the plant in safe condition. In response to this recommendation
Combustion Engineering developed the Critical Function Monitoring System (CFMS).

As applied to a nuclear power plant, a critical safety function is defined as "a function that
must be accomplished by means of a group of actions that prevent core melt or minimise
radiation releases to the general public" (Meijer,1982). CFMS assists the operator by providing
highly processed information about the status of critical functions. Once he becomes aware of
a threatened critical function, whether or not he can diagnose the precise cause of the problem,
the operator should select an appropriate "success path" on the basis of critical function status.
A success path being any remedial operation or sequence of operations which will relieve the
threat.

5.1 The System

Seven critical functions were defined for a prototype CFMS which was installed at the Loviisa
Nuclear Power Plant training simulator in Finland. These included Reactivity control, RCS
Inventory control, Core heat removal and so on. The CFMS installation at Loviisa consisted of
a colour graphic VDU and a small operator keypad which was used for requesting the various
CFMS display formats. Displays were arranged in a three tier hierarchy:- Critical Function
overview, a display for each separate function and then a third level of detailed process mimic
formats which were intended to support the implementation of success paths. For more detailed
descriptions of the CFMS and this experiment, see Kautto et al 1983.

5.2 The Experiment

Three-man crews from the plant took part in the experiment. Each crew attempted two serious
transient, scenarios, one with CFMS and one without. The transients were complex, involving
multiple faults and challenges to at least two critical functions. Video and audio recording
supplemented the logs available in the simulator and experimenters used checklists to record
actions and they conducted post-session interviews.

5.3 Results

The data was analysed to see whether use of the CFMS did indeed improve plant safety status
and if operators carried out appropriate actions more effectively. Generally it was clear that
operators could use the system to gain valuable information about CF status, and data on
plant safety parameters tended to confirm that use of the system improved certain functions,
in particular core heat removal. Nevertheless, the CFMS event log made it clear that operators
made little use of the third level displays, preferring to use their own more familiar operating
displays when actually controlling the transient.

The overall conclusion was that, while operators found the system useful, particularly from the
point of view of detecting and confirming alarm information, further development was needed
with regard to the success path

information provided. In other words, while the system functioned adequately in informing the
operator of the nature of a disturbance, it did not provide sufficient information as to how he
should set about tackling that disturbance to restore the plant to a safe state.
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6 Success Path Monitoring

As it was clear that CFMS could be improved if information regarding the availability of success
paths could be added to the system, Combustion Engineering initiated the development of an
enhanced system - the Success Path Monitoring System, SPMS, (Gaudio and Jamison 1987).
Although the system has the capaciiy to provide the operator with potentially valuable infor-
mation in an optimal format, experimental evidence was needed to justify the expected positive
impact on operator performance. A prototype version of the SPMS was therefore designed and
implemented on the Halden simulator.

6.1 The System

The information from SPMS is presented on 18 display formats which are displayed on a full-
graphic, colour, high resolution CRT arranged in a three-level hierarchy:- Overview, critical
functions, and success paths. Selection of formats is by means of 18 additional keys located on
the existing touch panel

In the event of a threat to a critical function, the operator will be alerted by the audible alarm
to look at the overview, the threatened critical function alarm box turns red. The operator
should then select the corresponding second level display and use it to decide which success
path is appropriate for the problem at hand and check its status. The operator then takes up
the appropriate third level display, and, in the event of "poor" performance, attempts to rectify
it. Even before a critical function has been threatened, the overview format can still assist the
operator by displaying warnings of potential problems in the availability of success paths should
they be required.

6.2 The Experiment

The objective of the experiment was to test the SPMS in a realistic situation and to assess
whether it performed in accordance with the designers' expectations (Marshall et al, 1988).
The principal hypothesis under test can be stated as follows:-

"The operator's ability to handle complex transients, which have challenged critical safety func
tions, can be improved by providing an information system which clearly displays a representa-
tion of success path status".

Three experimental conditions were compared:-

The HALO Condition: Alarm information was presented to operators by means of the HALO
alarm system only.

The CFMS Condition: Operators had access to the CFMS overview plus HALO

The SPMS Condition: Operators could access the complete SPMS.

It was anticipated that SPMS would assist the operator in focussing on the most salient aspects
of the process in the event of a severe plant disturbance, in particular by drawing attention
to misaligned components and out-of- tolerance variables. This should therefore result in a
reduction in the time period during which critical functions are threatened. Operators in the
SPMS experiment were required to take the plant from 90% power towards hot shutdown, some
100 minutes into the session a complex transient involving total loss of feedwater was initiated.
This threatened the Reactor Cooling System Heat Removal critical function. Operators had to
realign valves in the auxiliary feedwater system in order to stabilise the process.

144



Before the experiment, the 16 subjects were randomly assigned to one of the three experimental
conditions. All received instruction on the SPMS regardless of the experimental condition. Each
operator was observed in one display condition only and all experienced the same transient
scenario. Operators underwent the trial singly but with a "helpful" supervisor present to advise
them in case of specific difficulties.

Critical process parameters were recorded and the status of these was related to use of the
display systems available in the three conditions. Operator performance was evaluated on the
basis of video recording and the simulator event log. Assessment was made in terms of the ideal
response to the transient scenario, operator actions and time taken to complete actions.

6.3 Results

Subjects using SPMS performed significantly better than either of the other groups throughout
the transients. They used the system effectively to achieve faster recovery of critical functions
and suffered less deterioration in plant condition. A number of important criticisms emerged
together with recommendations for enhancements to the display system. In particular there
were problems with the use of colour and the fact that the status of functions was reported in
binary terms, simply good/poor, threatened/ok and so on. Operators clearly needed to know
whether things were improving after they had taken action. Generally it was felt that more
"intelligence" was required and use of AI techniques rather than traditional programming has
been proposed as an appropriate means for further development.

7 Conclusions

Overall operators responded enthusiastically to novel support systems and aspects of perfor-
mance, measured in terms of speed and accuracy of response, were enhanced. Nevertheless, it
was clear that performance could be further improved if closer attention was paid to integrating
the system within the prevailing task environment. New displays should not only be physi-
cally integrated within existing consoles but the information provided by the system should be
consistent with current control room display conventions and operating procedures. Experimen-
tation in such cases is particular valuable because it can revtal the behavioural consequences of
inconsistency or lack of proper integration in prototype decision support systems.

We would argue that there has been a lack of empirical data on the efficacy of new operator
support systems in terms of observed improvements in operator performance or the safety and
availability of plant, which has perhaps been outweighed by the amount of theorising in the
area. It is this imbalance which needs to be redressed and, moreover, we would suggest, experi-
mentation provides an ideal opportunity for psychologists to make a real practical contribution
to man-machine interaction in an area in which they have particular expertise, i.e. in the design
and execution of experiments. This point of view does not deny the role of theory, but argues
for a sounder empirical base for both the theoretical arguments prevalent in the literature and
also for the introduction of new technology into the control room.
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Abstract

This paper reviews the features of decision support systems
(DSSs), distinguishing them from other kinds of computer-based
information systems. The design of an effective DSS requires
consideration of not only the user's needs, characteristics and
capabilities, but also a knowledge of the situation in which
the user functions. It is misleading to consider the user as an
individual, isolated from group influences, organisational cul-
ture and the larger social environment. The user must actively
participate in the design of the DSS which must be tailored for
each specific application.
The design of the Ispra Risk Management Support System (IRIMS)
is summarised as an example of this design philosophy. It was
designed in consultation with a group of potential users and is
currently being customised for a particular application in col-
laboration with the Netherlands Ministry for Housing, Physical
Planning and the Environment. The lessons learnt from the IRIMS
design process are summarised and their implications for the
design of systems intended to aid process plant operators are
discussed.

Introduction
The rapid decrease in the cost of computing, coupled with cor-
responding increases in hardware and software capabilities,
have resulted in ever larger possibilities for computer appli-
cations and a proliferation of different, and sometimes con-
flicting, concepts and definitions of informatics systems.
Often these definitions incorporate implicit assumptions about
who will use the system and for what purpose.
We have considerable experience in the design of decision sup-
port systems, but no particular expertise in nuclear or process
plant operations. It was not completely clear to us, however,
from a reading of the Information Sheet for this Technical Com-
mittee exactly what kind of informatics systems were to be con-
sidered and what the intended application should be. Therefore,
to establish some common frame of reference, we begin with a
discussion of various kinds of decision support systems, defin-
ing in passing the systems we are familiar with and identifying
those that we believe relevant to the support of process plant
operations.
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Some aspects of design are, or should be, common to all systems
intended for decision support, namely those related to ergonom-
ics and, especially, the involvement of the intended user group
throughout the design process. Thus, we will include a summary
of how we designed a particular DSS, called IRIMS (the Ispra
Risk Management Support system), as an example of what we
believe was a good design method. We conclude with a discussion
of lessons learnt from the IRIMS design experience.
What are Decision Support Systems?
Decision support systems (DSSs) are a family of informatics
systems which, as the name indicates, are dedicated to aiding
decision makers. If bhe system includes a knowledge base
coupled to an inference mechanism, then it contains the essen-
tial elements of what is commonly referred to as an expert
system, or, better, an intelligent knowledge-based system. The
success of intelligent decision support systems has been mixed.
For example, one successful system was designed to present a
decision making panel with expert knowledge relevant to select-
ing which abandoned limestone mines could be cost-effectively
stabilised, taking into consideration knowledge about geology,
economics, public risk (from collapse, causing "chimneying" to
the surface), etc (Blockley and Henderson, 1988). On the other
hand, a system incorporating medical expertise (Norris, et al,
1987), intended to help physicians diagnose the cause of abdom-
inal pain, encountered great difficulties when implemented in
Bristol (UK), despite its successful initial application in
Edinburgh. The reason for this appeared to be contextual and
organisational differences between the two locations: some ele-
ments of knowledge tacitly accepted by the Edinburgh physicians
were not shared by their colleagues in Bristol.
However, a DSS need not be "intelligent". Many DSSs are
designed for broad applications, where decision rules are
ambiguous, strongly context dependent or characterised by the
need to consider informal social or political dimensions which
cannot be adequately represented in a knowledge base. These
systems usually incorporate simulation models of the physical
system under investigation (or, in the case of operator support
systems, perhaps a model of the plant in question coupled with
software suitable to carry out probabilistic safety analyses).
The decision-relevant information provided by the simulation
models and data bases is often formalised through a mathemati-
cal decision support model which, for instance, can assist the
decision maker in identifying and weighting the attributes
relevant to the particular decision.
The simplest form of DSS could be called an information system,
one that simply displays the information relevant to the deci-
sion at hand in a structured way. Such a system would include
little or no simulation capability and the key elements of its
design would be in selecting which variables to display, how to
display them and in what layout.
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Why Model the User?
The purpose of this meeting is "to discuss methods on how to
model the user as an integral part of information support sys-
tems." We will assume that the kind of systems referred to are
what we have called intelligent decision support systems and,
further, that there might be two reasons to be interested in
modelling "the user" in this context: (1) to determine better
what kind of information or other support the user most needs,
ie, essentially to replace the user in the design process by a
model of "the user"; and, (2) to elicit knowledge about how the
"best" operator would respond, from a group representing the
"best" operators, as input to an expert module. The outcome in
the latter case could provide normative advice to operating
staff.

System Design
If decision support systems are to be used, rather than merely
installed and ignored, they must be accepted by their potential
users as providing information and advice that is, in fact,
relevant to their work. There is a great deal of literature on
designing informatics systems for office and manufacturing
applications to ensure that the systems will both meet the real
needs of users and be accepted by them (eg, see Otway and
Peltu, 1984; Triggs, 1988). In broad terms, this literature is
also applicable to the case of designing decision support sys-
tems for policy makers or for process plant operators.
Some of the variables usually considered in the design of more
conventional informatics systems are: the technical design pro-
cess; the organisational and social environment; hardware and
software interfaces and the physical environment; job design;
user support and training; the implementation process; user and
organisational impacts. Those factors applicable to the design
of decision support systems will be discussed below.

The technical design process
Traditionally, designs were based on the implicit assumption
that the technical experts were best qualified to find a tech-
nical solution to the problem at hand. However, it should be
obvious that the person who knows most about the problem is the
"problem holder" — the person who does the job every day and
whom the proposed DSS is supposed to help. From the earliest
stages of system design the intended users should participate
fully in the design process if the system is to meet their
needs (Mumford, 1983).
Full participation is not achieved, however, by the mere pres-
ence of the "problem holder", helpful though this may be in
itself. If the participation is to result in a genuinely useful
DSS design, thought and effort will need to be give to the pro-
cess of gaining access to the knowledge, information and expe-
rience of the DSS user. For example, those practicing particu-
lar operations on a repeated, routine basis may well have dif-
ficulty in talking about their actions, or in reporting accu-
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rately and rationally on their thought processes. Beyond such
difficulties of cognitive access, users may also have diffi-
culty in specifying their needs, partly because they may have
never thought formally about what they do, partly because they
do not understand the technical possibilities well enough to
know what is feasible.
In addition, users will sometimes be reluctant to tell the
designer their true motivations; to acknowledge, for example,
that a certain option might enhance or threaten their power
within the organisation. This means that the designer must keep
the system as flexible as possible, allowing the possibility
for iteration during the: design process and for changes after
the initial design has been implemented. If the reason for mod-
elling the user is to have an abstracted, fixed and standar-
dised "user" for whom a DSS can be designed without subsequent
review and adjustment/ we have some reservations.
The organisational and social environment
Both designer and user should be aware at the outset that the
DSS involves information which is characterised by more than
form and content, For example, the precise significance of a
set of information can be quite subtle, its meaning depending
upon the "frame" used to interpret it (Tversky and Kahnemann,
1981; Trigg, 1988}„ Tacit knowledge also influences how infor-
mation is recognised, absorbed and used (Ravetz, 1971). Infor-
mation has implications for power relations in the workplace
and its routes influence and shape informal organisational
structures. A new system can pose threats to its intended
users, who may feel inadequate in the face of an unfamiliar and
sophisticated technical system, and it may also threaten those
presently carrying out functions that will be taken over by it.
The answer is to provide enough flexibility in the design so
that informal structures which may already exist to support
decision making can be used to complement the new system.
To be more specific to process plant operations, it must be
realised that an operator does not exist as an isolated indi-
vidual, but as a member of a team, as a subordinate and, possi-
bly, as a superior in a chain of command. He or she will share
to some degree the values, beliefs and operating philosophy
common to the organisation. To design a socio-technical system,
one that includes human beings, it is necessary in any model to
recognise that people are complex, social, culture-creating and
culture-using, and are highly influenced by the social and
organisational environments in which they live and work. Such
factors have a major influence on safety-related behaviour
(Turner, 1978), and post accident analyses of incidents affect-
ing members of the public commonly conclude with more recommen-
dation on social and organisational issues than on technical
matters, the ratio typically being about 4:1 (Turner and Toft,
1988).
We have reservations about designing any kind of DSS with the
atomised individual user in mind. No matter how one tries to
model the cognitive processes of the individual operator,
actual behaviour is strongly influenced by social and organisa-
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tional environments that will be highly specific, making it
unlikely that experience will transfer readily from one opera-
tional setting to another.
Hardware/software interfaces and physical environment
Good ergonomie design is important, and attention should be
paid to the provision of easy-to-use software, to good data
presentation (Rankin, et al, 1984) and to the physical environ-
ment (in terms of lighting, layout, furniture, noise, etc) in
which the system is located (Cakir, et al, 1980). These consid-
erations apply to all DSS designs but, in the case of systems
intended to support process plant operations the importance of
the sub-specialisms dealing with software ergonomics and data
presentation should be emphasised.
User support and training
Users should have full documentation and supervised training in
using the system. But, in addition to knowing what the system
can do, the user must also be made fully aware of what the sys-
tem cannot do, what its limitations are, what assumptions it is
based upon. (The problem of identifying the tacit assumptions
made by the designer is a related but much more difficult prob-
lem. ) The question of limitations is often overlooked when
people are trained to use the system to support real-life deci-
sions.

The IRIMS Design
The Ispra Risk Management Support (IRIMS) system was developed
by the Joint Research Centre with support from research con-
tracts given to the International Institute for Applied Systems
Analysis (IIASA). We will briefly review its design process
here to illustrate some issues of user requirements and how
they might be met in system design.
IRIMS was intended to demonstrate the feasibility of a system
that would integrate a number of risk-related data bases with a
set of simulation models diverse enough to analyse the complete
life cycle of hazardous substances, eg, the risks arising in
manufacture, transportation, product use, and waste treatment
and disposal. This goal arose from our finding that a shortcom-
ing of conventional risk analysis was its treatment of narrowly
defined systems without the possibility of readily examining
inter-system trade-offs. A further goal was to design an
attractive and easy to use interface that would make modern
methods of analysis available to people not specialised in com-
puter technology, such as planners and political decision mak-
ers, with the proviso that they have an adequate technical
understanding of the problems under investigation.
Finding a user for a new kind of system is a difficult problem.
People are not likely to recognise themselves as users of a
system that does not yet exist in concrete form and cannot be
demonstrated, yet the basics of good design call for user par-
ticipation. Thus, IRIMS development had to begin before a spe-
cific user had been identified. A workshop was held very early
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in the conceptual design phase in which a group thought likely
to be typical of potential users were invited to react to our
preliminary ideas and to indicate the features they thought the
system should have.
IRIMS (Haastrup, et al, 1988} has three main parts: a set of
data bases containing information relevant to risk management;
several simulation models treating environmental impacts, risk
analysis and optimisation; and an intelligent interface which
integrates the data bases and the models, interacting with the
user through high-resolution colour graphics and user-friendly
menus which require almost no keyboard input. The present sys-
tem is implemented on a dedicated SUN-3 work station. Users can
rapidly set up and run simulations, and repeat runs with dif-
ferent parameters can also be quickly made. The graphical dis-
play of all results allows the user to get a "feel" for the
problem being investigated and to concentrate attention on the
most significant variables without the distraction of too much
extraneous information.
The data bases, valuable sources of information in their own
right, also provide inputs to the simulation models. They are
the chemical substances data base, the chemical industry data
base, the industrial accidents data base, the laws and regula-
tions data base, and the geographical data base
The simulation models are pre-existing pieces of software which
have been adapted for use in IRIMS. They are the transportation
risk model, the waste treatment and disposal model, the envi-
ronmental impact analysis module, the multi-criteria optimi-
sation model, and models for the analysis of the chemical
industry and specific chemical processes.

Status of IRIMS
The present IRIMS system is a demonstration prototype which
shows the feasibility of integrating data bases and simulation
models through an intelligent interface suitable for use by
decision makers. The prototype was not intended for immediate
operational use, but needs to be "customised" for specific
applications. The open structure of the system facilitates
modification since new modules can be added as desired, be
inter-connected to existing modules and also access the data
bases.
A formal collaboration has been established with the Dutch Min-
istry of Housing, Physical Planning and the Environment (VROM)
to adapt the IRIMS system for a case study of the risks associ-
ated with the production, transportation and use of chlorine in
the Netherlands. For this application IRIMS has been modified
to contain geographical data bases for the Netherlands and a
zoom feature to allow detailed examination of specific regions
has been added. The VROM has provided software specific to the
analysis of accident risks which has been integrated into the
system.
In principle, the basic IRIMS system is available to other
groups in government, industry or universities who would like
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to collaborate with us in customising IRIMS for specific appli-
cations of interest to them.

Concluding Remarks
There are some points arising from the IRIMS design experience
which are more generally applicable to decision support system
design, which we review below.
One of the most important lessons which we learned was that,
despite seeking active involvement by potential users, we mis-
estimated the range of application that would actually be
needed by users in practice. Computer and software advances
made it technically possible to treat hazardous substances
"from cradle to grave", and this was seen to offer an important
kind of analysis which is difficult to perform by other means.
The surrogate users we consulted were also taken by the broad
sweep of these new possibilities.
However, this broad treatment of hazardous substances does not
really correspond to anyone's real-life remit. In practice,
organisational arrangements limit policy makers' responsibili-
ties to, for example, air quality, water pollution, specific
chemicals. So even an IRIMS-type DSS is highly dependent on the
organisational context in which it is to be used, with each
application requiring customisation of the basic system.
The organisational context would also be important in the
design of DSSs to support process plant operations. It is
unlikely that an off-the-shelf system can be developed, based
upon some cognitive model of the "typical" operator, which can
be used equally well in different organisational cultures.
Effective systems are most likely to be developed on a one-off
basis with the full participation of their users throughout the
design process, although a rather generalised "shell system"
might be developed to serve as a common starting point for spe-
cific customised systems (eg, Amendola, Bersini, Cacciabue and
Mancini, 1987).
We have found that the high-resolution colour graphics and the
pointing device (mouse) for selecting options are highly effec-
tive ways of communicating with users who are not "computer
literate". However, there is a tendency for users (even com-
puter sophisticates) to evaluate the information displayed by
the quality of its presentation. The attractive graphics dis-
plays can cause users to place unjustified confidence in res-
ults presented by the DSS, results that are inherently limited
because they cannot include consideration of the social and
political attributes of decisions.
This paradoxical effect would also apply to process plant oper-
ations — an attractive display of advice may be more convinc-
ing to an operator under stress than would be justified by the
content of the information displayed (Otway and Misenta, 1980).
It is therefore especially important that users be made fully
aware of the constraints and limitations of the system, eg, by
flagging them on the screen, but also through active participa-
tion in system design and by extensive training sessions.

153



Questions of responsibility and liability arising from expert
system use are still open (Baram, 1987). For example, if the
advice offered by the system is wrong, due to faulty software,
and the operator follows it, who is liable? But, perhaps even
worse, what if the system is right and the operator doesn't
accept its recommendations? Here the answer seems clear — the
operator will be blamed. Being aware of this, it seems unlikely
that operators would risk not following DSS advice, with the
result that any advantages of having a human operator on the
scene would be lost.
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AUTOMATIC ENVIRONMENT MONITORING OF NUCLEAR
POWER PLANTS WITH OPTIONS OF AN EXPERT SYSTEM

R. OVCHAROV, N. SHERVASHIDZE, A. SURTMADZHIEV
Energoproject,
Sofia, Bulgaria

Abstract

The currently developed computerized system for environment
monitoring around Kozlodui nuclear power plant {1660 MW
current installed capacity, 1000 MW in construction) designed
hierarchically in two levels and covering a total of 10 moni-
toring stations at and outside NPP's site to monitor releases
into the atmosphere, 6 stations for waste water collection,
2 weather stations and a master station for gathering, storing
and processing of information is briefly outlined. The con-
struction of a second (out-of-plant) station where all infor-
mation received in NPP's main information, station will be dupli-
cated is forthcoming.

Based on this decision, the conceptual issues of data gather-
ing, transfer and processing in similar systems are discussed.

The need to build special towers to measure air temperature
and humidity up to 110 m in height in order to categorize
atmospheric stability conditions as recommended by IAEA's
Safety Guide N 86/1987 is disputable.

Brief information is also provided for some works planned
in Bulgaria and development of expert systems for nuclear
power plants.
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The system environment monitoring around Kozlodui nuclear power
plant (2660 MW installed capacity and 1000 MW capacity in con-
struction) is designed hierarchically in two levels and covers
a total of 10 local monitoring stations, in and around the
nuclear power plant, to monitor releases into the atmosphere,
6 stations for waste water collection (WWC), 2 weather stations
(WS) and a master station. (MS) for gathering, storing and
processing of information about the radiological conditions in
the area. The construction of a back-up second master station,
located some 10-12 km away and to be used in case of heavy
accident, is forthcoming.

Figs. 1 and 2 illustrate system's architecture and the arrange-
ment of the stations for measuring the radiation and meteorolo-
gical parameters. All measures for maximum reliability of the
automatic environment monitoring (AEM) system have been taken,
among 'them:
- independent power supply of all stations (CS, BGS, WWS, WS, MS)
from accumulator batteries with converters;

- decentralized processing and storing of information, each of
the stations having a controller with peripherals for regi-
stration of stored information;

- duplication of the basic channels for information trans-
mission; the quantified parameter is sent to a modem while
a binary signal for the threshold value from the controller
in the local station is sent via a physically independent
line to the controller for logical processing (P1024) in the
main despatch control center;

- the rooms with the equipment of the monitoring stations and
the main dispatch control center are protected against high
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exposure dose rates by a special filter plant of the inflow
ventilation system;

131- measurement of the reference isotope I undertaken in normal
conditions once per shift, when receiving a signal of exceed-
ing the X" -exposure rate in the area of the particular
station, is done with maximum frequency permitting reliable
(+ 3 (T ) measurement, Fig. 3.

Considering the purpose of this system (taking measures to pro-
tect the personnel and the public) in case of considerable
emissions of radionuclid.es, its basic function is to estimate
the source term {accident release source ) and the
amount of the nuclides emitted using the measured concetrnation
of the reference isotope; and solving the conjugate (reverse)
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task for the selected algorithm (model) for atmospheric dif-
fusion (Gauss, Lagrange; 3-D). Based on this and the meteoro-
logical conditions in the area (direction and velocity of
wind , category of weather stability) to establish the field
of iso-doses leeward of the nuclear power plant, the degree
of danger to the public and the respective measures for its
protection.
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To this end a mimic diagram of the nuclear power plant area
with a map of the settlements in the region and the location
of the monitoring stations is provided in the main dispatch
"ontrol center. It has digital indicators to show in real time
the time the airborne plume takes to reach the endangered
settlement based on predictive computations made by the main
computer.

However, the latter are uncertain which gives grounds to assert
that the above-described system will not pocess the respective
effectiveness for prediction purposes. Particularly, each model
of atmospheric diffusion conatins the so-called effective
height of emission, H f, as an input value which predetermines
to a large extent the prediction accuracy. Another uncertainty,
although to a smaller extent, is conditioned by the fact that
all models refer to a point source while in the particular case
a geographically distributed project and multivariance of the
possible emission are considered:
- in the case of units 1 through 4 by the ventilation system
h = 130 m or by the explosion valves (h = 25 m);geom

- in the case of units 5 and 6 by the ventilation system (h „geom=
150 m) or from the containment (h = 15-66 m) .

Besides, H ~f depends on the type of accident or in other words
on the parameters of the released steam-gas-aerosol mixture.
Last but not least, on the type of accident depend no only
the released mixture's composition (ratio between gases, steam,
fuel solids, aerosoles) but also the nuclides composition. They
are of significance to the possible routes of transportation
and endanger the public to a different extent.
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The nain dispatch control station is located near unit 5 and
shares the same building with the main station for technolo-
gical (internal) radiation control of units 5 and 6. It is
impossible to visualize on the control desk or the computer
information from all 6 units which could help the operator to
diagnose the type of accident (radioactivity, neutron flux,
pressure and tempersture of coolant etc /I/).

Excluding the possibility that the radiation control operator
receives exact telephone information about the type of the
accident, the release point, the parameters and mixture's
nuclide composition and considering that all units have their
independent control boards it follows that the system (system's
operator) shall under emergency conditions diagnose, if
possible, most accurately all above-mentioned parameters and
make the maximum reliable prediction in accordance with its
basic functions.

The task of prediction accuracy increase in emergency conditions
has two aspects and respectively two solutions:
- provision of additional measurements (new monitoring stations,
weather tower to measure temperature, humidity and wind velo-
city at heights up to 200-250 m, additional channels and means
of transmission of parameters from each unit essential to safe-
ty etc) ie complicated and hence more expensive system;
- development of software enabling the system to solve, if
possible, the task of recognizing the type of accident and
respectievly the parameters vital to the predictions.
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For obvious reasons the efforts were directed at the second
solution which in fact presuposes leaving expert functions
to the system.

This work has not yet been finished and these authors are
convinced that this solution, if not the only one, is among
the possible solutions in the light of the present capabili-
ties of computing technic.

As well known, each expert system is based on a data and know-
ledge base /1/ and a mechanism for logical conclusions /2/.

In order to set up the data base it would be advisable to use
existing programs for thermohydraulic analysis of nuclear units
behavior under different emergency conditions, programs to
esimate the amount of activity liberated due to heatup and
unsealing of fuel elements, programs to assess the behavior
of the radioactive nuclides released in the containment and the
amounts released in the atmosphere. Distribution of radioacti-
vity in the atmosphere proceeds based on the existing models
and software. The choice of the most probable scenarios of
emergency transients development accompanied by radioactive
emissions is done based on a detailed PSA analysis for each
individual unit considering its specifics. In fact, this means
that the knowledge base is set up on the basis of a complete
PRA (levels 1, 2 and 3) analysis.

Modeling different types of accidents on large computers it
is possible to obtain tabulated environment pollutions for
different meteorological conditions and for the specific con-
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ditions of each particular power plant (type of units, charac-
ter of the most probable emergencies, climatic conditions and
landscape in the region).

By inputing them in main compar's memory and comparing the
measurement data with the results from the preliminary modeling
with or without resorting to additional data input from the
keyboard it would be possible to assess the input data for
the prediction systems.

As in the case of diagnosing by the operator of the state of
the equipment in complex and non-uniquely determined (from
the available information) situations /3/, the procedure of
distinguishing the type of accident is iterative, Fig. 3.

Based on the established reaching of the threshold values of
the exposure £ -dose in the area of the i-th station the
iodine monitor is started up with the maximum possible (depend-
ing on the concentration) frequency. Simultaneously, using
data about wind velocity and direction the time is estimated
in which the radioacive plume will reach the nearest settlement
on the leeward side (express prediction).

This approach is conditioned by two reasons:
- the reliable measurement of Ĉ -] will follow in all cases
with certain delay compared to the non-inertial determina-
tion of the -dose, due to the principle of measurement
(with accumulation) on one hand and the adopted technology
of control on the other;
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- in principle, release of noble gases and different ways
of aerosoles and noble gases into the atmosphere is possible
but the probability of this is negligible and moreover,
greater agility of the noble gases than the aerosoles and
the solid particles can be expected.

On the basis of each of the measured iodine concentration values,
the category of atmospheric stability as determined by the
computer in the weather station and the results of the prelimi-
nary modeling the type of accident and respectively the hypothe-
tical h £ and source term is diagnosed in first iteration.

131This data is used to predict I distribution and particularly
so concentration and the exposure rate in the area of the i-th
monitoring station. In case of significant differences between
the prediction results and the measured values the procedure
is repeated etc. At any moment the prediction results are out-
put on two displays in the master station and the radiation
control operator can input in or request from the system addi-
tional information.

In order to establish the initial version and the subsequent
confirmation of the hypothesis about the type of accident and
the interconnected input parameters of the prediction programs
a probabilistic approach using Bayes calculation of a poste-
rior i probability (chance) in the presence of a priori proba-
bility of the event and evidence (sign) of emergency situa-
tion (from radiological point of view) shall be envisaged.

The expert system will be realized using the PROLOG algorithmic
language.
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CONCLUSIONS

The setting up of automatic environment monitoring systems
around nuclear power plants is always the result of a compro-
mise between the maximum requirement to measure all with a
miximum degree of accuracy on one hand and the desire to main-
tain the costs within a reasonable level. As in other analogi-
cal cases when it is difficult to obtain detailed information
about quite improbable events the systems with expert functions
must render effective assistance to the operator in moments
difficult for decision-making.
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Abstract

D u r i n g the last decade, very qu i ck improvement in computer science has made
possible the on- l ine implementat ion of more and more complex systems a i m i n g
at the assistance of human operators for nuclear p l a n t control and moni-
tor ing. It is a fact that most of these systems, a l t hough p rov id ing them
with potent ia l ly useful i n fo rma t ion , are not very wel l accepted by the
plant operators. The main reason of this fact is that these systems are
designed on a "designer view basis" instead of an "operator view basis".

After a brief review of the potential impact of computerized operator a ids ,
a temptative analysis of the possible reasons of rejection by operators and
of the design requirements that should be respected to make these systems
effectively u s e f u l , is presented.

1 - INTRODUCTION

Computer science and technology have experienced tremendous progresses
dur ing this last decade. This fact has lead control systems designers to
look to an increas ing role of computers in reactor control rooms.
From the current funct ion of data gathering and l o g g i n g , this role wou ld
evolve towards data processing, informat ion display and, at last , informa-
tion processing. This evolut ion tends to allocate to the computer tasks
that where previously totally assigned to the human operator.
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The main problem encountered in designing such computerized operator aids,
is to make sure that they meet the operators needs and to avoid to impose a
new system just because it is technically realizable. It is indeed a
challenge for designer to create systems that are really considered as an
aid by the operators, and not as a source of additionnai burden.

In this domain, the foreseeable drawbacks are :
- That these systems may not fit to operators mental schemes and
current practices

- That they could introduce a disturbance to the internal relation-
ships in the control crew

- That their role would not be adequately fitted to the current
operative routines

- That they could be insufficiently reliable

In this paper, after a rapid survey of the reactor control and monitoring
tasks that could be potentially performed by computers, a reflexion on the
design requirements of such operator aids is outlined.

2 - SURVEY OF THE POTENTIAL ROLE OF COMPUTERIZED OPERATOR AIDS

2.1 - DATA GATHERING AND LOGGING

The management of the numerous data produced by the instrumentation
and control systems has been very early devoted to computers, at least
for data logging.
With the increasing power and reliability of computer systems, the
total integration of reactor control and data processing in the same
structure is now possible.
The use of Local Area Network structure, as in the new I&C system of
French M4 Reactor série (/I/) gives potential access from everywhere
in the network to the exhaustive list of data concerning the reactor.
As concurrently increasing mass memory capacity has definitely solved
the data logging question, the main problem now is to provide proces-
sing capacity for such a large amount of data.

2.2 - DATA PROCESSING AND DISPLAY

The role of data processing is to turn raw data issuing from the
instrumentation and control systems into information readily usable by
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the operator for monitoring and control tasks. As far as plant moni-
toring is concerned, one can discern several kinds of information
needs :

- Deviation of the plant state (as it is perceived through the
instrumentation signals) from the expected state :
In the case of continuous state variables (function oriented
monitoring) the "expected" state can be given by setpoint values
of the associated automatic controls, or, if an action has been
initiated, through the operator's mental model of the dynamic
behaviour of the system.
In the case of discrete information about component state, the
information must be "situation driven", that means that the
component state must be compared to the expected state in the
present operational context (in other words, "valve A is open" is
not an useful! information if you don't know in what position
valve A should be in the present situation).

- State evolution versus time
Instantaneous value of the state is not sufficient for operator's
decision making. In many cases, knowledge about the past evolu-
tion of the state is of great importance for the operator to
integrate the dynamic behaviour of the process.
Furthermore, it enables him to extrapolate the evolution in the
near future.

In this context the impact of computerized data processing may
concern the following points :

- DYNAMIC BEHAVIOUR MODELIZATION

The operators use necessarily simplified mental models to predict
the behaviour of complex processes. The loss of performance due
to this simplification increases with the process complexity
(presence of automatic control loops...) and with the dynamic
complexity (current unsteady operation, like in case of
load-follow operation).
On-line computerized models can supplement operators capabilities
to predict the evolution of the process state in case of unsteady
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operation. Current man-machine interaction can consist in the use
of the on-line reference model paradigm for anomaly detection :

DYNAMIC MODEL

POSITION OF
EXTERNAL CONTROLS

EXPECTED
EVOLUTION

ACTUAL
EVOLUTION

FIGURE 1 : REFERENCE MODEL METHOD

Within this general frame, different kinds of models can be used,
from the tree-structured logical models to represent the beha-
viour of a binary process, to the complete resolution of physico-
mathematical equations governing the behaviour of complex conti-
nuous processes.

- SYNTHETISATION OF INFORMATION

Computer data processing provides valuable flexibility for infor-
mation presentation. Extended investigations about information
serialization in case of computerized control rooms (to the
opposite of the information parallel isation in conventional
control rooms) lead to the concept of "task-oriented displays".
This principle consists in gathering on a given information
support (generally a CRT display) all the information necessary
for the operator to perform a specific task. Figure 2 below gives
an example of task-specific display that is to be used in the
French advanced control room S3C (/6/).
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Extensive tests on this S3C simulator (/2/) have proven the
effectiveness of such a concept, which must be put in balance
with the image number inflation due to the variety of tasks to be
performed and covered by specific displays : several thousands of
images are necessary to cover the total set of tasks concerning
normal operation, anomaly mitigation (alarm operator sheets) and,
finally, emergency operation (emergency procedures).
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2.3 - INFORMATION PROCESSING

Information processing is the ultimate level of the man machine infor-
mation chain, relying eventually on the human operator capabilities
until! now. This is the level of decision making, with detection,
diagnosis and prognosis being the essential links of the decisional
chain.

2.3.1 - DETECTION
As far as detection is concerned , ant icipat ion is the key objec-
tive of the operators : ant ic ipat ion provides capabi l i ty of quick
action on the process to correct the anomaly before the automatic
safety actions actuation, thus provid ing v a l u a b l e contr ibut ion on
plant ava i l ab i l i t y (shutdown avoidance) and safety (qu i ck reso-
lu t ion of problems which may result in complex situations d i f f i -
cult to control) . In the case of human operators, the detection
is based on rather personnal criteria taking the re l iab i l i ty
level of the avai lable informat ion into account. Due to their
rather simple mental representation of the process, only direct
signal redundancy is exploited by the operators to improve infor-
mation re l iab i l i ty .
Computerized aids can br ing va luab le improvement in the detection
domain :
- Through the use of a var iable reference state given by a
dynamic model instead of a constant setpoint v a l u e (Cf 2 .2 )
- Through the mul t iva r i ab l e approach of the detection problem
which takes advantage of "analytical redundancy" and correlations
between the evolut ion of several" signal to get rid of random
perturbation (no ise . . . ) on the data. Recent inves t iga t ions on
experimental monitoring systems ( /3/) have shown the impact of
this mul t ivar iab le approach on detection earliness, par t icular ly
in the case of continuous processes with strong variable coupling
( l i k e thermalhydraul ical processes, for example ) .

2.3.2 - DIAGNOSIS

Operator assistance in the diagnosis domain is a complex subject
that has been a major concern these last years . In this typical
problem resolution area, questions of man-machine interaction are
emphasized through the situation of competition that could be
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perceived by the human operators in presence of an "intelligent
computer aid system".
It is a fact that the mecanisms used by the operators to-diagnose
a situation are quite impossible to formalize. They include
pattern-matching processes, consisting in comparing the current
situation (as seen through a limited number of important data) to
predetermined "internal patterns" (issuing from previous expe-
rience of the same kind of situations), together with the consi-
deration of variate information concerning the operation context,
recent events experienced, that might be correlated to the
present situation and so on... Furthermore, previous diagnosis
may be put in question after observation of the evolution of the
situation versus time. In many cases, operators have to manage a
set of hypothetic scenari with only one of them to be confirmed,
according to the later evolution of the process state. To summa-
rize, diagnosis requires the search for information correlations
either spatial or temporal.

In the diagnosis domain, the contribution of computers is poten-
tially important, due to the extended possibilities of fast
multivariable processing offered by the computers..

* In the case of information of the same nature, specific pattern
matching algorithms can be put into practice to discriminate
among various situations likely to occur on the process. The
figure 3 shows an example of diagnosis on state variables
deviations characterizing a specific function of a nuclear
plant. Such systems exploit the computer capacity to memorize
large set of specific patterns associated to every situation of
the process ("signatures"), which could be more difficult for a
human operator.

Various applications of these general pattern matching techni-
ques can be found, including use of Kaiman "matched" filters
designed to recognize specific sets of input signals patterns.
The main problem to solve is to find the optimal representation
space of the process state enabling to characterize signatures
as invariant as possible versus the time evolution and the size
effects.
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FIGURE 3 : AN EXAMPLE OF AUTOMATIC PATTERN MATCHING IN THE
SINDBAD DIAGNOSIS SYSTEM /3/

* In the case of more diversified information issuing from conti-
nuous (state variables) as well as discrete (component state,
alarms...) data, together with the consideration of context and
historical information, only advanced software systems (AI
systems...) may approach the complex reasoning processes of
human decision making.

It is out of question to give a survey of all the research
programs concerning this recent domain of investigation on
nuclear plant diagnosis "expert systems". Let us just give the
main features that make these systems potentially effective for
operator assistance. Apart from the possibility to manage large
sets of information and knowledge (concerning for example
training data, characteristic patterns...) which is rather a
general characteristic of computerized systems, it seems that
an Important advantage of such systems is that they can
emphasize the role of human interlocutors, through the use of
conversationnal and interactive modes of man-machine communi-
cation. The operator is not abruptly informed about the result
of the machine reasoning, but rather participates intimately to
the elaboration of the result.
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Another advantage of such systems is the possibility of simul-
taneous management of different kinds of knowledge represen-
tation about the process operation, including rather qualita-
tive representations close to the operator internal models.

2.3.3 - PROGNOSIS

Prognosis is an important part of the decisional chain : When
searching for the right control action to cope with an abnormal
evolution of the process, operators have to forecast the effect
of the intented control action . This projection in the future
relies on their simplified mental model, and only a limited
number of hypothesis can be managed simultaneously, among which
the dec is ion is issued after a s imp l i f ied "op t im isa t ion
process".
In this domain too, computerized models can be of great utility,
essentially in the case of processes with a complex dynamic
behaviour (presence of non linearities....), and solutions based
on the use of physical-mathematical models of continuous
processes as well as logical or cause-consequence diagrams ( /4 / )
are currently looked upon, to support automatic decision aids.
The main problem encountered in this domain is the control of
chronology in the case of on-line implementations, requiring
generally fast computing capabilities.

3 - SOME GENERAL CONSIDERATIONS ABOUT OPERATOR ACCEPTANCE

Most of the following considerations seem to be obvious, but many examples
of poor design of current realizations in the man-machine interface field
(/5/) show that they are not totally assimilated by some designers, and
thus justify this temptative review of design requirements.

3.1 - OPERATOR NEEDS

Proposed new operator-aid systems must answer operator needs that have
been clearly put into evidence. Such a requirement is not easy to fill
as far as operators are reluctant to admit that they may be in diffi-
culty in some specific situations. It could be an important role of
simulation training to make them aware of their own limitations in
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some particularly complex situations. Such a constatation would lead
them to express the need of specific aid-systems. Motivation is the
best way of avoiding rejection.

3.2- MATCHING THE HUMAN SPECIFICITIES

The global requirement in this domain is to respect general human
factor engineering rules, concerning for example :
- The need of exhaustive task analysis in the case of task-oriented
display systems
- The respect of operators mental schemes and modes of representations
of the process (with regard to the difficulties encountered in trying
to introduce "flow model" representations for diagnosis aids).
- Keeping a global coherence with the human decision criteria : even
if, in some cases, the computerized system performance is much better
than the operator's one, everything must be tried to avoid to give him
the impression of being surpassed by the computer. A good solution is
to maintain a certain level of dialogue between the operator and the
computer, so that they are lead to work together, and not in concur-
rence. It is one of the advantages of A.I. Systems to facilitate this
kind of interaction (as far as a convenient communication language can
be found!).

3.3 - MATCHING THE OPERATIONAL CONTEXT

It is an evidence that computerized operator aids must be totally
integrated in the control room environment.
This requirement concerns the hardware point of view (display integra-
tion in the control board, use of similar modes of interaction and
dialogue in case of simultaneous presence of several systems) as well
as more general questions :
- Integration into the operational routines. In some cases, opera-
tional procedures must be rewritten to take the presence of new
systems into account. Otherwise, there is a risk of quick "maginali-
zation" of these system, because operators are not urged on using
them.
- Respect of the social relationship inside the control room crew. The
use of a specific computerized system must not lead to the isolation
of the user, which is a frequent drawback of display - based control
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systems - on the opposite, a well designed man-machine system should
incitate to the dialogue between the different control room operators.

3.4 - GAINING THE OPERATOR DEPENDANCE

Lack of dépendance of the operators in the reliability of a new compu-
terized system is the most frequent cause of rejection. Exhaustive
off-line tests are of course the best way of getting rid of software
errors. Integration of the new system within the hardware structure of
the control room avoids discrepancies among the hardware reliability.
But operator dépendance is more than relying in the system hardware
and software. They must really be aware of the possibilities and of
the limits of the system, understand its mechanisms : to reach this
level of knowledge, they must be inyplved _aj> _soon as possible in the
design of the system. The experience shows that the "best accepted"
assistance systems have often been designed on the site under the
control of operating staffs. Limited knowledge in computer techniques
appears to be compensated by a clearer vision of the real problems. As
an illustration of that, in the case of the French Advanced Control
room prototype (/6/), this early involvement of users in the design
lead to significant changes on approximately one half of the total
number of control displays.
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Abstract

Faced with the growing complexity of our environment it becomes increasingly difficult to

make good decisions within a reasonable time span and budget. In particular, decisions in a
crisis situation, where several decision makers are involved and a quick response is required,
can imply great difficulties.

A typical example for decision making in a crisis situation could be an environmental accident

involving extensive radioactive or chemical contamination. Due to the large consequences and

the great number of people which may be affected, the selection of the best countermeasures
to ameliorate the imminent impact is very difficult and the political responsibility is enormous.

Judging the advantages and disadvantages of a particular action with respect to one or more
criteria will be very difficult, because the required data will often not be available and the

decision makers have to cope with qualitative statements and uncertainty about many factors.

Due to stress, uncertainty, information distortion or information overload, decision quality is
often negatively affected in a crisis situation and decision makers operating under acute stress
are scarcely capable of considered judgment.

To help overcome such problems the Institute for Automation and Operations Research at the
University of Fribourg has been charged by the Swiss government to design a concept for a
Crisis Management Decision Support System CMDSS and to implement a prototype. It should

help evaluate the most efficient and acceptable countermeasures after an accidental release of
radioactivity allowing for such factors as variable consumption rates, technological processing
or dilution with uncontaminated foodstuff, for instance. To allow a quick reaction and a clear
choice between certain alternatives, special decision-aid-instruments will be used such as

filtering techniques, optimization features and outranking methods. The prototype of the
designed Crisis Management Decision Support System CMDSS will be established
corresponding to the possibilities of a modern computer support. This includes a monitoring
and sensoring system, a threat assessment component and all the necessary models to
generate and rank the different countermeasures. A multicriteria outranking approach and

• different group decision techniques will support the decision makers In the final phase of the
decision.
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/. Introduction

In the last twenty years technological, sociological and ecological changes have taken
place very rapidly and it is unlikely that this rate of change will decrease in the near
future. Unfortunately, these changes have not only been beneficial, such as generally
higher living standards and well organized social welfare systems, but have also had
disadvantages in particular with respect to environmental issues, for instance. Because
of the continuous centralization of industries and cities the extent of environmental
charges has reached a level never previously observed. Meanwhile the risk of
environmental accidents has also increased steadily with the increasing production
and use of highly concentrated toxic materials. The possibly large consequences of an
environmental accident force decision makers to turn their attention from the micro-
economical or local level issues and to confront them with consequences on macro-
economical or global dimensions. These consequences require considerable know-how
and careful evaluation procedures which tends to overtax decision makers, especially
in a crisis situation. Due to the short-and long-time consequences chemical or
radioactive contamination can trigger and the stress situation arising for firms or
governments concerned, the need for a suitable computerized decision support has
been realized by responsible people. To support the decision makers with the
necessary aid a suitable policy consulting could be foreseen. This kind of consulting
is favoured by the present rapid development of computer hardware and software
products. The possibilities for addressing these new kinds of problems for supporting
the decision making process have expanded greatly due to the progress in computer
science. Fortunately not only microcomputers and other hardware products but also
software products are continuously increasing in efficiency. Short response times even
on PC's, special adapted languages designed for programming intelligent systems and
tools open new ways for successfully coping with the difficulties arising from
modern life style.

To help overcome the typical difficulties that can arise in a crisis situation, especially
in the case of an accidental release of radioactivity, the Institute for Automation and
Operations Research at the University of Fribourg has been charged by the Swiss
government to design a concept for a Crisis-Management-Decision-Support-System
CMDSS and to implement a prototype. This system should support the evaluation of
acceptable countermeasures to reduce ingestion dose after an accidental release of
radioactivity. It should further help to formalize the decision making process and
give all the necessary facilities to increase decision quality.

2. Information Systems

The decision aid used for complex problems are different kinds of Decision-Support-
Systems DSS, which are computer-based and support its users to make effective
decisions in ill-structured problems (Bui, 1987).

2.1. Individual DSS

A simple DSS is often composed of three main components, the model, the data and
the dialogue component, but can be split up into other sub-components (Bui, 1987).
The dialogue component normally contains an user interface, which links the user
and the system. The linkage is often menu-driven and modern technology provides
its users with colour graphics, mouse or joysticks. An inter-module linkage and a
dialogue interface are other possible sub-components of the dialogue module. The
model-base-management enables the manipulation of the models and the model-
execution-module produces logical sequences of computations. The data component
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could contain a data-base-management system to add or delete data and a query
facility which allows communication of the user with the dialogue component in a
very easy way (Bui, 1987)

2.2. Group DSS

Compared to the classical DSS where only support for single or individual decision
making concerning semistructured or ill-structured problems is given, the more
sophisticated Group DSS supports the group decision process itself. In addition to the
components of an individual DSS a GDSS contains a communication component (Bui,
1987). This communication component allows data and information transfer between
the different participants of the decision making process. The information
transmitted can be free or restricted concerning time, format and accessibility. The
communication channel should allow as much communication as necessary, but should
stop the system when remarking that conflicts are escalating. The architecture of the
communication component could be based on already existing modules such as ISO
network module for instance (Bui, 1987:106). The most important elements of the
communication component are the group norm constructor, which enables the
identification of group members, the group decision techniques, the group norm filter,
which allows the access to the system only, if password and identification are correct
and an invocation mechanism which guarantees a greater flexibility of the system by
the possibility of changing the group norm.

2.3. CMDSS

Further research in the area of computerized decision support led to the development
of Crisis-Management-Decision-Support-Systems, which involve additional elements
typical for the management of crisis. Because decision is often negatively affected in
a crisis situation, the designers of a CMDSS have to be aware of the special
circumstances which can induce dysfunctional behaviour and have to establish the
necessary rules and blockades to circumvent them. The special characteristics of a
crisis and a CMDSS are described in the following paragraphs.

2.3.1. Definition of a Crisis

Although crises are common elements of daily life only scant theoretical and
empirical research, dealing with successful crisis-management, exists (Billings et al.,
1980). One of the best models, which attempts to explain decision making in a crisis
situation, is that of Billings (1980). He defines crisis as a matter of decision maker's
individual perception with the extent of the perceived crisis depending on:

- the perceived value of possible loss.
- the perceived probability of loss.
- the perceived time pressure.

Due to the probability of the imminent loss of important values and the perceived
time pressure decision quality is often negatively affected in a crisis situation (Smart,
1977). Crisis-specific pathological features can arise involving information distortion,
group pathologies and rigidities in programming, for instance.

If a lot of information is competing for the attention of a few decision makers, the
decision makers lose the ability to focus on relevant information and creative
decision-making will be excluded. The restricted amount of time can induce a
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dysfunctional behaviour and narrow the cognitive process. The resulting stress on
decision makers could lead to a certain rigidity in problem solving, because mental
processes for abstract reasoning and ambiguity diminish.

Another group of pathological features is the "group pathology" affecting the
formulation of objectives, the generation of alternatives and the evaluation of
consequences. Group pathology is observed only, if a certain group dynamics exists
involving:

- high cohesion among group members
- isolation from qualified experts or advisers
- strong leader of the group

The special dynamics of this group structure forces individuals to submit themselves
and their own personal attitudes to group decisions. They lose their individuality and
get the illusion of invulnerability accompanied by an extensive optimism.

Eventually existing rigidities in programming can also have a negative impact on
decision quality affecting the scope of alternatives generated. If a Decision-Support-
System is implemented, the system builders have to be aware, that responses made in
fixed pattern could be probably unsuitable, because they are not flexible enough. If
the system is unable to answer certain questions arising during the decision making
process or treat new unforeseen cases, it will be difficult to persuade decision makers
to use the system, especially in a crisis situation.

The pathological features mentioned above, lowering the decision quality, can be
avoided by using a special type of Decision-Support-Systems which prevents decision
makers from decisions biases and dysfunctional behaviour. The necessary components
for a Crisis-Management-Decision-Support-System are described in the following
paragraph.

2.3.2. Desirable characteristics of a Crisis-Management-Decision-Support-System
CMDSS

Establishing a CMDSS the following points or components have to be taken into
account (Elam and Isett, 1987):

1) A model of the crisis environment, to aid understanding of the environment and
the context in which the decision is being made.

2) The necessary models to represent a crisis and evaluate the consequences of single
decisions. Experts who are able to run the models and have the know-how to
interpret the results, should be within easy reach.

3) A recommendation facility, where a space of alternatives is recommended, so that
the decision maker is released from complex analysis.

4) An explanation facility. The system has to be able to explain its suggestions and
recommendations. "Black-box" proceedings should be avoided as much as possible.

5) Interaction and simulation facility. The system should be highly interactive to
answer questions of the decision makers.

6) Several experts. To avoid group-pathology-features and isolation which induce
certain decision biases, input by several experts is necessary.
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7) Filtering and condensing. The CMDSS should filter and condense the tremendous
amount of data which normally overloads decision makers during a crisis situation.

8) Ease of use or a chauffeured access is necessary to guarantee a certain acceptance.
If the decision makers have to learn a set of commands before running the system,
they will not accept it in a crisis situation, where decision have to be made within a
restricted amount of time.

9) A controlling possibility or feed-back component should be available which can
demonstrate the efficiency of implemented decisions.

10) A reasonable response time. Unacceptable delay lowers the acceptance of the
system.

In the next paragraph a CMDSS application, which is developed at the University of
Fribourg, will be presented. The Crisis-Management-Decision-Support-System to
evaluate Acceptable Countermeasures to Reduce Ingestion Dose after an accidental
release of radioactivity (ACRID) has been designed to avoid decision biases and
lower the stress situation for the technical and political body. It should fulfil all the
theoretical premises mentioned above.

3. CMDSS ACRID: A Crisis-Management-Decision-Support-System to evaluate
Acceptable Countermeasures to Reduce Ingestion Dose after an accidental release of
radioactivity

3.1. Aim

The aim of this project is to evaluate the most efficient and acceptable
Countermeasures after an accidental release of radioactivity allowing for such factors
as variable consumption rates, technological processing or dilution with
uncontaminated foodstuff, for instance. To allow a quick reaction and a clear choice
between certain alternatives, special decision-aid-instruments will be used such as
optimization features, outranking methods and group problem solving algorithms. The
calculation of the committed dose equivalent will be supported by a special
calculation code ECOSYS (Müller et al., 1988).

The Crisis-Management-Decision-Support-System proposed in this paper is especially
suited to the political conditions in Switzerland, but could also be adapted to the
conditions in other countries. According to a special decree (legal text), that describes
the Swiss alarm organization in case of increased radioactivity, the decision power is
divided among experts and politicians. The decision process itself starts at the expert
level, which is a more technical level. There the space of alternatives is discussed and
checked with respect to technical feasibility and efficiency. The main task of the
experts is to propose a number of reasonable Countermeasures to the politicians. The
politicians then have to judge the proposed Countermeasures with respect to
economical and political criteria. The most reasonable and effective Countermeasures
with the best political acceptance will be implemented after having been approved by
the highest executive.

3.2. Description of the Different Components (see fig. 1)

3.2.1. Environmental Monitoring and Sensoring System

A continuous measurement-system that involves environmental monitoring, is already
implemented in Switzerland. It records the radioactivity in air every ten minutes at
about 50 different locations distributed throughout the entire country. The ambient
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Fig. 1: CMDSS ACRID: A Crisis-Management-Decision-Support-System to evaluate
Acceptable Countermeasures to Reduce Ingestion Dose after an accidental release of
radioactivity
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radioactivity level is recorded and transmitted by phone-line and checked. If there is
a discrepancy between the measured level and the normal level, alarm is raised
automatically.

3.2.2. Threat Assessment Component

Initially the extent of the crisis has to be judged by an expert team. The concrete
threat is given by the extent of the discrepancy between the normal level and the
increased level of radioactivity and the radiotoxicity of the responsible nuclides.
Since radiation damage has rather long time consequences and the risk cannot be
measured directly, several calculations have to be made before being able to assess
the different kinds of risk thoroughly. These calculations involve the determination
of the activity concentration in the contaminated foodstuffs and the committed dose
equivalent. The calculation code used in this project is the German code ECOSYS
(Müller et al, 1988).

Apart from the output of the model ECOSYS (committed dose equivalent), maps and
graphics are provided for the experts, to visualize the deposition and dose data
gathered and calculated. Additional information concerning the evaluation of the risk
with respect to other civil risks or diseases will also be available. The aim of this
component is to set the somewhat abstract radiation or radioactivity term into a more
concrete context.

3.2.3. The Calculation Code ECOSYS (Müller et al., 1988)

The extent of the crisis is given by three different radiation sources and the
corresponding levels: the external radiation, the internal radiation from inhalation and
the internal radiation from ingestion. To determine the impact of the different
radiation sources a special calculation program, called ECOSYS, has been
implemented. The model calculates the release of radioactivity into the various
environmental compartments such as soil, vegetables, fruits and animals. The
concentration in the different compartments is summed up over all radionuclides and
foodstuffs to calculate the individual and population dose. To determine the external
and inhalation radiation very simplified models will be used, because the prediction
of consequences to agriculture and foodstuffs is of main interest in this project.

3.2.4. Priority Vectors

Deposition of radioactivity is likely to be inhomogeneous, therefore the entire
territory of Switzerland will be divided into three different areas. Regions with high
level, medium level and low level deposition are distinguished, The size of each area
can vary with respect to the deposited activity. The advantage of a flexible
classification is that it allows determination of the best countermeasures for each
area, separately. If the user does not wish to make this distinction he is, of course,
free to evaluate countermeasures for just one or two areas only. After dividing the
territory into three regions with different scales of impact, priority vectors have to
be defined. These priority vectors determine which group of the whole population
will be most affected and has therefore to be protected with priority. The definition
of the priority vectors is necessary because of the possibility of scarce resources. The
priority vectors will be determined with special group decision algorithms (Bui,
1987).
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3.2.5. Generation of the Space of Alternatives

One of the most complicated components in this CMDSS is the generation of the
space of alternatives, which is provided to be done in an expert system. Knowledge
bases, data bases and an mighty filtering system should give the different
countermeasures which are of interest at a given time.

3.2.5.1. Possible Alternatives

A large number of countermeasures to reduce the ingestion dose have been evaluated
in a literature study (Schenker, 1988) and are saved in a special data base. As well
countermeasures to reduce the committed dose equivalent resulting from ingestion of
animal as vegetable foodstuffs will be considered. The countermeasures to reduce the
ingestion dose of vegetables will allow for several different soil treatment or
harvesting practices, while the countermeasures to reduce the ingestion dose of
animal foodstuffs will involve different feeding and slaughtering practices. The
ingestion dose of both, vegetable and animal foodstuffs can be further reduced by
applying special technological processing techniques and varying the consumption
rates.

3.2.5.2. Feasible Alternatives

To determine the feasible countermeasures, the different alternatives to reduce
activity concentration in plant or animal material have to be combined correctly with
the corresponding foodstuff. Not every kind of foodstuff can be related to every
kind of alternative. For example, decontamination with ion-exchange is only possible
for liquid foodstuffs. Further, a seasonal or timing filter which considers vegetation-,
planting-or sowing-time has to be set. This filter should prevent harvesting of
immature crops or seeding and planting in winter time, for instance. Possible
restrictions such as time constraints or the diminishing of resources also have to be
considered.

The generation of the space of feasible alternatives is a difficult task, because not
only single countermeasures, but also combination of countermeasures may be of
interest. Due to this complexity and to guarantee as complete a space of alternatives
as possible this process will be supported by an expert system which contains all the
necessary data and rules for a correct determination of feasible countermeasures at
any given time.

3.2.3. Expert Evaluation of the Reasonable Countermeasures

After having determined the feasible countermeasures, the experts have to decide
how reasonable they are, largely based on different technological criteria. The most
reasonable countermeasures have to be evaluated separately for each product before
being joined together into complete plans. Only these plans will then be proposed to
the politicians to test their acceptance with respect to political and economical
criteria. The consequences of certain countermeasures due to a certain criterion have
to be evaluated through special models (see 3.2.6.).
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3.2A. Political Evaluation of the Acceptable Countermeasures for Different Foodstuffs

Finally the politicians have to decide on the propositions made by the experts. To
avoid unnecessary discussions, the politicians should only be confronted with
efficient and feasible solutions, from a technological point of view. Because the
political decision makers have to takeover the political responsibility for the
execution of the countermeasures, they are asked to decide about the final ranking of
the proposed plans with respect to political and economical criteria. The politicians
are free to accept the rankings of the experts without any change; to accept the list
of propositions, but change the rankings or to return the proposed solutions asking
for different ones.

3.2.5. List of Criteria

The system will propose to its users a group of the most important criteria involving
the following factors:

1) health
2) food-supply and nutrition
3) technical and infrastructure
4) environment and waste management
5) law and economics
6) administration
7) psychology

As already mentioned the planned DSS provides for a shared responsibility and
competence among experts and politicians. The crisis expert staff has to make a kind
of pre-decision, evaluating the reasonable countermeasures with respect to their
personal experience and know-how. The criteria considered by the experts will
therefore be different from the criteria considered by the politicians. To avoid
discrimination of the final decision by a wrong pre-decision the criteria used in the
pre-decision phase have to be carefully chosen, considering the most important
consequences. The space of alternatives is therefore successively limited by filtering
and condensing the information and finally the political body only has to discuss
about reasonable options. The feasible alternatives ranked according to a technical
point of view are defined as reasonable alternatives.

3.2.6. Methods

Certain alternatives cannot be enumerated explicitly from literature studies. An
example will illustrate this: To determine the most favourable beginning and ending
of some countermeasures, such as the prohibition of foodstuffs, the system will
support its users with optimization methods. Interesting alternatives including
different beginnings and endings of the prohibition of foodstuffs could then be
considered in the space of feasible alternatives and judged by the experts and
politicians.

To evaluate the consequences of the different countermeasures special models have to
be established. To calculate the individual dose reduction, the model ECOSYS (Müller
et al., 1987) will be used. To evaluate the technological consequences several food
processing systems have to be examined. Because exact data will be very difficult to
get, the technological criteria will only have a qualitative character. On the contrary
direct or indirect costs could be quantitatively calculated. The additional expenses for
a certain countermeasure have to be summed up over the different machines,
materials and people needed or by an estimation of the producers loss, if the farmers
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have to plough their harvest, for instance. The additional administrative expenses and
the psychological impact are also represented by qualitative assessments because of
the lack of data and functional relationships.

To determine the weights of the different criteria the experts are provided with the
Analytic Hierarchy Process AHP (Saaty, 1980). In contrast the determination of
weights provided for the politicians will be a more simple process. Either the sums-
of-the-ranks rule, the additive ranking or the multiplicative ranking will be used
(Bui, 1987). The same kind of method will be applied to determine the value of the
priority vectors.

Because the decision makers are often unable to compare certain alternatives due to
lack of data or unwillingness to make comparisons, a method, that involves the
incomplete comparability of alternatives has being chosen. The decision-aid method
used in this project will be the method PROMETHEE (Brans, 1980). This method is
based on an outranking approach and helps the decision makers to compare the
different alternatives very easily. A big advantage of the outranking approaches is,
that detailed information about the decision makers preference system is not
required.

3.2.7. Stress Manager

The introduction of a Stress-Manager module is a specific demand of a Crisis-
Management-System. This Stress-Manager module is not working on line and in real
time. It mainly provides a possibility to reduce the level of stress that can arise in a
crisis situation and to prevent some of the crisis-specific pathologies mentioned
before. This could be done by a regular, fixed trainee of decision groups. Simulation
possibilities, sensitivity analysis and building worst case scenarios will definitely help
the decision makers to avoid certain decision biases and stress pathology features. A
trainee possibility is therefore one of the best methods to prepare people for crisis
situation, to increase decision quality and it is the main task of the Stress-Manager
module.

3.2.5. Additional Experts

To avoid isolation of the different decision making groups additional experts should
always be within easy reach during a crisis situation. To know who is able to give
valuable advices, a special organizational component is provided for the planned
CMDSS. This component should give information about the know-how of the
additional experts, their private addresses and telephone numbers, for instance. This
additional information will be given, because it is often very difficult to obtain the
correct people at the right moment in a crisis situation. The organizational component
could be used to find out who has the greatest experience in a certain domain
without being directly involved in the decision making process.

3.2.9. Cybernetic or Feed-Back Component

The countermeasures implemented will have a certain influence or feed-back on the
environment. They will reduce the committed dose equivalent of the critical
population groups and lessen the radiation impact. The extent to which the dose has
really been reduced, can only be checked with a special measurement technique,
called whole-body-scintillation. This technique allows direct measurements of the
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radiation dose people received. If the dose measured is higher than the desired dose,
the countermeasures were not efficient enough and all the countermeasure-plans have
to be reviewed. The threat assessment has to be checked again and the considered
options have to pass the expert and the political level. The output of the cybernetic
component is a new input for the threat assessment component.

4. Conclusions

Due to modern technologies and distribution systems we have to cope with higher
civil risks. If we are aware of them and the possible crisis situation they can trigger,
the extent of impact can be reduced by providing a maximal decision support during
a crisis. In particular, in the case of an accidental release of radioactivity the harm to
the population can definitely be reduced by ordering particular countermeasures at
the right moment. However, to allow better decision making the quality of
information and decisions and the readiness to react, have to be increased. This can
be trained by anticipating a crisis situation and simulating its consequences.

The CMDSS concept has to be aware of the possibility of crisis-specific pathological
features and should help to circumvent them. It should further increase the flexibility
of the whole organization and the development of computer supported decision-aid.
According to the theoretical premises the CMDSS-ACRID, which is developed at the
University of Fribourg, contains all the components to cope successfully with a crisis
situation:

1) Registration of the crisis environment.
2) Rapid response time using individual and group-decision-support in a well
organized and defined context
3) Generation of feasible countermeasures by an expert system at any given time.
4) Simulation facility provided by the use of the code ECOSYS, which calculates the
committed dose equivalent with varying input data.
5) Multiple expert sources to avoid isolation of the decision making group
6) Multi-criteria approach to rank the different alternatives and to guarantee that the
most important consequences are considered.
7) Stress-Manager component which forces people to train for a crisis situation so as
to reduce the imposed stress.

Even though we are at the very beginning of our project, the CMDSS being defined
on a conceptual level and only parts of the expert system to generate the space of
feasible alternatives being implemented, we are optimistic that the decision process
can be successfully supported with the planned CMDSS.
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Abstract

The paper is addressing the design of decision support systems to be used in the nuclear
industry and the requirements placed on such systems. A general model of the decision
making situation is proposed for the structuring of the different functions provided by the
decision support system. The relative merits of different functions of the support systems
and their practical implementation are discussed. A proposal for the functions to be
included in a decision support system is given as a result of the discussion. The practical
design of decision support systems is discussed, and some general remarks on the manage-
ment of design projects are given. The use of decision support systems and their integrati-
on in the every day routines are also discussed. Reference is given to experiments, where
a large scale validation of decision support systems have been attempted. One of the
findings from the validation experiments, is that it might be difficult or even impossible
to prove the benefit of a proposed design of a decision support system in quantitative
terms. Present design practices are bringing in the concern for the human as a part of
the system comparatively late and in a rather unsystematic way. As a conclusion it is
argued that more effort should be spent in building up an understanding of the dynamics
of design projects. Such an understanding can be used to create better models for carrying
out the design projects and to specify different design tools to be used.

Introduction

There is a large consensus on the need for supporting nuclear power plant operators with
computerized information systems. Several prototypes have been built and validated, and
some systems have been utilized at operating nuclear power plants. In spite of the efforts
made, there are still discussions on the relative merits of the functions to be included
and how they should be implemented. Attempts have been made to establish a more general
theory, to guide the design decisions, but support systems are still built more based on
an ad-hoc view on what might be important, than a firm theoretical model of what really
is needed in different tasks.

Considering the requirements on a decision support system, it is clear that they are set
by the control requirements for a safe and economic operation of the process. The division
of the tasks between the operators and the plant automation, is defining their correspon-
ding areas of responsibility. The functions of the support systems are therefore determined
by the general control concept of the plant and the tasks given to the operator. Conside-
ring the specific safety demands of a nuclear power plant, it is evident that the reason
for having human operators in the control room are situations, where judgement and new
control sequences have to be applied. One of the implications is, that a major principle
in the design, is to provide all possible kind of support to the operators, but to refrain
from commanding them in their task execution.

The design of a decision support system is, like the design of any other system, based on
a compromise between functions nice to have and the costs of their implementation. The
technical development especially in the computer field has provided very cost efficient
systems, which means that most of the functions considered important, can be implemented
at a modest cost. The development has also provided better systems for supporting the
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design process, with corresponding improvements in the design quality. The operator
support is usually integrated into the plant information system, which means that the
same information base can be shared between the different users at the plants.

Considering the task of operating a nuclear power plant, one of the main objectives is to
support the operators in coping with the complexity of operation. There are many different
physical processes involved, there are several thousands of components and the plant
dynamics can sometimes be rather unexpected. The design of the support systems should
aim at providing the operators with controls and displays, tailored to the specific needs
in all possible operational situations. This means that the information should be structured
both according to the decision making task and to the specific preferences of the operator.
The system should in addition be built in a consistent and logical way in order to avoid
unnecessary operator errors. The design process in general and computerized systems for
supporting the design have been considered in [1]. Key issues in the design of operator
support systems have been summarized in Table 1.

Table 1. Key issues in designing operator support systems to be
used in nuclear power plants.

1. Designing for human interaction
- consider anthropométrie
- observe limitations in human information processing
- ensure consistency in design

2. Coping with complexity
- define priorities in tasks
- establish hierarchies between objects
- build structure into information

3. Avoiding errors and mistakes
- aim for simplicity
- include help functions
~ build in warnings and interlocks

Modelling the decision making task

The operator support systems are intended to improve the quality of the decisions the
operators are making during plant operation. In order for the designer to understand the
requirements placed on the support system it is necessary to utilize some kind of a model,
for the structuring of the information needed in different phases of a control and monito-
ring task. One model has been proposed by Rasmussen [2], which essentially breaks down
the decision making task into the following parts:

- activation
- observation
- identification
- interpretation
- evaluation
- task definition
- procedure formulation
- execution.

Rasmussen is arguing that operators seldom go through all these stages in a sequence,
but rather are taking shortcuts based on their previous experience. This observation leads
to the definition of task execution on different levels of mental activity, which Rasmussen
has called "skill-based", "rule-based" and "knowledge-based" behavior [3]. Rasmussen has
also made the distinction between the two different dimensions "abstraction" and "aggrega-
tion" in the structuring of plant information [4]. Investigating operator strategies for
diagnosing plant failures Rasmussen has proposed the concepts of "symptomatic" and
"topographic" search [5].
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These proposed concepts support a structuring of the plant information, which is additional
to the more traditional division into plant systems, subsystems and components. A division
based on the consideration of a limited number of plant operational states is another
view, which also is necessary for the structuring of the information. A combination of all
these views makes it possible to propose a set of general categories of the information
needs, which can be used as a check-list for the consideration of different operator
support functions. The following categories are proposed

- decision phase
- level of mental activity
- level of abstraction
- level of aggregation
- operator strategy
- plant systems and their connections
- plant operational state.

Many observations and experiments have been made with the intention of establishing the
limits of human performance. The experiments have been measuring response times, time
constants, memory capacity, information processing capacity, etc. and the results have been
setting generally accepted limits. More qualitative observations have also been made eg.
that humans tends to jump at conclusions from the interrogation of only a few decision
variables. There have also been several attempts to evaluate the influence of stress in
decision making situations. There is also evidence available, that the operators are using
simple rules of thumb in their decision making (cf. Table 2).

Table 2. Strategies for coping with control room decisions.
1. Save time

- stabilize plant state
- check safety functions

2. Call in additional resources
- utilize procedures
- stand by man-power

3. Maintain the overview
- evaluate causes and consequences
- confirm inventory of resources

4. Restore the plant to a safe shut down
- do not overemphasize availability
- proceed slowly

5. Plan plant maneuvers
- initial and terminal states
~ path of transition

The causes and consequences of human errors have been the object for several investiga-
tions and a general categorization of human errors have been proposed in [6]. One proposai
is to separate between slips and mistakes, where a slip denotes an error the operator
observed immediately and a mistake an error where the operator actually thought his
action was appropriate. A decision support system can in this connection be seen as
aiming mainly at preventing operator mistakes. It is however clear that also slips should
be avoided, but this function is usually realized by appropriate interlocks arid warnings
of the control and instrumentation system.

Functions of an operator support system

Supporting the different decision phases of the operator implies the inclusion of an alarm
function, an easy access to plant variables, a possibility to check early hypothesis of the
plant state, suitable means for interpreting the plant state in terms of safety, guidance
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for finding correct procedures and support for the execution of the procedures. The
operators will have different needs with respect to the information presentation depending
on the used level of their mental activity. On the knowledge based level they should be
given reasons for observed anomalies, on the rule based level there is a need to ensure a
correct procedure execution and on the skill based level it is important to prevent dange-
rous slips of error. It is also necessary to ensure that a specific task is executed at the
correct level of mental activity.

The level of abstraction connects to the "top-down" and "bottom-up" points of view. On
the highest level the general plant goals and operational performance indicators are
considered. The physical components, their location and characteristics are considered on
the lower levels of abstraction. The level of aggregation is concerned with a parts-whole
dimension, which gives the operators the appropriate view for their operational tasks.
The display hierarchies of the plant information system should support both views and
there should be the necessary mechanisms for an easy transfer between them.

The operators are always more or less consciously trying to select an optimal (with respect
to effort and likelihood of success) strategy in searching for information in their different
operational tasks. The search strategies should be supported with appropriate mechanisms,
in order to provide an easy access to all the information needed in a specific situation.
This means that there should be multiple pathways of transfer between different displays
and the pathways should correspond to the chains of association of the operators. The
following paths of transfer between displays cover some of the needs

- next display (up, down, left, right)
- previous display (step backward)
- connected display (cooling, power supply, etc.)
- design parameters (system, component)
- control displays (controllers, automatics, interlocks)
- trend curves (variables plotted vs. time)
- plant state displays (variables plotted in a x-y format)

The division of the plant into systems and subsystems should also be reflected in the
structuring of the information. The plant state can be divided into the aggregated states
"shut down state", "normal operation", "disturbed situation", "emergency condition" and
"recovery state" (cf. Fig. 1), which can be further subdivided if necessary. It is important
to note that the operational goals is a function of the present operational state of the
plant. Providing the operator with the necessary relations between systems and operational
states built into the displays and the corresponding access paths between the displays,
there is a good possibility that he will be able to select and execute the correct procedu-
res in the case of an emergency.

shut down
state

j* normal
| operation

disturbed
situation

recovery
state

emergency
condition

Figure 1. A diagram describing plant state. The decision making
tasks are different in the different states. The decision support
system should be able to adapt to the contemporary state of the
plant.
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The procedure support will contain many references both to plant systems and to the
operational state. An important function is to ensure that necessary initial conditions are
present before the execution of a procedure is initiated. One example of plant conditions,
which may place restrictions on the execution of certain procedures are the technical
specifications and it would certainly be a good idea to let the decision support system
alarm for pending violations.

The alarm function, which is indicating the need for operator actions is one of the most
important functions of the operator support system. The very high availability reached at
the nuclear power plants implies that vigilance of the operator will go down both during
the shift and over the years. This means that one has to rely on automatic systems for
giving cues to actions needed. The problem with the alarming systems is not their reliabili-
ty, but the very large amount of information generated also in relatively small plant
disturbances. The torrent of information makes it extremely difficult for the operator to
find the relevant information and identify the cause of the upset. Research results have
indicated the benefit of dividing the alarms into classes of importance and of including
alarm filtering schemes in the plant information systems [7].

A proposal for functions of a decision support system is given in Table 3.

Table 3. Functions to be included in a decision support system.

1. Monitoring of plant state
- systems, subsystems and components
- measured and calculated variables
- critical components and technical specifications
- state identification (feature match, deduction)
- goal evaluation (production, availability, economy)

2. Handling of events
- alarming (priority, importance)
- diagnosing (initiating event, hypothesis checking)
- access to procedures and instructions
- initiation of preprogrammed automatic actions
- logging and reporting

3. Providing of reference information
- remainder functions
- message passing, sharing of experience
- archive (storing, searching, fetching)
- display of connections between systems
- access to plant design data

4. System management
- self-diagnosing, soft degradation in case of failures
- reporting (support of preventive maintenance)
- maintaining of data and knowledge bases

5. On the job training
- access to data and knowledge bases
- simulation

Designing decision support systems

The design of a decision support system is usually carried out in a project limited with
respect to both time and money. This means that lengthy iterations between prototype
designs and the collection of experience from these designs cannot be tolerated. The
design of commercial systems are to a large extent carried out relying on earlier designs,
which are modified slightly to adapt for the specialties of the new application. This
means that an ideal top-down design seldom is executed. The design is instead advancing
as small fixes of earlier solutions in a bottom-up fashion. The contractual framework of
the design, which includes functional specifications, tendering documents and delivery
agreements, are providing the steering instruments of the design project.
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A design project is usually divided into phases according to Table 4. There are different
concerns in the different design phases, but ensuring the quality of the design is important
in all phases. A typical characteristics of any design project is that the design freedom
is decreasing and the costs of modifying earlier design solutions is increasing with time.
In the case a design solution has to be changed, then a special care should be taken go
through a redesign of all the solutions affected by the change. This means that a special
effort should be placed at evaluating all possible implications of specific design solutions
before the actual design is frozen. It is also necessary to design flexibility into the system
to facilitate changes in the systems, when operational experience is obtained. One possibili-
ty in obtaining that flexibility is to consider a division into the design of general mecha-
nisms and the application of those mechanisms in the engineering design. This approach
is commonly followed in the commercial systems available (cf. [8]).

Table 4. A break down of a design project into stages and tasks.
1. Pre-project considerations

- feasibility study
- preliminary design

2. Functional specifications
- information analysis
- writing detailed functional specifications
- establishing internal project standards
- preliminary task division and specification

3. Contractual considerations
- cost and benefit analysis
- division of tasks between vendor and customer
- definition of project milestones
- definition of system acceptance procedures

4. Coding, testing and validation
- coding, local testing, documentation
- freezing the design
- quality assurance and management of design changes
- project management

5. System integration and delivery
- establishing an integration environment
- exercising interfaces
- final testing and validation
- delivery and installation

6. Final adaption and test-use
- implementing changes occurred after system delivery
- taking the system into operation

There are several arguments for the inclusion of the user as early as possible in the
design process. It will certainly make it possible to avoid simple flaws in the design. The
involvement of the users will also make it more easy to get their acceptance of the new
systems. In spite of the advantages in involving the users, it is important to note that
too large reliance on their opinions may create unnecessary conservative solutions, because
the users are often restricted in their awareness of new technical possibilities. There has
also been many arguments for including behavioral scientists in the design projects and
there is certainly a need for a multi-disciplinary approach. It is however important to
remember that an engineering project still is an engineering project, which means that
most of the thinking should be spent before, not during the design project.

Avoiding design errors is an important objective in any design project, not only due to
cost considerations, but also because the course of events in many accidents have been
influenced by design errors. On a general level the following types of design errors, in
the order of their importance, can be considered

- requirement not considered
- unsatisfactory compromise
- bug in design
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If an important requirement has not been considered in the design, then it is very likely
that the system will perform unsatisfactorily with respect to that requirement. In the
case two conflicting design requirements have not been resolved in a satisfactorily way,
then there might arise situations, where the conflict can mislead the operator. In the
case there is a bug in the system, which have not been detected and corrected, there is
always the possibility that the system will enter a region, where it will not function
properly.

A high reliability and a soft degradation in the case of faults in the support system is
one of the most important requirements. This applies especially for the case of ensuring
enough spare capacity of the computerized functions, because an emergency situation at the
plant will initiate a very heavy load on the information system. The reliability has also a
human oriented aspect in that respect that a low reliability system will merely frustrate
than help the operators. In order to avoid the possibility that the system will mislead the
operator, there should also be a very clear indication of the internal state of the decision
support system.

It is important to avoid design errors and to detect errors committed as soon as possible,
because correcting an error will always be more expensive than doing things right in the
first place. Decreasing the probability of design errors and increasing the probability of
their detection means that formal quality assurance routines have to be set up. This
includes detailed evaluation and authorization procedures for all the documents produced
in different phases of the design project. In order to ensure that all necessary require-
ments have been considered there are a number of guidelines available for the application
of good human engineering practices (cf. [9], [10], [11]). In spite of the guidelines there
are however many other needs for developing the methods for the design of safety related
systems (cf. [12]). It is also necessary to note that design project in practice can deviate
very much from the generally accepted systematic structures (cf. [13]).

The use of decision support systems

The use of decision support systems relies on a validation procedure, where the concepts
proposed ere shown to be working. The validation is to some extent possible to carry out
in the design project, but the major novelties in the approaches have to be validated in
independent research oriented projects. The validation requires an appropriate set of
tools, such as mock-ups and simulators, to be possible to carry out in a realistic environ-
ment. The validation aims primarily at the identification of needs for improvements and
only secondarily at the evaluation of the benefits of the system. Training simulators can
to some extent be used to carry out validation experiments [14], but special research
oriented simulators are more efficient in the case completely new concepts have to be
evaluated [15]. Different experiments have been carried out, which have aimed at measuring
operator performance with and without the support system. Considering the results obtained
it seems to be difficult to measure the real merits of the new systems in quantitative
terms.

The attempts to demonstrate the benefits of a decision support systems in quantitative
terms have suggested a number of quantitative performance indicators (cf. Table 5). Taking
into account the plant complexity it is however very difficult to give a firm best solution
of how to take the plant through a specific operational transient. Taking also into account
that the decision support systems usually are aiming at the very rare emergency situations,
it may be misleading to use the time for the task execution or the number of small
operational slips of errors as indicators of performance. Taking into account the practical
realities, with the need for large populations of experimental subjects and the extremely
demanding tasks, it seems necessary to rely mainly on qualitative indicators in the validati-
on of the feasibility of a specific system.

At the Loviisa full scope training simulator the benefit of alarm filtering has been assessed
and a safety parameter display concept has been validated (cf. [16]). Other large scale
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Table 5. Indicators used in the validation of operator supportsystems. _________________ ____
1. Qualitative indicators

- designers assessments
- operator acceptance
- need for training

2. Quantitative indicators
- time needed for task execution
- number of errors made

validation experiments have been carried out at the OECD Halden Reactor project in
Norway. The findings of the experiments stress the importance of integrating the support
systems into the control room very carefully. The results of the experiments have been
taken into account in the present upgrading of the Loviisa process computer [17].

Training the users in the use of the decision support system is an important task. To
some extent it is possible to do the familiarization training at the plant, but the installati-
on of the system on a training simulator before the installation at the plant is certainly
preferable. Such an arrangement also has the benefit of providing an efficient testing
environment during the design and testing of the operator support system. To yield the
best benefit the decision support system should be integrated as tightly as possible into
the plant information system. This means that it should be functional and used also during
the normal day to day routines and not be intended solely for accident situations. It is also
important to integrate the decision support system into the written procedures and other
documentation used in the operation of the plant.

There have been arguments for the inclusion of training functions in the operator support
systems and it is certainly beneficial to include as many help functions as possible in the
systems. It might also be useful to include interfaces to the plant design data base to
make it possible for the operators to make enquiries. Simulation functions to enable the
operator to have predictive displays and to give him the opportunity to evaluate the
consequences of a proposed actions can also give valuable support in certain situations.
The inclusion of full blown training simulator functions in the control room does not
however seem to be feasible in spite of its possibility.

Collecting the experience from research experiments and by interviewing operators from
the operational nuclear power plants there are many general conclusions to be drawn.
Different factors are determining the benefit of a specific support system, of which
perhaps the most important is to design the system with its user in mind. Another issue
is how the underlying complexity of the plant can be treated and broken down into con-
cepts, which are easy to understand and accept. If the system has been realized with
several layers of help functions and functions for the prevention of unintended slips of
the operators, there is a high possibility of getting a good user acceptance of the decision
support system.

One of the important tasks in building in a defense in depth in the operation of a nuclear
power plant is to exercise as a part of the training such plant transients, which are not
to be expected during the plant life-time, but are still within the calculated possibilities
of occurrence. The transients and their variations are usually identified as a part of the
probabilistic risk assessment (PRA) activity. Some of the transients may be proposed by
the regular feedback of experience coming through international reporting systems. The
utilization of this information calls for the preparation of specific retraining sessions
with the simulator, aiming at an in depth investigation of some specific transient and its
variations.
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Conclusions

The success of the design project is crucial for the final applicability of a decision support
system. According to the present design practices the concern for human factors is usually
brought in too late for a real impact on the design solutions. The functions and the
man-machine interface of the decision support systems are also defined during the design
project in a rather unsystematic way. One of the problems seems to be the conflict
between the absence of interest in developing actual solutions before the real design
project is started and the small possibilities of solving theoretical issues within a design
project. It seems that the only solution of the problem is to educate the designers to
place a higher emphasis on the usability of the systems from a human factors point of
view. One part of this endeavour is associated with the development of different check-
lists, by which it should be possible to guide the design project into the appropriate
directions.

One of the crucial point in the design of decision support systems is the representation
of the decision making problem. The possibility of finding simple aggregated measures for
the performance and the operational goals of the plant provides the ultimate possibility to
cope with the complexity in operating a nuclear power plant. Efficient computers and
available knowledge in the field of software engineering should make it feasible to imple-
ment almost any of the decision support functions proposed. The present licencing procedu-
res of the nuclear power plants may however pose a difficulty in the application of the
new systems, due to the need for a real life demonstration of the validity and reliability
of the proposed systems.

The new computer systems have not been used only for the decision support systems, but
also for their design. Utilizing computer aided design there are many possibilities for
arriving at a far better design quality, than with the present mostly manual project
management principles. To utilize the full power of the new systems it is however impor-
tant to gain a more deep understanding of the design process itself and the way the
system requirements are connected to the technical solutions. Only in this way it is
possible to develope new solutions at the same time their validity is ensured. A continuous
improvement of the safety of the nuclear power necessitates the application of the new
possibilities, together with a cautious strategy of exploring the new systems in detail,
before they are installed at the operational plants.
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