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FOREWORD

It has been widely recognised for many years that the safety of the
nuclear power generation depends heavily on the human factors related to
plant operation. This has been confirmed by the accidents at Three Mile
Island and Chernobyl. Both these cases revealed how human actions can
defeat engineered safeguards and the need for special operator training
to cover the possibility of unexpected plant conditions. The importance
of the human factor also stands out in the analysis of abnormal events
and insights from probabilistic safety assessments (PSA's), which reveal
a large proportion of cases having their origin in faulty operator
performance.

A. consultants' meeting, organized jointly by the International
Atomic Energy Agency (IAEA) and the International Institute for Applied
Systems Analysis (IIASA) was held at IIASA in Laxenburg, Austria,
December 7-11, 1987, with the aim of reviewing existing models used in
Probabilistic Safety Assessment (PSA) for Human Reliability Analysis
(HRA) and of identifying the data required. The report collects both the
contributions offered by the members of the Expert Task Force and the
findings of the extensive discussions that took place during the meeting.
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EXECUTIVE SUMMARY

An Expert Task Force meeting, organized jointly by the Interna-
tional Atomic Energy Agency (IAEA) and the International Institute
for Applied Systems Analysis (IIASA) was held at IIASA in Laxen-
burg, Austria, December 7-11, 1987, with the aim of reviewing
existing models used in Probabilistic Safety Assessment (PSA) for
Human Reliability Analysis (HRA) and of identifying the data
required. The report collects both the contributions offered by
the members of the Expert Task Force and the findings of the
extensive discussions that took place during the meeting.
As several methodological approaches to the problem of HRA were
represented by the various experts attending the meeting, it
would be unrealistic to claim that a final consensus was achieved.
What can be said, however, is that the use of HRA in PSA has now
been reasonably formalized in various procedures and models. The
opinions of the various researchers tend to diverge when one
starts to expand the HRA methods and apply them in the PSA frame-
work, taking into account the developments of the PSA approach.
After a first introductory chapter, Chapter 2 describes the over-
all frame in which HRA must be exercised; this involves the de-
sign, operation, management and organization of a plant. The
role of PSA in this framework is identified and a claim made for
an increased use of PSA in operational feedback in order to update
PSA (and HRA) models and more appropriately design the control
loop for the risk management of the process itself.
Chapter 3 identifies in some detail the various activities an
analyst must undergo in order to perform an HRA. The presented
methodology draws very much from the Systematic Human Action
Reliability Procedure (SHARP); it calls for seven steps, the main
goals of which are: defining the problem domain, screening the
significant human (inter) actions, analyzing human interactions
qualitatively, modelling human interactions in logic structures,
integrating into the analysis the impact which various human
actions have on the system (logic model), quantifying in terms of
probability the various human actions, and documenting the analy-
sis .
Chapter 4 is an extensive review of methods for HRA. Eleven
methods are described in some detail, and an up-to-date biblio-
graphy cites the most important references for the various
methods. The methods have been sub-divided into three classes:
fast simulation models, expert judgement methods, and analytical
methods (either time-dependent or time-independent). Methods
such as THERP, HCR, ASEP, OATS, SLIM, STAHR, MAPPS, etc. are
reviewed.
Chapter 5 discusses the important area of the data for HRA.
After reviewing the close links between models, data, and data
acquisition systems, the problem of identifying the information
needed for HRA is addressed. First, data needs are reviewed in a
broader context than that of data for PSA. Indeed, data are



necessary for qualitative models that address cognitive processes
more directly in order to establish causal and explanatory levels.
Then the data needs for PSA are reviewed, and eventually the vari-
ous data sources (such as nuclear power plants, dynamic simula-
tors, process industries, field studies, experimental data, expert
opinion) are identified. An exhaustive bibliography completes
this important chapter.
Finally, five appendices cover important methodological aspects,
such as various types of classifications for human errors, psy-
chologically driven approach to human error probability, and
additional information about models and procedures contained in
the main text.



Chapter 1

INTRODUCTION

It has been widely recognized for many years that the safety of
the nuclear power generation depends heavily on the human factors
related to plant operation. This has been confirmed by the acci-
dents at Three Mile Island and Chernobyl. Both these cases re-
vealed how human actions can defeat engineered safeguards and the
need for special operator training to cover the possibility of
unexpected plant conditions. The importance of the human factor
also stands out in the analysis of abnormal events and insights
from probabilistic safety assessments (PSA's), which reveal a
large proportion of cases having their origin in faulty operator
performance.
Human errors are not only those of omission or commission, but
also of representation and diagnosis. These latter categories
are particularly important because they are due to cognitive
behavior and can lead to severe situations if no means for error
detection and recovery are anticipated.
It is recognized that no strong consensus exists on the best
methods to perform human reliability analysis. Limitations in
the application of the various HRA methods include the following:

1. Human behavior is a complex subject that does not lend itself
to simple models like those used for component and system
reliability. This makes the analysis of human interactions
more dependent on the judgement of the analyst. The com-
plexity increases when analyzing human performance under off-
normal conditions. There are many factors (social, cultural,
and those internal to human beings called Performance Shaping
Factors or PSF's) that influence human behavior, and these
are difficult to take into account.

2. Human actions have been described as binary success and
failure states to match the logic used for equipment fai-
lures. This method does not account for the full range of
human interactions.

3. Generic human error probabilities have been applied on a
judgemental basis, because a simplified model of the various
parameters that affect human performance has not yet been
fully developed. There is presently a general lack of data
on human behavior, and the available generic data may not be
applicable in different countries.

Despite the progress made in the past, the analysis of human
interactions still needs further advancement, particularly in the
following areas: development of methods to identify key human
interactions for establishing logic structures, enhanced capabi-
lity to integrate human interactions into system-failure logic,
and collection of data suitable for this purpose.



Chapter 2

THE ROLE OF HUMAN RELIABILITY ANALYSIS (HRA)
IN USING PROBABILISTIC SAFETY ANALYSIS (PSA) TO ENSURE

LONG-TERM SAFETY OF NUCLEAR POWER

2.1. PRACTICAL NEEDS AND POSSIBILITIES
The present practices of carrying out PSA studies provides a
useful framework for identifying possible safety threats and for
evaluating their relative importance. Within the framework, it is
also possible to evaluate the effect of possible improvements and
thereby assess the corresponding costs and benefits. The final
decision on a particular improvement is always based on engineer-
ing judgement, taking into account comparable risks to the public.
It is important to note that the PSA itself can result in an
improved safety through the better safety awareness of the plant
staff. This benefit can be realized only if the plant staff is
involved in the practical work and is given an understanding of
the models inherent in the PSA.
There are, however, practical problems involved in PSA studies,
which should be understood in order to avoid the trap of relying
too much on the results obtained. The problems can be summarized
in the following points:

* completeness of the study,
* common cause failures,
* estimation of failure probabilities.

To provide an accurate prediction of the resulting safety level,
all relevant accident chains should be included, but this can of
course never be assured. Exclusion of the effects of common
cause failures from a PSA will mean that some important part of
the accident precursors have been left outside the analysis, with
the result that the prediction of the safety level will be too
optimistic. The estimation of the failure probabilities is often
difficult, because relevant failure data can be hard to obtain.
In order to provide a sensible result for the PSA, the possibility
of human errors should be taken into account. A human act can be
the immediate initiator of an unwanted chain of events or can
contribute to making an otherwise trivial event sequence into one
with serious consequences. The effect of a human error could
also be latent, e.g., in the case of maintenance errors on stand-
by components. The problem with introducing human errors into
the PSA framework is first the difficulty of taking into account
all the possibilities in which the plant staff could make errors
in their various tasks. The second difficulty is associated with
estimating the error probabilities, which are needed to calculate
the resulting accident probabilities.
One possibility to avoid the problems associated with including
human errors in the PSA studies is first to consider them as
having either the probability zero or the probability one. The
first assumption can be justified in the case for maintenance
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errors, where the human errors are often included in the failure
rates of the components. The other assumption means that human
actions cannot be relied on for handling different abnormal situa-
tions. In this case, all plant responses have to be automated,
and the PSA can be carried out considering only technical fai-
lures. Both assumptions, however, are unrealistic, and more
mediated human reliability models are usually required.
In carrying out PSA studies, one is often relying on conservative
estimates of probabilities and consequences, which means that the
studies give too pessimistic an estimate of the resulting safety.
One useful reason for using conservative estimates of human error
probabilities (HEP's) for tasks is that the analyst knows very
well that he/she can never hope to identify all the possibilities
for the human to contribute to system unreliability. The use of
such conservative estimates for tasks that have been identified is
one attempt to make up for the analyst's lack of omniscience.
This may be motivated in the case where one is only interested in
some upper bound for the amount of damages a chain of unwanted
events may cause. For planning appropriate counter-measures,
however, one is interested rather in a best estimate than a pes-
simistic one, because otherwise there is a danger of over-reacting
in taking actions to mitigate the consequences of an accident.

2.2. RESEARCH NEEDS
Before human errors can be included in PSA studies, they have to
be sufficiently understood. The problems of predicting possible
human errors are associated with calculating how different factors
contribute to the likelihood of an error. Predictions can be
made using a model which includes the different factors under
consideration and which has been validated using real world obser-
vations. The problem, however, is that models have not yet been
fully validated. Another problem is to measure to what extent
the contributing factors are present in a specific real world
situation. In practice, this means that the estimation of human
error probabilities will be based on subjective expert judgement.
There are, however, methods by which the accuracy of such subjec-
tive judgement can be improved, although this does not remove
their fortuitous aspects.
One can distinguish between human errors that are slips (non-
intentional errors) and mistakes (true errors in the sense that
the human did not know any better). This distinction is important
in that it indicates different classes of remedies. The remedies
for slips are better barriers and more forgiving systems, whereas
mistakes can be remedied only by providing the humans in the
system with better training and better tools for handling situa-
tions. Slips can be handled more easily within a PSA framework
because their nature is random. The possibility for mistakes is,
however, hidden in the knowledge of the operator, the tools and
operational procedures, and also in the possibility of the process
itself to enter states in which the occurrence of an error is
almost certain.
In order to arrive at a better understanding of mistakes as well,
it is necessary to obtain better models as to how human operators
represent the process which they operate. Such models would make
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it possible to design procedures and decision support systems
which are better adapted to the needs of the operators in dif-
ferent situations. The models could also be used to develop more
efficient training skills and knowledge. Qualitative results in
this respect are available, but they seem to have been used only
to a limited extent, because deficiencies in design can be ob-
served in many cases. One area of additional work is therefore
to investigate the reasons for the minor use of good human fac-
tors in practice.

2.3. DEFINITION OF THE SCOPE OF THE PSA STUDY
A PSA study can be brought to almost any degree of detail. This
means that the depth of the study will be based on an engineering
judgement, where the cost of an increased effort is compared to
the potential for safety improvements. In general, it is more
important to include in the analysis all relevant chains of events
than to analyze the different chains of events to a large degree
of detail. This means that the analysis should be started by
establishing a more general framework for the analysis, which is
then brought to the required level of detail.
The PSA should be established as a kind of living tool, where
changes in the process and operational practices are brought into
the models. The PSA should also be included in the feedback loop
of collecting plant experience, where the predictions of the PSA
are compared with observed failure rates of components and sub-
systems. If deviations between actual and predicted failure
rates are observed, the reasons should be investigated. Invalid
assumptions and new experience can then be used to improve the
validity of the PSA.

2.4. CHARACTERISTICS OF LARGE ACCIDENTS
The analysis of industrial accidents provides a basis for under-
standing the different precursors involved. Already a crude
analysis of different industrial accidents points to the problem
of low probability disasters. For these, there is no possibility
of obtaining enough failure data to optimize the systems, because
the accidents are too rare. The possibility of a disaster, des-
pite its small probability, introduces a considerable risk due to
the high costs involved. This means that also very improbable
sequences of events have to be considered when they have the
potential to cause a large disaster.
One common observation in connection with large disasters is that
they were not considered in safety studies before they occurred.
The reason for this is that the accidents usually are not caused
by a single failure or human error, but are rather the result of
a complicated web of contributing factors. On a very general
level, one may identify the following typical characteristics of
large accidents:
* deficiencies in design, procedures, and training;
* many different persons involved;
* complicated chain of system interactions;
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* situation judged incorrectly by operators and decision-
makers ;

* conflicting objectives in handling the process;
* seriousness of the events understood only in hindsight;
* new experience obtained.

An analysis of recent spectacular accidents (Three Mile Island,
Bhopal, Challenger, Zeebrugge, Chernobyl, Sandoz) provides ex-
amples of the characteristic features listed above.

2.5. THE USE OF HUMAN RELIABILITY ANALYSIS
The aim of HRA (as well as the PSA) is to improve the overall
safety of the plant by identifying possible safety threats and
providing a consistent framework for analyzing possible remedies.
The analysis should always aim at concrete improvements in plant
design, operational practices and training of personnel. This
means that the HRA does not represent an end in itself, but pro-
vides the means to manage the safety of the plant on a continuing
basis. The search for areas of possible improvement has to be
amended with a decision-making process by which the most important
ones are selected. The different proposals for improvements
should be evaluated with the understanding that the resources
spent for safety improvements are always limited. This means
that the decision has to be supported by a cost/benefit analysis
of the proposed improvements. In this analysis, it should also
be kept in mind that the same end can be reached by several means
(e.g., control room changes, procedure improvements, training).
Important human errors to be considered in the analysis are errors
affecting:

* several safety barriers at the same time;
* engineered safeguards;
* important systems sensitive to hidden errors;
* systems interconnected to several other systems;
* reliability of information presentation to operators.

Humans have the ability to correct errors, provided they are
given appropriate feedback. This means that there should be
possibilities for recovery from errors; when these cannot be
provided, then barriers should be built in. For the maintenance
routines, a special consideration should be given to such tasks
which can be completed erroneously and therefore are likely to
escape proper attention. Actions within a task which are out of
context with respect to the task definition,are also likely to be
forgotten.
An HRA study should if possible be included already in the design
and construction phase of the plant, because only then is there
enough freedom for optimization. Once the plant has been commis-
sioned, there are always far fewer possibilities for implementing
improvements. Changes will also introduce additional risks them-
selves, because there is always the danger that the operators
will resort to previously learned but obsolete routines in the
case of emergencies.
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2.6. COLLECTION OF EXPERIENCE
The collection of experience should form an integrated part of
each PSA study. The different sources of experience are:

* the plant itself,
* sister plants,
* other plants of the same technology,
* other nuclear plants,
* the process industry in general.

The collection of experience means, for example, that event re-
ports should be collected and analyzed. In the analysis process,
the event specifics should be removed in order to identify the
generic lessons. These lessons should then be translated to the
environment under consideration with enough imagination to suggest
possible event sequences which have not yet been included in the
PSA. If an event is considered significant in terms of safety,
then it should be taken into account in the PSA, considered for
possible changes in the plant, and brought into the training of
personnel. The collection of experience, where predicted behavior
is compared with observed behavior and the deviations are used to
introduce improvements in the PSA models and in the plant, can be
illustrated with the feedback system shown in Figure 2.1.

safety
targets

pre-
conditions

improvements

model(structure
and data)

prediction

plant,
personnel,
organization

comparison
analysisprecursors

performance ft

improvements

Figure 2.1: Feedback and feed-forward loops of risk management.
The safety targets are used to define necessary preconditions,
implemented at the plant and brought as assumptions to the PSA
models. The models provide a prediction, which is compared to
actual performance. In case deviations are observed, they are
brought both to the plant and to the PSA as improvements.

In the collection of experience and analysis of the event, it is
important to note that there is always some more or less explicit
model behind the data collection. The data obtained can be used
only to support the same kind of model structure. Model and data
therefore are always combined in providing two aspects of the
collection of experience.
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Figure 2.2: A more elaborated version of Figure 2.1.
The plant management, safety authorities, and international ex-
perience are also important links in promoting safety.

2.7. MANAGEMENT AND ORGANIZATION
The management of a plant has the most important role to play in
maintaining safety. The work at different levels should be or-
ganized to provide a continuous monitoring of weak signals for a
degraded performance. The management is also responsible for
goal formulation at the plant and should ensure that possible
conflicts, e.g. between safety and economy, are resolved in ap-
propriate ways. The organizational issues in safety actually
encompass the whole of both national and international communities
of power utilities, vendors, safety authorities, and research
institutes, which means that their interactions in ensuring safety
should be considered on a more general level. The resulting
feedback and feed-forward loops are illustrated with the diagram
in Figure 2.2.

2.8. ACCIDENT ANALYSIS
The analysis of accidents provides an understanding of the dif-
ferent contributing factors. The analysis is often aimed at
identifying the root cause of the accident as the main initiating
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Figure 2.3: A diagram for analyzing events, based on the assump-
tion that there are underlying causes for observed deficiencies.
Following the diagram, one may note that deficiencies in manage-
ment can be considered one of the most important deeply hidden
causes. The diagram has been drawn to identify three generic
root causes: unlucky coincidence, unused knowledge, and new
experience.

event. The first general division is to talk about technical
failures and human errors with a further sub-division into smaller
categories. Experience from large accidents shows, however, that
a single root cause can seldom be identified. This means that
the search backwards in the chain of events is actually governed
by a very pragmatic stopping rule, by which an event is considered
to be the cause if it is able to explain the occurrence of all
following events. A diagram for analyzing events taking into
account the fact that there are underlying causes also for defi-
ciencies found in control room design, procedures, training, etc.
is given in Figure 2.3.
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Chapter 3

DESCRIPTION OF THE HRA PROCESS FOR PSA

In the HRA Guidelines approach as outlined in the Systematic Human
Action Reliability Procedure or SHARP (Hannaman et al, 1984), the
responsibility for incorporating human interactions is shared
between the system analysts and the human reliability analysts.
The system analyst applying HRA Guidelines is expected to have
some knowledge about models of human behavior (including cognitive
behavior), although the emphasis is on knowledge of the system.
On the other hand, the human reliability analyst is expected to
understand basic PSA methods and Nuclear Power Plant (NPP) opera-
tions, but to bring specialized knowledge of human behavior.
Each step in HRA Guidelines consists of inputs, activities, rules,
and outputs. The inputs are derived from prior steps, from the
main PSA study tasks, or from other information sources, such as
procedures, incident reports, etc. The activities are what is
basically undertaken by the analysts within each step to achieve
the objectives of the step. The activities of the analysts are
guided by rules. The output is the product of the activities
carried out by the analysts and determined by the information
required in the other steps or by the PSA study itself. To aid
in the comprehension of the concepts, examples are given for each
step.
The goals for each step are as follows:

1. Definition: To ensure that all different types of human
interactions are adequately considered in the study.

2. Screening: To identify the human interactions that are sig-
nificant to the operation and safety of the plant.

3. Qualitative Analysis: To develop a detailed description of
important human interactions by defining the key influence
factors necessary to complete the modeling; the human-inter-
action modeling consists of a representation (e.g., qualita-
tive model), impact assessment, and quantification.

4. Representation: To select and apply techniques for modeling
important human interactions in logic structures; such
methods help identify additional significant human actions
that might impact the system logic trees.

5. Impact Integration: To explore the impact of significant
human actions identified in the preceding step on the system
logic trees.

6. Quantification: To apply appropriate data or other quan-
tification methods to assign probabilities for the various
interactions examined, determine sensitivities, and establish
uncertainty ranges.

7. Documentation: To include all necessary information for the
assessment to be traceable, understandable, and reproducible.
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It is envisioned that both systems analysts and human reliability
analysts would be intimately involved in all steps of the analy-
sis .
Basically, logic trees developed by the system analysts from the
functional description of the plant are enriched with additional
potentially risk-significant human interactions and subsequently
quantified by applying procedures from the steps summarized above,
It is believed that this process will considerably enhance the
quality of human-interaction evaluations in PSA's. Furthermore,
the level of effort required may be ultimately reduced since the
process can help in concentrating resources on potentially risk-
significant human interactions.
It is recognized that judgement will remain a major part of any
human-reliability evaluation for the near future. However, the
following structure can provide guidance for clearly stating and
documenting those judgements to further enhance understanding and
usefulness of PSA results.
The user should not consider this guidance as a "cookbook;" it is
not intended to be one. It does, however, provide a menu of
steps, activities, and rules which can be selected and tailored
to meet the specific scope and objectives related to assessing
human interactions in a PSA study.

3.1. STEP 1: DEFINITION
The objective of Step 1 (definition) is to ensure that key human
interactions are included in the logic structures (e.g., event
and fault trees, GO diagrams or Boolean expressions) of the system
analysis. This step is applied to each preconstructed event tree
and fault tree. Preconstructed event and fault trees are trees
constructed by PSA systems analysts primarily focusing on equip-
ment aspects, before the start of the SHARP task.
Inputs to Step 1 are the set of preliminary initiating events and
the associated logic structures (e.g., preconstructed event and
fault trees). Other information which the analyst may select for
this step include emergency procedures, maintenance instructions,
incident reports, and past PSA studies.
Step 1 recommends that a structured method be used in performing
searches for key human interactions. Three methods of investiga-
tion are suggested for this search (any one or all may be used):

1) the identification of human activities associated with equip-
ment identified in the event and fault trees,

2) examination of the event and fault trees with a classifica-
tion scheme of how the human enters into an accident se-
quenpe, in order to ensure that all possible types of human
action are considered, and

3) an examination of related past events and plant emergency
procedures.
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Additional sources of information about the likely actions of
operators can include interviews with the operator trainers and
with plant personnel. Studies like the simulator-data collection
work of General Physics sponsored by the Electric Power Research
Institute (Kozinsky & Pack, 1982) can also add useful insights.
However, the additional sources of information may be more useful
in steps following the screening process. The details are des-
cribed below.
Depending on the objectives of the PSA study, one or more of the
methods can be selected to increase the degree of assurance that
all the significant human interactions have been defined in the
logic structure. Each method provides a uniquely different ana-
lysis approach for guiding the analysts in identifying key human
interactions. Application of all three methods will increase
confidence that a sufficiently complete set of human interactions
has been identified. In a specific study, however, the purpose
may be served by just one method, resulting in budget savings. A
systems analyst well versed in human reliability can use the
proposed methods to ensure that key human interactions, which may
be important to the objective of the PSA study, are included.
The output from Step 1 are revised event and fault trees that
fully account for human interactions. This output from Step 1
becomes the input to Step 2.

3.1.1. Activities
The activities for Step 1 are to select and apply methods for
identifying human interactions in the event and fault trees.
Some judgement is needed in defining the level of detail necessary
for any particular study. In some cases the functional level
description provided by the event-tree and fault-tree analysis
may be sufficient to identify human interactions. Application of
a classification scheme may be enough to ensure comprehensiveness.
In some cases, however, a review of additional information may be
necessary to describe the important human interactions fully and
ensure adequacy. The structure in SHARP Step 1 allows the PSA
team to select a level of analysis to meet the objectives of the
PSA study.
Investigation of Fault and Event Trees
In this case, the activity may be satisfied by performing a review
of the list of initiating events, event trees, and fault trees
and asking the following questions:

* Could operators induce an initiating event by working on or
using the systems?

* What major tasks "must" the operator perform on this par-
ticular system to start it, stop it, or maintain it?

* Could the operator affect the redundancy or diversity of the
system or function in any way?

* If the automatic functions fail, could the operator act as a
backup?
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* Is the system tested? What important failure modes of the
system are addressed in the test?

* If the system is under repair, is the technical specification
time limit for system unavailability less than the repair
time?

Use of Classification System
A second way that the activity's objective could be met is by the
application of a classification system. The function of a clas-
sification system is to establish a different basis for inves-
tigating the human interactions as compared with questioning how
the human interacts with each system. Any method that causes the
analyst to consider aspects of human interaction separately from
the functions of each individual system is likely to be successful
in identifying human interactions.
In Appendix 1, two types of classification schemes are presented.
One is driven by PSA needs; the other is mostly based on human
interaction models. Each type of human interaction in the clas-
sification system can be examined in detail both for its benefi-
cial and detrimental impact on systems or components depending on
the level to which the preconstructed trees have been developed.
If the components are identified in sufficient detail, then some
of the human-interaction types can be examined in greater depth
during Step 1, whereas others can be deferred to later steps.
For the reader's convenience, the simplified classification of
Appendix 1 is repeated here:

Type 1 : Before an initiating event, plant personnel can
affect availability and safety either by inadver-
tently disabling equipment during testing or main-
tenance, or they can improve the availability of
systems by restoring failed equipment through
testing and maintenance.

Type 2 : By committing some error, plant personnel can
initiate an accident.

Type 3 : By following procedures during the course of an
accident, plant personnel can operate stand-by
equipment that will terminate the accident.

Type 4 : Plant personnel, attempting to follow procedures,
can make a mistake that aggravates the situation
or fails to terminate the accident.

Type 5 : By improvising, plant personnel can restore and
operate initially unavailable equipment to ter-
minate an accident.

For example, using this simplified classification, type 1 inter-
actions generally involve particular components, whereas types 3
and 4 interactions are generally control-room actions that affect
entire systems. Type 5 interactions involve the recovery of
components and systems; they can be easily identified after the
dominant sequences have been defined. Modeling recoveries in
dominant sequences may be desirable; however, neglecting them in
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the early steps can save analysis expense by considering them
after the dominant sequences have been defined.
A detailed review of type 2 interactions can generally be avoided
by confirming that the human interactions are included as con-
tributors to the initiating event frequency. Type 2 human inter-
actions, however, can be very important as initiators of certain
"external events" (e.g., fires or floods) defined in the PSA
Procedures Guide.
Thus, type 1 interactions are the only ones that need to be con-
sidered at the component level in Step 1. They can be incor-
porated into the logic trees by considering the following:

1. Do key components have preventive maintenance procedures or
periodic test intervals? If yes, what are the test and
maintenance intervals? How are they assigned to the plant
personnel, and how much flexibility is allowed for varying
the intervals?

2. Are the same test and maintenance procedures applied to com-
ponents modeled as redundant to each other in the prelimi-
nary trees?

* If yes, incorporate a human interaction model to account
for human mistakes which may render the redundant com-
ponents unavailable at the same time due to either a
misunderstanding or improper application of the test or
maintenance procedure.

* If no, treat the human interactions independently.
3. Consider grouping components by the difficulty to calibrate,

test and maintain them, since extra attention may be needed
for those components which are difficult to maintain.

4. Some of the key logic structures (e.g., fault trees or
Boolean expression) may contain redundant equipment which is
difficult to calibrate and maintain. If calibration and
maintenance dependencies are identified, then human interac-
tion representations that model such dependence on main-
tenance and calibration should be included.

Type 3 and 4 human interactions can be considered at the system
level by noting those areas where the selection of a procedure
may use one system or another. Many type 3 and 4 actions can be
identified through the review of data and simulator experience.
Comparison with Experience
The third method will help the analyst identify more precisely
the details of human interactions which might be important con-
tributors to the system availabilities and accident sequences.
Event write-ups help the analysts incorporate into the studies
past cases of operator interaction with the system. Both the
normal and emergency procedures can help identify which human-
interaction successes and failures apply at each branch point.
The analyst can be aided significantly by the efforts expended in
previous PSA studies. Review of well-organized simulator data
results can also help identify significant operator decision-
making interactions.
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In reviewing data and information, the analysts must continually
consider the relevance of the information to the PSA study. By
continually testing the information against the following two
questions, this activity can be kept within the scope of the PSA:

1. Have important human interactions related to a particular
initiating event been identified in past PSA studies or
experience?

2. Can a similar human interaction in the plant under study
significantly affect the progression and consequences of the
accident sequence?

Comparison with experience may prove costly if the input informa-
tion has to be organized by the PSA analysts. The scope of the
PSA study should be considered before embarking on a detailed
review of additional information to avoid unnecessary expense.
Furthermore, a detailed review of procedures can be deferred until
Step 3, when the investigation can focus on specific key human
interactions.

3.1.2. Rules
The following rules will help the analysts identify the human
interactions that should be considered in the PSA:

1. Select one or more methods to systematically examine each
preconstructed event and fault tree for key human interac-
tions .

2. Select or develop a classification scheme sufficient to
ensure that the treatment of human interactions in the study
is as complete as possible.

3. Use knowledge gained about human interactions that were
found to be contributors in past PSA studies and/or in actual
event write-ups, or which could cause key mis-diagnoses help
to augment the human interactions already identified. When
examining plant records, asking the following questions can
help structure the review:

* Can specific human interaction requirements be iden-
tified which are introduced to achieve new functional
objectives beyond those in the preconstructed tree
(e.g., reactor trip, maintained water inventory, removal
of heat, etc.)? Which human interactions are sig-
nificant?

* Are they relevant to risk as determined by the study
objectives, either directly or indirectly?

* Are they part of a critical event?
* If the answers to the questions above are yes, then

these interactions should be included in the fault and
event trees as appropriate.

4. List redundant components which may be susceptible to common
influences of humans (e.g., components where the same generic
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preventive maintenance procedures is applied or those where
no preventive maintenance procedure is applied)?

5. Produce a functional description of the key human interac-
tions corresponding to each event in the system event trees
(e.g., maintenance on System X or Component X, cool-down
performance, repair system, etc.).

6. Provide a basis for including human interactions not already
modeled in the preconstructed event or fault trees (e.g.,
note the data, logic, or other rationale involved).

7. Consolidate human interactions where possible to reduce the
number of interactions for screening. This can be done for
the same maintenance actions for stand-by equipment appear-
ing in a number of event trees. It can also include multiple
human interactions performed to achieve a function or goal.
In the second case, however, care must be taken to assess
the impact of overloading the operator, which might lead to
confusion. This impact could be accounted for in the perfor-
mance influence factors or uncertainties.

3.1.3. Example of Step 1
The reactor protection system of a pressurized water reactor (PWR)
has been selected to illustrate the process of enhancement of
event and fault trees with additional human interactions using
the three methods discussed earlier. The example begins with a
brief description of the system. A preconstructed fault tree
obtained from a prior systems analysis is used to illustrate the
step. Next a classification system for human interactions is
applied to the fault tree. Finally the tree is checked against
experience to see whether the key human interactions noted in
practice are included.
Description of Reactor Protection System
During normal operation, the control rods are driven in and out
of the core to control power level. Following a reactor trip
signal, the rods are inserted into the core quickly under the
action of gravity with a rod-drop time of approximately 1.6 se-
conds. A simplified schematic of the reactor protection system
is presented in Figure 3.1, which shows the arrangement of break-
ers for the trip and bypass breakers and for the motor-generator
sets. The motor-generator sets are the power source for the rod
drive system. The trip breakers are opened by the reactor protec-
tion system, which is comprised of trains A and B.
Investigation of Fault/Event Trees
Figure 3.2 shows an abbreviated fault tree for the system as an
example of a tree constructed by the systems analysts and used as
an input to SHARP. The fault tree consists of the failures that
can lead to a failure to trip when given a trip signal. Included
is the failure to open the A and B breakers, which could be due
to mechanical or electric failures. In this case, mechanical
failures may be due to incorrect design, including the choice of
materials, or to maintenance failures, which could include incor-
rect or no lubrication of key mechanisms.
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Figure 3.1: Reactor Protection System
Simplified Schematic Diagram

The failure of the breaker shut coil to function might be due to
the failure of the reactor protection system (EPS) to scram or to
the failure of the operator to scram the plant manually. The
failure of the reactor operating system (ROS) to scram could have
various causes, including cable failures. For this exercise,
however, these passive component failures are not considered.
The fault tree shown in Figure 3.2 contains two human errors.
One is a maintenance error that leads to a mechanical failure of
the breakers, causing the breaker blades to stick in the closed
position. The other is the failure of the operator to trip the
plant manually in a condition calling for reactor trip (i.e.,
failure to manually depress the trip buttons in the control room).

Use of the Classification System
The fault tree constructed for ther RPS by the system analysts
contains -- again, with the simplified classification — human
interactions of type 1 and 3 (see Figure 3.3). Type 2 interac-
tions are important for the control-rod system, but are assumed
to be included in the data base for an inadvertent trip. No type
4 interactions are applicable in this example.
Type 5 interactions are improvised interventions by the operator.
Review of the RPS indicates that opening the breakers on the
motor-generator sets would accomplish the required function. (It
is possible that this action is also covered in the emergency
procedures.)
Thus, a type 5 interaction is added to the system fault tree of
Figure 3.3. The revised fault tree (Figure 3.4) contains interac-
tions of types 1, 3, and 5.
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Comparison with Experience
A review of reactor incident records can show whether a key human
interaction has been overlooked in the analysis. Examples of
human interactions pertinent to the EPS example are human interac-
tions with the mechanical and electrical systems during main-
tenance. For a boiling water reactor (BWR), they include main-
tenance errors leading to difficulties in control-rod insertion
after a reactor scram due to failure to discharge water from the
scram discharge volume at an adequate rate; for PWR's, they in-
clude failure to lubricate the trip breakers (type 1 failures
during maintenance).
In actual cases, the control-room operator successfully intervened
after an automatic failure to insert rods by manually causing the
control rods to be inserted (type 3 interactions). Another obser-
vation is that numerous cases of reactor trips caused by opera-
tors/maintenance as initiating events have been identified. These
type 2 actions are included in the data base for the frequency of
inadvertent reactor trips. The type 5 interactions must be ex-
plicitly defined; for example, in at least one case the operators
tripped the rods after the loss of all instrument buses. No
sustained inadvertent rod withdrawals were identified (i.e., type
4 interactions).

3.2. STEP 2: SCREENING
The objective of Step 2 (screening) is to reduce the number of
human interactions identified in Step 1 to those that potentially
might affect the safety of the plant. Screening provides a ve-
hicle for the analysts to concentrate their efforts on the key
interactions in accordance with the PSA study objectives.
Screening in many early PSA studies may have been carried out,
but the process has not been well documented. Formal screening
techniques have been introduced into some recent PSA studies
(Kolb et al, 1982). The Interim Reliability Evaluation Program
(IREP) Procedures Guide suggests that "upper bound estimates for
human error probabilities be used" (Carlson et al, 1983) for
screening purposes.
Three techniques for screening are discussed. The choice of
which one to use depends on the study objectives. The three
techniques are: 1) qualitative judgmental screening, 2) quan-
titative coarse screening, and 3) quantitative fine screening.
The input to this step is the logic structure enriched with des-
cription of the human actions in Step 1. It can be in the form
of event and fault trees or other logic structures. Hence, the
screening method must be compatible with the logic structure
being employed in the study.
The output is a list of key human interactions which are likely
to impact the result of the PSA study. These are subjected to
detailed analysis in Step 3. The details of Step 2 activities
and relationship to other steps are shown in Figure 3.5.
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STEP Z - SCREENING

OBJECTIVE Reduce the number of human Interactions for »ore
detailed examination by applying a screeningtechnique.

ACTIVITIES
(1) Establish a screening technique to rank and selectkey Interactions for detailed analysis. The typical

techniques are based on (1) judgment (e.g., location
1n the tree logic), (2) coarse screening (e.g., by
evaluation of the human Impact In hardware cut-sets)or (3) fine screening (e.g., quantifying both generic
hardware failures and human Interactions based onbehavior type).

(2) Apply the selected screening technique to the plantlogic models from Step 1.
(3) Select those Interactions which are above an

Identified cut-off parameter that 1s compatible withthe Initial screening technique (e.g.. It impact onthe frequency of events, relative probability 1s less
than IX of other human interactions, or likelihood ofaffecting core-melt 1s judged to be small).

OUTPUT A 11st of key human Interactions identified by
screening process for more detailed examination.

This step Is typically performed by the systems analyst withsupport from the human reliability data base or data analyst.

Figure 3.5:
CO

Details of Step 2 Activities and Relationship of
Step 2 to Other Steps



3.2.1. Screening Techniques
Three screening techniques are discussed here to illustrate the
screening process and the attributes of each technique. The
analyst is advised to select the technique which is most suitable
to his purposes and with which he is familiar.
Judgmental
The judgmental technique is a qualitative evaluation of the per-
ceived impact of a particular human action on plant safety. This
process was applied in many early PSA studies. An example of a
structured qualitative screening approach for identifying impor-
tant human interactions can be found in the barrier-analysis
techniques (Carnino & Dubau, 1977). This selection technique
focuses on the human interactions that might have a significant
effect on the probability of the top event. For example, since
the logic element "AND" in fault trees acts as a filter, one can
argue that where a low reliability human element is "AND'ed" with
a highly reliable mechanical element, the human element is unim-
portant in the process. However, the opposite is true for an OR
logic element. Thus, by examining the logic and significance
level, it is possible to estimate which human interactions are
important. Past PSA studies have shown that the most important
human interactions are those that dominate the quantitative inputs
to a branch point in the event tree. Others are typically less
significant.
Coarse Screening
For the coarse screening technique, the analyst applies generic
equipment data {or actual data if available) and a fixed human
error probability (e.g., 1.0) to the logic structure to rank the
human interactions and thus identify the significant ones. Coarse
screening eliminates the human interactions whose influences are
buffered by the logic trees and the relative differences in hard-
ware failure rates. All the other human interactions are retained
for detailed investigation. The coarse method involves examina-
tion of the cut set or logic structure produced during the systems
analysis by assuming that each human interaction modeled has a
failure probability of unity and that the generic failure rates
apply for equipment failures. The interactions that appear in
cut sets and are above the cutoff value probability are candidates
for further evaluation. Coarse screening takes into account only
the system features that diminish the impact of human interactions
on the accident sequences, but it does not discriminate among the
interactions on the basis of human reliability. Hence, all human
interactions that are not dominated by equipment or system relia-
bility effects are retained.
Fine Screening

The fine screening technique goes beyond coarse screening by
applying probabilities to the human actions. This provides
greater differentiation between the human interactions whose
effects are not buffered by logic. To achieve this, screening
estimates of human reliability are applied in conjunction with
the hardware reliability parameters. A first attempt to develop
a fine screening technique may be found in Swain (1987). Other
engineering-based methods include: Swain &. Guttmann, 1983;

32



Carlson et al, 1983; and Hannaman et al, 1984. Whatever the
value chosen by the analyst, the rationale for choosing the
screening values should be clearly stated. The use of psychologi-
cally based models could also be used in a screening process. An
example of the technique is found in Appendix 2.
As one proceeds from the use of judgmental to fine screening, the
usefulness of the technique for focusing on the significant human
interactions early in the analysis increases. There is always
the question, however, as to whether an apparently insignificant
interaction has been rejected too early in the process because of
the assumptions in the screening technique. Thus, if there is a
concern that the application of fine screening could lead to the
elimination of a key interaction, then the quantitative screening
parameter (or parameters) should be altered to increase the number
of interactions.

3.2.2. Activities
The activities to be carried out in Step 2 are the selection of a
screening technique and its application to each of the human
interactions in the enhanced event and fault trees.

3.2.3. Rules
Guidance for the analysts performing a screening analysis is
presented below:

1. Select a technique to eliminate from further consideration
human interactions that are insignificant (i.e., do not
contribute significantly to the overall results of the
study). The choice of technique depends on factors like the
level of effort available for performing the human reliabi-
lity analysis and what insights are to be discerned from the
analysis. For example, if the level of effort available for
the human reliability analysis is extremely limited, then
the screening analysis can help focus on the human interac-
tions that individually contribute more than 1 percent of
the core-melt frequency, or collectively contribute more
than 10 percent of the unavailability of a particular system.
(These factors typically are based on the preliminary es-
timates provided by the system fault trees and event trees. )
In selecting and applying the screening technique, it is
necessary to establish that the technique will not rule out
significant human interactions. The screening technique
should be applied in a way that does not obliterate the
required insights.

2. Apply the screening technique consistently. Define a cutoff
level for the human interactions that are not reasonably
expected to contribute significantly to the results of the
study.

3. For quantitative screening, adjust the technique to avoid
double counting for the human interactions that may have
been included in the data base for hardware failure rates.

4. Redundant components subject to the same human interaction
procedure can be dealt with by adjusting the dependent-fail-
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ure rate when quantitative screening techniques are used to
ensure that the common-cause influences are considered in
screening.

3.3. STEP 3: DETAILED QUALITATIVE ANALYSIS
The objective of breakdown and representation is to amplify the
qualitative description of each key human interaction identified
in screening. This is done by gathering information, predicting
possible error modes, validating the predictions and representing
the output in an appropriate format for the tasks and sub-tasks.
The result is information that helps the analysts to represent and
quantify the human interactions.
It should be stated that, for PSA analyses, it may not be practi-
cal to consider more than 5-10% of the key human interactions
identified in steps 1 and 2. There is a trade-off between the
possible depth of analysis to be undertaken and the available
resources (both time and financial).
There are two primary goals of the detailed qualitative human
reliability analysis performed within the context of a PSA:

1. To postulate what operators are likely to think and do and
what they might do in a given accident sequence, and

2. To postulate how an operator's performance may modify or in-
itiate an accident sequence.

This process of qualitative analysis may be broken down into four
key stages:

1. Information gathering;
2. Prediction of operator performance and possible human error

modes ;
3. Validation of predictions;
4. Representation of output in a form appropriate for the re-

quired function.
Essential informational needs, key factors which should be con-
sidered, and available tools and techniques are listed briefly
under each subsection.

3.3.1. Information Gathering
The purpose of this step is to enable the analyst to build up a
thorough understanding of the demands a particular accident sce-
nario will place on an operator's knowledge and skills. This will
include what the operator must do in the situation in terms of:
assessing the nature of the accident, determining relevant goals,
selecting an appropriate strategy to cope with the situation, and
executing the tasks.
Factors which will influence these decisions and the performance
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of the tasks must also be identified. Typical groups of factors
are :

* Task characteristics: knowledge required, complexity, qual-
ity of the man-machine interface, quality of procedures
(e.g. extent to which different procedures share common
elements), time constraints, physical proximity of systems
with similar characteristics to those being worked upon.

* Individual characteristics: level of operator training,
experience (with regard to specific situations being evalu-
ated)

* Environmental characteristics: degree of environmental
'turbulence' (i.e. frequency of distractions, interruptions,
multiple demands on resources, etc.); physical environment
(heat, noise, vibration, etc.)

* Socio-technical factors: team cohesiveness, organizational
climate, etc.

Insights concerning operators' decision-making in similar situa-
tions should be sought. In particular, the use of simulators to
explore the operators' performance during runs of a given accident
sequence is an extremely desirable procedure. Useful insights
from published reports of accidents and any available qualitative
data bases may also be obtained.
Specific informational needs for PSA where these techniques will
help the analyst include:

* Definition of the task or sub-task corresponding to each key
human interaction identified in the event and fault trees;

* Information available to the operator (alarms and indica-
tions ) ;

* Other informational needs of the operator (e.g. communication
between plant personnel); and

* Factors which will enhance or degrade operators' performance
on these specific tasks.

It will be useful for the PSA analyst to draw up a list of the
following:
* plant descriptions and personnel,
* areas of the plant to be inspected,
* P&I (Piping and Instrumentation) drawings to be evaluated,
* details of operation of controls, and
* average time available and limits for performing tasks

Available Methods
There are basically 5 approaches which may assist the human reli-
ability analyst during this initial stage:
1. Structured walk-through or talk-through of the required

task(s); an example of how this can be done is given below:
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a) For each key human interaction (operation, maintenance, or
test action) identified in the event and fault trees, review
the corresponding operating or test and maintenance proce-
dures to determine: i) the major tasks expected or required,
ii) expected sub-tasks, and iii) any operation that appears
to be prone to mistakes which could initiate an accident
sequence.

b) For each key human interaction, review generic and plant-
specific operating experience, including operating and main-
tenance logs, for descriptions, notes and information about
mishaps that may have occurred or potential mishaps that
were averted by operators or maintenance personnel. This
step helps to identify possible specific modes of human
interaction that may initiate new sequences. The types of
errors observed help focus on the type of cognitive process
involved.

c) Conduct detailed talk-throughs with plant operating person-
nel, questioning the operators or maintenance staff on pro-
cedures, training, and any plant features that may affect
performance. This should continue until the system and the
human reliability analysts fully understand the operation
performed by the operator or maintenance personnel. This
step will help identify the specific sub-tasks to be con-
sidered in the analysis. It will also identify the type of
mental process for the key human interactions.
The talk-throughs will identify specific aspects of perfor-
mance along with time constraints, personnel assignments,
skill requirements, alerting cues, and the potential for
recovering from erroneous actions. Such information will
also help in strengthening the definition of influence fac-
tors and the quantification of plant-specific "performance-
shaping factors" for use in Step 6.

d) For each accident sequence, examine details of each set of
actions and expand the task and sub-task to include all of
the pertinent information that will enable the human reli-
ability analyst to select the appropriate representation or
model. The requirements will be specified by the human
reliability analyst.

2. Use specific task analysis and goal analysis techniques,
e.g. Hierarchical Task Analysis (Shepard, 1984). Examples
of such HTA and goal analysis techniques are shown in Figures
3.6 and 3.7. These techniques have been applied in nuclear
power tasks.

3. Checklists of possible performance influencing factors (see,
for example, Swain & Guttmann, 1983 and Reason & Embrey,
1985).

4. Structured elicitation of performance influencing factors
and their interaction, e.g. Influence Diagram Approach (Phil-
lips et al, 1985).

5. Systematic elicitation of the understanding of operators for
a given situation, e.g., Influence Modelling and Assessment
System (Embrey & Humphreys, 1984); construction of fault-
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symptom matrices. Other knowledge elicitation techniques
exist which could be applied to this area.

Appendix 4 describes an alternative method for collecting informa-
tion which has been used in PSA. The method includes walk-
throughs, simulator use, interviews, and document review.

3.3.2. Prediction of operator performance and possible human
error modes

The information gathered during stage 3.3.1. is now used as input
for the process of postulating what the operator(s) might think
and do in the given accident sequence. In order to be comprehen-
sive, it is important that this prediction should not concentrate
solely on errors which may occur in the performance of certain
tasks (so-called 'slips of action'). Possible errors of diagnosis
and failures in selecting strategies ('mistakes') must also be
addressed. This prediction should be carried out in a structured
manner rather than being left to the imagination of the analyst.
To assist in structuring this process, it is important that the
nature of the human cognitive system be modelled in order to
understand how errors may arise.
A useful way of conceptualizing the nature of human cognitive
control is the skill, rule, knowledge distinction postulated by
Rasmussen (1983). A summary description of this tripartite dis-
tinction is given in Table 3.1 below.

Table 3.1: Distinctions between the Three Basic Error Types
(from Reason & Embrey, 1985)

FACTORS :

ACTIVITY
CONTROL

FOCUS OF
ATTENTION

FORMS

DETECTION

SKILL-BASED
SLIPS

Routine actions
Mainly automatic pi

( Schemata )
On something other
than present task

Largely prec
"Strong-but-wrong"

(Actions )
Usually fairly

rapid

RULE-BASED
MISTAKES

KNOWLEDGE-BASED
MISTAKES

Problem-Solving
'ocessors
(Rules )

Resource- like
conscious processes

Directed at problem-related
issues

lictable
error forms

(Rules)
Various

Hard, and often only achieved
with help from others

By combining this distinction with known psychological mechanisms
underlying human error, it is possible to identify error-shaping
factors at each level of performance (see Table 3.2 below)
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Table 3.2: The Major Error-shaping Factors at each Level of
Performance (from Reason & Embrey, 1985)

PERFORMANCE LEVEL ERROR-SHAPING FACTORS
SKILL-BASED 1. Recency and frequency of previous use

2. Environmental control signals
I 3. Shared schema properties

4. Concurrent plans
RULE-BASED 1. Mind set ("It's-always-worked-before")

2. Availability ("First-come-best preferred")
II 3. Matching bias ("like-relates-to-like")

4. Over-confidence ("I'm-sure-I'm-right")
5. Over-simplification (e.g. "halo effect")

KNOWLEDGE-BASED 1. Selectivity (bounded rationality)
2. Working memory overload (bounded

rationality)
3. Out-of-sight-out-of-mind (bounded

III rationality)
4. Thematic "vagabonding" and "encysting"
5. Memory-cueing/reasoning-by-analogy
6. Matching bias revisited
7. Incomplete/incorrect mental model

Available methods
1. Classification or taxonomies of human error modes and under-

lying psychological mechanisms constitute the most readily
available help for the analyst. A wide variety of error
taxonomies exist. Some concentrate exclusively on the ex-
pression of error, while others address the cognitive mecha-
nisms underlying human errors. These latter classifications
are more suitable for considering the origin of mistaken
intentions (Examples include Rasmussen & Pederson, 1982;
Senders et al, 1985; Reason, 1987).

2. Structured methods of error prediction are being developed.
These can be cast as "expert systems," for example, the
human error analysis technique within the SHERPA framework
(Embrey, 1986). Alternatively, guidelines can be provided
for the analyst to assist in the consideration of possible
sources and modes of errors (Rasmussen, 1981).

3. Computer simulations of operator performance offer the poten-
tial of assisting the analyst in the difficult task of error
prediction. Models are being developed by Westinghouse R&D
(Woods et al, 1987) and by the Commission of the European
Communities' Joint Research Centre, Ispra (Bersini et al,
1988).

3.3.3. Validation of Predictions
The output of the second stage of detailed qualitative analysis
is a script of the likely thought processes and actions of the
operating crew during the particular accident sequence under
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consideration. The possible errors ('slips' and 'mistakes')
associated with this script will have to be identified. These
predictions should be validated wherever possible.
Available techniques
Possible sources of validation include:
1. Direct tests of predictions through the use of simulators

and interviews with operators.
2. Analysis of published incident reports at a plant level or

at an international level (e.g. licensee event reports, sig-
nificant event reports).

Once a prediction has been validated, it may be used to modify
the event tree or fault tree modelling if appropriate (see section
on integration, step 5).
Conclusions
The process of detailed qualitative analysis of human errors is
not an easy task. In particular, the postulation of mis-diagnosis
and other forms of mistakes is difficult. By modelling the nature
of human cognitive processes involved in both mistakes and slips,
it should be feasible to provide tools to assist a PSA analyst.
At present, however, an analyst will need to consult a human
reliability analyst in this task.

3.4. STEP 4: REPRESENTATION
The objective of step 4 (representation) is to select and con-
struct the most appropriate logic representation to describe the
human interactions and manifestations of errors postulated in
previous steps.
Representations are selected to indicate how human actions can
alter the course of an accident. Some representations primarily
account for the skill- and rule-based behavior of operators (e.g.,
the HRA tree (Swain & Guttmann, 1983). The Operator-Action Trees
(OAT) representation has recently been developed (Wreathall,
1982) to assess the probability of selecting the correct diag-
nosis. Others, including the HRA tree, may account for aspects
of the cognitive character of the operator, including diagnosis of
the event.
Published PSA studies have employed a variety of representations
to aid in quantifying human interactions and to help analysts
identify manifestations of errors. Among them are binary success-
failure representations, OAT's, HRA trees, the confusion matrix,
and the operator-action event tree (Brown et al, 1982). Others
are constructed by the analyst to answer a particular need, such
as options exercised by the operators in response to actual opera-
tion demands (Spurgin et al, 1980). Some representations such as
the HRA trees have been constructed to split up major tasks into
specific sub-elements for which a data base has been developed.
Simple representations of the operators are employed in the selec-
tion of systems failure data, since human actions are often in-
cluded as part of the component failure rate data.
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In constructing tree representations, such as OAT or HRA trees, a
method is available to specify alternative human interactions,
which has a significant advantage over representations that con-
sider only success and failure. Developing such tree representa-
tions provides a structured approach explicitly for evaluating
alternative actions. An example of this type of structuring is
given in Table 3.3.

Table 3.3:
QUESTIONS TO AID THE DEVELOPMENT

OF REPRESENTATIONS FOR EACH HUMAN INTERACTION TYPE
(from Hannaman et al, 1984)

For Type 1 Interactions (maintenance and test interactions):
* Is there a required procedure for performing tests or main-

tenance? (This affects fault-tree modeling and quantifica-
tion formulation.)

* Could omission of a step in the test or maintenance procedure
itself leave all trains of the system unavailable? (This
affects the assessment of the common-cause failure rate.)

* What determines that the procedure will be performed? Could
it be neglected? (This affects the formulation of the un-
availability calculation or fault-tree blocks.)

* Does the test or maintenance procedure fully reveal all the
failure modes that may cause the equipment or system to be
unavailable? (This affects the fault-tree model.)

For Type 2 Interactions (interactions that initiate accidents):
* Can the human interaction introduce an initiating event with

specific dependencies? (This affects the decision to include
a special initiating event to consider dependencies.)

* Is the initiating event better addressed in a separate event
tree to account more clearly for dependent actions? (This
affects the way the risk is assessed.)

For Type 3 Interactions (interactions governed by procedures):
* Are there options for operating the plant which provide

alternative ways of coping with the event in addition to the
pre-established procedures? (This affects the way that
representations are developed.)

* Are the procedures clear and unambiguous? (This affects the
possibility of selecting the wrong action.)

For Type 4 Interactions (interactions that aggravate an accident
sequence):

* Are there different events within similar plant responses
(e.g., alarm patterns) that require very different operator
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responses? (This affects the likelihood of responding to
the wrong event.)

* Does the operator have enough instrumentation to have feed-
back on previous actions? (This affects the potential for
recovery from a wrong action.)

* Are there steps in the procedure where the operator could
make a mistake that could change the course of an accident?
(This affects the grouping of operator actions into success
and errors.)

* Can the operator's mental image of the plant cause one acci-
dent sequence to be linked to another? (This affects the
way that the event-sequence probabilities are calculated.)

For Type 5 Interactions (interactions that lead to events ter-
minated by improvisations):

* Are there adequate resources (manpower and time) to repair
more than one failure? (This affects the selection of re-
covery scenarios suitable for a particular sequence.)

* Can equipment in the plant intended for one purpose be used
for another? (This affects the logic and equipment modeled
in each fault tree.)

Input to Step 4 comes from Step 3. The influence factor selec-
tions indicate the key characteristics that could affect reliabi-
lity in performing the task. For example, the influence factors
should specify whether the task is a decision-making, as opposed
to a procedural, task. Furthermore, consideration of the task and
its outcome and the likely behavior state of the operator or
maintainer helps the analyst determine the most appropriate repre-
sentation.
The output of Step 4 is a qualitative logic structure, such as an
HRA tree, that defines potential important successes and failures
to be analyzed and quantified for their impact on the system
logic. Such output allows a proper assignment of human interac-
tions to success, failure, and alternative actions.

3.4.1. Representations and Models
Four basic representations have been used to delineate actions to
accomplish a function or task: 1) the operator action tree; 2)
the confusion matrix (Potash et al, 1981); 3) the HRA trees; and
4) a simple two-state success-failure representation (U.S. Nuclear
Regulatory Commission, 1975). This latter representation provides
a "lumped" estimate of the success or failure probability with
little definition of the detailed task steps. While these repre-
sentations are not the only possible ones, they represent the
state of the art in PSA studies.
The first method called the operator action tree (OAT) is a repre-
sentation (Figure 3.8) that identifies alternative actions on the
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Figure 3.8: Basic Operator Action Tree
From Hannaman et al, 1984.

basis of ambiguities or operator interpretations associated with
observation, diagnosis, and selection of required response. It
allows the analyst to display various types of decision stra-
tegies that might affect the accident sequence conceptually (e.g.,
opting to use the feed-and-bleed method, which places a strain on
equipment not normally used for heat removal instead of using the
normal heat removal through the steam generators). In developing
the OAT representation, Wreathall has utilized the Stimulus,
Organism, Response model (SOR) (Woodworth, 1929) to develop a
representation of operator decision-making in the operator action
tree (OAT) for use in PSA studies. This approach denotes the
fact that purposeful human activity is first stimulated by some
event. It can be an urgent message such as an alarm in the con-
trol room or a more passive stimulus such as recognition that it
is time for periodic tests or maintenance of some equipment.
Selecting the representation of human interaction begins with
defining the stimulus which may be an initiating event for an
accident sequence, a maneuver for normal operation, planned main-
tenance, or the diagnosis of a plant state which requires plant
shutdown. This SOR model should be contrasted with the more
recent cognitive models of decision-making which are currently
used to conceptualize human thought processes.
A second method for further expanding the representation of the
diagnosis portion in OAT, for example, is through a "confusion
matrix" which helps analysts determine the likelihood of opera-
tors forming a wrong intention given a specific set of indicators.
The likelihood of mistaking one plant condition for another can
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Figure 3.9: Example of Confusion Matrix for Misdiagnosis of an
Event

From Hannaman et al, 1984.

then be determined by expert judgement methods. The confusion
matrix representation (Figure 3.9) has been used to help analysts
estimate the probability of identifying a small LOCA (loss of
coolant accident), when actually a steam line break has occurred,
for example in the Oconee PRA (Sugnet et al, 1984). The confu-
sion matrix provides a rationale for representing operator actions
which stem from a seemingly correct response to a different acci-
dent. This delineation is a key input for SHARP Step 5 where the
impact of human interactions on the course of the plant accident
sequence can be examined to model alternative accident sequences
as common cause failures.
The third method, an HRA tree (see Figure 3.10), provides a flex-
ible structure for representing the steps of a procedure so that
failures at each branch point can be postulated. Some of the
steps may involve omissions (required action not carried out)
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From Hannaman et al, 1984.

while others may show up as acts of commission (the action carried
out is not the required one). HRA trees can represent activities
of an operator or maintainer. If elements of the human tasks are
outside the procedures, however, then judgement on the part of
the analyst is required to identify the key factors. For example,
in the process of selecting a procedure, the operator may select
the wrong one. The use of causal models of human errors are
needed to predict such mistakes.

3.4.2. Activities
The activities involved in selecting and using a representation
are outlined below:
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1. Select the most appropriate representation or combinations
of representations for the key human interactions by examin-
ing each task breakdown of Step 3.

2. Examine the data needs for each interaction and establish
the quality of available data (i.e., determine whether the
available data fit the requirements of the representation or
whether it will be necessary to synthesize needed probabili-
ties ) .

3. From the selected set of representations, construct a re-
presentation for each human interaction that is compatible
with the data base. The final representation should reflect
all aspects of the human interactions covered in the task
and sub-tasks.

In choosing a representation, three main aspects must be con-
sidered in addition to the results of Step 3: 1} expansion of
the detail must be balanced with the purpose of the study; 2) the
model detail should be limited to the ability to quantify the
parameters defined; and 3) specific manifestations of operator
error must be identified for re-examination for impact on the
plant.

3.4.3. Rules
1. Select an appropriate representation for the task or sub-

task to be modeled. For procedural tasks, HRA trees or the
equivalent have been successfully applied. For tasks involv-
ing a high degree of diagnosis, the OAT representation has
been applied. The confusion matrix has been employed when
misdiagnosis was considered important.

2. Use the representation to define specific human actions that
may induce new systems or equipment failure modes (e.g.,
operator switches the wrong valve, operator turns off system
prematurely, or operator does not operate a valve correctly,
leading to premature failure).

3. Applications of any representation should include special
consideration of dependence between redundant human actions.
A judgmental method for treating dependencies between redun-
dant human actions is described in the human reliability
handbook (Swain and Guttmann, 1983). Representations like
the operator-action tree implicitly define levels of depen-
dence through the application of time-reliability curves.
If greater depth in the identification of dependence is
needed, specific questions like those in Table 3.3 can be
applied to aid the development of the representation for
each human interaction type.

3.5. STEP 5: IMPACT/INTEGRATION
It is quite likely that specific human responses found in the
qualitative structuring of the representations might introduce
new impacts on the system response, which in turn could impact
the core-melt frequency or risk. The purpose of Steps 5 is to
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allow the systems analyst to evaluate the impact of the newly
identified human actions on the system.
The activity should be integrated in a continuing process as
illustrated in Figure 2.3.
The input to Step 5 comes from Step 4 in the form of descriptions
of alternative operator actions. The descriptions can be given
different representations depending on the specific needs. The
quantitative screening values established in Step 2 may be useful
in assessing the quantitative impact of these alternative operator
actions and hence their importance in accordance with the PSA
objectives.
The output of Step 5 consists of system event and fault trees
revised to incorporate the impact of the newly identified human
interactions. These revisions might include a new initiating
event or changes in the assessment of dependencies, system reli-
abilities, event tree logic, or sequence quantification. Hence,
the event and fault trees would be structured for a subsequent
sensitivity analysis. The structure provides a means for evaluat-
ing the effect of variations in the human error probabilities on
the accident sequence frequency (Azarm et al, 1982). The struc-
ture does not provide a rationale for determining the likely
range of these variations.

3.5.1. Activities
Six activities are performed in Step 5:

1. Examine the human interactions represented in Step 4 for
their impact on initiating events, system unavailability,
common-cause failures, event-tree quantification, and alter-
native sequence paths.

2. Identify which human interactions should be re-screened and
grouped according to their impact. Apply the screening
techniques from Step 2 to assess the importance of the im-
pacts. The analyst may choose to group branches before
screening for branches with similar impacts.

3. If no new key human interactions are found, the analysis is
complete and one can proceed to detailed quantification in
Step 6.

4. If key human interactions are found, then they should be
reviewed to determine whether they may be grouped into suit-
able categories and what those groupings should be for quan-
tification.

5. Incorporate the results by modifying the list of initiating
events, event trees, or fault trees as indicated.

6. Provide a list of human actions for quantification.
If the expanded examination of human interactions has identified
new man-induced accident sequences, the event tree should be
restructured. In addition, it may be necessary to split previous
event-tree headings into multiple branch points in order to con-
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sider alternative human actions that might generate new accident
sequences. Finally, the event-tree branch-point probabilities
may have to be modified to include explicit human activities.
The basic decisions for a PSA systems analyst in Step 5 involve
screening, grouping, and incorporation. The function of screening
is to identify the significant human interactions introduced by
consideration of the representation. Grouping allows the analyst
to account for human interactions that are important, but not
key; in other words, the interactions are still accounted for,
but their individual impact may not be significant. Where the
result is clear to the analyst, human interactions may be grouped
before screening. The last decision for the analyst is to decide
how the modified/grouped representations are incorporated into
the event and fault trees.

3.5.2. Rules
Four rules have been formulated for Step 5 :

1. Examine the impact of the human actions included in the
representation to identify key dependencies. Screening
analysis can then be performed to assess the impact of these
key human interactions and help group them for quantifica-
tion. The following specific questions can be asked to
identify key human interactions:

* Can the action change the reliability of equipment
because of abnormal use or modifying operating condi-
tions? If it can, this information should be communi-
cated to the system analysts.

* Can the action lead to new initiating events? If so,
can it be categorized in the existing list of initiating
events? If it cannot be included, it should be con-
sidered a new initiating event category and this should
be communicated to the system analysts and PSA study
manager.

* Can the action introduce further common-cause links
between redundant components or systems? When such
actions are identified, appropriate adjustments should
be made to the tree's logic, data, or dependence models,
and this should be communicated to the system analysts.

* Can the action affect events so that the representation
is equivalent to linking event trees together? If such
an action is identified, then adjustments to the trees
or quantification should be made.

2. The various success and failure branches of the representa-
tion should be grouped for quantification either by inspec-
tion or on the basis of impacts identified during the re-
screening .

3. On the basis of the assessed impact, the analysts must deter-
mine whether the existing logic structures adequately account
for the key human interactions. If they do, then they can
be incorporated at the appropriate levels by modifying the
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data in the existing tree structures. If the existing logic
structures do not adequately account for some specific human
interactions, then such human interactions can be incor-
porated by modifying the event-tree structure and fault-
tree logic. Such assessment decisions involve system ana-
lysts, fault tree and event tree analysts, human reliability
analysts, and possibly the PSA study manager. The following
items are examples of modifications that can be made to
incorporate the human interactions:
* New event tree headings may be added to show specific

operator responses or recovery actions. Previous top
events for system responses may have to be divided into
sub-events to represent human interactions and equipment
faults.

* Fault trees may be modified to include models for ac-
tions shown to be significant. The quantitative impact
of human interactions will then modify the corresponding
branch point in the selected event tree or other logic
representation. For situations in which the same pro-
cedure for test or preventive maintenance is applied
through the plant, adjustments should be made to the
component dependence models to account for human inter-
actions .

* Sequence frequency may be modified by including operator
recovery actions.

* If human interactions have been incorporated explicitly,
then common-cause dependence should be adjusted: for
example, for explicitly included human interactions,
common-cause parameters may need to be reduced to avoid
double counting.

* In some cases, the human interactions may be so unique
that a separate event tree can be developed to more
explicitly assess the dependencies introduced into an
accident sequence by human interactions.

* For some interactions, significant experience data may
be available to incorporate human interactions directly
as part of the data base.

4. Identify sequences and states of interest; inspect modified
event trees and "prune" them to (a) eliminate sequences that
do not lead to states of interest and (b) combine similar
sequences,

3.5.3. Ensuring Validity of PSA Assumptions
The PSA will include a large number of assumptions concerning:

* staffing
* training
* use of procedures
* availability of tools
* time available for actions
* etc.
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It is necessary to ensure that the assumptions are valid also at
the plant during continual operation. Possibilities to check
some of the assumptions are:

* observation of the activities carried out;
* simulated transients on a full-scope training simulator.

3.6. STEP 6: QUANTIFICATION
The purpose of Step 6 (quantification) is to assess the probabi-
lities of success and failure for grouped branches in each repre-
sentation of the human interactions derived from the detailed
qualitative analysis in Steps 4 and 5. In this step, the analyst
applies the most appropriate data for each representation using
models or data to produce final quantitative inputs for the PSA.
The inputs to Step 6 include the best available data sources and
models to utilize the data. Data may be in the form of actual
plant data from event records, simulator measurements, interpre-
tive information, and handbook values. If plant-specific data
are not available, specialized data such as simulator results in
the form of either time-reliability curves for specific tasks or
qualitative descriptions of various response strategies taken by
different operating crews might be used. If simulator data are
not available, then expert judgement techniques may be the best
alternative. In cases where judgement is difficult to apply
because of the difficulty in describing the conditions, the repre-
sentation could be simplified. To help define the most ap-
propriate model and data base for quantification and sensitivity
analyses, the input information from Steps 3, 4 and 5 are used.
Data bases are available from some representations; for example,
the Handbook (Swain & Guttmann, 1983) is used for HRA trees; the
Human Cognitive Reliability (HCR) model relies on estimates of
time to success from simulator results, adjusted for PSF's and
system time windows from thermo-hydraulic analyses as represented
in an OAT, and a time-reliability correlation is used for OAT
(Hall et al, 1982).
The output from Step 6 is a probability value and statement of
uncertainty for each identified key human interaction, including
those contained in multi—branch trees.

3.6.1. Data Sources
The data sources that have been used so far in PSA's fall into
three main categories: actual (i.e., experimental and plant)
data, simulator data, and interpretive data. Typical sources are
listed below.
* Actual Data:

= Plant data from records reviewed according to a speci-
fied taxonomy

= Data from licensee event reports (LER's)
= Data from international sources

* Simulator Data:
= Control room experiments
= Analytical data
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* Interpretive Data:
= Individual judgement
= Delphi process
= Expert judgement

- Paired comparison
Other psychological scaling techniques

* Other Data
= Special studies in human behavior
= Military data

3.6.2. Activities
The primary activities of the human reliability analyst at this
point can be divided into five sub-steps:

1. Examine the representation and model to be quantified accord-
ing to the groupings defined by the systems analyst in Step
5.

2. Quantify the probability distribution for the key human
interactions by selecting the most appropriate data base for
the task being analyzed. Data from the following sources
might be applied:

* Human Reliability Handbook, (Swain & Guttmann, 1983,
Chapter 20);

* Time-reliability curves;
* Direct data from events;
* Published human error data;
* Expert opinion (paired comparison or similar technique).

3. State the key sensitivities and uncertainties, if possible.
4. Perform a sensitivity comparison, if desired.
5. Review results with the systems analyst so they can be incor-

porated into the PSA study quantification.
6. Document the results.

3.6.3. Rules
The rules given here correspond to the state-of-the-art at pre-
sent. Current research in the development of models and the
collection of data may increase the confidence of the analysts in
the quantification process. If this happens, reliance on expert
opinion could be lessened. Some guidance to the analysts, how-
ever, is given below.

1. For tasks classified as manipulative or procedural, the data
from the Handbook (Swain & Guttmann, 1983, Chapter 20), or
the equivalent could be applied.
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2. For tasks classified as cognitive or diagnostic or where the
constraint of time is important such as time-reliability
curves (e.g., Wreathall, 1982; Hall et al, 1982; Swain &
Guttmann, 1983; Swain, 1987) could be used.

3. For situations where suitable data is not available, expert
opinion can be a substitute. Such methods as paired com-
parisons (Hunns & Daniels, 1980) or the success likelihood
index method (Embrey & Hall, 1981) could be used to con-
solidate expert opinion. Additional methods are described
by Stillwell et al (1982).

4. For situations where multiple operators and multiple tasks
are involved, the dependency rules of the Handbook (Swain &.
Guttmann, 1983) or the equivalent could be applied to assess
the quantitative impact. Other methods (e.g., OAT or time-
reliability correlations) could be used to model the overall
.failure of operating crews performing multiple tasks.

5. For situations where the same procedure for test or main-
tenance applies throughout the plant, the component depen-
dence models could be made to account for human interactions
by adjusting the common-mode failure probability.

3.7. STEP 7: DOCUMENTATION
The objective of Step 7 (documentation) is to produce a traceable
description of the process used to develop the quantitative as-
sessments of human interactions and a summary report for the main
PSA study document. In this step both the system and human reli-
ability analysts provide the descriptions of data, assumptions,
models, and representations used. In addition, important depen-
dencies and sensitivities that impact the representation or models
should be identified for integration into the uncertainty and
common cause analyses.
The analysis documentation should be organized to ensure that the
information and data are scrutable; that the assumptions, data
sources, models selected, and criteria for elimination and reten-
tion of human interactions are recorded; and the human impact on
fault trees, event trees, sensitivities, initiating events, etc.,
is stated. The output, a document reporting on these aspects,
becomes an input to the final PSA study report.
Finally, it is suggested that the documentation contain a state-
ment reflecting the quantitative impact of the human on the main
study issue (e.g., core-melt frequency or ranking of dominant
risk sequences, establishing the impact of human interactions on
the dominant accident sequences).

3.7.1. Activities
The processing of information in Step 7 includes the output of
Step 6 and the cumulative output of all previous steps. The key
information includes the quantified models of all important human
interactions from key accident sequences, new sequence definitions
and results of sensitivity analyses. To integrate these analysis
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results into a final report, the following specific activities
are recommended:

1. Summarize data, assumptions, models and representation using
the outputs of each SHARP step. Reference all documents
used in the study (e.g., emergency procedures, control room
photos, etc.).

2. List important dependencies and sensitivities (e.g., alterna-
tive decision paths, action times, stress level, etc.) that
were important in the analyses.

3. Assemble a report on the results of the human interaction
analysis, including the key findings.

4. For the analysis files, document all tasks carried out in
support of SHARP steps (e.g., inputs and outputs to each
step, plant walk-downs, task analyses). Record all operator
interviews and results of expert opinion studies, if they
were used.

3.7.2. Documentation Guidelines
1. Using the output of each SHARP step as a basis, provide docu-

mentation that gives a traceable record of the analysis.
2. Record the information in a way that suitably identifies the

original information base, data used, models or representa-
tions, assumptions, and documentation of operator interviews.

3.7.3. Analysis Records
Some elements to consider in keeping a record of a detailed human
reliability analysis are described below:

1. Failure mode description: e.g. Operators leave high
pressure injection system
unavailable.

2. General Description:
Objective of Operator e.g. Verify that the train of
Action: the emergency core cooling

system is operable.
Classification: e.g. Type 1, potential Type 2.
Cognitive Aspects: e.g. Instructions to perform

test, verify that system is
operable.

Manual Actions: e.g. Following procedural
steps for alignment, test, and
restoring system.

3. Success criteria: Timing for test, consequences of not per-
forming test, impact on system (e.g., common mode),
contribution to system unavailability.
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4. Prior PSA/HRA quantifications and other data analysis (from
HRA data base task): only failure to restore after
test or maintenance is important.

5. Important PSF's: Special PSF's which are significant in the
case being analyzed (e.g., stress, procedure quality,
overall and specific), man-machine interface, training,
clarity of understanding.

6. Representation (e.g., HRA tree, expanded OAT's): HRA tree
is used.

7. Quantification (THERP, HCR model, direct data, etc.):
* point estimate
* sensitivity issues

8. Modeling location in fault tree/event tree (if modified)
9. Review of comments by plant representative (if needed)
10. Recommendations for improved human performance (if needed)
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Chapter 4
QUANTITATIVE METHODS FOR HRA1

A taxonomy of methods for Human Reliability Analysis (HRA) is
presented in Table 4.1. The eleven HRA methods considered repre-
sent those for which published information is available (see
references). All of these HRA methods have been used in Probabi-
listic Safety Assessments (PSA's) except for the Paired Compari-
sons and SAINT. Although there are other HRA methods currently
under development, those listed in Table 4.1 are those that are
the most familiar to persons in the HRA field, and which have
been used to make quantitative estimates of human performance.
Therefore, the listed methods are those which have to be taken
into account when designing guidelines for PSA.
In Table 4.1, "pre-accident activities" refer to those that are
performed when the plant is operating under normal circumstances,
or during a prolonged shutdown (e.g., test and maintenance).
"Post-accident activities" refer to those that are performed
after the occurrence of some abnormal event, usually one that
requires a reactor trip.
It is not the intention of this chapter to evaluate the useful-
ness of any of these methods; but a procedure for such an evalu-
ation is currently being developed by Swain for GRS (Gesellschaft
für Reaktorsicherheit, GFR). Table 4.2 lists the primary evalua-
tion categories; a more detailed evaluation procedure will be
issued in the GRS report.
A separate evaluation is being done in the U.K. by the Human
Reliability Assessment Group using a different profile of cri-
teria.
The following sections provide a brief description of each of the
HRA methods based on Table 4.1, except for SAINT, CM, and PSAL01/-
IVO. References to the relevant documents are cited at the end
of this section.

KEY:
AS - ASEP (Accident Sequence Evaluation Program HRA Procedure)
CM - Confusion Matrix
DP - ONE (Direct Numerical Estimation) and Paired Comparisons
HC - Human Cognitive Reliability Model
MA - MAPPS (Maintenance Personnel Performance Simulation) Model
OA - OATS (Operator Action Tree System)
PS - PSAL01/IVO (Probabilistic Safety Assessment Loviisa One/Ima-

tran Voima Oy)

1 Some of the descriptive material and figures are taken from
Miller and Swain (1987) "Human Error and Human Reliability,"
Chapters 7 and 8, Handbook of Human Factors, New York: J. Wiley
and Sons, edited by G. Sahendy.
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Table 4.1: Taxonomy of Human Reliability Analysis Methods for
PSA

A. Fast Simulation Models:
1. MAPPS
2. SAINT

B. Expert Judgement Methods:
1. Paired Comparison
2. Direct Numerical Estimation (Absolute Probability Judgement)
3. SLIM
4. STAHR (Influence Diagram Approach)

C. Analytical Methods:
1. Time Dependent Activities

a) Pre-accident (i.e. normal): THERP, HCR
b) Post-accident: THERP, OATS, HCR, CM, PSAL01/IVO

2. Time Independent Activities
a) Pre-accident activities

1) Component-specific errors are usually incorporated
in equipment failure rates, e.g. human errors in
repairing a pump.

2) Configuration errors, e.g. restoration errors, are
usually incorporated into fault trees

b) Post-accident activities: THERP

Table 4.2: General and Specific Criteria for Evaluating HRA
Methods
1.0 Usefulness
1.1 Availability of Published Information and Data
1.2 Quantitative Outputs Relevant (Meaningful) to PSA
1.3 Qualitative Outputs Useful to NPP Operating Safety/Effective-

ness
1.4 Completeness (Comprehensiveness) in Scope
1.5 Validity (Accuracy)
1.6 Consistency (Reliability)
1.7 Flexibility
1.8 Ease of Use
1.9 Traceability, Auditability or Scrutability
2.0 Acceptability
2.1 Evidence of Acceptability
2.2 Responsiveness to Qualified Criticism
3.0 Practicality
3.1 Monetary Cost and Time Required
3.2 Utility Support Needs
3.3 PSA Team Support Needs
3.4 Data and Information Requirements
3.5 Overall Considerations
3.6 Total Resources
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SA - SAINT (Systems Analysis of Integrated Networks of Tasks)
SL - SLIM-SARAH (Success Likelihood Index Methodology - Systematic

Approach to the Reliability Assessment of Humans), also
known now as SLIM, formerly known as SLIM-MAUD, where MAUD
stands for Multi-Attributable Utility Decomposition

ST - STAHR (Socio Technical Approach to Assessing Human Reliab-
ility)

TH - THERP/Handbook (Technique for Human Error Rate Prediction/
Handbook of Human Reliability Analysis with Emphasis on
Nuclear Power Plant Applications).

4.1. TECHNIQUE FOR HUMAN ERROR RATE PREDICTION (THERP)
One of the oldest and most widely used HRA techniques is the
Technique for Human Error Rate Prediction (THERP) developed by
Swain and Rook in the early 1960's. Swain and Guttmann (1983)
have defined in the Handbook the quantitative technique and define
THERP as:

"A method to predict human error probabilities and to
evaluate the degradation of a man-machine system likely
to be caused by human errors alone or in connection
with equipment functioning, operational procedures and
practices, or other system and human characteristics
that influence system behavior."

The THERP approach uses conventional reliability technology modi-
fied to account for greater variability and interdependence of
human performance as compared with that of equipment performance.
The procedures of THERP are similar to those employed in conven-
tional reliability analysis, except that human task activities
are substituted for equipment outputs. The steps involved follow
the general format of a Man Machine System Analysis (MMSA):

1. Define the system failures that may be influenced by human
errors and for which probabilities are to be estimated.

2. Identify, list, and analyze human operations performed and
their relationships to system tasks and functions of inter-
est .

3. Estimate the relevant human error probabilities.
4. Determine the effects of the human errors on the system

failure events of interest. (This usually involves integra-
tion of the HRA with a system reliability analysis.)

5. Recommend changes to the system in order to reduce system
failure rate to an acceptable level. Steps 2 through 4 can
be repeated to evaluate the changes.

THERP can be used to generate quantitative estimates of task
reliability estimates, interdependence of human activities, the
effect of event Performance Shaping Factors (PSF's), equipment
performance, and other system influences. Although not really a
hypothetical model, as some perceive it to be, THERP was developed
as a practical, applied technique -- a fast and relatively simple
method of providing recommendations to system designers and ana-
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FAMILIARIZATION

INFORMATION GATHERING
PLANT VISIT
REVIEW OF PROCEDURES/INFORMATION FROM SYSTEM ANALYSTS

QUALITATIVE ASSESSMENT

DETERMINE PERFORMANCE REQUIREMENTS
EVALUATE PERFORMANCE SITUATION
SPECIFY PERFORMANCE OBJECTIVES
IDENTIFY POTENTIAL HUMAN ERRORS
MODEL HUMAN PERFORMANCE

QUANTITATIVE ASSESSMENT

DETERMINE PROBABILITIES OF HUMAN ERRORS
IDENTIFY FACTORS/INTERACTIONS AFFECTING HUMAN PERFORMANCE
QUANTIFY EFFECTS OF FACTORS/INTERACTIONS
ACCOUNT FOR PROBABILITIES OF RECOVERY FROM ERRORS
CALCULATE HUMAN ERROR CONTRIBUTION TO PROBABILITY OF SYSTEM
FAILURE

INCORPORATION

PERFORM SENSITIVITY ANALYSIS
INPUT RESULTS TO SYSTEM ANALYSIS

Figure 4.1: The Four Phases of the THERP Approach

lysts who need quantitative estimates of the effects of human
errors on system performance. Figure 4.1 shows the four phases of
the THERP approach.
The basic tool used to model tasks and task sequences is the HRA
event tree. The HRA event tree starts with any convenient point
in an activity sequence and works forward in time. Based on an
underlying task analysis, it follows the same sequence in time,
showing graphically the parts of the task analysis relevant to
the HRA. It should not be confused with the fault tree approach,
which starts with a fault and works backward in time.
THERP models events as a sequence of binary decision nodes. At
each node, the task is done either correctly or incorrectly. At
every binary branching, the probabilities of the events must sum
to 1.0. The probabilities assigned to all human activities de-
picted by tree limbs are conditional probabilities, except for
those in the first branching. If the first branching represents
a carry-over from some other tree, or a task based on some pre-
vious event likelihood, it too will be a conditional probability.
Capital letters are used to denote failures and their probabili-
ties. Figure 4.2 illustrates a very simple example of an event
tree representing the performance of two tasks, "A" and "B."
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FOR THE PARALLEL SYSTEM:
Pr[5] - 1 - A(BtA) - «0>|«) 4 «(BU) * A(b|A)
PrlF]-A<B|A.)

Figure 4.2: Example of an HRA Event Tree.

Note that because Task "A" is always performed first, the proba-
bilities associated with task "B" are all conditional on the
outcome of "A." The interdependence of tasks "A" and "B" are
represented by the symbols b/a, B/a, b/A, and B/A. If the condi-
tional relationships are understood, the notation can be shortened
to b and B.
Once the HRA event tree is constructed and the estimates of the
conditional probabilities of success or failure are assigned to
each limb, the probability of each path through the tree is calcu-
lated. A series system has total success only if both tasks "A"
and "B" are successful, represented by one success path whose
probability of success (Pr[S]) is equal to the product of a and
b/a. Conversely, a parallel system succeeds if either task is
performed successfully, and fails only when both tasks fail. To
calculate the total success probability for more than one success
path, the individual path Pr[S] values are summed. Because Pr[S]
= 1 - Pr[F] and vice versa, only success or failure need be calcu-
lated for the system, for its complement can be derived easily.
Although the modeling of tasks with event trees and using conven-
tional reliability mathematics to derive task success probabili-
ties is rather straightforward, the assignment of human error
probabilities (HEP's) to the individual task elements' failure
branches of the event tree requires substantial judgement on the
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part of the analyst. Swain and Guttmann (1983) recommend that
someone knowledgeable in human performance technology perform
this portion of the analysis. Obviously, data acquired from the
specific industrial situation under analysis would constitute the
best estimate of error for the task. However, because such human
error data are seldom available, other sources must be used.
Swain and Guttmann have searched through all the available litera-
ture for human error data and found few that were applicable to
nuclear power operation tasks. The information found was combined
with their own expert judgements and human performance models to
create an interim HEP data bank. Much of their Handbook of Human
Reliability Analysis presents the models and predictive HEP es-
timates that are not only useful in nuclear power operations, but
also applicable to many other industrial settings. When ap-
plicable HEP data or estimates are located, they are referred to
as nominal HEP's in THERP. These represent the probability of
human error without considering the influence of plant-specific
and task-specific PSF's. Once these are taken into account, a
basic HEP is formed, which represents the probability of human
error for that task in isolation. A conditional HEP is a modifi-
cation of the basic HEP to account for influences of other tasks
or events that may include the preceding task elements, tasks,
and the number of people involved in performing the task.
One of the major problems in modeling tasks as sequences of be-
haviors, each with its own probability of failure, is the deter-
mination of how the failure or success of one task may be related
to the failure or success of another task. One of the strengths
of THERP is its ability to account for the interactions with a
model of dependence. Two events are independent if the condition-
al probability of one event is the same whether or not the other
event has occurred. That is, the probability of success on task
"B" is the same regardless of success or failure on task "A."
Or, in terms of Figure 4.2: b = b/a = b/A and B = B/A = B/a. If
events have any influence on one another, they are not indepen-
dent, but dependent. Failure to take dependence into account can
lead to over-optimistic estimates of task error probabilities,
which is an undesirable outcome.
The dependence model presented in the Handbook deals with the
continuum of zero dependence (or complete independence) to com-
plete positive dependence. Positive dependence assumes a positive
relationship between events such that failure on the first task
increases the probability of failure on the second task. The
same relationship holds for the probability of success. Depen-
dence can occur between people, as when several technicians per-
form a task together or when one worker checks the accuracy of
another in the form of an inspection. Consider the case in which
an assembly-line mechanic must torque a bolt on a unit and, in a
subsequent investigation, a checker verifies the torque. If the
checker observes the torquing operation and then checks the torque
against the criterion used by the mechanic (instead of looking up
the torque specification in the assembly manual), he has assumed
that the mechanic has used the correct value. This assumption
makes the checker's task dependent upon the torquing task. If
the mechanic used the wrong value, he would most likely fail to
torque the bolt to specification, and the checker would not catch
the error. However, if the mechanic used the correct value and
the checker verified the torque using the correct criterion, the
inspection task would be valid. Thus the probability of error in
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inspection (B) changes as the result of the success (a) or failure
(A) of the torquing task, or B = B/a < B/A. This increase in B/A
can be reflected in the event-tree model to avoid an overly op-
timistic estimation of the failure probability for the tor-
quing/inspection process.
Dependence can also occur within an individual as several related
tasks are performed. In errors of omission, the failure to per-
form the first task in a closely related group of tasks increases
the likelihood that the second will also be omitted. Sometimes
the tasks are so highly related that the entire sequence is repre-
sented by one HEP for omission. These tasks would be considered
completely dependent. In errors of commission, the fact that the
first task is done incorrectly and without recovery increases the
likelihood that the remaining similar tasks are also performed
incorrectly. If a mechanic torques a bolt to the wrong value,
chances are high that the other identical bolts remaining in the
sequence will also be incorrectly torqued. Swain and Guttmann
(1983) have developed a five-level scale of dependence and guide-
lines on how it should be applied to task situations. For each
level (zero, low, medium, high, complete), a formula is provided
to calculate the conditional probability of failure (or success)
on task "N" given the failure or success on the previous task "N
- 1." The formulas alter the conditional probability from its
original value at zero dependence to 1.0 at complete dependence.
Because HRA can be time consuming in complex systems like nuclear
power plants (NPP's), THERP has recently been expanded beyond the
original detailed procedure found in the Handbook. This expres-
sion is found in Swain (1987), the Accident Sequence Evaluation
Program (ASEP) HRA Procedure. The expansion now includes a more
cost-effective three-stage procedure for application to PSA's of
such plants. The three stages are:
1. Employ the HRA screening procedure from the ASEP HRA Proced-

ure. This screening procedure represents a step-by-step,
relatively simple methodology requiring a minimum of judge-
ment by the analyst.

2. For those tasks whose estimated HEP's survive the screening
process, employ the HRA nominal procedure in Swain (1987).
The nominal procedure is also a step-by-step, essentially
rule-based procedure that requires very little judgement.
The tabled HEP's are more conservative than those in the
Handbook, but represent more realistic estimates than those
in the screening process. Experience in four PSA's in 1986
showed that systems analysts with no formal training or
experience in HRA and human factors could apply both the
nominal and screening procedures from Swain (1987) with only
a relatively small amount of support from HRA specialists.
This necessary support included the underlying task analysis.

3. For those tasks whose HEP's survive the above 2-stage pro-
cess, employ the full-scale THERP HRA methodology in the
Handbook. Recent experience has shown that analysts un-
familiar with this document will be helped by studying its
companion document (Bell & Swain, 1983).

In summary, the most recent application of THERP to HRA methodol-
ogy (Swain, 1987), represents a shortened version of the Handbook
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to allow HRA to be performed more expeditiously (at a "cost" of
more conservative estimates of HEP's). This ASEP HRA Procedure
has now been used in several PSA's of NPP's. It corrects some of
the shortcomings of the Handbook, e.g., it includes some clarif-
ication of the post-accident nominal diagnosis model, a detailed
screening procedure as well as a nominal procedure, a computer
program and procedure for propagating uncertainty bounds through
event trees, and the latest definitions of HRA terms. Some parts
of this document should be used in place of models in the Hand-
book, especially for the diagnosis aspect in recovery from an
accident.

4.2. MAINTENANCE PERSONNEL PERFORMANCE SIMULATION (MAPPS)
An outgrowth of earlier simulation modeling work by Siegel and
his colleagues, MAPPS is a digital simulation model that provides
reliability estimates for maintenance performance (Siegel, Bart-
ter, Wolf, Knee, and Haas, 1984 a and b). In order to perform
the simulation, the analysts must first perform task analyses to
determine the tasks required and identify the associated sub-
tasks for the individual(s) involved. For each sub-task, input
data based on ratings (e.g., various PSF's) or actual measurements
(e.g., performance times) are entered along with selected para-
meter values (PSF's). A computer then simulates the performance
of each sub-task using the model algorithms and a Monte Carlo
technique of simulation. The output of the simulation includes
probability of success, time to completion, areas of operator
overload, idle time, and level of stress. Changing parameter
values and reiterating the simulation can demonstrate the effects
of a particular parameter or sub-task performance. Using this
iterative method, the analyst can forecast the results of a poten-
tial design improvement prior to implementation.
The input parameters are not treated independently, but interac-
tively, to determine their collective effects on sub-task perfor-
mance. The following PSF's are quantified by algorithms internal
to the simulation and the input variables specified by the ana-
lyst:

1. Maintainer's and work crew's abilities in terms of intellec-
tive capacity and perceptual-motor abilities.

2. Fatigue effects, expressed as performance decrement due to
number of hours of performance. Recovery in the form of
rest is considered to lessen the fatigue level.

3. Heat effects, considered as having a moderating effect on
intellective and perceptual-motor abilities.

4. Sub-task ability requirements by type of maintainer (e.g.,
maintenance mechanics, electricians) are identified including
assembly, disassembly, and communication.

5. Accessibility values for tasks such as removing and replacing
components.

6. Clothing impediment to perceptual-motor ability based on the
interaction between accessibility and sub-task difficulty.
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7. Quality of maintenance procedures.
8. Stress effect, based on four Stressors:

a. Time stress, the ratio of needed time to available time.
b. Communication stress, the percent of message comprehen-

sion as a function of ambient noise and message length.
c. Radiation stress, the stress as a linear function of

radiation dosage beyond 800 mrems.
d. Ability difference stress, the maintainers' ability

differences within the work crew.
9. Aspiration level of the individual based on the ratio of

successfully completed sub-tasks to the actual number of
sub-tasks attempted.

10. Organizational climate, policies, administrative structure,
and values affecting the detection of errors and their re-
covery.

The simulation output of task success is based on the difference
between the sub-tasks' difficulty and the maintainer's ability.
The following equation is based on a model presented by Rasch2
for item analysis in test construction. It is used to calculate
p, the probability of success, completing a test where x = the
difference between task difficulty and the maintainer's ability
(ranges from -5 to 5), and e is the base of the system of natural
logarithms (2.71828):

xeP = ———, x1 + e

This probability of success is computed for every person involved
in the sub-task. The probabilities are then summed and weighted
to yield the work crew's average probability of success.
The MAPPS technique represents an attempt to model human perfor-
mance for maintenance tasks. The model has the advantage of using
a fairly comprehensive set of PSF's that interact with each other,
and incorporates recovery factors such as the effects of rest and
checks enforced by quality-control policies. The model is com-
puter-based, which allows the analyst to simulate the same task
repeatedly and assess how the inputs affect the outputs. Although
numerous inputs, many of which involve subjective ratings, are
required of the analyst, default values are provided for unknown
PSF's. The opacity of the simulation algorithms weakens face
validity and could lead to a lack of confidence on the part of
the analyst.
The techniques differ from THERP in the algorithms used to model
the effects of PSF's on performance and in the method by which
the analyst arrives at the final estimate of task reliability.

The authors of MAPPS are currently attempting to validate the
model.

2Lord and Novick, 1968, Statistical Theories of Mental
Scores, Reading, MA: Addison Wesley.
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As MAPPS is basically a simulation technique, its use in the PSA
approach is limited to the possibility to run a large number of
cases in a relatively short time. The present limitations of the
technique do not permit it unless using MAPPS as a generator of
"experimental" points to be then fitted by some simple input-
output function (i.e., polynomials) that thus would substitute
MAPPS for all practical reliability estimation (i.e., uncertainty
propagation).

4.3. OPERATOR-ACTION TREE METHOD (OAT)
Another quantitative HRA technique developed through the efforts
of Hall, Fragola, and Wreathall (1982) concentrates on diagnosis
and decision errors of nuclear power plant operators after the
initiation of an accident. These authors stated that the THERP
approach with its detailed task analysis emphasizes molecular
elements, and that a more holistic approach is required for ana-
lyzing diagnosis and decision errors to derive a time-reliability
curve. Instead of accounting for an individual's performance
under highly situational PSF's, the OAT method describes the
statistical performance of a group of operators responding to
generalized situations. Performance estimates in the form of
HEP's are then incorporated into an event tree or fault tree
analysis.
The OAT approach is based on the assumption that human response
to an environmental event consists of three activities: 1) per-
ception, 2) diagnosis, and 3) responses. The basic operator
action tree shown in Figure 4.3 is based on the potential for
error in each of the three activities.
The second major assumption is that time available for diagnosis
is the dominant factor determining the probability of failure.
That is, given a short period of time, people will fail to diag-
nose a situation correctly more often than when given a longer
period. The thinking interval or time interval available for
diagnosis is delimited by the operator's first awareness of an
abnormal situation and the initiation of the selected response.
A model, referred to as the time-reliability correlation, was
developed to demonstrate the relationship between probability of
failure and time available. A log-log plot of this relationship
is shown in Figure 4.4. Because no data were available at the
time of the OAT method's development, an interim functional rela-
tionship was developed by the consensus of an engineering psy-
chologist and two systems analysts. Since its inception, some
data have been gathered relating response time and error probabi-
lity that substantiate the authors' claim that available time is
an important factor in correctly performing cognitive tasks in an
accident situation.
The application of the OAT method and time-reliability correlation
to a risk or reliability analysis consists of the following steps:

1. Identify relevant plant safety functions from the event
trees. Discussions with operators provide insight into what
their concerns are at the time of interest in the accident
scenario (e.g., removal of decay heat from the core of a
pressurized water reactor).
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Event Occurs Indications Problem Required Response
Success/Failure
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SOURCE: NUREG/CR-3030

Figure 4.3: Example of a Basic Operator-action Tree.
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Figure 4.4: The Time-reliability Curve.

2. Identify the generational actions required to achieve the
plant safety functions.

3. Identify the relevant displays that present relevant alarm
indications and the time available for the operators to take
the appropriate mitigating actions.

4. Represent the errors in the fault trees or event trees of the
PSA.
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5. Estimate the probabilities of the errors. Once the thinking
interval has been established, the nominal error probability
is calculated from the time-reliability relationship, such
as that in Figure 4.4. A "reluctance factor" may be used to
modify the nominal value to account for reluctance on the
part of the operators to initiate corrective action that in
itself may compromise plant safety.

The OAT method applied a relatively general time-response model
to a relatively specific set of performance circumstances. Per-
haps on the average, the model can predict probabilities of cogni-
tive errors. However, for any single prediction, the uncertainly
will be rather high. The present model does not account for the
potentially large effects of PSF's such as experience or stress
on diagnosis and decision-making. In fact, the authors limit its
use to errors of omission and to screening analysis only.

4.4. SUCCESS LIKELIHOOD INDEX METHODOLOGY (SLIM)
The Success Likelihood Index Methodology (SLIM) developed by
Embrey (1983) and his co-workers (Embrey, Humphreys, Rose, Kirwan,
and Rea, 1984 a and b) is another HRA technique that uses expert
judgement to develop HEP estimates. The SLIM technique is a
systematic method for scaling task success likelihood as a func-
tion of the conditions (PSF's) influencing successful completion
of the task. An absolute measure of success probability for
scaled tasks can be calculated after calibrating the scale with
reference tasks of known reliability.

Multiple expert judges are used, either working together or alone,
in order to benefit from a broad range of experience and to reduce
biases inherent within individual judgements. The underlying
assumption of SLIM is that the success likelihood of tasks for a
given situation depends on the combination of effects from a
small set of PSF's relevant to a group of tasks under considera-
tion.
In the procedure, judges are asked to assess the relative impor-
tance (weight of each PSF) with regard to its impact on the tasks
of interest. A second, independent assessment is then made re-
garding the state or level of the PSF's in each task situation.
This second numerical rating is a statement concerning how good
or how bad the PSF is. Having identified the small set of PSF's,
weighted their respective importance, and rated their relative
goodness, one then multiplies the respective weights and ratings
for each PSF. These products are then summed to produce the
Success Likelihood Index (SLI), varying from 0 to 100. The SLI
represents the judge's belief regarding the positive or negative
effects of the PSF's on task success.
The SLIM approach assumes that the SLI has a functional relation-
ship to the expected long-term probability of success. This
relationship is considered to be logarithmic where

log Pr[S] = a(SLI) + b
and a and b are empirically derived constants. To calibrate the
relationship empirically, at least two tasks of known reliability
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must be included in the task set evaluated. Solving simultaneous
equations for two unknowns yields coefficient a and constant b.
Substituting SLI values and taking anti-logs yield Pr[S] for each
task. If two tasks of known reliability cannot be obtained, the
author suggests having the judges use direct estimation for the
two reference tasks. Direct estimation is also recommended for
estimating uncertainty bounds for the SLI-derived HEP's, either
individually or by group consensus.
Several evaluations of SLIM have been performed by its originator.
A pilot experiment was first carried out by Embrey (1983) to
evaluate the feasibility of SLIM. In that study, six tasks were
used for which known failure probabilities were a variable. A
high correlation (r = 0.98) was found between the HEP's calculated
using SLIM and the actual values. However, inter-judge agreement
was not significant, and the range of success probabilities stu-
died was 0.32 to 0.95. Typically, industrial human errors of
interest have much larger success probabilities (i.e., very small
HEP's) that are characteristically much more difficult to es-
timate.
A more comprehensive study assessed 21 tasks of known reliability,
which formed three groups of seven tasks each, roughly correspond-
ing to Rasmussen's skill-, rule-, and knowledge-based behaviors
(19833). The tasks were ranged in error probabilities from 10-*
to 5 x IQ-5. The eight judges included four reliability analysts,
two nuclear operations people, and two human factors specialists.
Only six PSF's were considered in deriving the SLI's for the 21
tasks, and even this small number presented problems for the
judges. When common PSF weights were used for the seven tasks in
each category, an insignificant correlation was found to exist
between log HEP's and the SLI's (-0.47). When equal weights for
all 67 PSF's were used, the correlation went up to a significant
level (-0.60). When three tasks were removed from the analysis,
the correlation rose to -0.71. No values of inter-judge agreement
were reported with these results.
A second SLIM study used 13 judges evaluating eight critical
actions embedded in several nuclear power operations scenarios.
Seven PSF's were suggested by the experimenters, and consensus
definitions were developed by the judges prior to task evaluation.
The PSF weights and ratings assessed by the judges were considered
independently in the estimation of SLI values. Reference HEP
estimates were obtained by direct estimation of two "boundary
conditions" by the judges. The boundary conditions represented
the best and worst possible task situations in terms of the PSF's.
Inter-judge consistency approached significance when calculated
for three judges who participated in all the assessments.
The technique has been implemented as an interactive computer
program. This consists of two modules. The first module (SAM)
sets up a database for the tasks under consideration and their
performance shaping factors. The importance weights and ratings
are elicited from the expert judges and the SLI calculated. The
second module (SARAH) is used to calibrate the SLI's against known
reference' HEP's; the quality of the resulting HEP values is very

'See Chapter 3.8. References.
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much dependent upon the choice of these reference tasks HEP's.
Sensitivity analyses to assist with cost-benefit assessments are
carried out using the SARAH module.
SLIM has been demonstrated to be a method for scaling a task's
likelihood of success as a function of the contextual, influential
PSF's. In order to determine quantitative HEP's for the tasks,
the scale must be calibrated using reference tasks. The quality
of the HEP values is dependent upon the choice of these reference
tools and their HEP's. The face validity of SLIM may be adequate
for the analyst who must rely on expert judgement techniques.
SLIM has been used in a number of PSA studies.

4.5. SOCIO-TECHNICAL APPROACH TO ASSESSING HUMAN RELIABILITY
(STAHR)

A method has recently been developed by Phillips and co-workers
(Phillips, Humphreys, Embrey, and Selby, 1985, a and b) that
arrives at expert judgements using an iteratively derived group
consensus to assess human reliability of nuclear power plant
tasks. Heavily influenced by the SLIM-MAUD approach, the Socio-
Technical Approach to Assessing Human Reliability (STAHR) consists
of a "technical component," an influence diagram, and a "social
component." The technical component involves developing a des-
cription of the "target event" (task) as well as the general
setting and conditions leading up to the event. The modeling
technique of the influence diagram, borrowed from decision theory,
is potentially easier to use than event trees or fault trees.
Modeling only dependencies between events, the influence diagram
organizes them as a system of conditional probabilities. The
following example taken from Phillips et al, may help to il-
lustrate the notion of the influence diagram.

"The top node on Figure [4.5] indicates the target
event. For example, if an alarm in the control room
signals that some malfunction has occurred and the
operator attempts to correct the malfunction by follow-
ing established procedures, one target event might be
that the operator correctly performs a specified step
in the procedure. The influence diagram shows three
major influences on the target event. One is the qua-
lity of the information available to the operator, a
second is the extent to which the organization of the
nuclear power stations contributes to getting the work
done effectively, and the third influence is the impact
of personal and psychological factors pertaining to the
operators themselves. Another way of saying this is
that the effective performance of the target event
depends on the physical environment, the social environ-
ment, and personal factors. Each of these factors is
itself influenced by other factors. The quality of
information is largely a matter of good design of the
control room and of the presence of meaningful proce-
dures. The organization is requisite, that is, it
facilitates getting the required work done effectively,
if the operations department has a primary role at the
power station and if the organization at the power
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ORGANIZATION
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PERSONAL
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3. ROLE OF OPERATIONS

PRIMARY NOT PRIMARY
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PRESENT ABSENT

1. DESIGN

GOOD POOR

2. MEANINGFULNESS OF
PROCEDURES

MEANINGFUL NOT MEANINGFUL

5. STRESS

FUNCTIONAL NOT FUNCTIONAL

6. MORALE/MOTIVATION

GOOD POOR

Figure 4.5: Example of an Influence Diagram,

station allows the effective formation of teams. Per-
sonal factors will contribute to effective performance
of the target event if the level of stress experienced
by operators is helpful, if morale and motivation of
the operators are good, and if the operators are highly
competent."

As in the activities described previously, the remainder of the
method relies on the knowledge and judgement of several subject-
matter experts. The authors do not stipulate the backgrounds
necessary for this group, but in a field test, the following
roles were represented:

1. Group consultant and facilitator
2. Technical moderator
3. Reactor operators trainer
4. Thermo-hydraulic engineer and procedures specialist
5. Probabilistic risk analyst
6. Reliability and systems analyst
7. Human reliability specialist
8. Reactor operator

The group of experts participates in assessing the "weights of
evidence" for various levels of influences on adjacent levels and
on the target event (the mechanics of this process go beyond the
scope of this chapter). The target event is then assessed, condi-
tional on the middle-level influences. The unconditional target
event probability and the unconditional weight of evidence of the
middle influences are then calculated with a computer. These
results are compared with holistic judgements made by the asses-
sors. Any discrepancies are discussed and revised. The process
outlined above is then repeated as necessary until the assessors
have finished refining their judgements.
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The STAKE technique depends on the coalescing of many experts'
diverse opinions into a consensus judgement. Although this pro-
cess at times can be difficult and frustrating, the authors con-
tend that "diversity of viewpoint" is a key criterion in composing
the groups. The STAHR approach is still in the early developmen-
tal stage, so it is not possible to judge its utility fairly.
However, as with any expert judgement method, the inconvenience
of using a large, diverse group of subject-matter experts will
make difficult the consideration of using this technique for many
human reliability analysts.

4.6. OTHER EXPERT JUDGEMENT TECHNIQUES
One approach to quantitative HRA is the use of subject-matter
experts to make judgements on the likelihood of human error in
task performance. Expert judgements can be used to generate HEP
estimates for use in task-synthesis/task-simulation techniques or
to estimate the reliability of a particular task in full context.
Recently, Seaver and Stillwell (1983) have taken two psychologi-
cal-scaling techniques and developed a set of procedures for
implementing them to generate HEP estimates for nuclear power
operation tasks. One method, paired comparisons, has the expert
judge whether a human error is more likely in task "A" or task
"B." This is relatively easy because numerical estimates are not
required of the expert. However, paired-comparison judgements
are required between all pairs of a set of tasks from a number of
experts, and this can be a laborious and time-consuming exercise.
Moreover, to convert the interval scale of error likeliness to a
ratio scale of HEP's, at least two (preferably more) tasks from
the paired comparison exercise must have some known HEP's, which
are used to calibrate the interval scale. Another method, direct
numerical estimation, requires experts to provide HEP estimates
for each task. Although direct numerical estimation is a more
difficult task than paired comparison, the expert does not have
to make nearly as many judgements. Another advantage of direct
numerical estimation is that it can be used to obtain estimates
of uncertainty bounds. Figure 4.6 illustrates a response scale
and task statement developed for data collection using this tech-
nique .
These two expert judgement procedural techniques were recently
evaluated in the field by Comer, Kozinsky et al (1983). Nineteen
boiling water reactor instructors served as subject-matter ex-
perts. The tasks evaluated ranged in scope from choosing a wrong
switch from a set of similar-looking switches that are functional-
ly arranged, to restoring off-site power in the event of a station
blackout. Here, the former is a task element that is generaliz-
able to many tasks, whereas the latter relates to an entire sce-
nario or task and is context-specific.
The results of the evaluation provided encouraging support for
the use of expert judgement. For the task-level estimates, direct
estimates obtained by averaging across judges and paired com-
parisons showed extremely high correlation (r = 0.94) when the
same judges were used in each technique. The task element-level
direct estimates demonstrated a similarly high correlation (r -
0.89). When compared to the appropriate HEP estimates in the
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Estimate the chance that
an operator will read information

from a graph incorrectly

What assumption did you make
that influenced your answer?

This end of the scale is for
incorrect actions with a high

likelihood of occurrence

Portability Chance of occurence

1.0-- 1 Chance in 1

.5 • • 1 Chance in 2

Upper bound.

Estimate •

.2 < • l Chance in 5

.1- - l Chance in 10
05 • l Chance m 20

)S l Chance m 50
01-- l Chance in 100

005 x'• l Chance m 200
l Chance m 333

002'- > l Chance m 500
001 -- l Chance m l,000

.0005 • l Chance m 2,000

.0002- l Chance in 5.000

.0001 - - l Chance in 10,000

.00005 • l Chance m 20,000

.00002 • l Chance m 50,000
.00001 -ĵ  l Chance in 100.000

Lower bound -̂ QOOS . l Chance in 200,000

.000002 • l Chance m 500.000

.000001 - - l Chance in 1,000,000
.0000005 . . l Chance in 2.000.000

.0000002 • l Chance m 5,000,000

.0000001-L- l Chance m 10,000.000

This end of the scale is for incorrect actions
with a low likelihood of occurrence

Figure 4 .6 : Example of a Task Statement and Response Scale for
Direct Numerical Estimation.

Handbook correlation coefficients of 0.68 and 0.40 were achieved
(p < 0.05), respectively, for the direct estimates and paired com-
parisons. Additionally, inter-judge consistency was good and
yielded highly significant coefficients of concordance for both
techniques. The authors could not conclude that the expert judge-
ment techniques had predictive validity because no "true" HEP's
are available for comparison. The two techniques are, however,
easy to implement, with complete processing instructions obviating
the participation of a psychological-scaling expert.

4.7. HCR CORRELATION
While developing SHARP, a need was identified to define a model
or correlation to help PSA analysts quantify the reliability of
control room crew responses to accident sequences. Such a cor-
relation should be realistic, systematic, and repeatable when
applied by different analysts. Additionally, it should be sensi-
tive to the effects of task time, available
crew stress, man-machine interface, etc.
Reliability (HCR) correlation was developed
(Hannaman, Spurgin, & Lukic, 1984).

plant time windows,
The Human Cognitive
to meet this need
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The essence of the HCR correlation is a normalized time-reliabi-
lity whose shape is determined by categories of human cognitive
processing associated with the task being performed. Normaliza-
tion is needed to reduce or eliminate the human-independent part
of this observed response time scale. It was found in preliminary
work that after normalization a large number of different tran-
sient responses could be reduced to a "universal" set of three.
This has the desirable consequence of enabling a wide variety of
final responses to different sequences represented by 1) choice
of the correct HCR curve, 2) estimation of a single normalized
time parameter, and 3) standard corrections to this parameter to
account for performance shaping factors.
The normalized curves of Figure 4.7 represent categories of res-
ponses which it has been proposed may correspond to the three
types of cognitive processing (Skill, Rule, and Knowledge) ini-
tially identified by Rasmussen. The normalized time is the actual
time divided by the median time (Tj ) taken by crews to perform a
given task. The median time can be obtained from simulator mea-
surements, task analyses or expert judgement. Effects on crew
performance of operationally induced stress, control room equip-
ment arrangement, etc., can be accounted for by modification of
the median time to perform the task. The shape of the interim
curves, illustrated in Figure 4.7, were derived from previously
available simulator data and some small-scale tests (IBM-PC based)
developed at NUS (Nuclear Utility Services) Corporation expressly
for the HCR development. These shapes can also be approximated
by a three parameter Weibull function (although other functions
could be used) of the form:

P(t) = exp -
(t/T,) - C

n

ß.i

where,
t

T*

Cr i » Cn

= time taken by the crew to complete actions
following a stimulus,
estimated median time taken by the
complete an action(s) or task(s),

crew to

P(T)

= correlation coefficients associated with the
predominantly i-th type of mental processing,
e.g., skill, rule or knowledge which can be
calibrated with simulator data, and

= the crew non-success probability for a given
system time window, T, where T is the time
allowed by the system for crews to complete
actions before a change in the plant state.

The HCR correlation in principle requires analysts to make
assessments about the dominant type of cognitive processing that
the crews will be required to utilize in the situation being
analyzed. To guide the analysts in this process, a logic tree
has been proposed to help make this assessment. Even if crews
have the same cognitive processing style and if measurement bases
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Figure 4.7: Normalized Crew Non-Response Curves for Skill-,
Rule-, Knowledge-based Cognitive Processing.

for determining a T» can be developed, such measures may not
precisely match the conditions to be analyzed. Hence, several
performance shaping factors not part of the influence on the
cognitive processing type were proposed which appear to be measu-
rable from observations of crews in simulator settings. It has
been proposed that the effect of these factors is to modify the
Tj rather than affect the type of cognitive processing.
The HCR correlation has been well received during the industry-
wide peer review process of the Draft Report NUS-4531. In-
dividuals from the U.S., Europe, and Canada participated in the
peer review process. The HCR correlation has also received the
attention of a number of utilities, primarily U.S. It is seen by
them to be the best available tool for HRA analysis of some impor-
tant human interactions. These time dependent interactions in-
clude detection, diagnosis, decision and response. One U.S.
utility has selected the HCR correlation as one of its basic
tools in undertaking a PSA, because the plant has a number of
manual control requirements. Therefore, it was considered neces-
sary to model more accurately the crew response. HCR allowed
them to do this. Another utility is using the correlation in the
analysis of simulator tests. Those tests are being carried out
to aid human reliability analysts in performing the HRA task in
their Individual Plant Evaluation (IPE) study.
Simulator Data and HCR Correlation
The modern control room training simulators provide potential
resources for making measurements of operator performance to
improve understanding of the basic models and provide support for
human reliability estimates. Previously available, but sparse,
simulator data of crew responses to repeated events (and some
small-scale tests) were utilized to illustrate the initial cali-
bration of the HCR correlation coefficients for different types
of cognitive processing. Motivated to generate real operator
response data, for use in studies like La Salle PSA, Commonwealth
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La Salle Test Aggregate Responses of Operators for
Phases I and II.

Edison has sponsored a series of simulator measurements. These
studies indicated that using models such as the HCR to classify
and organize measurements is a valuable tool for understanding
the control room decision-making and actions taken which affect
plant safety. Furthermore, such measurements were seen to benefit
the training program by helping to identify specific areas for
trainers to address, such as the type of crew decision-making
structure, communications and level of crew maturity in specific
training areas.
Figure 4.8 summarizes the La Salle tests, which have been con-
ducted in two phases, via aggregate response of the operators.
The trend of the response times has moved from knowledge-based to
rule-based. This is attributable to the training program. Phase
I tests were conducted shortly after the operators were introduced
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to the symptom-based procedures. Phase II tests were conducted
eight months later and may reflect cumulative training in these
procedures.

4.8. REFERENCES FOR HRA METHODS
The references for each HRA method are listed below. When ap-
propriate, at the end of each reference the following key (in
parentheses) is used to indicate which other HRA method(s) a
document pertains to.
AS - ASEP (Accident Sequence Evaluation Program HRA Procedure)
CM - Confusion Matrix
DP - ONE (Direct Numerical Estimation) & Paired Comparisons
HC - Human Cognitive Reliability Model
MA - MAPPS (Maintenance Personnel Performance Simulation) Model
OA - OATS (Operator Action Tree System)
PS - PSAL01/IVO (Probabilistic Safety Assessment Loviisa One/Imat-

ran Voima Oy)
SA - SAINT (Systems Analysis of Integrated Networks of Tasks)
SL - SLIM-SARAH (Success Likelihood Index Methodology - Systematic

Approach to the Reliability Assessment of Humans), Also
known now as SLIM, formerly known as SLIM-MAUD, where MAUD
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Chapter 5

DATA FOR HUMAN RELIABILITY ANALYSIS

5.1. RELATIONS BETWEEN DATA AND MODELS
It is important to note that all data collection more or less
depends explicitly on a model which guides both the raw data
collection and the data analysis. Data collected with a specific
model as a basis cannot automatically be used for other purposes.
A model can be seen as an algorithmic formulation of a theory.
Each model will contain simplifications and generalizations. A
simple model has less predictive power than a more complicated
one, but the complicated model can require such a great amount of
data that it becomes impractical to use because of the quantity
of data needed to make it valid.
The collection of human error data together with the calculation
of performance shaping factors relies, for example, on the assump-
tion that human error rates can be predicted using a stochastic
process whose parameters are influenced by the situational charac-
teristics in a predetermined way. A collection of data which
tries to go into the "why's" behind the human errors relies on an
implicit model of the possibility to identify underlying factors
for the errors.
Thus, the problem of collecting data to be used for different
purposes is to be able to define the purposes beforehand. If a
new need (and a new undertaking model) is going to be identified
after the data has been collected, then it is very likely that
the data cannot be used anymore.
Collecting human error data is even more complicated because:

* The situational characteristics must be described in suffi-
cient detail (plant, control room, task, training, etc.);

* It is difficult to get a true account of the error (data col-
lected after the fact, attempts to rationalize the error
and/or assign blame).

The models used for data collection should be directed to specific
needs, taking, however, into account the limitations in the pre-
sent theoretical understanding of human errors. Present under-
standing points towards the possibility of building qualitative
models which could be used to indicate fields for possible im-
provements based on a classification of human errors. At the
moment, there is disagreement among human reliability analysts as
to the appropriate level of detail at which predictions of more
complicated tasks, which include human actions, can be made.

5.2. DATA NEEDS FOR QUALITATIVE MODELLING
5.2.1. Why is qualitative modelling needed?
The modelling of human error for PSA analysis is a complex issue.
One solution has been the decompositional approach whereby the
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human operator is treated as just another component within a com-
plex system (Swain & Guttmann, 1983). Using this approach the
reliability of the human operator is assessed in essentially the
same way as an equipment item. The operator's tasks identified
in the event and fault tree modelling of a given accident scenario
are broken down into task elements, and error probabilities are
assigned to each element. This decompositional approach has been
widely reviewed (Reason & Embrey, 1985; Baron et al, 1982). It
is an immensely practical guide to the human error problem. The
use of any such view of human behavior, however, is "limited to
those plant control scenarios that can be thought about in enough
detail ahead of time so that they can be rendered in tree form."
This is indeed a PSA limitation which does not only apply to
human error models. In this sense, the technique cannot 'create'
situations that may have been unanticipated (Baron et al, 1982).
Such a form of analysis provides a means (given valid and reliable
data) for quantifying observable elements of human performance.
This form of analysis, although it addresses the cognitive aspects
of the human operator, cannot be considered a comprehensive model
of human cognitive precesses, e.g., intention formation, situation
assessment. In addition, the decompositional approach does not
address the formulation of error reduction strategies (Reason &
Embrey, 1985). It should be recognized, however, that this ap-
proach has been the one widely used in the PSA's performed to
date .„
An alternative approach to modelling human performance in human
reliability analysis is to base data collection and error modell-
ing on cognitive theories and taxonomies founded on such theories.
The use of cognitive theories such as those proposed by Norman
(1981) and Reason (1987) enables causal analysis of human perfor-
mance. This is a key factor in improving the ability to predict
probable sequences of thoughts and actions and associated modes
of error under a given set of circumstances; thus, this approach
attempts to establish a causal or explanatory level (why the
error arose). It must be noted that different underlying causes
can give rise to the same manifestations or surface forms of
error. At the level of predicting possible error in a given
accident scenario, it is therefore important to understand the
nature of their origins. At a quantitative level, it does not
make sense to aggregate data with different underlying causes and
then to use these estimates for predictive purposes. Human Error
Probabilities (HEP's) should be given to causally meaningful cate-
gories, which implies the need to collect information on human
errors at both the behavioral (surface) and, crucially, the con-
ceptual (causal) level.
To carry out such information collection means that models of
cognitive processing must be cast in the form of appropriate
taxonomies. Many examples of such classifications exist; how-
ever, no single taxonomy has been accepted widely or used exten-
sively in practice.
In summary, the benefits to be gained from using theoretically-
driven data collection for human reliability include:

* the derivation of accurate information on the causes of
operator errors and near-misses;

* the development of effective error reduction strategies from
this information;
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the provision of inputs to PSA in the form of qualitative
information to improve the modelling of human errors, espe-
cially mistaken intentions;
the setting up of a classification for meaningful aggregation
of data concerning human errors;
the improvement of feedback concerning human performance
problems to plant personnel;
the investigation of the nature of recovery from human er-
rors .

5.2.2. Information Sources
Data for conceptually-driven modelling are available from two
major sources: nuclear plant experience and simulator training.
Nuclear Plant Experience

1. Detailed analysis of selected accidents or near-misses:
Considerable insights into the origins of accident, the
human-system interaction, and the causal nature of NPP
operator errors can be derived from the detailed study
of an accident or near miss where a human operator was
implicated. Three Mile Island and Chernobyl are obvious
examples. Incidents with less serious consequences also
reveal useful insights, e.g., the analysis of the Davis-
Besse incident. Such analyses involve extensive inter-
views with plant personnel to establish their intentions
during the accident sequence as well as their overt
behaviors.

2. Mandatory reporting of events with actual or potentially
serious consequences: Regulatory authorities impose
requirements on nuclear utilities to report on sig-
nificant events. Human performance problems are impli-
cated in many of these reports, i.e., Licensee Event
Reports (LER) and Safety Event Reports (SER).
Such LER's and SER's may be accessed, e.g., through
Nuclear Power Experience and similar publications. Al-
though the level of reporting on human errors is highly
variable, it is possible to begin to derive useful
information concerning the profile of slips and mis-
takes (Rasmussen, 1980; Lucas, 1987).

3. Voluntary reporting schemes: There are some innovative
attempts to collect information on human reliability
problems on a voluntary basis. Schemes such as the
Human Performance Evaluation Scheme, introduced in
certain American utilities by the Institute of Nuclear
Power Operations (INPO) have the potential to improve
significantly qualitative information on human error and
recovery. Other examples of such schemes include the
reports collected by the Incident Reporting System (1RS)
of the International Atomic Energy Agency (IAEA), Vienna
and the Nuclear Energy Agency, Organization for Economic
Cooperation and Development (OECD), Paris; and by the
Abnormal Occurrences Reporting System (AORS) of the
Joint Research Center of the Commission of the European
Communities, Ispra.
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The Use of Simulators
1. Detailed analysis of accident scenaria: Simulators have

enormous potential for use in qualitative and quantita-
tive data collection. One function is the detailed
analysis of accident scenaria involving de-briefing of
the operating crews after the simulator session and
playback and analysis of recordings of the pattern of
events. Examples of the benefits of this detailed
analysis for improved understanding of operator inten-
tions are given in a report from Finland (Sammatti et
al, 1986).

2. Development of data bases through the use of simulator
tests: Electricité de France is currently building a
data base of detailed information concerning-the nature,
expression and consequences of human errors which occur
during specific simulator research runs. The resulting
data base, which is called Confucius, will allow PSA
analysts to retrieve reports of the behavior of oper-
ating crews in specified scenaria. The scheme is not
currently used to provide estimations of the likelihood
of human errors using a conceptual level of analysis,
although this could be developed in the future. Another
data base of human errors, being gathered using a simu-
lator, is currently being assembled by NUS Corporation
in the U.S., supported by the Electric Power Research
Institute (EPRI). This consists primarily of a time-
response data base, although certain other situational
or conceptual information may be included.

3. The use of simulator training to develop data bases:
Simulator training, in particular retraining of licensed
personnel, could be used to develop informative data
bases on human errors. There have been proposals to
implement such schemes (Jackson, 1987), but no data has
yet emerged.

The available sources of data on human errors are not yet
being used to their maximum potential. Problems with col-
lecting information from plant experience are outlined in
the following section. It should be noted that plant ex-
perience and simulator training should ideally be used to-
gether with a common conceptual model of human performance,
in order to cross-validate the important insights each can
provide.

5.2.3. A Commentary on the Nature of Plant-based Reporting
Schemes

The collection and reporting of incidents involving human errors
is not an activity which most people take to naturally. Most
reporters are very bad at recording all the details of an incident
necessary to enable the analyst to identify the root cause of the
error. Two recent reports, Fleming & Mosleh (1985) and Lucas &
Embrey (1986) have commented on the extreme variability in the
level of detail given in published LER's. In the Lucas & Embrey
study, a high proportion (nearly 20%) of human-related events
were unclassifiable because necessary information was missing
from the event report.
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The basic elements of error reporting include the responses to 5
questions: who, what, where, when, and why. Even when informa-
tion covering all these aspects is provided, the underlying root
cause of the error may be impossible to discover. This is shown
in the following example, which is a published report of an inci-
dent at a nuclear power plant.
Example Error Report: Peach Bottom - April 1978

The 'B' and 'D' residual heat removal pumps were mistakenly
blocked for two hours. When the error was discovered, the
pumps were unblocked, tested, and returned to service. An
operator had removed Unit 2 residual heat removal pumps from
service instead of the Unit 3 pumps. Appropriate discipli-
nary action was taken.

It should be noted that, without finding the root cause of an
error, it is very difficult to devise satisfactory error reduc-
tion strategies. This in turn means that management have to use
the unsatisfactory fall-back position of "taking disciplinary
action against the operators concerned."

5.2.4. Improving Data Collection and Analysis
It is unrealistic to expect that the root cause of a human error
may be identified unaided by a reporter or an analyst. There are
two essential needs:

1. To help the reporter collect all relevant information;
2. To help the analyst reliably assign root causes to error

modes ;
To improve the amount and consistency of data collected, a set of
guidelines can be issued to the person responsible for collecting
human error data at plant level. These should list the informa-
tion which must be included in reports where a human performance
problem was involved. As a minimum requirement, these guidelines
could list such issues as:

* The status of the personnel involved (plant or control
room operator, maintenance personnel, contractor, etc.)
and the level of training the person has received;

* The familiarity of the task(s) in which the error oc-
curred;

* Whether the task involved a written or formalized pro-
cedure ;

* Whether the person was carrying out more than one task
at the same time;

* Whether there was any evidence of undue time pressure
or external distractions.

These points by no means constitute an exhaustive list of all the
information necessary in order to analyze an event caused by a
human error; however, they represent the type of detailed infor-
mation which should be collected.
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It is important that such guidance on information to be collected
should be used to support, but not replace, descriptive reports of
incidents. Such descriptions will always capture the essence of
the events in a format which is easier to assimilate than coded
data sheets.
Structured data collection schemes such as the Human Performance
Evaluation System (HPES) used by the INPO attempts to provide
guidance to ensure an improved level of completeness. In the
INPO scheme, for example, a series of standard forms are issued
to trained coordinators at each plant to ensure consistency of
data collected for each incident.
The problem, however, is to determine what constitutes relevant
information for analyzing the causes of operator errors. An
evaluation of the HPES scheme (Embrey et al, 1986) reveals that
the underlying cause(s) of human errors and near-misses are not
adequately assessed. Instead, the schemes concentrate on collect-
ing statistical information concerning what happened, when and to
whom. The data collection process must be driven by a model of
human performance. This allows more directed data collection and
also assists in determining the causes. Various taxonomies of
human errors exist which are based on an understanding of the
cognitive mechanisms underlying human performance. These can be
used for qualitative data collection and analysis, providing that
a suitable compromise is reached concerning the depth of causal
analysis that is appropriate in practice. It is unrealistic to
expect to be able to analyze every reported operator error to the
level of the stage of information processing implicated. A more
realistic objective, however, may be to cast the taxonomy into a
number of levels which may be used flexibly. One example of such
a hierarchical classification is given in Lucas & Embrey (1986).
Other examples may also be available.
One final need that must be addressed is to improve the accep-
tability of plant-based event reporting schemes, especially volun-
tary reporting of human errors. Improving acceptability will
also serve to increase the level and detail of reporting of errors
and near-misses. The suggestions which could be useful in this
respect include:

* Have a plant-based coordinator who is trained for data col-
lection and analysis;

* Provide feedback to plant personnel concerning improvements
which have been implemented to reduce error-prone situations;

* Have a management attitude which supports the scheme and
implements the recommendations produced;

* Have some guarantees of anonymity wherever possible;
* Have immunity from punishment, except in the case of excep-

tional violations of rules.

5.3. DATA NEEDS FOR HRA IN PSA'S
PSA systems analyses results describe accident topologies which
can be used to study the risk impact of a variety of human inter-
action types such as: 1) testing and maintenance actions prior to
an initiating event; 2) actions which might cause initiating
events; 3) actions taken to ameliorate situations which developed;
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4) actions which exacerbate the situation; and 5) recovery ac-
tions (Hannaman & Spurgin, 1984). These types of human interac-
tions can be distinguished in PSA studies by the logic, model and
data used for incorporating them into PSA studies. Even within
each type, however, a wide variation in the assignment of human
reliability parameters can stem from the use of different analysis
approaches, methods and assumptions as well as the difficulty in
interpreting such data as do exist. For example, in analyzing
some types of human interactions, analysts may lump errors of
commission and omission into a single description of failure;
whereas, for other types, the analysts might treat such errors as
separate failure modes.
Furthermore, many assumptions are made; some are explicitly recog-
nized, but others often go unstated. It is these unstated assump-
tions that can have a dominant influence on the insights gained
from a PSA study. Hence, a framework for performing the analysis
is needed to help analysts state assumptions so that future users
of an analysis can understand the rationale, assumptions, and
applications of data which were employed.

5.3.1. Data and Judgement
To identify the various roles for frameworks, models, data and
judgement in performing and clarifying the results of a PSA, a
frame of reference is needed to describe the inter-relationship.
Figure 5.1 was constructed to described observations on how the
HRA portion of a PSA was approached in different studies. It is
based on observations made in reviewing PSA studies and supported
in discussions with numerous PSA specialists. The various path-
ways that an analyst can select (judgement) in quantifying speci-
fic human interactions are shown as lines connecting blocks that
represent an analysis technique (representation, model, data).
Even within a particular study, the pathways are usually different
for each type of human interaction. All the blocks, including
the mathematical model, have been used to varying degrees in
published PSA studies. With regard to correlation models (Han-
naman et al, 1984), several applications have been recently per-
formed (Spurgin et al, 1985). As the correlation models improve,
more specific data collection needs can be defined (Worledge,
1985).

PSA Data Application
In Figure 5.1, the models and data for quantification include
information, methods, and published data values from which an
analyst can assign the probability for a specific human interac-
tion. The prime example of a human reliability data base is
Chapter 20 of the Handbook (Swain & Guttmann, 1983), which in-
cludes human error probabilities for a variety of conditions.
These are applied in Type 1 and Type 3 human activities. Time-
reliability correlations (TRC's) relate the probability of human
error in a given task to the time available to perform the task
(Hall et al, 1982; Swain & Guttmann, 1983). They are being ap-
plied in PSA's to Type 3 and Type 5 human interactions. Some
TRC's are based on expert opinion; others are based on collections
of response times from training simulators.
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Figure 5.1: Pathways Leading to Quantification of Human Inter-
action in PRA Studies.

From Hannaman et al, 1984.

A model or correlation differs from a TRC in that it is a mathe-
matical relationship that enables the user to quantitatively
predict the response of a crew based upon defined input factors
such as stress, rather than judgmentally applying a TRC. The
mathematical relationship defines how the data collected in one
situation might apply in another. Current PSA studies are bene-
fitting from such models to reduce variability in quantifications
and to understand the sensitivity and provide scrutable results.
An example of such a model is known as the HCR (Hannaman & Spur-
gin, 1984) model. It provides a way of generating time dependent
response functions. It can be used with OATS, HRA trees, and the
confusion matrix. This model can help reduce variability in the
analysis by guiding the analysts toward identifying key input and
influence factors which affect the assignment of human reliability
parameters under many conditions. It has yet to be fully valid-
ated by collections of data, but offers promise as a tool for
providing quantifications in PSA studies. Data for such a model
would include the timing of various action types and definitions
of error types in the context of the PSA structure needs.
When data is sparse, expert judgement may be the only method
available to quantify the probability of human success or failure
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for performing a given task. If carried out systematically, using
the best techniques for processing expert judgement and an ap-
propriate group of experts, the results can be reasonably repro-
ducible. The key to using expert opinion is to carefully define
the task to be evaluated and to use a well-tried method, such as
the paired-comparison technique direct numerical estimation (Com-
er et al, 1984), the success likelihood method (Embrey et al,
1984) or the STAHR approach based on influence diagrams (Phillips
et al, 1985).

Data Source Categories
Data can be used to support HRA quantification in a variety of
ways. Data can be used to confirm expert judgement, to develop
human error probability data, or to support HRA model development.
The currently available sources of data can be categorized as: 1)
simulator, 2) actual plant data, 3) interpretive information, and
4) specialized studies (e.g., expert judgement).
There appears to be no entirely satisfactory single source of
human reliability data for use in PSA's. Furthermore, different
data types apply to different types of human action, and the form
of what constitutes a data source is judgmental.

1. Control Room Simulator Data Using Actual Crews:
Of the data sources reviewed, the source that appears to be
the most valuable for PSA model development is the simulator
data. A simulator data collection effort was initiated
(Haas & Bott, 1979) for addressing Type 3 and some Type 5
actions to help understand the role of operators in response
to emergency situations. Response time information was
collected on different crews and converted into curves of
probability of response as a function of time. The simulator
can give quantitative and repeatable information about the
time-related responses of operators, the number of operators
carrying out specific tasks, operators' strategies in dealing
with given accidents, etc. At the current level of develop-
ment for data collections on either simulators or actual
plant experience, considerable judgement must be applied in
interpreting such data (Haas & Bott, 1979). Collections of
simulator data have been reviewed and analyzed to identify
human errors and opportunities to make errors as a method of
"validating" the handbook interpretation data. The model
employed was the number of errors divided by the number of
opportunities (Kozinsky & Pack, 1982). The number of oppor-
tunities had to be estimated.
A limitation to the use of simulator data in PSA studies
stems from uncertainty in applying simulated responses to
assess performance of operators under real accident situa-
tions." The stress introduced by the real event might not be
the same for an event based on the simulator. It appears,
however, that the impacts of selected stresses such as event-
induced, work load and vigilance can be accounted for by
modifying the basic simulator data. Essentially, this is
how these effects are accounted for presently using interpre-
tive information, e.g., see the Handbook of Human Reliability
Analysis (Swain & Guttmann, 1983). The impact of other in-
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fluences like the quality of the man-machine interface can
theoretically be considered for evaluation in a simulation
test program.
So far, programs to evaluate man-machine interface features
like the Safety Parameter Display System (SPDS) have not
been useful in assessing the quantitative impact of such
interface design changes because of continued re-training of
the crew and the cost of evaluating the differences between
responses (Woods et al, 1982).

2. Actual Plant Data:
Plant data can be obtained from LER's and detailed plant
studies. These data can address all five types of human
actions. These data sources, however, are of limited value
for assigning human error probabilities, because of their
lack of reproducibility and unknown number of attempts.
Examining the data, however, can lead to valuable qualita-
tive insights into how the crews respond to actual plant
transients. The information obtained can guide PSA analysts
in determining the expected dominant human behavior in a
given accident. The analyst can also identify the likely
options that operators consider viable during a given acci-
dent sequence. Actual events may be also useful in checking
models (Worledge, 1985) and storing failure mechanisms.
For real plant experiences to be useful, the controlling
factors should ideally be identified to make the data statis-
tically usable. To aid in the Type 3 and Type 5 analysis,
such plant data can be developed from similar plant tran-
sients for a number of plants. For example, similar initiat-
ing events from a number of plants may provide enough infor-
mation to create acceptable statistical performance data as
long as consideration is given to differences in control
room designs and crews. This type of data has not been
systematically collected in a format useful for HRA analysis,
although such an attempt is underway (Nuclear Computerized
Library for Assessing Reactor Reliability or NUCLARR, see
Section 5.4.2). It is very difficult to develop a data base
for crew reliability from a review of events, although PSA
models provide input for such analysis and may provide useful
structures for such collections.
Future areas of data collections might benefit from simple
PSA models of human reliability. The collection efforts
could focus upon model elements such as separating the human
error modes of slips (e.g., physical error of operating the
wrong switch when it was intended to operate the correct
one) from mistakes in decision-making (e.g., the operators'
mental image of the plant differs from the actual so inap-
propriate actions are formulated and selected). Both of
these error modes appear to depend heavily on the layout of
the control room and the instrumentation. The developing
models such as HCR (Hannaman et al, 1984) and the Worledge
model (Worledge, 1985) provide a framework for combining
simulator, small-scale, and actual plant data collections
into a time-dependent operator error success probability
curve.
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3. Interpretive Information:
Numerical information from data banks could be used to check
the output of human reliability models. A model of the
operating crew usually includes time dependency. Therefore,
an understanding of how time is incorporated into the data
banks is required in order to evaluate the model. Unfor-
tunately, most if not all of the data are time independent,
and, thus, human error probabilities provide a limited basis
for checking a time-dependent model. One existing way of
assessing the results is through the use of past PSA evalua-
tions for comparison with the current analysis.

4. Specialized Studies:
Another useful source of information is expert opinion.
Expert opinion must fill the many gaps between the needs of
the model and the level of information in the data base
(Comer et al, 1984). The quality of expert opinion depends
on the relevance of experiences the experts have and their
ability to use that experience to estimate the effect of
various influences on operator performance. The experts'
judgements can be improved by exposure to simulator results.
Expert opinion will play a major role in assessing the impact
of stress, information interface, and timing. Hence, there
must be continued reliance on methods for calibrating expert
opinion such as paired comparison techniques.
Current research is addressing the possible use of simulation
models which can be used to simulate conditions for human
behavior under various conditions; given that the rules in
the simulation models are realistic and robust, the simula-
tion may be able to address two points: 1) qualitative
error description and 2) probability levels on either a
relative or absolute value. The limitation, of course, is
that the crews are modeled within the computer. This ap-
proach may be the key way to address the type of human ac-
tions which are most important in the major accidents (e.g.,
Type 4, those which make the accident worse through failures
in formation intent).
While it appears possible to use simulator data to calibrate
and confirm the correlations of time dependence and the type
of dominant cognitive processing of control room crews,
limitations in the range of situations covered by simulator
data require recourse to expert opinion in the areas of
stress, information interface, and training.

Judgement
The role of judgement in performing PSA studies is very important.
Judgement differs from the use of expert opinion to develop data
in that judgement is required to determine the way each analysis
is performed. Despite the existence of many useful models, vo-
lumes of data, and analysis frameworks, the analysts must be aware
of the weaknesses and limitations in any approach taken. The
analysts' judgements play a key role in selecting the analysis
approach, the model to employ and the data to apply. In the case
of screening to focus on the key issues, a very simple screening
model would seem appropriate as long as it is qualified by HRA
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practitioners. When important issues are identified, a more
detailed model can be applied which helps meet the objectives of
the analysis.
No matter what method is applied, the usefulness of the PSA study
will be enhanced if it is systematic, so that future analysts can
understand the work. Areas where judgements are not clear could
be identified and the impact stated in terms of uncertainty or
sensitivity.
The judgement about which model or data to employ can be streng-
thened by choosing models which have at least a preliminary vali-
dation through some kind of data applications. Since the function
of many models is to provide predictions in a situation where no
direct data exists, it is the judgement of the analysts in apply-
ing the model that makes the analysis useful and realistic. A
model is not a substitute for good judgement, but in fact should
enhance understanding of a situation through sensitivity exer-
cises. In this way, good models can enhance the analyst's judge-
ment so that operators, training, procedures, and designs can be
improved to increase the reliability of human interactions re-
quired in running a plant.

0 • o • £* • Conclusions
All HRA methods depend on judgement in the application of data
because the situation analyzed is often different than the needs
in the PSA study.
The different types of actions by humans that
results require different types of data.

influence the PSA

Type 1 : Before an initiating event: Consult component and
system LER's from real plant data, Swain & Guttmann's
Handbook, and a simulation model such as MAPPS.

Type 2 : Human actions that cause an initiating event are
most often studied when a transient occurs. The studies
use the data from transients which is often applied in
a statistical way with assumptions about the human
action.

Type 3 : For a planned response to initiating events: The
time-dependent response curves are useful in making
estimates (e.g., TRC, HCR, Diagnosis Model, actual or
categorized simulator data).

Type 4 : Actions which exacerbate the conditions: The use
of representations (such as confusion matrix) plus
expert judgement methods (such as paired comparison) are
currently used when such actions are modeled. In fu-
ture, the artificial intelligence process simulations
may be able to act as a qualitative replacement for the
confusion matrix, and if calibrated, may provide useful
input to evaluation of HEP's.

Type 5 : Recoveries: When evaluating cut sets and consider-
ing the recovery of actions which might apply, analysts
conceive of the repair process so that the cut set

102



recoveries can be incorporated into the logic model.
The application of data to this recovery has been per-
formed by the use of fixed curves, data from typical
events or from the construction of curves based on sub-
element models.

What is needed is a reduction of the data information into results
that are easy for the analysts to use with the modeling approach.
In addition, valuable insights can be gained by utilizing the
results of many previous PSA1 s to help in considering the com-
pleteness of important human actions and to use the previous quan-
tifications to make a comparison of results from sensitivity and
uncertainty viewpoints. It is very unlikely that the results of
the previous studies would yield the same results because of
differences in the people, conditions, and accident scenarios.
While there remains an enormous amount of work to be done in the
areas of human reliability, data, models, frameworks, and judge-
ment, current methods being used in PSA studies to quantify human
reliability provide reasonable structures for discussing the role
that humans play in initiating, affecting, and managing the course
of accidents in nuclear power plants.

5.4. SOURCES OF QUANTITATIVE ESTIMATES OF HUMAN PERFORMANCE
5.4.1. Overview
As of December 1987, the paucity of actual data on human perfor-
mance continues to be a major problem for estimating human error
probabilities (HEP's) and performance times in nuclear power plant
(NPP) tasks. The analyst must therefore turn to various other
sources of information to derive such estimates for human relia-
bility analysis (HRA) purposes. For .estimates of HEP's, ex-
trapolation from these sources combined with expert judgement, or
the use of expert judgement only, are the usual sources. The
estimation of performance times poses a more difficult problem
because the task times taken from other than NPP tasks cannot be
used for accurate estimates of performance times for NPP tasks.
The situations tend to be so different as to make extrapolation
very risky. The best approach is to take measurements of actual
or simulated task times. A second-best approach is to combine
the estimates of those who perform the tasks.

5.4.2. The Data Problem for HRA
There is general agreement that the major problem for HRA is the
scarcity of data on human performance that can be used to estimate
HEP's for tasks. For HEP's, one would like to know the number of
errors that occurred for each action and how often these actions
were performed. That is, one needs the error relative frequency
which is the ratio of the number of errors to the number of at-
tempts. The ideal situation for PSA would be one in which error
relative frequencies were collected on large numbers of people
performing NPP tasks so that distributions of these frequencies
could be determined for each action for each individual. Then,
estimates of central tendency and distribution parameters could
be calculated directly.
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The ideal situation is impractical for several reasons. First,
error probabilities for many tasks are very small, especially
tasks in response to abnormal events. Therefore, in any reason-
able time period, not enough errors will occur to permit the
fitting of a meaningful distribution to the observed error rela-
tive frequencies. Second, usually there is some penalty as-
sociated with the commission of an error, which discourages the
identification of individuals who commit the errors. If such
identification were insisted upon, there would be some unknown,
but sizeable, number of errors not reported. Third, the admini-
strative problems and costs of recording and analyzing errors by
person would probably be unacceptable.
The next best solution for obtaining data from NPP's is to pool
errors across individuals and record error relative frequencies
and performance times by task and other descriptors. There (Swain
& Guttmann, 1983) are still a number of sizeable practical pro-
blems, such as assuring the anonymity of people making errors and
obtaining the cooperation of the utilities, but the concept of
this type of data recording seems feasible. If a human perfor-
mance data bank can be successfully established and maintained,
future HRA analysts will be aided materially. The raw data should
include ratios of incorrect to total responses for each human
action recorded, i.e., the number of errors divided by the number
of opportunities for each type of error to occur. Performance
time data should also be recorded, e.g., how long it took a team
of operators to diagnose a particular transient or other abnormal
event. The raw data will be codified into a task taxonomy de-
signed to fit the needs of PSA. Such a data bank is currently
under development by the U.S. Nuclear Regulatory Commission (Gil-
more et al, 1986; Gertman & Gilmore, 1986; Gilmore & Gertman,
1987). It is called the Nuclear Computerized Library for Assess-
ing Reactor Reliability (NUCLARR). It is planned that this data
bank will be accessible sometime in 1988.
Until such time as data from NPP's become available in sufficient
quantity, other sources of information are required from which
one can derive estimates of HEP's and performance times for PSA's.
The next section describes the categories of sources for HEP's
presently available.

5.4.3. Categories of Sources for Derived HEP's
This section presents a discussion of estimated error probabili-
ties, which are extrapolated from a variety of sources. The
nature of these sources determines the qualitative confidence one
can have in these derived HEP's. The following source categories
can be used in deriving HEP's for HRA's:

1. Nuclear power plants;
2. Dynamic simulators of NPP's;
3. Process industries;
4. Job situations in other industries and in military situations

that are psychologically similar to NPP tasks;
5. Experiments and field studies using real-world tasks of

interest, e.g., experimental comparisons of measurement
techniques in an industrial setting, performance records of
industrial workers, etc.;

6. Experiments using artificial tasks, e.g., typical university
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psychology studies, which have limited application to real-
world tasks ; and

7. Expert opinion.
As part of a 1981-1982 peer review of the 1980 draft of the Hand-
book, experts in the fields of human factors, psychology, and PSA
were asked to identify any data they knew of in any of the above
set categories (Miller, 1983). Some useful data on performance
times were provided by investigators from Oak Ridge National
Laboratories (Haas & Bott, 1979; Bott, Hutto et al, 1981; Bott,
Kozinsky et al, 1981; Beare, Crowe et al, 1982; and Beare, Dorris
et al, 1982, 1983). No one, however, identified data on HEP's
directly related to NPP operations. This negative response came
from the 29 experts in human factors and/or PSA (and others) who
were asked to solve some practical problems using the 1980 draft
of the Handbook, as the primary source book (Brune et al, 1983).
In general, these experts noted the subjectivity of estimated
HEP's in the Handbook, but they had no substitutes to offer.
This is not intended as a criticism of these experts; they were
merely reflecting the major problem for HRA: the lack of actu-
arial data from which HEP's can be determined.
General Physics Corporation performed a 1983 survey of existing
data banks for relevance to HRA (Topmiller et al, 1982 and 1983).
Their reports were essentially negative; except for three derived
data banks dating back to the early 1960's, very little HEP data
could be found, and serious limitations were noted even for this
data. The three data banks are the AIR Data Store (Munger et al,
1962), the Aerojet-General Data Bank (Irwin et al, 1964a and b),
and the Bunker-Ramo Data Bank (Meister, 1967). These out-of-
print, but still useful, data banks have been reprinted in Top-
miller et al (1982). The data in these three sources are based
in part on real data collected in experiments and in part on the
collective judgement of the authors. The most widely used data
bank is the set of tables of estimated HEP's in the Handbook,
with its underlayer taxonomy in the "search scheme" in Chapter 20
of that document. A recent addition to the body of data banks
consists of the tables of HEP's in the Accident Sequence Evalua-
tion Program HRA Procedure (Swain, 1987).
Nuclear Power Plants
Hardly any HEP's for NPP tasks have been recorded. In WASH-1400,*
the analysts used some data collected by the United Kingdom Atomic
Energy Authority (Ablitt, 1969). To date there has been no sys-
tematic program to collect HEP data in operating NPP's in the
United States. The only formal record of errors in NPP's consists
of the Licensee Event Reports (LER's), which do not yield probabi-
lity data in the sense of number of errors made per opportunity
for error. In some cases, it may seem possible to derive a pro-
bability from an LER. For example, if an error is made on a task
and it is known that the task is performed, say, once a day every
day, we have the denominator for that task, and it seems possible
to calculate an HEP for that task. The HEP obtained, however,
will be the unrecovered error probability, which will have to be

iU.S. Nuclear Regulatory Commission, 1975; see Section 3.8.
References.
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adjusted for the unknown number of times that an error is made
that does not result in a reportable event, e.g., when recovery
factors compensate for the error. This adjusted number should
constitute the actual numerator of the HEP.
Several analyses of LER data have been done by personnel at Brook-
haven National Laboratory. In one study, LER's from 1976 through
1978 were evaluated for evidence of any human errors in the opera-
tion, maintenance, and testing of motor-operated valves (MOV's),
manual valves, and pumps (Lukas & Hall, 1981). In general, MOV's
and pumps are remotely operated by switches in the control room,
and manual valves are locally operated at the valve site. The
investigators counted the number of errors in the category "Per-
sonnel Error" in the LER summaries prepared by Oak Ridge National
Laboratory. They estimated the appropriate denominators (number
of valve or switch manipulations in the 3-year time period) based
on plant records and on interviews with operating personnel.
Dividing the number of errors by the estimated number of oppor-
tunities, they derived what they called "generic human error
rates." Following is a summary of their derived error rates:

Reactor Safety System
Interfacing Component

MOV's
Manual Valves
Pumps

Reactor Type
PWR
.0003
.0015
.0012

BWR
.0006
.0014
.0006

Pooled
.0004
.0015
.0010

These rates are overall rates; they include those cases in which
there were no recovery factors for an error and also those cases
in which a recovery factor existed but failed to recover the
error, as when an inspector failed to notice that someone had
made an error. We do not know the proportions of the two cases
that entered into the overall rates. The observed error rate for
cases without recovery factors would be higher than the rate for
cases with recovery factors by some unknown amount. In addition,
the investigators noted that the LER data underestimate the num-
erators of the rates because not all errors are reported or even
required to be reported and because licensees often classify a
failure as "component failure" even when human error is involved.
In another Brookhaven study, the same kind of generic human error
rates for instrumentation and control system components were
derived (Lukas et al, 1982). The reported rates range from 6 x
10-5 to 8 x ID-3. The low rate was for reversing the input/output
of the recorder and for offsetting the test meter (resulting in
bad calibrations) for the average power range monitor. The high
rate was for inadvertent jumpering of the entire logic for a
source range monitor. Most of the rates were 2 x 10-3. Again,
these are unrecovered rates with some unknown underestimation of
the numerator.
Recognizing these problems, the Brookhaven investigators checked
the original plant data related to any report of a valve failure
listed in the LER summaries (Speaker et al, 1982). That is, they
did not restrict their investigation to "Personnel Errors" as
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classified by the LER summaries. They found that for every LER
summary of a valve failure classified as involving personnel
error, there were from five to seven additional reportable events
dealing with valve failures that involved human error. This
analysis illustrates a limitation of the LER summary classifica-
tions .
In another study of LER data (Joos et al, 1979), "gross human
error probabilities" were derived by counting the number of each
type of error reported in the LER's submitted by operating U.S.
commercial NPP's over a 25-month period. These numbers were then
divided by the total number of months that the plants had been
operating during the 25-month period to arrive at "the number of
errors per plant month." Although such numbers do indicate the
relative frequency of different types of reported events and thus
provide useful information, they do not yield the type of error
probabilities required for an HRA. We have no way of estimating
appropriate factors by which to adjust the above data to obtain
estimates of HEP's useful for PSA.
In summary, data on human errors currently collected from NPP
operations are not the type necessary for HRA's. What is needed
is the ratio of the number of errors to the number of oppor-
tunities for each type of error of interest in a PSA. Until
valid error relative frequency data can be collected in NPP's,
other sources of data from which to estimate HEP's will be re-
quired. The following sections describe these sources.
Dynamic Simulators of NPP's
Dynamic simulators have been used extensively -- almost ex-
clusively -- for training and re-certifying NPP operators. Until
recently, there have been no extensive programs to gather HEP
data, although the simulators are readily adaptable for this
function. The first program to systematically gather HEP data in
simulators was completed recently by Beare, Dorris et al (1984).
This study involved gathering HEP data from teams of operators
undergoing training or re-qualification in a variety of training
scenarios in two simulators (a BWR and a PWR). Much useful data
was obtained relative to errors of omission and for several types
of errors of commission, as well as on recovery rates and on the
effects of a number of performance-shaping factors.
The study by Beare, Dorris et al (1984) represents the first
attempt to gather empirical HEP data systematically and con-
stitutes a landmark effort for HRA. The report is an example of
objective data-gathering carried out in conjunction with an on-
going training program and also reveals the difficulties of data
analysis, even when the data are gathered under relatively well
controlled conditions.
Although a simulator is not "the real thing," it is expected that
HEP's obtained from advanced trainees and from experienced opera-
tors undergoing re-certification will be very valuable. Swain
(1967) has described a technique for combining real-world data
with simulator data in such a way that real-world data serve as
"anchor points," permitting valid extrapolations of the simulator
data to the real-world situation. The HEP data collected in the
above study will have to be calibrated in some manner to allow
for the differences between the simulator and the real world.
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Other General Physics Corporation simulator studies have provided
some performance time data. In these studies, it was found that
operators tend to underestimate decision and action times by
about a factor of 2 (Haas & Bott, 1979).
A recent study by Sandia National Laboratories of cognitive errors
was conducted in the La Salle nuclear power plant training simula-
tor, as part of the Nuclear Regulatory Commission's Risk Methods
Integration and Evaluation Program (RMIEP). In this study (Weston
et al, 1987; and Whitehead, 1987), licensed reactor operators
were subjected to several different abnormal events. In general,
the studies showed time-reliability curves closely approximating
log-normal distributions. The Whitehead report includes a proce-
dure for generalizing the error probabilities from this study to
other PSA's.
Process Industries
Human tasks in the operation of process industries, such as chemi-
cal plants, refineries, etc., are very similar to those in NPP's.
Some data have been collected in various process industries, many
of which are applicable to NPP operations (Kletz, 1979; Kletz &
Whitaker, 1973; and Edwards & Lees, 1974). Such data can be used
for assessing NPP tasks that are similar in behavior to those
described in the reports.
Industrial and Military Data
Many job situations in the nuclear weapons industry, in the mili-
tary procedures for handling weapons, and in other military tasks
are similar to tasks performed in an NPP. In some of these areas,
reliable error data were available that are directly applicable
to NPP tasks. For example, errors in radar maintenance can be
used in estimating some maintenance errors in NPP's, and errors
in measurement tasks in the nuclear weapons field can be used in
estimating calibration errors in NPP's.
Data on human errors in the production and testing of military
systems and components can be analyzed to derive HEP's of NPP
tasks that are similar in terms of the human actions involved
(Rook, 1962; Rigby & Edelman, 1968a and b; and Rigby & Swain,
1975) .
Beare, Dorris et al (1984) conducted a survey of all relevant
simulation facilities in the U.S., which included the nuclear
power industry, the U.S. Air Force, the Army and the Navy, the
National Aeronautics and Space Administration, the Federal Avia-
tion Administration, and commercial air carriers. None of these
agencies maintained records that could provide HEP's. Simulator
facility personnel reported that their simulators were used almost
exclusively for training purposes and that no records of human
errors were kept. This had been the case with NPP simulators as
well, prior to the studies currently under way.
Field Studies
Field studies and experiments in industrial settings yield some
reliable data directly applicable to NPP's. A problem with most
experimental studies is that the very fact that an experiment is
being conducted tends to influence the performance of the workers.
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Some allowance has to be made for this effect. Data gathered in
field studies are less susceptible to this effect, but these data
are harder to obtain.
Experiments Using Artificial Tasks
Data obtained in university laboratories usually deal with artifi-
cial tasks, but are very precise, because all pertinent variables
can be tightly controlled and there is ample time to gather a
large amount of data. The studies carried out in university
laboratories usually answer specific academic questions, and the
findings may be applicable to real-world situations only after
appropriate modifications are made.
A feature of academic studies is that the limits of acceptable
performance are often very narrow. Also, the situation is often
arranged to be artificially difficult so that the distribution of
responses will be "forced" into some desired form (usually ap-
proaching normal distribution). The reported performance of
subjects under these conditions could lead to a pessimistic eva-
luation of human capabilities in real-world situations; therefore,
the unmodified data are not used. Allowances are made for the
broader tolerances in an industrial situation. As an example, in
the AIR Data Store (reprinted in Topmiller et al, 1982), Payne
and Altman (1962) multiplied HEP's from laboratory experiments by
a factor of .008 to derive HEP's for certain maintenance tasks.
Use of this weighing factor yielded values similar to those ob-
served in field operations.
Many academic experiments are comparative studies to determine
how basic performance is affected by different conditions. In
such studies, we can often use the comparative performance data
directly since we are interested in the ratio of performance
under differing conditions rather than in the absolute levels of
performance.
Use of Expert Opinion
All the data sources listed above yield numbers based on some
kind of documented records of performance. In addition to es-
timates of HEP's based on such "hard" data, estimates can be pre-
pared on the basis of expert judgement. For example, in those
instances in which error terms from a particular task are modif-
ied to apply to some tasks in an NPP, the modification is neces-
sarily based on a judgement of the similarities and differences
between the task and the extent to which these would affect the
error probabilities. The uncertainty of the judgements should be
reflected in the size of the uncertainty bounds assigned to the
estimated HEP's.
Error probability modifications based on judgements may be made
informally or formally. Informal evaluations of estimated HEP's
are usually obtained from just a few experts who are thoroughly
familiar with the tasks and the relevant performance shaping
factors (PSF's). Their opinions are elicited informally and
pooled to arrive at the extrapolated error probability. Formal
evaluations use methods known as psychological scaling techniques,
such as paired comparisons, direct numerical estimation, SLIM,
STAHR, and others based on structured expert judgement. For these
techniques, a larger number of judges is required, and standar-
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dized procedures and evaluation forms are used. Although the
formal judges may not have the thorough task knowledge that the
informal judges have, their pooled evaluations can provide useful
estimates of error probability modifications.
In many instances, because of the paucity of relevant "hard"
data, judgements may be the only source of error probability es-
timates. In such cases, judgements can be based on information
from tasks that most nearly resemble the task in question, and
the magnitude of the uncertainty bounds should be adjusted in
accordance with the judged similarities or differences between
the tasks.

5.4.4. Summary
There is a paucity of plant-specific error relative frequencies
on which to base estimates of time-dependent and time-independent
HEP's. There is a growing base of such data from NPP training
simulators, which will be very useful for HRA's. Nevertheless, it
is still the case that judgement of experts is necessary in per-
forming an HRA. This judgement will be much more reliable if
actuarial data on the tasks of interest are available to aid the
judgement process. Extrapolation from highly relevant data should
nearly always provide better estimates of HEP's and performance
times than judgement based even on superior expertise.

5.5. SIMULATOR EXPERIMENTS FOR PSA HRA USE
5.5.1. What for?
Simulator experiments provide both qualitative and quantitative
data for HRA use in a PSA:

1. Qualitative Data: Lists of important errors for each tested
transient (e.g. Steam Generator Tube Rupture tests will
allow the collection of errors specific to this tran-
sient). These lists are used for checking that all
important potential errors have been incorporated into
the event trees. They are particularly useful for
identifying potential extraneous actions.

2. Quantitative Data:
* Time-reliability curves can be easily plotted using

measured response times (Llory et al, 1987). They are
very useful for the quantification of time-dependent
activities. If the sample is large enough, they can be
used directly. If not, they are used to adapt and help
use generic curves (i.e., Swain's model for diagnosis,
HCR curves).

* Median response times can also be measured. They are
very useful for using the HCR model.

* Probabilities of errors (omission, commission, etc.)
can also be derived from simulator tests (Beare, Dorris
et al, 1984; and Weston et al, 1987). This is very
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time consuming, because one must not only collect the
errors but also determine the number of opportunities
for each type of error. However, these probabilities
are usually not so important in a PSA, because the most
important activities are time dependent and can there-
fore be quantified with time reliability curves.

Of course, when large numbers of experiments have been made, the
data can be used not only for the PSA, but also for developing
new HRA models. This is what Electricité de France and the Elec-
tric Power Research Institute aim at in their extensive program
of simulator tests (Llory et al, 1987; and Hannaman & Worledge,
1987).
Moreover, even if a limited number of tests has been performed,
these tests provide interesting information not only for HRA
analysts, but also for ergonomists and trainers. They help point
out the weak points in the procedures, the control room, and the
training of operators.

5.5.2. Why simulators?
Human performance is very context-dependent. It is therefore much
better to gather data in a context similar to the context in which
the data will be applied. Plant data are of course best; however,
they obviously do not cover all the needs of a PSA (very few data
concerning severe accidents, little information or "second-hand"
information on each reported incident, difficulties in knowing
the number of opportunities, etc.). Simulator tests allow a
very detailed recording and analysis of many runs of transients
specially chosen for PSA needs. The behavior of operators during
a simulated accident, however, is not exactly the same as it
would be during a real one. There are "biases" (Llory et al,
1987). Plant data should be used to calibrate simulator data.
This becomes even more necessary as simulator data are used more
and more in PSA's and model validation. Unfortunately, it seems
that very little work has been done yet in the nuclear industry.
A good way to proceed is to simulate real incidents and compare
the data (mainly response times) obtained with the data provided
by the incident reports (i.e. to compare steam generator tube
ruptures, spurious safety injections, losses of busbars with real
events). This method was used experimentally in the United States
(Beare, Dorris et al, 1983). It is now necessary to use it exten-
sively.

5.5.3. Which simulators?
When possible, it is of course preferable to use full-scale simu-
lators. It seems that smaller simulators, simulating only a part
of the plant, have not been used very often for PSA needs; how-
ever, their use could perhaps be of some interest.

5.5.4. Which methodology?
Very often, data are gathered during simulator training sessions.
This is not the optimal context because:

* The trainer usually interacts with the crew;
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* The HRA specialist is not free to choose the transients which
best match his objectives and to plan the session (inter-
views, etc.)» and

* Operator behavior may be biased by the training context and
constraints (e.g. evaluation, licensing).

It is therefore preferable to organize tests specially devoted to
data collection.
As an example, we shall present the Electricité de France method-
ology. The crews come from the plants specially for these tests.
They go through about three tests only, to avoid biases due to
the experience gained during the tests.
One of the basic principles is to create test conditions as real-
istic as possible, especially to let the operators freely choose
the tools they will use to master the situation. In fact, they
are expected to behave "as if the accident occurred in their own
unit."
Each test proceeds according to a typical scheme consisting of
three main phases:

* A preliminary talk to explain the test procedures to the
crew (goals sought, test conditions, etc.) and to gather
information on the crew characteristics (composition, ex-
perience of the crew members, etc.). In particular, the
operators are assured that their anonymity will be strictly
preserved.

* A test on a "full-scale" training simulator, varying in
duration (between 1 and 3 hours) and during which each oper-
ator plays his usual part. The crew knows it will be faced
with an incident or an accident, but does not know what
kind. Moreover, the observers never intervene in the simula-
tion.

* An interview at the end of the test to note down the crew's
comments, to go through the problems experienced, and 'to
supplement the real-time observations (about 1.5 hours).

Each test is observed by two post-accident operation specialists
and a human factors expert in real-time. Their task is to give a
chronological account of the test, to record the errors made and
the difficulties encountered (close observation), and finally to
classify the dialogues started by the shift supervisor or the
safety engineer, according to their nature and to the interlocutor
(observation from a distance). With the observation method cho-
sen, each operator action is watched step-by-step by the obser-
vers .
Moreover, all the tests are recorded with a fixed video camera,
and four high-frequency microphones (one per crew member). In
addition, the main parameters are recorded on graph paper, and
the listings of the plant computer are kept. Finally, each test
is analyzed by the specialists who observed it. All the useful
information is carefully recorded using standardized forms pre-
pared in advance (this analysis lasts about 4 hours for each
test).
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5.5.5. Conclusions
It now appears that it is very difficult to perform a realistic
HRA in a PSA without simulator data. One should therefore use
them as much as possible. This is why the Electric Power Research
Institute and Electricité de France, for instance, are carrying
out an extensive program of simulator tests. Hundreds of tests
have already been made and are presently being analyzed. These
tests provide qualitative and quantitative data of the utmost
importance for PSA applications. But they also provide informa-
tion which can be directly used by man-machine interface designers
and by trainers. They are a very valuable way to acquire a good
knowledge of what the operators really do, which is very often
different from what designers expect them to do. Simulator data,
however, certainly differ from field data, because of the many
"biases" that can be reduced, but never fully suppressed. It is
therefore very important to carry out studies for calibrating
simulator data with field data. Unfortunately, little work has
already been performed on this topic in the nuclear industry.
This situation should change.
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Appendix 1

CLASSIFICATIONS FOR TREATING HUMAN INTERACTIONS IN PSA

1. PSA-DRIVEN CLASSIFICATIONS
The review of PSA studies indicated that it is necessary to ac-
count for separate types of human interactions, of which there
appeared to be five, some of which may mitigate the accident,
while others may exacerbate it. The five types are listed below:

Type 1 : Before an initiating event, plant personnel can
affect availability and safety either by inadver-
tently disabling equipment during testing or main-
tenance or by restoring failed equipment through
testing and maintenance (thereby improving the
availability of systems).

Type 2 : By committing some error, plant personnel can
initiate an accident.

Type 3 : By following procedures during the course of an
accident, plant personnel can operate stand-by
equipment that will terminate the accident.

Type 4 : Plant personnel, attempting to follow procedures,
can make a mistake that aggravates the situation
or fails to terminate the accident.

Type 5 : By improvising, plant personnel can restore and
operate initially unavailable equipment to ter-
minate an accident.

This categorization was found to be useful for understanding how
human interactions were treated in other PSA studies, beyond the
five types mentioned above. The approach to the treatment of
human interactions can be deduced by asking three basic questions
for each type of human interaction listed above.

1. How were the human interactions incorporated?
2. Which techniques for modeling human interactions were used?
3. What type of data was available?

Another detailed, complex classification system is described
later in this Appendix. The above five interaction types are in
accordance with the types belonging to that detailed classifica-
tion system. For the sake of simplicity, the above five interac-
tion types have been used throughout this report. That is why a
further discussion about the five types of interaction is con-
tinued below.
Type 1 interactions consist of testing and maintenance actions

that improve or degrade system availability. The benefits of
testing and maintenance are modeled by the selection of
repair times and by test intervals in the equipment un-
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availability expressions. The factors which degrade system
availability are modeled as maintenance and testing outages
based on the associated downtime. The unavailability that
results from improper maintenance or testing can be modeled
explicitly using THERP. Type 1 interactions are generally
included in all PSA studies and easily incorporated into the
standard fault trees explicitly or as data inputs. The data
in the Handbook are generally applicable, but such human-
error probabilities may not account for decision-making.

Type 2 interactions are generally implicit in the selection of
initiating events. An example of an initiating event caused
by human actions is a plant trip following a mistake in
testing procedures. They are usually included in the outage-
frequency data base, but are not always identified as speci-
fic causes. External human interactions, such as sabotage,
could be included, but have not been. Techniques similar to
those employed in the "external event" analyses would have
to be developed. A few studies have identified specific
man-caused initiating events through search methods based on
failure modes and effects analyses.

Type 3 interactions involve success and failure in following
procedures or rules known to the operators. The THERP tech-
nique has been used to develop the framework for quantifying
the reliability of following a procedure. More recent devel-
opments, such as OAT's (Hall et al, 1982) and the improved
THERP diagnosis model (Swain & Guttmann, 1983) account for
correctly selecting the appropriate procedure. Type 3 inter-
actions are incorporated explicitly into fault and event
trees by the system analysts. The data come from time-relia-
bility correlations, the Handbook, or expert-opinion techni-
ques, such as paired comparisons or psychological scaling
(Stillwell et al, 1982).

Type 4 interactions consist of actions that aggravate the accident
situation. They are a special set of the errors in Type 3
and 5 interactions and are the most difficult to identify
and model. Only iterations between the human reliability
analysts and the system analysts can identify important
human interactions that aggravate the situation. A method
developed to help identify such actions is the confusion
matrix (Potash et al, 1981); its objective is to help the
analysts identify cases where the operator's mental image of
the plant differs from the actual state and thus the operator
performs the right actions for the wrong event. Another
form of Type 4 action occurs when the operator correctly
diagnoses the event, but chooses a non-optimal strategy for
dealing with it. Only a few PSA studies have attempted to
include this type of interaction, and only to a limited
degree. Once the actions are identified, they can be incor-
porated into an event tree or fault tree. Very little data
is available for predicting these types of human interac-
tions; however, a retrospective analysis of actual events
can usually identify them. Quantification is usually based
on expert opinion.

Type 5 interactions consist of recovery actions, which are gen-
erally included in accident sequences that dominate risk
profiles. These actions may include the recovery of previ-
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ously unavailable equipment or the use of non-standard proce-
dures to ameliorate the accident conditions. They can be
incorporated into the PSA's as recovery factors on the fre-
quency of the accident sequences. The data for quantifica-
tion are presented in the form of curves for the probability
of recovery versus time. In some cases, enough information
has been obtained from plant personnel to construct such
curves (Kolb et al, 1982), but in most cases the curves are
based on expert opinion.

2. HITMAN-INTERACTION-DRIVEN CLASSIFICATIONS
Classifying human interactions and assigning type codes to each
human-related element of the PSA logic structure (e.g. to each
human-related branch of an event tree or of a fault tree) can
help also in categorizing each potential occurrence of human
errors and thus provide a rough framework for further steps of
SHARP by emphasizing different characteristics and different
possible effects of human errors as well as for improvement pos-
sibilities concerning system performance.
Classification of human interactions is generally a multi-dimen-
sional task, and the human error types belonging to separate
classes provide a wide spectrum for possible choices in the case
of specific PSA applications.
A set of classification aspects and interaction types to be used
in the SHARP definition step is as follows:

1. Depending on what the complexity of the human interaction is
(i.e. what complexity of the individual human interaction
models will be required in later SHARP steps), we have dif-
ferent interaction types concerning:

1.1. Number of Humans Determining the Particular Interaction:
1.1.1. Individual interactions
1.1.2. Corporate interactions

1.1.2.1. Agreement-type corporation interactions
1.1.2.2. Instruction-type corporate interactions

1.2. Number and Inter-relation of Separate Steps Belonging to
the Interaction:

1.2.1. Single-step interactions
1.2.2. Multiple-step linear interactions
1.2.3. Multiple-step feedback interactions
1•3 Intellectual and mental requirements of the interaction:
1.3.1. Procedural (instructed by system) interactions
1.3.2. Cognitive (decision-based) interactions
1.4. Goals and objectives of the interaction:
1.4.1. Single-objective (contradiction-free) interactions
1.4.2. Multiple-objective (possibly contradictory) interactions
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2. Depending on what kind of effect the interaction on element
(system component) state has, we have different interaction
types related to:

2.1. Passivity or activity of the interaction:
2.1.1. Diagnostic (simple query) interactions
2.1.2. Controlling (instructional) interactions
2.2. Situation in which the interaction is performed:
2.2.1. Off-operation (mainly maintenance) interactions
2.2.2. Operational (normal operation) interactions ...

2.2.2.1. which can cause an accident
2.2.2.2. which can terminate an accident
2.2.2.3. which can aggravate an accident situation

2.2.3. Special (abnormal operation) interactions
2.3. Timing of interaction:
2.3.1. Continuous time interactions
2.3.2. Discrete time interactions
2.4. Temporal effect of interaction:
2.4.1. Dynamic effect interactions
2.4.2. Retarded effect interactions
2.4.3. Latent effect interactions

3. Depending on to what depth or extent the interaction affects
the system or parts of the system, we have again different
interaction types belonging to:

3.1. Level of effect caused directly by the interaction:
3.1.1. Element (component) level interactions
3.1.2. Sub-system level interactions
3.1.3. System level interactions
3.2. Significance of effect caused by the interaction:
3.2.1. Minor effect interactions
3.2.2. Medium effect interactions
3.2.3. Critical effect interactions
3.3. Reversibility of effect caused by the interaction:
3.3.1. Reversible effect interactions
3.3.2. Potentially irreversible effect interactions
3.3.3. Irreversible effect interactions
3.4. Tolerability of interaction errors:
3.4.1. Tolerable error interactions
3.4.2. Error sensitive interactions
3.4.3. Potentially intolerable error interactions
3.4.4. Intolerable error interactions

The above classification list is neither complete nor the only
possible one; however, it aids well the later steps in SHARP
because different interactions can be easily characterized by:

* different probability of errors
* different recoverability of errors
* different correctability of errors
* different seriousness of errors
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* different possibility of foreseeing the errors (e.g. by
simulation)

* different possibility of system enhancement for avoiding or
lessening risk.

Moreover, the above (or a similar) classification, together with
a more detailed PSA model of later SHARP steps, can lead to a dif-
ferentiation among non-commensurable human errors, i.e. to a
relatively differentiated qualification of human interactions.
Human interactions can be:

1. Adequatet if the interaction is error-free, even in case of
erroneous inputs (signals, instructions, motivations)
to the human operator. This means adequacy with respect
to the global objective, even in case of contradiction
between global and local (personal) objectives.

2. Acceptable, if the interaction is error-free in case of
error-free inputs to the human, but possibly erroneous
if the inputs are erroneous or misleading (provided
that the erroneous interaction is a logical consequence
of the erroneous or misleading signals, statements or
motivations).

3. Tolerable, if the interaction is erroneous (in spite of
error-free inputs to the human operator), but the error
does not lead directly or indirectly to an accident
(the case of the "lucky operator")

4. Intolerable, if the interaction is erroneous and the error
leads to a catastrophe (possibly because of certain
special circumstances).

As one can see, under some special circumstances, appropriate
human interactions lead to accidents, as well:

Error-free interaction
Erroneous interaction

No Accident
Adequacy
Tolerability

Accident
Acceptability
Intolerability

The classification of interactions needs a different handling of
different interaction types in different SHARP steps. As far as
screening is concerned, qualitative methods are always applicable,
but quantification is sometimes also possible (e.g. with 1.1.1.,
with all of the types in 1.2., with 1.3.1., 1.4.1., 2.2.1.,
2.3.2., types belonging to 2.4., etc.). Integration always re-
quires the application of event and/or fault trees, which means
there will be no problem with the multi-dimensional classifica-
tion. Quantification may require an experience base or expert
judgment, although further methods may also be applicable.
On the other hand, multi-dimensional classification can help the
tasks of screening, breakdown, representation, integration (impact
assessment) and quantification as well. Moreover, this clas-
sification can be applied in conjunction with testing the com-
pleted PSA models (e.g. on valid reference situations, accidental
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events, etc.) and with simplifying them (by. leaving out unneces-
sary or minor significance components) as well.
For the sake of simplicity, in the following sections, & simpli-
fied classification has been used, namely the one of classes
2.2.1. to 2.2.3. in the previous detailed list. This means that
we have five human interaction types called simply type 1 to type
5, as described at the beginning of this Appendix. With the
terms used in the above list, the five types are as follows:

Type 1: Maintenance type interactions
Type 2: Interactions possibly leading to accidents
Type 3: Interactions possibly terminating accidents
Type 4: Interactions possibly aggravating accident situa-

tions
Type 5: Special safety interactions for handling system

abnormalities.
This simplified classification can lead to useful results in PSA.
A more detailed classification, however, can provide additional
benefits to PSA analysts in improving the treatment of human
interactions. The benefits are: enhanced completeness, top-down
identification of tasks and a systematic framework for upgrading
preconstructed trees and for identifying assumptions about human
interactions. To achieve these benefits, type codes (or code
combinations) should be associated with each of the interaction
types accounted for, and these codes should be used by labelling
with them each of the branches (boxes) related to human inter-
actions in the preconstructed tree. After such a labelling,
critical paths can be recovered with respect to different specific
aspects (need of cognition, error sensitivity, objective multi-
plicity, etc.), and inputs (boundary values) of human interactions
can be completely associated with each relevant branch (box) of
the tree.
The top-down identification of operator tasks is enhanced by
applying the classification initially at a functional level and
then proceeding if necessary to system and component levels. For
example, if the action of interest is maintenance, then the main-
tenance of the function, the system, and finally the components
could be assessed for both the beneficial and detrimental impacts
on the system availability or component reliability.
The assumptions associated with each type of human interaction
should be carefully stated by using the classification system.
For example, in the case of human interactions that aggravate the
sequence, it can be assumed that human interactions of Type 3 or
Type 5 are likely to be present. Therefore, a dedicated search
should be made in the analysis to identify these actions specifi-
cally.
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Appendix 2

A PSYCHOLOGICAL APPROACH TO HUMAN ERROR PROBABILITY

K.-P. TIMPE

1. METHODICAL BACKGROUND
Research and practice in human reliability draws one's attention
to an important tendency in the relation between psychology and
technique. The interconnections of both became closer, so that
they must be developed into a real partnership relation in order
to increase reliability.
At present from the psychological point of view, we have some
starting points to give support in solving technical problems, of
which two important ones are the following:

1. The Problem of Error-Classification:
Errors are the results of reciprocal actions between working
conditions and performance dispositions. We must state four
principal groups of reasons for errors: deficiencies in
training, inadequate requirements, insufficient levels of
activation, and deficiencies in work-organization. Other
systems are possible. I only regard here the following as
essential: connections of the error systems with the reasons
of errors (Hacker, 1984 and Timpe, 1979).

2. Components of Information Processing and Reliability:
Reliability-oriented psychological investigations are aimed
at gaining error activity probability using specific working
means of the activity. To find out those probabilities, all
errors which could be registered when using different means
at work (e.g. controls or indicators used in experiments or
field studies) have been summarized. Reviews of this kind
involve the probability of a correct performance with a
special device. Such tabled probabilities for failure ac-
tivities serve as a selection criterion for the means.

The aim of work formation consists of combining various means in
such a way that the lowest error probability will be the result.
This selection and combination of specific work place conditions
according to a minimum probability of failure activities requires,
however, knowledge of the activity based on components of informa-
tion processing in the mind of the operator.
Some different component models concerning the information proc-
essing of human beings have been developed. Depending on the
given problem, they can be categorized in different ways. Such
components are, for example:

* information gathering,
* information processing,
* sensory-motor control.
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These have been further differentiated, for instance:
* detection,
* discrimination,
* identification,
t comparison,
* decision,
* different forms of storage, and so on.

Depending on the tasks and the operators' goals during the working
process, it is possible to differentiate these categories even
further and in addition to look at motivation or other processes.
The problem now is to determine the correct components or invari-
ants, from which we can combine the entire activity.
Only by solving this problem is it possible to attach values of
reliability to the information processing components. At the
present level of knowledge about the structure of psychological
processes, such an intention is not practicable.
Pragmatically or practically, only a "bottom-up" analysis is pos-
sible. That means one can deduct cognitive processing from motor
operations and cognitive processes from tasks. But theoreti-
cally, this cannot be proved. Since all activities are also
task-dependent, we continuously have to modify this pragmatic
approach.
A theoretically clear (psychological) way for solving the human
reliability problem will eventually consist of:

* optimizing the information presentation,
* learning the adequate mental (user) model, or
* optimizing training and education (simulation).

In the following section, the problem of attaining high reliabi-
lity in humans is further analyzed.

2. WAYS TO REDUCE HUMAN ERRORS
In my opinion, there are three ways which lead to high reliabi-
lity, naturally seen from the point of engineering psychology.
These are:

* the individual psychological start, e.g. the application of
psychological knowledge about connections between subjective
dispositions and failure-actions.

* the probability start, e.g. the application of knowledge
about means or statistical model-building.

* the qualitative strategic start, e.g. the application of
psychological research concerning the allocation of func-
tions .

These starts should be more closely characterized.
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2.1. The Individual Psychological Start
We start from the fact that human reliability, meaning the proba-
bility of failure-actions, is not a special feature of certain
human beings. Research on accident reasons have proved this. Of
course, I do not doubt that individual dispositions are decisive
for reliability, but only in reciprocal activities under working
conditions. It is essential to assure an optimum mental load,
e.g. to avoid over — or under — requirements, and thus to assure
optimum conditions for human information processing. The applica-
tion of design rules can be given.

2.2. The Probability Theoretical Start
The probability start leads us to find proposals for designing.
Important are many aspects, for instance: error activity probabi-
lity or structural aspects. These ways are well known from lite-
rature .

2.3. Qualitative Strategic Start
The basic thesis for this result comes from the previously stated
psychological knowledge. When unconsciously and coincidentally
projecting unreliability, it should also be possible to produce
human reliability in a technical way by systematic integration of
this psychological knowledge.
The main question here is whether as many human activity com-
ponents as possible should be automated or not. In other words,
how should one allocate the functions of the man-machine com-
puter. The answer is clear from the view of psychology, for it
means that the higher the level of automation, the more unreli-
able the human being is foreseen for exceptional cases. Many
investigations on active operators lead to explanations from
which one can derive the following:

1. Seldom or occasional activities prevent learning the internal
representation of the technological process. This is, how-
ever, decisive for process regulation.

2. The higher the readiness time, meaning the time of inacti-
vity, the lower the level of alertness; and following this,
reliability decreases. On the other hand, at a low level of
automation, there arise comprehensive activities leading to
over-demands, consequently increasing error activity proba-
bilities, too. These facts are, by the way, experimentally
and empirically affirmed.

Let us keep in mind that generally one should demand neither a
high nor a low level of automation. At present, an optimum level
of automation can be given only qualitatively. High reliability
can only be gained if the strategy of automation determines the
desired pattern of human activity (Hacker, 1986).
Already in the design stage of a man-machine system, activities
from simple to problem-solving skills should be determined. In
that way, the essential conditions for occupational activities
are defined: the way of presenting information, of storing inter-
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nal and external information, to produce feedback, or to establish
working organizational conditions. Such a strategy of automa-
tion means a different way of thinking for the system-development
engineers.
The allocation of those functions between man and machine which
refer to the man, must be moved into the center of the projection
aims, meaning of the operators. System development must be or
become activity projection.
Man should not carry out so-called vestige functions, but rather
the desired criteria of the working activity must be the aims of
projections; in other words, the technician must appropriate the
desired criteria of future working activity in his intentions and
conditions. Engineering psychology provides him with these de-
sired criteria. One can, however, say more on this matter than
has been taken into consideration in technical system designs up
until now. By this, the level of reliability in the man-machine
system is decisively projected and constructed. From this back-
ground, the main criteria for evaluation are as follows (Ivanova
et al, 1986):
* responsibility of the operators,
* learning possibilities,
* utilization of qualifications,
* communication,
* possibilities for thinking.

Reliability can also be created for men by men; this means new
solutions for combination. In fact, allocation and organization
of work and cooperation in relation to traditional distinctions
of more "engineering-like" and "producing" activities are neces-
sary to create human work content. By this and the new concep-
tion of automation, the probable "ensemble of actions" has already
been determined. By determinations of this kind, the essential
conditions for human reliability are established.

3. WHAT FOLLOWS FOR SCREENING
The objective of screening is to reduce the number of human inter-
actions to those that potentially might affect plant safety.
Screening provides a vehicle for the analysts to concentrate
their effort on key interactions.
Following the outlined concept briefly described, the screening
techniques must consider the entire activity. Therefore, it is
necessary to have a model about information circulation in human
information processing and to know the steps involved in informa-
tion processing. Such models exist (Klix, 1985 and 1986).
Following the activity concept, methods must be developed in
order to measure the full dimensions of the activity (Ivanova et
al, 1986):

* Requirements of qualifications and learning,
* Cognitive demands,
* Responsibility,
* Cooperation and communication,
* Organizational and technical conditions.
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The value of each dimension can be compared with a "norm-profile."
In such a way, we can find the weak points in the activity which
must be changed in an iterative way.
For example, an illustration is given below (Timpe, 1986):
The starting point for the approach chosen is a systematic set of
engineering and technological activities in the production pro-
cess. From this systematic representation evolves what object
areas are to be covered by technical means of work and what tasks
by human beings. For the design phase, a planning heuristic has
been developed, serving as a starting point for a global descrip-
tion of function allocation. Figure 1 is an illustration of this.
The following analytic steps will derive:

1. Recording all partial activities necessary at the work place
and in the manufacturing section respectively (task analysis,
possible both for activity design and correcting job layout);

2. Assessing all the activity components not covered by automa-
tion (activity assessment);

3. Deriving (depending on the result of the activity assessment)
new forms of task combinations and task assignments according
to the results following from the activity assessment.

Following the outline concept described, an activity analysis was
made with the objective of identifying in detail cognitive re-
quirements as well as forms of cooperation not used. This analy-
sis was prepared both for the individual sub-systems of the pro-
duction process according to Figure 1 and for the overall system.
In addition, load data on individual workers were registered.
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Figure 1: System of activities necessary in the production
process.
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DATA ACQUISITION MEANS OBJECTIVES

1. Analysis of Documents
* Technical and technologi-

cal documents
* Workplace, Master Index

Card
* Job classification, Part

A
2. Standardized Psychological

Procedures
* Job Evaluation system

(TBS-K)
* Load and Exertion — Mon-

otony — Saturation—
Acquisition Sheet (BMS)

* Method concerning the
industrial-psychological
assessment and design of
job contents and job
conditions with a view to
juvenile workers (STB)

3. Proce-Semi-standard! zed_________
dures
Interview with members of
the Preparatory Group
concerning problems in-
volved in preparation for
operation of industrial
robots
Interview
concerning
connection
technology

with workers
problems in
with robot

Registration of requirements
applying to the worker and
evolving from the job task and
execution conditions.

* Analysis, assessment and
design of personality—
conducive conditions of
job activities

* Scaled identification of
experienced exertion
sequences

* Registering the subjective
assessment of the job
activity in the worker's
judgment

Acquisition of data on general
conditions and priority tasks
in connections with robot
applications (attitudes towards
training issues, cooperation,
availability, etc.)

Figure 2: Summary of the study methods employed.

Figure 2 shows the
objectives set.

procedures applied and gives a survey of the

4. SELECTED RESULTS CONCERNING TASK ALLOCATION
The following results refer to studies made in connection with
correcting job layout. The studies made hitherto on designing job
layout, however, substantiate the hypothesis that basically simi-
lar approaches and results are to be expected even as far as
activity design is concerned.
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Orgamroi>onol and technical
conditions

Figure 3: Example of an IR application of an inadequate
design level (———-) and of an improved design
level (————) .

Figure 3 shows which characteristic features for differing ap-
plications have been obtained in the assessment of job activities,
The broken line stands for shortcomings found in job layout.
Summarizing the data obtained from these empirical studies, the
following major trends result with a viçw to the psychological
activity assessment:

* It is potentially possible to increase task variety;
* The scope of action has rarely been used to its full capa-

city;
* More attention should be paid to communication and coopera-

tion.

5. CONCLUSION
All mentioned aspects are taken up with varying intensity in the
technical-technological projection process at present. The dimen-
sions to which the aspired requirements have to be referred is
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generally known. The described requirements on developing lines
of technical work draw one's attention to an important tendency
in the relation between psychology and technique: the psycholo-
gist and the technician consciously work together to adjust the
projected human activity components and technical performance.
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Appendix 3

OPINION PAPER ABOUT THE HCR CONCEPT
AND SWAIN AND GUTTMANN'S HANDBOOK OF HUMAN RELIABILITY ANALYSIS

F. MOSNERON-DUPIN

1. HCR CONCEPT

The HCR model is more a tool for using experimental data than a
complete model. Moreover, it is still not a "finished product."
We therefore prefer talking about the HCR concept. This concept
seems very well adapted to PSA because:

* it is very easy and quick to use, which is important in a PSA
when hundreds of sequences need to be quantified;

* it takes into account a reasonable number of PSF's in a way
which allows quick sensitivity analyses;

* the main parameter is time, which is very useful as most of
the important actions in a PSA are time-dependent;

* it will soon be one of the most extensively tested PSA
models, as the Electric Power Research Institute, in col-
laboration with Electricité de France, is carrying out an
extensive program of simulator tests (involving hundreds of
tests). The first results of this program should be pub-
lished in 1988.

In fact, HCR is mainly a tool for estimating probabilities on the
basis of field or simulator data (mainly response times). This
is a very good concept, as experimental and specific data should
always be used as much as possible (humans are so sensitive to the
surrounding context and so many factors have an impact that spe-
cific data are really of the utmost importance). The most impor-
tant field or simulator data to be used as an input to the model
is the median time for performing the action to be quantified
(Tj). The results are so sensitive to this Tt that the assessment
may be unreliable if Tj is estimated by judgement. It seems
really very important to get it from field or simulator data.
One can also use field or simulator data to choose the curve
adapted to the particular case under study (from among the three
curves provided by HCR).
Because of these features, HCR should be a very good complement
to other models, such as THERP. It seems to be more adapted than
THERP for quantifying time-dependent activities (diagnosis or
actions).
At the present time, however, HCR is not a "finished product."
First, as has already been stated, simulator testing is still
being carried out. Moreover, some problems need to be solved:
a. A procedure for dealing with series of activities to be

performed in a total fixed amount of time (e.g., there are
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30 minutes available for diagnosing and performing an impor-
tant action) must be defined. At the present time, HCR is
mainly used for quantifying a unique activity, with a fixed
time window. For a series of activities, convolution or
Monte-Carlo simulation methods might be introduced.

b. A method to account for recovery factors and model recovery
must be elaborated.

c. A method to break down a task into sub-tasks in order to
apply HCR must be determined (this problem is closely con-
nected to a.).

d. A basis for selecting PSF's to be considered must be es-
tablished. Is the proposed way to account for them really
adequate?

e. The guidelines for choosing which of the three curves should
be applied for a given activity must be improved. The pre-
sent guidelines are only initial concepts. It is still not
certain that the terms "skill-, rule- and knowledge-based"
should apply to the categories considered.

f. A method to ascertain the uncertainty for the probabilities
obtained from the model must be determined.

g. The question whether the Cot coefficient (ratio of minimum
time for completing the activity/T» ) should depend only on
the category of the activity (skill-, rule-, knowledge-
based) must be answered.

h. Tools to account for dependence other than dependence due to
the available time are not yet provided by the model.

Conclusion
Field and simulator data should really be the basis of a good
Human Reliability Analysis. Without such data, HRA should be
left to fortune-tellers. So one really needs tools for incor-
porating these data into the HRA. The use of these tools should
not be too time-consuming (as one has so many sequences to quan-
tify in a PSA). They should account for the main PSF's, and allow
a quick performance of sensitivity analyses. Time should be an
important factor, because most important activities to be analyzed
in a PSA are time-dependent.
I think that one can find all these features in the HCR concept.
Therefore, this concept seems good. However, work still must be
carried out in order to finalize the validation of the model and
to provide precise guidelines for using it.

2. SWAIN AND GUTTMANN'S HANDBOOK OF HUMAN RELIABILITY ANALYSIS
2.1. Model for Diagnosis
The use of this model is not very time-consuming. Our first
simulator results (for the first 20 minutes after an accident)
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show it is good, but perhaps rather optimistic. The main problems
are:

* it does not provide precise guidance concerning which curve
must be chosen for a given diagnosis;

* it does not give a structured way to account for PSF's;
* of course, it can be used only for diagnosis.

Therefore, I think that one should plot the results of one's
simulator experiments, in order to calibrate and help to use this
model.

2.2. Method for Post-diagnosis Actions
The method is based on a very detailed breakdown of each task.
All the items obtained by breaking down the tasks are then quan-
tified using various tables, and the probabilities are combined
according to some kind of event trees.
The method has two main advantages :

1. It induces the analyst to perform a very detailed task ana-
lysis, which can be of much interest for the qualitative
insights it provides.

2. It provides many data, based on the large experience of the
authors. It seems that many of these data cannot be found
elsewhere. Among these are the models for stress and depen-
dence. These models are particularly useful, because stress
and dependence have a considerable impact on core-melt fre-
quencies .

The drawbacks of the method are:
* Such a detailed, analytical process is very time-consuming

and therefore can be performed only for few important ac-
tions in a PSA.

* The models do not explicitly account for time constraints.
* The experimental basis of the data is not sufficiently docu-

mented.
* From our first simulator results concerning probabilities of

detailed omission, it appears that the Handbook omission
probabilities might be rather optimistic.

* Finally, as the method is extremely analytical, the analyst
should be very well trained and have a very good knowledge
of the field. Otherwise, it is only a slight exaggeration
to say that, when quantifying a complex action, he can obtain
any final probability that he expects to find. He first has
to decide how to break down the task. Then, for each item,
he has to choose a basic probability from among three values:
lower-bound, upper-bound, median. Then, he has to modify
this basic value to account for stress, dependence and some-
times recovery. The various probabilities are then combined
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according to the HRA tree to obtain a final probability. At
the end of such a process, two analysts can easily find very
different final probabilities, if they are not very ex-
perienced.

2.3. Conclusion
Swain's Handbook diagnosis model is usable, but should be replaced
or supplemented by experimental data as much as possible. The
method for quantifying post-accident actions must be used only by
very well trained analysts, having & good knowledge of the field.
It should also be used preferably for simple cases. Swain's
models for stress and dependence are very valuable because no
other method really provides data which could replace them.
Finally, it must be noticed that an abridged version (Swain,
1987) of the Handbook has been published, which reduces some of
the drawbacks mentioned in this critique.
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Appendix 4

EXAMPLE OF PROCEDURES FOR OBTAINING INFORMATION FOR HRA:
THE CASE OF ASEP

A.D. SWAIN

The following procedure for collecting information is taken from
Swain (1987) and was the procedure specified for the four proba-
bilistic risk assessments (PRA's) performed in the Accident Se-
quence Evaluation Program (ASEP) (Bertucio et al, 1987a & b;
Drouin et al, 1987; Kolaczkowski et al, 1986). Fortunately, it
turned out that this procedure was also sufficient to obtain more
detailed information needed for the full THERP/Handbook HRA metho-
dology employing Swain & Guttmann (1983). This plant/simulator
visit procedure for HRA purposes is based on 1) the general pro-
cedures found in Bell & Swain (1983) and in Chapter 4 of Swain &
Guttmann (1983, henceforth referred to as the Handbook), 2) the
search scheme in Chapter 20 of the Handbook, and 3) the proce-
dures followed in the ASEP HRA's. A visit to the plant-specific
training simulator should be arranged to round out the visit to
the plant control room, to obtain information about the simulator
training in post-accident events, and to obtain or take photos of
the simulator control room.
The plant/simulator visit should be made by a team consisting of
a minimum of one human factors specialist who is a practitioner
of HRA and one systems analyst. The best HRA is one which com-
bines both of these people's technology and expertise. Each can
learn valuable information from the other. In addition, the
expertise of the plant and simulator personnel to be tapped during
the visit is vital for an HRA. Without full consideration of
this expertise, unduly pessimistic estimafes of human reliability
could result.

1. Prior to the plant visit, study the following material:
a. ASEP HRA Procedure in Swain (1987);
b. Through the middle of page 30 of Bell & Swain (1983);
c. Chapter 4 of the Handbook',
d. The search scheme in Chapter 20 of the Handbook.

2. If possible, in advance of the plant trip, obtain samples of
test and maintenance (T&M) procedures and other relevant
normal operating procedures, emergency operating procedures
(EOP's), restoration procedures, etc. Judge the quality of
these materials by use of the information in Brune &. Wein-
stein (1982 and 1983) and Chapter 15 of the Handbook. This
judgement is one input in determining how to adjust the
estimated HEP's and any estimated response times. (For a
nominal HRA, estimates .of response times are to be made only
as a last resort; take response time measures whenever pos-
sible.) It is especially important to note whether the new
symptom-oriented EOP's are being used. (Note: For the ASEP
HRA's, step 2 had to be done in connection with the plant
visit. Although less than ideal, no major problems arose
from this combination.)
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3. In advance of the plant trip, arrange for talk-throughs of
samples of normal operating procedures, restoration proce-
dures, and post-accident tasks. If at all possible, arrange
to observe a sample of the first two types of tasks as they
are being done. Arrange for photo-taking as an aid to the
analyst's memory. Pictures of valves, labels, circuit break-
ers, etc. are useful, as well as line drawings of control
room panels. Because of security regulations, photographs
of control room panels may have to be taken at the simulator.

4. Once at the plant or at the utility headquarters, study the
administrative manual and all other paperwork related to how
the utility intends that pre-accident and post-accident
tasks will be carried out; the provisions for detecting and
correcting human errors (i.e., recovery factors such as
surveillance and restoration procedures, including the tag-
ging system and job aids used); schedule and type of train-
ing, especially that to be given in the simulator; tests to
evaluate proficiency of personnel skills. This step des-
cribes how the utility intends that tasks should be carried
out and all the administrative controls employed to ensure
that they are carried out as intended.

5. When interviewing utility or plant personnel, describe the
purpose of the visit, emphasizing that the intent is not to
evaluate people, but to identify performance shaping factors
(PSF's) necessary to perform an HRA. The words "human reli-
ability" often connote an intent to evaluate individual
people, especially in view of the "Human Reliability Program"
in U.S. military services. Such a connotation must be dis-
avowed. Greater support from the utility can be obtained by
promising to discuss any observed human factors problems
with utility personnel before reporting these to any out-
siders. It may be possible for the utility to plan correc-
tive action which would permit the assessment of lower HEP's
that would be possible otherwise. Of course, any such as-
sessment must clearly state the underlying assumptions for
corrective action.

6. In general, when studying man-machine interfaces, record any
major exceptions to the standard ergonomics practices pre-
sented in U.S. Dept. of Defense (1984) and U.S. Nuclear
Regulatory Commission (1983) and obtain or take backup photos
if possible. This type of information can be useful in
justifying any relatively high estimates of HEP's for speci-
fic pre-accident or post-accident tasks. This information
is also necessary for the analysts to assess the ap-
plicability of the basic HEP of .03 for pre-accident tasks
for the plant .in particular, as discussed in Chapter 3 of
Swain (1987). The .03 basic HEP is based on an assumption
of at least average quality written instructions and restora-
tion procedures and associated administrative control. If
the quality of any of these is judged to be inferior, the
basic HEP of .03 should be adjusted upwards to .05. Such an
adjustment would then change most of the HEP's in the pre-
accident HRA procedure.

7. If a sample of real tasks can be observed, make the observa-
tions without comment to reduce the possible biasing effect
of the observations. Then proceed with the talk-throughs.
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Ideally, the systems analysts would have already selected
all the critical actions they judge to be important. If,
because of scheduling restrictions, this preparation is not
possible, observe as many different kinds of simulated tasks
as possible, with emphasis on restoration tasks. The talk-
throughs should include the operator's demonstration of
actual travel and hands-on touching of controls to be manipu-
lated, etc. He should demonstrate the use of all the rele-
vant procedures and checklists, especially restoration pro-
cedures and checklists for pre-accident tasks and EOF's for
post-accident tasks.

8. Evaluate all the paperwork, including type and handling of
tags, associated with restoration procedures. One of the
observations or results from the talk-throughs should be how
the paperwork is implemented. What kind of tagging and
untagging procedure is actually used to assure that critical
items such as valves are properly restored to their required
positions? In terms of administrative control, to what
extent are plant policies likely to be followed, and to what
extent are shortcuts likely to be taken? It is in the short-
cuts that human redundancy could be reduced or human in-
itiated common-cause failures introduced (See Chapter 16 in
the Handbook for additional guidance).

9. At the training simulator, obtain the information necessary
to use Table 8-3 ("Guidelines for Adjusting Nominal Diagnosis
HEP's from Table 8-2") in Swain (1987). This information
should be obtained for all the abnormal events that the
systems analyst believes will be included in the PEA. The
information should be obtained through observation of simu-
lator exercises, talk-throughs of others when actual observa-
tion is not possible, and interviews with simulator subjects
and simulator training personnel. If at all possible, ar-
range with the simulator personnel to include unannounced
accident sequences of interest to the PRA in sequences nor-
mally given in simulator training. Re-qualification exer-
cises are more valuable to the HRA than exercises with uncer-
tified reactor operators.

10. Plant-available color pictures of the control room panels
should be obtained and evaluated for their usefulness to the
HRA. In addition to the usual far-view photos, close-up
photos should enable one to read the displays and labels, at
least with a magnifying glass. If the available pictures
are not adequate, take pictures in the actual control room
if possible, or in the simulator, if not possible. Far
views and close-up views can be helpful, but the number of
close-up views can be reduced if line drawings can be ob-
tained.

11. Using a stopwatch, take several time measurements for travel
time to areas that are likely to be important in the systems
analysis, for example, travel time from the control room to
the diesel generator room. Use a fast walk as the basis for
the time measures. Take into account any times required for
passing through security doors. If station black-out or
other disruption of the electricity to the security doors
will be a consideration, include these procedures in the
time measures.
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12. Determine the manning and task assignments for both pre- and
post-accident tasks. For the pre-accident tasks, this will
include the type of person to perform the tasks and the type
of person, if any, to perform immediate checking of the
tasks. In addition, determine what kinds of special signals
in the control room are associated with what kinds of re-
covery of pre-accident errors, and to what extent shiftly or
less frequent checks are done using written checklists. The
manner in which checklists are used is an important input to
correct employment of the ASEP pre-accident HRA procedure.
For the post-accident tasks, determine the minimum manning
for routine control room operations, and the requirements
for others to be present at what times into an accident
sequence. If there have been any plant exercises in which
such times were recorded, evaluate the design of the exercise
to see if these times can be used in the HRA. For example,
if everyone concerned knew that a plant black-out exercise
was scheduled for a certain day, the measured times could be
presumed to materially underestimate real-world times.

13. Using the ASEP HRA Nominal HRA Procedure in Chapters 5 and 8
of Swain (1987), collect the information required for using
the basic conditions and optimum conditions in Table 5-2,
the dependence level characteristics in Table 5-4, and the
post-accident variables in Tables 8-1 and 8-4. To the extent
that this information cannot be obtained or to the extent
that specific tasks to .analyze cannot be identified by the
systems analyst prior to the plant visit, the conservative
default values and assumptions stated in the document should
be employed.

14. Make arrangements for telephoning plant personnel for addi-
tional information subsequent to the plant visit. It is
safe to assume that additional information will be required.
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Appendix 5

LEVEL OF DETAIL IN DATA ACQUISITION SYSTEMS

L. BALINT

Data, i.e. human error data for Probabilistic Safety Analysis
(PSA), are necessary if PSA is to be performed with respect to a
system (e.g. a nuclear power plant) described by a model with a
logic structure (e.g. an event tree or a fault tree) of event
(action, interaction, fault) boxes (branches) and branch nodes.
The system consists of sub-systems, and the sub-systems can be
broken down step-by-step until we arrive at a level where no more
breakdown is possible, i.e. the level of system components.
These successive breakdown steps determine a hierarchy in which
the hierarchical models are as follows:
* on the top level is the entire system itself;
* sub-systems are associated with intermediate levels;
* on the bottom level are the system components, including the

humans (operators in general) associated with events, ac-
tions, interactions, errors as special system components.

In accordance with the hierarchy of the system structure, a hier-
archy of system, sub-system and component models can also be con-
structed in which each model (i.e. the system model on the top
level, the sub-system models on the intermediate levels and the
component levels on the bottom level) can be characterized by
input parameters, output parameters and state parameters. Follow-
ing from the above, the model can characterize events (actions,
interactions, errors') associated with elements of different levels
as well. Inputs and internal states determine at each level the
new internal state and outputs of each model in the hierarchy.
The model is complete if the probability of an output event in
case of given input events is 1. This ideal case would represent
a situation in which each possible input path to the model (i.e.
each possible input event potentially determining or disturbing
the output events) has been taken into account by an exact modell-
ing method (i.e. by a method working always correctly and ac-
curately). The farther we are from this ideal case, the more the
probability of getting the correct output event decreases and the
more the probability of erroneous events (i.e. errors) increases.
We can move up and down in the model by deriving Input/Output
(I/O) relations of higher load models from lower level ones (e.g.
of sub-system models from component model ones) in a bottom-up
direction and similarly, by determining I/O relations of lower
level models in accordance with higher level ones (e.g. of com-
ponent models from sub-system model ones) in a top-down direction.
Bottom-up movement generally means simplification in the models
(by leaving out minor effect events from the set of inputs and by
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allowing simplification in the combined I/O relations), while
top-down movement generally means inclusion of more details con-
cerning the input event sets and I/O relations, as well.
If we think of collecting data for PSA application, we think of
model parameters which are to be collected. In the case of event
or fault tree models, these data (i.e. these model parameters) are
the ones determining the I/O relations of the models. When we
think of PSA, the most important such model parameter is the
probability value of whether an output event will occur under
certain circumstances (i.e. as a consequence of given input
events) or not. In case of human actions or interactions, this
probability can belong to an error-free (adequate, acceptable or
tolerable) action or interaction, as well as to erroneous actions
or interactions (i.e. human error).
There are two crucial problems concerning the construction of
valid and applicable PSA models:

* how to build up the system model, and
* how to collect the necessary data for it.

The two problems are not independent of each other. If we fix the
structure of the system model, then the data requirements are
fixed as well. While having access (even potential access) to a
given set of data, the structure of the system model should be
matched to that set of data. If we fix the structure of the
model, it can turn out that appropriate data are impossible or
difficult to collect (or the quality of the data are not toler-
able). On the other hand, if we start from a given set of data
(being appropriate, relevant and satisfactorily complete for our
modelling task), it can turn out that the system model should be
so detailed (i.e. should contain so much low level model details)
that its complexity would result in intolerable difficulty when
performing PSA. This means that an optimum compromise should be
reached by using iteratively the above mentioned top-down and
bottom-up manipulations, and by taking into account data require-
ments and model complexity as well.
As far as the sources of data on event I/O relations are con-
cerned, the following possibilities are to be taken into account:
a. Experimental data on nuclear power plants,
b. Simulation data on nuclear power plants,
c. Experimental data on analogous industrial systems,
d. Experimental data from field studies,
e. Experimental data on artificial tasks, and
f. Data from expert judgement.

It should be noted that the above list suggests a ranking of data
collection methods as well, as far as nuclear power plant PSA
application is concerned. This means that data from 'a' are pre-
ferred in relation to ones from 'b,' etc. However, the reliabi-
lity of the data from 'a* is generally lower than the reliability
of data from e.g. 'e' because many uncontrollable effects, due to
the circumstances of the experiments, can disturb the required
probability values. On the other hand, valid and widely ap-
plicable probability values gained from experiments on artificial
tasks can only be used with very simple models (generally to the
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lowest level events), and thus their reliability is traded off
against the complexity of the system model. Moreover, if one
wants to (or has to) use data from 'e', the task of breaking down
the model until the lowest level must be performed, which is not
trivial at all. It is relatively easy to break down skill-based
human activities, less easy with rule-based ones, and fairly
difficult in the case of knowledge-based activities.
Starting with the above paragraphs, we can summarize some basic
rules and guidelines of how to obtain human reliability data for
PSA.
1. Data should always be associated with the models (i.e. there

is no use for data which are not PSA model parameters).
2. Data must not be dependent on the consequences of the output

events of the model to which it belongs (i.e. models with
output-dependent parameters are not valid).

3. Data may depend on inputs (input events) and on the internal
state of the system component or sub-system for which the
event I/O relations are under consideration.

4. Data are dependent on how detailed the system model is and
on which hierarchical level the event output probability
belonging to the event inputs is to be determined.

5. Error (success) probability of an output event is decreasing
(increasing) if more complex models are taken into account,
i.e. more input events are involved and more information on
the internal state of the relevant component or sub-system
is taken into account.

6. Data collection should always start with a preconstructed
PSA model for which, at every box (branch), data are to be
generated by the methods denoted by a ... f. If this pro-
cess fails at some box of the PSA model, the box must be
further broken down, and the new boxes investigated again
with respect to their model parameters (i.e. the methods of
a ... f should be used again, if possible). This process
should be terminated only when appropriate data are associ-
ated with each box of the complete PSA model. The more
detail is involved in the complete system (PSA) model, the
easier is the job of determining the required data. For the
simplest human actions, the data can be either found in the
literature or determined by simple experiments on easily
reproducible artificial tasks (or effective expert judging
can be used). Breakdown, however, should not go beyond the
level at which generating the required data is already pos-
sible; further breakdown would increase model complexity
generally without gaining any usefulness.

7. Reliability of the collected data should be controlled as
early and by as many different ways as possible, because PSA
models are generally very sensitive to model parameter vari-
ations. Thus, small errors in experienced or estimated
probability values can cause high errors in the system level
event or error probability results of the PSA.
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ASEP
BWR
CM
ONE
HCR
HEP
HPES
HRA
HTA
IAEA
IIASA

INPO
IPE
IREP
1RS
LER
LOCA
MAPPS
MAUD
MMSA
MOV
NPP
NUCLARR

OAT
PRA
PSA
PSF
PSAL01/IVO

PWR
RMIEP
ROS
RPS

Appendix 6

LIST OF ABBREVIATIONS

Accident Sequence Evaluation Program
Boiling Water Reactor
Confusion Matrix
Direct Numerical Estimation
Human Cognitive Reliability Model
Human Error Probability
Human Performance Evaluation System
Human Reliability Analysis
Hierarchical Task Analysis
International Atomic Energy Agency
International Institute for Applied Systems
Analysis
Institute of Nuclear Power Operations
Individual Plant Evaluation
Interim Reliability Evaluation Program
Incident Reporting System
Licensee Event Report
Loss of Coolant Accident
Maintenance Personnel Performance Simulation Model
Multi-Attributable Utility Description
Man-Machine Systems Analysis
Motor-Operated Valves
Nuclear Power Plant
Nuclear Computerized Library for Assessing Reactor
Reliability
Operator Action Tree
Probabilistic Risk Analysis
Probabilistic Safety Analysis
Performance Shaping Factor
Probabilistic Safety Analysis Loviisa 1/Imatran
Voima Oy
Pressurized Water Reactor
Risk Methods Integration and Evaluation Program
Reactor Operating System
Reactor Protection System
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SAINT
SARAH

SER
SHARP
SLIM
S OR
STAHR

THERP
TRC

Systems Analysis of Integrated Networks of Tasks
Systematic Approach to the Reliability Assessment
of Humans
Safety Event Reports
Systematic Human Action Reliability Procedure
Success Likelihood Index Methodology
Stimulus, Organism, Response Model
Socio-Technical Approach to Assessing Human Relia-
bility
Technique for Human Error Rate Prediction
Time-Reliability Correlations
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