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The application of NQA-1 Quality Assurance Standards to
computer software programs has been recent at the Oak Ridge
National Laboratory. One reason for systematically applying
quality assurance to computer software is the extensive use
of results from computer programs to characterize potential
sites for nuclear waste repositories leading ultimately to
important policy making decisions. Because data from these
programs characterize the likely radioactivity profile for
many hundreds of years, experimental validation is not
feasible. The Sensitivity and Uncertainty Analysis Methods
Development Project (SUAMDP) was developed to formulate and
utilize efficient and comprehensive methods for determining
sensitivities of calculated results with respect to changes
in all input parameters. The computerized methodology was
embodied in the Gradient Enhanced Software System (GRESS).
Due to the fact that GRESS was to be used in the site
characterization for waste storage, stringent NQA-1
requirements were imposed by the sponsor. A working
relationship between the Oak Ridge National Laboratory (ORNL)
Quality Department and the research scientists developing
GRESS was essential in achieving understanding and acceptance
of the quality assurance requirements as applied to the
SUAMDP. The relationship resulted in the SUAMDP becoming
the first software project at ORNL to develop a comprehensive
NQA-1 Quality Assurance Plan; this plan now serves as a model
for software quality assurance at ORNL. This paper describes
the evolution of this plan and its impact on the application
of quality assurance procedures to software.

INTRODUCTION

Software quality assurance has been defined by Robert H.
Dunn, as the "effective management of software quality programs".
(Ref. 1) The attributes of reliability, usability, accuracy, and
robustness with respect to small variations in input data are
those facets which, it is hoped, will be built into the process of
producing all software. These qualities become even more vital
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when complex and time consuming codes are utilized to characterize
candidate sites that are under consideration as long term nuclear
waste repositories; the policy process relies, at least in part,
upon computation of accurate predictive results for a future of
hundreds of years. Any group which uses the results of these
codes must have documented evidence that results from models are
appropriate for their intended use.

The Sensitivity and Uncertainty Analysis Methods Development
Project (SUAMDP) at the Oak Ridge National Laboratory (ORNL) was
sponsored by the Department of Energy (DOE), Salt Repository
Project Office (SRPO) and directed by the Office of Nuclear Waste
Isolation (ONWI). The objective of the SUAMDP was to develop a
computerized method for producing sensitivity versions of selected
performance assessment codes. Sensitivity analysis involves the
development and utilization of efficient methods for computing how
code outputs change with respect to changes in input parameters.
The research involved the development of a Gradient Enhanced
Software System (GRESS) and its application to a series of Fortran
Codes which modeled the generation of the radioactive source,
propagation through the cask and earth, dispersion to the
atmosphere, and transport to a site boundary. Through the use of
the basic rules of calculus, all first partial derivatives were
computed providing a comprehensive screening of the relative
importance of all input parameters. The sensitivities obtained
were verified by varying a subset of the input parameters one at a
time and observing the change in results relative to the predicted
change determined by multiplying the sensitivity by the input
variation. In all cases the verification was achieved to within
1%.

DEVELOPMENT OF THE SUAMDP QUALITY ASSURANCE PLAN

SRPO mandated the application of the 18 elements listed in
the Quality Assurance Program Requirements for Nuclear
Facilities. (Ref. 2). These elements are listed in Table 1. This
was the first time that NQA-1 requireaents had been imposed on a
software development project at ORNL. A Quality Assurance Plan
(QAP) which addressed all 18 elements had to be developed by the
researchers in conjunction with the assigned Quality Assurance
Specialist (QAS). Financial support was requested and later
provided by the sponsor to ensure the level of Quality Assurance
(QA) required. The purpose of the QAP was to ensure the
reliability of the code through total management and
documentation. Unlike hardware, computer programs are more
difficult to assure appropriateness for intended use since (a),
results depend on input data for which there are combinationally
infinite possibilities, (b), different paths and subroutines must
all be tested, and (c), it is not feasible to assure suitability
by visually inspecting the code listing. Many reliable researchers



state that complex computer codes are never fully debugged. Hence
to assure confidence, it was important to establish a set of
standards to which the computer model may be judged. Conformance
to standards had to be judged by competent people, independent of
the project, with similar expertise as the code developer. Hajor
design configuration steps, as well as final development status,
had to be reviewed and documented. This served as a mechanism for
auditing the configuration system internally as well as the
ability to audit the software for compliance to the standards set
forth in the QAP. The tracking of errors and the appropriate
corrective actions had to be addressed as well.

Implementation of the requirements of this QAP involved
creating and maintaining the record and document control system,
surveillance, supervising code storage, writing code development
and transfer procedures and, in general, verifying compliance with
all documented requirements.

The development of the QAP required taking into account the
differing viewpoints of the researcher and the QAS with regard to
what was meant by a quality product. The QAS agreed with the
researcher's evaluation of what would constitute "quality
software". However, application of these concepts, and
appropriate level of detail is often a matter of degree. Software
quality products, from the researcher's point of view, included
four elements: documentation, verification, validation and
usability. Documentation is defined as the written information
about a code model. The code developer records how the code was
developed and this development is peer reviewed. Verification is
demonstrating the ability of the code to do what it purports to
do. Validation is the testing of the code against the observable
phenomena which the computer model characterizes. Observable
phenomena can be experiments or analytic data. Usability ensures
that the code will provide the user with the required information.
A computer model evaluation is defined by the following
parameters:

Identification of those who use a code and the results
those users require of the code,

Review of any previous documentation which applied to
the code and the development of additional code
documentation as required,

Documentation of the code developer's own experience in
us ing the code,

Verification that the computer model ran as intended,

Assessment of the code input data and,



Documentation and evaluation of overall code
performance.

The QAP presented a challenge to Its QAS and researcher
authors: How were they to address the NQA-1 elements, originally
designed for hardware, to software? Standard validation
definition could not be applied to the GRESS code which was tc be
used for waste site characterization for hundreds of years in the
future. Detailed procedures were written against evolving
criteria, as this was a new approach for the sponsor as well as
the project. The QAS and the researcher worked together for
approximately 8 months developing project specific procedures
which included methods for verifying and validating computer
codes, application of computer codes, code change control,
documentation of internally developed computer codes, code
transfer, technical and peer review, computer software control,
review of internally developed technical documents, record and
document control, corrective actions, and audits and surveillance.
For this project, a nonconformance was defined as a potential
event wherein input data to the project would be inaccurate. This
never actually occurred. Highlights of this study are enumerated
in Table 1.

Table 1. Implementation of Elements of NQA-1 to the SUAMDP

NQA-1 Element Examples of Project Specific Implementation

1. Organization Training guidelines and training timeframe
specified and documented for technical and
QA personnel.

Documented QA assessment of the scope,
status, adequacy, and effectiveness of the QA
Program to be reported to the sponsor.

2. Quality Assurance Cross references between the requirements of
Program NQA-1, NUREG 0856, ORNL procedures, and

project specific procedures determined and
documented.

3. Design Control- Independent peer review of a software
integration of verification plan and report. The QAS
design verified that independent peer reviews had
information been completed.
for development
and verification

4. Procurement There was no procurement in this project.
Document Control



NOA-1 Element Examples of Project Specific Implementation

5. Instructions, Project specific procedures developed for
Procedures, and software development, transfer, verification
Drawings and validation of computer codes, application

of codes, computer code change control,
technical and peer review and review of
internally developed technical documents.

6. Document Control All documents bore a unique number.

Controlled documents were the responsibility
of the Project Manager.

The cortrolled documents were the QA Plan,
software development plans, software
verification plans, procedures, special
instructions, and change requests. Routine
instructions given to project personnel were
documented, numbered and controlled.

7. Control of
Purchased Items
and Services

8. Identification
and Control of
Items

9. Control of
Processes

This element was not addressed in the QA Plan
as no special purchases were made for this
project.

The project manager reviewed and subsequently
initiated formal independent peer review of
the calculational process. The project
manager also certified that all comments were
addressed and assured.

A staff member designated as Code Custodian,
assigned a unique version number for each
code placed under his control. The code
custodian transferred and oversaw revision of
each code in accordance with project specific
procedures.

Back-up disks and/or tapes were maintained
for all codes at clearly referenced locations
and were labeled with the unique version
number in accordance with project procedures.

Each analyst kept a documented list of files
in notebooks which are directly traceable to
this project.

There were no special processes in this
project.

10. Inspection A monthly documented surveillance to address



NOA-1 Element Examples of Project Specific Implementation

11. Test Control

12. Control of
Measuring and
Test Equipment

13. Handling,
Storage and
Shipping

14. Inspection,
Test, and
Operating Status

15. Control of
Nonconforming
Items

16. Corrective
Actions

17. Quality
Assurance
Records

project compliance to procedures
was conducted by a surveillance
coordinator, independent of the project
staff.

Test control was not addressed in the QA Plan
as no special tests were conducted.

No measuring and test equipment was used
in this project.

Requests for code transfer were documented
and submitted for approval by the Project
Manager. A designate! Code Custodian
prepared the transfer or rejection letter,
the transfer package, sent the package to
the code recipient, established an
acknowledgement of receipt from file,
notified recipients when future revisions
of the code and appropriate revision
documentation were available.

Inspection, test and operating status
did not apply to this project.

ORNL provided the SRPO Technical Project
Manager or the subcontractor Technical
Manager notification within 48 hours
of the nonconfornance.

In the event of a corrective action, a
written notification of the event
accompanied the proposed corrective
action.

Corrective action reports were to be
sent to SRPO and the subcontractor
along vith any associated
correspondence.

The Project Manager, or his designee,
were responsible for the maintenance
of the QA files. The records were
numbered and indexed to be easily
retrievable and access controlled.

Duplicate records that provided



NQA-1 Element Examples of Project Specific Implementation

evidence of quality were maintained. The
records were far enough away from each
other to prevent damage to both sets in case
of unforeseen circumstances. Records were
turned over yearly to the sponsor.

18. Audits Audits were conducted annually.

Each audit team included an NQA-1 certified
lead auditor and a technical specialist.

Corrective action completion was to be
documented, with letters to the audit team
leader and to the QA Manager at SRPO.

The QAS held documented training sessions for the research
personnel in all areas of the QAP requirements. An ORNL Internal
Audit, as well as a DOE/SRPO Audit resulted in no findings.

CONCLUSIONS

One outgrowth of this intensive effort was that the
procedures developed for the SUAHDP formed the basis for the
Software Control Procedure used on a laboratory-wide scale at
ORNL. The ORNL Software Procedure also made use of a graded
approach to software quality assurance. This allowed for
flexibility in applying software without sacrificing quality or an
inordinate amount of time on the part of the researcher.

Independent peer review, at important stages in the
development of the code, is useful in dealing with problems
arising before completion of the code when it would be more costly
and time consuming. Peer review had usually been performed at the
completion of the code development process.

Well documented and carefully maintained records, rather than
haphazard record maintenance, ensure the ability to replicate the
code development process if that should become necessary.

Software quality assurance procedures should be built on
those quality mechanisms already in place to avoid the extreme
length of time needed to develop this QAP.

Basic researchers and quality assurance personnel share the
common goal to create a reliable quality end product. Sponsors
nust acknowledge, at the inception of the project, the level of
effort and financial support the QA process requires.
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