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ABSTRACT

Recorded process data from the "Minirun"
campaigns conducted at the Barnwell Nuclear
Fuel Plant (BNFP) in Barnwell, South Carolina
during 1980 to 1981 have been utilized to study
the suitability of computer-based Artificial
Intelligence (AI) methods for process monitor-
ing for safeguards purposes. The techniques of
knowledge engineering were used to formulate
the decision-making software which operates on
the process data customarily used for process
operations. The 0PS5 AI language was used to
construct an Expert System for this purpose.
Such systems are able to form reasoned conclu-
sions from incomplete, inaccurate or otherwise
"fuzzy" data, and to explain the reasoning that
led to them. The programs were tested using
minirun data taken during simulated diversions
ranging in size from 1 to 20 L of solution that
had been monitored previously using conven-
tional procedural techniques.

INTRODUCTION

Measurement technologies for process
control of chemical plants have improved
considerably in the last several years, parti-
cularly in the degree to which data from such
instrumentation is accessible by computer. The
potential for applying such data to safeguards
surveillance of nuclear fuel reprocessing
facilities has been widely recognized.
Safeguards applications of such computer-based
data range from Near-Real-Time Accounting,1"5

involving a rigid processing of specific
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information concerning nuclear material
location and movement, to process moni-
toring,6"9 in which a broad spectrum of data
from many plant control functions is examined
microscopically to determine the status of
process operations.

The purpose of a broadly-based process
monitoring system is to aid in identifying
anomalous process conditions and events that
might indicate a diversion. A large quantity
and variety of measurement Information also
serves to maximize the taiaper-indicating
properties of the system. All types of
process data are included in the analysis
process. To make effective use of these data,
they are examined microscopically by moni-
toring the relationships among a limited
number of process variables over a short
period of time.

The use of AI in process monitoring has
been studied as part of the Safeguards Task of
the Consolidated Fuel Reprocessing Program.
The miniruns conducted at the BNFP provided
data by which the methods of process moni-
toring could be tested and evaluated. In this
series of experiments, a portion of the
reprocessing plant was operated using normal
uranium material.10 The data from the process
was utilized during the runs and also recorded
on magnetic tape for use in later analyses.
During the actual tests, material was removed
from the system to test the effectiveness of
the process monitoring surveillance. The
process monitoring system successfully
identified most of these "diversions."

The methodology of process monitoring
consists in integrating the actual process
measurements with a variety of other types of
information concerning the process itself, its
features and characteristics, and the quality
and peculiarities of the measurements. The
effective treatment of such "expert" systems
is being handled increasingly by the methods
of AI.1 ~ 1 2 The process monitoring of the
miniruns was accomplished using the
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"conventional" algorithmic methods of scien-
tific computing. The same data can also be
processed using the techniques of AI.

The present paper discusses the features
of conventional procedural software and AI
expert system software, each written to address
the process monitoring for safeguards purposes.
It further reports on methods and system
features of a process monitoring scheme in
which the AI language OPS5 is utilized to
analyze the same minirun data treated conven-
tionally earlier.

BARNWELL MINIRUNS

The plutonium extraction and purification
system of the Barnwell Nuclear Fuel Plant
consists of solvent extraction columns, surge
tankage, and a concentrator. As seen in
Fig. 1, piping was changed so that product
solution from Che concentrator could be
recycled to the IBP surge tank by means of a
group of seven tanks. This section of the
plant was then operated using cold uranium.
For each minirun, an initial charge of
concentrated uranyl nitrate was placed in the
storage tanks. In steady-state operation,
200- to 300-L batches of concentrated uranyl
nitrate were transferred into the rework tank
about every 12 h and blended with nitric acid,
transferred to the IBP tank, and fed continu-
ously into the columns. The concentrated
solution from the concentrator was batched to
the sample tank every 2 to 3 h and then to one
of the storage tanks to await reblending in the
rework tank.

The tanks in this equipment were provided
with standard radiochemical process instrumen-
tation. Solution density and pressure were
measured by purged, dip-tube differential-
pressure Instruments. Data from these process
sensors were used for the control room panel
displays and were also fed to a digital
computer through analogue-to-digital
converters. Data were accumulated from all of
the tanks at 4-min intervals. These data were
analyzed by the on-line process monitoring
system.

At each data acquisition period, the
on-line analysis converted the raw instrument
signals to engineering units of pressure,
density, volume, and the like, utilizing
previously obtained calibration data. These
data were recorded on magnetic tape and were
used in the present study.

PROCESS MONITORING

The process monitoring methodology
employed during the original on-line tests
depended heavily upon sequential analysis of
the incoming data. It was assumed that past
trends would continue and prediction equations

were evaluated prior to each data acquisition
period to determine a predicted value for each
variable studied. The uncertainty associated
with each prediction was estimated using
standard error propagation methods based upon
largely empirical estimates of measurement
errors. Process events were identified by
associating them with specific patterns of
discrepancies between measurement and pre-
diction. This methodology permits identifi-
cation of normal process events; other events
were interpreted as possible diversions.

THE USE OF AI SYSTEMS WITHIN PROCESS MONITORING

Process monitoring depends initially upon
numeric computations to reduce the raw measure-
ments of the process sensors to the meaningful
parameters of volume, mass, etc., which define
the process status. The remaining operations
interpret the data to determine whether there
has been a material diversion. The human
expert confronted with this problem must first
be knowledgeable about the process equipment
and operation. He must then accommodate a
large amount of data recognizing that much of
this information is incomplete or erroneous.
Still, the information must be analyzed, a
decision must be made concerning its interpre-
tation, and action must be taken in announcing,
or not, that a diversion has occurred. It is
this aspect of process monitoring that falls
within the domain of the class of AI programs
called "expert" systems.

An expert system is a computer program
that contains both specific knowledge concerning
objects (process equipment), and events
(process volumes, flows, etc.), and procedural
knowledge (rules concerning interpretations
and courses of action). The operation of the
expert system is controlled by a component
termed the "inference engine" which oversees
the operation of the program.

THE OPS5 LANGUAGE

The 0PS5 programming language is a member
of the family of languages based on production
systems. The problem-solving methodology of
such systems differs greatly from that of
conventional software which utilizes a proce-
dural process based on an ordered sequence of
instructions. The program executes the
instructions in the order that they are given,
unless specifically commanded to transfer
execution to a different set of sequential
instructions. Production system programs, on
the other hand, consist of an unordered
collection of basic units, called productions,
which define the rules by which execution is
to proceed. The inference engine then
accesses and executes these productions, and
the associated rules, in order to reach a
conclusion.



The format of productions is that of
Situation-Action or If-Then rules: a given set
of conditions implies a specific conclusion.
Moreover, the OPS5 langu££° allows rules of
inference that may be approximate, rather than
exact, leading to possible or probable conclu-
sions. Such rules are intuitively highly
acceptable to the human expert. An experienced
plant operator can enter a plant control room,
scan the process instruments, and infer imme-
diately the probable process situation. His
data is incomplete, but he can bridge the
information gaps by drawing upon his past
experience. In similar fashion, the OPS5
procedures can include rules of thumb, rules
of good guessing, judgmental conclusions, and
the like, which comprise heuristic rules.

The production system language thus
differs markedly from Chat of the procedural
language but allows a flexibility not easily
incorporated into conventional programming.
While procedural languages are ultimately based
on numerics and table-based techniques, expert
systems rely on relationships between data and
various procedures and rules. Such procedures
are not inserted into a rigid chain of instruc-
tions, they can be added, removed, or changed
with ease. To examine a single possibility in
a network of tanks requires multiple Insertions
into the procedural program, but only a single
rule in an expert system.

Expert systems can, therefore, be more
powerful than conventional software in their
problem-solving abilities. The methodologies
which enhance these abilities also render more
difficult the process of verification, i.e.,
showing that the system is working properly as
designed. A conventional program can be proven
to work correctly if provided with complete
input data, if the instructions have been
written correctly, and if the solution is
unique. Because the solution methods of expert
systems are not prescribed in a specific
sequential fashion, they are not so easily
shown to be correct.

Expert systems thus have the potential for
application to process monitoring for safeguards
purposes. This report describes certain
aspects of the restructuring of the minirun
process monitoring system to an expert system
counterpart. Validation of the resultant
product, i.e., showing that the result serves
the intended purpose within the constraints of
the available data, was accomplished by compar-
ison with the original procedural model.

THE OPS5 APPLICATION

The structure of the OPS5 program consists
of a Working Memory, a Production Memory, an
Inference Engine, and a user interface. The
Working Memory and Production Memory portions
are data bases containing, respectively, the

facts and assertions concerning the problem
and the sets of rules that constitute the
program proper. The Inference Engine executes
the rules and draws conclusions which are
transferred to the outside world via the user
interface.

Working Memory

One example of the manner in which facts
concerning the system are entered into the
working memory is shown In Fig. 2. The tank
arrangement and associated piping must be
described to the system.

The piping arrangement of the tanks in
Fig. 1 can be summarized in the fashion of
Fig. 2 which enables the options in moving
solution from the Storage-1 tank to the Rework
Tank to be made clear. The capacity of each
pipe was inferred from the apparent holdup
during transfers through the pipe. Initially,
thr>se pipes are defined to be empty.

Each of the tanks must be named and
initial conditions defined. The movement of
material into and out of a tank is defined by
the piping network, and the source and output
of solution from each tank is uniquely
described.

Production Memory

The rules for problem solving are loaded
into the production memory. The significance
of transfers depends upon the fuzz value for
each of the tanks. The fuzz value for these
tanks was derived from the performance goal of
being able to detect a diversion of 5 kg/h.
For example, the greatest heavy metal density
in any of the tanks was about 325 g/1. Thus,
we have to notice a diversion of 5000 g/325 g
« 15 L/h in this tank. Since the measurements
are taken at 4-min intervals, this corresponds
to 1 L per measurement. This fuzz factor was
assigned to all of the tanks.

The Computation Cycle

Figure 3 is a flow diagram showing the
sequence of operations during the computation.
The Start operation loads working memory with
the initial data.

The operation Restart commences the
computation for each data acquisition period.
In this case the data from the miniruns were
accessed from magnetic tape rather than from
an on-line acquisition system. Under normal
conditions, this block would include a number
of computations necessary to convert the raw
instrument data to engineering units and to
utilize calibration tables or formulas to
convert from liquid level to liquid volume.
In this case, the values from the magnetic
tape included these derived quantities.



Process-Measurements Section - Sensor
Validation

The necessity to verify the correctness of
the process measurements required the largest
number of productions. Some 31 productions
were required in order to distinguish between
instrument anomalies and realistic process
signals. Purge-type, dip-tube, differential-
pressure instruments are susceptible to two
common failures: (1) exposure of density
probes, in which the liquid level drops below
the density probe resulting in erroneous
density signals; and (2) probe blow-out, in
which a probe becomes partially clogged with
uranium salts during normal operation, and a
drastic increase in air flow through the probe
is applied to remove the blockage.

Thirteen of these productions handle
drifts in the density readings. The drifts are
noted by looking for density and volume
changing in opposite directions. When density
goes up and volume goes down, it is certainly
an error (since transfers out of a tank cannot
change the density.) When density goes down
and volume goes up (in other than the Rework
Tank), it may be an error. Generally it is
assumed that the density value is in error. If
there is reason to believe that there has been
a change, subsidiary productions are called
into play to esLimate density and volume.

Process-Tanks Section

Nine productions examine the process data
and determine which tanks have changed state.
The status of each tank is then flagged as
"unchanged," "gained volume," "lost volume,"
or "?" (some erroneous reading).

Process-System Section

This section figures out what the system
as a whole is doing. Tanks having erroneous
readings are examined and probable values of
density and volume assigned. Apparent losses
from a tank which is not in transfer status
are published. Similarly, normal transfers
from one tank to another are identified and
the account taken of the amounts transferred.
When the transfer has been completed, account
is taken of apparent losses and any discrepancy
noted.

Clean-Up Section

The input measurements are deleted from
working memory and the status of the tanks is
set to "Nil" in preparation for the next data
acquisition cycle.

RESULTS

The output messages produced by the
program indicated the apparent state of the
process based on prior data and the values of
the most recent cycle of data acquisition.
The programmatic decisions represent inter-
pretations based on the situation at the
moment: "snap judgments" that might be made by
an observer upon his first view of the
instruments. The only long-term "memory"
related solely to material transfers between
tanks under normal process conditions. This
was provided by keeping track of the apparent
volume of material in the pipes connecting
the tanks.

The program properly identified all of
the batch transfers which took place. The
conventional program using the same data was
less successful primarily because the uncer-
tainties attached to the instrument data were
based on the measured data fluctuations in
each of the tanks. Although the instruments
for all tanks were of comparable accuracy, the
catch tank was particularly noisy. Therefore,
the conventional program missed small transfers
from that tank, while the AI program, whose
fuzz factor depended on the detection goal,
correctly identified the transfers, but also
erroneously declared a large number of small
transfers.

Catch tank transfers to the sampling tank
were particularly troublesome also because the
polling cycle over which the instruments of
the several tanks were recorded was such that
the sample tank instruments were frequently
read a full data cycle earlier than those of
the catch tank. The result wat that during a
transfer the sample tank was apparently full
and stabilized while the level in the catch
tank was still dropping. The device of
keeping track of the apparent fluid content of
the interconnecting pipe enabled these
transfers to be correctly assessed. Although
the sample tank apparently "pulled a vacuum"
on the pipe, a correct transfer resulted in an
empty pipe.

The performance in batch transfer iden-
tification could possibly be improved simply
by adding information concerning valve posi-
tions and pump status. Such binary signals
could be incorporated into the logic and used
to confirm or deny the occurrence of a
transfer.

An operational problem frequently encoun-
tered during the miniruns was plugging of the
pressure probes used to measure levels,
densities, and the like. The dry air used in
these probes caused uranium salts to precipi-
tate and build up at the probe opening. This
salt buildup is blown free by applying a short
burst of high-pressure air to the probe. One



or two such blowouts occurred each 8-h shlfc.
They were correctly identified by the large air
pressure changes amounting to one or two orders
of magnitude greater than normal values.

Thirteen simulated diversions were made
from the catch tank, the rework tank and
storage tanks PST2 and PST1. The catch and
rework tank diversions consisted in removing
amounts of 1, 2, 5, 10, and 20 L from the
tanks. The 1-L diversion from the catch tank
was not detected. The program also failed to
identify a 5-L diversion from storage tank PST2
which occurred during an 87-L transfer out of
the tank, apparently because of the imprecision
of the level measurements.

One diversion consisted in opening the
pipe connection between the storage tanks 1 and
3 so as to allow both tanks to come to an
equilibrium level. Since the material in tank
3 was greater than that in tank 1, the flow was
in the direction opposite to that of normal
process operations and this possibility was not
incorporated into the logic as a valid process
flow. The gain of material in tank 2 was
appropriately flagged as an unexpected gain of
material. The loss in material in tank 3 was
mistakenly assumed to be part of an incomplete
transfer and was later mistakenly flagged as a
material loss in the next transfer.

False alarms are defined somewhat differ-
ently from that of the procedural study of this
minirun reported in Ref. 10. A false alarm is
here defined as the occurrence of a message
indicating that material has apparently been
lost from a tank without the appearance of an
overriding diagnostic message. That is, if the
message reporting a probable loss is accom-
panied by a message indicating a batch transfer,
probe blowout, or density anomaly, it does not
qualify as a false alarm.

Table 1 summarizes the false alarms
witnessed during this minirun by both the
conventional and AI studies. These incidents
have been partitioned into two categories,
depending on the size of the apparent
diversion.

In general, the false alarms indicating
small diversions could be reduced by modest
changes in the uncertainty or fuzz factors.
False alarms could be further reduced by
putting more expert knowledge into the system.
This is particularly true for the AI alarms for
the PRT and IBP tanks. These tanks usually
contain relatively low density feed for the
columns so that the fuzz factor should be
increased by a factor of about 5 if the goal
detection criterion is used. Indeed, the
instrument uncertainties are also about 5 times
greater than for the catch tank which contains
the most concentrated material and which was
used to define the fuzz factor for all the

tanks. In the table, the large number of
false alarms for the PRT and IBP tanks
represent quite small quantities. The
assigned volume uncertainty in the
conventional analysis was about 5 L; if false
alarms less than 5 L are excluded from the AI
list, the values in parentheses would result.
These are presumably more comparable to the
conventional analysis but, of course, a larger
fuzz factor would also imply that the
diversion detection would be reduced as well
and the 1 and 2 L diversions would also be
missed.

Table 1. Monitor False Alarms

1

Tank

dumber of false

Small

PCT
PSAM
PST1
PST2
PST3
PRT
IBP

1
7
4
0
0
3
0

Conventional

alarms

AI

Large Small Large

2
1
0
0
1
1
0

5
1
2
0
0

16(5)
20(3)

3
1
2
1
1
1
0

The cutoff between small and large is:
PCT, 5L; PSAM,PST1,PST2, and PST3, 2 L;
and PRT, 50 L.

The false alarm rates for the PCT and
PSAM tanks taken together are seen to be
comparable in total number. It is interesting
that the AI analysis shows the larger number
of false alarms from the PCT tank rather than
the PSAM tank. This may result from the
different analytic procedures of the two
studies.

CONCLUSIONS

The AI program successfully interpreted
the process data and made reasoned judgments
to distinguish between instrument anomalies
and realistic process signals and to identify
material diversions. The AI approach was
comparable to conventional procedural method-
ologies in the interpretation of the data and
the sensitivity of diversion detection since
both depend on the measurement uncertainties
and operating anomalies. In both approaches
to process monitoring, additional Information
such as might bp. obtained from binary signals
from pumps and valves would probably improve
the logic. Although both programs successfully
monitored the process, the AI program was
characterized by superior clarity of the
program elements and the ease with which the
program could be altered and debugged.
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FIGURE CAPTIONS

Fig. 1. Process equipment used in the BNFP
miniruns.
Fig. 2. Resolution of the tank/piping network
of Fig. 1 for computational use and the
corresponding OPS5 description.
Fig. 3. Flow diagram of the sequence of
operations during computation.
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CATCH

SAMPLE

STORAGE-1

STORAGE-2

(•ake lank "name colon-tank
"volute 0
"density 0
"status virgin
"fed-by neti
"feeds net3
"fuzz 1.0)

(•ake tank "nans saaple-tank
"voluae 0
"density 0
"status virgin
"fed-by net2
"feeds net3
"fuzz 1.0)

STORAGE-3

REWORK

(•ake pipe

(•ake pipe

(•ake pipe

"naae neti
"capacity 5.0
"holds 0.0)

~na«e net2
"capacity 5.0
"holds 0.0)

"naae net4
"capacity 15.0
"holds 0.0)
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This report was prepared as an account of work sponsored by an agency of the
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assumes any legal liability or responsibility for the accuracy, completeness, or use-
fulness of any information, apparatus, product, or process disclosed, or represents
that its use would not infringe privately owned rights. Reference herein to any spe-
cific commercial product, process, or service by trade name, trademark, manufac-
turer, or otherwise does not necessarily constitute or imply its endorsement, recom-
mendation, or favoring by the United States Government or any agency thereof.
The views and opinions of authors expressed herein do not necessarily state or
reflect those of the United States Government or any agency thereof.


