
.'r-2i*w--?.' 
DISCLAIMER 

This report was prepared as an account of work sponsored by an agency of ihc United Stales 
(iovcrnmr: t. Neither the United States Government nor any agency thereof, not an> of their 
employees, makes any warranty, express or implied, or assumes an) legal liahility or responsi
bility for the accuracy, completeness, or usefulness of any information, apparatus, product, or 
process disclosed, or represents thai its use would not infringe privately owned rights Rclcr-
ence herein to any specific commercial product, process, ot service by trade name, trademark, 
manufacturer, or otherwise does not necessarily constitute or imply its endorsement, recom
mendation, or favoring by the United States Government or any agency Ihcrcof 1 he views 
and opinions of authors expressed herein do not necessarily stale or relied those of the 
United Stales Government or any agency thereof 

LTRL- 96905 
PREPRINT 

THE DEVELOPMENT & SIGNIFICANCE OF THE DOE 
SAFEGUARDS S, SECURITY STANDARDS AND CRITERIA 

.John Tonan hA, 1 V Wo/ 

Institute of Nuclear Materials Management 
Newport Beach, California 

July 12-15, 1987 

This is a preprint of a paper intended for publication in a journal or proceedings Since 
changes may be made before publication, this preprint is made available with the 
understanding that it will not be cited or reproduced without the permission ot the 
author. 

>h 



m s t ( WMI H 

1 fm iloiuim-W »i;c pnp;r»<i( ,(v :J*I ;kT<m(i( of v>nti opmiMirt-il In ;i» .rflc/lt i "f 
(hi- I iiilt-ft SrjU". (.iivvr»«)vnf. Vi f l r r r tin- I itiliif N;ifi^ fMIHTUHK-H! nor fhc 
( i i iurs i t i df f attfortiiii i)i>r :i/n nf thiir tHi(iJo>cv.. liiiikrs :irn w:irr;ini>. r \ -
prcss nr injpMrt/. or awum** :il» H'tiul (<:tft<fi(> tit n-poiisibifili fur (In- ;n-
fUfar*. I'limpMcru-v.. or UM-fulm-H*. iif ;(fn /nfiiniuition, :ip/>iir;ilu-s. prorftu-i, or 
pr<Kf.s ()i\rl<isi'(l, ur ft-pri-M-tit- ffial it* UM1 »»uld wit iiiffinuc priwitrti mwivd 
riyfic. Kcfiriiicf hi-nin r<i a m *jn* ifiv amimvrdji pnutuvts. p rou-s i . or M-r* ice 
In /r;idt* H;triu\ tr;uUni.tck, niimufavltm'r. or o / i i rnusv. d<H's rtr»r rii-iv.%yrih 
I'liiiNfirult.- f*r irliph if\ t w W s i ripim, fvvoiiimvndjirJo/j, or f;mirint; In (Ire f riiffd 
"••Uiri-s lMJU'rrmii'»i or fh<- I (iniYs/l* uf ( .(Iifnrnia, )>»' »R-»N ;iml opinions of 
iiiillmrs t-vfirrost'il lufr in (Jo nul m v i v a r i f s stall- or rrfiVr; llio-i- of (hr f nift-rt 
s i ; i i r* l .o ' iniiurrM tlnreof. ant} \\tuU m»t hv iisvif for ;ii)u'r|i*i|)i: nr prortiur en-
idiiM'im-Ftr (iiirpHM'-. 

file:////tuU


THE DEVELOPMENT iHD 3IGHIFIC1HCE OF THE DOE SAFEGUARDS IHD SECDHITT STIHDIRDS AHD CRITERIA 

John To—n 

Lawrence Livermore Hatlonal Laboratory 

Livermore, California 

UCRL—96905 

DE87 013473 

Abstract 

In October 1985, tha DOE Assistant Secretary 
for Defense Programs created a task force to 
develop l.iapectlon standards and criteria for 
Safeguards and Security. These standards and 
criteria (S/C) would provide tba DOE Inspection 
and Evaluation (I&E) teaas with the guidance 
needed to assess the security posture of DOE's 
nuclear and other important facilities. The 
Lawrence Liver-more Hatlonal Laboratory was 
designated the lead management organization for 
the structuring, administration, and execution 
of tha overall task force effort and appointed 
the Executive Secretary. The Office of Security 
Evaluations (OSE) became the responsible DOE 
organization, and Its Director assumed the role 
of Chairman of the Task Force Executive 
Committee. At Its peak, the Task Force 
consisted of approximately 200 people who were 
considered to be experts In eight major topical 
areas. The composition of tha experts was 
almost evenly divided between DOE and contractor 
employees. The collective wisdom of these 
experts was used In a consensus process to 
develop the S/C that are now published in draft 
form. These S/C have been used in more than ten 
Inspections since Hay 1986 with much success. 
This paper discusses the process used to achieve 
the desired end result and the significance of 
the Task Force's accomplishments. 

Introduction 

Under the auspice* of the DOE assistant 
Secretary for Defense Program* (ASDP), a task 
force was created in October, 1985 to develop 
Inspection standards and criteria for evaluating 
the status of safeguards and security (S*S) of 
DOE nuclear and other critical faollltles. Many 
problems relating to the inadequate, ambiguous, 
or non-existent DOE policy in the area of 
safeguards and security bad been documented by 
both the Senior Validation Review Group, headed 
by General Richard Cody, and tha Secretary's 
Special Project Team, headed by Colonel Edward 
Badolato. 

•This work was performed under the auspices of the U.S. Department of Energy 
by Lawrence Livermore National Laboratory under contract No. W-7405-Eng-48. 

In order to maintain a semblance of order to 
the process of developing these standards and 
criteria (S/C) for Inspections (as they were 
originally directed), the ASDP requested that 
Lawrence Livermore Hatlonal Laboratory (LLNL) 
provide a person to serve as the Executive 
Secretary to the Committee which would be 
overseeing this Task Force. The Executive 
Committee was made up of all Safeguards and 
Security Directors (SSDa) and was chaired by the 
Director, Office of Security and Quality 
Assessjenta (OSQA), which became the Office of 
Security Evaluations (OSE) in January 1986. 
Completing the Executive Committee were the 
Deputy assistant Secretary for Security Affairs 
(DASSA), the Dlreotor of the Office or 
Safeguards and Security (OSS), and the Deputy 
Director of OSQA/OSE. In January 1986, the 
Executive Committee was Increased to Include 
representatives from the major programs In DOE 
which are Impacted by SAS requirements. 
Included were Military Applications, Nuclear 
Materials Production, Energy Research, and Naval 
Reactor. 

The Task Force completed Its basic task by 
the end of November 1986 when a final draft of 
the "Safeguards and Security Inspection 
Standards and Criteria" was Issued. The 
document and a number of recommendations from 
the Executive Committee were presented to the 
Senior Review Panel (SRP), which was a group of 
senior DOE management officials, chartered by 
the ASDP, to review and make recommendations on 
the disposition of the Task Force output. The 
SRP completed its task by February 1987. 



Charter of the Task Force Basic Guidance to Working Groups 

The first order of business for the 
Executive Coanittee was to review the topical 
areas to determine if there were a need to 
expand the areas normally included in an 
interview. Operations Security (OPSEC) was 
determined to be a major new topic to be 
addressed. Classification appraisals were added 
to the major topic of Information Security and 
the Human Reliability Program (HBP) was included 
in Personnel Security. Eight major working 
group chairmen were selected to develop 
standards and criteria for their respective 
topical areas under the sponsorship of an 
Operations Office as follows: 

Topical Area 

Physical Protection Ops. 
. Physical Security Systems 

Protective Force 
. System Performance Tests 

Protection Program Planning 

Mat. Control & Accountability 
. Materials Accounting 
. Material Control 

Chairman/ 
OPS Office 

R. Boatlan 
Idaho 

B. Krause 
Oak Ridge 

D. Jewell 
Albuquerque 

Guidance passed on to the working group in 
developing S/C included the following! 

. S/C should be objective insofar as 
possible. 

. S/C should be measurable. 

New S/C should be developed, if necessary, 
to produce "good" protection systems. 

Policy issues were to be identified with a 
recommended resolution and submitted to OSS 
for action. 

. The relative importance of each S/C was to 
be rated using the descriptors "critical", 
"essential", and "Important", If possible 
and appropriate. 

. A rating system was to be developed for 
each topical area. 

Insofar as practical, S/C were to be 
performance rather than compliance 
oriented. 

. The mission was to be completed within six 
months. 

Computer Security 
. Management & Planning 
. Protection of Info. 

Assets 
. Physical Protection of 

Computing Resource Assets 
. Continuity i Reliability 

of Critical Operations 

Information Security 
. Control of Classified 

Documents 
. Classified Material 

Control 
. Classification Program 
. Tempest 

. Technical Surveillance 
Countermeasures 

Personnel Security 

Operations Security 

L. Hofferth 
Albuquerque 

M. Thomas 
Chicago 

R. Caldwell 
Oak Ridge 
D. Temple 
DOE Hdqtrs. 

C. McCracken 
Pittsburgh 

T. Berg 
San Francisco 

Although the working groups expended a 
Herculean effort, the time estimated for 
completion was not met. Several factors 
combined to make the original time frame 
unrealistic. First, the length of time required 
for the field to review and comment on a draft 
greatly exceeded all expectations. Second, a 
new and major task was placed on the Task Force 
and the DOE community at the sixth month time 
frame. Senior managers at Headquarters became 
concerned that the S/C would escalate the costs 
of providing adequate protection and directed 
that the Impacts be evaluated. Third, the 
working groups were required to categorize S/C 
as being TO which were S/C baaed on current DOE 
policy; T1 which were those based on 
regulations, directives, codes, etc., but not 
recognized as DOE policy; and T2 which were 
those new S/C not supported by any known 
documentation. This turned out to be a more 
difficult task than originally envisioned and 
raised the spectre of how one determines TO -
must it be explicitly stated in current policy 
or is intent or logical extension equally 
acceptable? 

SiS Survey Program D. Slerackl 
Richland 



Composition of tbe Working Groups 

It was understood early on that the key to 
the success of the task force lay In obtaining 
the most knowledgable people In each of the 
eight topical areas for the working groups. It 
was also suggested to the Operations Offices 
sponsoring working groups that maximum use be 
made of contractor personnel who were experts In 
their topical areas and that the chairman be the 
most knowledgable, Irrespective of organization. 

As It turned out, all chairmen were DOE 
employees who were totally dedicated to the 
stated mission and carried out their duties In a 
superb fashion. It should be noted that no 
funds were set aside by the ASDP to pay for the 
efforts of the task force. As a result, all 
participants were funded by their respective 
organizations for travel and expenses with the 
exception of one Operations Office which was 
funded by OSE. Virtually all participants had 
to accomplish the task force effort in addition 
to their regular Jobs. The dedication and the 
Importance which these Individuals attached to 
the task force's mission was apparent. At Its 
peak, the composition of the working groups 
totaled 191 people and was almost equally 
divided between DOE and contractor employees as 
follows: 

Composition 
Topical Area and Numbers 

DOE Contractor 
Physical Protection Ops. 
Protection Program Planning 
Mat'l Control & Account. 

19 
9 
11 

37 
7 

20 
Computer Security 
Personnel Security 
Information Security 
Operations Security 
S&S Survey Program 

Totals 

11 
10 
12 
9 
12 
93 

15 
3 
10 
7 
2 

75T 
Concept of Operations 

In an effort to ensure, or at least 
Increase, the probability of acceptance or "buy-
In" of the newly developed S/C by the entire DOE 
community, several tenets were formulated for 
the conduct of the working groups. It is 
believed that adherence to these tenets during 
the life of the task force accomplished the 
desired effect. These tenets can be summarized 
as follows: 

. Development of tbe S/C was to be a 
collaborative effort and was not to be 
dominated by a single interest group or 
organization within the working group. 

. The S/C were to represent the consensus or 
majority viewpoint of the working group. 
In essence, the S/C reflect the collective 
wisdom of experts In each of the topical 
areas. 

Procedures were developed to hear strong 
minority viewpoints and to resolve 
gridlocks within the working group. Only 
one minority viewpoint was tabled at an 
Executive Committee meeting during the life 
of the task force. 

. Adequate time was to be provided for the 
field to review drafts of the S/C and to 
develop programmatic impacts. Of the 
tenets presented, this Is the most 
difficult to assess. 

. The S/C were not to be east In concrete. 
That Is, If, in practice, some were found 
to be Impractical or not cost effective, 
there was a process identified for 
modifying the S/C. It was believed that 
this tenet would eliminate the psycholo
gical barrier for those who felt uncomfort
able about developing new S/C which could 
become irreversible if found to be 
impractical or not cost effective. 

The Process 

In an attempt to describe to DOE management 
and others what It was that the Task Force was 
doing and how It would all come together on 
completion, a flow chart was developed as shown 
in the figure. In the development of inspection 
S/C, the policy sources were not limited to DOE 
directives. There are government directives and 
statutes which DOE is obligated to observe. In 
addition, there were directives of other federal 
organizations and industry codes which could be 
used to improve the protection level provided. 
However, in the development of inspection 
standards/criteria which represent good or 
quality protection systems, it was recognized 
from the beginning that S/C would be generated 
for which there was no supportive policy 
anywhere. The working groups developed position 
papers where no policy existed, provided 
recommendations for resolution to OSS, and then 
proceeded as if the recommendations ware 
approved. Standards and criteria which were not 
supported by DOE policy created "Directive 
deltas". All S/C developed by the working 
groups could now be identified as current policy 
(TO) or aa Directive deltas (T1 and T2). There 
was concern tbat, although the working groups 
were on a fast track developing S/C, the normal 
procedures for getting new policy approved was 
extremely tiae consuming. Maintaining all T1 
and T2 S/C in limbo for an extended period of 
time represented an unacceptable situation. 



DOE SAFEGUARDS AND SECURITY 
STANDARDS/CRITERIA TASK FORCE 

"THE PROCESS" 

SAFEGUARDS AND SECURITY 
STANDARDS/CRITERIA DOCUMENT 

"BIG WHITE BOOK" 

r 1 6 % 

Policy sources 

DOE Dir. 

Other Fed. Olr. 

NRC 

Industry 

Statutes 

DOE policy 

Directive 
deltas 

Modifiers 

MSSA 

Local plans/ 
exceptions 

.Major upgrades 

TierO 

Tier l/ll 

Inspection 
Guide 

Derivative Document 
The ASDP and the Assistant Secretary for 
Management and Administration (ASMA) solved the 
problem by the formation of a Safeguards A 
Security Policy Group In February 1987 which 
would put the DOE'3 directive system process on 
a fast track ba3ls. 

Each of the working groups developed S/C 
for their topical area which were incorporated 
in a single document. This document, termed the 
BWB (Big White Book), la generlcally applicable 
to all DOE facilities. Shown in the figure for 
all topical areas are the percentages of S/C 
which are TO and Tl and T2 In the Final Draft. 
The concept of modifiers was included in the 
process to allow the BWB to be converted to a 
site specific Inspection Guide. The modifiers 
used to develop this derivative document would 
include the Master Safeguards and Security 
Agreements (MSSA), local plans, exceptions, and 
major upgrades as well as any other documenta
tion which defined site specific characteristics 
and criteria. 

Key Concepts 

The potential success of the S/C in 
assuring the implementation of good protection 
systems without breaking the bank involves the 
concepts of accountability and risk 
acceptance. These concepts are Intertwined and 
inseparable. Accountability is established when 
a responsible manager is aware that a required 
protection capability based on DOE policy is not 
present or Is not satisfactorily met. He may 
have 30und reasons for not meeting the 
requirement, but needs to acknowledge that the 
residual risk is acceptable. The acceptance of 
the ri3k should be based on a risk management 
methodology which includes cost/risks. At 
present, the DOE is using a concept which 
utilizes vulnerability assessment as the 
principal tool for initial risk assessment 
(HA). The RA, together with a list of other 
factors, such as previous OSE assessments, local 
surveys, and other site analyses., Is in turn 
used for the site-oriented risk management 
approach. 



Progranmatlc Impacts Attributed to S/C 

All of the field offices were requested to 
determine the programmatic Impacts of Imple
menting the S/C found In the Penultimate (next 
to last) Draft. In order to realistically and 
adequately assess the programmatic Impacts the 
facilities would have had to complete their 
MSSAs or their strategic planning, including 
vulnerability analysis and risk management 
assessments, before being able to objectively 
recommend acceptance or rejection of the S/C 
being evaluated. 

t 
It can be argued that "Inspection S/C" are 

not the major drivers of prograranatle Impacts 
for safeguards and secur i ty . In a s t r i c t sense, 
the only legit imate costs which should be 
attributed to S/C are those which require 
documentation In order to be inspectable and the 
equipment and overtime costs associated with 
system performance te3ts ( force-on-foree) . 

The major factoid which appear to dominate 
S&S programmatic costs are: 

The Roser Threat Statement - th i s defines the 
threat and what i s to be protected. 

The Level of Protection. Although the Roser 
Threat Statement does not specify the l eve l of 
protection to be provided, i t Is Inferred to 
be 1.0 or 100J. In practice, th is i s 
v ir tua l ly impossible to achieve. An adversary 
with enough time and resources w i l l find a way 
to defeat any protection system. In practice, 
i t Is Inevitable that achieving the last few 
tenths in the l eve l of protection Is the most 
c o s t l y . A risk management methodology should 
be used to es tabl i sh the required leve l of 
protect ion. 

Balance Between One-Tlme Cost3 and Recurring 
Costs. A protection system i s normally 
composed of a combination of physical 
protection features and protective forces , but 
e i ther alone can provide the necessary l eve l 
of protection. The U M or «..alnsjji«t, ftpapommt ... 
represents an extre»* : aml ,«*xij»ui_i|#i>"' £*,:"< ^ 
the continuum batveeo thwty.;titi-eeiw it ao 3 
optimal balance of the twc^'coapootats Which ~~ 
results in a minimum cost over the l i f e of the 
system. Because of the budget cyc le , the 
eas i e s t and fas tes t way to Improve the l eve l 
of protection i s to Increase the number of 
protective force personnel. Over the long 
run, th i s can be an expensive so lu t ion . 

Ins ta l la t ion of Inappropriate Physical 
Protection Features. The development of a 
protection system requires the integrated 
input of physical security s p e c i a l i s t s , 
protective force personnel, t a c t i c i a n s , and 
operations personnel. The Integrated team 
should evaluate any proposed physical 

protection features for c o s t s / r i s k s , I . e . , 
does the addition increase the l eve l of 
protection s u f f i c i e n t l y to Just i fy the cost 
and does i t work in concert with a l l the 
elements of the protection system? 

Modifications to the S/C Resulting From 
Programmatic Impacts 

A meeting of a l l working groups was held in 
Rockvllle, HD, 11-15 August 1986, to consider 
a l l comments received on the Penultimate Draft 
and to review the cost Impacts. Notwithstanding 
the discussion in the previous sec t ion , most 
Operations Offices submitted cost estimates for 
S/C for which they were not in compliance. The 
major portion of the estimates submitted were 
for S/C ident i f ied at TO, current pol icy . 
Signif icant cost impacts were Identif ied in only 
three topical areas: Physical Protection 
Operations (PPO), Material Control and 
Accountability (MC&A), and Computer Security. 

PPO 
The following conclusions and actions were the 
result of deliberations by the Physical 
Protection Operations Working Group: \ 

. Ho spec i f i c s tandards/cr i ter ia were singled 
out as "long ro les" , i . e . , were responsible 
for s ign i f i cant Impacts. 

. No changes to two of the three major 
subsets of PPO (Protective Forces and 
System Performance Tests) were Justif ied 
based on c o s t s . 

. Signif icant changes were made to the 
Physical Security Systems subset . The S/C 
in this sect ion of the Penultimate Draft 
were defined in too great d e t a i l and told 
f a c i l i t i e s what to do and how to do i t . 
The Working Group replaced the "how to" 
standards/criteria with ones which defines 
only the end result needed. 

MC&A 
; , % ^fr^, .&mt«^,ai^AQQOuntB)) i l . l t ;y (MC&A) 
" " t c ^ ; a i t ' i m » ^ . . : « W t » war* comparable to those 

. for,P». :-rCOTOlu«looi afi«>e HC4A Working 
Grd'up ancfTihs actions taken to address the 
cost impacts included the following: 

. Major costs were attributed to misinfor
mation or a very conservative interpre
tat ion of the standards/ c r i t e r i a . 

. To permit the use of alternatives which 
might provide the same leve l of protection 
at greatly reduced c o s t s , tbe following 
statement was added in the introduction: 
"nothing In these standards/criteria 
requires or prevents the use of dear-real
time accountabil i ty, automated vault 
survei l lance systems, or the two-man rule". 



Hear-real-tlae was defined to be 21 hours 
or less and to apply only to record 
systems. 

A requirement to detect the unauthorized 
movement of containers within a vault, 
I.e., sensors under eaoh container, was 
changed to penult physical control of ln-
out movements at the vault door. 

. Two significant changes were made to S/C 
dealing with accountability measurements. 
A requirement tt> independently measure a&d 
resolve shipper/receiver differences before 
the material enters any chemical process 
was modified to allow dissolution when it 
la the only practical method for 
accountability. Another requirement to 
perform confirmatory measurements of 
Category I materials within 10 days with 
Identical instruments was changed to allow 
the use of similar Instruments. 

In the area of error propagation, a 
requirement to establish control limits 
monthly using complicated mathematical 
formulas was modified to allow the use of 
historical data. 

Computer Security 

The Computer Security Working Group analyzed 
the programmatic Impacts in more detail than 
any other Working Group. The result was that 
two standards were Identified as "long poles". 

. The first standard dealt with contingency 
plans for critical assets. One-time costs 
estimated for this standard were $20M DOE 
wide. Upon review, the Working Group 
decided that the S/C *ere realistic and 
needed to be implemented. It was also 
concluded that the cost figures were 
inflated to cover the uncertainty of 
implementation. - „ 

. The second standard rtd^red tff iWaluatioo 
of alternate site processing for critical 
operations. One-time costs associated with 
this standard were estimated to be $37H DOE 
wide. The consensus of the Working Group 
was that the standard and It's supporting 
criteria were worthwhile and should be 
retained. Again, it was felt that the cost 
figures were inflated to cover the 
uncertainty of Implementation. 

Development of the Annotated Final Draft 

At the conclusion ot the Roekvllle, MD, 
meeting, the Penultimate Draft was transformed 
Into a Final Draft. Field Offices were given 
anothar chance to comment on the S/C. A two-day 
meeting on 21-25 September 1986 at Battelle-
Columbus was convened to consider comments on 
the Final Draft and to review and resolve 
lnspectablllty and fidelity issues. The review 
groups consisted of the Working Group chairman, 
selected members of the working group, and 
representatives from OSS and OSE. The meaning 
of inspeotability is straightforward. It la a 
Judgment as to whether an Inspector is able to 
evaluate S/C in an observable and measurable 
fashion. The meaning of "fidelity" is not so 
simple. The term was used to Indicate the 
process by which the policy status of a S/C was 
confirmed, I.e., TO. Tl, or T2. Difficulties 
arose at the Columbus meeting because OSS 
representatives Insisted on a verbatim correla
tion between Directive and S/C or else the S/C 
was not considered to reflect current policy. 
Working Group chairmen had adopted the position 
that "Intent" and "logical extension" were the 
governing criteria. The arguments of intent vs. 
verbatia application of DOE policy spread beyond 
the working groups to the DOE community. It 
eventually became the consensus judgment that 
verbatim application of DOE policy was far too 
restrictive and that intent allowed greater 
flexibility and efficiency. In the annotated 
Final Draft, S/C which reflect a reasonable 
interpretation of Intent were Identified as 
TO. The final draft was annotated, I.e., the 
changes agreed upon at the Battelle-Columbus 
were shown in handwriting to be easily identi
fied by reviewers. 

Task Force Executive Committee Meeting, Las 
Vegas, 18-20 November 1986. 

The annotated final draft was to be reviewed 
by the full executive committee and converted to 
the 1st Edition, S & S Inspection Standards and 
.Criteria at the conoluslon of this meeting. In 
preparation for this final meeting, the 
Safeguards and Security Directors (SSDs) were 
requested to review the potential programmatic 
Impacts that had been based on the Penultimate 
Draft and to refine these based on the annotated 
Final Draft. The goal was to determine if the 
changes made to the S/C were instrumental In 
reducing the potential Impacts. Although most 
Operations Offices did refine their programmatic 
impacts, the SSDs unanimously agreed that 
presentation of costs at this time was 
meaningless because the necessary risk 
management activities were not completed. 



Changes made to the annotated Final Draft by 
tha Executive Committee did not become the 1st 
Edition, as originally planned, but were 
subnltted to the SRP for its deliberations along 
with the following recommendations i 

. Publication of a two documents Instead of 
one (TO In one document and T1 and T2 In a 
second). The Executive Committee was 
opposed to the publication of a single 
document while the Working Group chairmen 
supported the publication of a single 
document. The list of pros and cons for 
this topic are lengthy, but In this case the 
Senior Review Panel did not accept the 
Executive Committee's recomcendation. The 
compelling argument against splitting the 
Task Force's work into two documents was 
that both would be incoherent unless an 
additional major effort were undertaken by 
the Working Croups to restructure each 
topical area. The reason is that TO 
standards in many cases were supported by T1 
and T2 criteria and vice versa. 

. utilization of S/C should be 
compartmented. TO will be used as a basis 
for Inspections and ratings. T1 and T2 S/C 
should be used as a basis for inspections 
but not rated unless agreed upon by the 
inspected Operations Office Managers and OSE 
in consultation with OSS. 

. Intent or logical extension of DOE policy 
should be u3ed Instead of verbatim 
application. The Executive Committee was 
nearly unanimous in its support of this 
position. In round numbers, policy 
identification of the S/C on the annotated 
Final Draft were TOt, 5*. and 25* for TO, 
T1, and T2, respectively. 

All references to 1360.2, unclassified 
computer systems should be deleted from the 
S/C. 

. The rating system developed by the Working 
Group for Computer Security is not 
workable. OSE should develop a scale and 
assign ratings. 

. Section 4.3 (System Performance Tests) of 
Physical Protection Operations should be 
issued as a separate OSE procedural guide 
and deleted frou the S/C document. 

The SRP did not accept this recommendation. 

Protection Program Planning should not be 
Inspected until policy has been developed 
and approved. 

. The Human Reliability Progam (HUP) portion 
of Personnel Security should be deleted 
from the S/C document. 

Significance of the Task Force's Accomplishments 

The suocess of the Task Force In completing 
Its assigned task led to numerous significant 
synergistic developments and spin-offs which 
might not otherwise have occurred. The 
following summary of developments and spin-offs 
from the Task Force's activities la by no means 
complete and may be Just the beginning of a 
cascade of benefits to be derived. 

. "Good" Protection Systems Developed - The 
most significant accomplishment of the Task 
Force was that it developed "good" protec
tion systems In one year. This feat could 
not have been accomplished under the exist
ing DOE structure. Diverse elements of the 
S&S community, Including headquarters and 
field elements to Include contractors, were 
brought together to discuss and openly 
debate rather divergent views. Consensus 
positions became easier to achieve over 
time as everyone gained an appreciation of 
site speoiflc problems, but realized that 
tbey oouldn't control the development of a 
generic dooument. Working Group chairmen 
donned their "Institutional" hats and 
dlreoted their groups to develop "good" 
protection systems which were In ••he best 
interests of the entire DOE community. 
Thorny Issues which normally would have 
been referred to Headquarters were solved 
by the working groups. The fact that 
"Inspection" was eliminated from the title 
of the finished document is indicative of 
it's quality and that it's usefulness 
extends to providing baseline guidance to 
all DOE organizations for the planning and 
development of protection systems. 

. Revealed High Costs Associated with Current 
Policy S/C - An unexpected result of 
estimating the programmatic Impacts of the 
S/C was that greater costs were associated 
with current policy than for those S/C 
which were not supported by DOE policy. 
That is not to say that this represents >» 
vulnerability and an unacceptable 
situation. It does indicate, however, that 
many facilities had not completed their 
strategic planning or the HSSA which Is 
based on it. As a result, some Operations 
Offices estimated costs on Implementing all 
S/C, irrespective of whether they planned 
to Implement them or not. 



Development of Slte-Speolflo S/C and Other 
Modifiers. Sites can now develop 
docuaentatlon which portrays the S & S 
philosophy and posture of each unique 
facility. The DOE S/C can be used as a 
guide to the development of Master 
Safeguard and Security Agreements, local 
security plans, and other site-specific 
documentation. Using all these, derivative 
slte-spaolflc S/C are developed. When all 
of these are In place, the OSE Inspection • 
teams take all Into consideration aoi use 
them In the development of inspection 
tools, such as the Inspection Guide. 
Futhermore, OSE considers all modifiers to 
the S/C so that time Is not wasted 
Inspecting Items which are not applicable 
to particular site. 

Highlighted the Need for Accountability and 
Risk Management - The "fast track" nature 
of the Task Force mission and the fact that 
virtually all of DOE was Involved In one 
way or another, resulted In high visibil
ity, Interest, support, and concern across 
all levels. The Issue of cost of Imple
menting the Inspection Standards & Criteria 
became a major concern and It caused 
managers to ask "How much is enough?" The 
answer, of course, depends on a cost/risk 
analyses ^nd determining the appropriate 
level of protection. The field offices now 
clearly understand the role of risk 
management In developing protection 
systems. 

The Scope of Inspections Has Been 
Increased - The use of modifiers (HSSAs, 
local plans, line Items, etc.) in 
developing the site specific Inspection 
Guide from the BWB has added a new 
dimension to the inspections. Inspectors, 
although bound by the Inspection Guide, 
must now expand their pre-slte effort to 
review In detail the MSSA and other 
documentation used to develop the 
Inspection Guide. A thorough knowledge of 
the protection philosophy employed at the 
facility, along with the vulnerabilities 
addressed and level of protection being 
provided are essential in evaluating the 
protection systems. This Is particularly 
true in cases where alternate systems not 
defined in the S & S S/C document are used 
to provide the level of protection 
required. The professional requirements 
and expertise of the I It E teams will be 
more stringent than ever. The outcome of 
this Increased scope of evaluation Is 
certain to upgrade, In a cost effective 
way, the safeguards and security posture of 
the entire DOE community. 

Intent vs. Verbatim Bestriotlon on 
Implementation of DOE Policy - The fact 
that implementation of DOE policy based on 
Intent and logical extension Is now 
formalized Is a significant and unplanned 
consequence of the S/C development 
process. Blind adherence to verbatim 
application of policy oould be counter
productive to our safeguards and security 
posture and oould be a major driver of 
oosts. The use of Intent provides the 
potential for developing protection systems 
whloh meet local requirements and Is cost 
effeative. 

The S * 3 S/C Document Is A Management Tool 
- It provides the baseline guidance on 
which to develop strategic and operational 
plans. MSSAs are likely to become more 
explicit and descriptive about the protec
tion and risk management phllosopbles being 
employed and should result in better 
protection systems. The organization and 
structure of the dooument (BUB) lends 
Itself to use of computer systems for 
keeping track of those S/C for which the 
facility is not In compliance and the 
progress mads in correcting them. There 
can be no doubt that the use of the S & S 
S/C dooument will allow the facility to 
determine with some certainty how prepared 
it Is for an inspection and how wall it is 
protected. 

DOE Headquarters Actions Spurred By The 
S/C - A number of actions and activities at 
DOE Headquarters are in process as a result 
of the Task Force's success. Some examples 
are the development of standards by OSE foe 
the conduct of an I4E, a directive defining 
OSE's charter, formation of a special 
policy group to put the DOE directive 
process on a fast track basis, and a review 
and upgrading by OSS of the entire 3600 
series of S&S orders and directives. 

S&S S/C Dooument Has Been Successfully Used 
In Many Inspections - Although some 
Improvements still need to occur, it Is 
believed that the S&S S/C has greatly 
Improved the nature of the inspections. 
Following a recent lnsreotlon at LLNL, the 
343 Department Head was quoted In the local 
papers saying "This dooument specifically 
sets forth the manner and policies against 
which the inspection will be conducted. 
Having both the Standards & Criteria 
document and the MSSA resulted in a major 
improvement over prior inspections. These 
documents gave the inspectors an objective 
set of standards to use in their evaluation 
process." 



Lack of Documentation Can't Be Sole Cause 
For Reduced Bating - Doouaentatlon can be a 
major burden on facilities. In situations 
where It can be demonstrated that a system 
or process Is functioning properly, the 
lack of documentation should not result In 
a reduced rating. This consensus Judgnent 
of the Task Force la a cost savings action 
which does not reduce the level of 
protection. 


