
AECL-8561

ATOMIC ENERGY B ^ S L'ENERGIE ATOMIQUE

OF CANADA LIMITED T ^ & j f DU CANADA LIMITÉE

THE INTELLIGENT SAFETY SYSTEM: COULD IT INTRODUCE
COMPLEX COMPUTING INTO CANDU SHUTDOWN SYSTEMS?

L Intelligent Système de Sûreté: pourrait-il introduire une
informatisation complexe dans les systèmes d'arrêt des

réacteurs CANDU?

JA. HALL. H.W. HINDS. CF. PEIMSOM. C.J. BARKER and AH. JOBSE

Paper presented at the 1984 Canadian Conference on Industrial Computer Systems

Ottawa, Ontario. 1984 May 22-24

Chalk River Nuclear Laboratories Laboratoires nucléaires de Chalk River

Chalk River, Ontario

July 1984 juillet



ATOMIC ENERGY OF CANADA LIMITED

THE INTELLIGENT SAFETY SYSTEM: COULD IT INTRODUCE
COMPLEX COMPUTING INTO CANDU SHUTDOWN SYSTEMS?

by

J.A. Hall, H.W. Hinds, C.F. Pensom, C.J. Barker and A.H. Jobse

Reprint of paper presented at the 1984 Canadian
Conference on Industrial Computer Systems

Ottawa, Ontario
1984 May 22-24

Reactor Control Branch
Chalk River Nuclear Laboratories
Chalk River, Ontario KOJ 1J0

1984 July

AECL-8561



L'ENERGIE ATOMIQUE DU CANADA, LIMIT1E

L'Intelligent Systeme de SQretë: pourrait-il introduire

une informatisation complexe dans les systèmes d'arrêt

des réacteurs CANDU?

par

J.A. Hall, H.W. Hinds, C F . Pensom, C.J. Barker et A.H. Jobse

Résumé

L'Intelligent Système de SQreté (ISS) est un système d'arrêt
informatisé en voie de développement dans les Laboratoires nucléaires
de Chalk River pour les futurs réacteurs nucléaires CANDU. Il diffère
des systèmes couramment employés pour arrêter les réacteurs CANDU et,
ce, 3 deux égards: d'abord â cause de l'algorithme qu'il emploie et
ensuite â cause de la taille et de la complexité des ordinateurs requis
pour appliquer son concept.

Ce rapport donne une vue d'ensemble du projet, tout en mettant
l'accent sur les aspects informatiques. Dès le début de ce projet, on
a identifié plusieurs besoins conduisant au recours â une informatisation
complexe. Il a fallu concevoir un système informatique spécial pour
répondre â ces besoins. Les études actuellement effectuées 5 Chalk River
visent â faire la démonstration au laboratoire de ISS et a évaluer la
fiabilité et la testabilité de son concept. Quelques problêmes fondamentaux
restent encore â résoudre pour que l'Intelligent Système de SQreté puisse
être accepté par les organismes réglementateurs et par les propriétaires
de réacteurs CANDU. On passe en revue ces problêmes et on décrit comment
ISS pourrait les résoudre.

Tiré â part d'un rapport présenté â la Conférence canadienne 1984
sur les systèmes informatiques industriels,

tenue a Ottawa (Ontario)
du 22 au 24 mai 1984.
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THE INTELLIGENT SAFETY SYSTEM: COVLD IT INTRODUCE
COMPLEX COMPUTING INTO CANDU SHUTDOWN SYSTEMS?

J.A. Hall, H.W. Hinds, C F . Pensom, C.J. Barker and A.H. Jobse
Atomic Energy of Canada Limited, Research Company

Chalk River Nuclear Laboratories
Chalk River, Ontario KUJ 1JÜ

ABSTRACT

The Intelligent Safety System is a computerized shutdown system being developed at the Chalk River
Nuclear Laboratories (CRNL) for future CANDU nuclear reactors. It differs from current CANDU shutdown sys-
tems in both the algorithm used and the size and complexity of computers required to implement the concept.

This paper provides an overview of the project, with emphasis on the computing aspects. Early in the
project several needs leading to an introduction of computing complexity were identified, and a computing
system that met these needs was conceived. The current work at CRKL centers on building a laboratory demon-
stration of the Intelligent Safety System, and evaluating the reliability and testability of the concept.
Some fundamental problems must still be addressed for the Intelligent Safety System to be acceptable to a
CANDU owner and to the regulatory authorities. These are also discussed along with a description of how the
Intelligent Safety System might solve these problems.

INTRODUCTION

The Intelligent Safety System (ISS) is a com-
puterized shutdown system being developed at the
Chalk River Nuclear Laboratories (CRNL) for future
CANDU nuclear reactors 11], The emphasis in the
project is on revising the algorithm and the elec-
tronics corresponding to the instrumentation por-
tion of existing reactor shutdown systems. As
such, the actions performed by the ISS are:

- take signals from the reactor instrumen-
tation ,

- digitize these signals»

- process them in a computer system via a
complex algorithm,

- produce trip parameters that are compared

to preset limits, and

- if a preset limit is exceeded, produce a
trip signal that is fed to the shutdown
mechanism of the reactor.

The ISS also provides the reactor operator
with an interface to the reactor shutdown system.
Displays provide information on the current status
of trip parameters, A terminal is available on
which the operator csn enter information used by
the trip algorithms, for example data on reactor
refueling status or on out-of-service
instrumentation.

The ISS project has two stages. The first,
nearing completion, is the development of the algo-
rithm and the basic concepts of the computer sys-
tem. Its goal is a laboratory demonstration of
enough of the ISS to make preliminary feasibility
estimates possible, but not to implement a complete

system on typical processors. The aim is to pro-
vide a testbed to develop the ISS concept and to
assess the resulting shutdown system.

Should the decision be made to proceed with
the second stage, problems associated with imple-
menting a prototype system that could meet licens-
ing requirements for CANDU shutdown systems [2]
will be examined. Stage one has resulted in the
identification of enough reliability concerns that
a major research and development effort in the area
of computer reliability is needed. Stage two will
be complete when the prototype system has been
developed, tested, and demonstrated to be reliable.

THE NEEDS OF THE INDUSTRY WHICH LED TO THE INTRO-
DUCTION OF COMPUTERS FOR THE ISS

Reactor Operator Needs
The ISS project started in 1979, At that time

benefits to reactor operators from computer-driven
displays for the shutdown system status were recog-
nized. Computer-driven displays were already being
used for other purposes in CANDU reactor control
rooms and were popular, but computers were not used
in safety systems.

The reactor operators also expressed a desire
for shutdown systems that were easier to test. In
CANDU reactors there are two separate shutdown sys-
tems, shutdown system one (SDS1), and shutdown sys-
tem two (SDS2). Either system can shut down the
reactor. Each has triplicated sensor channels, and
for each shutdown system the final trip decision is
based on a 2-out-of-3 vote between the redundant
channels. A typical channel of SDS1 would have 21
sensors and one of SDS2 8 sensors, making a total
of 87 sensors. These sensors require normal main-
tenance, including calibration- However, in order
to demonstrate that the reliability requirements of
CANDU reactors are being met, routine, frequent
end-to-end tests of the system by the operator are
also necessary.
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Thus there were two real needs that could be
solved by introducing computers into CANÜU shutdown
systems : improved operator displays, and automated
testing. Project teams at CRNL, AECL CANDU
Operat ions and Ontario Hydro have all addressed
these prohlems resulting in reactor shutdown
systems un recent reactors having computerized
operator aids (3-5}.

Computerization of the Trip Logic

Operator needs can be met without computer-
izinn the actual trip logic. While there are argu-
ments both for and against shifting traditional
shutdown systems to a computer-based technology,
these arguments are largely irrelevant here because
there is no choice In the ISS project. As the ISS
algori thm requi res a complex computer system, its
decree of compute rization goes one major step be-
yond that requi red to make it meet operator needs.

The changed algorithm is for one neutronics
hased overpower trip 11]. The new algorithm re-
places a neutron flux trip based on a comparison of
the output of each safety self—powered flux detec-
tor to a fixed trip limit with a trip on computed
fuel channel power. The algorithm:

- takes the output of safety se If-powered flux
detectors,

- compares these neutronics measurements to
those predicted by a diffusion calculation
of the neutron flux in the reactor,

- finds the ratio and uses it in an inter-
polât ion algorithm to determine a flux map
that provides a "best estimate" of the
neutron flux everywhere in the reactor at
that instant in time,

- convert« flux to power to obtain fuel bundle
powe rs,

- integrates the resulting bundle powers along
the fuel channel to obtain fuel channel
powç r,

- searches for the maximum fuel channel power,

- compares the maximum fuel channel power to a

preset 1imit, and

- issues <i trip if this limit is exceeded.

Thf merits; and details of this algorithm are
discussv. j elsewhere [ 11. What is important here is
that a suitable algorithm exists and that a complex
computer system is needed for its implementation.
In the trip sequence, a comparison of approximately
18* sensor outputs to a fixed value has been re-
placed by the multiplication of a 460 x 18 matrix
by a vector of 18 detector outputs to give a vector
of powers for the typically 480 fuel channels in
the reactor. This 480 element vector is then
searched for the maximum value which is then com-
pared to a trip limit. This calculation, plus the
unchanged trip calculations, is required to be per-
formed every 50 ms.

The inputs to the trip algorithm are from a
full 3-dimension3l reactor physics diffusion calcu-
lation. This calculation requires:

- very large amounts of data including dynamic
plant information from sensors, and informa-
tion on reactivity device positions,

- physics data such as bundle burnup maps,
material properties, core configuration
information, and device and instrument
locations, and

- data input by the operator such as instru-
ment status and refueling information.

Altogether there are nearly 1/2 million sepa-
rate items of information involved. Here the time
requirements are less severe, with a design target
of 5-10 minutes for the diffusion calculation.
However, times of up to 2 hours may be acceptable
under some circumstances.

Errer Correction and Fault Tolerance

Once computers are required to implement the
trip sequence, the problems of hardware and soft-
ware reliability become very complex. Many schemes
are available to detect and/or correct faults at
various levels. For example :

- Memory and disk transfer errors can be
detected and corrected < i ng high-order
codes ; these are implemented directly in
hardware.

- Reliable communications can be achieved
using cyclic redundant code checking or
other schemes; these can be implemented
in hardware, firmware or software as
convenient.

- Extra subroutines or tasks can be added

to the program to periodically run various
hardware diagnostics.

- Data and program corruption may be detected
by check sums on blocks of code or data«

- "Footprints" can be used to trace the
validity of program sequencing.

- Rationality checking of inputs and outputs
of subroutines or tasks can be used and fol-
lowed by recovery routines if faults are
detected.

- Replication of the whole or parts of the
system can be used.

For example, the ISS has introduced a degree
of fault tolerance for sensor failures. The tech-
nique adopted has been to determine if the sensors
are behaving in an irrational manner and if they
are, automatically to remove them from the system
as long as this does not degrade safe system be-
havior (i.e. sensors giving an excessive reading in
a safe direction may be left in). All irrational
sensors are flagged and may be removed from the
calculation by the operator.

*Values provided here are typical for the Bruce B
reactor and are used for illustration purposes.
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THE INITIAL ISS COMPUTE« SYSTEM

Overview

The ISS would only be used in one of the two
independent shutdown systems so that diversity is
retained. The ISS safety channels still maintain
the traditional CANDU triplication which, together
with ,i natural partitioning of the calculations,
leads to the configuration shown in Figure 1, The
actual trip algorithms are in the safety computers
vhile the reactor physics calculations are in the
.supervisor computer. This configuration was used
in the development of a laboratory demonstration of
the ISS as discussed in the next section.

Safety Computers

Each of the three safety computers implements
the trip algorithm asynchronously on a 50 ms time
base. Initial estimates indicate that it would be
possible to meet this requirement if array pro-
cessors were used.

Each safety computer implements the same
algorithm, but the computers are physically Inde-
pendent and use separate data. The instrumentation
is organized into redundant channels and a separate
instrumentation channel feeds each safety compu-
ter. In addition, data from the supervisor are
provided from time to time under operator control
via physically independent channels.

MAPPING DETECTORS

SAFETY DETECTORS
PROCESS INFORMATION

SAFETY DETECTORS

PROCESS INFORMATION

SAFETY DETECTORS
PROCESS INFORMATION

TRIP

SAFETY COMPUTERS

FIGURE 1: INITIAL ISS CONFIGURATION
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Simple displays attached to each safety compu-
ter provide the operator with backup readouts
should the connections with the main display fail.
Under normal circumstances, the associated key-
boards are not used for input to the safety
computers.

Supervisor Computer
Separate from the triplicated safety channels

is a larger processor called the supervisor compu-
ter. This processor handles the large data bases,
does the diffusion calculation, and performs error
detection and correction for sensors. It also
drives the main display which combines the outputs
of the three safety computers for the reactor
operator. This display is used for operator inter-
action with the safety system. It is expected that
most of these functions can be performed on a
"super-mini" such as a DEC VAX or MODCOMP
CLASSIC-32,

Because the supervisor computer accesses data
from many sources (process systems, data input by
the operator, etc.) it is not normally linked to
the safety computers for downloading. This pro-
tects the safety computers from the possibility of
getting faulty or corrupted data. The supervisor
computer is only linked to download to a safety
computer after the operator has verified the data
to be transferred and has performed trial, predic-
tive calculations with these data. A handswitch is
used to ensure both that the operator has responsi-
bility for the linkage and that only one safety
computer is linked to the supervisor computer at
any given time.

Data from the safety computers are fed to the
supervisor computer every minute on unidirectional
links. A special transmission is initiated when
there is a change of state (e.g. a trip). The data
consist of the Identifiers and powers of the hot-
test fuel channels, and all safety computer sensor
readings. These are used to produce the displays
and to derive detector sensitivities by comparison
against computed readings.

THE DYNAMIC ANALYSIS FACILITY DEMONSTRATION

Hardware
The supervisor computer, one safety computer,

associated displays and data links are being devel-
oped as a demonstration in the Dynamic Analysis
Facility at CRNL. The configuration is shown in
Figure 2.

Existing minicomputers are being used for this
demonstration. The safety computer software is
complete and has been implemented on a DEC PDP-
11/55 computer, a VT100 video terminal being used
for the channel display. During the program devel-
opment stage this terminal has also b^en used for
input data, code development, etc. The supervisor
computer is being implemented on a PDP-11/45 compu-
ter. A NORPAK Supervision color graphics terminal
Is used for the main display. Operator input is
via any of the standard terminals attached to the
PDP-11/45 computer.

The single safety computer and supervisor com-
puter are linked using DECNET for downloading data
to the safety computer and by a simplex RS-232 ter-
minal link for transmitting data to the supervisor
computer.

MAPPING DETECTORS

PROCESS INFORMATION

ANALOG INPUTS

DECNET
INFORMATIONL

RS-232
LINK

FIGURE 2 CONFIGURATION FOR THE LABORATORY DEMONSTRATION
OF THE ISS
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The data that would come from the control com-
puter In a CANDU power plant are simulated in the
demons trat ion by reading a disk file. A simple
replacement of a single subroutine is all that is
required to convert to a power-reactor environment.

The data that would go into the supervisor
computer from the control system consist of:

- vanadium flux-mapping detector readings,

- thermal powers in the instrumented fuel

channels »

- bulk thermal power,

- levels of zonal control elements, and

- adjuster rod positions.

In addition, there is considerable manual input
which includes:

- macroscopic cross-sections and other reactor
physics parameters,

- locations of reactivity control devices,

- locations of flux detectors,

- sensitivities of flux detectors,

- locations of instrumented channels, and

- data on whether sensors are in-service
or not.

The safety computer algorithm can be imple-
mented with a cycle time of 1 second on our PDP-
11/55; the supervisor computer algorithm can be
implemented with a cycle time of approximately 2
hours on our PDP-11/45.

Software
All software for the laboratory demonstration

for the ISS has been written in RATFOR. There are
1300 lines of code for the safety computer, and it
is expected that there will be approximately 10
times this amount for the supervisor computer.

Because of the use of existing computers » sys-
tem dependent features have been introduced that
would differ from the actual ISS. The general pur-
pose DEC IAS operating system has been used, where-
as a simpler operating system may be more attrac-
tive for the prototype. DECNET was used for data
transfers as it is a reliable commercial package
and because it was available; alternatives should
be investigated for a prototype. Also, there are
memory limitations that would not exist in more
modern hardware.

However, even with these system dependent
limitations and the knowledge that, as such, the
software developed would not be directly transfer-
able to the prototype, software development was a
useful exercise. Good software engineering prac-
tices were adopted, although a formal software
Quality Assurance program was not in place. A top-
down approach with detailed review and walkthroughs
at each stage was used. Code was broken into short

modules, typically one page, and Warnier diagrams
[6] were used to show the structure and interfaces
of the software. Extensive documentation was
issued at each stage of the top-down approach,
describing not only the software but also the rea-
sons for any decisions. The result of this ap-
proach was that code was documented before it was
written - a procedure that has worked well. On
average there were 1b words of documentation pro-
duced for each line of code.

Details in the actual software development
often forced major policy decisions. An example of
this is the handling of errors and error returns.
Originally, it was expected that the programs would
be fault-tolerant, I.e. they would continue to
function more-or-less correctly in the face of sys-
tem failures. This turned out to be very difficult
to achieve, and eventually an alternative route was
chosen. The programs were made to fail safely; a
detected fault results in the program simply exit-
ing gracefully. In the worst case, exiting from
the program could result in one of the 3 channels
sending a trip signal to the voter.

Reliability and Testability
As this application of computers is to a

safety function, the reliability of the hardware,
software and algorithm are of prime importance.
This reliability must be achieved in design and
demonstrated by both analysis and testing. To
date, the emphasis in the ISS project ha« been on
achieving a reliable algorithm at the design
stage. The problem of demonstrating computer sys-
tem reliability is acknowledged as a major area of
R&D, but most of this work lies in the future.
However, the demonstration software development has
provided valuable experience in software engineer-
ing. Experience is also being gained in the appli-
cation of Fault Tree Analysis and other analytical
techniques to assess system reliabiIity. As the
current stage is to determine the usefuIness of
various techniques, simplified qualitative models
are being used.

Concerns over the reliability and testability
of a computerized safety system such as the ISS are
shared by the reactor regulatory agency, the Atomic
Energy Control Board (AECB). The approach in the
ISS project has been to provide full details of the
project to the AECB, and to accommodate their sug-
gestions as much as possible without compromising
the freedom for innovative design needed in a re-
search project.

THE FUTURE PROGRAM

The ISS algorithm has merit, but a complex
computer system is required for its implementa-
tion. This raises concerns about its reliability
and these will have to be met to the satisfaction
of both those worki- g on the project and the AECB.

To date, the combination of the development of
a concept and a laboratory demonstration has proved
effective. The laboratory demonstration has pro-
vided a focus for constructive comments from both
the AECB and Ontario Hydro. This dialog has been
very useful and will continue. The demonstration
has also emphasized the potential difficulties
associated with attempts to demonstrate software
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rellability. This has reinforced the opinion that
good software engineering is most important when
deaIi ng wi t h sof tware reliability.

To £0 from the laboratory demonstration of the
ISS to a prototype system, the emphasis shifts from
the algorithm to the computer system. This re~
quires a serious look at the ways in which hard-
ware , sottware and algorithm interact.

It is unlikely that the initial configuration
proposed for the ISS will be adopted for the proto-
type, one reason being that a reconfiguration could
improve reliability. Another reason is that while
Che initial configurât ion provides fairly complete
and compact operator displays, they are not contin-
uous \y ref reshed and may be up to 1 minute stale.
Operators expect immediate regular refreshment of
data displays so that data trends can be followed.

At the design level this could mean a recan—
figuration of the ISS. A more liberal use of
microprocessors and the introduction of firmware
could make it easier to demonstrate performance,
A dedicated operating system should be considered.
Meeting operator requirements for up-to-date trend
data may require either a larger supervisor compu-
ter or another processing layer specifically dedi-
cated to the generation of displays.

At the prototype implementation level, good
software engineering is needed while software qual-
ity assurance is not only desirable but could also
he mandatory. The software methods for self-
checking and fault tolerance will be implemented as
appropriate considering the associated gain In
reliability. High reliability hardware, possibly
to military specifications, may have to be used.

These good design practices should lead to a
system with high reliability- This procedure would
be carefully monitored within the project and by
the AECÖ. In addition, reliability calculations
would be required, and, at this time, Fault Tree
Analysis looks like the runst promising technique.

ACCEPTANCE: AN OPEN QUESTION

Development of the ISS does not mean it will
be accepted. Acceptance Is needed by two groups :
the AECB and CANÜU owners. Before they are In a
position to decide whether or not to accept the ISS
concept, further work Is needed in several areas.

Much ot this work will have to be in the areas
of rellability and safety. It will be necessary to
show that a highly reliable computer system can be
achieved. There will also have to be further con-
sideration of the use of redundant plant informa-
tion in safety systems. In particular, the link
between the supervisor and safety computers will
have to be reassessed. Even with the operator
handswitching the link, this may be seen as a
departure from the CANDU tradition of isolation of
the control and safety systems.

A number of economic concerns will also' have
to be addressed, tine Is staffing requirements.
The complex equipment proposed for the ISS may
influence the level of training needed by the reac-
tor operators or maintenance personnel. Another is

the cost effectiveness of computer based systems
compared to other alternatives, from the point of
view of both new installations and retrofitting.

Clear answers are needed before a decision on
acceptance can be made. The work, on reliability
and safety should answer many of the regulatory
concerns. The economic concerns of CANDU owners
may be somewhat harder to address as many of the
answers depend on the rapidly changing computer
technology» In particular, the availability of
hardware and experienced personnel. One possibil-
ity is that the ISS will be considered as a serious
alternative to traditional shutdown systems, but
only In conjunction with future reactors Imple-
menting advanced fuel cycles. The emphasis in the
ISS project will be to provide these answers with-
out stopping innovation.
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