
INTERNATIONAL TRAINING COURSE ON IMPLEMENTATION
OF STATE SYSTEMS OF ACCOUNTING FOR
AND CONTROL OF NUCLEAR MATERIALS

October 17-November 4. 1983

SESSION 10: PHYSICAL PROTECTION
IN RELATION TO IAEA SAFEGUARDS

Cecil s. Sonnier
International Safeguards

Sandia National Laboratories

I. INTRODUCTION

State Systems of Accounting for and Control of Nuclear
Material (SSAC) are a fundamental part of the State's and the
IAEA's safeguards systems. This session describes how the part
of the safeguards system that is operated directly by the IAEA
in carrying out its verification activities, including field
inspections, relates to the systems operated by the individual
States. in particular, the physical protection function in the
State system and the related equipment and techniques will be
discussed. The differences between Containment and Surveillance
(C/S), which is an integral part of the IAEA operational system,
and physical protection, which is not, will be described.

II. GENERAL STRUCTURE OF THE SYSTEM

What is loosely referred to as "IAEA safeguards" is based on
the IAEA statute and later documents that define the system in
more explicit terms. The statute provides that safeguards shall
be established and administered so as to ensure, insofar as the
Agency is able, that peaceful nuclear activities do not contrib-
ute to any military purpose. The states have direct responsi-
bility for dealing with the possibility that para-military or
guerilla groups or terrorist organizations might divert safe-
guarded resources for weapon use.

A distinction must be made between the overall system of
safeguards and the component parts that are operated respec-
tively by the IAEA and by the State. it is apparent that some
of the concerns are actions by groups that are subject to the
police and internal-security authority of the state; other con-
cerns relate to the State itself. The system therefore operates
on two levels:
1. The State ensures physical protection and regulates the

handling, control, and accounting of nuclear materials.
2. The IAEA promotes high standards of physical protection and

material accounting, and independently verifies the material
accounting data provided under State direction.
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Physical protection is a matter that involves the State's
internal security, and hence an area where the State's sovereign
authority is most carefully recognized and maintained. For that
reason, the Agency's role in physical protection is limited to
the promotion of guidelines and high standards, and the provi-
sion, upon request from the State, of training and advisory
assistance.

III. SSAC INTERFACES

The State System of Accounting for and Control of nuclear
material (SSAC) consists of organizational arrangements on the
national level to ensure the achievement of safeguards objec-
tives, inter alia:

An international objective, to provide the basis essen-
tial for the application of IAEA safeguards pursuant to the
provisions of a safeguards agreement between the State and
the IAEA.

A national objective, to contribute to the deterrence,
prevention and detection of theft or unauthorized use of
nuclear material by individuals or subnational groups.

The international component of an SSAC consists of three
principal elements: a legal framework within which the State
exercises its control, and organizational and functional infra-
structures at State and facility operator levels. The SSAC
reports accounting data to the IAEA, and its findings are subject
to independent verification by the IAEA.

The two principal national functions of the SSAC are nuclear
material accounting and control, and physical protection.

IV. NUCLEAR MATERIAL ACCOUNTING AND CONTROL

The objective of nuclear material accounting and control is
to maintain current information on types, quantities, and
locations of material. Essential elements of nuclear material
accounting are material measurements, record keeping, prepara-
tion and submission of accounting reports, and verification and
analysis of these accounting data to determine correctness,
accuracy of MUF, and evaluation of causes of MUF.

In the area of nuclear material accountancy, the State
specifies the accountancy requirements, which are implemented by
the facility operator. The accounting data are provided to the
State for evaluation.

In nuclear material accounting there is a direct involvement
of the IAEA. IAEA safeguards approaches are based on nuclear
material accounting as a measure of fundamental importance, with
containment and surveillance as important complementary measures.

Nuclear material accounting within the framework of IAEA
safeguards begins with the material accounting activities which
are undertaken by or on behalf of facility operators in response
to requirements set by the SSAC, arising from agreements between
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the IAEA and the State. These activities and the corresponding
accounting information generated are verified through independ-
ent IAEA verification and inspection. These efforts, after
evaluation, provide one of the means of detecting diversion and
of deterring diversion by the risk of early detection. They
also provide the basis for statements regarding assurance that
no diversion has occurred.

Nuclear material control within the framework of the State
system is a set of measures for assigning responsibilities and
maintaining awareness of the status and location of nuclear
material.

V» CONTAINMENT AND SURVEILLANCE

Containment and Surveillance (C/S) provides the IAEA with
information on movements of nuclear material and on the integ-
rity of items (e.g., equipment, containers, etc.). C/S equip-
ment includes seals, optical surveillance, and monitors. Those
devices, supplied by the IAEA, are operated in an unattended
mode for time intervals between IAEA inspections—often for
periods of three months. Such unattended use places high
importance on tamper resistance and reliability. In some cases
C/S measures employed by the IAEA use the same technology as
that used in physical protection systems, although the function
or purpose is different.

In the use of C/S equipment, there are interactions with the
facility operator and possibly the; State. in all cases, the
facility operator must be assured that the c/S equipment will
not affect or impair facility operations and safety. In some
cases, the facility operator arranges for the installation of
the C/S equipment.

VI. PHYSICAL PROTECTION

Physical protection measures are employed by States and
facility operators to prevent sabotage of nuclear facilities and
unauthorized removal of nuclear materials. The functions of
physical protection systems are to control authorized and
unauthorized personnel, restrict access to nuclear material, and
provide rapid and comprehensive response measures to loccite and
recover missing material. The physical protection systems are
designed to provide an effective balance between the basic
elements of detection, delay and response.

In the United States, the Nuclear Regulatory Commission
(NRC) specifies the required physical protection measures to be
applied to commercial nuclear facilities. The facility operator
installs and operates the physical protection system. The NRC
periodically inspects the facilities, insuring that specified
physical protection measures are maintained on a continuing
basis and that regulations and standards are complied with. The
entire system is governed by a set of regulations to which all
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facilities must adhere in order to obtain and retain an operat-
ing license. In the case of government owned facilities, the
Department of Energy (DOE) performs functions similar to the NRC.

In general, then, the flow of physical protection responsi-
bilities is from the State to the facility, commercial or State
owned: the State specifies the required physical protection
systems, and the facility operator installs and operates the
systems, including response actions as required. This general
flow of responsibility is typical for most IAEA member States
which engage in nuclear activities.

The IAEA has no responsibility for the provision of a
State's physical protection system or for the supervision,
control, or operation of such a system. However, in order to
promote uniformly high standards for the protection of nuclear
material, the IAEA provides recommendations in INFCIRC/225 on
the requirements for physical protection of nuclear material in
use, transit and storage. Also, at the request of the State,
the IAEA provides advice to State authorities with respect to
their physical protection systems. The specific physical pro-
tection measures which are applied to a particular facility are
determined by the State. That determination is based on fac-
tors specific to the State, including threat perception,
economics and political infrastructure.

To further the goal of achieving effective physical protec-
tion, the IAEA and the U.S. DOE sponsor a comprehensive inter-
national training course on physical protection, which is
conducted at Sandia National Laboratories on a regular basis.
The attendees, which include personnel from the developing
nations, are given comprehensive information on physical pro-
tection principles, techniques, and equipment. Workshops are
held to provide participants with experience in design of
comprehensive physical protection systems for various types of
nuclear facilities.

VII. SUMMARY OF SYSTEM INTERACTIONS

The physical protection, material accounting and C/S
measures, responsibilities, and interactions that have been
discussed are summarized in Figure 1. The principal elements of
the SSAC are material accounting and physical protection.

In material accounting, the IAEA provides recommendations
and advice to the State on the structure and format of the
accounting system. The State specifies, regulates, and in-
spects the accounting system used by the State or commercial
facility operator. The operator implements the system, provid-
ing the accounting data to the State. Finally, the State sup-
plies the accounting data to the IAEA for independent verifica-
tion. This verification is achieved through review of the State
supplied data, together with inspections to compare data, per-
form independent measurements, and to review the complementary



Containment
and

Surveillance

Seals
Optical
Surveillance

Monitors

SSAC

Complement

Recommend
Advise
Negotiate
Agreements

- Specify
- Regulate
- Inspect

Install
Operate

Nuclear
Material

Accounting
Physical

Protection

- Independent
Verification
Including
Inspection

Data Flow

- Review

- Recommend
- Advise

Data Plow

- Specify
- Regulate
- Inspect

Complement

o
i

Report

- Records
- Measurements

Figure 1, The Safeguards System Structure

- install
- Operate

Control Personnel
Restrict Material Access
Respond



10-6

information from the C/S equipment. From all of these opera-
tions, it can be seen that material accounting involves strong
interaction between the IAEA, the State, and the facility
operator.

Physical protection presents a different picture. The State
and facility operator interactions are essentially the same as
for material accounting. In physical protection, however, the
State or facility operator has no responsibility to the IAEA.
Related data is kept within the State. However, upon request
the IAEA will assist the State with physical protection systeni
recommendations and advice.

The main functions of the physical protection system are to
detect, delay, and respond. In some cases, data from the
physical protection system is used to complement the material
accounting system in a manner similar to the C/S measures used
by the IAEA.

VIII. PHYSICAL PROTECTION EQUIPMENT AND TECHNIQUES

Physical protection is realized through the use of a variety
of equipment and techniques. For approximately ten years,
Sandia National Laboratories has had a comprehensive program to
develop and test a wide variety of physical protection equip-
ment. Principal equipment and techniques included in that
program are:
1.. Exterior intrusion detectors - used to provide an indica-

tion of entry into restricted exterior areas. Technologies
include microwave, electric field disturbance, active
infrared (beam breakers), buried line (seismic, magnetic,
balanced pressure, ported co-axial cable), and taut wire.

2.. CCTV equipment - Used to provide continuous coverage of
interior and exterior areas of safeguards interest, and
used to assess the causes of alarms generated from physical
protection equipment.

3.. Portal monitors - Used to identify personnel and to detect
unauthorized movement of shie^^d and unshielded nuclear
material through passage ways of safeguards interest.
Technologies include neutron detection, gamma detection,
metal detection, and personnel identification (see item 6
below}.

4. Interior intrusion detectors - Used to provide an indica-
tion of entry into restricted interior areas. Technolo-
gies include microwave, passive infrared, sonic, ultra-
sonic, balanced magnetic, continuity, capacitance, strain,
and pressure.

5. Credential verif iceition - Used to verify credentials.
Technologies include photograph, tuned-loop, and magnetic
code.

6. Personnel identification - Used to identify individuals.
Technologies include fingerprint, voice, hand geometry,
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palm print, and signature recognition; and passwords,
access codes, and photo matching.

7. Seals - Used to provide a positive indication of entry into
a secured area or containers. Technologies include
adhesive paper, metallic, fiber optic and electronic.

8. Electromechanical devices - Used to prevent unauthorized
use of facility equipment which is necessary to move or
control nuclear material. Technologies include power
interruption and valve actuation.

9. Passive and active barriers - Used to prevent or delay
unauthorized entry into facility areas of safeguards
interest. Passive barrier technologies include walls,
fences, gratings, vaults, locking mechanisms, tiedowns,
containers, and hardened doors. Aqueous foam and remotely
controlled doors are the principle active barrier technol-
ogies. Active barriers are used to obstruct, on command,
normal access areas.

10. Obscurants - Used to prevent or delay unauthorized entry
into facility areas of safeguards interest. Smoke and
aqueous foam are the principal obscurant technologies.

11. Guard force - Used to monitor personnel and equipment
movement within the facility, and to assess and respond to
safeguards alarms. Principal efforts involve equipment
development and evaluation, and training.

A comprehensive physical protection system could use many of
these types of equipment, with the specific technology being
chosen to match the particular use-environment. Such a system
must be carefully integrated to provide effective monitoring,
alarm assessment, and response initiation. These functions are
generally performed with display, control, and communications
equipment located in a guard force control center.

IX. SUMMARY

In this session, physical protection, nuclear material
accounting and control, and containment and surveillance have
been discussed, with emphasis on the interactions of these
measures within the context of IAEA safeguards. In addition,
the current physical protection equipment and techniques have
been reviewed.

The interactions can be summarized as follows:
Physical protection is solely a State/facility operator

responsibility. While the IAEA has an interest in promoting the
implementation of effective physical protection systems, it
serves only in an advisory capacity.

Nuclear material accounting directly involves the State,
facility operator, and the IAEA. Facility records and reports
provided by the State are independently verified by the IAEA.
The SSAC is of fundamental importance in this process.
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Containment and surveillance measures are used by the IAEA.
Installation and routine use of C/S equipment must be approved
by the State and facility operator, and must not affect
facility operations or safety.


