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ABSTRACT 
UCP.L—91463 
DE84 017 022 

Fault Graphs are the natural evolutionary step over a traditional 
fault-tree model. A Fault Graph is a failure-oriented directed graph with 
logic connectives that allows cycles. We intentionally construct the Fault 
Graph to trace the piping and instrumentation drawing (P&ID) of the system, 
but with logical AND and OR conditions added. Then we evaluate the Fault 
Graph with computer codes based on graph-theoretic methods. 

Fault Graph computer codes are based on graph concepts, such as path set 
(a set of nodes traveled on a path from one node to another) and reachability 
(the complete set of all possible paths between any two nodes). These codes 
are used to find the cut-sets (any minimal set of component failures that will 
fail the system) and to evaluate the system reliability. 
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1.0 Introduction 

The objective of this paper is to demonstrate how a fault graph model can 
be a natural evolutionary step over fault trees, when graph-theoretical 
techniques are used to evaluate it, instead of Boolean substitution methods. 

The reliability and structure of large complex systems are often 
difFicult to model and evaluate, especially when they contain cyclic effects 
such as feedback loops, bidirectional flow or time-dependent effects. 
Traditional fault tree models and codes manipulate Boolean equations. As a 
result cyclic effects and time dependencies are difficult to model. To ease 
the analysis of these problems and to make computations easy for very large 
problems (tens of thousands of components) Fault Graphs (originally called 
fault oriented digraphs) have been developed [1-7]. 

Fault Graphs are the natural evolutionary step over a traditional 
fault-tree model. A Fault Graph is a failure-oriented directed graph with 
logic connectives that allows cycles. We intentionally construct the Fault 
Graph to trace the piping and instrumentation drawing (P&ID) of the system, 
but with logical AND and OR conditions added. Then we evaluate the Fault 
Graph with computer codes basod on graph-theoretic methods. 

Fault Graph computer codes are based on graph concepts, such as path set 
(a set of nodes traveled on a path from one node to another) and reachability 
(the complete set of all possible paths between any two nodes). These codes 
are used to find the cut-sets (any minimal set of component failures that will 
fail the system) and to evaluate the system reliability. 
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2.1 Basic Faul t Graph D e f i n i t i o n s 

A coherent Faul t Graph is composed of six par ts : a set of nodes N; a set of 

logical AND connectives L; two input funct ions, 1(1 •) and I ( n - ) ; and two 

output f unc t i ons , 0(1-) and O(n - ) . The input func t ion 1(1.) is a 
J ' J 

mapping from a logical AND connective 1. to a collection of nodes, 1(1.): 
J J 

L -»- N. The output function 0(n i) is a mapping from a node to a collection 
of nodes, O(n-): N + N. 

Definition 1: 
A Fault Graph structure D is a six-tuple, 
<N,L,I(lj),I(ni),0(lj),0(ni)>, 

where 
N = {n-|, ..., n } is a finite sets of nodes, m ̂  0, 
L = {l,, ..., 1,} is a finite set of logical AND connectives, k ̂> 0. 

The set of nodes and the set of logical AND connectives are disjoint, i.e., 
M O L = 3. 1(1 . ) : L + N and I(n.j): N + N are the input functions. 
0(1.): L-»• N and 0(n.): N-»- N are tne output functions. 

A node n^ is an input node of a logical AND connective 1. if n^c 
1(1.); a node n., is an input node of a node n. if n. «I(nJ. A 
node n. is an output node of a logical AND connective 1. if n.e 

0(1.); a node n. is an output node of a node n. if n^ e 0(n k). 
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Restriction 1: 
No node may be both an input and an output of the same AND connective, 

i.e., 1(1 ..•) (~} 0(1 J = 0. No node may be both an input and an output to 
J J 

itself, i.e., 1 ^ ) n 0(n i) = 0. 

Nodes governed by this restriction are called self-loop-free or 
non-reflexive nodes. 

The inputs and outputs are bags of nodes. A bag, like a set, is a 
collection of elements over some domain, but a bag allows multiple occurrence 

5 of elements. Therefore, the inputs and outputs allow a node to be a 
multiple input or a multiple output. 

A graphical representation of the Fault Graph structure, D , given 
above is a directed multigraph. A node is represented by a circle, and the 
logical AND connective by a bar. Directed arcs, defined by input and output 
functions, connect the nodes and logical AND connectives. 

Definition 2: 
A Fault Graph D is a directed multigraph D = (V,A), where V = {v,, 

..., v } is a set of verticies and A = {a-,, ..., a } is a bag of 
directed arcs, a. = (v., v j , with v.,v. t V. The set of V = 
{N.L}, such that V = N U L and N C\ L = 0. 

The Fault Graph structure D is equivalent to the graphical 
representation of a digraph D(V,A). As an illustration, consider the 
following Fault Graph structure D : 
N = {n 1,n 2,n 3,n 4,n 5,n 6} 
L = {1!»12> 
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1(4) = ( n 2 ' n 3 l 
Kl 2 ) = K , n 5 } 

i ( n i ) = o 

I(n 2) = { n i } 

I (n 3 ) = 0 

Kn 4 ) = 0 

I(n 5 ) = 0 

I (n 6 ) = 0 

0 ( 4 ) = {n 4 ,n 5 } 

0(1 2 ) = {n 5} 

0(n-,) = {n 2} 

0(n 2 ) = 0 

0 (n 3 ) = 0 

0(n 4 ) = 0 

0(n 5 ) = 0 

0(n 6 ) = 0 

The corresponding Fault Graph D(V,A) is shown in Figure 1. 

Figure 1. Graphical representation D(V,A) of the Fault Graph s t ructure D 
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2.2 Adjacency and Reachability 

The connectivity of a graph, G, can be represented as an adjacency 
matrix, A. Figure 2 shows a typical graph and its adjacency matrix. The 
results that define an adjacency matrix are as follows: 

a. .| = 1 if node i and node j are directly connected 
0 otherwise. 

To 
a l a 2 

a 3 a 4 

0 1 0 1 
0 0 1 0 
0 0 0 0 
0 0 1 0 

a l 
a 2 

a, 

Figure 2. Graph and Corresponding Adjacency Matrix. 



The determination of whether a given node is reachable from any other 
rode can be made by Boolean manipulation of the adjacency matrix. The 
connectivity between all pairs of nodes in a graph is contained in the 
Reachability matrix R. The reachability matrix can be derived from the 
following property (transitive property): 

Connection from element k to element n = a, kn 
Connection from element n to element 1 = a -,. 

n I 
Hence the connectivity between nodes k and 1 (i.e., the matrix element a. •,) 
is derived from two terms, a k n and a-, both of which must be nonzero for a 
nonzero a^; using the Boolean product operation (logical AND), 
akl = akn* anl • 
In matrix notation, for a graph containing n nodes 

a 

R 2 = [A]*[A] 

all a12 'In 

a , a _ nl n2 nn 

all a12 

3nl V 
Where R, represents the reachability matrix for all paths that require 
exactly two steps between all pairs of nodes. 

For connectivity in exactly m steps, the reachability matrix becomes 

R m=[Af . . 

Thus, the reachability matrix connections of all lengths between node pairs 
of any number of steps is given by 

'In 

nn 

R = 2 [A]" 
m=l 
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where the summation represents the Boolean sum (logical OR) operation. It can 
be shown that the R matrix converges to a steady-state value, that is, 

m 
R = lim E A n 

m+oo 

Many algorithms have been developed to perform the reachability 
calculation, two of the more efficient being algorithms developed by Warren 
and Marshall [8]. 

Reachability of a graph which contains logical connectives is an 
important characteristic of a Fault Graph. Reachability processing of the 
matrix representation of a Fault Graph finds all paths from every node n^ to 
any node n within the graph. The reachability solution R for a digraph 
structure D was solved by Sacks [3,4]. He found that the Fault Graph 
reachability was a linear combination of the reachability of the nodes R^ 
with the logical AND connectives suppressed and a vector inner product 
multiplication that superimposes the reachability of the logical AND 
connectives R, . Therefore, 

R = R N + R L. (1) 
A reachability code called REACH has been implemented on a Cray-1 

computer at Lawrence Livermore National Laboratory, using the Sacks 
algorithm. It uses a modified version of the Warshall algorithm [8] to find 
R̂ j and an inner product algorithm to find R, . The solution R then 
contains all possible reaches from every node n. to any other node n. 
within the digraph. 
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Sacks has extended the concept of reachability to conditioned graphs*. A 
conditioned graph is a representation of a logical network. The weighted 
graph of Fig. 3a is equivalent to the logic network of Fig. 3b where the 
weights a and b are taken as binary variables. 

P< 
A 

D 

(a) weighted Graph 

L, 
D 

'b) Logic network 

3>" 

Figure 3. Weighted Graph and Logic Network 

The weighting in the graph represents a control on the connectivity of 
the graphs. The conditioned graph can be represented by an equivalent matrix 
representation. 

Figure 4 shows the logical AND symbol, along with the Boolean equation 
that it represents and an equivalent conditioned adjacency matrix. 

0-* A B C 
~ ^ C = A*B A |0 0 B 

c B 10 0 A 
C |0 0 0 

B 
(a) AND Gate (b) Boolean Equation (c) Matrix Representation 

Figure 4. Representation of an AND Operation. 

*This technique is somewhat similar to that proposed by Chamow [1]. 
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The matrix of Fig. 4 is read in the same from-to manner/as before, that 
is, to get fr m A jto C requires B. Note that C can be reac/ied either from 
node A with B or from node B with A. These two adjacencies are equivalent. 

Figure 5 shows the logical OR symbol, along with the Boolean equation 
that it represents, and an equivalent adjacency matrix. 

A+B 
A 

A |0 
B |0 
C |0 

0 
0 
0 

(a) OR Gate (b) Boolean Equation (c) Matrix Representation 
Figure 5. Representation of an OR Operation. 

The matrix is read in the same from-to manner as above; node C can be reached 
from either node A or node B. 

Combinations of AND and OR gates are easily represented in the 
conditional adjacency matrix format. Figure 6 is a logic network composed of 
two OR gates and one AND gate. 

*0 E 

Figure 6. Example of Multiple Gate Logic Network. 

The individual component logic adjacency matrices for this network are given 
in Fig. 7. 
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A B F C D G F 
A |0 0 1 
3 |0 0 1 
C |0 0 0 

c D G 
C |0 
D |0 
G |0 

0 
0 
0 

1 
1 
0 

F |0 0 G 
G 10 0 F 
E |0 0 0 

Figure 7 Component Matrices 

These matrices can be combined into the single adjacency matrix shown in 
Fig. -b, which represents the entire network of Fig. &. 

A B C D E F G 
A 0 0 0 0 0 1 0 
B 0 0 0 0 0 1 0 

c o 0 0 0 0 0 1 
D 0 0 0 0 0 0 1 
E 0 0 0 0 0 0 0 
F o 0 0 0 G 0 0 
G o 0 0 0 F 0 0 

Figure 3. Adjacency Matrix for Logic Network of Figure 6. 

The reachability calculation procedure described previously can be applied to 
this adjacency matrix to yield all Singletons and Doubletons of the network of 
Fig. . In so doing, the question we are attempting to answer is: Can node E 
be reached from any single node alone or from any combination of two nodes 
alone (without passing through an AND gate)? 

If the adjacency matrix of Fig. Y is Boolean AND-ed with itself and the 
result then OR-ed with the original adjacency matrix, the conditioned 
reachability matrix of Fig. 1. results. This matrix is read in the same 
manner as the adjacency matrix; for example node E can be reached from node A 
with node G. 
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A B c D E F G 

A 1 0 0 0 G 1 0 

B o 1 0 0 G 1 0 

c o 0 1 0 F 0 1 

0 o 0 0 1 F 0 1 

E o 0 0 0 1 0 0 
F 0 0 0 0 G 1 0 
G 0 0 0 0 F 0 1 

Figure ^ . Reachability Matrix for the Network of Figure (a 

Column E forms the basis of finding Singletons and Doubletons to node E. 
Substitution for G by all nodes which reach node G then yields network 
connectivity to E. 

When this substitution process is done cut-sets to degree. 2 are found. 
It is seen that the pairs 

A, G 
A, C 
A, D 
F, G 
F, C 
D, B, etc. 

are Doubletons to node E. 
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2.3 Minimum Cut Sets 

A minimum cut set of a system is defined as the minimum combination of 
components that must fail (or events that must occur) within a system in order 
to cause the system to fail. System reliability is often estimated on the 
basis of the complete set of minimum cut sets of a system. Fault Graphs have 
been used to find minimum cut sets (of one, two, or (specific) three elements) 
for nuclear reactor systems. This has been accomplished by first finding 
the reachability R of a Fault Graph modeling system failure. Then a search is 
conducted for all nodes n. that can reach the system failure node n. in 
R... This process of 'source to sink without passing an AND connective1 

yields single-element minimum cut sets. Subsequent searches through RM + 
R. while marking passages through logical AND connectives yield higher-order 
minimum cut sets. 

-13-



2.4 Modeling Complex Networks with Bidirectional Flows 

The number of possible flow paths through combinations of systems is 
strongly dependent upon the number of switching or flow junctions in the 
network and can quickly become quite large. In the case of piping networks, 
these junctions are the pipe headers where the flow dirtctionis controlled by 
upstream and downstream pressure conditions. 

Consider the network shown in Fig. 10a. Flow must pass from RWST to 
pumps PI, P2, and P3. Crosstie valve V3 is normally closed so, under normal 
conditions, with valve VI failed closed, PI and P2 would not have an open path 
from RWST. These injection paths would fail. However, allowing the operator 
to open V3 changes the outcome since flow through V2 could supply all three 
pumps. The fault graph for this network is shown in Fig. 10b. The network is 
considered to consist of pipe headers and the connections between them. The 
fault graph is constructed a header at a time without the need to consider 
global path searches. The algorithm used is as follows: 
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"T> 
Q 

"D- -{Xh< 

"0- -CKH 

Figure 13a. Crosstie Network 

" 1 -^ -x o-e 

: igure 13b. Digraph of Crosstie Network. 
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At each header, flow can exit through each of the pipes which form the 
junction (unless a check valve or pump constrains fluid from flowing away from 
the header in a given pipe). Considering each exit independently, the 
possible sources of flow to it are AND-ed together and input to a dummy node. 
The sources are nodes adjacent to the header. The node representing the 
header is OR-ed into this dummy node and represents the necessity of an open 
path through the header to enable flow through the exit path being 
considered. This process is repeated for each output from the header, and the 
entire scheme is repeated at each header through out thy network. 

An example of this modeling is shown by the model for flow through header 
HDR2. This header is the junction of three pipes. Fluid can flow away from 
the header through any of the three paths. These paths are considered one at 
a time, in any order, and the status (success or failure) of each path is 
embodied by a dummy node. Dummy nodes in this example all begin with D. Node 
DHDR2A is the status node for flow away from HDR2 and toward P2. Flow to it 
can come from either of the two other entrances to the header, so these two 
flow paths are AND-ed together and input to the status node. One of these 
flow paths originates at DHDR1B and the other at DV3A. The first is the flow 
away from HDR1 in the pipe connecting it to HDR2. Inputs to DHDR1B will not 
be developed until modeling has progressed to HDR1. Node DV3A is flow away 
valve V3 in the direction toward HDR2. As before, Node HDR2 inputs to DHDR2A 
since integrity of a path through the header is needed with either of the two 
flow paths for the flow to reach out of the header toward P2. Once this 
simple analysis has been applied to the other branches out of HDR2 and to the 
other components through which flow can pass in more than one direction, the 
fault graph is complete. 
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2.5 Conditioned Cycle 

A conditioned cycle occurs when a model contains an AND gate whose output 
cycles back to become one of its inputs. Figure 11 shows a graphic example ol 
a simplified digraph with a conditioned cycle. 

0 C 
04— 

Figure It. Conditioned Cycle Structure 

The fault graphs can contain any kind of adjacency, including other 
conditioned cycles, and can have inputs and outputs to and from the rest of 
the model. In general, though, conditioned cycles contain an AND-gate whose 
output is upstream of either or both of its inputs. They are generated 
primarily by the implementation of the junction model for bidirectional 
crossties and by limitations in modeling timing sequences. Should an ultimate 
source (such as the RWST) provide an input to a conditioned cycle AND gate, 
its failure will not propagate to the output of the gate since the output 
feeds back to itself through the gate. This problem can be corrected by 
identifying where the RWST feeds into the conditioned cycle and shorting 
across the gate. 
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2.6 Methods of Reducing Problem Size 
To facilitate solution of the model, three independent techniques were 

used to reduce its size without loss dependency information. The automated 
techniques are called pruning, partitioning, and condensation. Pruning is the 
process by which parts of the model which cannot flow to the terminal node are 
discarded (eliminates independent subgraphs that are not relevant). 
Partitioning is used to replace selected pieces of the model with simpler, 
smaller "equivalent circuits" which behave like the original. Together, the 
two techniques can reduce global models by up to 50%. Condensation creates a 
generic or super node that represents a list of nodes that were originally 
ORed together. If a node is adjacent to only one other node they are replaced 
by a "super component" or condensation node. 

v 
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3.0 Relating Fault Graphs and Fault Trees 

There are two distinctions between F (Fault Tree Structure) and D 
(Fault Graph Structure). F has an additional restriction (e.g., F is a 
tree). Notice that it is trivial to prove that the OR connectives map 
isomorphically onto nodes with multiple inputs in D . 

Sacks and Hershberger [5] have processed coherent fault trees through the 
digraph codes REACH and POST to find their minimum cut sets. The digraph 
codes were fast and efficient in finding minimum cut sets of order one, two or 
(specific) three. Obviously, the tree restriction prevents fault tree codes 
from solving graphs. 

Theorems that find solutions to non-coherent Fault Graph have been 
presented by Alesso [6,12,13]. These theorems demonstrate how post-processing 
of digraphs can find consensus law contributions without reducing Fault Graph 
codes' speed. 
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4.0 Fault Graph Applications 

There have been several mejor Fault Graph demonstrations [4,13] involving 
nuclear power plant systems and over ten thousand components. 
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5.0 Conclusion 

Reliability and structure are difficult to evaluate for large, complex 
systems. Fault Graph analysis is a mathematical approach, based on matrix 
representation of a direct graph with logical connectives which efficiently 
allows computer reachability processing and minimum cut set evaluation. In 
tin's paper, we have demonstrated that Fault Graphs are a growth beyond Fault 
Trees. 
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