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FOREWORD

Publication of this technical document should serve for better
understanding of the technical and functional features of the IAEA
Safeguards Information System (ISIS) within the Agency, as well as in the
National Systems of accounting for and control of nuclear material.

It will also serve as a foundation for further development and
improvement of the design and modifications of the Safeguards Information
System and its services as a function of Safeguards implementation.

Preparation of this document is based on a detailed review of the ISIS
by D. Schriefer, N. Pozniakov, P. Attree, W. Bush, F. Dell'Acqua,
J. Oakberg, and G. Sparks.
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I. GENERAL ISSUES

1;1. - Overall Goals of the System

Based on the IAEA statute (Article III.A.5), INFCIRC/66<i;)
(para 2), the NPT(2) (Article III.l) and INFCIRC/153(3) (Part II,
paras 28-30), the overall goal of ISIS is to support the Department of
Safeguards (SG) and thereby the Agency in carrying out this part of its
statutory obligation.

The emphasis on nuclear material accountancy led in 1975 to the'-
implementation of a computer-based safeguards accountancy system for
NPT data, based on the material balance and inventory change concept,
"which would provide the data on the location and the movements of all
nuclear material subject to safeguards on the basis of the reported
information in order to support the Agency's verification activities in
the field, to enable the preparation of safeguards statements and to
adjust the inspection intensity."(4)

In 1977 when the development of ISIS was started, its purpose was
stated to be, to ensure:—

"Registration and input into the computer of all types
of digital and textual primary data originating in the
application of NPT and non-NPT Safeguards by the Agency;

Verification of primary data with regard to
completeness and accuracy of presentation of the data
elements and their conformity with the contents of the
documents regulating the application of Safeguards;

Correction of primary data;

Computer storage of all types of primary data and
corrections thereto;
Processing of primary data elements, including
processing by numerical methods of statistical and
correlation analysis;
Output from the computer of primary data elements and
the results of their processing in any combination in
accordance with requirements of the users.

Control of user access to computerized Safeguards data;

Preservation of the security and integrity of primary
Safeguards data."

It was also stated that "the system must be designed with the
necessary flexibility to offer technical scope for extension and
evaluation to fulfill future changing requirements for Safeguards
data processing."'5)

With respect to support of Safeguards, more specific objectives
are stated as follows:-

(1) For References see Annex III.



Preparation of semi-annual statements and lists of unconfirmed
domestic shipments and exports, for NPT and non-NPT data, within
3 months of the cut-off date; (ref (3), para 66; ref (6),
code 4.1.
Calculation of book inventories and other information for the
inspectorate, for the preparation of 90a and b statements;
(ref (3), para 90).
Processing and printing of inspection summary data within 4-6
working days of the inspector's return.
In accordance with in-house specifications for computerized
inspection reports, "to provide many of the checks of
consistency and correctness that must now be performed manually,
... to guarantee that the information in the inspection report
is identical to that in the computer by making the former a
print-out of the latter ... and ... to rationalize the reporting
of evaluation procedures of the inspection results."
Preparation of the Installation List (for the Agency's Annual
Report and the Safeguards Implementation Report (SIR)).

1.2. General Flow of Information

Information collected by the Agency is the product of
implementing Agreements with Member States and the result of
procedures within the Agency itself.

In general, the Member States supply accounting and facility
design information. The Agency supplies information from the
Inspectorate, analytical results, evaluation results and management
operations. The two basic users of the Agency Safeguards information
are the Member States and the Agency. Of these two users, the Agency
utilizes the larger portion of information, specifically in order to
carry out its Safeguards function. The Member States are regularly
supplied with information which includes the Semi-Annual Statement of
Consolidated Book Inventories, results of the Inspection activities,
the SIR and the IAEA Annual Report.

Agency Safeguards information can be divided into two basic
categories: that which directly describes nuclear material and its
associated movement and that which is used in support of Safeguards.
To successfully implement a Safeguards Information System,
communication between these categories is essential. The processing
of data within and between the two basic categories is as varied as
the data, ranging from manually kept records and files to computer
storage and processing.

The current ISIS was conceived and designed in the late
seventies because of anticipated growth in the amount of Safeguards
information to be processed and stored. One of the main decisions
made at that time was to use the commercial Data Base Management
System, 'ADABAS1, to maintain the Safeguards data base. ADABAS plays
a central role within ISIS; it manages the data files and all
software accesses to the data files via ADABAS.

The general flow of information and the system architecture is
shown in Figure 1.
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1.3. Decision Making

The current information reporting hierarchy and, hence, the
structure of responsibilities was brought into force by the DG in
1977/78. It defines the mission of the SGIT Division:

to be responsible for the handling of all SG data, including
input, treatment, storage, and output.

The reorganization plan (of 1983-04-11) for 1983 maintains the
Division's responsiblity for:

processing, storage, retrieval, and analysis of SG information
reported by the States or collected by inspectors.

From this it is evident that the responsibility for an efficient
and timely processing of SG information rests with the Division
Director. He has delegated the responsibility for specific areas of
automated information processing to:

- the Data Processing Development Section,

- the Data Processing Services Section,

- the Data Evaluation Services Section, D

- the Data Base Co-ordination Unit

for all matters concerning the system analysis and design,
implementation, maintenance, and operation of the Safeguards DP
system. This implies that decisions with respect to how and when
Safeguards information are processed can only be taken within the
Division of Safeguards Information Treatment or by the DDG-SG himself.

New requirements and changes to existing components will be
initiated either outside or inside SGIT, but generally from the
Department of Safeguards. SGIT management must then decide on the
feasibility and accomodation of the new or changed requirements with
respect to existing manpower and DP equipment capacity.

New high priority tasks, which cannot be accomodated by SGIT
using existing equipment or which cannot be implemented or operated
with the current staff, must also be brought to the attention of
senior management in order to expand the resources available to SGIT
or to re-assess the priority of current tasks or establish priorities
for new tasks.

1.4. Constraints

The major constraints to the implementation of an information
system for international nuclear safeguards are due to the fact that
the concept of safeguards is relatively new and still under
continuous development. The IAEA began work in 1957, but no
agreements were concluded at that time for transfer of nuclear
technology, plants and material among countries and for the
1) As of 1 July 1983, the Data Evaluation Services Section was

transferred to the Division of Safeguards Evaluation, becoming
the Section for Data Evaluation (EDE).
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acceptance of inspectors to verify the use of the material. Only in
1965 the first major step was taken to develop the IAEA's Safeguards
by adopting a legal system ^' which is still applied in agreements
with 10 non-nuclear-weapon countries.

Under these circumstances no attempt was made at that time to
computerize the information related to the implementation of the
agreements. The next significant steps in Safeguards implementation
took place in 1967 with the signature of the Regional Treaty for the
Prohibition of Nuclear Weapons in Latin America and in 1970 with the
entering into force of the "NPT" ^2^.

Since that time three different types of agreements are in force
with considerable differences. Common characteristics, which impose
specific restrictions on the implementation of a computerized system,
are the data confidentiality, the correction handling process and the
requirement to be able to reproduce the incoming Member States' data.

Since 1970, when the first computerized IAEA Safeguards
Information System was started, it has gone through major
modifications, following the development of nuclear technology.

It is extremely difficult to map a still developing discipline
into a computerized system, which by definition requires well defined
data elements, data flow and procedures.

The ISIS must take into account differences in the
interpretation of the definitions and events, must leave room for
implementation of undefined elements, must be flexible enough to
allow experiments with new safeguards concepts and techniques, and at
the same time, provide the IAEA with tools and information to carry
out its obligations to the Member States.

From the ongoing development process it follows that the
computerized system will continually evolve as long as SG concepts
change, and as long as new techniques are being introduced.
Therefore, a continuous process of updating and the accomodation of
algorithmic changes to parts of the existing system have to be
carried out in parallel to the design and implementation of new
functions as well as information production processing required by
Member States or the Agency.

2. CURRENT ISIS SYSTEM

Results of recent industry surveys^-'' show that the average
application size on a large mainframe is:

55 programs
23,000 source statements
6 master files
13 megabytes in the data base
26 predefined user reports.

As can be seen ftom the following system description, the ISIS
exceeds the average by at least a factor of 10.



2.1 Major components
The current ISIS is an implementation of modules needed in carrying

out the IAEA safeguards program. It is a complex system collecting data
of different nature and using various software to produce different types
of reports. The parts of the system have many similarities and
connections with other parts and form a kind of network. Nevertheless,
ISIS may be logically divided into three main functions:

Input, storage and maintenance of SG data
Processing of SG data

- Evaluation of SG information.

The first function includes data entry, data loading, quality
control, etc. as well as protecting and ensuring the integrity of
information contained in the database (DB). The second is to meet the
requirements of SG data processing, e.g. information retrieval, data base
queries, information comparison and merging of data from different sources
according to the needs of the Department. The third function includes the
evaluation of information and the production of reports that are either
supplied directly by SGIT to management or used by other departmental
units as a basis for furnishing SG reports to Agency management or to
Member States.

These three functions of ISIS can be further defined as follows:
a) Input, storage and maintenance of information relating to:

- Nuclear material accounting data
related to INFCIRC/153 type agreements

- Nuclear material accounting data
related to INFCIRC/66 agreements

- International transfers - INFCIRC/207
- Authority and design data

Inspections
- Management
- Equipment.

b) Processing of SG data relating to:
- Accounting applications

Inspection applications
- Management information

Equipment inventories.

In addition, utilities are used in order to support the
operation of ISIS.

c) Evaluation of information with respect to:
Inventories
Shipments and Receipts (Transit Accounting)
Inspection goals

- Measurement results
- Management
- Equipment.

These 'logical1 components - which relate to the information
processing support of the SG functions - are be.ing implemented using
'physical' components, which are:

12



Sets or groups of data
- Commercially supplied software packages

In-house developed software
Computer hardware, and

- Reports.

a) Sets or groups of data

When considering the data components in ISIS, the file was taken
as the smallest unit. The current ISIS consists of 55 files
containing over 3 million records stored as 610 000 Kbytes of
information.

This includes only files in the ADABAS Data Base. Excluded are test files
and unused files which were in the data base on 14 June 1983 but have since
been deleted.

In addition to the ADABAS files there are several files
(11,431 records, 9,198 Kbytes) containing analytical and measurement error
data which reside in other data sets, including some on the MINC.

b) Commercially supplied software packages
Each of the SG computers (IBM, VAX, MINC) has its own operating system.

Six different programming language compilers are installed, not all of which
are available on all computers. In addition there are a number of special
purpose software packages installed for statistical analysis, graphics, etc.

The commercially supplied software packages installed as of July 1983 are
given in Table 1-1 (Annex I).

c) In-house developed software

When reviewing the software components of ISIS, other than commercially
supplied software packages, the number of program modules, the number of lines
of code and the programming languages were considered. Table 1 gives a
snapshot view of the software components as of July 1983.

Table 1 Summary of Software Components

Software component

Nuclear Material Accounting
Inspection
Authority and design
Management
Equipment
System

Number of
modules

954
390
37
224
19
238

Lines of
code

(in thousands)
160
88
5
40
1

43

major progr.
language

PL/I
PL/ 1
NATURAL
NATURAL
NATURAL
PL/ 1

1) In the IBM system, a byte is defined as a sequence of 8 adjacent
binery digits that are acted upon as a unit and that constitute the
smallest operable unit in the system. A byte is usually used to store
one character.
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This data was collected by interviewing SGIT Unit Leaders and the main
independent software producers outside SGIT. Not included are some programs,
usually in NATURAL, written by end-users for their own limited purposes.

d) Computer Hardware

The general configuration of the Agency's hardware is a 3-level structure
consisting of the main computer installation located in Headquarters in
Vienna, computers in field offices and micro-computers for use by inspectors.
The Headquarters' computer hardware consists of the following:

- IBM 3032 with 8MB of memory is used as the SG dedicated main
computer. It is located in the Computer Section area, but
linked to it, using terminal controllers, are VDU terminals
and printers located in the SG area.

- VAX 11-750 which is used for data-entry purposes and
for applications development. It is linked to the IBM 3032
and VAX terminals can operate locally on the VAX or, using
an emulator, directly on the IBM 3032. The VAX 11-750 is
located in the SG area.

- MINC 11-23 is used for source data evaluation tasks.

The number of terminals has increased during the recent 3 years and now
totals more than 60. All main in-house ISIS users have direct access to the
data base via terminals.

The list, of hardware available at Headquarters for SG use as of January
1984 is given in Table 1-2 (Annex I) and is shown schematically in the diagram
in Annex II.

e) Reports

The ISIS review considered the reports which are produced by the system.
A report is defined as "output useable in performing a given portion of the
safeguards function". Thus, a single execution of software may produce several
reports, or it may require several runs of several programs to produce several
outputs, which, when combined, provide the information that is needed.

Table 1-3 (Annex I) lists the reports, as of October 1983,

2.2 Data flow and location

The most effective way of presenting the flow of data through ISIS is
in the form of a flow chart. However, because of the diversity of data and
of processing procedures within the system, it is unrealistic to present
this information in a single flow chart. Therefore, the output, i.e. the
end products of the system, were taken as the basis for flow charting and
a diagram was produced for each report (or set of reports) listed in Table
1-3 (Annex I).

Each diagram shows the source of the data, the software used to
process the data into the data-base, its location in the data-base and the
software used to produce the reports. In addition, the software used is
cross-referenced to the software components listed in Table 1-3 (Annex I).
Many of the reports use nuclear material accounting data; the input and
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updating of this data is reproduced once in Chart A, and this chart is
referenced in the other flow diagrams.

The entire set of flow charts, starting with Chart A and then ordered
according to the list of reports, is given in Annex II. The status is as of
November 1983.

2,3 Users and usage of components

The users and usage of the following components were reviewed:

- data
- software

reports.

a) Users and usage of data components

ADABAS file accesses were reviewed for the period 1983-01-01 to 1983-08-01
with respect to modifications to the data and retrieval of the data. These
were then separated per SG Division and grouped into the same data categories
as those in 2.2.

Table 2 summarizes the users of the groups of data.

Table 2 Summary of Users of Data Components

1 Division I
luata Component |mod
I 1
1 Nuclear Material Accounting!
1 Inspections I X
'Authority and Design i
1 Management I
i Equipment 1 X
1 System 1
1 1

OPS
Iret
1
1 X
1 X1 xi x1 x1 x!

I SGIT
Imod
11 x1 x1 x1 x! x1 xi

Fret
1! x1 x1 x1 x1 x1 xI

1 SGEV | SGSA ! SGDE
Imod
1
1
1 X!1 xI x1i

Iret Imod
1 11 x I1 x 11 x I x1 x I x1 x I1 x 11 1

ret Imod
1
1
1

X |
X I X111

ret

X

In the process of retrieving the data, it was discovered that no
utilization statistics were kept during the period of review for any file
numbered greater than 152; therefore, no access data is available for these
files.

Non-ADABAS files were not a part of this review and, therefore, the
information on users and usage of these files is not available.

b) Users and usage of software

The groups of software as in 2.2 were subdivided into file maintenance
(including quality control of data) software and report production software.
Within these subcategories the users of each piece of software (program) were
identified and grouped by division.
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Table 3 summarizes the users of the groups of software.

Table 3 Summary of Users of Software Components

1 Division
1 Software component

1 Nuclear Material Accounting
1 Inspections
[Authority and Design
(Management
1 Equipment
I System
1

OPS | SGIT | SGE)
rant I rpt |mnt [ rpt |mnt

1 ! 1 1
1 X | X | X |

X i X | X | X | X
1 X | X | X |
1 1 1 1 X

X 1 X | | |x 1 1 x I x I x1 ! 1 1

/ I SGS^
rpt t mnt

1
X I
X I

1 X
X I X11 x1

i t SGI
rpt |mnt

1
1
1

X |
X | X

1 x1 x

)E
rpt

X
X

Obtaining statistics on the usage of software was a more difficult task
as there is no standard procedure for recording when, how often and by whom
all software is run. Monthly statistics are kept for software pertaining to
nuclear material accounting report generation, but these are not completely
reliable as they depend upon information provided by the user at run time.
However, these statistics, being the best available, were used in the review,
and for other software, the statistics were obtained verbally from the users.

c) Users and Usage of Reports

The users and usage of reports as of October 1983 are given in Table 1-4
(Annex I); the list of reports being the same as in Table 1-3 .

The figures representing the number of reports produced are based on the
definition of what constitutes a 'report1. (For the definition of a report
see Section 2, para e). Therefore, the numbers shown are approximated, based
on a combination of the different methods of producing a report, in order to
provide a general gauge for comparison.

2.4 Access to components

The access to the following components were reviewed:
- data components

software components.

a) Access to data components

The key statement to access Safeguards information is that "all
safeguards data in the information system are considered to be CONFIDENTIAL".

Access to the data components is granted to the users according to the
rules contained in the Safeguards Manual, SMA/6, and SMA/6a.

The access to data contained in the data base, is controlled using the
access security features built into the DBMS "ADABAS".

For the few data not contained in the data base, the standard IBM file
protection feature through file password is applicable.
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During 1983, 104,216 batch jobs were processed and there were 68,630
online sessions that used a total of 1,155 hours of CPU time.

The number of "finds", i.e. each time a piece of information was
retrieved, was over 124 million, of which 80 million were against the
accounting data module.

b) Access to the software components
The programs utilized to access the data and produce standard and "ad

hoc" reports are not considered confidential, provided that they contain no
reference to the security paths used to access the data. Their utilization is
therefore open to all users in the Department. The development and
maintenance of the software system is, with some exception, performed by the
IDD Section in SGIT. Update access to the program production libraries is
restricted to the IDE Group in SGIT in order to centralize the program change
management function but the programs themselves are available to all users.

2.5 Volume of Reports Processed

The number of reports processed by ISIS during the last three years is
shown in Table 4 below, with a projection for the years 1984 and 1985.

Table 4 Incoming and Outgoing Reports

Year

1981
1982
1983
1984
1985

Incoming reports

12,200
14,500
16,500
19,000
21,800

Outgoing reports

23,900
28,400
32,400
37,300
42,800

These figures together with the number of records associated with each
incoming report give a rough estimate of the workload handled.

In 1983 the system processed about 16,500 different source documents
submitted on magnetic tapes and hard copies, and generated more than 32,000
reports for both Agency and external users. In comparison with 1981, this
shows an increase of 35 %.

In addition to the generation of reports, SGIT also carries out on-line
data base queries, participates in meetings at the Department level, provides
consultation and training to the Inspectorate and to the States' systems of
accounting for and control of nuclear material, and contributes towards
education of ISIS users.

This document provides a generic summary of the current status of the
ISIS. For additional information dealing with the ISIS development,
implementation and operation see the following publications:

1. Y. Ferris, W. Gmelin, J. Nardi, V. Shmelev, "Experience at the
International Atomic Energy Agency in Processing Safeguards
Information", International Symposium "Nuclear Safeguards Technology
1978", Austria (1978).
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2. F. dell'Acqua, W. Gmelin, J. Nardi, V. Shmelev, "The Opération of
the IAEA Safeguards Infromation System", 3rd ESARDA Symposium on
Safeguards and Nuclear Material Management, F.R. Germany (1981).

3. F. dell'Acqua, W. Gmelin, L. Issaev, G. Hough, J. Nardi, "Safeguards
Information System; its Development and Functions", IAEA Bulletin,
Vol. 23, No. 4 (1981).

4. F. dell'Acqua, L. Issaev, J. Nardi, N. Pozniakov, D. Schriefer,
"Three Years of Experience with the International Atomic Energy
Agency's Safeguards Information System", 6th ESARDA Symposium on
Safeguards and Nuclear Material Management, Italy (1984).
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ANNEX I
TABLES

Table 1-1 COMMERCIALLY SUPPLIED SOFTWARE PACKAGES

IBM VAX MINC

1. Data Base Management

ADABAS including ADAMINT & ADAWAN

2. Programming Languages

NATURAL
PL/I
FORTRAN
COBOL
Macro Language

3. Special packages

SAS -Statistical Analysis System
LIBRARIAN
DATAMANAGER
TELL-A-GRAF
FMS - Forms Management System
OMEGA - Data Entry System

As of July 1983

X

X
X
X
X
X

X
X
X
X

X

X
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Table 1-2 LIST' OF HARDWARE

IBM 3032 (8 MB memory, 6 channels)
14 x IBM 3350 disk drives
2 x IBM 3420 tape drives, 800/1600/625 bpi
1 x 2944 data channel repeater
2 x 3203 line printers 1200 1/min.

ITT (IBM compatible)

28 x VDU (IBM 3270 compatible)
9 x TERMINAL-PRINTER with controller
2 x 3282 local terminal controller

DEC VAX-11/750 (l MB memory, Unibus and Mussbus channels)

2 x RMSO disk drive 124 MB fixed media
2 x TUSO magnetic tape 1600 bpi
1 x TS11 magnetic tape 1600 bpi
32 x VT1XX video display unit (including 2 x VT125)
16 x LA34 hard copy printer for VT100
2 x IF-11/3270 emulator
2 x LXY21 line printer 600 1/min
1 x Isp25 line printer 300 1/min

DEC MINC-11/23 (128 KB memory)

2 x RL01 disk drive 5 MB cartridge
2 x RX02 disk drive 5 MB flexible
l x VT125 graphic terminal
l x LA34 graphic printer
1 x TEKTRONIX 4632 hard copy for VT125
1 x DECLAB I/O module

DEC PERSONAL COMPUTER

6 x PC-350
- 2 x 0 . 5 MB memory
- 4 x 0.25 MB memory

4 x WINCHESTER disk drive 0,5 MB
4 x LA-50 printer

20



Table 1-3 LIST OF REPORTS

1. Listing of accounting reports submitted by Member States

2. Batch accounting information

3. Semi-annual consolidated book inventory statements

4. Book inventories
5. Material balance period accountancy evaluation

6. Statistics about States' reports

7. Summaries of information (country and world totals)

8. Special reports based on ad-hoc requests

9. Semi-annual transit matching statements

10. Transit matching working reports

11. Authority and design information

12. Output as a result of processing States' reports

13. Inspection plans and summaries

14. Inspection working reports
15. Quarterly inspection statements

16. Inspection reports processing statistics
17. Nuclear material forecast reports

18. Paired analytical comparison results

19. Inspection effectiveness and evaluation for a
material balance period

20. System management reports

21. Manpower utilization statistics
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toto
Table 1-4 USERS AND USAGE OF REPORTS

Frequency
of Usage U s e r

1. Listing of accounting reports submitted by Member States
2. Batch accounting information
3. Semi-annual consolidated book inventory statements
4. Book inventories
5. Material balance period accountancy evaluation
6. Statistics about States' reports
7. Summaries of information (country and world totals)
8. Special reports based on ad hoc requests
9. Semi-annual transit matching statements
10. Transit matching working reports
11. Authority and design information

12. Output as a result of processing States' reports
13. Inspection plans and summaries
14. Inspection working reports
15. Quarterly inspection statements
16. Inspection reports processing statistics
17 Nuclear material forecast reports
18. Paired analytical comparison results
19. Inspection effectiveness and evaluation for

a material balance period
20. System management reports
21. Manpower utilization statistics

480 monthly
20 monthly
60 serai-annually
140 monthly
290 monthly
110 monthly
800 semi-annually
160 monthly
60 semi-annually
260 monthly
40 yearly
75 quarterly
100 monthly
100 monthly
350 monthly
150 monthly
4 yearly
1 monthly
1 annually
2 semi-annually
10 monthly

1 monthly
60 monthly
15 monthly

SGOA/B/C, IDS
SGOA/B/C, IDS
Member States, Management
SGOA/B/C, IDS
SGOA/B/C, IDS
SGOA/B/C, IDS
SGEV, SGOA/B/C
SGOA/B/C, IDS, SGEV,
SGDE, Management
Member States, Management
SGOA/B/C, IDS
SGOA/B/C, IDS, SGEV
SGDE, Management

IDS
SGOA/B/C, IDS
SGOA/B/C, IDS
SGOA/B/C, Management
SGOA/B/C, Management
Management

SGOA/B/C, SGEV

SGOA/B/C, SGEV
SGIT
SGSA
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