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FOREWORD

From very early on in the history of peaceful use of nuclear energy,
reliability characteristics of performance in general, and those related to
safety in particular, have been subjects of special consideration. As a
consequence, engineering knowledge and evaluation methods that were
developed for other areas of technology, such as aviation, were taken over
and further developed to accommodate to the special features of nuclear
safety problems.

The need for increased understanding and higher safety standards are
characteristic of today's society and society's requirements in this respect
are principally set out in the well developed technical areas, such as the
nuclear industry. There are of course other reasons, such as economic ones
that stimulate development of more advanced management tools. In areas of
nuclear power plant safety, the probabilistic approach in reliability and
risk management has however some clear advantages and considerable potential
for increased use.

In practice, the application of a quantitative probabilistic approach
to nuclear safety is a rather complicated task and to be useful calls for
careful studies by specially-trained experts. Indeed, full-scale
utilisation of probabilistic methods requires resources that may often put
it out of question. Thus it is important that those with management
responsibility for controlling effective use of resources are well informed
on the limitations as well as the capabilities of probabilistic methods, and
their potential for further development.

This document has therefore been written mainly for those who should
be well informed about possibilities for the practical utilisation of such
methods, but who are not necessarily themselves experts in the area. It is
believed, however, that it will give a useful overview even to experts
because large-scale probabilistic studies are efforts involving
representatives of different disciplines.

The IAEA has several activities related to the use of probabilistic
approaches in nuclear power plant licensing. This document is a preliminary
step in further encouraging their use. Many details and principles have in
fact already been recommended in the IAEA's Nuclear Safety Standards (NUSS)
programme. However, intrinsically probabilistic thinking and proper use of
probabilistic methods can provide useful knowledge to supplement - but not
replace - deterministic approaches.

The document has been prepared by a group of consultants from six
different countries that already have experience in this area. The draft
document was also reviewed by an advisory group at a meeting in Vienna. The
IAEA is well aware that the document gives only a limited picture of the
methods and possibilities of a probabilistic approach in nuclear reactor
licensing but believes that it would still benefit many readers. The IAEA
welcomes any proposals in this connection from interested parties and will
continue its activities on related problems.



Abstract

After an overview about the goals and general methods of
probabilistic approaches in nuclear safety the main features of
probabilistic safety or risk assessment (PRA) methods are discussed. Mostly
in practical applications not a full-fledged PRA is applied but rather
various levels of analysis leading from unavailability assessment of systems
over the more complex analysis of the probable core damage stages up to the
assessment of the overall health effects on the total population from a
certain practice. The various types of application are discussed in
relation to their limitation and benefits for different stages of design or
operation of nuclear power plants. This gives guidance for licensing staff
to judge the usefulness of the various methods for their licensing
decisions. Examples of the application of probabilistic methods in several
countries are given. Two appendices on reliability analysis and on
containment and consequence analysis provide some more details on these
subjects.
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1. INTRODUCTION

1.1 Historical background

Ever since man first ueed tools his principal method of achieving
reliability became trial and error. In the 19th and early 20th Centuries,
it became common to codify these lessons of experience in the form of
engineering codes and standards of good practice, as in civil-structural
engineering, boiler design, ship design, etc.

During and after the Second World War, the growing cost, complexity
and dangers associated with some technologies called this approach into
question: in fields such as aerospace, electronics and weapons engineering,
trial and error for systems reliability became too expensive, too slow or
too dangerous. Methods for anticipating experience, or more precisely,
methods for inferring the reliability of complex systems from a knowledge of
the reliability of their component parts, originated in the 1950s and were
developed in the 1960s and 1970s. These developments have grown into the
discipline of system reliability analysis.

Meanwhile, economists, the insurance industry, students of
decision-making and engineers were developing methods for analysing risk by
combining the notion of event likelihood with the notion of severity of
event outcomes. Early efforts to merge the concepts of probabilistic system
reliability analysis and probabilistic risk assessment (PRA) were made in
the United States for the Minuteman missile programme and the Apollo Moon
project.

Reliability engineering concepts such as fail-safe design, redundancy
of safety functions, and quality assurance were also introduced into the
commercial nuclear power field at a very early stage. However, the
application of probabilistic risk assessment to reactor safety did not
emerge until the early 1970s. The driving force behind its introduction was
a concern that the conservative, bounding calculations of the severity of
radiological accidents at commercial nuclear power plants suggested that
worst-case accidents might be catastrophic. As a result, the U.S. Atomic
Energy Commission authorized Professor Norman Rasmussen to set up a team to
attempt a thorough, realistic assessment of the risk posed by severe reactor
accidents. The team pioneered the application of system reliability
analysis and probabilistic risk assessment to commercial nuclear power
plants, publishing a draft of the Reactor Safety Study (WASH-1400) in 1974
and the final edition in 1975 [1]. This was to become the precursor of many
probabilistic risk studies of nuclear power plants both in the United States
and many other countries.

Unfortunately, for the next few years the controversy over whether
WASH-1400 gave a reasonably trustworthy prediction of so-called bottom-line
societal risk distracted many people from exploring those uses of
probabilistic reactor safety studies that would be more trustworthy than
such bottom-line predictions. WASH 1400 made it evident, for example, that
system reliability analysis applied to safety systems of a nuclear power
plant deepens the insight into the structure and interaction of those
systems and helps identify weaknesses in design. Furthermore,



through consolidation of techniques from various disciplines, it became
possible with risk assessment to combine viewpoints of many specialists into
one coherent picture of reactor safety. This combination of techniques
assists in overcoming the major difficulty in analysing a modern nuclear
power plant, namely that it is impossible for one person to fully understand
the whole plant.

In 1977 the United States Nuclear Regulatory Commission (USNRC)
chartered the Risk Assessment Review Group, known as the Lewis Committee, to
critique WASH-1400 [2], The committee confirmed that the uncertainties
surrounding the bottom-line risk predictions were larger than those
identified in WASH-1400 and identified a number of methodological weaknesses
in that pioneering venture in probabilistic reactor safety study. However,
the Lewis Committee also endorsed the basic approach and urged more
extensive use of probabilistic risk assessment in reactor safety regulation.

The similarity of the Three Mile Island (TMI) accident with predicted
accident sequences in WASH 1400 and in the German Risk Study [3] justified
and accelerated the use of the probabilistic methodology. Based on the
encouragement of PRA use by Lewis [2] and the reports of the Rogovin [4] and
the Kemeny Commissions [5], the original methodology has been further
developed and more widely applied. Three guides conducting reactor PRAs
have been developed in the United States [6, 7, 8]. In recent years the
initiation of reliability evaluation programs as promoted by the USNRC
(RSSMAP [9], IREP [10]), and other organisations in various countries (e.g.
the European Reliability Benchmark Exercise [11]) further matured the
discipline. As a result, there are now a considerable number of experienced
analysts in the nuclear field from whom licensing authorities in many
countries can request probabilistic analyses with sufficient credibility for
use as support in the licensing process. For that reason the use of such
analyses in the licensing process (in its broadest sense), while once rare,
has increased steadily in recent years, either as a formal part of the
process or, more often, informally.

1.2 The elements of risk assessment and safety analysis

Probabilistic risk assessment, as applied to nuclear power plants,
generally means the discipline of constructing mathematical models that
predict the offsite radiological risk posed by potential reactor accidents.
The phrase "probabilistic risk assessment" (PRA) is here reserved for such
comprehensive studies that extend to bottom-line risk, i.e. they include as
essential part the radiological consequences and their impacts on man. The
term "probabilistic safety analysis" (PSA) describes the more general class
of studies of whatever scope, that include probabilistic approaches to
safety analysis emphasizing probabilistic aspects of engineering. Both
terms are also used to describe respectively the reports generated by such
studies of a particular plant. The individual parts of a full-fledged PSA
can be very useful by themselves. It is not necessary to construct a
comprehensive PRA in order to have a valuable safety analysis tool.
However, to set the stage for later material, a full-scope PRA is described
below.

A full-scope PRA model is composed of three principal parts:

1. A catalogue of accident sequences together with estimates of the
likelihood of each;

2. An analysis of the physical processes leading to an estimate of the
radiological release to the environment (amount and frequency)
associated with each type of accident sequence;
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Fig. 1. Principal Elements of a Reactor Risk Assessment

An analysis of the offsite consequences of the release.

Together, they constitute a model that predicts the likelihood of
off-site radiological consequences, i.e., reactor risk (see Fig. l).

The first part of a full-scope PRA is variously known as the
"event-tree, fault-tree", "development of plant damage states", the "systems
analysis", or the "reliability analysis" part. Its analysis can stand
alone. It entails developing a catalogue of accident sequences leading up
to core damage (or successful core cooling) together with a determination of
whether the active containment systems (sprays, coolers or the isolation
system, for example) functioned or failed in each accident sequence. In
addition to the qualitative catalogue of accident sequences, estimates of
the frequency of occurrence are developed for each category of accident.

The reactor accidents may be classified according to the kind of
initiating event and the success or failure of each system whose performance
directly affects the course of the accident. The accident sequence
classification scheme may also distinguish the timing of system failures.
It is quite common, for example, to distinguish failures of emergency core
cooling systems or containment spray systems according to whether the
failure takes place in the injection mode or in the recirculation mode,
should one system provide both functions.

The catalogues of accident sequences are often portrayed in a
graphical form with event trees (see example Fig. 2). Each branch point
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Fig. 2 A simplified example of an event tree diagram

describes a qualitatively distinct path an incident or accident may follow.
Typically, there is one event tree for each initiating event. Each path
through the event tree describes a distinct accident sequence. Similar
accident sequences are lumped into plant damage states.

The catalogue of possible accident sequences, as broadly defined in
the event trees, serves as the jumping-off point for two additional phases
of the PRA. One is system reliability analysis, which belongs to the first
part of a PRA; the other is evaluation of accident phenomena, containment
performance and releases, which belongs to the second part.

System reliability analysis is applied to each system appearing in
the event trees. Its most common form is fault tree analysis, which is a
disciplined method of tracing system failures to their origins in component
failures, human errors or auxiliary system faults (see example, Fig. 3).
Fault trees can also be employed to analyse failures in the auxiliary
systems upon which the "front-line" systems (usually safety systems)
depend; these can then be linked together with the front-line system fault
trees. The fault trees also permit calculation of the probability of system
functional failure from the probabilities of the constituent basic fault
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Explanation of symbols
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simultaneously

Fault origins are traced in a continuation
of the fault tree, drawn elsewhere

Event whose causes are not further developed
in the fault tree

events. System reliability analysis may thus include evaluation of
component reliability, human reliability, the study of common cause failure,
and the analysis of fault propagation through networks.

The objective of the second part of a PRA is to calculate the timing,
form, and magnitude of the releases of radioisotopes from the plant to the
environment and to classify the releases in categories. It entails studies
of the release and transport of fission products from the fuel to potential
release points. Thermal hydraulic analysis of the accident, both in the
reactor and in the containment building are performed for each damage
state. Event trees are often used again at this stage to catalogue answers
to questions such as "does the containment fail due to hydrogen burning",
"does the containment fail due to overpressure at the time of vessel
melt-through" or "is a containment penetration open".
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Each resulting release category is characterized by the timing of the
release, the duration of the release, the amount of thermal energy released
with the plume and the fraction of core inventory of each class of fission
product that is released to the environment.

The third part of a full-scope PRA is an evaluation of the
consequences of the releases, as classified into release categories.
Release and transport of the fission products in the plume beyond the plant
are modelled using a probability-weighted distribution of weather conditions
that might prevail at the time of the accident. The calculations of
dispersion and deposition permit calculation of doses as a function of time
and at a variety of locations in the region of the plant. One or more
models of emergency response are often employed to simulate protective
action such as evacuation, sheltering and/or relocation of people from the
affected areas. The projected doses and residual contamination, are in
turn, converted into estimates of health effects (e.g., early and/or latent
fatalities) and/or property damage.

1.3 Incentives for probabilistic approaches in reactor safety

The main characteristic of probabilistic approaches compared to
traditional assessment against deterministic criteria is that they provide a
comprehensive and unified model of accidents that the plant might
experience. Probabilistic approaches include most of the elements of
deterministic assessments but they are brought together in a coherent
framework that enables each individual issue to be seen in perspective.

The incentives to move to probabilistic methods are various, but
three basic ideas may be identified:

a. There have always been requirements that safety systems should be
highly reliable. This led naturally to a desire to compare different
system designs, a task best done by quantifying their reliability -
essentially a probabilistic concept;

b. The multiplicity of rules, criteria, guidelines and codes of practice
(differing widely in different countries) that are included in the
traditional deterministic safety evaluations led to the feeling that
there might be a lack of balance between the many aspects of safety.
For example, an undue amount of effort may be expended in areas of
little importance while other potentially important areas may be
neglected or subject to lax requirements. The consistent application
of probabilistic methods together with calculations of the
consequences over the whole range of safety issues arising in a
nuclear power plant (NPP) is the only known way of providing a
unifying framework in safety assessment;

c. The concern that NPPs posed an unwarranted risk to the public (either
as individuals or as a society), or the desire to demonstrate that
they did not, led to the development of large probabilistic risk
assessment studies aimed at estimating the overall probabilities and
consequences (in terms of fatalities) of NPP accidents. These
estimates can then be compared with other, non-nuclear, hazards to
which the public is exposed.

Although a PRA study will produce a bottom-line result in the form of
a curve of numbers of fatalities against frequency (or as frequency of core
damage) such a result is by no means the only, nor indeed the main,
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resulting benefit in terms of safety. Bottom line risk estimation is,
however, useful to provide direction and structure to the PRA.

It has been found in all cases where a PRA has been undertaken that
the study shows that a limited number of fault sequences are responsible for
a large proportion of the risk. Very often a relatively straightforward and
cheap design change, such as adding a redundant valve or reducing a test
interval, can readily be identified to remove these sequences as dominant
contributors. This is a strong reason for carrying out at least a
simplified PRA at the design stage.

One of the main uses of probabilistic safety analysis is to help
identify issues of importance to safety needing to be resolved. Such issues
will arise during the performance of the analysis as well as in the study of
the results. Examples are:

- In what situations is bleed and feed a viable procedure?
What equipment should be classified as protection or safety-related?

- Is diversity of safety injection required?
- Are hydrogen recombiners required in the containment?

What radius around the plant should be considered for evacuation?

Once having identified an issue, it can, and should, be assessed from
a number of different engineering points of view. Only when the issue has
been assessed from as many angles as possible should proposals for
modifications be formulated; these should be seen to be sensible and
consistent with sound engineering. The proposals may then be tested by
reference back to the PSA, usually using a simplified approximation
appropriate to the particular issue. This should be adequate to account for
all the significant effects of the change and enable balanced judgment
between competing aspects. In applying deterministic principles and
criteria, a measure of judgment is nearly always involved: cases are rarely
black and white. Considering an issue in the context of a PSA assists in
making these judgments and may help to avoid unnecessarily stringent
interpretations of criteria.

1.4 Strengths and weaknesses of probabilistic approaches to reactor safety

Most of the strengths and weaknesses of probabilistic safety analyses
applied to reactors originate in the attempt to give a complete, realistic
model of all the accidents the plant might experience.

The strengths are intrinsic in the wide variety of applications
described in later chapters. Briefly the use of systems analysis,
probability and statistics enables a much wider array of accident scenarios
to be managed in one coherent analysis than can be handled by alternative
approaches. Not only can the methods accommodate a wide variety of
initiating events, but they can also deal with multiple equipment failures
and human errors. They commonly employ realistic models of the likelihood
of accidents, their phenomenology and their consequences. In so doing they
give a picture of the safety or risk profile of a plant that is more
comprehensive and balanced than other approaches to reactor safety analysis.

One weakness is that the attempt to be comprehensive entails a
tradeoff in limited detail or precision. PSAs are constructed on a
coherent, causal framework of accident origin and progression. However, as
shown in later chapters, over this framework is stretched a fabric of
simplistic approximations. The PSA models would be too complex to analyse
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if this were not the case. As a result, PSAs tend to be imprecise and as
much art as science.

There are also gaps in the fabric of approximations with which PSA
models are constructed. It is not known, for example, how to model the
likelihood that sabotage will be attempted. Many other weak spots in the
fabric of probabilistic safety studies are discussed in section 2.4 and in
the appendix to this report.

The principal challenge in using PSAs to support decisions concerning
reactor safety is therefore to develop ways to take advantage of the immense
power of PSAs to give a comprehensive, realistic and balanced picture of
reactor safety, without becoming vulnerable to wrong decisions because of
the many substantial uncertainties involved.

PSAs are never simply "correct" but the better ones are never
"wrong". A wide variety of inferences about the safety or vulnerability to
accidents of nuclear plants can be drawn from them, each inference
reflecting the approximations in different ways. Thus it is wise, whenever
it is proposed to use an insight drawn from a PSA as input for an important
decision, to examine that insight from the PSA with great care. One may
attempt to catalogue the assumptions in the PSA to which the inference is
sensitive. One might entertain the hypothesis that the inference is wrong
and attempt to weigh the evidence concerning this hypothesis. In short, it
is wise to examine the uncertainties in a PSA in the context of each
particular decision to be made, and to use all the evidence at one's
disposal to check the validity of the PSA-based insights.

Bottom-line predictions of risk are not among the more reliable
inferences to be drawn from a full-fledged PRA. There are many
approximations having an important bearing on the accuracy of the societal
risk projections to permit thorough validation of each. The principal
sources of uncertainty affecting risk estimates are:

1. Statistical uncertainties. These originate in imperfect knowledge of
the likelihood of basic component failures, human errors, initiating
events or other input parameters. Such uncertainties are no more
likely, in general, to be optimistic than pessismistic. Their effect
on the accuracy of the bottom-line risk can be calculated.

2. Modelling approximations. These are commonly (but not always) chosen
to be pessimistic. Their effect on the results cannot be directly
calculated as an uncertainty distribution, but sensitivity studies or
comparisons between different analytical models can give clues to
their effect on the results.

3. Completeness. Omissions among the initiating events, root causes of
failures - particularly common-cause failure - in phenomenology or
consequences can cause errors of unknown magnitude. Most omissions
lead to over-optimistic risk results, but some, such as operator
creativity in avoiding accidents or the omission of a model of
spontaneous plume rain, may lead to pessimistic biases.

Recent experience suggests that the range of possible error in risk
results due to the well-understood statistical uncertainties may be smaller
than the range of possible error due to modelling approximations or
omissions. Thus it is beyond the state of the art to calculate the range of
possible errors in the risk results from a PRA that is fully trustworthy and
itself unbiased.
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1.5 Inputs, products, and planning considerations

Defining the objectives, scope, applications and regulatory roles for
probabilistic safety analysis is the first step in planning a PSA
programme. These issues are discussed at length in the following chapter.
Since PSAs are models assembled using many approximations, it is desirable
to tailor these approximations to the individual uses of the model.
However, in many cases PSA1s constructed for one use have proven to be
useful in many other ways. It is therefore not essential to settle upon all
the uses before the programme is launched.

The development of a PSA requires massive amounts of information on
the details of system design, component qualification, plant layout and
arrangement, and test, maintenance and operating procedures. In addition,
the authors need a data base on the frequency or probability of initiating
events, component failures, human errors etc. A full scope PRA entailing
calculation of releases and off-site consequences also requires data to
support the containment analysis and the demographic, meteorological and
emergency response models.

The development of the PSA and PRA models reflects the analysts'
understanding of how accidents may originate, propagate, and evolve. It
also depends heavily upon conventional safety analysis methods as input.
But while the end uses to which the results may be put could be viewed as a
supplement or alternative to conventional safety analysis, they are not
alternative to conventional safety analysis in the creation of the models.
Rather they build on the tools of conventional accident analysis as well as
probabilistic system reliability analysis. Many computer codes are
available that have been tailored to PRA to aid qualitative and quantitative
system reliability analysis, containment thermalhydraulics, calculation of
releases and the evaluation of consequences.

PSAs frequently turn up instances in which a plant is conspicuously
or unnecessarily vulnerable to one or more severe accident sequences. These
discoveries often clearly point to ways to alter plant design or operation
to reduce the vulnerability, and in so doing, reduce risk. Such insights
are among the more valuable products of a PSA.

Like system reliability models PSAs can be used as evaluation tools
with which to answer "what if" questions. Moreover, if they are regarded as
a model to be altered, adapted and used repeatedly (rather than as a
finished study) they can shed light on a wide variety of safety issues,
including some that may not have been incorporated in the original PSA. The
principal educational value of creating a PSA thus rests with those who work
with the models and use them. This suggests that more can be gained by
having the study done - at least in part - by plant designers, operators,
and/or regulators rather than have it be contracted out entirely to a
consulting firm. (Such uses also suggest that the PRA report be a users
guide to an adaptable model, rather than as a mere report of a final analysis.)

Many engineering disciplines contribute to or influence reactor
safety through design, procurement, start-up testing, and conduct of
operations. All these disciplines must, therefore, be reflected in PSA.
Thus an indirect product of creating a PSA is the development of a technical
tool with which to co-ordinate and integrate these diverse contributions to
reactor safety assurance.

Probabilistic safety analyses are almost never created in final form-
on the first attempt. Commonly the models are constructed in rough,
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skeletal form first and elaborated in stages, utilizing insights on
importance from early versions to direct the process of refinement. The
sponsor of a PSA can sometimes avail itself of this learning process as a
valuable product in itself, e.g. for personnel training.

Since, as noted, PSAs are a fabric of approximations, it is important
to have independent experts audit their development to assure their
quality. Such a peer review should include experts in plant design and
operation as well as in PSA methodology.

Since PRAs trace accident sequences to consequences together with
estimates of likelihood, PRA information can be used to obtain quantitative
measures of risk reduction to be expected of plant alterations. If, in
addition, there is a way of translating risk to an equivalent monetary
value, the PRA results can be employed in cost/benefit assessments of plant
alterations.

The main products of a PRA can be grouped under three headings:

1. Accident sequence analysis

- A catalogue of broadly defined accident sequences;
- System reliability models that trace system failure to basic

equipment failures, outages, or human errors;
Estimates of the frequency of occurrence of accident
sequences ;
Estimates of the overall frequency of severe core damage or
melt down;

- Description of the dominant accident sequences leading to
core melt or specific plant damage states.

2. Containment performance analysis

- Maps of how accidents may progress to releases in qualitative
terms, key phenomena and containment failure modes;
Characterization of releases, classified as release
categories by magnitude, timing (from the onset of the
accident), chemical form of releases, and energy contained in
the released plume

- Estimates of the occurrence frequency of each release
category.

3. Consequence analysis

Statistical distribution representing likelihood and severity
of many societal or individual types of risk. The
consequences commonly considered are early fatalities, early
injuries, latent cancer fatalities, cumulative population
doses, land area requiring interdiction, and property damage;

- Expectation values for several kinds of casualties;
- Consequence distributions presupposing the occurrence of a

release, i.e. conditional consequences.

Just as engineering insights are among the most useful results of
PSA, so one of the most powerful insights obtained from a PRA lies in
identifying the importance to safety of accident sequences, systems,
components or human interactions. It is quite common, for example, to find
that a small number of accident sequences dominate risk. The great majority
of accident sequences are so overshadowed by these dominant sequences to the
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extent that their likelihood or severity could be altered substantially
without changing the overall risk appreciably. Thus it is common to find
that many accident sequences, systems, components or procedures are
relatively unimportant to risk, whereas a few sequences, systems, components
or procedures are extremely important. It is often (though not always)
possible to validate such findings by careful inquiry. Such insights are
often among the more reliable of the inferences to be drawn from PRAs and
are immensely valuable to regulators, designers and operators of nuclear
plants because they can be used to focus attention on the important aspects
of reactor safety.
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2. PRACTICAL APPLICATIONS

2.1 Range of applications

2.1.1 Scope of analysis

As indicated earlier, probabilistic methods can be employed for a
number of different purposes. Before embarking on a study, the objectives
of the study should therefore be clearly defined to determine its scope, the
level of detail and the data requirements. It may turn out that during the
course of the study or after its completion that it can also serve other
purposes. In such a case the study stiould be reviewed to ensure that any
new uses are compatible with the original definitions.

It is important to note here that a PRA study consists of two main
components - a qualitative and a quantitative part. The qualitative part
forms the base for any quantification: a large fraction of the resources
are therefore allocated to this part of the analysis. Furthermore, it is
not always possible or even necessary to perform probabilistic
quantifications. Even though quantification adds another dimension to the
analysis, it might be difficult to find reliable data. If so, the
qualitative analysis can still be a valuable source information for
improving reactor safety.

When deciding on the scope of the analysis the following aspects
should be considered:

Levels of analysis
Level of detail
Choice of boundary conditions
Range of initiating events
Extent of quantification.

Level of analysis here means the highest level to which the analysis is
taken, e.g. system failure, severe core damage, release of radioactive
materials, etc. One classification of different levels of probabilistic
analysis, given in Section 2.1.2 below, divides it into eight levels.
Althougn neither unique nor comprehensive, these levels correspond to those
in most existing or contemplated studies.

The level of detail of a probabilistic analysis depends to a large
extent on the purpose of the study and at which time in the life cycle of
the plant the study will be made (see section 2.2). In general, the broader
the scope of the study, the greater the complexity of the interrelationship
between different systems, requiring more detailed modelling. Furthermore,
the availability of trustworthy data has a strong influence on the level of
detail to which it is meaningful to take the analysis. Making a very
detailed qualitative study if the corresponding data are not available is
seldom warranted.

Because certain types of failure present difficulties in analysis and
may introduce substantial uncertainties, it may be decided to give them a
rather coarse modelling. Human error is one example; another is
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consequential loss of structural or functional integrity. For instance, at
an early design stage when operating procedures are not available, the exact
course of an accident and the way in which the status of the plant is
presented to the operator may not be known. In this situation it is not
possible to make a detailed analysis of the human interaction with the
different systems, still less to assign a failure probability to the
applicable human errors. At such a stage, the analyst may leave out human
errors (at some risk of producing a distorted model), or put in very rough
estimates of human reliability, or carry out sensitivity studies on the
implications of a range of human error rates.

One of the main objectives of a PRA study is to provide a realistic
assessment of the risks of a nuclear power plant. However, depending on the
resources available and the purpose of the study it may be useful not to
model all accident sequences as realistically as possible. For example,
some of the design bases* of a plant, used as prerequisites for its design
may also be used as boundary conditions bearing in mind that this may be
overly conservative in most cases. As a general rule, it is only necessary
to include those initiating events that directly or indirectly affect the
availability of the ordinary heat sink of the plant, e.g. blocking of the
condenser due to poor vacuum, and a Loss of Coolant Accident. Such
initiating events will require shutdown of the reactor as well as an
alternate way for decay heat removal. Internal and external hazards such as
fire, flooding, seismic events, etc. are also of particular interest if they
act as initiating events and at the same time affect the availability of
those systems important to safety that are provided to cope with such
situations.

Each hazard may be classified in levels of severity up to the design
limits and beyond. A simplified analysis of the hazard may be included
without particular difficulty if the assumption can be made that the plant
is sufficiently well designed that there is effectively zero probability
that equipment or structures qualified to the design level will not fail and
that items not qualified will certainly fail. Treatment of hazards of
greater severity than the design basis is more difficult, but it should be
noted that PRA studies that have attempted to include seismic effects
indicate that they are one of the major contributors to risk.

Some initiating events can be classed at the outset as beyond the
design basis of the plant because, on the grounds that their frequency is
judged to be low, no specific protection against them is warranted, e.g.
gross failure of the reactor pressure vessel or spurious withdrawal of all
control rods. It may, therefore, be decided to exclude such faults on the
basis that the normal safety assessment will ensure their frequency is in
fact so low they will not contribute significantly to risk, even though it
may not be possible to estimate meaningfully that contribution. If so, it
is advisable to keep a checkist of such exclusions and to make rough
estimates of their frequency wherever possible.

* "Design basis" means limits demonstrated by transient and engineering
analysis to result in only an acceptably small release of activity, if any.
In most cases, the relevant limits are those that assure the integrity of
the fuel, the reactor coolant pressure boundary and the containment.
Exceeding the design basis of the containment may not need to be considered
in fault sequences where there is only a minor release into the containment,
provided that there is no adverse feedback onto the primary circuit of
excessive pressures or temperatures in the containment.
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2.1.2 Levels of analysis

The principal elements of a reactor risk assessment (PRA) have been
discussed in chapter 1. Here the different possible levels of analysis are
described in more detail.

Eight levels of probabilistic analysis (defined below) may be divided
into two main groups: the first (1-4) covers the analysis of systems and
their interaction during different accident conditions; the second (5-8)
covers consequence analysis, which includes the analysis of the containment,
its failure modes, the release of radioactive material and the resulting
effects outside the plant.

This classification should not be taken to imply that a quantitative
probabilistic assessment should be made at each level: as pointed out
earlier, this is not always possible. A qualitative analysis should,
however, be structured so as to permit quantification if appropriate data
become available.

Analysis of systems and plant behaviour

Level 1: Reliability evaluations are made for protection and safety
systems. The requirement is to predict the probability that the system
fails to perform its safety function on demand in a fault situation.

Level 2: Assessments are made of the conditional probability of
exceeding the design basis of the plant given a specified initiating fault,
fault sequence, or group of faults. Since account must be taken of all
interactions between systems, this is a big step from level 1 above.

Levé1 3; An assessment is made of the total frequency of exceeding the
design basis for the NPP as a whole. This is done by summing the expected
exceedance frequency for each fault, as in level 2 above, over the whole
range of possible faults. The concern here should be to ensure completeness
in the coverage of faults, without omissions or overlaps.

Levé1 4: The next step is an assessment of the frequency of severe
core damage, core melt or large-scale core melt.

In the first four levels of analysis, it is important firstly that
the boundaries of the analysed systems are specified. These must relate to
the physical hardware of each system and specify boundary points on
connecting pipework, electrical cables etc. Whether the supporting systems
are to be included must be stated and, if not, what their status is assumed
to be - whether fully operational or at minimum permitted level. It must
also be specified whether operators are to be included as part of the system
and, if not, what assumptions are made about their performance. The results
tend to be very sensitive to these boundary conditions. Failures in the
support systems, for example, are commonly found to dominate the probability
of overall system failure.

Secondly, the fault creating the demand on the system must be
specified. Although a well-designed system should not be adversely affected
by the fault against which it provides protection, this aspect should
nevertheless be considered for each case. Also, in some cases, there is a
direct functional dependence, e.g. in a PWR where part of the auxiliary
feedwater (AFW) is driven by a steam turbine, a steam-line break will
necessarily reduce the reliability of the AFW once the steam pressure in the
failed line is lost.
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Thirdly, the success/failure criterion for the performance of the
system must be defined. Generally, this will also depend on the fault or
fault sequence being considered. Thus in one fault, one out of four lines
of a redundant system may be required while a more severe fault may require
two out of four lines. The pessimistic assumption may be made that the most
stringent performance requirements apply in all cases, but this will often
prove to be too restrictive. It is usually possible, however, to divide all
faults into a small number of groups with respect to the particular system,
each group having its own success criterion. The reliability analysis for
the system should then be performed for each success criterion. The success
criteria should be justified by transient analysis.

One advantage in going to level 2 is that all the systems required to
cope with a particular fault are analysed together as one complete system,
and this helps to resolve problems at level 1 on the definition of the
boundaries of individual systems.

The definition of the success/failure criterion for a level 4
analysis will be difficult in comparison to that needed for levels 1-3.
Going beyond the design basis of the plant means entering an area of
uncertain consequences and it may be necessary to make the pessimistic
assumption that severe core damage inevitably follows when the design basis
is exceeded (conditional probability of unity). If this is done, no real
advantage has been gained in going beyond level 3 analysis. If not, then
considerable additional phenomenological analysis must be performed in order
to relate the extent to which the design basis is exceeded to the degree of
core damage.

Analysis of accident consequences

Level 5: An assessment is made of the frequency distribution of the
activity released, expressed for example in equivalent curies of 1-131.
This type of study requires further phenomenological calculations concerning
modes of containment failure, their timing and the transport of
radionuclides from the damaged core to the environment.
Level 6: Assessments are made of the radiation dose to individual
members of the public. Usually this means assessing the frequency with
which the persons most at risk will receive a dose in excess of a specified
level.

Level 7: The results of level 6 above, when calculated as a
dose/frequency distribution are combined with a dose-health effect
relationship and integrated to predict the frequency of death from the dose,
for the individuals most at risk. This is usually presented separately for
early (acute) fatalities and late (cancer) fatalities.

Levé1 8: Assessments are made of the overall health effects on the
total population that might be affected. The results are usually presented
as curves showing the complementary cumulative frequency distribution for
early and for late fatalities.

If the analysis is carried beyond level 4, it means that it also
includes the modelling of containment failure modes and the transport of
radioactive material to the environment. This adds new dimensions to the
analysis as well as increased uncertainties in the result. As the level of
analysis increases from 5 to 8, the release categories arrived at in level 5
must be complemented with models of the meteorological dispersion of the
released radioactivity and with calculations of doses and health effects.
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As in systems analysis, a number of simplifying assumptions may be
used in order to avoid difficulties in modelling or in order to be able to
perform the PRA with limited resources. However, to be able to make
realistic predictions in a level 8 analysis, account must be taken of such
things as population distribution, site specific meteorological statistics,
plume rise and dispersion, ground contamination and credit given to
sheltering and for evacuation under an emergency plan.

It can readily be seen that as the scope or level of the
probabilistic study increases, so the relevance of the prediction to the
risk to human health becomes closer. But at the same time, the
uncertainties increase and it becomes increasingly difficult to quantify the
results, perhaps to the extent that quantification may no longer be
considered meaningful. A decision on the scope of a PRA therefore involves
a subjective judgment on the balance between these two factors. An
additional consideration is the increasing effort required to perform and
assess the analysis as the level increases.

2.1.3 Special applications and targets
The use of PRA techniques for making relative comparisons is

generally more reliable than for absolute predictions. For example,
alternative design concepts for individual safety systems or more complex
functions may be compared with a reasonably high degree of confidence. This
is useful at the design stage when making decisions on the degree of
redundancy and diversity and on the dependence of the system on support
systems. When the issue is one of back-fitting an improved system on an
existing plant, the benefit of the proposed improvement may be estimated in
the context of a PRA, rather than by simply evaluating the increase in
reliability.

Site selection has to take account of many diverse factors, one being
the density of the surrounding population. PRA may be used to judge the
acceptability of a proposed site or to compare alternatives in this
respect. Generic release categories and frequencies taken from an existing
PRA for a similar plant may be used with site-specfic data on population and
meteorology to estimate public doses to the public or health effects.

Emergency planning is often done on the basis of design basis faults
but, as with siting, a simplified probabilistic analysis using generic
source terms may assist the preliminary choice of zones for control of
development and for emergency planning. On a completed or operational
plant, a full-scope PRA can help set the requirements for an emergency plan.

PRA may be used to help allocate limited resources for assessing and
researching safety to issues arising from the more dominant sequences.

In some applications when comparisons of different options or
solutions are not found sufficient or meaningful, the application of
absolute probabilistic targets may be preferable, e.g.

a target for the minimum acceptable reliability of a safety system or
a safety function;
target to limit the predicted frequency of exceeding the design basis
for individual initiating events or summed over all events;

target as a limit on the predicted frequency of individual dose for
each separate fault or fault sequence and/or for the summed frequency
over all faults;
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targets for frequency limits for a series of dose limits (stepwise
function) or as a continuous curve;
targets for the predicted number of fatalities in the form of limit
curves or as a limit on the average expected number of fatalities per
year. Risk aversion may be included explicitly, by including a
weighting factor for higher numbers of fatalities in the integration,
or implicitly by the chosen form of the limit curve. In any case,
limits placed on the population effects would be expected to be
applied in .conjunction with a limit on the individual risk.

2.2 Types of application over the plant life cycle

One of the most valuable applications of both system reliability
analysis and PRA lies in performing comparative studies of alternative
designs or procedures. Such studies can illuminate the advantages and
disadvantages, with respect to system reliability or risk, of the options
under consideration. In addition the creation of a PRA model of a plant
entails integration of the contributions of many specialties: mechanical,
electrical and control system design, provisions for test and maintenance,
procurement specifications and equipment qualification, startup testing and
procedures and schedules for maintenance and surveillance as well as
operation. Such broad integration is both a difficult challenge for those
attempting to create the model, and the source of a powerful way to manage
and review the integration of these contributions. However, applications of
system reliability analysis and risk assessment suggest that it is desirable
to develop a PRA in parallel with the design of the plant, starting at the
conceptual design stage such "cradle to grave" application is the subject of
this section.

A regulatory authority may wish to encourage or require such
applications by licensees. This may be done simply as a supplement to
conventional safety requirements or as a way to include, in the licensing
process, systems reliability considerations and beyond-design-basis accident
considerations, as is now done in the United States. Some regulatory
authorities are also looking for ways to change their approach to safety
regulation from one entailing thorough reviews of hardware design, to one
where the regulatory authority evaluates not merely the design but also the
management techniques by which the licensee assures safe design and
operation.

It may even be possible for regulatory authorities to carry out their
function simply by passing judgment on the formal management programme by
which the licensee assures safety throughout the life cycle of the plant and
thus avoid detailed review of plant design altogether,. A PRA programme of
the kind described here, if well planned and well documented, could provide
the technical focus or centre-piece of such a programme.

PRAs performed in parallel with the design of a plant may consume
more resources than one performed on a finished design, principally because
of the large number of tradeoff studies and sensitivity studies done along
the way. Nevertheless, such studies can usually be managed in such a way
that they do not extend the design, procurement and construction schedule.
On the contrary, it is widely believed by experts in the field of PRA that
their use as a co-ordination and design review tool throughout the plant
development would shorten schedules and lower costs. The power of the
technique to provide a multi-disciplinary review is likely to expose many
design integration problems earlier than they otherwise would be discovered,
resulting in reduced cost and schedule impact. Their effectiveness in
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segregating aspects of great importance to safety can often be used to
reduce costs while achieving higher levels of safety than might otherwise be
the case. Thus the parallel development of PRA as a design integration -
evaluation tool is likely to be highly cost effective.

In the event that the licensing authority wishes to provide safety
goals expressed in terms of bottom-line risk, core melt frequency, or system
reliability, the designers need to be aware of these goals at the conceptual
design stage so that they can begin the process of apportioning reliability
goals among the systems.

The licensing authority or the plant owner may wish to approach
reactor safety using cost/benefit decision guidelines. To do this, a way of
assigning a monetary value to severe accident risks or system reliability
must be agreed upon so that PRA-based projections of risk can be converted
to expected monetary losses. These economic representations of radiological
risks can then be used to compare the costs of design or procedural changes
and to identify the design options or procedural options that are most
cost-effective for minimizing the risk. The costs of design changes are
much smaller if they are introduced at the conceptual design stage rather
than later when the plant design crystallizes and construction is begun.
Therefore more can be done to achieve low risk without undue cost if the
process of cost/benefit analysis of design option begins with conceptual
design. Thus, it is highly desirable to introduce the cost/benefit approach
to reactor safety as early as possible in the plant life cycle if it is to
be used at all.

2.2.1 Conceptual design

PRA techniques or inferences from PRAs performed on similar,
completed plants can be applied to a number of problems associated with the
conceptual design of new nuclear power plants. For example, studies
employing consequence analysis computer codes developed for risk assessment,
together with a broad, generic set of release categories and typical rough
estimates of release category likelihood can be used to evaluate the
demographic and meteorological aspects of site selection, as they affect
off-site risk. Likewise, special comparative studies utilizing containment
analysis techniques developed for PRA can be used to provide perspective on
conceptual design choices involving the containment.

PRA methods can also be used to explore options for the conceptual
design of safety systems, particularly in areas such as the choice of levels
of redundancy or diversity of safety systems. Some nuclear power plants
have been built that are vulnerable to accidents because an auxiliary system
failure can cause an initiating event, cause failures in standby core
cooling systems and also cause functional failures in containment cooling
systems. An abbreviated event-tree, fault-tree analysis with the origin of
faults traced only as far as safety system divisions (trains), together with
models of the dependence of front line systems on support or auxiliary
systems is useful to identify and avoid such vulnerabilities at the
conceptual design stage. With such models one can gain perspectives on the
desirability of separating auxiliary systems that serve normal power
generating systems from those that serve standby core cooling functions and
from those serving containment functions. It is important to note, however,
that PRAs developed at the conceptual design stage cannot be very accurate:
too many of the details of design and operation needed for a thorough PRA
can only assumed at this stage. Such PRAs can only be used for approximate
sensitivity studies, not to make realistic predictions of risk.
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Another use for PRAs at the conceptual design stage applies to cases
in which the new plant is to be a modified version of an existing plant. A
full-fledged, detailed PRA of the reference plant can be employed to
evaluate the safety implications of the design changes under consideration
for the new plant. The PRA model can also be modified to portray the plant
modifications and so used to estimate the changes in accident likelihood or
severity associated with the proposed changes.

2.2.2 Detailed design

Systems analysis techniques, such as event-tree fault-tree methods,
can be very valuable as design tools as the details of plant systems are
being developed. Many engineering disciplines participate in detailed
design of systems, e.g., mechanical/fluid system engineering, electrical
engineering and control system engineering. As the detailed design
decisions take shape, it often becomes increasingly difficult for design
reviewers to understand the safety implications of the design details. If
however event-tree and system-reliability models of system designs are
developed by (or for) the design team as the design develops and these
models are used to assess the implications for accident sequence
vulnerability of each detailed design variant under consideration, the
process can form a disciplined, objective way of reviewing the designs,
perfecting them and co-ordinating the work of the several system design
specialties.

The authors of PSA and PRA systems analysis models must incorporate
an analysis of maintenance, surveillance and operating procedures in their
models as part of the system reliability models. If this is done as
detailed design choices are made, i.e. choices of provisions for test or
maintenance in the design, the process of system reliability analysis can be
used to co-ordinate these facets of both plant design and operation.

As noted earlier, PRAs developed during detailed design fall far
short of PRAs that can be done for a finished or operating plant in terms of
thoroughness and accuracy. The resulting predictions of risk will therefore
not be very accurate. The role of PRA employed as a design tool is however
not generally to predict risk but rather to provide the framework for
comparative design trade-off studies. Thus the results expected at this
stage are typically an array of
"if...then..." statements, e.g.

If bus X is chosen to provide electrical power to motor-driven valve
Y, then a certain accident sequence can be caused by two failures.
On the other hand, if bus Z is chosen, such accident sequences
require three failures. Hence, the choice of bus Z for valve Y is
preferable.

If the design for surveillance testing provisions in the system
follows option A, then the system will be vulnerable to common-mode
failure due to human errors in restoring the system to standby
configuration after testing. Either employ a different design for
surveillance test provisions, or else provide redundant
administrative checks in the surveillance procedure to assure high
reliability in the re-configuration of the system after testing.

The design of system X as shown in drawing P&ID-Z would allow a
failure in the check valve to remain undetected for long periods of
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time. With this design proposal the closure of the check valve
cannot be verified.

Since the system reliability predictions obtainable during detailed
design are uncertain, one cannot expect precision in either cost/benefit
optimization or designing to quantitative system reliability goals.
However, either or both methods can be used, though both the design team
management and the regulatory authorities should be aware of the limited
accuracy possible with such design decision-making methods.

2.2.3 Procurement of systems and components

The safety of a nuclear power plant depends ultimately on the
reliability of those components of, and human interactions with, the
equipment important to safety. System design choices may make plant safety
relatively insensitive to the reliability of many components through
redundancy and diversity. Nevertheless, modest reliability is needed in all
components or subsystems and, in the majority of plants, some components or
subsystems must achieve very high reliability to assure safe plant operation.

The development of procurement specifications, quality assurance, or
reliability assurance requirements together with qualification requirements
for procured equipment affords many opportunities for the plant
owner/designer to achieve reliability objectives. In this context PSA-based
accident sequence and system reliability analysis can be very useful in
identifying the importance to overall plant safety of achieving high
reliability in individual components. In addition, PRA can illuminate which
failure modes of components are most important. For example, it is common
to find that the random failure rate of safety-related sensors is not
particularly influential upon risk. On the other hand, the common-mode
failure rate, i.e. the frequency of faults that disable all such sensors in
each redundant division at nearly the same time is quite important. Then,
too, if the component has a failure mode that can escape detection and
repair for long periods of time, this mode can be quite important to plant
safety.

The regulatory authority may choose to require or recommend that the
plant owners utilize PSA-based methods in identifying or defining component
safety classifications, defining quality assurance requirements, and for
selecting component qualification standards for such things as accident
environment- and or fire-qualification. In addition, PRA-based methods can
be useful in identifying qualification tests to be performed on prototype
components or on components to be installed in the plant.

Unfortunately, it has not proved feasible in the nuclear industry to
procure components to quantitative, probabilistic reliability standards.
Few vendors of nuclear components have a sufficient data base of feedback
experience to evaluate the reliability of their products. It is also
characteristic of the nuclear industry that many component designs become
obsolete and cease to be manufactured before sufficient in-service
experience with the component has been accumulated to fully evaluate its
reliability or to fully debug the design. This is especially true of the
larger, more expensive subsystems or components. It may however be
feasible to subject a representative sample of smaller, more numerous
equipment, such as sensors, relays, or electronic modules to reliability
testing and qualification. Even with these, economic considerations suggest
that this is best done by owners groups representing many plants rather than
just one plant.
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In summary, although probabilistic component reliability goals can
rarely be used successfully in procurement specifications, the insights
afforded by PRA are quite useful in focusing the provisions of procurement
specifications on those aspects of component qualification or performance
that are most important to safety.

2.2.4 Construction

To date probabilistic safety assessment has rarely played a part in
the actual construction of a nuclear power plant. However, it could play
several roles:

(1) Training for construction supervisors in the importance to safety of
the many systems and of the several failure modes of components;

(2) Establishing guidelines for allocating emphasis and focusing
inspection and quality control during construction;

(3) Application of the roles for PRA in detailed design where elements of
the design are determined at the site during construction, and where
construction problems force design changes;

(4) Analysis of safety problems associated with the co-location of
equipment during construction.

One of the potentially important elements of reactor risk may be the
threat posed to safety systems by other equipment in the same location, for
example heavy loads over safety systems, earthquake-induced collapse of
non-safety equipment onto safety equipment, fire hazards, in-plant flooding
problems, pipe whip, jet impingement and so forth. To minimize the costs
and schedule delays associated with plant modifications to correct such
vulnerabilities, it is preferable to identify them as early in the plant
life cycle as possible. A preliminary evaluation to this end is often done
during plant design using a scale model of the plant. Such preliminary
evaluations should be checked again before unit start-up. In the interests
of cost control and to preservate design options in order better to control
reactor risk, it is wise to check these evaluations during construction.
PRA methods provide a useful tool with which to evaluate such problems after
they are discovered, and to focus the search for these problems on those
systems or components most important to risk.

2.2.5 Startup testing

Functional tests of systems are commonly conducted before and after
the construction contractor turns the system over to the control of the
owner's operations personnel. Additional operability tests are conducted
before and after fuel loading and initial criticality. A thorough test
programme follows initial startup prior to commercial service. It is not
feasible to test every safety system in every configuration that might occur
in plant operation. The number of plant configurations (modes of operation,
valve alignments, switch settings etc.) are far too numerous to permit
functional tests of systems in more than a very small sample of
configurations. Rather, many systems or operating modes of systems are
tested in a piece-wise fashion rather than in complete functional tests.
System reliability analysis techniques, of the kind developed for risk
assessment, can be used to help identify and evaluate the blindspots in the
startup test programme, and so provide greater assurance that no unpleasant
surprises lie in wait in untested plant configurations. In addition, the
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perspective on the importance to safety of systems and components available
from PRAs can be used to determine which systems and which system
configurations warrant the most thorough testing. It is not uncommon for
startup test procedures to be written by part of the construction or startup
team, rather than the design team, or the group that writes operating,
maintenance and surveillance procedures. The probabilistic safety analysis
can be used to integrate and co-ordinate these teams.

The regulatory authority can make several uses of such systems
analysis, e.g.:

(1) Audit the systems analysis work to help judge the acceptability of
the start-up test program;

(2) Use the perspectives on importance to judge which startup tests to
observe;

(3) Require formal, well-documented co-ordination by these methods of the
teams responsible for design, procurement, construction, startup
testing, etc.

2.2.6 Development of operational procedures
The preparation of procedures for routine operation, emergency

operation, maintenance and for surveillance procedures, along with operator
training are of great importance to reactor safety. Experience with
accidents at nuclear power plants, studies of accident precursor events and
the predictions of PRAs all suggest that these preparations for the conduct
of plant operations can be as important as safety system design.

Commonly, these preparations have not received the thorough safety
analysis or licensing review that is routinely given to systems design. The
first part of a PSA, the classification and evaluation of the likelihood of
accident sequences entails modelling the likelihood of human error
associated with maintenance, surveillance, normal and emergency operations.
The methods for assessing the likelihood of such human errors are not very
accurate however. In spite of uncertainties, the process does enable the
PRA analyst to make a thorough study of the ways human error might take
place, and to evaluate the human performance-shaping factors that influence
human reliability. The PSA methods are among the best existing ways to
evaluate the strengths and weaknesses of the operational procedures,
particularly as regards the way they affect overall plant safety.

PSAs entail classification and likelihood estimation of a more
extensive array of reactor accident scenarios than do conventional licensing
safety analyses. Therefore, a plant-specific PSA is among the better ways
of identifying accident sequences that should be modelled in simulators
intended for operator training and incorporation in the training program.

2.2.7 Plant operation

Most reactor risk assessments to date have been performed on
operating plants as a form of safety analysis to evaluate the overall risk
posed by severe reactor accidents and to identify weaknesses in safety
system design that make the plant unnecessarily vulnerable to accidents that
go beyond the design basis of the plant. Such PRAs have also been used as a
way of training members of the regulatory authority staff on the
ways that their particular discipline or specialty fit into the larger
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picture of the risk profile of nuclear power plants. Another common
regulatory application of PRAs on operating plants is to identify the need
for and to evaluate possible retrofits at nuclear plants. Some possible
retrofitSj and retroactive regulatory requirements emerge from the
identification of dominant contributors to risk in the plants subject to PRA
studies. Other retrofit suggestions may originate elsewhere, perhaps in the
context of safety issues that were never modelled or addressed in the
existing PRAs. Even for these it is generally possible to evaluate how the
new safety issue would fit into the risk profile as developed in a PRA.
This exercise is often a valuable method for putting new issues into
context, judging their importance or risk reduction value, and helping to
shape the technical focus of a programme to resolve the issue. It is also
used as a guide to setting research-priorities. A further application of
PRA studies of operating plants is to assess the attendant risks associated
with design or procedural changes the licensing authority may wish to impose
on one or more licenses. Sometimes such changes deal with one safety
problem but magnify others. Although PRA methods cannot assure that such
effects are always discovered, they are among the most powerful ways of
anticipating such problems.

Some owner/operators of nuclear power plants employ a PRA of their
plant as a technical basis with which to co-ordinate the work of several
disciplines, i.e. their operations staff, their quality assurance
organization, and their engineering staff. The operations staff employs the
PRA to supplement and improve operator training and to improve written
procedures for testing, maintenance, normal and emergency operation. The
operations and maintenance staff use perspectives on which accident
sequences are most important and which component failures most seriously
affect safety system reliability to set priorities and establish the timing
of surveillance and maintenance, within the freedom afforded by their
technical specifications. Quality assurance personnel use PRA to sensitize
themselves to the comparative importance of their efforts.

One utility in the United States reports that the morale and
coherence of its operations staff was improved by utilizing a PRA in
operations management, training, and in their relationship with the ÜSNRC.
In the regulatory area, the operations and engineering personnel felt for
the first time that they were in control: instead of merely reacting to the
regulatory authority's questions or orders in an ad hoc fashion, they felt
that they had gained a deep understanding of the risk profile of their plant
so they could quickly determine and demonstrate the relevance and importance
of issues raised by the regulators. Secondly, they achieved better
co-ordination and communication between their operations, engineering and
quality assurance personnel. Thirdly, many of the owners' personnel bad
already developed ideas about safety weaknesses in the plant. Once they
were trained in, and helped to improve the PRA model, they found it an
effective way of communicating their concerns and evaluating how their
concerns and their particular job responsibilities fit into the overall
safety profile of the plant. Quite apart from the design and procedural
changes emerging from this PRA, its benefit to morale and co-ordination of
the operations-related personnel helped further to improve the safety of the
facility.

This experience suggests that the value of a PRA done for a reactor
owner is enhanced if the work is done, at least in part, by the owners'
operations personnel, not merely by outside consultants or regulators.
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2.2.8 Feedback from operating experience

PRAs can be useful in understanding the implications of incidents or
minor accidents at nuclear power plants. The catalogue of accident
sequences and of the failure modes of systems in a PRA provide a framework
with which to answer questions such as:

How important to risk are such events? Are they relevant or possible
at the plant for which the PRA has been done?

- What additional failures would have turned the incident into a severe
reactor accident at the plant for which the PRA was performed?
What would have been the consequences if additional failures occurred?
What if the incident had happened in a different way or during a
different mode of operation?
Does the incident suggest that the safety system designs or
procedures may be deficient at the plant treated in the PRA?

In addition, incidents at operating plants can be used to verify the
adequacy of the PSA, for example by ascertaining whether such causes or
patterns of failure were modelled in an appropriate way for the subject
plant. These thus help improve or validate PSA models, while the PSA models
helping to understand the implications of operational incidents. Such
studies can be done by regulatory authorities, by plant owner/operators, or
both.

A plant owner/operator that has developed a PSA for its plant, and
uses it as an operations management tool, can employ the PSA in several
additional ways to aid the evaluation of its own experience and the lessons
of incidents at other plants:
(1) Revised failure rates for component failure or human error, based

upon recent experience at the plant, can be used to update or replace
earlier estimates of fault-event likelihood in order to determine the
significance for system reliability, core melt likelihood or risk
from trends or patterns in component failures or human errors in the
plant operation.

(2) Revised failure rates drawn from recent updates of national or
international data bases on component failures or human errors can be
inserted into a revised evaluation of system reliability, core melt
likelihood or other risk in order to assess the relevance of this
broader experience base to the plant. This is particularly useful
for illuminating the reliability (and its importance to the plant in
question) of particular makes and models of components that may be
employed at many plants. In addition, the difficult problem of
evaluating data on comparatively rare fault events and human error
modes can be helped by such re-evaluations of PRAs.

It is also possible to combine both industry average failure rate
data with the data specifically acquired at the subject plant using methods
of Bayesian statistics.

2.3 Safety goals

From the beginning of commercial nuclear power, the objective of
reactor safety regulation has been to achieve safety goals involving the
limitation of risk. The safety goals have usually been expressed in
qualitative terms, such as the objective that nuclear plants pose no undue
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risk to the public health and safety. Principles of reliability engineering
have also played a prominent part in reactor safety standards from the
beginning. Among these have been the principle of multiple barriers to the
release of fission products, the principle of defence in depth, the single
failure criterion, the "n-2" criterion, the use of quality assurance
techniques and the use of industry codes and standards of sound engineering
practice.

The principle of defence in depth means, in essence, that a nuclear
plant is designed to prevent accidents from occurring. If they occur
anyway, provisions are made to control them. If one occurs that cannot be
controlled, provisions are made to mitigate its consequences. In a real
plant, defence in depth means that control equipment is used to keep the
reactor within safe operating limits, that safety systems are provided to
protect the reactor fuel in the event that accidents occur, and that further
safety systems are provided to contain radiation from damaged fuel should
both of the prior levels of defence fail. Since these defences work in
series, they help assure that severe accidents are much less likely than
accidents of modest severity, and these, in turn, are much less likely than
initiating events. The main objective of the single failure criterion is to
assure that safety systems achieve a qualitative reliability goal - any
single component or subsystem must be able to fail without impairing the
ability of the system to perform its safety function. The "n-2" criterion
is an extension of this concept. One subsystem may be out of service for
test or maintenance, a second subsystem or component may fail, and still the
system should be capable of fully satisfying its safety function.

The application of the traditional safety criteria has served its
purpose well in the past. However, since the criteria are applied to
individual safety systems or functions, generally in the context of a few
stylized design basis accidents, it has not resulted in an integrated
picture of the residual risk posed by nuclear power plants. The need for
better understanding of how the requirements on technical systems relate to
external health risks has been identified generally. In the United States
in particular, the accident at Three Mile Island Unit 2 has heightened the
perceived need for reactor safety regulation based upon consideration of
risk. There has also been a demand for a measure of risk that would permit
the comparison of risks posed by different industrial activities including,
but not limited to, electrical power generation technologies. Thus there
has been a growing perception of a need for more precise and objective
measures of risk posed by a wide variety of industrial technologies.
Probabilistic risk assessment (PRA) offers such techniques, but the present
state of the art is such that absolute, probabilistic safety goals and
comparisons of the risks associated with different industrial activities
should be established with extreme caution.

2.3.1 Risk-based safety goals

Reginald Farmer in the United Kingdom was among the first to propose
the use of probabilistic risk considerations in the regulation of commercial
nuclear power. He suggested a "limit line" in the relationship between the
likelihood of accidents and their severity to relate design considerations
to siting considerations. Canada was one of the first nations to employ
explicit notions of accident frequency vs. severity in its reactor safety
regulatory program (see section 3). The United States Nuclear Regulatory
Commission is now studying a policy that would entail quantitative,
risk-based safety goals.

No nation has adopted risk-based measures of a nuclear power plant in
the licensing area. It is alsounlikely that any nation will do so in the
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foreseeable future. There are several reasons for this. Firstly the
uncertainties in reactor risk assessment, particularly the unquantifiable
uncertainties originating in modelling approximations and completeness
issues, tend to be so large that it is not feasible to assess compliance
with thresholds of acceptable risk in an unambiguous fashion. Secondly the
bottom-line risk is too far removed from the details of design and the
conduct of operations to constitute practical guidance for designers or
regulators. Thirdly there is a large institutional investment in
traditional, deterministic regulatory criteria. It is increasingly clear,
though, that risk-based safety goals will become increasingly important as a
backdrop for reactor safety regulation. They will see application in
reactor safety regulatory reform, in the allocation of priorities in
regulatory activities, and in benefit-cost decision-making.

Risk-based safety goals can take many forms. Some are explicit
thresholds of acceptable risk. Some authors have suggested multiple
thresholds, for example, a criterion above which the risk is clearly
unacceptable, another criterion - set at a lower level of risk - below which
the risk is patently acceptable, with the middle ground to be assessed with
deterministic reactor safety requirements. Others have proposed criteria at
a lesser level than bottom-line risk. For example, probabilistic system
reliability guidelines are used in the regulatory programmes of some
nations; thresholds of accident sequence frequency are used as regulatory
guidelines in some others. In general, the lower the level of application
the easier it is to achieve consistent, unambiguous measures of compliance.
However these lower level guidelines do not necessarily produce consistent
limits on risk.

2.3.2 Reliability apportionment and cost/benefit decision strategies

Reliability apportionment is a technique employed in the design of a
complex system or facility to achieve a predetermined reliability or risk
goal. The ultimate reliability or risk goals must therefore be determined
at the beginning of the design process. The method which has been widely
and successfully applied in the design of complex electronic systems in
aerospace, data processing, communications, and weapons applications
apportions the permissible probability of facility failure or unavailability
among the principal failure modes of the facility. These, in turn, are
apportioned among the systems and subsystems, down to the component level.
The process of apportioning the availability goals to progressively smaller
subdivisions of the facility is generally guided by the lessons of
experience with similar facilities, through judgments of feasibility or of
cost effectiveness. For example, in the design of fossil-fuelled power
plants to an availability goal, it is common to apportion the allocation of
plant outages among annual overhaul outages, other programmed outages, and
forced outages in the same proportion as those occurring in the better
examples of operating plants, together with considerations of what might
reasonably be achieved in improving upon past achievements.

Nuclear power plant designers or regulators have proposed that much
the same approach be employed to design to risk goals. Having established a
goal as a limit on the frequency of accidents with specified levels of
offsite casualties, the demographic and meteorological characteristics of
the chosen site (or group of acceptable sites) can then be developed to
infer a criterion relating the frequency and severity of releases from the
plant. Next, design choices or goals for the reactor containment -
developed in sufficient detail to evaluate the severity of the release for
each class of containment challenge - allow designers to infer goals for the
frequency vs. type of containment challenge. The process of developing ever
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more specific goals can be continued to system reliability goals, goals on
the frequency of initiating events and so on until goals have been set for
the reliability of basic components and operator action.

This approach to reactor safety design has both advantages and
disadvantages. The principal advantages lie in the fact that the process
requires reliability and risk considerations to be integrated into each
design decision. The discipline imposed thereby insures that the
interdisciplinary co-ordination necessary to achieve the risk objectives
receives timely and thorough consideration. Many design decisions that
might otherwise have inadvertently compromised the achievement of risk or
availability goals are caught in a timely stage in the project. On the
other hand, it has not been possible to identify a single example in which
the method has been fully successful in application to power plants, either
for their availability for power generation or for risk. The reasons that
are firstly that trying to achieve overall availability or risk goals makes
every design decision hostage to every other decision. Should it be
discovered that one of the apportioned goals for the reliability of a
particular system cannot be reasonably achieved, it may be necessary to
tighten the goals for other systems in mid-stream. Such a process is not
conducive to a practical sequence of decision-making as the design
progresses. Concern with costs and schedules frequently conflicts with
achieving the goals. Secondly, the uncertainties surrounding system
reliability or risk assessment are so large that it is very difficult to
determine whether the developing designs can really achieve the reliability
goals. If system reliability goals are set much higher than really needed,
in order to allow for uncertainties, the costs are often prohibitively
high. Thirdly, as noted in Section 2.2 above, it is rarely feasible to
procure components for nuclear power plants with explicit, probabilistic
reliability goals. If, however, designers and regulators recognise the
limitations of the method, regarding it merely as a management discipline
for co-ordinating design decisions, rather than a precise way of meeting
quantitative risk goal it can be very useful.

A method better attuned to the needs of a nuclear power plant design
project is to employ risk-based cost/benefit decision techniques. This has
the apparent deficiency that it does not generate a design having a
predetermined risk, although as pointed out above, the same is also true of
risk apportionment. It has the advantage that cost considerations can
always take into account changes to previous design or schedule commitments
when introduced to improve the safety of the design. The method does
require however that a convention be established to convert predictions of
risk into a monetary incentive for risk reduction. This may be a
politically controversial since it puts a monetary value on saving lives.
On the other hand, the method does achieve designs that are generally as
safe or safer than conventional reactor plant designs at low cost and
without major schedule impacts. The method also lends itself to balanced
and coherent decision-making. Although cost/benefit decision-making is
subject to many of the same uncertainties as risk assessment, the calue of
lowering the likelihood or severity of a particular accident sequence can
generally or be estimated without being vulnerable to possible errors in
estimates of other contributors to the risk; the problem with uncertainties
is therefore less severe than with comprehensive bottom-line risk goals. It
is common to find relatively economical ways to lower the vulnerability of a
plant to one or a few of the dominant contributors to risk.

In summary, the most practical approach to limiting risk in the
design of nuclear power plants is to employ PRA as a management tool to
co-ordinate the many engineering disciplines that participate in design,
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procurement, construction, start-up, and operations. Risk apportionment is
a sensible way to set provisional targets for the reliability of safety
systems but it is impractical to treat these as requirements. Practical
design and procurement decisions should be made, in part, using cost/benefit
methods based upon risk calculations. All practical avenues of enriching
the engineering judgement entering into these decisons should nevertheless
be employed as well, including conventional deterministic design criteria.

2.3.3 Lower level probabilistic safety goals

Some nations approach the problem of uncertainties by setting
quantitative, probabilistic reliability goals for safety systems or safety
functions. Generally, it is easier to assess compliance with such
guidelines than with bottom-line risk goals. However, two kinds of problems
arise with this approach. First, the importance of a safety system to risk
can also depend on the design of other systems. A fixed reliability
objective for a safety system could thus achieve mixed results; or it could
discourage the development of multiple diverse systems intended to
accomplish the same objective. A second problem is that the functional
reliability of a safety system - as it affects risk - is often strongly
dependent on the conditions prevailing in the accident sequences that
dominate risk. These conditions may or may not correspond to the boundary
conditions for which the system reliability goal is specified. If system
reliability goals are to be used in reactor safety regulation, a subtle and
difficult problem surrounds the definition of boundary conditions to be
assumed in the analysis. Quantitative guidelines on the frequency of severe
accidents shifts the burden of identifying the context of challenges to
safety systems to the license applicants and helps to assure that the
licensees take a broader look at the vulnerability of their plant to
severe accidents. In this respect, the higher level quantitative goals are
superior to reliability goals for distinct systems. However, measuring
compliance with such guidelines is much more difficult because of the array
of subtle common cause failures and human errors that may provide important
contributions to accident sequence vulnerability and for which the state of
the art in probabilistic safety analysis is not so mature as to enable
consistent, complete analytical coverage.

Relative risk, rather than fixed criteria of risk acceptability, has
often been employed in making backfit decisions on operating plants. It is
common to find that a few accident sequences harbour a large proportion of
the total risk posed by a nuclear plant. It is often feasible to very much
reduce the vulnerability of the station to these accident sequences
considerably by a few, inexpensive alterations in design or in the conduct
of operations. A multistep approach to do this would begin with a
comprehensive PRA for the plant; following formal review and approval by
the regulatory authority, quantitative measures of importance to risk are
then calculated for systems, subsystems, maintenance and surveillance
procedures. These, in turn, become quantitative goals to be achieved in a
safety assurance programme to be implemented by the licensee in the course
of construction, startup, and the conduct of operations. The approach has
the advantage that the system reliability goals are tailored to the context
of the kinds of challenges most important to risk and are developed to
assure that the risk predictions will be realized in plant performance.
Such an approach is increasingly attractive now that it is common for PRAs
to be developed during construction permit applications, ahead of final
crystalization of detailed design or procurement.
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2.3.4 Auxiliary roles for probabilistic safety analysis in
regulation

There is wide variety for applications of probabilistic safety
analysis (PSA) to reactor safety regulatory programmes outside the context
of plant licensing decisions, e.g. standards development, aids to evaluating
lessons of experience, regulatory staff training, allocation of priorities
in regulation and in judgements of the adequacy of the regulatory programme
are discussed elsewhere. PSA techniques are becoming, in fact, one of the
basic universal languages for inquiring into the safety of commercial
nuclear power.

2.4 Problem areas in performing a probabilistic analysis and assessing
the results

Although many large scale PRAs have been performed or are now in
progress, most of them have not been prepared as part of the licensing
process in the narrower sense of granting a license by regulatory
authority. One reason lies in the problem of defining required levels of
acceptance and in judging whether such levels have been met, in view of the
inherent uncertainties. This section discusses some of the issues and
pitfalls involved.

2.4.1 Completeness

A probabilistic risk assessment cannot be absolutely complete even if
the analysis is very detailed. Failure modes will always exist that have
not been foreseen or that have not yet occurred. The event sequences are
not and cannot be predictions of actual accidents. Even thoroughly
investigated event sequences can only provide an umbrella view, enveloping
the most likely scenarios. Also, our understanding of some physical
processes involving the reactor core is not sufficient to permit accurate
modelling. Further difficulties are caused by the impossibility of directly
measuring probabilities and a lack of proof for completeness of some
analyses. However, if operating experience is fed back into the analysis
over the plant lifetime, the degree of completeness will steadily increase.

2.4.2 Verification

Confidence in a prediction is generally proportional to its
scientific basis and the essence of scientific method is verification of
either by experiment or by carefully observed experience of predictions made
using well-defined procedures and data. Further predictions using the same
procedures and data in a similar context may then be made with some degree
of confidence. The use of probabilistic methods in safety assessment is
therefore a long way from the ideal scientific method, particularly
regarding complete nuclear power plant PRA studies, since verification is
generally either weak or lacking. This does not mean that there is no
confidence in probabilistic predictions. The results should nevertheless be
regarded with a degree of caution appropriate to the extent of the
verification of their methods and data.

Since it is not possible to achieve full verification of a
probabilistic prediction, the possible approaches to its partial validation
must be considered. One method is to compare the reliability predictions
for a relatively small system, such as an amplifier, with the results
obtained from endurance testing in the laboratory and later with field
reports of in-service failures. Predictions of reliability of more complex
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systems, such as aircraft automatic landing systems, may be compared with
statistics on their failure in service.

A second approach is to compare, predictions of the reliability of
actual safety systems or subsystems in operating nuclear power plants
reported failures. One problem here is that the number of system-years for
systems of one design operating under similar conditions is generally too
small to give good statistics. If more nuclear power plants are included in
the data base, there are greater variations in the design on which the
prediction was based and the verification is thus weakened. Another problem
is uneven reporting. In any case, care must be taken to define both the
boundaries of the system considered and the criteria for failure. It must
also be remembered that the system behaviour under test or in relatively
frequent transients may not be representative of its behaviour under the
stress of certain more severe fault conditions.

One attempt using this second approach was made in the so-called
Precursors report [12] for the population of United States PWRs and BWRs,
based on reported events in the years 1969-1979; that went a step further
and estimated what the expected frequency of severe core damage for those
plants should have been expected to be. Although the Precursors report has
been heavily criticized, it is recognized as a significant move towards
placing PRA on a sounder basis of experience.

In this context it is stressed that the validity of the basic
techniques such as fault trees or event trees is not in question since they
are simply an extended application of logic. The concern is with the host
of modelling approximations, often specific to the plant, that are fed into
the logical analysis, and with the possibility that significant factors have
been omitted. Any computer codes used should, of course, have been
thoroughly checked including a comparison with other codes using a different
evaluation technique.

2.4.3 Pessimistic vs. best-estimate assumptions

A distinction may be drawn between those studies that attempt to give
a best scientific and engineering judgement and those that may be required
as a principal basis for licensing decisions. In the latter, more stringent
standards of justification are generally required and the licensing
authority will be expected to take a skeptical view of some of the difficult
judgments that have to be made. It may also require pessimistic
assumptions, for example of the accident mitigation, to be made. This
distinction will tend to be smaller when the uncertainties are less, e.g. in
a study of restricted scope. The best estimate type of PRA study may,
however, be included in the licensing process in its broader sense. The
licensing authority may, for example, require the licensee to provide a PRA
study to assist it in forming an overall judgement on the safety of a
nuclear power plant before granting a license for a new plant or renewing an
operating license for an older plant, perhaps when some new safety question
has arisen or after a number of years of operation. In such cases the
authority may simply state the broad scope of the study without specifying
acceptable procedures and assumptions and without a pre-determined level
that the results must meet. Also, the licensee may choose to provide a PRA
as evidence of the safety of its plant in judicial hearings or to satisfy
itself as the body with prime responsibility for safety. Such studies would
generally fall outside the formal licensing procedure and would tend to be
of the best estimate type.
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2.4.4 Problems in unbalanced maturity of methods and their
standardization

Some disciplines used in PRA, such as reliability analysis, have
already achieved a high degree of maturity. Other disciplines, methods and
basic philosophies are still undergoing rapid development. Lack of a proper
understanding of this imbalance may lead to erroneous decisions on the use
of PRA techniques, and also to misinterpretation of results. Due to this
rapid development and to the different purposes and scopes of PRA studies, a
standardization of procedures does not seem to be practical at this time.
There are several standards acceptable for fault-tree analysis, but even
there, there is no consensus on the best style. There is, however, a need
for guidance on the aspects that have to be considered when applying PRA.
(See for example the PRA Procedures Guide [6] prepared and reviewed by many
highly experienced experts coming from the different PRA disciplines. The
Guide is a comprehensive review of the state of the art, giving advice and
recommendations on the performance of a probabilistic analysis.)

The basic causal framework of PRA is well-established and
uncontroversial. System reliability analysis techniques that trace the
reliability of systems to random failure in components and to component
unavailability due to regularly scheduled surveillance or maintenance
outages is also highly mature. Less mature is the treatment of common cause
failures and some kinds of human errors. The analysis of accident processes
and consequences has been developed to a high level of sophistication;
however limitations in our knowledge of basic phenomenology limit their
precision. Finally, some elements of human reliability cannot be treated at
all in PRA.

2.4.5 Peer review and PRA quality control

Although this report shows the many uses of PRA and the need for use
in licensing, to achieve a relatively high level of credibility of the
results, even proponents of PRA have to acknowledge the dismal results of
some analyses. In some instances this was caused by sheer immaturity.
However, wrong - and often misleading - results were observed even in those
fields that already achieved a high degree of maturity, such as reliability
analysis. A closer look at the reasons for such errors usually reveals a
lack of definition of what should be analysed, misapplication of techniques
and deficiencies in documentation. Those reasons can be summarized as a
lack of quality control and independent review. This lack can be obfuscated
by elaborate planning schedules and computer printouts, it can be detected
in fact only by looking for seemingly minor details such as proper
definition of system boundaries, identification of parts and events by a
consistent coding scheme, documentation control, definition of tasks,
scrutability of analyses and other details.

The susceptibility of PRA results to relatively minor deficiencies of
the applied method presents a special challenge to managers who are not PRA
specialists, but are responsible for the application of PRA. The difficulty
is compounded by the inter-disciplinary nature of PRA and by the fact that
the available textbooks were written for experts in individual disciplines,
usually completely omitting problems outside the narrow limits of the
disciplines. For example, fault tree analysis handbooks start immediately
with the fault tree development and determination of minimal cut sets, and
assume that definition of the analysed system or identification of events do
not have to be treated because they are obvious (which they are not).
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It must be recognized that the confidence in a PRA study can be
improved by ensuring that the quality and accuracy of a study are as good as
can reasonably be achieved with the current state of the art. For that
reason, the study should be performed according to recognized good practice
and should be subject to independent review. The required extent of such a
review will depend on the scope of the analysis and its objectives;
consideration should also be given to the likely uses that may be made of
the results, since these may go beyond the original objectives. The team
reviewing the analysis should have an expertise at least comparable to the
team performing the analysis. Experienced reviewers can fairly readily
check models for coherence, self-consistency and methodological errors, but
to verify that the model truly portrays the details of the actual plant may
require as much work as an independent replication of the PRA.

Where the licensing authority has limited staff resources, it is
generally not feasible to perform PRA in-house. However, if a PRA study is
performed by a consulting organization, it must be appreciated that much
valuable insight into the safety of the plant will reside with the
consultants. it The review process must therefore ensure the transfer of
this knowledge to the regulators. This problem, when recognized, may be
eased by a well-specified report and by regular meetings to review the
progress of the work.

2.4.6 Treatment of uncertainties

Uncertainties exist in predicting both event probability and
consequences. Uncertainties may be divided into two groups depending upon
their cause:

(1) Statistical uncertainties due to lack of reliable data for component
failures, human errors, accident initiators etc.;

(2) Uncertainties in the modelling assumptions.

The different factors that may affect the reliability data and/or
statistical uncertainties in them must be taken into account to ensure that
the uncertainty in the prediction of probabilities is expressed and treated
in a correct, statistical way. There are well-established methods for
evaluating the propagation of these uncertainties through the analysis.

Significant uncertainties also exist in the physical understanding
and hence in the modelling of many of the phenomena in the analysis, such as
fission product transport within the containment, atmospheric dispersion
pathways and dose-effect relationships, especially at low doses.

These uncertainties are best treated by carrying out sensitivity
studies. An alternative method is to use subjective probability
distributions for the key parameters in these phenomena by canvassing expert
opinion. The results may then be treated in the same way as, and combined
with, uncertainties in data. This process, however, is controversial and it
is generally better to keep the two types of uncertainties distinct.

A probabilistic risk assessment should be presented as a most likely
estimate together with an estimate of the expected variance of the result.
The usefulness of the results to the decision maker will improve as the size
of expected uncertainty decreases. There is however a limit to the
certainty with which risk assessments can be made, and this should be noted
in decision making.
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2.4.7 Problems in treating common cause failures

The use of redundant and diverse systems to provide reactor safety
functions has effectively reduced the probability of independent failures
leading to reactor accidents. The complexity of the design creates,
however, a potential for dependencies between and within the systems, which
may have a decisive influence on the reliability. Design deficiencies,
external environment, external phenomena (including events such as
earthquakes, fires etc.), functional deficiencies and human factors (e.g.
installation, manufacturing, testing, maintenance and operator-errors) are
typical causes of dependent failures.

The importance of dependent failures has already been demonstrated by
reactor operating experience where dominating accident sequences very often
involve dependent failures. Treatment of dependencies therefore has to be
included in PRA studies. General assumption of independence between systems
(components) is non-conservative and usually leads to excessively optimistic
results.

There are many factors thath make the analysis of potential
dependencies difficult. One of them is the existence of several types of
dependent failures, namely: common cause failures (CCFs), common mode
failures (CMFs), cascade failures, common component failures. Problems
associated with choice of terminology and with the prevailing proliferation
of definitions have sometimes led to problems.

For the qualitative analysis of dependent failures, great importance
must be given to the screening procedures for eliminating insignificant
dependencies. Otherwise the problem becomes difficult to handle. The
analyst should have knowledge about components' physical location, the
existing barriers, system interfaces etc.

The scarcity of data and other limitations of available data sources
are probably the weakest links in the current state of common cause failure
analysis. As a result, considerable uncertainties have to be taken into
account in quantifying dependent failures particularly those initiated by
human intervention and by external events.

2.4.8 Problems in treating human errors

The operation of a nuclear power station in accordance with
specifications requires human intervention for operational activities
(normal operation), for controlling minor incidents (anomalous operation)
and for maintenance (servicing, repair and inspection). In addition, human
activities are also necessary during accidents.

For these reasons, it is evident that the safety of nuclear
installations depends very strongly on human reliability. Probabilistic
safety assessment should consider all aspects of human intervention listed
above and take into account the possibility of transients being initiated by
wrong actions of operators. Like common cause failure analysis, the human
error analysis suffers from the problems of lack of data for quantifying and
predescribed tools for modelling the complex variety of possible human
errors. Although there exists information about the qualification and
training of the personel as well as the adequacy of procedures and alarms,
human actions cannot be forced into a rigid pattern. Whereas methods for
evaluating human actions that fail to perform written instructions are
available, the broad field of unplanned human interventions can hardly be
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treated in a systematic way. The success of an analysis in covering
unplanned actions and their positive and negative effect on safety depends
strongly on the experience of the analyst.

Some elements of human reliability analysis are quite mature. For
example, it is within the state of the art to assess the probability that an
operator throws the wrong switch, reads the wrong gauge, or makes other
simple errors in following maintenance, surveillance, or emergency
procedures with reasonable accuracy. It is beyond the state of the art to
develop highly realistic estimates of the likelihood that operators
completely misconstrue the symptoms of an event and lock onto an erroneous
hypothesis of what is happening in the plant. No PRA has even attempted to
model the frequency of sabotage attempts nor the creativity of operators in
inventing new ways to make quick repairs in unplanned ways.
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3. EXAMPLES OF APPLICATIONS IN SOME MEMBER COUNTRIES

3.1 CANADA*

From the earliest days of the Canadian nuclear programme, the safety
objective has been to ensure that the likelihood of a serious release of
fission products is negligibly small.

A serious accident to a research reactor at Chalk River in 1952 was
the catalyst for the conceptual development of the Canadian reactor safety
approach. Its principles include basic probabilistic considerations,
requirements for safety systems separated from process systems and from one
another, the requirements for testing of passive safety systems and the
imposition of a limited man-rem population dose as a design and operating
criterion. Furthermore, it was recognized that every effort should be made
to keep Canadian standards consistent with the best approaches of other
countries and with the requirements of society.

The Atomic Energy Control Board (AECB), which is the regulatory
authority in Canada, formalized these concepts into a set of critertia
commonly called the siting guide. The criteria covers three areas:
definition of an exclusion zone, general design requirements and definition
of radioactive dose limits.

The exclusion zone is defined as an area, specified by the Atomic
Energy Control Board, immediately surrounding a nuclear facility and under
the control of the licensee or the operator. Typically the exclusion zones
extend from the reactor core to a radius of 3000 feet with the exception of
navigable waters and other minor exceptions. Use of the land within the
exclusion zone requires AECB approval; methods and measurement for ensuring
radiation safety are subject to review as required by the Board.

The general design requirements state that:

(1) Design and construction of all components, systems and structures
essential to or associated with the reactor shall follow the best
applicable code, standard or practice and be confirmed by a system of
independent audit.

(2) The quality and nature of the process systems essential to the
reactor shall be such that the total of all serious failures shall
not exceed 1 every 3 years. A serious failure is one that, in the
absence of protective action, would lead to serious fuel failure.

(3) The effectiveness of the safety systems shall be such that, for any
serious process failure, the exposure of any individual of the
population shall not exceed 500 mrem, and of the population at risk
10^ man-rem.

(4) Safety systems shall be physically and functionally separate from the
process systems and from each other so that the probability of

* Contribution by A. Wild (Atomic Energy Control Board, Canada)
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(5)

coincident failure of any two of the safety systems or of the process
equipment and any of the safety systems due to a common cause is very
sma11.

Each safety system should have an unavailability of less than 10~̂
which should be confirmed by testing.

The operating dose limits and reference dose limits for accident
conditions are defined by the following table:

Situation

Normal
operation

Assumed
maximum
frequency

Meteorology
to be used in
calculation

Weighted according to
effect, i.e., frequency
times dose for unit
release

Maximum
individual

dose limits

0.5 rem/y
whole body
3 rem/y
to thyroid

Maximum
total

population
dose limits

10^man-rem/y

104 thyroid
rem/y

Serious
process
failure
(single
failure)

Serious
process
failure
plus
failure
of any
safety
system
(dual
failure)

1 in 3 Either worst weather
years existing at most 10% of

time or Pasquill F
condition if local data
incomplete

1 in 3,000 Either worst weather
years existing at most 10% of

time or Pasquill F
condition if local
data incomplete

same as
above

25rem whole 10" man-rem
body

250 rem 106 thyroid
thyroid rem

The criteria clearly exhibit elements of probabilistic risk
assessment. Over the years they have proven to be a sound basis for
licensing practices. Three refinements in their application are notable for
their probabilistic elements: a statement on two shutdown systems,
introduction of safety design matrices and improvement of reliability
analysis practices.

It was realized that failure to shut down (scram) after some serious
process failures could lead to consequences that cannot be determined with
confidence. It was stated that this situation does not need to be
considered, provided two sufficiently independent and diverse shutdown
systems are used. The unavailability of each shutdown system must be less
than 0.001.

Safety design matrices (SDMs) were introduced in the mid-1970s to
address some important questions not answered by the rather simplistic
single/dual failure analyses dealing with predefined, stylised "gross"
accidents. In its present form, the SDM is a record of a systematic
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"what if" investigation. The analyst selects an event that is a potential
safety concern, e.g. loss of steam generators as a heat sink. The possible
causes of this event are identified by a fault tree analysis and various
postulated consequences are represented by event sequence diagrams
accompanied by a narrative. Introduction of SDMs significantly improved the
understanding of system behaviour and system interactions under abnormal
operating conditions. The SDMs also improved plant safety by identifying
proper operator actions, by revealing desirable design modifications and,
for certain components, by identifying contradictory design requirements.

Contradictions in requirements (such as for the dousing system which
must be designed to avoid splashing the reactor by inadvertent dousing),
dependence of safety systems on support systems (such as instrument air
supply) and also introduction of new computer technologies pose stringent
requirements of the reliability analysis techniques. An effort is therefore
in progress to improve the reliability analyses submitted in support of an
application for an operating licence. Emphasis is on proper identification
of parts and their failure modes, conformance with actual as-built and
operating conditions, retrievability of information, scrutability and
verifiability by operating experience.

Discussions on future changes in the licensing criteria have centred
around two issues: further improvement of analytical techniques and
refinement of the single/dual failure criterion. It had been suggested that
the single/dual failure criterion could lead to excessive emphasis on
detailed analysis of highly stylised accidents, and therefore obscure the
primary safety objective of achieving an acceptably small risk to the public
while maintaining the economy of nuclear power. Therefore, in 1977, an
Inter-Organizational Working Group (IOWG) composed of representatives of the
AECB and power utilities was formed to review the general principles and
criteria that are applied to the licensing of nuclear power reactors. The
report issued by the IOWG in 1978 reiterated the general principles of
Canadian safety approach and proposed a new table defining reference values
for the sum of predicted rates of occurrence of failures leading to releases
within six reference-dose intervals. The table was based on "constant risk
for whole body exposure up to 0.05 Sv (5 rem)". For higher exposure levels,
it took into account the risk aversion concept by incorporating a decreasing
risk line. The report outlines the concepts without defining actual
implementation. Its recommendations are being used on a trial basis for the
Darlington Nuclear Generating Station.

The implementation of the trial will require further development of
analytical techniques. Although the AECB staff possesses the capability of
defining detailed requirements for these techniques, this would be
considered as conflicting with the long-standing Canadian policy that the
primary responsibility for achieving high standards of nuclear safety and
environmental protection in the design, construction, commissioning and
operation of nuclear facilities resides with the licensee. Furthermore,
detailed requirements may incline the licensee to think in terms of meeting
the regulatory specifications rather than in terms of a safe, efficient and
reliable plant. The AECB, therefore, opposes the idea of design and
operation by regulation. The technical competence of the regulatory staff
is used solely to establish regulatory principles and criteria, to enable
the verification of information and analyses submitted by the licensee and
to ensure continuing compliance with these principles and criteria. The
onus is then placed upon the licensee to develop the conceptual and detailed
design, the method of operation of a proposed facility and to demonstrate
that the facility will be operated with a high standard of public and
occupational health and safety, security and environmental control.
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3.2 FEDERAL REPUBLIC OF GERMANY*

3.2.1 Present state of safety guidelines

Following the German Risk Study [3] in 1976, large-scale activities
to assess the safety of nuclear power plants with probabilistic methods have
been started. The performance of risk assessment and the discussion of its
results led also to improvements in plant design. It can be assumed that
this progress in the probabilistic field has influenced the considerations
of those responsible for setting standards and design criteria in regulation.

Basically, however, deterministic safety guidelines are used both in
the field of nuclear safety and in other technical fields. The safety
guidelines are explained in more detail in the form of safety requirements
such as the single-failure criterion.

Based on the German Atomic Energy Act, the main safety principles and
protection means are introduced by legal ordinances, e.g. the Radiological
Protection Ordinance, administrative regulations, guidelines from the
advisory bodies such as Reactor Safety Commission, and safety standards.
These ordinances, regulations and standards do not yet contain any
explicitly described quantitative risk or reliability requirements. What
does already exist are implicit requirements such as "sufficient
reliability" or "consideration of probabilities and related consequences."
In some cases, the licensing authorities additionally apply some of the
results of the German Risk Study [3] in order to reach an opinion on whether
installation complies with legal requirements that all safety aspects are
considered with respect to the "state-of-science-and-technology".

In the following extracts, some examples of criteria, regulations and
standards are quoted that have implicit requirements for probabilistic
analyses.

In addition to the deterministic principles for design, quality
assurance and qualification of the personnel, The BMI (Federal Minister of
the Interior) Nuclear Power Plant Safety Criteria specify:

Criteria 1.1 Basic principles of the safety precautions

"... In line with general engineering experience, malfunctions of
plant components or systems (abnormal operating conditions) can occur
during the lifetime of the plant. To control these abnormal
operating conditions, systems shall be provided for operational
control and monitoring. These systems shall be designed such that
incidents resulting from abnormal operating conditions are avoided
with a sufficient reliability."**

In addition to the above, as a second principle, measures shall be
taken to control incidents. For this, sufficiently reliable* engineered

* Contribution by W. Güldner (Ges. für Reaktorsicherheit m.b.H.,
Federal Republic of Germany)

** To ascertain that the safety concept is well-balanced, the
reliability of safety related systems and plant components -
supplementing the overall assessment of the nuclear power plant's
safety on the basis of deterministic methods - shall be determined
with the aid of probabilistic methods as far as the required accuracy
can be achieved according to the state of science and technology."
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safeguards shall be provided. These engineered safeguards shall be designed
so that the personnel and population are guarded against the effects of
incidents. The following design principles shall therefore be employed:

- redundancy, diversity, general avoidance of interfaced
partial systems, spatial separation of redundant partial
systems ;

- fail-safe operation of systems during malfunction of partial
systems and plant components;
preference to passive over active engineered safeguards

Criteria 2.6 Effects of external events

"....combinations of several natural phenomena or other external
events, as well as their combination simulatenous incidents, must be
considered according to probability and degree of damage..."

In the Interpretations of the Single-Failure Criterion published in 1981 by
the Federal Ministry of the Interior, it is specified inter alia that:

"... the assumption of a single failure is a deterministic criterion
which serves as a safety precaution in addition to other approaches
such as reliability analyses and quality assurance procedures.
... the limitation of downtime due to maintenance is required. The
admissible duration of these times has to be fixed by probabilistic
considerations. In particular, the reliability needed for the
control of accidents must not be decreased by maintenance downtimes."

It should be mentioned in this context that the German single failure
criterion requires such a high redundancy that a safety system function can
be performed even if one train fails and a second is not available due to
maintenance.

In addition to the deterministic safety criteria The KTA Safety
Standard No. 3501 (Reactor Protection System) deals with some reliability
aspects :

"4.3.1.2 The effects of common-mode failures within the reactor
protection system shall be analysed. Depending upon the
result of these analyses, additional measures shall be taken
either to reduce the probability of occurrence of common-mode
failures or to mitigate their effects.
Note:
The probability of occurrence of common-mode failures can be
reduced to such an extent, e.g. by the selection of suitable
equipment, test cycles, worst-case tests, that the
common-mode failure need no longer be considered in the
combination of failures according to Sec. 4.3.1.1.
Additional measures outside the reactor protection system may
be required to reduce the effects."

"4.8.2 The reactor protection system shall be designed so that it is
not the determining factor in the unavailability of the
safety system.
Note:
The reliability of the reactor protection system should be
greater than or equal to the reliability of the active
engineered safeguards systems."
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"5.1.2.1 The reliability of the equipment shall be determined.
Note: This can be done by qualification tests, by statistical
methods, failure mode and effects analysis, worst-case tests
or by evaluation of operating experience."

"6.1.5.2 The interval for testing the reactor protection system as a
whole would not exceed one year.
Note:
It may become necessary, as a result of operating experience
or reliability analyses, to specify shorter test intervals
for certain components of the reactor protection system."

The KTA Safety Standard No. 3701 (Electrical Power Supply) mentions
the reliability aspect as follows:

"3.2 Reliability
The power supply for the safety system shall be designed to
be of such reliability that it is not the determining factor
for the unavailability of the systems to be supplied. The
components employed shall be qualification-tested or
service-proved with regard to the intended use and the
assumed conditions during use, and shall be as
maintenance-free as possible.
An adequate reliability shall be demonstrated for the
specified normal operation and for incidents to be
considered; every component and subsystem of the power
supply of the safety system shall be considered for this."

The draft of KTA Safety Standard No. 3301 (Residual Heat Removal
Systems; identical with DIN-Standard No. 25447) contains its own chapter on
reliability:

"... Reliability analyses under consideration of the support
systems should be applied in addition to the deterministic
criteria in order to achieve a balanced safety concept ...

.... The assessment of the results of the reliability analyses
should be oriented on
- plants with comparable safety design
- upgraded analyses, for example risk studies ..."

The Guidelines of the Reactor Safety Commission for Pressurized Water
Reactors require the following implicit quantitative investigations:

"... 2.2 Assumptions for Determinating the Post-Incident Radiation
Exposure of the Environment

(1) Suitable design measures shall be taken to keep the
radiological consequences of incidents as low as possible
within the permissible limits as given in the Radiological
Protection Ordinance. Allowance shall be made in this
context for the fact that the occurrence probability of these
incidents must be sufficiently low."...

Failure of the Scram System during Operation Transients

To reduce residual risk in case of a failure of the scram
system during operational transients, the Reactor Safety
Commission considers that the following investigations and/or
compliance with the following conditions will be necessary:n...
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3.2.2 Recent considerations and suggestions for the application of
the probabilistic approach in licensing and for safety goals

Recently, probabilistic arguments, especially for estimating the
reliability of complex systems have played an increasingly important role
for specific accident situations in licensing [17].

Typical examples are analyses of small LOCAs and of transients such
as loss of main heat sink, loss of main feedwater and loss of off-site
power. In many cases results from risk studies were used as reference
values.

Another example concerns the use of probabilistic analyses for the
classification of incidents and accidents within the Radiological Protection
Ordinance. In German Federal Republic, this ordinance contains several
peculiarities. For example, the basis of planning and design of
constructional safety measures and of the engineered safeguards of nuclear
installations is such that in the case of design basis accidents a maximum
of 5 rem whole body dose must not be exceeded in the environment of the
plant.

The results of risk analyses have also been recently considered in
legal divisions by the administrative courts (Verwaltungsgerichte) of the
individual federal states (Bundesländer) that hear the objections that
nowadays are lodhed against nearly every license application. These
administrative courts of appeal can make the final decisions on the facts.

In its decision on the law suit of nuclear opponents against the
construction license of the Wyhl nuclear power plant the administrative
court of appeal Mannheim has made use of results of the German Risk Study
[3]. As the following statements indicate, this decision is of fundamental
importance for the assessment of technical safety measures and for defining
the risk to the general public:

"At present, possible estimations of the risk due to the operation of
nuclear power plants do not indicate that the risk of accidents
caused by the operation of a KWU-PWR of the 1300 MWe series is out of
proportion and therefore unacceptable to the individual."

"In order to convince the administrative court of appeal, importance
lies not so much in the figures coming out of the individual
investigations, but in the order of magnitude of the risk resulting
from accidents of nuclear power plants, in comparison to other risks,
as shown - at least partially - in the German Risk Study. Despite
the uncertainties of individual results an order of magnitude risk
estimation is possible."

This was the first time in the German Federal Republic that
probabilistic methods and risk estimations have been used to a large extent
for a decision of an administrative court of appeal on the construction
permit of a nuclear power plant.

The discussion on quantitative safety goals for the safety assessment
of nuclear power plants going on in many countries, especially in the United
States, has naturally had an impact on the discussions in the FRG [18].
Nevertheless despite the risk studies and risk-oriented studies carried out,
opinion among technical experts is not unanimous as to whether the present
state of knowledge permits defining very detailed criteria for quantitative
safety goals to be used for safety assessments.
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A proposal presently being evaluated for the BMI tries to establish
quantitative criteria within the framework of the existing safety
requirements. Existing approved methods, principles and criteria for safety
assessment will thus be maintained. The criteria proposed in this concept
should contribute however to a rationale for decision making in borderline
cases.

An essential element of the proposal is the concept of limiting
individual risk. The whole spectrum of events (normal operation, design
basis accidents and severe accidents) will be considered. Admissible risk
values will be deduced from admissible doses prescribed in the Radiological'
Protection Ordinance. Iso-risk curves will be proposed. With regard to
admissible inadmissible risk values these curves define the regions of
danger and of residual risk in a dose-frequency diagram.

In this context "risk", "extent of damage" and "probability" have to
be differentiated. As a reference figure for the component "extent of
damage" the individual dose will be chosen. This is an indispensable
prerequisite, particularly when evaluating the maximum dose as a limiting
element because of regulations in the Radiological Protection Ordinance.
The frequency of an event (per reactor year and site) will be chosen as
reference value for the element "probability". Events, in this context are
considered to be release categories that are formed by grouping together
event sequences that lead to similar releases. For quantitative
considerations it will be proposed that risk as expressed by means of the
event frequencies and related representative individual dose. If several
kinds of undesired events are to be considered, the measure for the total
risk results from a linear superposition of the risks resulting from the
individual events.

By means of the iso-risk curves, calibrator points for the frequency
and the dose respectively, associated with certain events are derived. As a
result, a differentiated safety concept could be defined using a
comprehensive tool for assessing the contribution of design basis accidents
and severe accidents.

3.3 SWEDEN*
3.3.1 PRA and safety goals

In Sweden, a very cautious approach is taken with regard to using PRA
techniques in trying to establish quantitative estimates of risk to public
health and safety and associated safety goals. The reason behind this
approach is that there are many difficult pitfalls to avoid in such
full-scope PRA studies. These include inter alia:

Political acceptance, e.g. the way various social consequences of
large accidents are modelled;

Acceptance by the statistical sciences community, e.g. of assigning
probabilities to phenomena about which little is known empirically,
e.g. containment response in some types of core melt accidents;

- Possibility of "tunnel vision phenomena" by putting too much emphasis
on good results from theoretical analysis and forgetting to check

* Contribution by G. Ericsson (Asea Atom, Sweden)
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with actual plant conditions, e.g. with respect to quality of
operation and maintenance (c.f. Salem incident).

3.3.2 The Swedish reliability evaluation programme

On the other hand, there are major efforts under way in Sweden,
carried out in co-operation between the Nuclear Power Inspectorate (SKI) ana
nuclear utilities. These focus on the use of reliability engineering as one
of the more important tools to maintain and improve reactor safety. In this
context, it is of course realized that preventing disturbances, incidents
and accidents is essentially the same as promoting safe and reliable normal
operation of the nuclear power plant.

Thus a thorough plant-specific systems reliability analysis (SRA)
will constitute a major part of the present Swedish ongoing safety analysis
programme. These SRAs will stop at severe core damage, thus not developing
into a full-scope PRA. These safety analyses are to be carried out jointly
by the licensees and the Nuclear Power Inspectorate. The results of the
analyses are to be reported to the Swedish government in an ASAR
(As-operated Safety Analysis Report).

Plant-specific systems reliability analyses of all Swedish plants
will thus be performed during the period 1982-86 as a part of the ASAR
program. The utilities are responsible for carrying out the analyses, the
Inspectorate will review then on completion. This first phase of the
Swedish national reliability evaluation program will also have the objective
of increasing the awareness of the capabilities, limitations and use of the
reliability methods rather than developing principles for safety goal
discussions. Some key elements in this reliability evaluation program are:

Very detailed, plant-specific fault and event trees developed and
reviewed in close co-operation with senior plant operation and
maintenance personnel to provide a detailed map of system functions
and interdependencies and to identify sequences that are main
contributors to the probability of core damage;

Extensive use of computer graphic techniques to facilitate detailed
documentation, modification and analysis;

- Use as far as possible, actual component data from the Swedish
reliability data bank for nuclear plants, which is continuously
updated.

Thus, the principal objective of the Swedish program is to introduce
reliability engineering for continuous use in the operation and maintenance
of the plants, e.g.

Establishing the basis for systematic evaluation of operating
experience when analysing disturbances and incidents, keeping track
of component and system reliability and their effect on plant safety;

Planning and reviewing plant modifications;
- Training plant personnel in system functions and interdependencies,

facilitating their awareness of the safety significance of various
operational and maintenance tasks.
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3.3.3 Reliability goal considerations

The present philosophy in Sweden regarding quantitative safety or
reliability goals is that calculations of absolute severe core damage
frequencies cannot be used as a single criterion for safety evaluations.

On the other hand results from in-depth, plant-specific PRAs could
and should be used as a guidance. No formal criteria have been set up, but
tentatively the following approach is under discussion

Estimates of very low core melt frequency (say 10~̂ /y or less) only
indicate that the system is well designed. The focus should then be
on keeping a close watch on operation and maintenance, ensuring that
actual components and systems reliability performance meet the levels
used in the SRA;

- Estimates of core melt frequencies of the order of 10~ vy and above
should lead to considerations of system modifications because the
risk of severe damage to the plant is probably too high, both from
the Inspectorate's and the owner's point of view (loss of investment
and of production capacity);

- Severe damage to certain other parts of the plant than the core (e.g.
pressure vessel or containment) should also be considered in future
SRAs.

Thus any safety and reliability goal considerations must be dynamic;
they must also be given time to develop simultaneously with promotion of
vigorous application of reliability engineering. In this context, the
definitions of formal, quantitative safety goals seems less important than
the actual knowledge and safety awareness established within a high-quality
systematic reliability evaluation program at each plant. Only when a number
of plant specific SRA's have been performed with given and known levels of
detail, relative comparisons seem appropriate between event sequences and
later between plants.

Finally, it should once more be underlined that a close monitoring of
operational experiece is the best assurance of keeping operational safety
high - and the only way of verifying SRA results and creating public
confidence in them.

3.4 UNITED KINGDOM*

The regulatory authority in the United Kingdom is HM Nuclear
Installations Inspectorate (Nil). Its approach to safety and licensing of
NPPs has been presented in a number of papers, most recently in a paper by
HM Chief Nuclear Inspector M.R.D. Anthony [13]. In the United Kingdom, it
is the licensee that has responsibility for safety: the role of the Nil is
to ensure that an aceptable standard of safety is met. To this end, the Nil
has a set of safety assessment principles [14] which it uses as a framework
and basis for its assessment work.

In view of this prime responsibility the generating board in England
and Wales (CEGB), the main licensee, has its own set of safety criteria and

Contribution by J.F. Campbell (HM Nuclear Installations Inspectorate,
United Kingdom)
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guidelines. Where these are more specific or stringent than the more
generally expressed Nil assessment principles, the Nil wishes to be assured
that the CEGB complies with its own criteria, as far as reasonably
practicable.

The emphasis in the Nil safety assessent principles is on ensuring a
high standard of engineering of the plant as the means of achieving
fundamental principles that are expressed in qualitative terms. An
important element of those principles is that it is not enough for the
licensees to demonstrate that specific levels have been achieved but that
they should go further and show that all aspects of risk have been reduced
as far as is reasonably practicable. The Nil principles are not mandatory,
but the Nil would expect to see good grounds presented for any instance
where they are not met.

The following comments concentrate on those aspects of the Nil
principles and CEGB criteria that imply a need for using probabilistic
methods, it should be emphasized however that these complement rather than
supplant the engineering principles for design, construction and operation
which have been established as a result of many years' experience.

One of the Nil basic safety assessment principles for fault
conditions sets down assessment reference levels (rather than rigid limits)
on the frequency of doses to an individual member of the public as a
stepwise function of dose. This corresponds to level 6 in the
classification of chapter 1. This principle is applied, however, to
accidents arising from discrete fault sequences, not to the summated
frequency. The problem referred to in the discussion of level 2 is
addressed by another principle, which states that "a distribution of fault
frequencies or consequences such that their cumulative effort on the overall
risk would be significant" should be avoided.

The reference level of frequency for doses greater than the Emergency
Reference Level (ERL) (e.g. 100 mSv whole body) is not specified numerically
although it must clearly be less than 3 x 10"̂ /year (the level for doses
less than or equal to 1 ERL) and in practice is expected to be 3 x
10~̂ 7y. It is specified as being "as remote as is reasonably practicable"
but judgment is guided by another principle on "effective barriers". An
effective barrier is essentially the complete set of engineering provisions
that will prevent a release of activity for a given fault sequence or reduce
the release to an acceptable level (i.e. within the reference levels
specified for lesser releases). For fault sequences with estimated
frequencies greater than about 10~3 to 10~̂ /y., two effective barriers
are required. This leads to requirements for diversity. For less frequent
fault sequences, one effective barrier is acceptable.

The unreliability of an effective barrier is expected to be of the
order of 10~̂  per demand and thus the Nil is looking for a frequency of a
significant release of 10~̂ /y or lower. The expectation that a good
effective barrier will have an unreliability of about 10~̂  per demand
implies limits on the reliability of the systems comprising the barrier.
Although limits of the level 1 type are not directly applied, it is unlikely
that an unreliability for a protection or safety system of greater than
10~3 per demand would be acceptable.

The CEGB criteria also contain limits of the level 6 type for
separate faults. These are similar to the Nil principle but differ in form
and interpretation. They include a numerical limit of 10~^/y for doses
greater than 1 ERL. The CEGB criteria also have a Level 6 type limit on the
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sumraated frequency of doses greater than 1 ERL, with a value of 10 ̂ /y,
some exceptions to this are allowed however.

In the analysis or assessment required to make a judgements against
the limits and reference levels discussed above, it is generally assumed
that exceeding the design basis of the fuel or pressure vessel will lead to
core damage with a condition of probability of unity (see comments on level
4, section 2.1).

Both the Nil principles and the CEGB criteria and guidelines require
consideration of accident sequences, going beyond the design basis, but
without requiring a PRA of, for example, level 7 or 8. In the case of the
first PWR proposed for the UK (Sizewell B), the CEGB has in fact chosen to
address this requirement by presenting a PRA of level 8 (although not
including external hazards) in addition to their formal licensing
submission. This Level 8 PRA is thus part of the licensing process in the
broader sense and as such it leans more towards the best estimate type of
study. It was submitted as evidence at a Public Inquiry into the proposals
for Sizewell B held in 1983.

In addition to the probabilistic methods described above, the Nil
encourages the use of probabilistic analysis by the licensee as a framework
for systematic analysis of NPP design and operation. It believes that this
approach is a valuable discipline leading to good understanding of the plant
as an integrated system and which assists in the search for the less obvious
fault sequences that might be overlooked in a more deterministic approach.

3.5 UNITED STATES OF AMERICA*

The US Nuclear Regulatory Commission has done pioneering work in the
application of probabilistic risk assessment to reactor safety analysis.
However, prior to the accident at Three Mile Island, Unit 2, in March of
1979, PRA was kept in the background - as a source of perspective on the
adequacy of the regulatory programme. It was not used as a method of safey
analysis or licensing.

At the time of the TMI accident the US NRC had sponsored PRA studies
of six domestic plants. Two of these served as the basis for the Reactor
Safety Study, WASH-1400, which was published in draft form in 1974 and in
final form in 1975. Four additional plants were being studied with PRA
techniques by the Office of Nuclear Regulatory Research at the NRC at the
time of the accident. These studies constituted the Reactor Safety Study
Methodology Application Program, whose objective was to apply the systems
analysis and containment analysis aspects of WASH-1400 methods to plants
differing in reactor or containment design from those studied in the
original WASH-1400.

The accident at TMI, Unit-2, on March 27, 1979 triggered a major
reassessment of the regulatory programme as well as the content of the
regulations at the USNRC. Each of the several formal inquiries into the
accident recommended that more use be made of PRA. These inquiries found
that PRA might have helped to anticipate and avoid the accident had it been
applied to a plant like TMI or if it had been used to help evaluate the
lessons of earlier incidents that foreshadowed the accident. They also found
that one of the principal contributors to the accident had been inadequate

* Contribution by F.H. Rowsome (USNRC)

52



familiarity among plant operators with the full array of accident scenarios
to which the plant might be subject. The inquiries pointed out that PRA
could be useful in filling the need to identify the variety of accidents
that should be included in operator training. The inquiries also suggested
that the NRC express its safety goals in a more explicit fashion, and
explore the likelihood and consequences of a much wider array of accidents
than merely the deterministically-specified design-basis accidents. This
would include those both less serious and more severe than the design basis
events.

These and many other findings of the TM1 inquiries suggested that the
NRC should make more use of PRA in the regulatory process than it had done
before.

About the time the NRC resumed licensing reviews after the TMI
accident, itOissued a rule requiring that for new plants each licensee must
submit a PRA within two years of the issuance of a construction permit or
preliminary approval of a license to manufacture a standard plan design. The
NRC has also issued for public comment a draft policy statement on severe
accident considerations in licensing that would require, if approved, that
all new applications for standard plant design approval must submit a PRA as
part of the initial application for the license.

The objective of these required PRAs is not to measure compliance
with risk-based quantitative goals but rather (1) to encourage license
applicants to use the PRA as a design tool, along the lines indicated in
section 2.2 above, (2) to enable the NRC reviewers to identify design
weaknesses that make the plant unduly vulnerable to one or more severe
(beyond design basis) accident sequences, and (3) to provide the NRC
reviewers of the license application with the basis to judge the importance
to risk of the items they are responsible for reviewing.

The NRC has also been active in the preparation of guides or
handbooks on how to perform PRAs, in anticipation of requirements that many
- perhaps all - operating reactor plants or plants under construction may be
ordered to develop a PRA. The PRA Procedures Guide (NUREG/CR-2300) was
prepared under the guidance of the IEEE and the American Nuclear Society and
supported by the NRC. It covers full-scope PRAs including the
classification and likelihood evaluation of core-damage accidents, studies
of accident processes and releases, and consequence analysis. It also treats
the rapidly developing field of external events PRA, i.e. reactor accidents
triggered by earthquakes, fire, storms and the like. NUREG/CR-2300 does not
give precise guidelines on which methods to employ, rather it is a
compendium of methods developed and used in the United States.

A second guide is the Interim Reliability Evaluation Program
Procedures Guide (NUREG/CR-2728, January 1983). Although it describes how
to do a PRA in greater detail than does NUREG/CR-2300, it covers only the
first principal part of a PRA - the accident classification and likelihood
evaluation up to the point of core melt and success or failure of active
containment systems. It does not treat external events. This procedure
guide was developed and refined in use within the Interim Reliability
Evaluation Program (IREP) which was instituted by the NRC Office of Nuclear
Regulatory Research to fulfill some of the recommendations of the TMI
inquiries. In particular, these were:

(1) To identify, in a preliminary way, those accident sequences that
dominate public helath and safety risks;

53



(2) To develop a foundation for subsequent, more intensive applications
of PRA on the subject plants;

(3) To expand the population of experienced practitioners of
probabilistic safety analysis techniques;

(4) To develop the procedure guide.
Of all the procedure guides for PRA developed in the United States,

this one has been most thoroughly tested and matured in use. The partial
PRAs developed in IREP studies cover five plants.

The third PRA procedures guide developed by the NRC, the National
Reliability Evaluation Program (NREP) Procedures Guide (NUREG/CR-2815) is
intended as guidance for holders of commercial power reactor operating
licenses who may be required to prepare a limited scope PRA for submittal to
the NRC. It is intended to standarize the acceptable submittals, to focus on
a number of specific unresolved safety issues under study at the NRC, and to
cover the classification of accident sequences and evaluation of their
likelihood up to core damage and the success or failure of active
containment systems such as containment coolers, containment sprays and the
containment isolation system. The guide in its present form does not cover
the evaluation of external accident initiators. Draft editions are
available; the final edition is expected to be published before the end of
1983.

The NRC has yet to make a final decision concerning whether
NREP-style PRAs will be required of some or all operating reactor plants in
the United States. The NRC has been reassessing of some of the oldest
operating reactors, licensed at a time when the regulations were less
well-developed than they are today. This Systematic Evaluation Program
entails determining the areas in which the plant does not conform to the
regulatory guidance that would be applicable to a new plant, and deciding
which, if any, of the areas of non-compliance warrant backfitting. PRA
perspectives are being used to assess the risk-relevance or value of
correcting these instances of non-compliance, as one of the bases for
judging the acceptability of non-conformance with new regulatory
guidelines. Probabilistic safety goals are not being used, and are not
needed in this process. Instead, PRA-based assessments of
importance-to-risk of the design issues are employed as one of the elements
of engineering judgement by which these decisions are made.

For most of these older plants no plant specific PRA has been done.
Instead, risk assessment judgements extrapolated from other plants have been
used. For two of these older plants, a plant-specific PRA has been
available and the Systematic Evaluation Program has worked better for those
units. One licensee in particular, Consumers Power Corporation (CPC),
owner/operator of the Big Rock Point plant, has submitted a PRA for use by
the NRC in coordinating its licensing actions on the plant. CPC has also
pioneered the development of a safety assurance programme of the kind
described in section 2.2.6 and 2.2.7 above. The NRC and CPC are
experimenting with a comprehensive, one-stop re-evaluation of the safety of
the plant and joint determination of what changes in design or license
conditions will be made on the plant considering the whole array of TMI
Action Plan issues and other recently-introduced requirements and unresolved
safety issues. Having decided what alterations are sufficient, the licensee
and the NRC will collaborate on a priority list for installing the backfits
and on a decision logic for scheduling plant modifications, so that both
licensee needs and NRC judgements of urgency will be merged in a coherent
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plan for plant work during outages. It is anticipated that this resolution
of many issues concerning the Big Rock Point operating license will be a
pilot programme for similar integrated assessment of other plants that will
include PRAs.

The NRC has also been studying the possibility of formulating
quantitative safety goals for nuclear power plants expressed in terms of
risk. In February 1982, the NRC published "Safety Goals for Nuclear Power
Plants, A Discussion Paper" (NUREG-0880) for comment. In March 1983, the
Commission issued a policy statement with a plan for a two year evaluation
programme for the proposed safety goals. These are described in greater
detail in "Safety Goals for Nuclear Power Plant Operation (NUREG-0880,
Revision 1, for comment, May 1983).

In essence, the NRC-proposed safety goals contain qualitative and
quantitative guidelines. The two qualitative safety goals currently read :

(1) Individual members of the public should be provided a level of
protection from the consequences of nuclear power plant operation
such that individuals bear no significant additional risk to life and
health;

(2) Societal risks to life and health from nuclear power plant operation
should be comparable to or less than the risks of generating
electricity by viable competing technologies and should not be a
significant addition to other societal risks.

The quantitative goals are currently described as quantitative design
objectives:
1. Individual and societal mortality risks

The risk to an average individual in the vicinity of a nuclear power
plant of prompt fatalities that might result from reactor accidents should
not exceed one-tenth of one percent (0.1 per cent) of the sum of prompt
fatality risks resulting from other accidents to which members of the United
States population are generally exposed.

The risk to the population in the area near a nuclear power plant of
cancer fatalities that might result from nuclear power plant operation
should not exceed one-tenth of one percent (0.1 per cent) of the sum of
cancer fatality risks resulting from all other causes.
2. Benefit - cost guideline

The benefit of an incremental reduction of societal mortality risks
should be compared with the associated costs on the basis of $1,000 per
person-rem averted.

3. Plant performance design objective
The likelihood of a nuclear reactor accident that results in a

large-scale core melt should normally be less than one in 10,000 per year of
reactor operation.

These safety goals are to be studied during a two year evaluation
period. The Commission has instructed the NRC staff not to use the safety
goals to make regulatory decisions either in the context of particular plant
licensing actions or as a basis for new rules or regulations without the
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prior permission of the Commission. Therefore, the safety goals will not be
used in regulation - except, perhaps in unusual circumstances - until the
end of the evaluation period is complete, after which a new Commission
policy statement on safety goals is expected.

This is not to say that the NRC is not using PRA in regulation. It
is making extensive use of it as a way to aid engineering judgement of the
importance and interrelation of safety issues, both in regulatory actions on
individual plants and in the development of new reactor safety regulations.

The population density surrounding a few operating reactors in the
United States are substantially higher than the population density at the
average reactor site. Some years ago, the NRC noted that if every other
factor affecting offsite radiological risk were the same, these plants would
pose a disproportionate share of the risk posed by all United States
reactors. It therefore developed an action plan to assure that these plants
would not, in fact, pose a disproportionate share of the risk. Two of the
stations, Indian Point and Zion, volunteered to perform PRAs to put such
concerns into an objective framework. The NRC has since ordered PRAs of two
other plant licensees at comparatively high population density sites.

These PRAs are being used principally to identify the dominant
contributors to risk, and to suggest the most effective ways of altering
plant designs or operating procedures so as to reduce the risk.
Cost-benefit considerations are being used as well, although only as one of
many considerations in making regulatory decisions on these plants. In
practice, it has been found that extremely cost-effective solutions can be
found for almost all the prominent severe accident vulnerabilities. Changes
aimed at accident prevention have been found to be far more economical than
improvements in containment effectiveness. In addition, economic analyses
of risks at these plants suggest that a large part of the overall risk lies
in the replacement power and plant cleanup costs associated with core melt
accidents. This too suggests that improved accident prevention has
advantages over improved accident containment.

The USNRC is also employing PRA to develop environmental impact
analyses of reactor plants, as required by the National Environmental Policy
Act. Until recently, the NRC staff utilized release categories and
likelihoods drawn from rebaselined WASH-1400 analyses, together with a plant
specific consequence analysis to explore the environmental effects of severe
reactor accidents. However, it is becoming increasingly common for the NRC
to utilize fully plant-specific PRAs for such purposes.

The NRC is making extensive use of PRA perspectives in reactor safety
standards development. Most newly proposed generic safety issues are
evaluated with a preliminary, rather conservative cost/benefit analysis. In
these evaluations, benefit is measured by risk reduction - most commonly by
estimating the reduction in the expectation value of person-rem exposure per
reactor year - expected of the resolution of the safety issue. Costs
include NRC resources to resolve the issue and estimates of licensee costs
to comply with the hypothetical new requirements. Such studies are
necessarily quite crude, since they generally preceded detailed engineering
evaluation of the issues. However, they are used to assign a priority to
further work on the issue. Issues are classified into four priority
categories: high, medium, low and drop. [See "Prioritization of Generic
Safety Issues" NUREG-0933 (publication expected in 1983).]

Many generic safety issues and the more formal Unresolved Safety
Issues are being technically resoluved with PRA techniques or by
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interpolation among the many reactor PRAs already published in the United
States. This is particularly true of the more systems-oriented issues.
Examples of such issues that are under study today are station blackout,
systems interactions, DC power, adequacy of decay heat removal systems,
anticipated transients without scram, steam generator tube rupture, and the
research programme developed for severe accident considerations in licensing.

A third way PRA is being used in reactor safety standards development
is in the regulatory analysis of newly proposed requirements. Once the
technical resolution of an issue has been developed, it is necessary to
formulate or amend a regulation or regulatory guide to translate the
technical resolution into the body of requirements and regulatory guidance.
Before such changes are approved, however, they must be evaluated for
cost-effectiveness under current NRC policies. This evaluation almost
always uses PRA-based methods to evaluate the benefits of safety
improvements.

A fourth way PRA is beginning to be used with new requirements in the
NRC is to evaluate the urgency with which backfits must be implemented,
i.e., to set priorities for in-plant implementation.

Perspectives drawn from PRA1s are also being used as one of several
considerations in developing long range research priorities.

The USNRC has also employed probabilistic safety analysis techiques
as a tool to evaluate licensee requests for exemption from compliance from
regulatory guidance, and (in exceptional circumstances) from compliance with
regulatory requirements. For some time the regulations have permitted, in
some contexts, probabilistic arguments to be used to dismiss a safety
concern on the basis that the probability of an accident scenario is less
than one in ten million per reactor year. This criterion was rarely used
outside the arena of external hazards, such as tornado missiles.

The NRC processes numerous requests for license amendments, such as
changes in technical specifications, for operating plants as well as
reviewing applications for new licenses. The regulations contain
substantial latitude for licensees to deviate from literal compliance with
the regulatory guidance if they can show that the basic objectives of the
rules can be met in other ways. It is becoming increasingly common for
licensees to employ probabilistic arguments in these requests. At first,
the NRC staff tended to be very reluctant to accept such arguments, but as
the staff gains in experience and familiarity with probabilistic safety
methods, it is becoming increasingly open to such approaches. On occasion
the staff has explicitly requested probabilistic analyses to illuminate such
requests by licensees.

The NRC is alert to clues that a particular plant, group of plants,
or particular accident vulnerabilities within a plant may pose a
disproportionate share of the risk posed by all commercial nuclear power
plants licensed to operate by the Commission. As mentioned above, this led
the staff to evaluate retrofits at the plants located at sites of
particularly high population density. It has also led the staff to search
out ways to lower the vulnerability of plants to the dominant contributors
to risk as revealed by plant-specific probabilistic safety studies.
Commonly, substantial improvements can be achieved at little cost. Rarely
has the NRC had to order retrofits. More commonly, the licensees have
volunteered to make improvements to lower the contribution of dominant
contributors to risk, particularly in cases in which the licensee authored
or contracted for the probabilistic safety study.
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The NRC has also been using probabilistic safety analysis techniques
to evaluate the lessons of experience at operating plants. The first formal
attempt to do this was in a report on precursors to severe reactor accidents
[12]. The principal objective of this study was to validate predictions of
PRAs on the frequency of severe core damage accidents. Many difficulties
have arisen in the review of the precursor work. It is shrouded in
methodological difficulties and uncertainties as large as those in the PRAs
it is intended to check. However, the NRS expects to continue to develop
this approach. An excellent way to draw inferences from historical events
at nuclear power plants is to identify the severe reactor accident sequences
in which the historical event might have participated. One can explore both
the qualitative and probabilistic significance of the event at the affected
plant, and its significance for other plants for which PRAs are available.
In this way, PRA methods help assure that the lessons of precursor events at
operating reactors are fully explored and evaluated.
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APPENDIX A. RELIABILITY ANALYSIS

A.I Introduction

Reliability analysis is used for predicting reliability
characteristics for a system or subsystem based on known reliability
characteristics of their component parts. When used in the licensing
process, it is viewed as a statement on the expectation of the reliability
characteristics of a system in actual operation. It should therefore not be
limited to an assessment of the hardware design, but must also consider the
effects of manufacture and installation, operating and maintenance
procedures and those of the actual environment that the system will
encounter.

A reliability analysis can be performed in several ways depending
upon the stage of equipment (system) development and the accuracy of failure
data available at the time of analysis.

It is important to realize that reliability analysis is not a
snapshot picture. It is a process that continues - at various levels of
intensity - throughout the life of the analysed system. Reliability
analyses must therefore be properly documented so that, for example,
reliability analyses done during the design (pre-operational) stages can be
used after many years of operation when the analysed system needs to be
refurbished.

The purpose of a reliability analysis is to predict future behaviour
of the analysed system. The predictions are used as a basis for making
decisions. However, when using the term "predictions", one must be aware
that it is impossible to know ahead what will happen in the future. The
predictions are only derived from models that run a risk of being wrong.
The likelihood that a model correctly anticipates the behaviour of the
system increases with the knowledge of the system. Development of a model
must, therefore, be an iterative process. The use of the term "model" is
not limited to a mathematical model for numerical evaluation. The primary
aim should be the qualitative logical model that identifies the factors
involved and their interactions.

Experience shows that many difficulties in applying of probabilistic
methodology can be traced to improper identification or sequencing of
actions developing the model. The proper (subdivided) actions and their
sequence should be:

Specification of the scope and the purpose of the analysis;
Definition of the analysed system;
Familiarization with the system;

- System modelling (use of fault trees);
Analyses of failure logic;
Selection of data to be used;

- Numerical evaluation;
Selection of tools for the quantification (use of computers).

59



The following sections present details and peculiarities of each
topic.

It should be noted that the analysis starts with a thorough
definition of what should be analysed: numerical evaluation is almost the
last step. If the analyst for any reason, e.g. lack of time, skips the
definition steps and - perhaps even without analysing logic of the subject -
proceeds directly to a numerical evaluation, the resulting analysis is not
acceptable in the licensing process. Depending on the experience of the
analyst, the numerical results may be correct; nevertheless, the
credibility of such an analysis is very low, since they can be verified
neither by a peer review nor by operating experience.

A.2 Specification of scope and purpose of analysis

A system consists of several parts that act together to achieve the
objective of the system. Beginners in reliability analysis are often
confused when the same component is sometimes considered a part and
sometimes a system. It all depends on the purpose of the analysis and on
the statement of the objective of the system. In the analysis of a reactor
control system, a computer may be considered a part. In another analysis, a
computer may be considered a system (with a stated objective to perform
certain input/output operations), the integrated circuits inside are its
parts. This concept is consistent with the basic idea of systems analysis,
that allows the analyst to integrate the knowledge gained from analyses at
various levels. The techniques allow the analyst to incorporate data from
experience whenever applicable. And they also allow for future expansion
(deepening) of analyses, if it is found that understanding of some parts is
insufficient.

Reliability characteristics of a system are analysed to provide a
basis for some decisions. The type of decision affects the type and extent
of the analysis. An analysis may be unsuitable as the basis for decisions
because it:

Analyses the wrong system;
- Uses inappropriate assumptions;

Does not provide sufficient information;
- Provides too much information irrelevant to the decision;
- uses a presentation technique not understood by the decision-maker;
- is too late.

In order to alleviate the problems mentioned above, the scope of the
analysis must be carefully defined. Defining the scope of the analysis
includes identifying the object to be analysed, defining the purpose of the
analysis, defining the extent of the analysis, defining basic assumptions
and determining the target date for completion.

Proper identification of the analysed object is necessary because few
systems are self-contained. Most systems depend on the functioning of other
systems (e.g. sources of power), or can be damaged by operation of other
systems (e.g. by causing vibrations or electromagnetic interference)
especially when they malfunction (e.g. pipe rupture). The object of the
analysis has to be stated by defining the system or systems involved. It is
also necessary to determine whether the influence of other systems should be
established by the analysis, or whether it can be defined through
assumptions.
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A.3 Definition of the analysed system

Basically a system must be a physical entity and must have a defined
boundary. The system boundaries determine the interfacing system between
the analysed system and other systems. Both the functional and the physical
boundaries must be defined. The functional boundary is described by
identifying the interfacing function. The physical boundary is described by
identifying the part that forms the boundary. Definitions of system
boundaries must not create overlaps or gaps between adjacent systems.

Almost no system is fully self-contained and independent. For
example, operation of the emergency core cooling system depends on the
supply of electrical power, instrument air and water. The performance-and
reliability characteristics of these support systems affect the performance
and reliability characteristics of the emergency core-cooling system. There
is, therefore, is a need to define system interfaces clearly.

A description of system function should include:

(a) A summary of the design intent;

(b) Identification of operational modes;

(c) Description of operation in each operational mode, including:

Performance characteristics defined in physically measurable
units ;
Environmental limits;
Expected limits of duration (mission time);
Constraints on maintenance and repair, if any;

- List of initiating conditions and operations for transition
from one operational mode to another.

(d) List of applicable documents such as drawings, specifications,
operating procedures, engineering analyses and engineering data
required for a proper understanding of system functions in
anticipated conditions.

The analyst should also verify that all parts, including small parts
such as relays, are uniquely identified and that the identification is
sufficient for both finding the actual part when pinpointed on a drawing and
finding the relevant drawing for a part identified on site. Unique
identification of parts should be assured by proper drafting standards. If
there are overlapping models of interconnected or adjacent systems, care
must be taken not to double-count failures in overlapping subsystems or to
model contradictory statuses of the subsystems appearing in more than one
system reliability model.

A.4 Familiarization with the system

A system usually has a stated objective. This is necessary to define
what constitutes success and failure of the analysed system. The
familiarization with the success and failure, and the knowledge of the
objective, must be expressed. Therefore, a successful analysis requires a
detailed knowledge of the analysed system. The analyst has to recognize
that many systems are too complex to be fully understood by one person. One
important part of the process of familiarization with the system is
therefore a determination of where and how a specialized knowledge can be
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accessed and integrated in the analysis. The process of familiarization
depends on the conditions for a particular analysis. The following list is
intended as a general guide for defining the information necessary to
perform the fault tree analysis.

(a) System structure - The different system elements, their
characteristics and performances, their role or functions, the
connections between the elements, the redundancy level and the nature
of the redundant systems and, possibly, the location of the system
within the whole facility, must be known. Data pertaining to
functions, characteristics and performances must be available for the
entire system as well as for the subsystems and components.

(b) System initiation, operation, control and maintenance - The status
or the different operating conditions of the system must be
specified, as well as the changes in the configuration or the
position of the system and its components during the different
operational phases. The minimum performance demanded of the system
must be defined and such specific requirements as availability or
safety must be considered in terms of specified levels of performance
and levels of damage or harm.

It is necessary to know the duration of each task, the time interval
between periodic tests, the time available for corrective action to
be taken before serious consequences occur (i.e. in the system, in
the entire facility, in the environment and/or to personnel) and
repair conditions (possible corrective actions and the time,
equipment and/or personnel required to achieve these actions).

The operating procedures during system startup, its control during
the different operational phases, preventive and/or corrective
maintenance and procedures for routine testing, if employed, must
also be known.

(c) System environment - The environmental conditions of the system
must be specific, including the environment created by other systems
in the facility or by human intervention as well as the outside
environment.

A.5 System modelling

A reliability model is a graphical representation of the failure
modes and causes for system failures. Non-graphical presentations using
mathematical formulae also exist, but they are difficult to interpret and
should therefore not be used except for very simple systems where their
presentation is self-evident.

Before the analyst can start with reliability modelling, it has to be
defined what constitutes a system failure. Failure criteria should also be
in measurable units.

Definition of system failure depends not only on the analysed system,
but also on the purpose of the analysis. In general, definitions of system
failures include the following:

(a) System fails to function when required. This should include both the
inability to function at the time of request and loss of the ability
to function during a period in which the function is or may be required;

62



(b) System does not cease to function on command (if applicable);
(c) System spuriously starts functioning (if applicable);

(d) System starts to act in a manner likely to cause harm to people or
other systems.
Ihe definition of system failure together with the nature and the

complexity of the analysed system affects the selection of the reliability
modelling technique. The basic technique most commonly used in the nuclear
industry is the fault tree.

A fault tree is a hierarchically structured graphical representation
of system failures and their potential causes. Events included in the fault
tree are not limited to faults but denote various happenings, outcomes or
conditions that are identified as relevant factors for the occurrence of the
top event which is expressed in the form of an undesirable occurrence such
as a systems malfunction, a failure to achieve a certain goal, or the onset
of a dangerous condition.

A properly designed fault tree should:

(a) Identify factors affecting the reliability characteristics of the
system. These factors include failure modes, environmental
conditions, loss of energy supplies and other factors causing or
contributing to system failures.

r(b) Identify contradictions in requirements for redundancy and fail-safe
design and/or operation;

(c) Identify common events, especially those that are:

- Detrimental to the built-in redundancy, or
- Linked, either as a cause or a consequence, to a failure or

malfunction of another system designed to mitigate the
consequences of the first failure or malfunction.

The development of fault trees should start ideally at an early stage
in the design so as to reflect the development of the design and a deepening
understanding of the modes of failure. As the final fault tree is likely to
be large, it is essential that it uses a format that can be handled with the
aid of computers.

A. 6 Fault tree format

The fault tree lias the form of a diagram in which the events denoting
various happenings, outcomes or conditions are linked by gates. Each gate
has one output event and a number of input events. The input events
identify possible causes and conditions for the occurrence of the output
event. Each of the input events of a gate can, in turn, become an output
event of another gate. This stringing of events leads to creation of fault
tree branches.

The output event of a gate that does not form an input event to any
other gate is called the top event. The top event identifies the
undesirable occurrence (systems malfunctions, failure to achieve a certain
goal, or the onset of a dangerous condition) in the context of the analysis
for which the particular fault tree is used. It should be noted that no
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event is a top event in an absolute sense: a top event of one tree may
become an input event to a gate in another higher level tree; an input event
at the bottom of a tree may become a top event for a new fault tree used in
a more detailed analysis. Also, it is possible to construct fault trees
with multiple top events sharing common branches or events. Such fault
trees are especially useful for demonstrating contradictions in requirements.

In order to prevent errors in interpretation of fault trees,
especially when the fault tree is used or reviewed by a person other than
the originator of the fault tree, and also to facilitate the use of computer
facilities, the fault tree format should correspond to a standard, e.g. as
defined in the Canadian document C-70 [15J,

A. 7 Fault tree development

It is often said that fault tree development starts with the
definition of the top event. However, where there are more than about
thirty events, design of fault trees should start with development of a
suitable coding scheme for identifying the events.

The coding scheme ensures that each event in the fault tree can be
uniquely identified. The codes for events related to hardware items must
also be defined in such a way that the corresponding hardware item can be
identified in the design documentation. The coding scheme must further
provide for proper coding of events representing different failure modes of
the same item. These events must also be identified in such a way that it
is possible to distinguish them as separate items and at the same time to
recognize them as a group of events related to the same item.

Typically, an event code will comprise three parts: system
identification, component identification and failure mode. A combination of
letters and numbers should be used to create a distinctive code structure
with direct meaning to the analyst. The code should be short. Sixteen
characters should be considered as a maximum. If possible, the original
code of the components in the plant should be used.

Only after a suitable coding scheme is defined, can the actual
development of the fault tree start with the definition of the top event.

Development of the fault tree continues by considering each of the
input events of the top gate as an output event of a lower level gate
(usually AND, OR) for which again the immediate causes must be determined
depending on the fault logic in the system.

In order to decrease the number of errors and omissions in the fault
tree design, it is advisable to follow as closely as possible certain
established rules, as defined, for example in the Fault Tree Handbook issued
by the USNRC. This handbook, however, does not deal with the important
subject of common cause failures or human error.

A.8 Other modelling techniques

Although the fault tree is the main reliability modelling technique
in the nuclear industry, that does not mean it should be considered the only
one. Use of other modelling techniques - in addition to the fault tree -
should also be considered, either to simplify the analysis (and thus
decrease the cost of it) in cases where the main strength of the fault tree
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(namely identification of common events and dealing with contradictions in
requirements) is not needed or to solve problems for which the fault tree is
a weak tool, such as problems that depend on the sequence in which events
happen, or depended on the effect of maintenance policies etc. Three such
modelling techniques are mission success diagrams, state diagrams and truth
tables. They are described here briefly to give an idea of their
applicability. Full descriptions can be found elsewhere.

Mission success diagrams, also called reliability block diagrams, are
a suitable modelling tool for systems in which the part failures causing the
system failure occur independently and the system failure can be defined as
a loss of function caused by interruption of flow between two points. The
flow may refer to liquid or gas but it may also be flow of a signal, flow of
information or a flow (sequence) of successful operations.

Construction of the mission success diagram is a relatively easy task
if the system failure is defined as an interruption (loss) of flow of a
liquid or gas, and the operation of the analysed system neither depends on
the operation of any other system nor depends on them in such a way that
failure of operation of any of the supporting systems causes the analysed
system to fail. The structure of the mission success diagram in this case
directly corresponds to the structure of piping.

The close resemblance to the system structure is both the advantage
and the disadvantage of the mission success diagram. The advantage is the
simplicity of construction. The disadvantage is the serious danger of
overlooking interdependences between failures (or failure modes) of various
parts of the system.

3tate diagrams (also known as state space diagrams) identify how a
system with built-in redundancy proceeds in stages from a fully operational
to a failed state. State diagrams are not too widely used because, for many
system configurations, the complexity of the state diagram poses grave
difficulties. Unfortunately the state diagram is the only basic technique
available for modelling of systems where the failure depends on sequencing
of events and systems with complex maintenance strategies.

Truth tables are graphical representations of all combinations of
factors affecting the outcome. The use of truth tables in reliability
analysis is increasing as the knowledge of pattern recognition techniques
increases and as the use of computers becomes more common.

A.9 Analysis of failure logic
The purpose of logical qualitative analysis of a system is to:

Identify events that can directly cause the system to fail;

Assess fault tolerance of the system (its ability to function even
after a failure or other event contributing to the occurrence of a
system failure has happened);

- Verify independence of systems or subsystems.
Assessing fault tolerance includes determining the degree of

redundancy in the system and verifying that the redundancy is not impaired
through common events (e.g. common cause events or common support system
trains). Although the major part of fault tolerance assessment does not
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require use of any numerical data, such data is required for evaluating
which combinations of events causing a system failure are the most likely to
occur. The numerical and logical analyses are therefore not independent,
but represent two aspects of the same effort.

The task of logical analysis requires that a system model, usually a
fault tree, is available. But again, this does not mean that the task of
modelling and analysis are independent. It may happen that the logical
analysis leads to conclusions that contradict experience, or otherwise
disagree with what is known about the analysed systems. Such a discrepancy
often points out an error or incompleteness in the model that has to be
modified. However, it should not be excluded a priori that the discrepancy
is caused by an improper interpretation of experience or by a lack of
understanding of the intricacies of the analysed system. Logical analysis
is thus not a mechanistic application of rules and formulae, possibly with
the use of a computer programme, but is rather an iterative creative process
that aims at identifying in a systematic and documentable way all the
relevant failure modes and other factors that can cause an event of concern.

Three basic techniques are used for logical analysis: inspection,
Boolean reduction and determination of minimal cut sets. For reasons of
brevity these are presented only as they apply to the fault tree.

Inspection includes review of the fault tree structure,
identification of common events and search for independent branches.
Inspection provides the analyst with important information which, in some
cases, may be sufficient to eliminate the need for further analyses, and in
all other cases, is necessary for correct decisions on the type and extent
of further analyses. Direct visual inspection of a plotted tree is possible
only for small trees not exceeding about 70 events. Inspection of larger
trees, as applicable for analysis of actual systems, requires a suitable
computer tool, but the overall approach remains the same.

Boolean reduction is used mainly for evaluating the effects of common
events (identical events occuring in different branches) in fault trees
where the occurrence of the top event does not depend on timing or
sequencing of events. Boolean reduction can be carried out by solving
Boolean equations for the fault tree.

A minimal cut set is a group of events in which all events must occur
for the top event to occur. Analysis of minimal cut sets is a powerful
technique and is commonly used in a subsequent numerical evaluation. Large
fault trees, however, produce thousands or even millions of minimal cut sets
and it is then very difficult to know how to extract any useful information
or understanding from them. They tend to be simply left on the computer
file and only used as input to the overall numerical evaluation. If only
the lower order cut sets are examined, it will often be seen that these are
dependent on the level of detail to which a system or subsystem has been
taken. Conversely, there may be a large number of higher order cut-sets
relating to components in an important system or set of similar systems.
The significance of that system will then be obscure since it is not itself
identified in the minimal cut sets. If truncation (on high order or low
probability) is used to reduce the number of cut-sets, the significance of
the system may be lost altogether and hence truncation should only be used
with great caution.

A better approach uses portioning of the full fault tree together
with restructuring. The basic idea is that common events are identified on
the full fault tree and the tree is then restructured to move these to a

66



higher level. This will then leave independent branches which can be
treated as basic events in a smaller fault tree. Such an independent branch
will generally refer to the conditional failure of a recognized subsystem,
such as failure of the instrument air system given that its AC power supply
has not failed. The much reduced list of minimal cut-sets will then contain
the conditional failure of the sub-system and the power supply failure as
separate events. The independent branch is of course analysed separately to
give its own minimal cut-sets.

A.10 Selection of data
The objective of this subtask is to assess the appropriate data to be

used in the quantification of fault trees or similar models.

The task is performed by specialized reliability data analysts.
However, the first major step in the data assessment process, the definition
and listing of component failure modes needed for fault tree quantification,
should be carried out in close co-operation with the system analysts who
know which failures are possible within the investigated system structure
and with data analysts who know which basic events can be quantified. Both
have to decide to which level of detail the system shall be split and what
can be considered as basic events.

With this table of basic events the next step is to decide whether to
use literature data or to develop own data based on operating experience.
Because of restricted manpower in most cases, it is usual to apply
recommended data sources (see PRA Procedures Guide [6]) such as the data
tables in U.S. Reactor Safety Study [1] or German Risk Study [4] as well as
NUREG Reports on data assessment of Licensee Event Reports 116], In all
these, sophisticated data assessment incorporating operating experience has
already been performed.

One important aspect of developing the data base is to document the
various steps used in the process. This includes not only the final numbers
but also the various assumptions and sources of information as well as the
methods applied for assessment. Finally, comments should be used to enable
the reader fully to understand how the applied data were determined.

A.11 Numerical analysis

The purpose of numerical analysis is a numerical assessment of
reliability characteristics of the analysed systems usual unavailability or
unreliability. Numerical analysis is also used to support and complement
the logical analysis. The main numerical techniques are parts count
analysis, direct calculation, Monte Carlo simulation and evaluation of
minimal cut sets.

In parts count analysis the failure rate of all parts (components)
are added together. A refined version of this technique called part stress
analysis prediction, assigns the failure rates on the basis of formulae that
take into account effects of loads, temperature, environment and other
factors. Parts count analysis is the basic technique for determining
failure rates of systems without redundancy for which any failure of its
parts (or components) causes the system to fail.

Direct calculation of system failure rate or system failure
probability uses mathematical formulae developed for various system
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structures. It can be used only for evaluating systems without common
events or other dependencies. Use of direct calculation in other cases may
lead to gross errors.

Monte Carlo simulation is used for evaluating systems that cannot be
evaluated by direct calculation. Evaluation is done by computer programmes
ranging from simple programmes for evaluation of probabilities of random
events, to complex programmes for full simulation including effects of
failure rate distributions and maintenance policies (e.g. test frequency and
repair downtimes).

Evaluating minimal cut sets is used mainly for special tasks, such as
evaluation of system failure rate distribution. The main difficulty in the
use of minimal cut sets lies in their large number, which must somehow be
reduced by pre-screening to make the task practically feasible. However,
the effect of pre-screening on the result depends largely on the experience
of the analyst.

A.12 Use of computers

Most fault trees for systems in nuclear power plants are large (with
several hundred or even thousands of events) and because the time and other
resources available to complete the analysis are usually limited, they must
be handled with the aid of computers. To prevent misunderstanding it must
be emphasized that the computer does not replace analysts, but rather
enhances their capabilities.

For use in fault tree analysis the computer should ideally be able to
perform the following tasks:
(a) Input verification, graphical editing, printing and plotting,

searches for occurrences of events in the tree, also occurrences of
strings in the codes, fault tree consistency checking;

(b) Logical (Boolean) reduction, evaluation of degradation effects of
events which have already occurred, simple evaluation of
probabilities (unavailabilities);

(c) Determination of minimal cut sets, simulation of failure behaviour,
determination of statistical uncertainties;

(d) Sensitivity calculations to assess the contribution ("importance") of
component failures or minimal cuts to system failure;

(e) Linking to programmes for failure rate evaluation, and state space
analysis.

The implementation may vary according to circumstances and available
software and hardware. It will be most likely in the form of grouping of
programmes. However, programmes for the various tasks must not be
considered as separate, but must form a system. The main characteristics of
such a system should be: simplicity of use, a single input file for all
fault tree processing, extensive error checking, and ability to accept
commands with which the analyst directs the process in order to recover from
errors, or to achieve greater precision or resolution in areas which were
found to be critical. The PRA Procedures Guide [6] gives references to
computer codes and their capability that fulfill the requirements mentioned
above.
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A. 13 Common cause failures

Practically all important accident sequences involve the hypothesized
failure of multiple components or systems. This may, however, lead to a
gross underestimation of risk, perhaps by several orders of magnitude if the
possibilities of multiple failures due to a single common cause are
overlooked. This principle is generally accepted. Unfortunately, a lack of
consensus on some basic definitions and approaches resulted in much
confusion in the literature. Therefore a short review has been inserted in
this Appendix as a separate section, even if analysis of common cause
failures is nowadays not considered independent, but rather an integral part
of tasks covering various aspects of PRA.

External events are the first category of common events for which
their importance on PRA results was recognized. Examples include fires,
floods, earthquakes, aircraft crashes and gas clouds. These are commonly
modelled by developing a hazard curve that relates severity of the external
event with its frequency occurrence and fragility distributions for
structures, systems and/or components. Fragility distribution relates the
probability of failure to the severity of the hazard. To each potential
accident sequence, the hazard curves are combined by mathematical
convolution to estimate the frequency of the accident sequence due to the
external event.

A second category of common cause failures is due to dependencies
between various redundant and diverse systems designed for high reliability
of reactor safety functions. Typical causes of these dependencies include
sharing of equipment (e.g. common instrument air supply), susceptibility to
damage of other subsystems (e.g. due to high temperature caused by failure
of coolers), design deficiencies and various human interactions, such as
operator errors and errors during manufacturing, installation, testing and
maintenance errors.

The importance of dependent failures has been clearly demonstrated by
the reactor operating experience. Dominating accident sequences very often
involve dependent failures. Therefore, treatment of dependencies has to be
included in PRA studies. General assumption of independence between systems
(components) is non-conservative and usually leads to excessively optimistic
results.

There are many factors which make the analysis of potential
dependencies difficult. One of them is the existence of several types of
dependent failures, namely: common cause failures (CCFs), common mode
failures (CMFs), cascade failures, common component failures. Problems
associated with choice of terminology and with the prevailing proliferation
of definitions have sometimes led to confusion.

Common cause failures have attracted much attention since special
methods are required for their treatment. According to a general definition
common cause failures are multiple failures at the same time (occurring
simultaneously or in a short time interval) attributable to a common cause.
Such a rather inclusive definition seems adequate for the performance of PRA
studies, where all potentially significant CCFs are to be identified. A
more exclusive definition may be necessary for identifying CCFs in the
available data bases, in order to reduce the potential for different
interpretation of the same material. So far no consensus has been reached
on which of the variety of definitions should be used.
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A clear distinction should be made between common cause failures and
common mode failures. The last mentioned group of failures is a subset of
CCFs. Common mode failure strike only redundant components or systems. In
thorough studies of dependencies the term "common cause" should be used,
since the aim of such analyses is to identify dependencies among all
components and not just similar components.

Cascade failures can be visualized as a sequence of two or more
failures in which each failure results from the preceding one. The
initiating cause can be external (e.g. a missile) or internal (e.g. a pipe
failure). Cascade failures can be successfully handled by independent
failure models that incorporate fault propagation paths explicitly, but are
sometimes classified as CCFs. The differences in classifications are of
little importance as long as all the types of failures are properly
treated. This remark applies also to common component failures (shared
equipment dependencies) which some analysts include in the CCF definition.

The qualitative analysis should be given the highest priority in the
study of dependencies. As a result of identification of potential critical
dependent failures, immediate measures are usually taken in order to
eliminate the risks. Furthermore, the qualitative analysis constitutes the
starting point for a possible quantification (if needed).

Available methods for qualitative Common Cause Failure Analysis
(CCFA), i.e. methods primarily used to identify Common Cause Failures, may
roughly be divided into three groups:

"Think-through" and "Walk-through" analyses
- Modified fault trees
- Generic cause approach.

Think-through and walk-through analyses represent an engineering
approach to the problem and rely heavily on detailed knowledge of the
process or plant to be analysed. The main advantages of these two methods
are that they are fairly simple to apply and do not normally require large
resources in form of manpower and computer codes. Even if no completeness
can be guaranteed, the level of confidence may be considerably increased by
application of systematic procedures. The method is purely qualitative and
requires that the quantification of dominent CCF-contributors be
incorporated into the original fault trees in a fashion similar to that in
the modified fault tree method.

The modified fault tree method incorporates dependencies into the
logical model through modification of the original fault tree, due to the
vast number of potential dependencies that may be found. The main drawback
of this method is that it may be very time consuming. Analysis of the
resulting large fault trees will be costly and it may even be impossible to
use currently available computer codes. Furthermore, it may be difficult to
assure a systematic approach in the application of the method. If the
application of the method to identify Common Cause Failure contributors is
successful, it may also be used for quantification since the CCFs are
already incorporated into the fault trees.

The generic cause approach is based on analysis of dependencies
within minimal cut sets. Therefore, no insertion of potential CCFs into the
logic model is necessary and the CCFA may be performed as a separate part of
the risk study. Computer codes may be used to automate the analysis to a
large extent. The technique is extremely systematic, which creates a
potential danger that the analyst is systematically missing some important
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items. Therefore, think-through and walk-through analyses should be
performed in parallel. The method may be extended to comprise also the
quantitative part of the analyses.

The final choice of method for qualitative CCFA depends upon the
available resources (personnel, time, funding, computer codes and computer
capacity) and upon the objectives of the study. If handling of large fault
trees is possible, it is often advantageous to model the dependencies which
originate from the system design in the fault trees directly. This implies
that the control signals, power supply, auxiliary systems etc., are modelled
for each component served by these.

Independently of which method is chosen great importance must be
given to the screening procedures to eliminate insignificant dependencies.
Otherwise the problem becomes impossible to handle. The necessary sorting
can make use of assignment of rank to primary events, knowledge of
components' physical location, the existing barriers etc. Great care must
be taken when screening procedures are applied. The risks of excluding
significant contributions are considerable.

The scarcity of data and other limitations of available data sources
are probably the weakest links in the current state of common cause failure
analysis. As a result there are large uncertainties in the treatment of
certain types of dependencies, particularly those initiated by human errors
and by external events.

The availability of data also has decisive influence on the choice of
the most suitable method for quantitative CCFA. Among different
quantitative techniques for absolute prediction of CCF-contributions the
following are frequently used:
- square-root method

beta-factor method
- Marshall-Olkin specializations
- common load model
- Markov models.

The square root method, which only requires independent failure
probabilities, has been criticized for its arbitrariness. The other
techniques have different merits and disadvantages. Since lack of data
constitutes the most serious limitation common to all methods, sensitivity
analysis should be regarded as an attractive alternative. Its main
advantages are simplicity and flexibility. The usefulness of sensitivity
analysis has been demonstrated in many of the previous PRA studies.

A.14 Human error analysis

Control of a nuclear power reactor is highly automated. Despite that
human intervention is required, mainly to control various upsets and for
maintenance (servicing, repair, inspection). Experience shows that human
intervention can result in both an improvement of reliability (when
operators and maintenance personnel cover the deficiencies of reactor
control and safety systems), and in deterioration of reliability through
various errors of the persons involved. Assessing of reliability of human
actions requires data on human performance and reliability together with
models of human behaviour.

At present, the effects of human activities are not normally
expressed in terms of probability, but rather in a more qualitative way,
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using empirical knowledge of features that enhance human performance.
Although the qualification of personnel, adequacy of procedures,
presentation of information and so forth, may give sufficient basis for
regulatory assurance of the level of human performance at a particular plant
even without any probabilistic analysis, it is advantageous to apply a more
structured approach involving use of human behaviour models to organize data
and their application.

Figure A.I. shows a model of the human data-processing and actions. An
important characteristic of the model is that the operator is considered to
be an active processor of information. The operator's search for
information is based on experience, expectations and subjective estimates.
A model for human data-processing has to consider the close link between
decision-making and actions on one hand and the internal information
processes on the other. In the model shown in Figure D.2, the human
data-processing is divided into three levels: skill-based, rule-based and
knowledge-based.

By skill-based behaviour, which includes automated and more or less
subconscious routines, the human actions are governed by learned behaviour
patterns.

Rule-based behaviour includes actions in known situations, governed
by stored rules (procedures) for co-ordination of sub-routines. Errors that
belong to this category are typically related to mechanisms, such as faulty
classification, incorrect identification of a situation, incorrect
application of data or partial loss of memory during the application of a
procedure. The failure criteria of rule-based behaviour address the
question of using relevant procedures and that these are followed in a
correct way.

The third level, knowledge-based behaviour, is applicable in
situations which are unique and unknown. In these situations appropriate
procedures have not yet evolved or cannot be composed of familiar
subsequences. Thus the task must be accomplished by goal-controlled
performance, i.e. the proper sequence must be selected by trial and error or
based on casual functional mental operations.

The relevance of Rasmussen's model to nuclear power plant operation
is generally accepted. Memorization of immediate action procedures and
simulator training are intended to form the basis for level 1 response.
With the written procedures, they also provide for level 2. Provision for
level 3 is the understanding by the operator of the processes in the plant,
and is the product of the people's intelligence, education and training.

Human errors, therefore, are the result of incorrect functioning of
the human data processor at one, or more, of the levels of response. If the
human error rate is unacceptable, improvements are sought appropriate to the
level at which the error occurred.

A methodology for analysing human errors is given in the "Handbook of
Human Reliability Analysis with Emphasis on Nuclear Power Plant Applications
(1980), by Swain and Guttman. The authors give as its purpose "to furnish
methods, models and estimated human error probabilities to enable component
analysts to make quantitative or qualitative assessments of occurrences of
human errors in nuclear power plants that affect the availability of
operational reliability of engineered safety systems and components. A
second purpose of the handbook is to show the user how to recognize
error-prone equipment design, operating policies and practices, written
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Figure A.I. Schematic illustration of different categories
of human data processing (Jens Rasmussen, 1979)

procedures and other human factor problems so that improvements can be
considered".

In the preceding paragraphs the focus was on modelling of human
errors. In the remainder of the chapter on human reliability, emphasis is
on the question of what priority should be assigned to the different human
error categories addressed in the analysis.

A. 14.1 Categories of human error

In a risk assessment study, three different categories of human
errors (HE) are important:

(1) HE initiating transients and accidents;
(2) HE affecting the availability of systems needed to prevent accidents

from occurring or mitigating accident consequences;
(3) HE during accident conditions (failure to take corrective action).

The three categories for transient events and the accident sequences
that might follow are discussed below. Loss of coolant accidents are not be
discussed in particular but much of the material presented will apply to
them.

A.14.2 Transients initiated by human error

Transients are initiators that in many of the accident sequences
might lead to severe core damage. It is often believed that transients are
caused only by equipment malfunction or design déficiences such as an
oversensitive reactor protection system. However, experience shows that
transients, including spurious or unnecessary reactor trips, are caused by
errors made during maintenance.
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A considerable reduction in the number of transients initiated by
human error may be achieved with rather modest efforts - instruction,
education and minor changes in design.

A.14.3 Human errors affecting the availability of safety systems

The availability of safety systems depends to a large extent upon the
plant personnel performing the testing, maintenance and repair of such
systems. The activities performed usually have a positive effect on the
equipment involved. However, on each occasion that personnel interact with
a component or a system, a new fault will possibly be introduced into the
equipment.

Human errors are seldom given as the basic cause of a component
failure. This may depend upon a reluctance among operating and maintenance
personnel to admit that they committed an error. However, with regard to
the availability of a safety system, this is of minor interest. The
important thing to know is that all failures are reported - irrespective
of the failure cause. In other words, when analysing the availability of a
system it is normally sufficient to know the failure probability of those
components that belong to the system, and it is not necessary to know the
exact failure causes.

One important exception to the situation described above is if the
system is susceptible to common cause failures. In this sense, the human
being is a "piece of equipment" that walks around the plant and that may
introduce the same critical failure into several components. Typical
failures of this kind are components left in the wrong position after test
or maintenance. An example of this is the TMI 2 accident in which it was
found that the service valves in the auxiliary feedwater system were left
closed after a test.

If the goal is to improve reactor safety, efforts should be
concentrated on preventing common cause failures from occurring. This could
either be done by changes in design or by administrative means. In a
majority of cases it is much simpler to design against a common cause
failure than to assign a probability number to it.

A.14.4 Human action and errors during accident conditions

One way to improve the level of safety in a nuclear power plant is to
concentrate on human performance after a transient has occurred. During
most transients, ample time is available for the operator to take action:
about 30 minutes after loss of feedwater and several hours after loss of
decay heat removal.

For each of the three categories of accident sequences mentioned
earlier, the following comments may be given:

Should the hydraulic scram system fail due to a failure in the
reactor protection logic system (RPLS), a manual scram, divorced from
the RPLS, could decrease the importance of this failure by one or two
orders of magnitude, depending on design.

Should there be a complete loss of feedwater, i.e. loss of the main
feedwater system simultaneously with loss of the auxiliary feed water
system, the operators normally have at least 30 minutes available to
restore feedwater flow. If the main feedwater system is designed to
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permit a rapid start-up, preferably from the main control room, and
if instructions permit this, it will result in a major decrease in
the probability for loss of make-up water to the reactor. The
actions taken may include blocking of protective functions causing
the pumps to stop or admitting instant start-up of the pumps when the
electrical power supply returns, should it initially have failed.

Loss of the main condenser is, in the majority of cases, due to
protective functions in the turbine. Less frequently, it is a result
of a loss of the external grid. If steam flow to the turbine
condenser is blocked, it usually means that the condenser is not able
to swallow large amounts of steam. The amount of steam produced by
the decay heat in the core is, however, of quite another order of
magnitude, which in most cases could be accepted by the condenser.

Current PRA studies show that much can be done to improve the
operator situation during accident conditions, thereby decreasing the
overall level of risk. By providing operators with suitable training
and instruction, perhaps in combination with minor improvements in
the design of the turbine systems, the probability for a loss of
make-up water or loss of decay heat removal may be decreased by
several orders of magnitude.
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APPENDIX B CONTAINMENT AND CONSEQUENCE ANALYSIS

The analysis of accident sequences and their frequency, up to level 4
in section 2.1, is largely concerned with the prevention of core damage.
Most licensing authorities place greatest emphasis on this aspect of a full
PRA and many studies stop at this point. The roles for this part of a PRA
are discussed extensively in the main text. three procedure guides [6], [7]
and [8] also discuss the conduct of these kinds of probabilistic safety
analyses.

The final layers of defense in depth entail containment, siting and
emergency response. However, only one of the PSA procedure guides addresses
these facets of a PRA [6]. This appendix, therefore, will summarize these
phases of a PRA.

B.I Containment failure

The containment, including its support systems, has a profound effect
on the likelihood, timing and magnitude of radiation releases to the
environment from a damaged or melted reactor core. Following the
identification of plant damage states a subsequent step ios necessary to
estimate the possible modes and timing of containment failure, together with
their likelihood. The description below presumes a light water reactor, but
much the same process would be followed for other kinds of reactors. The
containment failure modes of concern are the size of the breach, whether a
small leak or a large rupture, its timing and its elevation, whether at
ground level or release from an elevated location. The timing of the
failure is probably of the greatest importance since, although the
containment may eventually fail, if this only occurs after several days the
activity inside the containment will have been substantially reduced by
decay and deposition.

The processes that take place during a core melt sequence are both
closely related to each other and are plant and sequence-dependent. The
core melt phase commences when the imbalance between the decay heat power
level and availability of core-cooling leads to gradual uncovering of the
core and to the resulting fuel heat-up. Detailed analysis of the
conditions within the pressure vessel can be performed by employing
conventional thermal hydraulics and transient codes. The special
core-meltdown codes also include this initial phase but in a much more
approximate form. After continued heat-up, the fuel cladding starts to
oxidize producing hydrogen and resulting in an additional heat source. Then
follows a complicated process of liquefaction involving the different
materials in the core region. The models to simulate further meltdown after
significant changes in geometry and movement of the fuel are based on
conservation of mass and energy and on engineering judgments in the form of
alternative potential scenarios for the sequence development. The molten
material can travel further down in the pressure vessel in a number of
different modes. In cases where water remains in the lower plenum, fast
boiloff of water, additional cladding oxidation or in-vessel steam explosion
could take place. The subsequent behaviour of the degraded core depends on
whether the debris can continue to be cooled. Existing codes are not
capable of predicting that threshold in detail; it is assumed therefore
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that above some assumed temperature level, core damage will be irreversible
regardless of, for example, delayed operation of the emergency core-cooling
system. Similarly, the processes leading finally to the failure of the
lower head of the pressure vessel are difficult to analyse precisely.
Althougn the uncertainties in modelling the in-vessel subprocesses of core
meltdown are large, the impacts on the accuracy, of predicting the release of
radionuclides from the containment are not significant.

After the failure of the pressure vessel the partially or totally
molten core materials would enter the reactor cavity. Depending on the
accident sequence and the plant design, water could be present in the cavity
at that time and a very rapid generation of steam might take place when
molten fuel and water meet. The issue of whether this process could
generate sufficient energy to cause containment failure either directly or
by missiles is still controversial. But based on recent experimental and
theoretical studies the chances of containment failure are considered small
for some containment designs. Where water does not continue to be available
in the reactor cavity, or does not achieve intimate contact with the fuel
debris, the molten fuel material begins to attack the concrete. As regards
the integrity of the containment the main effect of this process is the
production of additional gases. In some cases the pressure in the reactor
vessel at the time of the head failure could be quite high. Then the fuel
material could be swept out rapidly into the reactor cavity and, together
with interactions with the water in the cavity, fuel might be dispersed in
smaller parts resulting in increased oxidation and enhanced release of
radionuclides.

The methods for predicting temperature-pressure time-profiles in the
containment during the course of an accident are well advanced«, Therefore
reliable input information can be provided both for the radionuclide
transport analysis and for the analysis of containment structural response.
In the latter, the main uncertainties concern insufficient understanding of
phenomena such as steam explosions and hydrogen detonations causing dynamic
loadings on the structure.

The overall analysis of containment failure is commonly done using
event trees, since these are better adapted to accounting for the sequence
dependent phenomena described above. In contrast to the system event trees,
where branches are caused by random failures of systems, the branches in the
containment event trees are in many cases not related to random events but
to the uncertainty in predicting the expected course of an individual
subprocess. Where, however, the event is the failure of a safeguards
system, this must be related to the appropriate group of plant sequences
leading to the particular core damage state being considered, so that common
services such as the supply of cooling water to the fan coolers or electric
supply to hydrogen recombiners are properly accounted for.

The causes of containment failure should include events such as an
air-lock or purge line having been left open, in addition to
overprèssurization.

The number of outcomes from the containment event-tree is generally
quite large and so for the subsequent steps these are grouped into a limited
number of representative categories.

The definitions of these categories should be drawn up taking into
account the details of the event sequences, the radionuclide transport
within the plant and the environmental consequences. For each category,
with its preceding set of plant fault sequences, the characteristics of the
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release of activity (the "source term") must be calculated. This
calculation is based on the phenomenological core-melt processes described
above.

B.2 Radionuclide release and transport within the primary system and
containment

This part of the analysis is often, but not always, completely
deterministic. It is complementary to, and may be considered part of, the
containment analysis described above, but is often performed by different
analysts who specialisz in this area. The objective is to calculate the
source term for each of the representative categories determined in the
containment analysis.

The analysis comprises four elements:

Inventories of radionuclides and other active materials
The release of some fraction of these from the damage core
Their transport and deposition within the primary circuit and release
to the containment

- Their transport and deposition within the containment and release to
the environment.
Predicting the initial inventories of radionuclides can be performed

quite reliably using existing isotope generation and depletion simulation
codes. In some cases the simulation of radioactive decay should be coupled
with other stages of the analysis. For example, the release of
radionuclides might have an effect on the rate of fuel heat-up and the
chemical form of iodine produced by decay from tellurium could be different
from that released as iodine from the fuel or primary system.

Depending on the severity of an accident sequence, modelling the
radionuclide release should consider the following factors:

Release from the fuel cladding gap after rupture of fuel rods;
- Transport by diffusion from the fuel matrix and subsequent release

through cladding failures;

- Leaching of radionuclides while in contact with water in sequences
with prolonged heat-up period;

- Diffusion from the melted fuel material;

Entrainment of radionuclides (vaporization) with decomposition
materials of concrete after interaction with the molten fuel mass;
Release through oxidation of fragmented or dispersed fuel in
sequences involving steam explosions or other energetic processes.

The calculation of these release modes relies heavily on empirical
correlation of experimental work.

The behaviour of active material during transport within the primary
circuit has a major impact on the amounts of activity released to the
containment. The radionuclides and and other materials are released from
the core as vapours or aerosol particulates. Depending on the
thermal-hydraulic and chemical conditions in the primary system several

78



natural processes can influence their behaviour. Examples of possible
interactions include the following:

Condensation of vapours on primary system surfaces or on suspended
particulates;

- Agglomeration of particles;
- Chemical reactions between particles or with constituents of fluids

in primary systems ;
Interactions with water;
Natural deposition processes;
Reintrainment of deposited radionuclides.
To analyse radionuclide behaviour within the primary system requires

information about its physical/chemical conditions, primary system geometry,
materials present along the flow path and parameter values of different
interaction processes for the materials.

In the analysis of radionuclide behaviour after release into the
containment atmosphere, either through the primary circuit or directly,
similar processes have to be taken into account as in the primary system.
The conditions are, however, completely different and therefore the relative
importance of different phenomena also changes. The prediction models
should also take into account the effects of engineered safeguards, if
operable, to reduce the concentrations of radionuclides in the containment
atmosphere. For accident sequences that do not include a gross failure of
containment, it is also important to consider the phenomena affecting the
containment leak rates in detail. Leak rates having small cross-sectional
areas might be gradually plugged by the condensing steam or escaping
material. The adequate ability to predict the structural response of the
containment during accidents introduces significant uncertainty in the
release estimates resulting from the radionuclide behaviour analysis.

B.3 Transport of radionuclides in the environment and their consequences

The final steps in a full-scope PRA take the source terms as
calculated above and, for each category, estimate the transport of the
radionuclides in the environment, the resulting doses to the affected
population and other consequences such as land contamination.

In many cases this kind of estimation of environmental consequences
has been performed independently - without going through the previous tasks
involved in a probabilistic risk analysis - but using generic release data
instead. These types of studies could be useful, for example, in
preliminary siting or emergency preparedness analyses.

Comprehensive information on environmental conditions - including
weather, environmental transport parameters, dosimetry, population and other
demographic data - are required. In addition, a decision has to be made on
how to model the mitigating effects of emergency countermeasures. These may
include evacuation, sheltering, distribution of stable iodine tablets,
relocation from contaminated areas, and interdiction of contaminated
foodstuffs. The way in which these measures are modelled will generally
depend on the policy of the licensing authority, the extent of the emergency
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plan and the resources of the emergency services. Consideration of
evacuation or sheltering and relocation after plume passage must be linked
to the timing of the release in each particular category.

The environmental transport and consequence analysis involves several
evaluation subtasks:
- Behaviour of radionuclides during release and transport in the

immediate vicinity of plant buildings;

Atmospheric dispersion and deposition;

Dose exposures and ground contamination;

Health effects, ground contamination and economic damage;

Total impacts taking into account demographic data;

- Combinations of results for different conditions and accident
sequences.
The timing and mode of release determine how much thermal energy is

released together with the escaping radionuclides. This thermal output, in
turn, affects the initial plume rise. The disturbance area caused by the
plant buildings also affects the plume rise and causes the initial dilution
of radioactive releases before the actual atmospheric dispersion simulation
is started. This initial dilution does not have any significant effect
beyond a few kilometres from the plant and therefore no advanced modelling
is required. However, there is considerable uncertainty on how to model the
plume rise. No consequence model in common use adequately models the
possibility of spontaneous plume rain in those scenarios in which large
amounts of steam are released with the plume.

It is only in the atmospheric dispersion calculation that
probabilistic methods are employed. The statistics of the site-specific
meteorology are analysed to give the probability of each of a number of
characteristic weather patterns. These probabilities are usually
categories, although there is the possibility of some common feature. An
accident originating in excessive environmental temperature, for example,
may be associated with a particular weather pattern. Each combination of
weather pattern and source term has its own estimated probability of
occurrence.

For the estimation of atmospheric dispersion of radioactive emissions
there are many models available. Most of them employ the conventional
Gaussian dispersion model and assume that deposition processes do not change
the shape of the vertical concentration distribution. Similarly most models
assume that the plume travels in a straight line and only few models take
into account the changes in wind direction during the transport of released
materials in the atmosphere.

The estimation of radiation exposures based on predicted
concentrations of radionuclides in the air or as deposited on the ground
contains substantial but rarely controlling uncertainties. The most
important dose exposure pathways for short-term effects are the external
exposure from deposited material, dose through inhalation of contaminated
air and the external exposure from the release plume. For long-term effects
the ingestion of contaminated foodstuffs is important unless the use of
these products is prevented. The dose conversion factors for the estimation
of internal exposures in most models are based on ICRP recommendations.

80



Based on the estimated radiation doses to individuals it is possible
to predict the probability of different types of health effects employing
the pertinent empirical dose-response relationships. In principle there are
three different types of effects: early and continuing somatic effects,
late somatic effects (cancers) and genetic effects. In the case of early
and continuing effects the uncertainties involved in the dose-response
relationships are smaller than in the case of delayed somatic or genetic
effects. For the latter, the issues concerning the shape of the
dose-response relationship and the presence of lower threshold have not been
resolved. Consequently in most cases a linear or modestly sublinear
relationship between dose and the delayed effect is assumed. Most experts
consider the linear model to be a conservative approach.

When the probabilities of different types of health effects have been
estimated in different locations and the population distribution along with
any evacuation or other mitigating measures are known, the calculation of
total effects is straightforward. In cases of economic damage, the
predicted total losses depend on the assumed action levels and the extent
and effectiveness of decontamination measures.

The final step in the analysis is the combination of results
categories for each type of effect. The common way to present the results
concisely is the complementary cumulative probability distribution
function. This form presents a graph of the consequences and probabilities
without aggregating them and covers the whole range of possible
consequences. In addition, if the uncertainties related both to the
probabilities and consequences have been estimated, they can be shown on the
same graph thereby giving as complete a picture as possible of the
information produced by the different parts of the probabilistic risk
analysis.

If the consequence parameter of interest is an average expected value
(average number of fatalities per year, for example), it can be readily
calculated by integrating the consequence and probability results.

81



REFERENCES

[I] Reactor Safety Study, an Assessment of Accident Risks in US
Commercial Nuclear Power Plants. WASH-1400, U.S. Government Printing
Office, Washington (1975)

[2] Lewis, H.W. (Chairman): Risk Assessment Review Group Report to the
USNRC. NUREG/CR-0400, ÜSNRC, Washington (1978)

[3] German Risk Study - Main Report, A Study of the Risk Due to
Accidents in Nuclear Power Plants. Electric Power Research
Institute, EPRI NP-1804-SR, Palo Alto, California (1981)
Original in German, Verlag TüV-Rheinland (1979)

[4] Rogovin, et. al. Three Mile Island. A Report to Commissioners and
to the Public. USNRC Thermal TMI 4/5/79/18:52, Washington (1980).

[5] The President's Commission on the Accident at Three Mile Island,
"The Need for Change: The Legacy of TMI". Pergamon, Oxford (1979).

[6J PRA Procedures Guide. A Guide to the Performance of Probabilistic
Risk Assessment for Nuclear Power Plants. NUREG/CR-2300, Washington
(1982) Final Report, Vols. 1 and 2.

[7] Carlson, D.D. (Principal Investigator) Sandia National Laboratories:
Interim Reliability Evaluation Programme Procedures Guide.
NUREG/CR-2728 (1983).

[8] Papazoglou, J.A. (Project Co-ordinator), Brookham National
Laboratory: National Reliability Evaluation Programme (NREP)
Procedures Guide. NUREG/CR-2815 (1983) Final Draft.

[9] Reactor Safety Guide Methodology Applications Programme, USNRC.
NUREG/CR-1659, Washington (1981).

[10] Mayes, S.E., et.al. Interim Reliability Evaluation Programme
Analysis of the Browns Ferry, Unit 1, Nuclear Plant. NUREG/CR-2802,
EGG-2199, Washington (1982)/
Garcia, A.A., et.al. Crystal River-3 Safety Study.
NUREG/CR-2515/I,II SAND81-7229/I.II; Washington (1981).

"Interim Reliability Evaluation Program: Analysis of the Arkansas
Nuclear One - Unit 1 Nuclear Power Plant" Vols. 1 and 2.
NUREG/CR-2787 June 1982.

"Interim Reliability Evaluation Program: Analysis of the Millstone
Unit 1 Nuclear Power Plant" NUREG/CR-3085 February 1983.

"Interim Reliability Evaluation Program: Analysis of the Calvert
Cliffs Unit 1 Nuclear Power Plant" [Publication expected autumn 1983]

[II] Amendola, A. JRC ISPRA): European Benchmark Exercise on Systems
Reliability, Paper presented at the Eurodata Conference, Venice (1983)

82



[12] "Precursors to potential severe core damage accidents: 1969-1979. A
Status Report. NUREG/CR-2497 (1982)

[13] Anthony, R.D., "Safety goals for nuclear power plants - the position
in the United Kingdom". Paper presented at ANS Meeting on Thermal
Nuclear Reactor Safety, Chicago 1982. NUREG/CP-0027

[14] Safety assessment principles for nuclear power reactors. HM Nuclear
Installations Inspectorate, HSE April 1979

[15] Consultative Document C-70; The Use of Fault Trees in Licensing
Submissions. A Proposed Regulatory Guide, CACB, Canada (1983)

[16] LicenseeEvents Reports of the U.S. Nuclear Regulatory Commission
[17] Birkhofer, A. "The use of probabilistic risk assessment for safety

evaluation". Paper presented at ANS/ENS Meeting on Thermal Nuclear
Reractor Safety, Chicago, 1982, NUREG/CP-0027

[18] Birkhofer, A. and Jahns, A. "Considerations on a proposed rationale
for quantification of safety goals". Paper presented at ANS/ENS
Meeting on Thermal Nuclear Reactor Safety, Chicago 1980.
NUREG/CP-0027

83



LIST OF PARTICIPANTS, CONSULTANTS AND CONTRIBUTORS

Consultants Meeting on Reliability Analysis
and Probabilistic Risk Assessment, September - October 1982

CANADA
FINLAND
GERMANY, FED. REP. of
SWEDEN
UNITED KINGDOM

A. Wild, Atomic Energy Control Board
S. Vuori (IAEA staff member)
W. Güldner, Ges. f. Reaktorsicherheit mbH
G. Ericsson, Asea Atom
J.F. Campbell, HM Nuclear Installations Inspectorate

Consultants Meeting on Reliability Analysis and
Probabilistic Risk Assessment in Licensing Process, June 1983

CANADA
FINLAND
GERMANY, FED. REP. of
SWEDEN
UNITED KINGDOM
U.S.A.

A. Wild, Atomic Energy Control Board
S. Vuori (IAEA staff member)
W. Güldner, Ges. f. Reaktorsicherheit mbH
G. Ericsson, Asea Atom
J.F. Campbell, HM Nuclear Installations Inspectorate
F.H. Rowsome, U.S. Nuclear Regulatory Commission

Scientific Secretary A.P. Vuorinen, Division of Nuclear Safety

too
00

84




