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I. ABSTRACT

Much recent R&D has been devoted to the safety of liquid metal fast

breeder reactors (LMFBR's). Part of the resulting technology, especially

advanced control systems, appears to be directly transferable to the

space nuclear power program. Some of the ideas described herein have

already culminated in successful products that are available for applica-

tion, e.g. analytical redundancy and fault-tolerant computers. Others,

in various stages of R&D, are' being developed as elements to support the

design goals outlined in the following section, e.g. automated software

verificatir ;, automated hardware verification, and system validation.

II. BACKGROUND AND PHILOSOPHY OF REACTOR SAFETY

A. Simplicity

ANL has been involved in conceptualizing designs for the next

generation of LMFBR's. As part of this task, existing successful reactor

designs were reviewed to determine which features should be emulated.

Economic factors were considered as well as technical issues. This

paper concentrates only on the conclusions drawn regarding continuity of

power generation and overall plant safety.

Two classes of reactors were judged to have the best operational

record in both these areas. These classes are (a) the pool-type LMFBR,

of which the sole U.S. example is Experimental Breeder Reactor II (EBR-II),

and (b) the smaller pressurized water reactors, of which the naval power

plants are examples.
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From the standpoint of continuity of power, both classes of

reactor have Impressive records. A decisive factor in this 1s their

simplicity of design. The control philosophy for naval plants places a

significant amount of responsibility upon the operator. To guard against

operator error, all reactor safety functions are implemented in fail-safe

hardware. To ensure continuity of power, the control system for which

the operator is responsible is kept simple. This makes it easier for the

operator to carry a model of the plant in his head and to diagnose off-

normal transients in a quick and sure manner.

The EBR-II design philosophy parallels these concepts for

operator involvement but emphasizes an additional concept - inherent

safety - which is vital to the premise of this paper. The features of

EBR-II that promote inherent safety are worth a brief digression, as a

prelude to our discussion of control systems.

The inherent safety of EBR-II centers around two choices made

by the designers. The first was the use of sodium as coolant. In contrast

to either a PWR or BWR, the system pressure in an LMFBR is very low. The

water-cooled reactors require pressurizing the coolant in order to obtain

the high temperatures necessary for reasonable thermal efficiency. But

this, in turn, raises the concern of decay-heat removal during a loss-of-

pressure accident. The choice of a liquid-metal coolant permits very low

system pressure, of the order of two atmospheres. This reduces the

design constraints that must be included for anticipation of a loss-of-

pressure accident.
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The second choice - the use of a pool-type design at EBR-II -

reduces also the design constraints Imposed for anticipation of a loss-of-

coolant accident (a classical accident scenario for reactor safety evaluation).

The reactor is located inside a pool of liquid sodium. Should the primary-

heat-exchange function be lost for any reason, this large pool will

absorb the energy produced during the power-decay period.

We could further digress on the design of EBR-II, but the

essential point is to establish the concept of an inherently safe system.

The remainder of this paper concentrates on the design of a control

system for application to a reactor that is inherently safe. The discus-

sion on EBR-II indicates one method for attaining an Inherently safe

design. Other approaches, such as self-limiting power via negative

reactivity feedback, or passive insertion of negative reactivity via

mechanical means that are thermally activated, would also apply. The

existence of diverse methods of attaining inherently safe reactor systems

is recognized, but their elaboration is beyond the scope of this paper.

B. Reliable Control System

We have postulated that if the control system is kept simple

and if the reactor system is forgiving, the plant can be demonstrably

more safe and maintain continuity of power. However, the two designs

discussed above maintain a separation between the control system and the

reactor shutdown system. The underlying philosophy is that the control

system may fail and that the shutdown system must be available to mitigate

the impact of this failure. It is herein postulated that adherence to
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this philosophy 1s the reason that control systems at commercial reactors

are so complex. The LMFBR community is currently involved in R&D efforts

which, if successful, will permit adoption of simpler control schemes.

It is also postulated that these simpler schemes will lead to inherently

safe designs for nuclear power stations - whether located on earth or in

space.

ANL believes that the plant-protective and plant-control functions

can be integrated into a system capable of performing the combined functions

in an active control manner. This contrasts to the combination of an

active control system plus a passive plant-protection system that is

typical of systems installed at nuclear plants today. An Integrated

control philosophy is used during the design of fly-by-wire aircraft.

The difference in mission between aircraft and nuclear reactors places

different constraints upon the design criteria; i.e. the aircraft is

designed for short missions predicated by availability of fuel while the

power-producing reactor is designed for extended periods of operation.

However, the success of fly-by-wire aircraft control systems presents

strong evidence that this integrated philosophy is valid and should be

considered for reactor control.

The application of this philosophy to reactors will depend on

the successful completion of some basic R&D. ANL is currently identifying

the R&D required to implement this philosophy and is defining a program

that will investigate those problems that ANL has expertise in solving.
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The R&D centers on developing a methodology for automated

verification and validation (V&V) of the control system. Preliminary

results support our hope that the intended approach will be fruitful.

However, the reader is cautioned that much remains to be done.

C. Computer-based Control System

The LMFBR safety community has recognized that control-system

reliability can be enhanced by incorporating computational ability in the

controller. The flexibility of a computer-based controller to reconfigure

upon sensing subcomponent failures is very powerful in comparison to

existing analog systems. Much of the remainder of this paper is directed

toward qualification of computers for use in highly reliable control

systems.

D. Summary of Philosophy

The above discussion concentrates on the ideas of simplicity

and control-system integrity. These ideas are presented within the

context of whole-plant design and are coupled to the choices made for

design of the hydraulic system. That is, these arguments (and those

following) are predicated on a reactor that is inherently safe. The

reader is cautioned to retain this perspective as underlying the following

arguments.

III. CURRENT DESIGN PRACTICES FOR RELIABLE REACTOR SYSTEMS

A reliable system is defined herein as a system that is the last

tine of defense for mitigation of an occurrence that would result in loss
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of life or a large investment. An example would be the plant protection

system (PPS) at a nuclear power station. The design elements that contribute

to reliable operation of any PPS are: (a) redundancy of like components,

(b) diversity of sensed parameters for identification of off-normal

transients, (c) coincidence of actuating signals, (d) design verification

and validation (V&V) and (e) selection of proven components. Each of

these elements is discussed in more detail below. But first, it should

be noted that these elements are based on discrete implementation of

functions. This means that most parameters are sensed by a complete

subsystem, which typically consists of a transducer, amplifier/converter,

and actuator. Figure 1 shows a typical implementation of the PPS input

for sensing a reactor overpower condition. From this simple figure, it

is easy to visualize the immense number of components required to implement

a modern reactor control/protection system.

The following discussion identifies the elements of a reliable

system as implemented today and then identifies techniques that would

permit the design of reliable systems with significantly fewer components.

The intent is to demonstrate that available technology supported by

impending R&D will lead to plant designs that are safer and more dependable,

two qualities that should be attractive to a power system in remote

locations.

A. Redundancy

In Fig. 1, there are three redundant nuclear-power channels and

three redundant temperature-sensing channels. Each channel is an exact
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duplicate of the other two. This demonstrates the idea of redundancy.

The philosophy underlying the requirement for redundancy is based on the

single-failure criterion. Essentially, this criterion states that the

probability of any single component failing at any instant is one.

Analysis of a system design must be able to demonstrate that single

failures will not degrade performance of the system. Redundancy of and

by itself would result in the need for only two channels. The third

channel results from satisfying the coincidence requirement.

B. Coincidence

Coincidence is the element of system design that requires x out

of n channels to be in agreement before a protective action is taken. In

the subsystems shown in Fig. 1, two out of the three must indicate that a

parameter has exceeded a predetermined limit before protective action is

taken. As mentioned above, the probability of failure of a single channel

is one, and without coincidence the plant would spuriously shut down

during the accepted failure. Coincidence is a method of maintaining the

plant in a safe manner without unnecessary disruptions of power. Other

factors must also be considered when determining the number of channels

and the required coincidence. These other factors, such as reliability

of the individual channels based on equipment failure data and the period

between tests, are beyond the scope of this paper.

C. Diversity

Figure 1 also demonstrates diversity, in that the temperature

parameter is a diverse method of monitoring reactor power. This diverse
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ntethod of sensing reactor power assures that, 1f some major oversight in

design could result in the nuclear detectors failing to sense an overpower

transient, the diverse sensor would provide the necessary protection.

D. Verification and Validation of Design

One method of design V&V mentioned above is the single-failure

analysis. A more formal method is fault-tree analysis. In summary, a

fault-tree analysis considers the failure modes of each essential component

of the control system. A tree of "and/or" relationships is constructed

to give visual representation of the process. The failure mode of the

lower component is analyzed for effect on the system and on adjoining

nodes. This methodology allows an independent person to provide a critical

review of the design and identify deficiencies.

Another method of design, V&V, is to implement a rigid test

program. Usually this program attempts to duplicate anticipated conditions

and verify minimal impact upon the system.

The implementation of imbedded computers has led to a number of

methods of V&V. Among these are diverse design and verification teams,

and rigid acceptance tests. A recent installation at the ANL TREAT

reactor has a monitor system that runs inverse algorithms of those run on

the three-part control system. The one common factor in the V&V efforts

to date is that each is very manpower-intensive.
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IV. TRANSFERENCE

This section identifies available technologies that, upon proper

implementation, would enhance the safety posture of a nuclear power

station. There are open questions that must be addressed before we can

implement these technologies. Section V will identify proposed solutions

to these questions and describe a potential program for demonstration of

proven results.

A. Analytical Redundancy

1. Description

Analytical redundancy techniques were developed at the

Charles Stark Draper Laboratory and have been applied at EBR-TI. The

specific application at EBR-II has been to analytically derive flow

measurements from related plant parameters. The CSDL work is based on

use of analytic tools available to the design engineer in a real-time

analysis of plant parameters (Deutsch et al. [1982]). These techniques

account for calibration and temperature errors and have proven to be

within IX of actual plant parameters at EBR-II.

The specific application at EBR-II was predicated on the

loss of seven out of the original ten primary flowmeters. The transducers

for primary flow are inaccessible and repair was impossible. The methods

developed by CSDL are being analyzed for installation as flowmetering.
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2. Advantages

Experience has shown that the analytical redundancy system

at EBR-II provides valid on-line detection of plant instrumentation

failures, isolation of the failed instruments, and derivation of the

correct information. The application of this technique to control systems

would reduce the physical redundancy or diversity or coincidence require-

ments; i.e. less instrumentation would have to be installed, as the

system would be capable of deriving the redundant parameter from analysis

of related parameters.

3. Disadvantages

To exploit the advantages of this technique, a number of

questions must be addressed. For example, the system designer must

reconcile current design practices with the new technology. The main

impediment to using the analytical redundancy technique is that of proper

V&V. The licensing community for reactor systems is accustomed to the

fault-tree analysis. The question then becomes one of providing an

analogous form of analysis for a computer-based system. A proposed

solution for this question is presented in the following section.

B. Fault-tolerant Computers

1. Description

Within the context of this paper, a fault-tolerant computer

is one that will execute prescribed software in the presence of any

single conceivable hardware failure. A number of available systems meet

this definition. These systems fall into two general classifications:
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(a) fault tolerance Implemented via software, of which the Tandem Corp.

and August systems are examples, and (b) fault tolerance implemented In

hardware, of which the Intel 432 and CSDL MPC are examples.

2. Advantages

A decided advantage of using fault-tolerant computers in

reactor-control-system designs is that they support implementation of

versatile techniques such as analytical redundancy. As alluded to

above, exploiting the flexibility of computers in reactor control systems

could result in a reduction of the number of instruments. This would

result in an initial cost saving to the buyer. But, nova importantly,

it vould result 1n a less complicated design. The EBR-II/Navy experience

is conclusive that the less complex systems are operationally superior,

both for a continuity of power and for safety.

3. Disadvantages

Application of computers in reactor safety systems needs

to comply with the current design practices mentioned above. Current

methods for V&V of programmable components are quite manpower-intensive.

The next section discusses a potential methodology for improving this

situation.

C. Man-machine Interaction

Man-machine interaction is herein defined as encompassing the

breadth of current R&D on the interaction between man and machine. The

following 1s a brief discussion of the major areas of concentration and

expected advantages and disadvantages.
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1. Procedure Prompting

a. Procedure prompting consists of on-line computer

generation of procedures that guide the operator. Some of the target

systems will be repositories of existing procedures, and the computerized

system will act as a procedure-base manager. This type of system 1s

Intended to replace the manual system on a one-for-one basis. Other

computerized systems will be driven by real-time data and, when the

plant is sensed as being in an off-normal situation, will automatically

generate a procedure to prompt the operator in returning the plant to a

safe situation. This second type of system uses established procedures

but is intelligent to the extent of recognizing off-normal conditions

and of prompting with the correct procedure for return to normal. A

third type of system, which is under development, is intended to identify

an off-normal situation, evaluate what would be the most appropriate

next state, and generate a unique procedure to attain the result.

b. Advantages

Procedure-prompting systems share the advantage of

improving the operator's response. Current methods have allowed up to

30 minutes for an operator to respond to an off-normal situation. A

significant reduction in this time should be realized from the application

of procedure prompting.

c. Disadvantages

Most procedure-prompting systems are large software

systems. The V&V effort for application of a procedure-prompting system
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where it may affect plant safety is manpower-intensive, as mentioned

above. Therefore, procedure prompting is currently limited to the task

of automating administrative functions, e.g. maintaining red-tag loss of

isolated plant components.

2. Automatic Plant Diagnosis

a. Description

A recent study completed for the Fast Reactor Safety

Technical Management Center (a DOE-sponsored organization) concluded

that a large percentage of Licensee Event Reports (LER's) wore the

result of poorly controlled maintenance activities. This has been

further substantiated by a report from Oak Ridge (Siegel et al. [1983]).

Based on a Diagnostic Automaton (Gabriel [1983]) developed at ANL, R&D

is in progress to develop a system to address these problems. Automated

plant diagnosis will initially focus on providing computer-generated

prompting of a technician through the troubleshooting phase of diagnosing

a complex and failure-prone system.

b. Advantages

The main advantage is that of providing on-line

monitoring of maintenance activities. This monitoring is in essence an

on-line automated quality-assurance mechanism. Additional benefit should

be gained in reducing the duration of the troubleshooting phase of mainte-

nance. Experience with complex systems dictates that the problem may be

found within a short period of time (especially if the problem is traceable

to a board-level failure); however, less obvious failures take significantly
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longer to locate and correct. If the failure perturbs the generation of

power, automated diagnois provides a direct monetary advantage.

c. Disadvantages

The completed R&D indicates the potential benefits

of automating diagnosis, but significant R&D remains to be completed

hefore a system will be installed. In addition, the present automated

system was written in the logic programming language Prolog, for which

only one compiler exists. A number of software houses are currently

working on developing compilers for the size of machine that would be

required to support automatic diagnosis as presently conceived. The

scheduled release dates would support a program as presently envisioned.

V. TECHNOLOGY TRANSFERENCE VIA DEMONSTRATION

The previous sections have presented a strategy for the design of

nuclear power stations that provide an optimum system from the standpoints

of safety and continuity of power. The underlying bases for this strategy

are: (1) an inherently safe thermal-hydraulic design, and (2) a simple

control scheme. Granted, a benign thermal-hydraulic system allows a

simple control scheme, but incorporation of technological advances into

the control system design would allow further simplification. Specifically,

the PPS functions could be incorporated into a highly reliable control

system. We recognize that this would require the control system be

designed to the reliability standards imposed on current reactor-safety-

system designs, a discussion of these requirements was presented. We

further recognize that the concepts identified are dependent on the
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conputational power and flexibility of programmable computers. The

remainder of this paper Is devoted to a description of current develop-

ments at ANJ. that may provide a methodology for automated verification

of computer-based control-system designs.

A. System Verification and Validation

The techniques presented in this section are visualized as

Improving current practices from both a reduction in total manpower

required and an Improvement In final product. It cannot be overstressed

that the following concepts are based on preliminary results, and that

R&D Is required to demonstrate complete confidence in the application.

The principal tools to be used in these investigations will be

an automated reasoning (AR) system developed within the Mathematics and

Computer Science Division of ANL (Lusk et al. [1983]). This system is

an interactive-clause-based theorem-prover program currently running on

a VAX computer. This general-purpose system is the most powerful of its

kind in the world, having recently answered open questions in mathematics

and logic. A second tool that may be utilized is the logic programming

language Prolog. The impetus for using this tool is work completed in

proof of hardware designs (Barrow [1983]).

The intended methodology is to first verify the software and

hardware components of the system. (Hardware includes the fault-tolerant

computer, the input-output appurtenances of the computer, the system

sensors, and the system actuators.)
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Second, the verified software and hardware will be Integrated

and thoroughly tested to validate the Integrated design. The following

sections describe the intended methods for each of these steps. The

ultimate proof is intended to be a demonstration of a highly reliable

control system that has been designed, verified, and validated by the

techniques described herein. The target system is the automated reactivity

controller at EBR-II.

S. Hardware Verification

As noted above, the computer for this application should be

demonstrably "fault-tolerant." It has been argued that this demonstra-

tion should be analogous to fault-tree analysis, which is the accepted

method for proof of reliability in commercial reactor safety systems.

The method of hardware verification that was developed at ANL is demon-

strated in Fig. 2 and Table 1. This shows the circuit that was verified

and the clausal description that was used by the AR program in developing

the verification.

The underlying theory (Wojcik [1983]) is that resistor transfer

statements are used to specify the design. This results in a bit-level

description of the logic circuit, which is then transformed into clausal

form and presented to the reasoner system. The function that is being

verified is presented to the system as a theorem, along with demodulators

that allow the system to transit between the two levels of definition

(that is, the clausal description for the circuit definition and the

theorem). The desired theorem is then denied, and the proof is declared



•]

c*

u

0° 0)



TABLE 1

CLAUSES FOR AR PROOF OF ONE-BIT ADDER

EQUAL(eor(x,y),or(and(x,not(y)),and(y,not(x)))) ; Translate exclusive or into or, and & not
EQUAL(carryout(x,y,z),or(or(and(x,y),and(y,z)),ar.d(x,z))) ; Define carryout
CKT(si.ci) ; Define circuit being verified
-CKT(sum(a,b,carryin),carryout(a,b,carryin)) ; Proof by denial
EQUAL(sum(x,y,z)eor,eor(x,y),z)) , Demodulators
EQUAL
EQUAL
EQUAL

carryout(x,y,z),or(and(x,or(y,z)),and(not(x),and(y,z))}
eor(x,y),or(and(x,not(y)),and(y,not(x))))

not(or(x,y)),and(not(x),rot(y))) ; Simplify not (not(x)) to x
not(not(x)),x) ;
and(x,y),and(y,x)) ; Commutation

all,not(and(a,b))) ; Describe an adder in terms of NAND gates
EQUAL(al2,not(and(all,a))) ;
EQUAL(al3,not(and(all,b))) ;
EQUAL(al4,not(and(al2,13))) ;
EQUAL(al5,not(and(al4,carryin))) ;
EQUAL(al6,not(and(al4,al5))) ;
EQUAL(al7,not(and(al5,carryin))) ;
EQUAL(sl,not(and(al6,al7))) ;
EQUAL(clsnot(and(all,al5))) ;
EQUAL(not(and(x,y)),or(not(x),not(y))) ; More demodulators -
EQUAL ' ' " ' ' '' ' '"
EQUAL
EQUAL and(x,yj.
EQUAL(or(x,y),or(y,"x))
EQUAL(or(or(x,y),z)or(or(x,z),y)) ;
EQUAL(add(or(x,y),z),or(and(x,z),and(y,z))) ;
EQUAL(and(and(x,y),z),and(and(x,z),y)) ;
EQUAL(and(x,0),0) ;
EQUAL(and(x,l),l) ;
EQUAL(and(x,not(x)),0) ;
EQUAL(or(x,0),x) ; Evaluation of pairs
EQUAL(or(x,l),l) ;
EQUAL(or(x,not(x)),l) ;
EQUAL(not(0),l) ;
EQUAL(not(l),0) ;
EQUAL(and(x,x),x) ;
EQUAL(or(x,x),x) ;
EQUAL(and(and(x,y)),not(y)),0) ; Evaluation of three's
EQUAL(and(and(x,y),not(x)),0) ;
EQUAL(or(or(x,y),not)y)),l) ;
EQUAL(or(or(x,y),not(x)),l) ;
EQUAL(and(and(x,y),y)and(x,y)) ;
EQUAL(or(or(x,y),y),or(x,y)) ;
EQUAL(and(and(and(xl,x2,x3),not(xl)),0) ; Simplify
EQUAL(and(and(and(xl,x2,x3),not(x2)),0) ;
EQUAL(or(and(x,y),y),y) ; Subsumption
EQUAL(or(and(x,y),x),x) ;
EQUAL(or(or(and(x,y),z),y),or(z,y)) ;
EQUAL(or(or(x,and(y,z)),z),or(x,z)) ;
EQUAL(or(and(x,not(y)),y),or(x,y)) ; Karnaugh simplifies
EQUAL(or(and(not(x),not(y)),y),or(y,no((x))J ;
EQUAL(or(and(and(x,y),not(z)),and(x,z)),or(and(x,y)sand(x,z))) ;
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when a contradiction is encountered. Once a subcircuit (such as that

shown in Fig. 1) is verified, it may be used in conjunction with other

subcircuits to build more complex circuits. In this fashion, a number

of one-bit adders may be combined to form a four-bit adder. In representing

the four-bit adder to the reason system, each subcircuit is treated as a

generic module with specific input(s) and output(s), which ensures that

each subcircuit is described in clausal form only once. The point here

is that the effort involved in defining a complex circuit in clause form

increases linearly with the complexity, in contrast to the expected

factorial increase.

This method has been used at ANL to verify register-level

circuits. Verification of the fault tolerance of a computer is a quantum

leap for this technology. For this reason, the most important criterion

for selection of the appropriate fault-tolerant computer will be ease of

verification.

C. Software Verification

ANL has developed techniques for software verification that

are very complex. Because of lime-space limitations, the following

exerpt must suffice fo the purposes of this paper. "... the general

approach to proving a program correct, consists of the following steps:

"1. Obtain or formulate the specification and input assumptions

for the program.
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2. Use invariants to divide the program into segments of

straight-line code, possibly containing conditional

statements, and to cut loop bodies so that they consist

of sequences of straight-line and possibly conditional

code.

3. Formulate and prove the relevant theorems from each code

segment and the inductions for the loops.

4. Verify that the conclusions and hypothesis of adjacent

subtheorems match along all possible execution paths,

identifying hypotheses added to force termination (or

confirming that termination has been proved).

5. Conclude that the program has been proved partially (or

totally) correct."

This process is developmental in nature, but ANL is optimistic

that the code for the control function of the demonstration is verifiable.

D. Demonstration

As indicated above, the intent of this project is to demonstrate

the validity of the above verification techniques for development of a

highly reliable control system. This demonstration will be performed in

two phases. Phase two will consist of installation of such a system at

EBR-II as the controller element of the automatic control-rod-drive

system. Successful testing of the control-rod-drive system will confirm

the process for automated verification and validation of a reliable

controller. An extension of this work would be to tackle a more sophis-
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ticated software system. The analytical redundancy system discussed

above is an Ideal target program. ANL is currently determining the

improvement to the safety posture of the plant provided by application

of analytical redundancy techniques. The essential elements of this

application would be to verify the program, implement it on verified

fault-tolerant hardware, and validate its operation.

An additional demonstration planned by ANL is that of the

automatic diagnostic system. Though this demonstration is not tied

directly to the V&V effort, it is visualized as showing a method for

improving the maintenance of complex critical systems.

VI. CONCLUSION

The LMFBR Base Program community is currently involved in analyzing

reactor designs to determine what contributes to a superior system

design. The findings from this analysis should benefit the designers of

nuclear power systems for space applications. Specifically, the thermal

hydraulic system design should encompass the design criteria of simplicity

and inherent safety. Current R&D in the areas of reliable control-

system design, analytical redundancy, and automated diagnosis should

allow designers to maintain the design precepts of simplicity and safety.

Design of power generating stations for use in remote locations should

banefit from this work.
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