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ABSTRACT

Domestic and international safeguards have been
evolving and will continue to evolve. In the
case of the United States, the concern was to
protect the classified materials, at first.
Then attention focussed on material accounting,
then on measures to promptly detect theft by
individuals with access, and later on physical
protection to ward-off armed terrorists. The
objective of the IAEA has always been to provide
assurance that nuclear materials are not being
diverted from the peaceful facilities that are
under safeguards. The evolution has taken place
in deciding how to provide this assurance, and
in the definition of specific safeguards goals.
In boch cases the technology needed to meet the
goals has improved due to R&D and Co experi-
ence. A plea is made for more cooperation
between those who develop and manage the poli-
cies, those who develop safeguards techniques,
and those who are subject to national and IAEA
safeguards. Some illustrations of the evolution
of policies, inadequate coordination and general
progress are given.

INTRODUCTION

The purpose of this conference, as I under-
stand it, is to promote a better understanding
of the steps involved in implementing a safe-
guards concept or innovation by providing a
forum to discuss what has been learned from past
experience.

The authors of the papers are, by and
large, engaged in the development or the imple-
mentation of safeguards measures. It is impor-
tant to recognize that safeguards measures are
developed and applied in order to meet safe-
guards objectives which have gradually evolved
both nationally and internationally, a process
that still goes on. The objectives of national
and international safeguards develop in response
to the perceived threats, and are somewhat
influenced by what measures can practically be
developed and implemented to counter such
threats.

*Research carried out under the auspices of the U.S. Department of Energy,
Contract No. DE-AC02-76CH00016.

It is important for obvious reasons that
the developers of safeguards systems and com-
ponents understand what are the objectives
they are supposed to fulfill. It is important
for those who are subject to safeguards to
understand and to accept the objectives of the
safeguards applied to them if the safeguards
measures are to effectively meet the objec-
tives. Finally, those who design and those
who implement safeguards have the responsibil-
ity to criticize the objectives and the manner
by which they are intended to be m^t, since
these are politico-technical issues which
require a continuing dialogue between those -
who develop the objectives and those who are
supposed to achieve them.

Probably Che most obvious case of lack of
communication was the effort by President
Carter to get international agreement on a
moratorium on reprocessing. This only tangen-
tially relates to safeguards, but should
illustrate what I have in mind. The policy
makers had the idea that there should be eco-
nomically acceptable alternatives to the low-
enriched power reactor, reprocessing, recycle
and plutonium fuelled fast breeder fuel
cycle. The U.S. policy makers were, with some
reason, concerned that reprocessing and the
use of plutonium on a large scale might con-
tribute to proliferation, and expected the
nuclear community to find a "technical fix".
Hell, there is no "technical fix", as a great
deal of effort here and elsewhere eventually
proved conclusively. Control of proliferation
still remains primarily a political issue with
technical considerations that pertain to
resources, economics, safeguards and to cer-
tain politico-technical measures which might
be implemented to complement existing ron—pro-
liferation agreements and the IAEA.

With this introduction, let me review how
the perceptions of threats, the objectives and
the safeguards measures have evolved, starting
with the U.S. national program:



EVOLUTION OF U.S. SAFEGUARDS

In Che early days, Che concern was primari-
ly CO procect cechnical information and heavy
emphasis was placed on security measures. After
much of this information was declassified in
1955, Government and private facilities were
required Co account for nuclear materials, but
were generally allowed to use their own judge-
ment as to how Co do chis, and physical protec-
tion was required only for classified forms of
nuclear material.

In 1966 this policy came under review when
a private company, licensed by the Atomic Energy
Commission, reported chat ic could not account
for a substantial amount of high enriched ura-
nium.1 The Atomic Energy Commission (AEC)
appointed a panel, under Prof. Ralph Lumb, to
study the problem and to make recommenda-
tions. ̂  In response co this panel'3 recom-
mendations, the AEC established a safeguards
office to define and enforce safeguards at com-
mercial nuclear facilities licensed by the AEC,
and another under the General Manager to perform
the same functions for government owned nuclear
facilities and to conduce safeguards R&D.

The basic principles of material control
and accounting, as developed by the regulatory
safeguards office, are now contained in the Code
of Federal Regulations, 10CFR70.58v entitled
"Fundamental Nuclear Materials Controls."
Before I criticize anyone else, I mist admit
that I did not clearly understand this important
document for several years. The perceived
threat was diversion by those who might have
access Co nuclear materials. The facility was
required Co establish a material control and
accounting (MC&A) line organization which would
be independent of chose who handled the nuclear
material and those responsible for production,
which would continuously monitor the amounts and
locations of nuclear materials, and which would
witness all internal and external transfers and
keep a separate »et of books. The emphasis was
not on materials accounting, as I imagined at
chat time, but rather on surveillance of the
operators and on checking Che two sets of
accounts for mistakes or falsification. Hate-
rial accounting and periodic material balances
are also important, but are only a part of the
system.

There were two serious problems with mate-
rial accounting at Chat time: Since there were
no adequate ways to measure waste discards, they
were estimated or simply recorded as the differ-
ence of input and output. Also, it was custom-
ary to allow for a Normal Operating Loss (NOL)

based on past experience at a plant. Starting
in 1967, R&D focussed on developing reliable
ways co measure scrap, waste and other diffi-
cult— to-nieasure nuclear materials.

Now we come to a lesson that was learned
long ago. One safeguards group proposed Co
develop active neutron interrogacion, using Che
D-T reaction to interrogate drums of waste,
etc. Another group proposed to do the same
using 6-lCMeV photons, generated by a linear
accelerator.3 Both of these projects were
funded and these big machines were installed in
vans and taken to a number of nuclear facilities
to demonstrate their capabilities. Hell, this
did not turn out Co be the cost-effective way.

Although effective materials accounting was
not ouch emphasized by the AEC in the 1950's and
early 1960's, chemical analytical techniques
were supported and a number of NDA techniques
were developed and used at the major Government
facilities. In fact, most of the passive
gamma-ray and neutron techniques had been devel-
oped and used before. But we R&D types did not
Cake Che trouble to find out about these systems
nor to discuss with the safeguards people at
facilities what were their problems and how to
efficiently find solutions. A considerable
amount of time and effort was wasted and rapport
between developers and users unnecessarily dam-
aged as a result. I guess that I am as respon-
sible as anyone for this. That lesson was
learned the hard way. Cooperation became the
rule and many very important NDA techniques have
been the result.

In 1970 the AEC and six commercial nuclear
facilities t that were Chen processing plutonium
and high-enriched uranium, contracted to share
the costs in applying NBA to the scrap and waste
streams and to publish the results. In one year
it waa shown that these methods made it possible
to adequately measure these streams so that
"by-difference" values and "NOL" became obsolete
and fully measured material balances have since
then been required.

Physical protection did not receive much
attention until 1973, when John McPhee published
his profile of Ted Taylor in the Hew Torker
Magazine.4'5 The perception of the threats
suddenly switched to terrorists, armed to the
teeth and highly motivated. The early threat
studies were not very useful and there have been
arguments ever since then as to what might be an
acceptable level of physical protection. Given
the rather fuzzy objective, developers and users
of physical protection have attempted to cope
with meeting them. Again, this is an area where
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communication between regulators, systems devel-
opers and facility operators is of great impor-
tance. IE may not be possible to get widespread
agreement on the likelihood, type and size of
the threats, but we should be able to agree that
there is some probability, that the consequences
could conceivably be very bad, and that physical
protection is a necessary and expensive activi-
ty-

Barriers, guards, and guns are not the only
way to counter terrorists. Steps that improve
the safety of reactors also reduce the vulnera-
bility to sabotge. The equipment to process
Plutonium should be heavily shielded and remote-
ly operated for safety reasons. This and intel-
ligent design of storage vaults could make it
impossible for an insider or an Invader to get
and remove a significant amount of the material
in minutes or even hours. More attention should
be paid to reducing the vulnerabilities.

Another case where more cooperation should
be useful is this: NRC requires that guards
interpose themselves between the armed intruders
and the nuclear targets.6 A sensible guard is
not likely to do this, nor does it make sense.
At each facility a study should be made to
determine how best to delay a powerful armed
adversary in order to bring-in reinforcements
without unnecessarily exposing facility person-
nel.

Now for the IAEA:

Evolution of IAEA Safeguards

The perception of the threats in this case
has not changed significantly since the Agency
was founded in 1957. The stated safeguards
objectives have been extended, which deserves a
few words of comment. The original statement in
the Statute is to "ensure, so far as it 13 able,
that assistance provided by it or at its request
or under its supervision or control is not
in such a way as to further any military pu.
pose." This definition is repeated in
INFCIRC/66 Rev. 2. The Nuclear Non-Prolifera-
tion Treaty says that non-nuclear parties agree
to accept IAEA safeguards in accordance with Che
Statute. Paragraph 1 of INFCIRC/153 says that a
State should accept IAEA safeguards as specified
in the NFT, i.e., in accordance with the
Statute. Paragraph 28 says that the agreement
should provide that the objective of safeguards
is the timely detection of diversion of signi-
ficant quantities, etc., and deterrence of such
diversion by the risk of early detection. Being
able to detect diversion, should it occur, is
necessary in order to provide assurance that

safeguards agreements are being kept. Deter-
rence, as the Deputy Director General has noted,
would apply only to the few States, if any,
which might contemplate diversion.' It is
important to keep in mind "assurance" as well as
"detection". For example, detection of an anom-
aly calls for an investigation. Both the Agency
and plant operators should plan how to resolve
anomalies efficiently and convincingly.

The evolution has taken place more in the
realm of refining what is meant by significant
quantity and timeliness and in the techniques
available to provide credible assurance. First
I shall discuss the quantitative safeguards
goals.

In 1975, the Agency considered it to be
necessary to define the significant quantity and
timeliness words of ISFCIRC/153-28 for the pur-
pose of designing safeguards procedures for
specific nuclear facilities. "Significant quan-
tities" were defined as the approximate amounts
of U-235 or plutonlum needed to make a "st gene-
ration nuclear explosive. The timeliness goals
were derived from considering the time that
might be required to convert a particular form
of nuclear material into a form suitable for use
in an explosive. I'm sure that this audience
has memorized these numbers. At the time when
these were adopted for use on a provisional
basis, the Agency carefully stated that these
were design goals and not safeguards require-
ments.8 Unfortunately, a lot of important
people ignore the qualifiers and conclude that
safeguards have failed if either the goal quan-
tity or timeliness goal is not achieved or
achievable.

What are achievable as regards quantities
and timeliness are to be discussed at this meet-
ing. I am afraid that some R&D has been frus-
trated in trying to meet the provisional goals
for individual facilities.

The important point to emphasize Is this:
Any nation with a large nuclear prograrj would
not consider diverting small amounts. It would
need to make tests to prove advanced designs, to
construct 100 -r more viable weapons, and to
provide modern delivery systems. On the other
hand, an insecure developing country with a
small nuclear program could be interested in one
or a few nuclear explosives.

At this time the Agency is attempting, with
the assistance of Its friends, to redefine the
goals In such a way that they will be achievable
and credible, no easy task. In the meantime it
has defined additional goal3 for operational use



which are important for the developers to under-
stand: (1) Inspection goals, performance tar-
gets specified for a given facility, using the
aforementioned goals as guidelines and taking
into account the actual conditions at the facil-
ity and the Agency's resources. (2) Accountancy
verification goal: One significant quantity or
the ainimum quantity detectable by verification
of accounting, whichever Is larger. (3) Timeli-
ness goal: "the adaptation of the design para-
meter detection time to specific conditions
arising from facility practice, available equip-
ment, manpower, etc." (for actual definitions
see IAEA Safeguards Glossary, IAEA/SG/INF/1,
nos. 101, 102, 103).

What this says is that designers and opera-
tors should not worry about the design goals,
but, rather, should attempt to design and demon-
strate the most sensitive systems that are tech-
nically achievable. Also, this community should
devote more thought as to how objectives could
be defined which are achievable and which should
be credible to the public at large.

Now for some evidence of the Improvements
in instrumentation, which have come along as the
number, variety and size of nuclear facilities
under IAEA safeguards have Increased so dramati-
cally. There isn't time here to do more than to
touch on thi3 progress, with a few perhaps sig-
nificant illustrations.

The capabilities of the IAEA Safeguards
Analytical Laboratory at Seibersdorf have been
greatly improved. Administrative arrangements
to ship samples have improved, but still need
improvement. The resin-bead technique for pre-
paring minute samples of reprocessing plant dis-
solver solution should resolve that shiping
problem-

Anyone associated with NBA techniques will
recognize the tremendous progress that has been
made lx this area in three categories:
(1) greatly improved Instruments, (2) considera-
ble progress in learning how to use them in the
field, and (3) the development of "smart"
instruments to coach the inspector, check credi-
bility of a measurement, and display and record
the results in a directly useable form.

The IAEA is still using the sane seals that
lc was using in 1968, when I got into safe-
guards. Recently, field readable seals and
seals with other useful features have been dem-
onstrated, which are presently being evaluated.
Until recently there was a serious gap here.
There were no seals that were suitable for use
on the big UFg cylinders that are used in large

numbers. An interim solution was recently
"invented" which is cheap and reasonably secure.

Because it was available and could at low
cost be modified for surveillance applications,
the Agency developed and is still using cheap,
film, home-movie cameras, which require a lot of
maintenance and still are not very reliable.
What is important in this case is that the
Agency has clearly established the importance of
surveillance cameras for safeguards. Several
friendly nations are assisting the Agency in the
development of much improved surveillance cam-
eras to meet the established needs.

Height is obviously as Important as sample
analysis or enrichment by NDA. From the begin-
ning, the Agency has had its own balances or its
own standard weights to calibrate plant balances
and scales up to several kilograms. However,
inspectors can* t carry around standards to check
the calibration of the big scales used to weight
UFg cylinders or LtfR fuel assemblies. Recently,
R.A. Mitchell and S.M. Baker of the U.S.
National Bureau of Standards realized that it
was possible to purchase commercial strain-gauge
weighing devices that could easily be transport-
ed by inspectors and enable them to weigh such
heavy objects accurately with their own instru-
ments.

In 1968 the Agency convened a panel to dis-
cuss safeguards for reprocessing plants.9

Then, as now, the critical importance of verify-
ing the input measurement was recognized. The
British representatives proposed that Agency
inspectors should operate the chop-leach cell
and make the input dissolver solution measure-
ments. This operation was referred to as a
"bonded dissnlver". At the IAEA safeguards sym-
posiws in 1970, W. riafele and D. Nentwich pro-
posed to surround this equipment with an elabor-
ate array of surveillance instruments.10

Neither of these ideas was very practical.
Fortunately, the "gravimetric" measurement
method and isotopic correlation techniques have
been developed during the last fifteen years to
the point where these can provide high assurance
that the uranium and plutonium in specified fuel
assemblies has been recovered and measured at
the input accountability vessel.

I have not said anything about the progress
that has been made in systemmatic studies of how
to effectively design safeguards for specific
facility types and facilities, and to evaluate
the technical, as distinct from the overall,
effectiveness of the safeguards as actually
applied. This is a big, complicated and some-
times controversial subject. Instead, I will



summarize what took place regarding how to
safeguard centrifuge enrichment plants.

In 1970 the US AEC authorized o study of
varioua levels of access by IAEA inspectors as
regards safeguards effectiveness and also the
possible compromise of sensitive technology.
After this study, the AEC proposed to the IAEA
and others that the Inspectors should be exclud-
ed from the cascades, and R&D was assigned to
developing a perimeter surveillance system. The
IAEA was distressed with this, but the other
nations designing enrichment plants agreed to
it. By this time the U.S. was designing the new
centrifuge enrichment plant that is now under
construction near the gaseous-diffusion plant at
Portsmouth, Ohio. As work progressed on the
plant and on the perimeter surveillance system,
it became clear that this approach was going to
be expensive and also not very credible. For
example, 1400 employees would traverse something
like 15 unattended portal monitors during each
day shift and railroad cars bringing in spare
parts were to pass through a huge NDA station to
prove they were not loaded with undeclared
natural uranium.

In view of these difficulties, the AEC's
successor, the Department of Energy, reran the
analysis of various levels of access and studied
what instruments the inspectors might use in
these cases. These analyses and others were
then discussed by the several nations that have
or plan to build centrifuge enrichment plants,
Euratom and the IAEA, which group subsequently
adopted and announced agreement on the Til ml ted
Frequency Unannounced Access Safeguards
Approach.^

SUMMARY

In a rather short time I have tried to give
some impression of the evolution in the objec-
tives of domestic and international safeguards
and of the technical means to achieve them. The
whole world is Involved In this, one way or
another. The public is concerned about subna-
tional adversaries and about proliferation and
their leaders respond to these concerns. Domes-
tic and international safeguards have evolved as
the perceptions of threats have evolved. It Is
vital that policy makers, safeguards designers,
and the nuclear industry, which is subject to
safeguards, communicate with each other. Poli-
cies oust take account of the nature of the real
world, domestically and internationally. Poli-
cies affect safeguards and safeguards realities
should affect: policies. If an operator doesn't
understand or agree with the policies he may
conform with the regulations because he has to,

but his performance will suffer. There is, and
will continue to be, a lot that needs to be
done. The safeguards developers should be very
sure that what they are doing is really what is
needed today.

I will be very interested to learn how we
are doing as this meeting proceeds.
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