
I Thai

CONP-810905--41 — m e t fta. W-31-iaa-tWG-ja.

DE83 008505 I-^^Si'ST^ShTZnT

STRUCTURES FOR COMMON-CAUSE FAILURE ANALYSIS Iu*°«"""-'<»•'»-•

J . K. Vaurio

Fast Reactor Safety
Technology Management Center

Argonne National Laboratory
Argonne, Illinois 60439

Abstract

CoMnon-cause failure methodology and terminology have been reviewed and
structured to provide a systematical basis for addressing and developing
models and methods for quantification. The structure Is based on (1) a
specific set of definitions, (2) categories based on the way faults are
attributable to a common cause, and (3) classes based on the time of entry and
the time of elimination of the faults. The failure events are then
characterized by their likelihood or frequency and the average residence
time. The structure provides a basis for selecting computational models,
collecting and evaluating data and assessing the importance of various failure
types, and for developing effective defences against common-cause failures.
The relationships of this and several other structures are described.
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Introduction

The purpose of structuring common-cause failure terminology is to define a
common language for addressing and developing models and methods for quantify-
ing the reliabilities of systems subject to common-cause failures. The Fast
Reactor Safety Technology Management Center (FRSTMC), in cooperation with
industrial contractors, has developed several guidelines for definitions,
categorization and classifications of common-cause failures.

Let us start from the definition of IEEE Std. 352-1975:

* Common-mode failures are multiple failures attributable to a common cause.

1) This definition does not include a time limit during which the subsequent
failures must occur. In the safety program a condition is adopted that j^
coincidence of failed states must exist for in event to be called a
common-cause or common-mode failure. [This is consistent with the posi-
tion of E. W. Hagen in Nuclear Safety, Vol. 21, No. 2, p.184-192, March-
April 1980). It is believed that failures that have a common cause but
one is repaired before the other one occurs are not nearly as significant
to safety as failures that coincide. Furthermore, i t would be very diffi-
cult to identify from operating experience failure reports common-cause
failures that occur far apart in time, even if they had a common cause.
Finally, i t is believed that non-overlapping"common cause failures" are a
minority and are taken into account cy the regular failure rates that
cover wear, minor manufacturing defects and other slowly developing fail-
ures.

2) Recently, the term "common-mode failure" has been assigned to cases when
redundant components (trains) fail in the same failure mode. Therefore,
the term "common-cause failure" should be used in a more general case,
including failures or different modes or in diverse or different systems.

3) The standard definition of IEEE Std. 352-1975 does not cover all cases
that are Important to safety. For example, i t does not include a failure
of a single component that 1s common to several otherwise redundant
trains. In the safety program such cases should be Included In the cate-
gory of most Important failures, whatever they are called.

"* wont perrormea under the auspicies of the U. S. Department of Energy



- 2 -

There are Instances when a component does not fa l l ( I . e . , need repair) but
I t does not function because of external Inputs or lack of Inputs (e .g . , no
f luid or power to a pump). The tern "fault" is used to include such events as
well as failures. The term "failure" is restricted to events when the com-
ponent I tse l f Is defective. Thus, faults Include failures and command faults,
the last term being used for lack of input to the components. This practice
Is adopted from NRCs current approach (NUREG/CR-1401, April 1980).

Example: When the water level in a Protected Water Storage Tank 1s too
low, i t is a multiple fault for a l l AFWS pumps, although none of the pumps has
fai led. In this case there Is clearly a single failure in a common component
that is of concern.

These considerations give rise to the following definition:

* Common-cause faults are multiple faults (coincidences of faulty
states) attributable to a common cause.

Common-cause failures are then a clearly defined subset of these faul ts ,
multiple failures attributable to a common cause. Single component failures
are excluded from r^iis definition. Common-mode failures are a subset of
common-cause fai lures.

I t 1s also possible to define common-cause command failures. However,
when traced back to the original cause, these should be identifiable as common
component or common-cause failures in the supply system (instrumentation,
power supply, water supply e tc . ) .

The above definitions do not require that a system has to f a l l , only that
more than one component 1s in a fault state.

Common-cause fault categories

A key word In the definition, that gives rise to the f i r s t top level
categorization, is "attributable". The methods and models to be used in
quantification are strongly dependent on how the multiple faults are attr ibu-
table to a common cause. I t 1s possible to identify at least two categories
of events for CCF quantification:

Category A: Discrete syncronizing events in time (errors, fai lures,
"shocks") cause simultaneous faulted states.

Category B: Events cause changes or correlation (coupling) between
fai lure parameters (e .g . , fai lure rates). These events in
category B do not directly cause the failures or faults to
occur simultaneously, but Increase or decrease fai lure rates
simultaneously, which affects the likelihood of simultaneous
faulty states.

Simpliest category A events are single failures of a common component. In
general they are "common cause shocks" or "secondary events" that can occur
with a certain rate**** or~perlod1cally, or discretely prior to operation.
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Typical causes for CCF-B events are common environment and environmental
changes, as well as common design, manufacturing and installation that affect
the failure rates. However, there are also CCF-A events in these areas: i f an
error is made in manufacturing or installation that leaves built in failures
in components, then these faults are simultaneous and caused by a syncronizing
event (manufacturing error). These faults are just waiting for a right chal-
lenge (demand) to occur. Repeated human errors in testing can be CCF^ or
CCF-B events caused by an erroneous "mindset", procedure or training. *12

Environmental changes can also be so drastic (flood, tornado, etc.) that
they cause simultaneous faults, i . e . , CCF-A events, not only increased failure
rates (humidity, temperature), i . e . , CCF-B events.

Events of both categories A and B can be intrasystem, inter system or
in i t ia tor events depending on the location of fai lures. For example, a pipe
break is usually defined an ini t iator event. I f a pipe whip due to the break
fa i ls a safety instrument, this event is a category A in i t ia tor common-cause
fai lure. I f the humidity and heat released from the leakage only increases
fai lure rates in safety systems, the event is a category B ini t iator common-
cause event. (This event is not yet a common-cause fault or fa i lure, but has
an increased potential for producing one because of increased failure rates).

I t is clear from the above discussion that events of both categories A and
B can be either "cascade type", i . e . , one fai lure causing another failure or
event, or "coupled type", i .e , one event causing coincident failures or events
in several components.

Common-cause fault classes

For both categories A and B there are three characteristics that affect
the significance of a common-cause event: (a) the probability of being
present from the very beginning of the plant operation, (b) the frequency of
occurrence (rate) during plant operation, and (c) the residence time of a
fault (or a fault promoting state in category B).

Any comprehensive modeling has to take these characteristics Into account.
Similarily, data evaluations should estimate numerical values for these
characteristics for different classes of common-cause faults.

An example of faults present at the beginning of the operation is a failure to
update seismic cr i ter ia or analysis. In consequence, multiple failures could
be caused by an earthquake smaller than the design basis event, i . e . , the
system is already "down" for such ini t iators. Another example is inadequate
training for some accident situations: the operators are already "down" for
transients that thay could not handle, i f occurred.

All possible alternatives can be grouped based on two cr i ter ia: V-) t i ^
time of entry of a common-cause fault (or event), and (2) the time of i c
tion and elimination.
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Entry groups

Group 1: Common-cause faults (or events) caused prior to operation, remaining
in the system until detected and eliminated by modification or
repair. These faults are mostly non-recurrent faults.

In the Watson-Edwards7 classification, groups under the t i t l es EDF,
EDR, ECM and ECI belong to this group 1. In addition, human errors
that the operators can make during a transient/accident (after
ini t iat ion demand) belong to this group, since such faults are
present a l l the time due to errors in training, procedures or
design.

Group 2: Common-cause faults (events) caused at periodic proof testing or
maintenance times.

These faults are often failures to return components into service
properly after a test .

Most of the failures under the Watson-Edwards^ t i t l e 0PM belong to
this group.

Group 3: Common-cause faults (events) caused at random times during plant
operation.

Most failures under the Watson-Edwards2 t i t les 0P0, OEN, OEE seems
to belong to this group. Human errors made randomly prior to (or
causing) a transient demand/initiator (when not caused by a system-
atical fault in training, procedures etc.) belong to this group.

I t should be noticed that the events of group 1 have a probability per
plant, not per unit time, whereas a frequency or probability per unit time (or
per test) can be defined for the events in groups 2 and 3. I t is often
necessary or useful to separate initiator-CCF's as subsets in the entry
groups.

Elimination groups

Group a: Common-cause faults (events) detected and repaired immediately after
they occur ("monitored fai lures"). Residence time is = time to
detect and repair.

Group b: Common-cause faults (events) detected by periodic (weekly, monthly)
inspection/testing and then repaired or replaced. The residence
time depends on the inspection interval as well as on the time of
entry (groups 1,2,3).

Group c: Common-cause faults (events) detected randomly due to operational
circumstances. The average residence time depends on the frequency
of such operating circumstances, as well as on the time of fault
entry.
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Group d: Common-cause faults (events) detected at annual inspections/tests
during shutdown.

Group e: Events detected only when a real demand/initiator (accident) occurs.

Thus, there are 3 x 5 = 15 entry/elimination combinations in this structure.
The designation A.2.b, for example, includes category A faults caused at
periodic tests and discovered in one of the later tests. Using this system of
classification when evaluating data for any particular safety system and
in i t ia tor , i t is possible to determine the probability (group 1), frequency
(group 2,3) and average residence time of the common-cause faults (or excited
states) in each class. Subset classes can be defined and evaluated according
to the Watson-Edwards cause system, or treating separately common-cause
events that fa i l 1,2,3 etc. components, or concentrating only to system f a i l -
ures, etc.

I t is not only the frequency but often the product of the frequency (prob-
abi l i ty) and the residence time that determines the importance of each class
of common-cause faults. These products should be evaluated in order to
develop defenses and to show that these defenses are effective in reducing the
contribution of common-cause faults to system unavailability. The frequencies
alone are important for siivh common cause faults in PPS, RSS or SHRS that can-
not be repaired (eliminated) during plant operation.

A number of classification systems, various analysis methods and potential
defenses are available in the l i terature1"6 , mainly for Category A events.

The model/method of ref. 7 is especially suitable for Category B events.

Subsets of Category B events are defined as follows:

• In i t ia l Correlation, i .e . , coupling (IC): due to common material,
design, manufacturing, installation and commissioning. The "coupling"
treatment of ref. 8 is an example of methods applicable to these
events.

• External Correlating Events (ECE): common increase (or decrease) of
failure rate due to a common change of common environment (temperature,
humidity etc . ) .

• Internal Correlating Events (ICE): failure of one component in the
system (e.g., pipe) causes fai lure rates to increase in other
components. For possible models, see ref. 9, 10.

• Correlating In i t ia t ing event (CIE): an in i t ia t ing event that demands
operation and simultaneously increases the failure rates of components,
but does not actually fa i l them. In this case the higher fai lure rates
prevail during the operational (post-demand) phase rather than standby
phase. This is a common property of standby ESF's, since the fai lure
rates often are different in the operational phase (of a pump for
example) than in a standby state.
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These classes for CCF-B events are useful for modeling purposes, since
each class requires different mathematical treatment. Further refinements and
a thorough methods review wi l l be included in the f inal paper.
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