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ABSTRACT 

A conceptual safeguards system is structured to show how both 
reactor operations and phcysical protection resources could be inte
grated to prevent release of radioactive material caused by insider 
sabotage. Operational recovery capabilities are addressed from the 
viewpoint of both detection of and response to disabled components. 
Physical protection capabilities for preventing insider sabotage 
through the application of work rules are analyzed. Recommendations 
for further development of safeguards system structures, operational 
recovery, and sabotage prevention are suggested. 
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EXECUTIVE SUMMARY 

For a reactor facility employee to cause release of radioactive 
material from the facility, the employee {insider) must successfully 
complete a specific sequence o.f sabotage activities which lead to an 
unsafe reactor condition. This unsafe condition must continue until 
radioactive material is released, e.g., until core meltdown occurs. 
Therefore, the potential for averting radioactive material release 
exists not only in preventing the sabotage act, a physical protection 
objective, but also in recovering from the unsafe reactor condition, 
an operational objective. 

The objectives of this study are 

• To develop a conceptual safeguards system structure that 
integrates both reactor operational recovery and physical 
protection functions to prevent release of radioactive mate
rial caused by insider sabotage. 

• To address facility operational capabilities for detecting 
and responding to sabotage-induced events. 

• To assess physical protection capabilities for preventing 
insider sabotage through application of work rules, specifi
cally operational zoning, area zoning, and team zoning. 

The need for completeness in coping with the insider reactor 
sabotage problem has led to the development o.f a hierarchical struc
ture that reflects a comprehensive view of the problem and indicates 
the wide range of resources which the facility has at its disposal for 
countering the problem. All functions known to play a role in pre
venting the release of radioactive material from the reactor facility 
are identified. This structural development transforms a mental con
cept of the system into a clear, graphic model portraying all system 
functions and their interrelationships. Such a model can serve both 
as a focal point for clarifying discussions and, perhaps of greater 
importance, as a structure for a system assessment methodology. 

Operational recovery capabilities are addressed from the view
point of both detection of and response to disabled components and 
other ir1itiating sabotage events. The operational recovery concept is 
that the loss of vital functions must be detected while there is still 
sufficient Liflte remaining for their restoration. This functional 
restoration must occur before a critical condition is reached in which 
radioactive material release cannot be prevented. .Functional restora
tion {damage control) can take the form of repair, replacement, or 
substitution. The damage-control results presented in this report 
reflect current efforts in other programs. 
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For cases in which core meltdown can occur, damage-control re
sponse time seems to limit opportunities for disabled component repair 
or replacement only to those components with long-term functions, 
e.g., the heating, ventilation, and air-conditioning (HVAC) system, 
the containment heat removal system, etc. In cases in which core 
meltdown cannot occur,* damage-control response may not present any 
problem. However, the ability to sense disabled components appears 
inadequate, particularly in the case of standby components that have 
been subtly altered. Therefore, it seems that a fairly large set of 
systems still requires physical protection to preclude sabotage by an 
insider. 

A resolute saboteur can be interrupted only if the response 
force is informed of the sabotage attempt while there is still suffi
cient time remaining in the sabotage sequence for the force to re
spond. The set of work rules (operational zoning, area zoning, and 
team zoning) addressed in this study essentially provides a means of 
detecting unauthorized activities and conditions in vital areas (VAs). 
As such, the performance of the work rules can be measured by a proba
bility of detection (Pd) and a time of occurrence within the sabotage 
sequence. t. 

The impact of a particular sensing system on physical protec
tion system ( PPS) performance is a function of the probability of 
detection and the post-detection delay/response ti~e relationship for 
the case in question. Wherever work rules seem unsatisfactory, the 
values of alternative PPS parameters can usually be modified, at a 
cost, to make the PPS acceptable. Application of the three work rules 
to the hypothetical example facility provided the following conclu
sions. 

If the saboteur had authorized access to all but the last vital 
area in a sabotage sequence, then operational zoning as a means of 
sensing unauthorized access appeared to place detection too late in 
the sabotage sequence for a timely response. Additional vi tal-area 
access restrictions could improve PPS performance but only for sabo
tage combinations of three or more targets. This could have implica
tions for the "key" (~inimum protected set) vital-area concept. 

For target combinations seemingly well-sui ted to area zoning, 
the PPS ·performance was marginal when area zoning was applied. For 
adjoining or closely located vital-area combinations, area zoning 
became equivalent to operational zoning, with the same conclusions 
applicable. 

Team zoning, applied as the two-man rule, provided the earliest 
detection time in the $abotage sequences analyzed. Therefore, on the 
positive side, this rule offers the greatest potential for PPS perfor
mance. However, on the negative side, this rule may be the least 
reliable due to the vagaries of human performance in a surveillance 
mode. 

* Limited, symbolic, or protracted sabotage attempts. 
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The following recommendations regarding reactor safeguards 
system structure, opera tiona! recovery, and sabotage prevention are 
suggested for further development: 

• The development of a uniform, logical, and defensible as
sessment method for insider sabotage protection is recom
mended. The structure described in Chapter 2 could serve as 
a framework to unify responses to questionnaires that can 
provide explicit, comprehensive treatment of both subjective 
and objective aspects of operational, safety, and physical 
protection systems. 

• A comprehensive, i·n-depth impact-benefits study should be 
made in the area of sensing vi tal component tampering and 
failures. This study .should address the subject from opera
tions, safety, and safeguards viewpoints. 

• Defensible methods for assessing the impact of safeguards 
system options on both operations and safety should be 
developed. The availability of such methods would provide a 
means of making and supporting objective decisions regarding 
proposed options. The question of Type I vi tal areas in 
connection with insider sabotage should be investigated to 
determine the conditions, if any, for which there are no 
Type I vital areas. If such conditions exist, then the im
pact on PPS requirements should be assessed. 
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REACTOR SAFEGUARDS AGAINST INSIDER SABOTAGE 

1. INTRODUCTION 

1.1 OBJECTIVES 

The objectives of this study are 

• To develop a conceptual safeguards system structure that 
integrates both reactor operations and physical protection 
functions to prevent release of radioactive material caused 
by insider sabotage. 

• To address facility operational capabilities for detecting 
and responding to sabotage-induced events. 

• To assess facility physical protection capabilities for pre
venting insider sabotage through application of work rules, 
specifically operational zoning, area zoning, and team 
zoning. 

1.2 BACKGROUND 

If the goal of an insider saboteur is to cause release of 
radioactive material from a facility, the insider must successfully 
complete a specific sequence of sabotage activities which lead to an 
unsafe reactor condition. Then, this unsafe reactor condition must 
continue until radioactive material is released, e.g., until core 
meltdown occurs. Therefore, the potential for preventing radioactive 
release exists not only in pteventing the sabotage attempt (physical 
protection) but also in recovering from the unsafe reactor condition 
(operational actions). The Nuclear Regulatory Commission (NRC) is 
exploring operational capabili t~es for post....,.sabotage recovery in an 
effort to ameliorate the very difficult problem of protection against 
insider sabotage. 

1.3 SCOPE 

The need for completeness in coping with the insider reactor 
sabotage problem has led to the development of a hierarchical reactor 
safeguards structure, described in Chapter 2, that reflects a broad 
view of the problem and indicates the range of resources which the 
reactor facility might employ to oppose it. In addition, a conceptual 
method is suggested for using this structure in conjunction with 
component and system questionnaires to provide a broad assessment of 
system capability to counter the insider problem. 

Operational recovery capabilities are addressed in Chapter 3 
from the viewpoint of both detection of and response to disabled 
components. The results pres en ted ref lee t current efforts in other 
programs. 
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At the reques-t of. the NRC, a specific set of work rules was 
analyzed to determine the effectiveness of the rules in protecting 
against reactor sabotage by an insider. · A dynamic analysis of the 
insider actions required to enact sabotage for a selected set of 
pressurized water reactor {PWR) sabotage targets was performed using 
the Safeguards Automated Facility Evaluation {SAFE) method. The 
results of this analysis are presented in Chapter 4. 

Conclusions and recommendations are presented in-Chapters 5 and 
6, respectively. 

• 
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2. REACTOR SAFEGUARDS STRUCTURE 

2.1 INTRODUCTION 

Taking a combined prevention and recovery approach to preclud
ing sabotage-induced release of radioactive material at a reactor 
facility requires the development of a complex safeguards system. 
Common to all complex systems, however, are the structures that de
scribe them. These structures can range from sets of mathematical 
equations, such as those used to define mechanical or electrical 
systems, to less concisely expressed relationships, such as those used 
in the social sciences. A safeguards structure is expected to be a 
composite of the whole range. Regardless of the type of structure 
involved, better-informed dec is ions concerning a system can be made 
when the structure of the system is well-defined. 

2.2 SAFEGUARDS STRUCTURE 

2.2.1 Overview 

In order to study a problem as complex as that of reactor sabo
tage by an insider, it is necessary to view the safeguards system in 
terms of its smaller, more manageable subsystems and their interrela
tionships. This decomposition of the safeguards system allows the 
insider sabotage problem to be treated as a hierarchy of subsystem 
performance objectives. To develop such a hierarchy, first the over
all objective in addressing the insider sabotage problem must be 
determined. Then, this overall objective is partitioned into the 
system functions which contribute to the achievement of the overall 
objective. Each system function, in turn, is decomposed into the 
system subfunctions that contribute directly to the performance of the 
system function. This functional decomposition process continues 
until it reaches a level comprising system· components that have de-' 
fensible performance measures that can be quantified. The resulting 
hierarchy can serve to organize an assessment of system performance 
with respect to the overall objective. By logically combining indi
vidual performance measures or scores at each level of the hierarchy, 
beginning at the component level, into an aggregate score at the next 
higher level, seemingly intractable performance measures can be ob
tained for high-level functions and ultimately for the overall system 
objective. Furthermore, by structuring the contributing system compo
nents in this way, the importance of each component's performance to 
the system objective can be estimated. 

2.2.2 Structure Development 

To develop a functional hierarchy for a qiven objective t the 
functions nnd subfunctions reyuired to achieve that objective must be 
identified. Such a functional decomposjtion is not singular in nature 
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but rather is dependent upon the intended scope and purpose of the 
structure. 

The structure developed for 
lem (shown in Figure 1) reflects 
indicates the range of resources. 
employ to oppose it. 

the insider reactor sabotage prob
a bro.ad view of the problem and 
which the reactor facility might 

At the top of the hierarchy is the overall objective: 

Prevent release of radioactive material 
from the reactor facility. 

Once this overall objective is established, the next step is to devel
op a set of more specific secondary objectives based upon identifica
tion of facility locations from which radioactive material could be 
released. Nuclear power reactor facilities contain three significant 
sources of radioactive materials: the spent fuel storage pool, the 
reactor core, and the radioactive (RAD) waste system. Identification 
of these three sources leads to the development of three secondary 
objectives: 

l. Prevent radioactive release from the spent fuel storage 
area, 

2. Prevent radioactive release from reactor containment, and 
3. Prevent radioactive release from the RAD waste system. 

The amount of radioactive release from each of the three pre
ceding sources is affected by operational conditions at the facility. 
For instance, the potential release from reactor containment (item 2 
above) depends upon which one of the three basic modes of reactor 
operation is in effect at the time: reactor shutdown, reactor power 
operation, or reactor refueling. 

The prevention of radioactive material release from all logical 
combinations of radioactive source locations and operational condi
tions can be expressed as a set of specific system objectives. A 
separate hierarchy can be developed from a functional decomposition of 
each objective. Of .the. nine pass ible source/operational-condition 
combinations, radioactive material release from containment as a re
sult of core meltdown during reactor power operation has been chosen 
for consideration in this study -since it potentially offers the most 
significant consequences from sabotage. Therefore, ·the remainder of 
the hierarchy is based upon a decomposition of the following system 
objective: 

Prevent radioactive material release from reactor 
core containment during reactor power operation. 

To identify the system functions required to prevent ·radio
active material release as stated in the system objective, it is 
necessary to determine what an insider must do to achieve such a goal. 
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First, the insider must successfully complete a specific sequence of 
sabotage activities which lead to an unsafe reactor condition. Then, 
th~ insider must ensure that the unsafe reactor condition continues 
until radioactive material is released. Therefore, to prevent radio
active release, either of the following system functions must be 
performed: 

1. Prevent activities and conditions contributing to unsafe 
reactor operation, or 

2. Counteract unsafe reactor operation. 

The fragment of the functional hierarchy structure that corresponds to 
these system functions is shown below: 

PREVENT RELEASE 
DURING REACTOR 

POWER OPERATION 

I 
I 

PREVENT ACTIVITIES AND 
CONDITIONS CONTRIBUTING 

1 TO UNSAFE 
REACTOR OPERATION 

I 
COUNTERACT 

2 UNSAFE 
REACTOR OPERATION 

SYSTEM 

r'UNC'.f'IONS 

Each of these two system functions can be further decomposed 
into its respective constituent subfunctions. To accomplish System 
Function 1, the physical protection system (PPS) must have the capa
bility of preventing unauthorized access to relevant vital areas (VAs) 
and controlling authorized activities and conditions in relevant VAs.* 
Thus, the following Level 1 (Ll) subfunctions must be performed: 

l.Ll.l Prevent unauthorized access to relevant vital 
areas (VAs). 

l.Ll.2 Control authorized activities and conditions in 
relevant VAs. 

The hierarchical decomposition of System Function 1 into its 
constituent subfunctions follows: 

* The ·term "relevant vital areas" refers both to Type I vital 
areas and to sets of Type II vital areas at which sabotage can be 
accomplished. 
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PREVENT ACTIVITIES AND 
CONDITIONS CONTRIBUTING 

1 TO UNSAFE 
REACTOR OPERATION 

I 
I 

PREVENT UNAUTHORIZED 

l.Ll.1 ACCESS TO RELEVANT l.Ll.2 
VITAL AREAS (VAa) 

SYSTEM 
FUNCTION 

I 
CONTROL AUTHORIZED 

ACTIVITIES AND 
CONDITIONS IN 
RELEVANT VAa 

LEVEL 1 
SUBFUNCTIONS 

In order to ensure that Subfunction 1. Ll.l, PREVENT UNAUTHOR
IZED ACCESS TO RELEVANT VAs, is accomplished, it is necessary to de
termine how an insider might gain access into a VA. There are two 
possibilities: (1) through ~m entry portal or door to the VA or (2) 
through the remaining VA boundary, e.g., wall, vent, etc. Therefore, 
to prevent unauthorized access 'into a VA, the following Level 2 (L2) 
subfunctions must be performed: 

l.L2.1 Control access through VA entry portals. 

l.L2.2 Deny access through remaining VA boundary. 

The segment of the hierarchical structure that corresponds to 
these subfunctions is shown below: 

PREVENT UNAUTHORIZED 

l.Ll.1 ACCESS TO RELEVANT 
• •VITAL AREAS (VAa) 

I 
I 

CONTROL ACCESS 
l.L2.1 THROUGH VA 

ENTRY PORTALS 
l. L2. 2 

--

_LEVEL 1 
SUB FUNCTION 

I 
DENY ACCESS 

THROUGH REMAINING 
VA .BOUNDARY 

LEVEL 2 
SUBFUNCTIONS 

In order for Subfunction 1. L2 .1 to be performed, personnel 
access must be controlled under both normal and emergency conditions. 
This requires the following Level 3 (L3) subfunctions: 

1. L3 .1 Control access_ thro.ugh VA entry portals under 
normal conditions. 

1. L3. 2 Control access through VA entry 'portals under 
emergency conditions.-

Examination of access control under normal conditions indicates 
that there are three ways an insider IJlight gain access: ( 1) the 
insider may actually obtain access authorization, (2) the insider rna 
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attempt to gain admittance using false credentials, e.g., a counter
feit card key, or ( 3) the insider may at tempt to obtain access by 
force. Therefore, in order to control.access under normal conditions, 
the following Level 4 (L4) subfunctions are required: 

l.L4.1 Re~trict a~cess authorization. 

l.L4. 2 Provide procedures and controls for access 
(normal conditions). 

The purpose of Subfunction l.L4.1 is to address access authori
zation criteria, e.g., who is authorized access, where, when, etc. It 
is important that such criteria be developed to minimize sabotage op
portunities; however, it also is necessary to balance the safeguards 
value of these criteria against their operational impact. Since the 
access authorization criteria have been addressed, no further decom
posit~on of Subfunction l.L4.1 is made. 

Subfunction l.L4.2, PROVIDE PROCEDURES AND CONTROLS FOR ACCESS 
(NORMAL CONDITIONS) , can be partitioned further. To prevent an in
sider from defeating authorized access procedures and controls, the 
PPS must have a capability to detect any at tempts to gain access 
through deceit (e.g., with false identification, ·counterfeit entry 
card, etc.) by verifying authorization and identification. However, 
detection alone is not sufficient. If an attempt at deceitful or 
forcible entry is detected, then a response to violations of access 
procedures and controls is necessary to render the attempt ineffec
tive. Decomposition of Subfunction l.L4.2 to provide these ·capabili
ties yields the Level 5 (L5) subfunctions shown below: 

CONTROL ACCESS THROUGH 
l.L3 .l VA ENTRY PORTALS 

(NORMAL CONDITIONS) 

I 
I 

l.L4.l 
RESTRICT ACCESS 
AUTHORIZATION l.L4. 2 

I 
l.LS.l VERIFY AUTHORIZATION/ 

IDENTIFICATION 

LEVEL 3 
SUBFUNCTION 

I 
PROVIDE PROCEDURES AND 

CONTROLS FOR ACCESS 
(NORMAL CONDITIONS) 

I 

l.LS. 2 

LEVEL 4 
SUBFUNCTIONS 

~ 

RESPOND TO VIOLATION 

OF PROCEDURES · 
AND CONTROLS 

LEVEL 5 
SUBFUNCTIONS 

Subfunction l.LS.l, VERIFY AUTHORIZATION/IDENTIFICATION, is 
defined in suffic~ent detail to permit performance assessment without 
further decomposition. Performance criteria and methods to evaluate 
verification procedures are required at this point. Subfunction 
l.L5.2, RESPOND TO VIOLATION OF PROCEDURES AND CONTROLS, however, can 
be further subdivided into its constituent parts. 
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To ensure a successful response, as required in Subfunction 
l.LS. 2, several capabilities are required. First, if access control 
personnel require assistance from security personnel, an effective 
means of communication must be available. · Given a request for re
sponse force assistance, the PPS must provide· a timely response. A 
timely response reflects a close interaction between the delay of 
insider actions provided by the PPS and the ability of the response 
force to arrive within that delay time. This interaction is shown in 
the following hierarchy segment: 

RESPOND TO VIOLATION 
l.LS. 2 OF PROCEDURES 

AND CONTROLS 

I 
COMMUNICATE I 

l.L6.1 REQUEST FOR 
RESPONSE DELAY TO AID 

l.L6. 2 RESPONSE 

LEVEL 5 
SUBFUNCTION 

j 

l.L6. 3 

I 
PROVIDE AN 
EFFECTIVE 
RESPONSE 

LEVEL 6 
SUBFUNCTIONS 

Subfunction l.L6.2 represents the delay provided by the PPS in 
response to a procedure/control violation. Its purpose is to impede 
the progress of the insider between the point at which an unauthorized 
attempt to gain access is detected and the point at which the in
sider's progress must be stopped if sabotage is to be prevented; No 
further expansion of this subfunction is necessary. The remaining two 
Level 6 sub.functions require further decomposition: the communication 
subsystem (Subfunction l.L6.1) and the effective response subsystem 
(Subfunction l.L6.3). 

In order to ensure effective communication (Subfunction 
l.L6.1), several different line.s of communication must be available 
(as shown in the L7 subfunctions). Security officers (response force 
personnel) on patrol must be able to communicate with each other if 
assistance is required (l.L7.1). These personnel also should be able 
to communicate readily with manned alarm stations since this is where 
response decisions and commands usually originate (l.L7.2). There 
should also be continuous communication between the Central and Sec
ondary Alarm Stations (CAS and SAS) for assistance in receipt of 
information and in the response effort ( 1. L 7. 3). Finally, if the 
threat posed requires assistance from off-site response forces, provi
sions must exist for communication with local law enforcement agency 
officers ( 1. L 7. 4). The segment of the hierarchy describing this 
decomposition follows: 
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COMMUNICATE REQUEST LEVEL 6 
l,L6,1 FOR RESPONSE !?UBFUNCTION 

I LEVEL 7 
I I I I SUBFUNCTIONS 

PROVIDE COMMUNiCATION ..-HUVIUt: liUN IINUUU~ PROVIDE CONTINUOUS 
BETWEEN SECURITY COMMUNICATION BETWEEN PROVIDE COMMUNICATION 

COMMUNICATION BETWEEN 
OFFICERS ON PATROL l,L7.~ SECURITY OFFICERS ON PATROL l,L7,3 l,L7,4 BETWEEN ON-SITE AND 

AND MANNED ALARM STATIONS 
MANNED ALARM STATIONS OFF-SITE FORCES 

l,L7,1 

Further decomposition of these subfunctions is unnecessary. 

To ensure that an effective response (Subfunction l.L6.3) can 
be provided over a wide range of insider threats, provisions must be 
made for both an effective on-site and off-site response. Decomposi
tion of Subfunction l.L6.3 to provide these capabilities yields the 
Level 7 (L7) subfunctions shown below: 

PROVIDE AN EFFECTIVE 

l. L6. 3 RESPONSE 

I 
I 

l.L7.5 
REQUEST OFF-SITE 
FORCE ASSISTANCE l.L7,6 

LEVEL6 
SUBFUNCTION 

I 
CONFRONT ADVERSARY TO 
DELAY/PREVENT SABOTAGE 

LEVEL 7 
SUBFUNCTIONS 

This completes the hierarchy development for Subfunction 
l.L3.1. A functional decomposition of Subfunction l.L3.2, CONTROL 
ACCESS THROUGH VA ENTRY PORTALS (EMERGENCY CONDITIONS), is presented 
next. 

The subfunctions necessary to control access to a VA under 
emergency conditions are somewhat similar to those required during 
normal conditions in that some means of detecting and responding to 
unauthorized attempts to gain access to the VA must be provided. 
However, emergency conditions also pose significant problems to the 
PPS not encountered during normal conditions since controls on person~ 
nel access during emergency conditions are usually minimal. In most 
cases, medical, fire, or other emergency personnel who are not usually 
authorized to access the VA require hasty admittance. Thus, control
ling personnel access is limited to verifying with the security entry
control personnel that emergency personnel who have been admitted 
actually were authorized to enter the facility and providing an effec
tive response if any violations occur. The decomposition of Subfunc
tion l.L3.2.follows: 
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CONTROL ACCESS THROUGH 
l. L3. 2 VA ENTRY PORTALS 

(EMERGENCY CONDITIONS) 

I 
I 

VERIFY AUTHORIZED 
l.L4.3 ENTRY·OF l.L4.4 

EMERGENCY PERSONNEL 

LEVEL 3 
SUBFUNCTION 

I 
RESPOND TO VIOLATION 

OF PROCEDURES 
AND CONTROLS 

LEVEL 4 
SUBFUNCTIONS 

Subfunction l.L4.3 is detailed sufficiently for assessment pur
poses; therefore, no further decomposition is required. The response 
Subfunction l.L4.4 is not decomposed here since the constituent sub
functions required to perform the response subfunction under emergency 
conditions are the same as those for normal conditions (see Subfunc
tion l.L5.2). 

The functional decomposition for Subfunction 1. L2 .1, CONTROL 
ACCESS THROUGH VA ENTRY PORTALS, is now complete. System Subfunction 
l.L2.2, DENY ACCESS THROUGH REMAINING VA BOUNDARY, is expanded next. 

There is a noticeable similarity between the Level 2 subfunc
tions required to prevent unauthorized access to relevant VAs through 
VA entry portals (l.L2.1) and those required to pr~vent access through 
the remaining VA boundary ( 1. L2. 2). In both cases, the PPS must en
sure detection of and response to the insider threat. The decomposi
tion of Subfunction l.L2.2 is shown below: 

DENY ACCESS 
l.L2. 2 THROUGH REMAINING 

VA BOUNDARY 

I 
I 

DETECT ACCESS 
l.L3. 3 THROUGH REMAININ9 l. L3. 4 

VA BOUNDARY 

LEVEL 2 
SUBFUNCTION 

I 
RESPOND TO ACCESS 
THROUGH REMAINING 

VA BOUNDARY 

LEVEL 3 
SUBFUNCTIONS 

The decomposition of the response subfunction (l.L3.4) is ex
pected to be the same as that for Subfunction l.L5.2 and, therefore, 
is not included here. 

Sub function 1. L3. 3, DETECT ACCESS THROUGH REMAINING VA BOUND
ARY, does require a different set of subfunctions from those previ
ously identified for detection under Subfunction l.L2.1. In the 
latter case, the insider ·attempts to gain access through a VA entry 
portal either by force or by feigning authorized access. In either 

30 



instance, the detection subfunction is heavily dependent upon the 
entry-control system and procedures at the VA portal. However, detec
tion of attempts to gain access through the remaining VA boundary, 
e.g., through a vent duct, rely p~imarily on electromechanical compo
nents. In either case, a security force may sense the intrusion 
attempt. Sensing the intrusion, however, is not sufficient to prevent 
unauthorized access; adequate response is also required. 

Subfunction l.L3.3 can be further decomposed depending upon the 
type of access detection used. First, detection by some periodic 
means, e.g., a closed-circuit television (CCTV) camera which scans an 
entire room a section at a time or a security force patrol which 
patrols around a building once an hour, is considered. In this case, 
sensing of an intrusion will not occur unless there is sufficient 
delay to allow the sensor (equipment or personnel) to cover the point 
of intrusion during that time. For example, if it takes the insider 
l minute to pick a door lock to a room and it takes the security of
ficer 30 minutes to patrol the building, then the insider can begin 
the intrusion process once the security officer has passed the access 
point. By the time the security officer returns to the access point, 
the insider will have gained access, possibly without leaving any 
signs of entry. If sensing is not periodic, the delay task does not 
play a part in ensuring that the intrusion is sensed. Because the 
detection subsystem must be effective over a wide range of conditions, 
its decomposition reflects the case in which delay is necessary. Two 
interrelated tasks have been identified in this decomposition: 

l. L4. 5 

l. L4. 6 

Delay to aid sensing. 

Sense boundary penetration. 

Sensing of an intrusion by either electromechanical or human 
means, however, is not sufficient to ensure detection. The alarm must 
be reported by eithet electronic means or by personnel who have sensed 
the intrusion (l.L4.7). These factors alone still do not constitute 
detection. Because the incidence of false alarms is a possibility, 
assessment must also take place ( l. L4. 9) • Assessment .is similar to 
sensing by periodic means in that sufficierit delay (l.L4.8) must be 
provided to detain the adversary long enough to verify that a valid 
alarm has been received and to obtain sufficient information to initi
ate an appropriate response. The resulting decomposition for the 
detection subfunction is shown below: 

DETECT ACCESS LEVEL 3 
l.L3.3 THROUGH REMAINING 

SUBFUNCTION 
VA BOUNDARY 

I LEVEL 4 
I l I SUBFUNC'l':rONs 

DELAY TO AID 
SENSE REPORT DELAY TO AID ASSESS 

l.L4.6 BOUNDARY l.L4.7 l.L4.8 ASSESSMENT l.L4.9 
SENSING ALARM ALARM 

PENETRATION 
l.L4.5 
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Only one of the above subfunctions requires further decomposi
tion, Subfunction l.L4.7, REPORT ALARM. The other subfunctions have 
been defined in sufficient detail to permit assessment of the compo
nents required to achieve the desired subfunction performance. 

Subfunction l.L4.7, REPORT ALARM, need not be partitioned 
further if access is detected by a human sensor. If a piece of equip
ment constitutes the sensor, the signal from the sensor must be trans
mit ted ( Subfunction 1. LS. 6) and the alarm must be annunciated (Sub
function l.L5.7) at the alarm station in order for alarm reporting to 
occur. The tasks resulting ·from this final decomposition are shown 
below: 

l.L4.7 REPORT ALARM 

I 
I 

TRANSMIT 
l.LS. 6 · SIGNAL l.LS. 7 

LEVEL 4 
SUBFUNCTION 

I 
ANNUNCIATE 

ALARM 
LEVEL 5 

SUBFUNCTIONS 

This concludes the 
System Subfunction l.Ll.l, 
VITAL AREAS. 

functional decomposition of 
PREVENT UNAUTHORIZED ACCESS 

the Level 1 
TO RELEVANT 

System Subfunction 1. Ll. 2, CONTROL AUTHOE,IZED ACTIVITIES AND 
CONDITIONS IN RELEVANT VAs, is subdivided next. Subfunction 1. Ll. 2 
requires that criteria be e'stabli,shed for authorizing work functions 
within a VA, e.g., who, what, when, etc. The value of these criteria 
in minimizing sabotage opportunities should be balanced against their 
operational impact. In addition, there must be some means of ensuring 
that only authorized .activities. are carried out. These concerns lead 
to the development of the following Level 2 (L2) subfunctions: 

l.L2.3 Restrict authorized activities and conditions. 

l.L2.4 Provide procedures and controls for authorized 
activities and conditions. 

Subfunction l.L2. 3 has been defined in sufficient detail to 
permit performance assessment without further subdivision. Subfunc
tion l.L2.4, however, requires further decomposition. In· order for 
Subfunction l.L2.4 to be performed, authorized activities and condi
tions must be controlled and procedures established for both normal 
and emergency conditions. These considerations lead to the develop
ment of the following Level 3 (L3) subfunctions: 
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l.L3.5 Provide procedures and.controls for authorized 
activities and conditions under normal. condi
tions. 



l.L3.6 Provide procedures and controls for authorized 
activities and conditions under emergency 
conditions. 

The resulting decomposition is shown below: 

CONTROL AUTHORIZED 

l.Ll.2 ACTIVITIES AND CONDITIONS 
IN RELEVANT VAs 

I 
I 

RESTRICT AUTHORIZED 
.ACTIVITIES AND CONDITIONS l.L2.4 

I 
PROVDE PROCax.!ES AND 

l.L3.5 CONTROLS FOR AUTHORIZED 
ACTIVITES AND CONDITKlNS 

(NORMAL CONDITKlNS) 

LEVEL 1 
S UBFUNCT I ON. 

I 
PROVDE PROCEDURES AND 
CONTROLS FOR AUTHOniZED 
ACTIVITES AND CONDITlONS 

I 

l.L3 0 6 

LEVEL 2 
SUBFUNCTI£>NS 

1 
PROVIDI! PROCilDURI!S AND 

CONTROLS FOR AUTHORIZED 
ACTIVITIES AND CONDITIONS 

(EMERGENCY CONDITIONS) 

LEVEL 3 
SUBFUNCTIONS 

As can be expected, in all physical protection oriented systems 
there is a definite correspondence between the decqmposition of Sub
function l.L4.2 and Subfunction l.L3.5, which provide procedures for 
controlling access and for controlling authorized activities, respec
tively. This similarity is dictated by the basic premise ·that both 
detection and response functions are necessary for an effective PPS. 
The decomposition of Subfunction l.L3.5 is shown below: 

PROVDE PROC~ES AND 
l.L3. 5 CONTROLS FOR AUTHORIZED 

· ACTIVITES AND CONDITIONS 
(NORMAL CONDITIONS) 

I 
I 

MAINTAIN KNOWLEDGE 
l.L4.13 OF CURRENT ACTIVITES l.L4 .14 

AND CONDnlONS 

LEVEL 3 
SUBFUNCTION 

I .. 

RESPOND TO VIOLATION OF 
PROCEDURES AND CONTROLS 

LEVEL 4 
SUBFUNCTIONS 

The similarity between response Subfunction l.L4.14 and l.L5.2 
suggests the same decomposition; therefore, a description of Subfunc
tion l.L4.14 is not_ included here. 

Knowledge of current activities and conditions (Subfunction 
l.L4.13),. while providing a form of detection, requires a different 
set of subfunctions from previously identified detection subfundtions. 
Maintaining an awareness of activities and conditions within the VA 
requires close supervision or surveillance of employees (l.L5.8) and 
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authorized visitors, i.e., anyone not an employee (l.L5.9). 
results in the decomposition shown below: 

This 

MAINTAIN KNOWLEDGE 
l.L4 .13 OF CURRENT ACTIVrTES 

AND CONDrTIONS 

I 
I 

PROVIDE SURVEILLANCE 

l.L5 .8 PROCEDURES AND CONTROLS l. L5. 9 
FOR FACn..ITY PERSONNEL 

LEVEL 4 
SUBFUNCTION 

I 
PROVIDE ESCORT 

PROCEDURES AND CONTROLS 
FOR AUTHORIZED VISITORS 

LEVEL 5 
SUBFUNCTIONS 

The subfunctions necessary to control activities and conditions 
under emergency conditions (l.L3.6) are similar to those required 
under normal conditions (l.L3.5), except that emergency controls are 
usually minimal. Decomposition of Subfunction l.L3.6 therefore is not 
included here. 

The decomposition of the functions and subfunctions required to 
prevent insider sabotage of a reactor facility by preventing activi
ties and conditions contributing to unsafe reactor operation (System 
Function 1) is now complete. Although not specifically included in 
this structure, physical protection controls and procedures to prevent 
the introduction of contraband into the protected area, while they may 
not prevent sabotage, do provide an important ·function in 1 imi ting 
insider sabotage options. 

Next, the functions and subfunctions required in the event an 
insider has been successful in disabling vital systems are structured. 
This hierarchy begins with System Function 2, COUNTERACT UNSAFE REAC
TOR OPERATION, which is decomposed next. 

To counteract unsafe reactor operation (System Function 2), it 
is necessary for the pperating system to detect any unsafe conditions 
which exist and then respond to them. To accomplish this, the follow
ing Level 1 (Ll) system subfunctions must be performed: 

2.Ll.l Detect unsafe operating conditions. 

2.Ll.2 Respond to unsafe operating conditions. 

For an unsafe operating condition to be detected, the condition 
first must be sensed either by hardware or by human sensors (e.g., by 
a facility operator making his rounds). However, sensing alone is not 
sufficient. The sensed information must be trans~itted to the appro
priate place (e.g., the control room) where an assessment can be made. 
To accomplish this, the following three subfunctions are required: 
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2.L2.1 Sense unsafe operating conditions. 

2.L2.2 Report information on unsafe conditions. 



2.L2.3 Assess information. 

The resulting decomposition for the System Function 2 detection 
subfunction (Subfunction 2.Ll.l) is shown below: 

2 

I 
DETECT UNSAFE 

2.Ll.l OPERATING CONDITIONS 

I 
I 1 

SENSE UNSAFE REPORT 
OPERATING INFORMATION ON 
CONDITIONS 

2.L2.2 
UNSAFE CONDITIONS 

2.L2.1 

COUNTERACT 

UNSAFE 
REACTOR OPERATION 

I 

2.Ll.2 

I 
ASSESS 

2.L2.3 INFORMATION 

SYSTEM 
FUNCTION 

I 
RESPOND TO UNSAFE 

OPERATING CONDITIONS 

LEVEL 2 
SUBFUNCTIONS 

LEVEL l 
SUBFUNCTIONS 

To ensure safe reactor operating conditions, all reactor sup
port equipment as well as standby safety-related equipment must be in 
proper functional condition on demand. The performance of much of the 
facility's equipment is sufficiently monitored while it is operating 
for deviations from normal operating conditions to be recognized. 
However, continuous assurance that equipment in standby mode, e.g., 
safety-related systems, will respond properly on demand may be very 
difficult to achieve. While periodic testing and inspections can 
indicate equipment condition at the time of inspection, some means of 
indicating any subsequent changes in cond i t:Lon may be necessary to 
permit· a timely response to unsafe conditions. These considerations 
lead to the development of the following Level 3 (L3) subfunctions: 

2.L3.1 Monitor relevant operating equipment performance. 

2.L3.2 Verify standby equipment condition. 

The resulting decomposition is shown below: 

· SENSE UNSAFE 
2.L2.1 OPERATING LEVEL 2 

CONDITIONS SUBFUNCTION 

I 
I I 

MONITOR RELEVANT. VERIFY. STANDBY 

· 2. L3.l OPERATING EQUIPMENT 2.L3.2 EQUIPMENT 
PERFORMANCE CONDITION 

LEVEL 3 
SUBFUNCTIONS 
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Subfunct ions 2. L3. 1 and 2. L3. 2 seem sufficiently detailed to 
permit assessment of the components required to achieve the desired 
subfunction performance. Therefore, no further decomposition is made. 

If the monitoring of facility equipment indicates that any of 
the equipment is in an unsafe or disabled condition, this information 
must be reported (Subfunction 2.L2.2). The information must be trans
mitted to the appropriate place, e.g., the control room, and displayed 
in a readl,ly comprehendable form. The hierarchy segment identifying 
these required subfunctions is shown below: 

. 
REPORT 

2.L2.2 INFORMATION ON 
UNSAFE CONDITIONS 

I 
I 

2.L3.3 TRANSMIT SIGNALS 2.L3.4 

LEVEL 2 
SUBFUNCTION 

I 
PROVIDE 

INFORMATIVE 
DISPLAYS 

LEVEL 3 
SUBFUNCTIONS 

Next, the information must be assessed ( Subfunction 2. L2. 3). 
Basically, this consists of comparing the received data with normal 
data, deciding if there is an unsafe condition, and if so, communi
cating a need for an operational response. The Level 3 (L3) subfunc
tions required for effective information assessment are decomposed 
below: 

ASSESS 
2 .L2 .. ~ INFORMATION 

l 
COMPARE DETERMINE 

2.L3.5 INFORMATION WITH 
NORMAL CONDITIONS 

2.L3.6 IF CONDITION 
IS UNSAFE 

LEVEL 2 
STJBPTJNC'T'ION 

I 
COMMUNICATE NEED 

2.L3.7 FOR OPERATIONAL 
RESPONSE 

LEVEL 3 
SUBFUNCTIONS 

These Level 3 subfunctions seem sufficiently detailed to elimi
nate the need for further partitioning. This completes the functional 
decomposition of Sub function 2. Ll.l. Next, Subfunction 2. Ll. 2, RE
SPOND TO UNSAFE OPERATING CONDITIONS, is decomposed. 

In order to return an unsafe reactor to a safe arid stable 
condition with no radioactive material released, the operating system 
must respond to the unsafe operatin~ conditions (Subfunction 2.Ll.2). 
This capability can be subdivided into two constituent subfunctions: 
~he control room operators must determine th~ proper response to cor
rect the unsafe condition (2.L2.4) and then must provide for effective 
response (2.L2.5). This decomposition follows: 
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RESPOND TO 
2.Ll. 2 UNSAFE OPERATING 

CONDrTION,S 

I 
I . 

·2.L2.4 DETERMINE 
2.L2.5 

PROPER RESPONSE 

LEVEL 1 
SUBf:UNCTION 

I 
PROVIDE FOR 

EFFECTIVE 
RESPONSE. 

LEVEL 2 
SUBFUNCTIONS 

Determining a proper response (Subfunction 2.L2.4) entails 
identifying the defective critical components (2.L3.8), determining 
how much time is available before the point occurs at which the re
actor cannot be recovered (critical response time) (2.L3.9), and 
deciding upon the best recovery procedures and equipment (2.L3.10). 
This decomposition is shown below: · 

DETERMINE 
2.L2.4 

PROPER RE~PONSE 

I 
IDENTIFY DETERMINE CRrTJCAL 

DEFECTIVE 2.L3.9 RESPONSE TIME 
COMPONENTS 

2.L3.8 

LEVEL 2 
SUBFUNCTION 

I 
DETERMINE RECOVERY 

2.L3.10 PROCEDURES AND 
REQUIRED EQUIPMENT 

LEVEL 3 
SUBFUNCTIONS 

These subfunctions seem sufficiently detailed to permit assess
ment of subfunction performance and hence are not decomposed further. 

Since time can be a critical factor in the success of an opera
tional response ( Subfunction 2. L2. 5), it is essential that response 
team personnel be well-trained (2.L3.11) and have the required equip
ment readily available (2.L3.12). This decomposition is shown below: 

PROVIDE FOR 
2.L2.5 EFFECTIVE 

RESPONSE 

I 
I 

PROVIDE 
TRAINED PERSONNEL 2.L3.12 2.L3.ll 

LEVEL 2 
SUBFUNCTION 

I 
PROVIDE REQUIRED 

RESPONSE 
EQUIPMENT 

LEVEL 3 

SUBFUNCTIONS 
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These Level 3 subfunctions are sufficiently detailed to permit 
assessment of subfunction performance and therefore are not decomposed 
further. 

This completes decomposition of Supfunction 2.Ll.2 and of the 
entire insider reactor safeguards functional hierarchy. All functions 
known to play a role in preventing the release of radioactive material 
from the reactor facility have been identified. Structural modeling 
has transformed a mental concept of a system into a clear, graphic 
model that portrays all system func~ions and their interrelationships. 
Such a model can serve both as a foc~l point for cla~ifying discus
sions and, perhaps of greater importance, as a structure for an as
sessment methodology. This methodology could provide a means of 
explicitly incorporating measures for highly important performance 
factors that are often difficult to quantify, such as component com
patibility, installation, operation, and maintenance, · as well as 
p~rsonnel training and proficiency levels. This could be achieved by 
aggregating responses to component and system que~tionnaires through 
successive levels of the functional hier~rchy. The resulting ov~rall 
measure of system performance would reflect a broader treatment of the 
insider sabotage problem than is provided by current dynamic models. 
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3. OPERATIONAL RECOVERY 

3.1 DISCUSSION 

Operational recovery is concerned with post-sabotage responses 
that can be made by reactor operators to prevent radioactive material 
release from a nuclear power ·facility. Conceptually, such responses 
could include (1) temporary repairs of a disabled system, or (2) tem
porary substitution of an alternate, ·but suitable, set of components 
to perform the functions of a disabled system. For operational re
covery to be successful, the loss of vital 'functions must be detected 
while there is still sufficient time remaining for their restoration. 
This restoration must occur before a critical condition is reached in 
which radioactive material release cannot be prevented. This implies 
that two basic functions must be provided: (1) detect unsafe reactor 
operating conditions and (2) respond to unsafe operating conditions • 
. These functions have been discussed and structured generically in 
Section 2.2. The constraints on the success of an operational recov
ery, therefore, are availability. of information, time, trained person
nel, and required equipment. 

Current sources of information on operational status within the 
facility include (1) instrumentation used to monitor normal facility 
operation, ( 2) facility safety-related display instrumentation, and 
(3) periodic equipment checks by facility personnel. 

Facility-operation-monitoring instrumentation and facility 
safety-related instrumentation provide component status indications 
for many components, e.g., valve open/close, pump on/off, etc. These 
status indicators provide a reasonable capability for detecting sabo
tage of equipment if an alteration in the operating status of a com
ponent should occur, e.g., an open valve closes. Even if a saboteur 
should disable the component status indicator, for given conditions, 
variations in monitored facility parameters could (if properly inter
preted) provide a means of inferring component status. The safety
related status indicators, however, cannot detect sabotage of a compo
nent when its status is not altered, e.g., an open valve is disabled 
open. Therefore, additional status detection methods may be of value. 

Standby components, e.g., auxiliary feedwater (AFW) pumps and 
diese~ generators, appear to present the greatest difficulty in de
tection of sabotage acts. In general, sabotage of these components 
consists of preventing their· operation when demanded, rather than 
causing their unscheduled operation. Again, status indicators are not 
capable of detecting this type of sabotage mode. Such sabotage acts 
may not be detected until facility personnel conduct periodic equip
ment checks or until component operation is demanded. For additional 
information on the subject of status/tamper indicators, see Reference 
1. J 
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Recovery of a reactor to a safe and stable condition with no 
radioactive material released depends, to a large extent, upon the 
time required to take remedial action. The earlier sabotage detection 
occurs, the more time and options are available for recovery. Detec
tion of sabotage of two or more vital components .at the time of demand 
places the greatest stress on the recovery system personnel and equip
ment. 

For operational recovery to be a dependable option against 
sabotage, contingency ·planning is necessary. An inventory should be 
made of any existing facility equipment that may act as a sui table 
substitute for a vital component. Furthermore, to effectively deal 
with such emergencies, facility personnel require considerable train
ing in this mode of operation. Of course, extensive preparations for 
operational recovery make sense only for credible responses. 

3.2 RESULTS TO DATE 

In an earlier study on design concepts for sabotage protec
tion,2 a number of damage control concepts and possible options were 
identified which might be employed to mitigate the effects of a sabo
tage act at a nuclear facility. Within this same study, currently in 
Phase II, Science Applications, Inc. (SA!) is now analyzing those 
early concepts. 2 The results to date indicate that many of the origi
nal concepts identified do not stand the test of an in-depth evalua
tion. However, there are some which appear to have both sabotage and 
safety-related implications. 

Five basic assumptions concerning postulated sabotage at a nu
clear facility were made in the current SAI work. 

• Pressurized water reactor (PWR) reactor, initially in power 
operation 

• Single-insider threat without explosives 

• Loss of off-site power (LOSP) 

• Only radioactive release from the reactor core is of concern 

• An open pressurizer relief valve constitutes a small loss
of-coolant accident (LOCA) [LOCA Type I] 

The assumption of no explosives has the greatest· impact on the study 
since it eliminates the possibility of a large LOCA inside containment 
as a sabotage event. 

The time urgency of operational recovery methods is 
in Figure 2, * which depicts the required time sch_edule 
functions for various PWR designs to avert uncovering the 
an LOSP initiating event. 

* 

illustrated 
for safety 
core after 

The illustration shown in Figure 2 is derived from Reference 3. 
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For an example PWR, the SAl fault-tree solutions result in es
sentially four basic strategies for· coping with the insider scenario 
described above: 

1. Prevent a LOCA in the shutdown cooling suction line, i.e., 
a LOCA outside' containment (hereafter referred ·to as LOCA 
F), protect or take credit for time requirements associated 
with mitigating systems for transients, pressurizer valve 
LOCAs (LOCA I), and failure of a letdown line outside 
containment (LOCAL). 

2. Prevent LOCA F and LOCA I, protect or take credit for time 
requirements associated with mitigating systems for transi
ents and LOCA L. 

3. Prevent LOCA F and LOCA I, protect or take credit for time 
requirements associated with mitigating systems for transi
ents and the isolation capability for LOCA L. 

4. Prevent LOCA F, LOCA I, and LOCA L, protect or take credit 
for time requirements associated with mitigating systems 
for transients. 

Figure 3 illustrates the system requirements for each of the 
four basic protection strategies that have evolved.* All strategies 
require protection of the same base set of systems, as indicated. 
However, only one safety train must be preserved (A or B) to meet this 
requirement. Damage control is not an option for protecting these 
systems. 

By examining any branch shown in Figure 3 for a particular 
strategy, additional systems that require protection against sabotage 
can be identified. The first item(s) encountered (containment local, 
LOCA I source, or LOCA L source) are essentially required at time t = 
0. As the selected branch continues toward the right (i.e., in the 
direction of increasing time), additional system requirements are 
defined. If a system is not available by the specified time after the 
initiating event, it is assumed that core meltdown cannot be pre
vented. The time events included in the PWR fault tree and repre
sented in Figure 3 consist o~ the following: 

* 
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• SLOCA !--the time it takes for a small LOCA I (pressurizer 
safety valve or power-operated relief valve (PORV), typi
cally in the 2- to 6-inch-diameter break-size range) .to 
uncover the_core without makeup. 

o AFWT--the time at which the _auxiliary feedwater system 
(AFWS) must be placed in operation to prevent cbre meltdown. 

• SLOCA L--the time it takes for a small LOCA L (letdown or 
sample line break outside containment, typically less than 
2-inch-diameter break size) to uncover the core without 
makeup. 

The illustration shown in Figure 3 is taken from Reference 3. 
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• CCWT--the time at which the component cooling water (CCW} 
system must be in operation to support high-pressure safety 
injection (HPSI}, containment spray, or HVAC system opera
tion. 

• DC CAPT--the time at which the DC emergency batteries will 
be drained due to the emergency load assuming no AC supply. 
(DC power is required for AFW pump controls as well as for 
instrumentation.} 

• HVACT--the time at which emergency HVAC syst.ems must ·be in 
operation to maintain environmental conditions suitable for 
continued operation of other safety equipment (e.g., HPSI, 
AFWS and CCW pumps, electrical systems, and instrumentation 
and control systems}. 

• SWCST--the time at which the salt water cooling system 
(SWCS} must be in operation to maintain the component 
cooling function. 

o CST--the time at which containment heat removal is required 
to prevent containment failure following a LOCA I (pressur
izer safety valve or PORV stuck open}. 

• CVCST--the time at which reactor coolant makeup must be pro
vided following a transient to prevent core meltdown due to 
normal post-transient coolant loss from reactor coolant pump 
seal leakage and cooling shrink during cooldown (LOCA K}. 

The first five time events (SLOCA I, AFWT, SLOCA L, CCWT, and 
DC CAPT} do not present realistic damage-control opportunities in the 
sense of· system repair or replacement because of ·their relatively 
short-term time requirements (which range from <30 minutes to approxi~ 
mately 90 minutes}. Damage control, therefore, would not be .consid
ered as a potential alternative to protecting the HPSI, AFW, and CCW 
systems, the LOCA L isolation capability, or potential LOCA I and LOCA 
L sources. 

The last four time events (HVACT, SWCST, CST, and CVCST} repre
sent relatively longer-term concerns. Therefore, it may be reasonable 
to consider a variety of damage-control options as means for restoring 
operation of the HVAC and SWCSs, the eves and/or the containment heat 
removal (containment spray and emergency fan cooler} systems. 

One obvious conclusion, so far, is that a fairly large set of 
systems must be physically protected to preclude sabotage by an in
sider. Efforts by SA! and Sandia National Laboratories are continuing 
in this area to identify implementation techniques for the protection 
strategies. 
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4. SABOTAGE PREVENTION 

4.1 DISCUSSION 

For a saboteur to be successful, a specific sequence of actions 
leading to release of radioactive material must be completed. The 
role of the PPS is to prevent all such actions leading to radioactive 
release. A basic axiom of physical protection is that a resolute 
saboteur can be interrupted in his sabotage attempt only if the secu
rity response force is informed of the attempt while there is still 
sufficient time remaining in the sabotage sequence for the force to 
respond. 

The range of safeguards measures available to the PPS for deal
ing with the insider problem is quite restricted. This is particu
larly true in coping with the class of insiders who, during the course 
of their duties, require access to vital components for inspections, 
tests, or maintenance. There are two basic functions which can be 
applied in such cases: (1) vital-area access controls and (2) vital
area activities controls. These functions have been discussed and 
structured in general terms in Section 2. 2. 2. In addition, SAI has 
developed a set of work rules for implementing these functions. 

4.2 SA! STUDY RESULTS 

4.2.1 Discussion 

SAI has studied the insider threat with respect to nuclear 
reactor facilities'+ using a computer-based methodology called Matrix 
Analysis of the Insider Threat (MAIT). MAIT identifies potential 
weaknesses in the PPS in dealing with insiders who misuse access and 
activity authorizations in an attempt to commit sabotage. Facility 
characterization .data, e.g., vital equipment locations, safeguards 
function locations, personnel types and authorizations, operational 
conditions, etc., as well as adversary attributes are converted into 
matrices. Working from the matrix data base, the computer generates 
each possible path for all facility/threat combinations. 

4.2.2 Results 

The results of the SA! study indicate that a large number of 
employees in the example facility have access to all vital areas at 
any given time. The facility has no protection from an insider sabo
teur in any of the following· categories: maintenance-electrical, 
radiation protection, operations, and management. 

In an effort to improve security, 
based on zoning regulations was developed: 

a set of five work rules 
(1) team zoning, (2) area 
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zoning, 
zoning. 
studied 
follow. 

(3) operational zoning, (4) time zoning, and (5), function 
The potential effectiveness of these work rules was then 

using MAIT. Conclusions based on the results of these studies 

The concept of team zoning is to limit personnel access in such 
a way that no one person has unobserved access to a vital area, i.e., 
either a multi-man rule or some type of surveillance is enforced. The 
results indicate that team zoning (multi-man rule employed) provides 
effective safeguards for both Type I and Type II vital are·as. The 
increased manpower costs were estimated at 8%. 

Area zoning is applied to limit the access which unescorted 
personnel have to combinations of specific vital areas which are 
required to complete sabotage. MAIT results indicate this concept 
alone, while sufficient for Type II vital areas, cannot provide pro
tection for Type I vital areas. 

Operational zoning through the use of access control monitors, 
tamper indicators, and/or closeout inspections prevents unauthorized 
actions that could result in sabotage. This concept, when used alone, 
was found to be effective in the majority of Type II vital areas but 
insufficient for Type I vital areas. 

The concept of time zoning is based upon the restriction of ac
cess and/or work authorization in specific vital areas to certain 
times. MAIT results indicate no protection against a single insider 
can be obtained using time restriction only. 

Function zoning restricts the type of work specific personnel 
can perform within a vital area. The study results indicate that 
function zoning offers little or no protection against sabotage by a 
single insider. 

MAIT seems well-suited to identifying the vulnerabilities of a 
PPS with respect to potential insiders. Its weakness, however, is its 
implied assumption of 100% effectiveness of all safeguards elements 

-employed in the PPS. To address this issue of safeguards effective
ness, a dynamic analysis of the insider actions necessary to enact 
sabotage is required. One means of performing such an analysis is the 
Safeguards Automated Facility Evaluation (SAFE)S method developed at 
Sandia National Laboratories. 

4.3 SAFE ANALYSIS 

4.3.1 Discussion 

The SAFE method consists of a collection of operational phases 
for facility representation, component performance, ·adversary path 
analysis, and effectiveness evaluation. SAFE combines these phases 
into a continuous stream of operations. Through the use of SAFE, a 
global evaluation of a safeguards system can be provided by systemati
cally varying the parameters that characterize the physical protection 
components of a facility to reflect the perceived adversary attributes 
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and strategies, environmental conditions, and site-operational condi
tions. Global worst-case paths or scenarios are generated by SAFE for 
each target in the analysis. 

4.3.2 Reactor Facility Characterization 

The hypothetical nuclear reactor facility2 5 used in this re
port is a complex multilevel facility that contains nine levels in 
all: the ground level, two underground levels, and six aboveground 
levels. The base-case facility safeguards for this facility approxi
mate in modeling complexity those required for power reactors. 

A digitized drawing (as produced by SAFE) of the ground level 
of the example facility is depicted in Figure 4. The facility is sur
rounded by an outer fence and contains numerous buildings, including a 
radwaste building, a fuel building, a diesel generator building, a 
control building, a reactor containment building, auxiliary buildings, 
and a turbine building. A complete set of digitized facility drawings 
(generated by SAFE) is contained in Appendix A, Figures A-1 through 
A-13. Symbols on the drawings represent access points, stairwells, 
and targets; node labels are also included on the drawings for refer
ence. (Definitions of the symbols used on the facility layout draw
ings can be found in Table A-1.) 

The facility contains 32 targets in all. Table 1 contains a 
listing of the target node labels. All of the targets represent vital 
areas where an adversary can perform certain events which contribute 
to his accomplishing a goal of sabotage. To identify the vital areas, 
a transformation was made between primary events in the sabotage 
fault-tree logic equation and their locations. Due to the vulnerabil
ity of exposed power lines, the vital-area combinations reflect the 
basic sabotage study assumption of loss of off-site power concurrent 
with disabled components. Five of the targets are Type I and twenty
seven are Type II. Type II targets must be visited in combination 
with another target(s) in order to achieve sabotage, while Type I 
targets need not be, i.e., a Type I target includes sufficient vital 
component(s) to achieve sabotage. 

The Type II combinations of targets which could result in suc
cessful sabotage if visited by the adversary are listed in Tal>le 2. 
For doubles, the adversary must visit two different targets; for 
triples, the adversary must visit three targets; and for quadruples 
(quads), the adversary must visit four targets. 

The on-site security response force includes five security 
officers. All security officers are stationed in a security building, 
which is located at the fence (at node 284 on the facility drawings). 
Periodically, a security officer is sent out to patrol the fence 
perimeter area. Security officers are assumed to be equipped with 
handguns and have access to shotguns. 

Problem Complexity In order to obtain global performance 
measures for the reactor facility, all targets and all possible se
quences of targets which can be visited by the adversary must be con
sidered. Combinations of targets which can be visited contribute 
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Table 1 

Vital Areas 

Vital Area Location 
Target Node 

Label 

Type I Vital Areas ( 5 ) 

Level 2 

Level 4 

Level 6 

Type 

Level 0 

Level 1 

Level 2 

Level 3 

Level 4 

Level 6 

II Vital Areas 

295 

426 

611 
618 
619 

(27) 

37 

116 
117 

203 
204· 
205 
206 
253 
262 
263 
276 
277 
278 
279 
280 
281 
290 

306 
307 
314 
315 

411 
412 
421 

631 
632 
636 
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Table 2 

Type II Vital-Area Combinations 

Doubles ( 22) 

307-306 262-306 206-203 631-632 

203-307 262-203 206-421 412-411 

205-307 262-205 205-206 618-636 

204-306 276-290 263-206 253-636 

204-203 276- 37 116·-117 

205-204 206-306 314...:315 

Triples ( 10) 

281-307-306 281-204-306 281-262-421 

281-421-307 281-421-204 281-262-263 

281-263-307 281-263-204 

281-307-306 281-262-306 

Quads (1) 

280-279-278-277 

NOTE: Target combinations are designated by 
node labels 

heavily to problem complexity since, not only must each combination be 
considered, but each possible sequence of targets for each combination 
must be considered. For example, the combination 307-306 can be vis
ited by the adversary in the order 307 + 306 or 306 + 307. For each 
double combination, there are 2 possible sequences which must be eval
uated or bounded in terms of physical protection performance; for each 
triple, there are 6 possible sequences; and for each quad, there are 
24 possible sequences. For a Type I target, of course, there is only 
one possible sequence. For this particular facility, the number of 
possible sequences of targets that must be considered totals 135; this 
total does not account for the virtually unlimited number of paths 
which can be used by the adversary in conjunction with each possible 
sequence. 

The nuclear reactor facility clearly presents a very complex 
problem that requires an efficient technique such as SAFE for global 
evaluation. 
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Target Selection As previously indicated, analyzing PPS 
effectiveness over all combinations of targets, paths, and conditions 
is beyond the scope of this study. Therefore, only a representative 
target set was selected for a dynamic performance evaluation of the 
work rules discussed earlier. The assumptions made in this study 
which affect target selection are as follows: (1) a PWR, initially in 
power operation, ( 2) only radioactive material release from the re
actor core is of concern, (3) a single-insider threat without explo
sives. 

The assumption that the threat consists of a single insider not 
equipped with explosives ( 3 above) implies an effective search of 
authorized personnel at the protected area ( PA) portal. It all but 
eliminates sabotage in such Type I vital areas as reactor containment, 
the spent fuel pool, and the spent fuel shipping cask area since, in 
these areas, explosives would be needed to breach massive components 
in order to cause a rapid progression toward radioactive material 
release. Therefore, the only remaining Type I vi tal areas are the 
control room and the auxiliary shutdown panel. 

Sabotage by manipulation of the controls in either the control 
room or the auxiliary shutdown panel is estimated to require consider
able time (approximately 20 minutes or more). Therefore, to be suc
cessful, a single insider either (1) must avoid detection during this 
time or (2) must somehow prevent counteractions by an operator at the 
alternate control location. Since facility status is continuously 
monitored, the first option of avoiding detection seems unlikely. The 
second option of preventing operator counteractions, on the other 
hand, may require the insider to perform additional tasks, implying a 
possible reclassification of the control room and auxiliary shutdown 
panel to Type II vital areas for a single-insider threat. 

Although the above discussion is not substantial enough to sup
port any definite conclusions, it just may be possible that no Type I 
vital areas exist for the single-insider threat within a facility as 
compartmentalized as the example facility and having an effective PA 
portal contraband search. Therefore, it seems more worthwhile to 
select several Type II vital-area combinations for the analysis. 

The selection of specific Type II vital-area combinations for 
analysis was based on the following criteria: 

l. The vital areas selected should permit implementation of 
the most promising work rules, 

2. The choice of vital-area combinations should indicate any 
sensitivity of results to time intervals between access to 
each area, and 

3. The vital area selected as the starting point for the sabo
tage sequence should maximize the saboteur's remaining 
options to indicate any sensitivity to the PPS response 
strategy. 

The vital areas selected for analysis include the following 
Type II target combinations from Table 2: 205-307, 205-204, 262-205, 
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205-206. This target set seems well-suited to the specified selection 
criteria. If the insider begins the sabotage sequence at 205, he then 
has the option of completing the sequence at either of the adjacent 
target locations 204 or 206, at target 262 on the same level, or at 
target 307 on the next level. 

4.3.3 Results 

The set of work rules addressed in this study is ess~ntially a 
means of sensing unauthorized activities and conditions in vital 
areas. The impact of a particular sensi~g method on PPS performance 
is a function of the probability of detection and the post-detection 
delay/response time relationship for the case in question. Although 
the data used in the following analysi~ are considered typical, the 
resulting PPS performance for these work rules is confined to the 
examples analyzed. Should inadequacies show up in the utilization of 
these work rules, appropriate PPS parameter values usually can be 
changed, at a cost, to provide satisfactory PPS performance. The 
results of the SAFE analysis of the single-insider threat for the 
selected Type II vital areas with no detection and with each of three 
of the SAl-developed work rules in effect follow: 

• No Detection System at Vital Areas 

If no detection sensors or organized surveillance efforts exist 
in the vital area, then casual observance by another employee in the 
vicinity is the only means of sensing unauthorized access to or un
authorized activities in the vital area (assuming such activities 
cause no monitored change in equipment status). For detection to be 
complete, the qbserver must become sufficiently concerned to report 
the incident in time for the PPS to respond and interrupt the sabotage 
sequence prior to completion. In such a situation, sabotage preven-
tion is intuitively very low. -

• Operational Zoning 

Next, operational zoning was implemented in the form of access 
control monitors for· the given target set. For this case, the insider 
is alone and has access authorization only to target 205. After 
completing the appropriate sabotage act at 205, the insider has the 
option of forcibly gaining access to either 204, 206, 262, or 307. 
'l'he .nature of the act performed at 205 actually determines which 
target must be visited next, but this information generally is not 
available to the PPS at the time of the response. 

Detection is assumed to occur when access to the second target 
is gained, e.g., operating the door switch without authorization 
causes an alarm. This assumption corresponds to normal operation 
conditions at reactor .facilities; however, since access and alarm. 
occur simultaneously, it does alter any PPS objective of preventing 
unauthorized access to one of preventing sabotage completion. Based 
on appropriate data from Appendix B, it is assumed that if the secu
rity force arrives within 2 minutes (average) after the insider gains 
access to the second target, it will interrupt the sabotage attempt 
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before completion. The results of the analyses for the operational 
zoning cases are shown in Table 3. The path taken by the insider for 
each of these cases is shown in Figures 5 and 6. 

Table 3 

Base-Case Results for Vital Areas with Operational Zoning 

Average Probab i1 i ty 
Detection of Sabotage Probability Response Interruption Case Target Ini tia1 Response Time 

No. Sequence Detection (Pd) Location (minutes) (PI) 

1 205 + 204 Access to 204 0.95 204 2.6 0.18 
2 205 + 206 Access to 206 0.95 206 2.2 0.38 
3 205 + 262 Access to 262 0.95 262 2.4 0.23 
4 205 + 307 Access to 307 0.95 307 2.7 0.14 

The results for the operational zoning cases shown in Table 3 
are unassuring. However, it may be possible to improve PPS perfor
mance by either reducing response time or increasing the sabotage task 
time. For Case 4, Figure 7 indicates the sensitivity of the P to the 
response time. For the same case, Figure 8 shows the effect Of vary
ing the sabotage task time (Task 13) at target 307. Figure 9 is a 
three-dimensional plot which illustrates the effect on PI for varia
tions in both response time and sabotage task time. 

As can be seen, for vital areas protected by operational zon
ing, substantial parameter improvements may be required. Such im
provements may not be feasible economically. Similar results were 
obtained for the other target combinations, indicating the inadequacy 
of operational zoning in the form of unauthorized access detection, at 
least for cases similar to those analyzed. The range of total se
quence time (5 to 9 minutes) in comparison to the range of response 
time (2 to 3 minutes) suggests that earlier detection, which could be 
provided by the addition of area restrictions, might be beneficial. 

• Area Zoning 

Area zoning was applied to limit personnel access to only those 
specific areas within the facility required for completion of a job 
assignment. For this example, the insider is alone and has access au
thorization to target 205. As in the previous case, he is unauthori
zed to access targets 204, 206, 262, and 307. In addition, with area 
zoning he is now unauthorized to enter door 232 (entry to a group of 
rooms, one of which contains target 262) or to enter the t-hird level 
(where target 307 is located). Again, it is assumed that arrival of 
the security force within 2 minutes (average) of insider target access 
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is sufficient to interrupt the sabotage task. The analysis results 
produced for vital areas with area zoning in effect are shown in Table 
4. 

Table 4 

Results for Vital Areas with Area Zoning 

Sabotage 
Case Target Initial 

pd 
Response 

PI No. Sequence Detection Location 

5 205 + 204 Access to 204 0.95 204 0.18 

6 205 + 206 Access to 206 0.95 206 0.38 

7 205 + 262 Entry at 232 0.95 262 0.69 

8 205 + 307 Entry at 313 0.95 307 0 . 68 

All paths taken by the insider and all data, except as noted, are the 
same as for Cases 1 through 4. 

The results for Cases 5 and 6 are the same as those for Cases 1 
and 2, respectively. This is due to the apparent equivalence between 
operational zoning and area zoning when target combinations are ad
joining or closely located. On the other hand, for targets located in 
distinctly different regions of the facility, e.g., on diffe r ent 
levels, area zoning can provide some improvement in PPS perfor mance, 
as indicated by a comparison of Cases 3 and 7 or of Cases 4 and 8. 

The relative importance of detecting access to Level 3 of the 
facility with respect to the sabotage task time for target 307 i s 
illustrated in Figure 10. As can be seen, if sabotage of ta rge t 307 
(Task 13) is completed in much less than the 2-minute response time, 
detection of access to Level 3 (Sensor 10) does not occur early enough 
to be effective. The sensitivity of PPS performance to changes in 
response time is indicated in Figure 11. The average response time of 
2.7 minutes to target 307 is near maximum sensitivity. Small changes 
in response time could result in substantial performance changes. All 
of which suggests the need for earlier detection. Requiring the pres
ence of at least two knowledgeable persons when work is being per
formed in a vital area could provide the earliest detection possible 
when the initial sabotage act is committed. 

• Team Zoning 

The addition of team zoning in the form of t he two-man rule was 
studied using the same target set. To maximize detection in this 
case, it is customary to require both persons to have equal ab i lity. 
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However, attempts to utilize humans in the surveillance mode is sub
ject to all of the vagaries of human behavior, e.g., short attention 
spans, personal problems, poor health, etc. Dealing with these prob
lems is beyond the scope of this report. The reader is referred to 
Reference 6 for further information. 

For this example, the insider is now accompanied by an equally 
knowledgeable person and has access authorization to target 205. 
Other than the fact that the insider's initial sabotage act at target 
205 now ca~ be detected, all the conditions in the preceding cases are 
unchanged. There is, however, some question as to when, during the 
sabotage act, detection will take place. While some early phase of 
the act may attract the second person's attention, reaching a conclu
sion probably will come late in the act. To bound the results for 
each case, detection has been assumed to occur at both the beginning 
and at the end of the sabotage act. In addition, it is assumed that 
the second person will provide only an alarm to the PPS. The results 
for the vi tal-area targets with team zoning in effect are shown in 
Table 5. It is evident from these results that the two-man rule has 
the potential to provide substantial improvements in sabotage preven
tion for all target combinations analyzed. 

Table 5 

Results for Team Zoning 
I 

Sabotage PI 
Case Target Initial 

pd 
Response In1t1al Detect1on at 

No. Sequence Detection Location Start of Act End of Act 

9 205 + 204 At 205 0.95 204 0.92 0.74 

10 205 + 206 At 205 0.95 206 0.93 0.84 

11 205 + 262 At 205 0.95 262 0.97 0.97 

12 205_ + 307 At 205 0.95 307 0.97 0.96 

Notice that for adjacent target combinations, e.g., 205-204 and 
205-206, the results are somewhat sensitive to the time of detection 
during the sabotage attempt at target 205. Targets in the other com
binations, which are separated by a longer time interval, show no 
sensitivity to when detection takes place at'target 205. 

While the results in Table 5 appear interesting, it must be 
kept in mind that these ·figures represent an idealization. First, the 
probability of detection for the two-man rule is assumed to be 0.95. 
Most will concede. this number is probably too high. Therefore, the 
sensitivity of results to the detection probability for the two-man 
rule was examined. Figure 12 shows the sensitivity of the results for 
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the 205-206 combination, in which the targets are close together. 
Figure 13 indicates the sensitivity for the 205-262 combination, which 
is representative of more widely separated targets. 

Another idealization is the assumption ·that the PPS could 
determine at the time of the initial alarm that there was insufficient 
time to interrupt the sabotage at target 205 and then could respond 
directly to the correct second target. In the cases in which the ini
tial alarm came either at or from the vicinity of the second target, 
this assumption is reasonable. With the addition of team zoning, 
however, the first alarm can originate at the first target {205). 
Hence, at the time of the first alarm, the PPS can only guess the 
saboteur's next move. 

To account for this inability to minimize response time, calcu
lations were made based on the assumption that the security force ini
tially responds directly to target 205. Upon receipt of later alarm 
information, the security force is redirected from target 205 to the. 
correct second target. A comparison of the results of the calcula
tions for this two-stage response with those for the direct response 
is shown in Table 6. 

It is evident from the results shown in Table 6 that the amount 
of PPS performan·ce degradation is target-dependent. In Cases 14 and . 

. 15, the inclusion of the stop at target 205 caused a significant 
alteration in the response time for the security force, as compared to 
that for a direct response. For the other cases, the stop at target 
205 essentially occurred along the way, causing little increase in 
response time to the second target. 

Table 6 

Team Zoning Comparison {Direct vs. Two-Stage Response) 

PI 
Sabotage Direct Response 

Case Target Initial 
pd 

Response Includes 
No. Seg,uence Detection To 2nd· Target Stop at 205 

13 205 -+: 204 Upon 0.95 0.74 0.69 
sabotage 
completion 
at 205 

14 205 + 206 Same 0.95 0.84 0.70 

15- 205 + 262 Same 0.95 0.97 0.84 

16 205 + 307 Same 0.95 0.96 0.89 
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Up to now, the target combinations analyzed have been selected 
from the vital-area set listed in Table 2. The vital-area combina
tions reflect the basic sabotage study assumption of off-site power 
loss concurrent with disabled components. This assumption is con
sidered reasonable if the insider either has off-site accomplices or 
if he sets up his own timed charges at the power lines in advance of 
the on-site sabotage attempt or after completing the on-site phase of 
the sabotage attempt undetected. In any case, the impact of this 
assumption should be assessed. 

Forcing the insider to disable off-site power as· part of the 
on-site sabotage sequence adds a third target to all the two-target 
combinations that have been analyzed. This third target's designation 
is 290 (see Figure 15). The example analyzed consists of the target 
sequence 205-206-290. The conditions for the first case considered 
are that the insider is alone and has authorized access to target. 205. 
After completing the sabotage act at 205, the insider forcibly gains 
access to target 206. It is assumed that either operational or area 
zoning is implemented through the use of a sensor on the door connect
ing 205 and 206. After sabotaging target 206, the insider exits the 
building (no alarms assumed) to disable target 290. The path taken by 
the insider is shown in Figures 14 and 15. 

The sensor on the door between targets 205 and 206 provides the 
only alarm. Since this sensor signals only that the door has been 
opened, the PPS cannot be sure that the direction of access is from 
205 to 206 or the reverse. For this case, the response sequence is 
first to target 205, then to 206, and finally to 290. The results for 
an insider scenario which includes disabling off-site power are shown 
in Table 7 (Case No. 17). ·It is assumed that the arrival of the 
security force within 2 minutes (average) of insider access to target 
290 is sufficient to interrupt the sabotage attempt. When the Case 17 
results are compared with the results of Case 2, it is evident that 
the additional post-detection time required to sabotage target 290 
greatly enhances the probability of sabotage interruption. 

The amount of time required for the sabotage task at target 
290, given the insider does not have explosives, is uncertain. The 
effect of varying the sabotage task time at target 290 (Task 11) is 
shown in Figure 16 .. · 

The effects of adding enforcement of the two-man rule to Case 
17 are shown in Case 18 (see Table 7). As can be seen, the results 
for Case 18 show considerable improvement over those for Case 14. In 
addition, Figure 17 indicates for response within 2 minutes of access 
to target 290 that these results have a iow sensitivity to the proba
bility of detection for the two-man rule. Figure 18 illustrates how 
an effective two-man rule can provide reasotiable PPS performance even 
for very short sabotage task times. 

66 



_173 -

LEVEL 2 (GROUND LEVEL) 

QUARTER 3 

Figure 14 •. Level 2 (Ground Level, Quarter 3) Showing Insider Path 



0\ 
00 

' 

LEVEL 2 (GROUND LEVEL) 

QUARTER 4 

~-- ---- ~o291 

Figure lSo Level 2 (Ground Level, Quarter 4) Showing Insider ·Path 



Table 7 

Sabotag~ Scenario with Off-Site Power Disabled 

Average 
Sabotage Initial Response 

Case Target Initial 
pd 

Response Time 
PI No. Sequence Detection Location (minute) 

17 205 + 206 + 290 Access to 0.95 At 205 3.45 0.84 
206 

18 205 + 206 + 290 Upon 0.95 At 205 3.45 0.97 
sabotage 
completion 
at 205 
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5. CONCLUSIONS 

The preceding chapters of this report have presented a reactor 
safeguards system structure as well as results from two basic 
approaches to preventing radioactive material release caused ·by 
insider-induced unsafe reactor conditions. These two approaches are 
operational recovery and sabotage prevention. This chapter presents 
conclusions based on these results. -

5.1 SYSTEM STRUCTURE 

A functional hierarchy has been developed in which all system 
functions known to play a role in preventing the release of radioac
tive material from an operating reactor have been identified. This 
functional hierarchy can provide a unifying framework upon which to 
develop a broad-based system assessment methodology. 

5.2 OPERATIONAL RECOVERY 

For cases of core meltdown, damage control response times seem 
to limit opportunities for disabled component repair/re.placement to 
long-term functions, e.g., the HVAC, the containment heat removal 
system, etc. In cases in which core meltdown is not impending,* 
damage control response may not present any problem, but the ability 
to sense disabled components appears inadequate, particularly for 
standby components that have been subtly altered. 

5.3 SABOTAGE PREVENTION 

The conclusions which follow concerning the utility of the work 
rules are confined to the examples analyzed. Although the example 
data are considered typical, wherever work rule applications seem 
uusa tisfactory, parameter. values usually can be modified, at a cost, 
to obtain sati~factory system performance. 

• Operational Zoning 

If the saboteur has authorized access to all but the last vital 
area in a sabotage sequence, then operational zoning as a means of 
sensing unauthorized access is likely to place detection too late in 
the sabotage sequence for a timely response. Additional restrictions 
on authorized access for personnel could improve PPS performance but 
only for ·sabotage combinations of three or Jrtore targets. This could 
have .implications for the 11 key 11 {minimum protected set) vi tal-area 
concept. 

* Limited, symbolic, or protracted sabotage attempts. 
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• Area Zoning 

For target combinations· seemingly well-sui ted to area zoning 
the PPS performance was marginal when area zoning was applied. FoL 
adjoining or closely located vital-qrea combinations, area zoning 
became equivalent to operational zoning, with the same conclusions 
applicable. 

• Team.Zoning 

Team zoning, applied as the two-man rule, provided the earliest 
detection time in the sabotage sequences analyzed. Therefore, on the 
positive side, this rule offers the greatest potential for effective 
PPS performance. However, on the negative side, this rule may be the 
least reliable due to the vagaries of human performance in a surveil
lance mode. 

/ 
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6. RECOMMENDATIONS 

The following recommendations regarding reactor safeguard~ 
system structure, operational recovery, and sabotage prevention are 
suggested.for further development. 

6.1 SYSTEM STRUCTURE 

The development of a uniform, logical, and defensible assess
ment method for insider sabotage protection is recommended. The 
structure described in Chapter 2 could serve as a framework to unify 
responses to component and system questionnaires which can provide 
explicit, comprehensive treatment of both subjective and objective 
aspects of operational, safety, and physical protection systems. 

6.2 OPERATIONAL RECOVERY 

A comprehensive, in-depth impact-benefits study should be made 
in the area of sensing vi tal component tampering and failures. This 
study should . address the subject from operations, safety, and safe
guards viewpoints. 

6.3 SABOTAGE PREVENTION 

Defensible methods for assessing the impact of safeguards sys
tem options on both operations and safety should be developed. The 
availability of such methods would provide a means of making and 
supporting objective decisions regarding proposed options. The ques
tion of Type I vital areas in connection with insider sabotage should 
be investigated to determine the conditions, if any, for which there 
are no Type I vital areas. If such conditions exist, then the impact 
on PPS requirements should be assessed. 
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APPENDIX A 

Example Facility Layout Drawings 

Appendix A contains layout drawings (Figures A-1 through A-13) 
of the e'Xample facility used in this application. This hypothetical 
facility has nine levels, labeled Level 0 through Level 8, with Level 
0 the lowest leve.l and Level 8 the highest. Level 2 is the ground
floor level. Lines in the drawings represent barriers, such as walls 
and fences, and nodes represent doors, gates, stairwells, other access 
points, and targets. Node labels in the drawings identify the facil
ity nodes. The label for a node is located slightly above and to the 
right of the node. The set of symbols used in the example application 
to indicate the different node types in the facility drawings is shown 
in Table A-1. 

Table A-1 

Facility Node Symbols 

Node Symbol Description 

0 Fence node 
I 

!DID Roll-up door 

0 Watertight door 

X Containment vault door 

+ Standard, unlocked door or 
open portal 

~ Locked door 

X Pseudo-node 

~ Stairwell 

0 Target 

79 



00 
0 

282 

.. 

283 288 

285 

Figure A-1. Level 2 (Ground Level) 

LEVEL 2 

(GROUND LEVEL) 

284 



I]) .... 

Figure A-2 .. Level 0 

LEVEL 0 

Sli • 



., 

~ 114 

Figure .. A-3. Level 1 

.l~~·.' v·· 

LEVEL 1 



Figure A-4. Level 2 (Ground Level) 

LEVEL 2 (GROUND LEVEL) 

QUARTER 1 

. QUARTERS LABELED 

[112] 
[2DJ 

• 



LEVEL 2 (GROUND LEY.EL) 
QUARTER 2 

Figure A-~. Level 2 (Ground Level)' 



co 
L'l 

m 

A Vj ~ 111 1/}IS' 
L--------~-~~--~ 

Figure A-6. Level 2 (Ground Level) 

LEVEL 2 (GROUND LEVEL) 

QUARTER 3 

14 

14 



00 
0'1 

AlliS 

LEVEL 2 (GROUND LEVEL) 

QUARTER 4 

Figure A-7. -Level 2 (Ground Level) 



ex: 
.....; 

. ,. 
~II 

, .. 

Figure A-8. Level 3 

r 

LEVEL 3 



00 
00 

Figure A-9. Level 4~ 

LEVEL 4 



0. 

\::1· 

AAI 

684 

A !its 

6110 

A 4 A 617 

Figure A-10. Level 5 

LEVEL 5 



l:l" 
~~~· 

('}" 

LEVEL 8 

' (;J" 

Figure A-ll. Level 6 



A,.. 

! i' 

LEVEL 7 

A 
711' 

Figure A-12. Level 7 



-~ ' 

LEVEL 8 

~-· 

/ ' 

) 
Figure A-13. Level 8 



APPENDIX B 

Example Facility Data 

Appendix B contains a listing of the time delay in minutes (TD) 
and probability of detection (PD) for each node in the hypothetical 
facility (Table B-1), a compilation of the data necessary to define 
all the stairwells in the example facility (Table B-2), a summary of 
assumptions and data used for generating security force response times 
to targets in the example facility (Tables B-3 and B-4), aggregate re
sponse times to the targets (Table B-5), a list of targets in the ex
ample facility (Table B-6), and a list of Type 1 II target combinations 
in the example facility (Table B-7). 

Table B-1 

Node Data 

Type 3 

Fence nodes (TD = 0.2, PD = 0.9) 

282 283 284 285 288 

Type 4 

Roll-up doors (TD = 1.5, PD = 0.95) 

226 227 268 

.Type 5 

Watertight doors (TD = 0.8, PD = 0.9) 

13 14 15 16 17 18 

232 255 256 257 258 259 

Type 6 

19 

260 

Containment vault door (TD,= 10. , PD = 0.9) 

620 

Type 7 

Unlocked, standard doors (TD = 0.05, PD = 0. 01) 

234 236 237 245 249 250 505 

515 -601 602 603 606 615 624 

702 704 706 708 

Personnel portals (TD = 0.05, PD = 0. 9.) 

106 107 

34 229 230 

261 

506 507 508 

625 626 634 
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Table B-1 (Continued) 

Node Data 

Type 8 

Locked, alarmed doors ( TD = 1. 0, PD = 0.95) 

20 21 22 23. 26 29 30 31 33 35 

101 105 112 113 114 223 224 225 228 231 

238 239 240 241 242 243 244 246 252 264 

265 "266 267 269 289 291 . 296 297 305 308 

309 310 311 312 313 . 403 404 405 406 407 

408 409 410 414 415 419 420 422 424 425 

504 519 605 608 609 . 614 621 622 623 627 

628 629 630 633 635 ~03 804 

Locked, unalarmed door (TD = 1. 0, PD = 0.05) 

233 235 270 271 272 273 298 

Locked, hardened, alarmed door (TD = 2.0, PD = 0.95) 

247 248 292 

Locked, unalarmed hatch (TD = 2.0, PD = 0.05) 

293 

Type 9 

All pseudo-nodes have TD = o. am1 PD = o. 

Type 10 

Stairwell nodes (TD = 0.01, PD = 0.) 

1 2 24 25 27- 28 32 36 102 103 

104 108 109 115 201 202 207 208 209 210 

211 212 213 214 215 220 222 251 274 275 

286 287 294 299 301 302 303 304 316 317 

401 402- 416 417 418 423 501 502 503 509 

510 511 512 513 514 517 518 604 607 610 

613 616 617 637 701 703 705 707 709 710 

711 801 802 
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Table B-1 (Concluded) 

Node Data 

Type 11 - Targets (PD = 0. ) 

(TD = 2. ) 

37 116 117 203 204 205 206 253 262 263 

276 277 278 279 280 281 290 295 306 307 

314 315 411 412 421 631 632 636 

(TD = 5. ) 

426 618 

(TD = 10. ) 

611 619 
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Level 

8 

7 

6 607 

5. ( 0 33) 

4 402 

3 ( 0 5) 

2 214 

1 ( 0 5) 

0 1 

Node label 
( t) 

Node label 

604 

( 0 33) 

401 

( 0 5) 

215 

. 

(.5) 

2 

801 
I 

( ol7) 

701 

( 0 17) 

613 

(o25) 

501 

( 0 3 3) 

304 

( o 33 )o 

202 

(o33) 

102 

(o17) 

25 

Table B-2 

Stairwells 

where t is the time delay (in minute·s) between the 
two stairwell nodes 

Each column represents an entire stairwell 

710 

( 0 17) 

616 

( 0 25) 

513 

( ;.1 7) 

418 

(o17) 
J 

301 

(o33) 

274 275 208 

' 

l15 ( • 5) ( • 5) . 104 ( 0 5) 

( o1 7) (.17) 

32 27 28 24 36 

. 

802 

( 0 5) 

610 

( 0 25) 

503 

( 0 33) 

303 

( 0 33) 

201 

( 0 33) 

103 



Level 

8 

7 

6 

5 

4 

-

3 

2 

1 

0 

287 

(.33) 

108 

Node label 
( t) 

Node label 

286 

( . 33) 

109 

617 

( . 33) 

416 

( . 5) 

251 ' 

Table B-2 (Continued) 

Stairwells 

where t is the time delay (in minutes) between the 
two stairwell nodes 

Each column represents an entire stairwell 
' 

7-11 

637 (.58) 

514 517 

( . 83) 

(.58) ( . 58) 

316 
' 

317 
' 

( . 3 3) ( • 33) 

294 220 299 222 207 

502 

(.17) 

417 



Level 

8 

7 

6 

5 518 

( • 17) 

4 423 

3 

2 

1 

0 

' 

Node label 
( t) 

Node label 

707 

(.58) 

512 

'I 

(.58) 
I 

209 

709 

(.,58) 

511 

'· 

( . 58) 

210 

Table B-2 (Concluded) 

Stairwells 

where t is the time delay (in minutes) between the 
two stairwell nodes 

Each column represents an entire stairwell 

I 

' 703 705 

( • 58) ( • 58) 

509 510 

( • 58) ( • 58) 

- 302 

( • 33) 

211 212 213 

' 

• 

-' -



Table B-3 

Data Used for Security Force Facility Model 

Node type 

Time Delay 
(minutes) 

Exceptions: node 293 - 2. 

6 

3. 

7 

.05 

node 292 - 100. (breakout door) 

Security Force Assumptions: 

Security station at node 284 

Roving security officer 

• patrols fence area 

• two 1/2-hour patrols each 8-hour shift 

11 

o. 

Initial response is from roving security officer if on patrol 

Aggregate Response Time Formula 

The roving security officer will be on patrol 1 out of every 8 
hours, so the probability that initial response will com.e from the 
security station is 7/8 and the probability that response will come 
from a roving patrol is 1/8. In the case of the roving patrol, it is 
assumed equally likely that the security officer is at any of the five 
fence nodes; that is, the probability that he starts at a particular 
fence node is 1/5. The aggregate response time to a particular target 
is then calculated by th~ following equation: 

Rt = P (response from security station) x (time from security 
station to target) + P (response from patrol) x (average 
time from patrol to target) 

= 7/8 t284 

+ l/8 (l/5 ) (t282 + t283 + t284 + t285 + t288) 

= •9t284 + • 025 (t282 + t283 + t285 + t288) 

where t. is minimum time from start node i to the target. The final 
column bf Table.B-4 shows the aggregate response times calculated for 
each t~rget in the example facility. 

The user should keep in mind that these security force response 
times are very optimistic. They account only for travel time and, 
hence, assume immediate response without any time for assessment or 
other delays. They also assume direct response to the endangered tar
get; whereas, in reality,. the security force will not know exactly 
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where the adversary is going and probably will not respond~ initially 
to the target. However, the use of these response times can be justi-
fied. 

';'.J 

Table B-4 

Response Times (Minutes) 

Start Node 
Aggregate 

Target 282 283 284 285 288 Time 

37 2.8 2.2 2.8 2.4 1.7 2.8 

116 3.0 2.9 3.2 2.5 2.4 3.2 

117 3.1 2.9 3.3 2.6 2.4 3.3 

203 1.9 1.0 2.7 2.3 1.3 2.6 

204 1.8 1.1 2.7 2.3 1.4 2.6 

205 2.1 1.1 2.5 2.0 1.1 2.4 

206 2.3 1.4 2.2 1.8 1.1 2.2 

253 1.4 1.5 2.9 2.1 1.9 2.8 

262 2.5 2.1 2.4 1.3 1.6 2.4 

263 2.5 2.1 2.4 1.3 1.6 2.4 

276 1.6 2.1 2.4 0.9 2.0 2.3 

277 2.7 2.3 2.5 1.5 1.8 2.5 

278 2.5 2.2 2.4 1.4 1.6 2.4 

279 2.6 2.3 2.5 1.5 1.7 2.5 

280 2.8 2.4 2.6· 1.6 1.9 2.6 

281 2.5 2.2 2.4 1.3 1.6 2.4 

290 2.7 1.5 1.4 1.5 0.8 1.4 

295 ,1. 2 1.4 3.2 1.7 1.9 3.0 

306 2.7 1.6 2.9 2.5 1.6 2.8 

307 2.7 ~-7 2.8 2.4 1.6 2.7 

314 3.2 2.8 3.1 2.0 2.3 3.1 

315 3.1 2.7 3.0 2.9 2.2 3.0 

411 2.2 2.1 3.2 2.5 2.4 3.1 

412 .2.6 2.4 2.9 2.2 2.0 2.8 

421 3.3 3.0 3.2 2.1 2.4 3.2 

426 2.8 2.5 2.8 2.1 2.0 2.8 

611 3.2 2.1 3.3 2.7 2.1 3.2 

618 2.3 2.5 4.0 3.0 3.0 3.9 

619 5.7 5.6 7.0 6.2 6.0 6.9 

631 3.3 2.9 3.4 2.7 2.5 3.4 

632 3.5 3.1 3.6 2.8 2.7 3.5 

636 2.5 2.6 4.3 3.2 3.2 4.2 
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Table B-5 

Aggregate Response Times (Minutes) 

FIRST TARGET IN COMBINATION RESPONDED TO BY SECURITY FORCE 

204 205 206 262 307 

0 
E-i 204 2.6 2.7 2.7 4.1 3.8 
Cl 
r:LI 
Cl 
:z; 
Or:LI 

205 P;U 
U)p:; 2.9 2.4 2.5 3.8 3.6 
r:LIO 
p:;~ 

E-i:>t 
r:LIE-i 206 t:.9H 3.1 2.7 2.2 3.5 3.7 
p:;p:; 
~0 

.. 
E-iU 

r:LI 
E-iUl 
z 262 r:LI:>t 4.3 3.8 3.3 2.4 5.1 
Or::Q 
0 
r:LI ' (/) 

r::Q 
0 307 3.7 3.3 3.2 4.8 2.7 
(/) 

Table B-6 

' 
Example Facility Target Areas 

TYPE I 

295 426 611 618 619 

TYPE II 

37 116 117 203 204 205 206 253 262 263 

276 277 278 279 280 281 290 306 307 314 

315 411 412 421 631 632 636 
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* 

102 

116-117 

203-307 

205-307 . 

204-306 

204-203 

204-205 

262-306 

262-203 

262-205· 

276-290 

276- 37 

206-306 

206-203 

206-421 

NOTE: . 

Table B-7 

Type II Combinations 

206-205 

206-263 

314-315 

631-632 

411-412 

253-636 

618-636* 

306-307 

281-306-307 

281-307-421 

281-263-307 

281-307-306 

281-204-306 

281-421-204 

281-262-306 

281-262-421 

281-262-263 

281.-263-204 

280-279-278-277 

Combinations may include Type I target areas if a Type 
I vital component is located in the same area with a 
Type II vital component. An area that contains both 
types of vi tal components assumes the Type I desig
nator. 
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GLOSSARY OF TERMS AND A~RONYMS 

Terms 

Area Zoning Work rules that limit personnel access to a 
target or a combination of targets necessary to 
perform work functions. 

"Key" Vital Area A Type I vital area or a Type II vital area from 
a set of vital areas which a saboteur must visit 
in order to accomplish radioactive material re
lease. The concept of establishing "key" vital 

· areas is to provide protection for all Type I 
vital areas within the facility and for at least 
one member of all sets of Type II vital areas at 
which radiological sabotage could be accom
plished. 

Operational Zoning Work rules that prevent unauthorized action which 
could result in sabotage. These· work rules 
incorporate such controls as access control 
monitors, tamper indicators, and/or close-out 
inspections. 

Team Zoning Work rules that permit only authorized teams to 
have access to designated are~s. 

Type I Vital Area A single vital area in which radiological sabo
tage can be accomplished without the need for 
access into another area. 

Type II Vital Area 

AFWS 
ccws 
HPSI 
HVAC 
PORV 
RCS 
SG 
swcs 
UPS 

A vital area in which radiological sabotage can 
be accomplished only in conjunction with addi
tional sabotage activity in at least one other 
vital area.· 

Acronyms 

Auxiliary feedwater system 
Component cooling water system 
High-pressure safety injection 
Heating, ventilation, and air-conditioning 
Power-operated relief v~lve 
Reactor coolant system 
Steam generator 
Salt water cooling system 
Uninterrupted power supply 

lOJ 
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