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INTRODUCTION 

INSPECTION 

At some point in history an inventive indivi dual developed the 

first physical protection system. It could have been a stra

tegically placed stick propping up a rock at the entrance of a 

cave or a hole concealed with branches. This system produced 

results: (1) Announcement (the noise of the falling rock or 

person), and (2) response (capture of the in t ruder s tunned by 
the rock or trapped in the hole). A more familiar and modern 

arrangement would be pots and pans activated by a trip cord. 

With the discovery of electricity , invento rs of t he ti me re

alized security was an area t hat had many potential use s . It 

was the obvious choice for detection and an nuni cation, both 

locally and to a central station. The ba si c physical pro
tection system then evolved. Po rtal s we re monitored by 

switches, and window glass by foil or bug. This then raised 

the security threshold t o be ove rcome by t he would- be i nt ruder. 

The intruder then had to become more i nventive . The obvious 

choice for an intruder not wishin g t o sound an alarm was to use 

any other entry point, such as brea kin g a hole through the wall 

or ceiling. The next logical step to stop the intruder was to 

develop space detection. Perhaps the fi rst was strategically 

placed trip cords. These trip cords could be avoided, espe

cially if there was some fore knowledge of their location. 
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DISCLAIMER 

This report was prepared as an account of work sponsored by an 
agency of the United States Government. Neither the United States 
Government nor any agency Thereof, nor any of their employees, 
makes any warranty, express or implied, or assumes any legal 
liability or responsibility for the accuracy, completeness, or 
usefulness of any information, apparatus, product, or process 
disclosed, or represents that its use would not infringe privately 
owned rights. Reference herein to any specific commercial product, 
process, or service by trade name, trademark, manufacturer, or 
otherwise does not necessarily constitute or imply its endorsement, 
recommendation, or favoring by the United States Government or any 
agency thereof. The views and opinions of authors expressed herein 
do not necessarily state or reflect those of the United States 
Government or any agency thereof. 
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More sophisticate technology was required. The present day 
' assortment of intrusion detection equipment attempts to meet 

this need. These include photo beams, passive infrared, audit, 

ultrasonics, microwave, and video motion. These security mea

sures have been generally applied based on experience, but with 

little concern for the range of possible threats or system-im
pacts. 

New technology does not necessarily displace the old. Physical 

protection systems (PPS) are still being used as effective in 

depth protection, including trip cords. New technology has 

given the system designer more tools and better flexfbility, 

to tailor the system to detect threats to the facility. The 

desired end result has always been to achieve adequate security. 

Most emphasis has been toward more sophistication and reliability 

in electronic design. Now we must learn to design these physical 

protection systems with more discipline and sensitivity to the 

human factor, the users and the possible intruders (threats). 

Here;;- then, is one approach toward this goal. 

DESIGN CRITERIA 

Physical protection systems (PPS) must be designated to s~tisfy 
the specific protection requirements of the commodity or facility 

to b~ protected. Despite what appears to be similar protection 
requirements, each facility has its own unique geographical, en
vironmental, facility configuration, and operational requirements. 

The operational considerations for the Nuclear Material 

Inspection Storage (NMIS) Building ~t the Idaho National 

Engineering Laboratory (INEL) that were established to produce 

the proper design criteria are: 

consideration of the threats that could disrupt or damage 
the facility, 

consideration of the intruder's skill level or ability re

quired to compromise the PPS, 
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'l ""-.. how the monitoring of the alarms status for the facility 

was:;to be accomplished, 

how the response to the alarms was to occur, 

consideration of the time required for the response team to 

arrive at the facility and ·any subsequent actions,· and 

the location and conceptual construction details of the 

fa·cility. 

Once these operation a 1 -considerations were eva 1 ua ted·, then the 

design criteria was developed in terms of PPS threshold level 
and complexity of the subsystems (intrusion ·detection, access 

controls, assessment and response) needed to counter the de
veloped threats. These considerations were: 

1. Review the engineering· drawings of the facility. A~eas that· 
I 

r'equired protection were identified, as well as sensor 

locations and cable routing. The drawings al~o helped to 

indicate normal personnel and vehicle traffic flow, and any 

operational features that could possibly restrict the sensor 

~ocations, cable routing, or the monitoring zones. 

2. Identify all vital areas on the engineering drawings that 

required protection. Some vital areas were predetermined by 
Federal· (DOE, NRC) regulations. 

3. Separate the areas to be protected into zones that can be 

·either individually or jointly monitored by the central alarm 

station. Zones allow a security or response force to de

termine specifically the penetration point of the intruder. 

3 



4. Select the type of intrusion detectors that would provide 

adequate protection agciinst the possible and orobabl~ threats. 

A problem usually encountered is a lack of understanding of 
the technical principles and application requirements of 
security sensors. A recommended procedure .is to select the 

' . 
most viable sensor types and install them in a test mode 

before expanding to a complete PPS. 

5. Locate each sensor for a protection area where it will have 

a high probability of detecting an intrusion. Installations 

should closely follow the instructions in the manufacture'~ 
·application and operation manuals. 

All sensors have applicable limitations that should be kndwn and 
~ompensated for in the design of the PPS. Backup or alternative 
sensors may be necessary. 

Access controls are used whenever acce~s to certain areas needs 
~. 

to be limited to authorized individuals or vehicles. Considera-
tions are: 

1; The level of access control - authorization, identification, 
and identity verification. 

2. The primary functions o~_any access control system - in
terrogation, decision, and response. 

3. The system equipment that is commerically avaiiable to obtain 
necessary level of control. 

The response function is coupled directly to the assessment func
tion. ln manual and semiautomated control systems, the assess-

. ment of a controller triggers the response. The response then is 

regarded as a measure of the assessment. 
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In addition, the environment the system will be exposed to and 

the costs of maintaining the system are important considerations 

that can. ensure adequate long-term security is provided. If 
these are not considered a great deal of frustration, inadequate 
service, and serious vulnerabilities will result. 

EVALUATION METHODOLOGY 
In the case of the NMIS facility, the primary purpose for using 
evaluattp methodologies was to identify potential -design or pro
cedural changes that would make it less vulnerable. The primary 
focus of the analysis was on the convert theft situation addressed 
by MAIT1 and SVAP2: Other analyses were used to augment these and 

to address the external threat. This array of analytical tools 
was believed to cover the entire spectrum of potential threats: 
(a) The insider (acting alone or in collusion) using stealth and 

·deceit to.divert special nuclear material (SNM); (b) the insider(s) 
who is coerced into diverting the materials; and (c) the uvert 
attack by a group of armed, knowledgeable outsiders. 

~~ 

It should be noted that the Matrix Analysis of the Insider Threat 
(MAIT) addresses diversion by all insiders and any outsiders.of 
interest. The method finds fundamental ommissions in the PPS and 
safegyards system coverage and in the depth of coverage. MAIT then 
highlights those omissions of security concern and points the 
analyst to the potential upgrades. The Safeguards Vulnerability 

Analysis Program (SVAP) addresses vulnerabilities of the physical 

protection, nuclear material control, and accounting system as 
related to the diversion of nuclear material by nonviolent 

insiders acting either alone or as part of a arbitrarily large 
co 11 us ion group. 

The primary emphasis of the analysis was on the nonviolent insider, 
situation (a) above, and neither evaluation methodology uncovered 
any paths which, under present procedures, could be defeated. 
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"Defeat" means that all safeguards covering the particular 
critical· path have been compromised. Both evaluations, MALT and 

SVAP, identified two vu-lnerabilities in the initial "as designed" 

fac~lity. One dealt with vault access control and .th~ other 
with security of the electrical room. Needed procedureal mod

ifications were also identified and incorporated into standard 
procedures. 

For the more aggressive insider who simply seizes the nuclear 
material and runs when he is detected, the probability that he 
will be intercepted before reaching the perimeter fence was 
determined as high. For the organized attack by a group of 
outsiders inient on stealing SNM, the analysis indicates that the 
NMIS facility would be extremely difficult to breach. The 

physical protection system (PPS) results from facility design, 
operational procedures, and guard response were significantly 

improved by this disciplined analysis. 

It shci~ld be noted that both MAlT and SVAP analyzed the same 

problem- NMIS facility PPS. In most areas, it doesn't make. 
sense to use more than one evaluation methodology on any given 
problem. The analYst chooses which technique should be used 
depending on preference or familiarity. Other factors to be con
siaered are computer requirements and transportability of the code, 

adequacy of documentation and previous experiences of other 
analysts. This vulnerability study has bee~ supported by other 

barrier and response time studies that look at the INEL as a whole 
and the NMIS facility specifically.3 

The time involved to analyze a facility like NMIS was approxi
mately two man-months each for MAlT and SVAP. The actual time 
to perform the base case analysis was about two weeks for both 

methods. 
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Some· recommendations that were developed for the NMIS Building 

are: 

l. A "tight" two-man rule (buddy system) is a must. 

2. Certain ind~viduals have a high potential capability to 
divert nuclear materials than others. This potential needs 

to be decreased. 

3. Checks and balances are necessary throughout the Physical 
Protection System, not just with sensors. 

4. Tight i~ventory controls on certain forms and documents 
are necessary. 

("'\.. . 

5. Thre~ individuals are required to maintain the two-man rule 
for shipping and receiving of nuclear materials. 

6. S~ecific predesignated procedures to protect nuclear mate

rictl during an emergency situation are necessary. 

SUMMARY 
Only one aspect of nuclear security has been discussed here, a 

disciplined approach to physical protection systems (PPS) design. 
The best security against a multitude of threats to the nuclear 
industry is a dynamic and multifaceted safeguar~s proQram. It 
is one that combines PPS design with employee screening, re
liability or behavioral observation programs, procedural control, 
assessment techniques, response capabilities, and security hard
ware.. To be effective, such a program must be supported by 
management and applied uniformly to ali personne·l, including 

the safeguards and security staff. 
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